Hacrpoiika DFL-210 nis padorsl PPTP kimentom B cersix Tuna Kopouna
+ DHCP+ DNS Relay + Cratuuecknii Poyruar(Mocksa).

OTtkpoiite Web-0pay3sep u BBenute [P-aapec MexxceTeBoro skpaHa B aipeCHYIO CTPOKY (110
ymonrganuio 192.168.1.1) u nasxxmute Enter. ABropu3syiitech (110 yMOIYaHHIO NAPOJIb U JIOTUH

admin).

Jlanee mo6assieM HY>KHbIE HAM OOBEKTHI:
pptp_network — 85.21.0.0/24

dhcp pool —192.168.1.50-192.168.1.100
netmask — 255.255.255.0

Knuknute no 3HaKy «+» psaom c nankoir Objects u Beioepute Address Book, 3atem HaxxmuTe
Add, u3 mento BeiOepete I1P4 address.

' - Address Book

u DFL-210 =77 The Address Book cantains symbi
E-| g System
= ot ObjE-'l'_“-‘tS .......... A ddv:

=114, Address Book :
5 = Y, Address folder

J.,.% Ethernet address

J.,.% Ethernet address group

..... :ﬂ.":u Pools = IP address

..... -4 NAT Pools IP4 group
¢y Schedules

----- '-.‘_{;'r.&utherlticatinn Ohjects

-4 VPN Objects

El-| g Rules

[ gy Interfaces

[+ = Routing

- gy IDP 1 IPS

[ gg User Authertication
(£}

-~ =4 Traffic Management

Hanpumep, no6asum DHCP_POOL

4 Untitled
éeneral “User Authentication

47 General ]

3 Use an IP4 Address item to define a name for a specific IP4 host, netwodk or range.

Tloine DHCP_POOL

IP Address: | 192.168.1.50-192.168.1.100 =.g: "172.18.50.8", *192.168.20.7, 192.168.30.11%, "192.168.7.0/24" and

"72.16.25.10-172.18.25 50"

# ) Comments 5]

Comments:

I Ok ][ Cancel ]




ITocae 3anmomHenns Beex mojied Haxxumaem OK.

Knuknute no 3HaKy «+» psaom c nankoii Interfaces, u Beibepere Ethernet, 3aTtem cnipaBa
BbIOepuTe WAN.

=] Ethernet
5 DFL-210 Caonfigure the settings for the
- gy System
|| Objects
Rules Marme - IP address «

- | ok Interfaces 3 dmz T e
..... 15X i_ZIIan -_} Ian_ip
- EIVLAN 4 wan_ip

b ) IPsee

[TocraBbre ranouxky Ha Enable DHCP client.

# | General
Name: wan
IP Address: wan_ip W
M et wannet L
Default Gateway: (Maone) L3
Receive Multicast Auto LY
Traffic:

Enahle DHCP Client

Enabling the DHCP Client will create and use tl
Objects that are needed by the DHCP client an

Haxxmute OK.



Hacrpoxa DFL-210 L2TP (VPN) kinenra.

Cnesa Bo Bkiajgke Interfaces, Beioepute L2TP/PPTP Clients, nanee naxxmure Add u3
nosiBuBLierocst MmeHio Beioupaem L2TP/PPTP Clients.

e "
7% PPTPILZTP Cli

DFL-210 - PPTPILZTP (Layer2 1
(- gg System

| Ohjects Add

;Hules = . -
: I% PPTRILZTP Client §
pre

----- b Ethernet

..... ._,.-'JI'\'IILAN

----- & PPPoE
----- 8 PPTPIL2TP Servers
v :ﬂ I2ME

----- YyInterface Groups

----- & ARP

3anoJHAEM I10JI:

Name: Internet

Tunnel protocol: L2TP (Bb1OpaTh U3 BbINaJAaI0LIer0 MEHIO)
Remote Endpoint: dns:tp.corbina.ru

Remote Network: all-nets (BbIOpaTh M3 BbINAIAI0LET0 MEHIO)
Username: JIormH, BbIIaHHBIA BalllUM NPOBaiiiepom
Password: I1apoJib, BbIIaHHBIN BallMM NpoBaiigepoM
Confirm Password: Eme pa3 yka:kute Bau napoJib

faa | i
B PPTPIL2TP Client

A PPTRILZTFP client interface is a PPP (Point-to-Foint Protoe

General Security Dial-on-demand Acdvanced
% | General

Mame: Internet

Tunnel Protocol: L2TP -

Remote Endpoint: dnsitp.cothinaau 4

Remote Metwor: all-nets LY

# / Authentication

Username: Karavec
P assword: enenn

Confirm Password: SRR



Haxxmute OK.

Wzmenum IP Rules mnsa noctyna nons3oBateneii uepes PPTP

Knukzute 1o 3Haky «+» psaaoM c nankoi Rules, nanee
1o 3HaKky «+» psaom c nankoii IP Rules u Beibepute

3Ty MAaIlKy, Jlanee BoWauTe B nanky lan_to_wan

1 MeHsieM Bo Bcex npaBuiax Destination Interface.

# = MName » Action -
1 § drop_smb-all @ Drop
&l g allow_ping-outbound Ei NAT
2 g allow_ftp-passthrough Ei NAT
4 allow standard Ei NAT

@ drop_smb-all

An IP rule specifies what action te perfarm an netwoik traffic that matches the specified filter erites

Source interface « Source network

13 lan 12 lannet
[ lan 2 lannet
T lan I lannet
[ lan 2 lannet

General Log Settings MAT SAT Multiplex SAT
# J General

Gl drop_smb-all

Action: Drop 7

Service: smb-all 7

Schedule: (Mone) 7

# J Address Filter

Specify source interface and source nebwork, together with destination interface and destination netw

Saurce
Interface: lan 7
Netwok: lannet 3

# ) Comments

Destination

¥

MName
Ll any
Lilcore

Comments

Jdmz

Comments:

[l lan
1 wean

~ DFL-210

Destination intarface «

13 wan

i wan

123 wan

i wan

ITocne n3meneHui Ta6J'II/II_[a IMpaBUJI JOJIKHA BBITJIAJACTD TAK.

# = MName »

1

2
3
4

IIponuceiBaem mapupyt ais L2TP coenunenns.

§ drop_smb-all

§ allow_ping-outbound
g allow_ftp-passthrough
g allow_standard

Action w
@ Drop
ﬁ] NAT
Eii NAT
Eii NAT

Source interface » Source network -

= ]
g lan < lannet
- ]
[ lan = lannet
= ]
I lan = lannet
- ]
3 lan = lannet

Destination interface «
:-ﬁ Internet
jﬁ Internet
:'ﬁ Internet
@ Internet

| g3 System
| | Objects

® IP Fules
- & lan to wan

@ lan_to_dmz

_# dmz_to_lan

_g dmz_to_wan

_g wan_fo_lan

& wan_to_dmz

S Access

Destination netwark «
= all-nets
= all-nets

E
= all-nets

=
= all-nets

Destination netwark «
= all-nets
= all-nets
2 all-nets

S
= all-nets

Service

'\# smb-all

ﬂ ping-outbound
'\ﬂ ftp-passthrough
ﬂ all_tcpudpicmp

Service w

i.ﬂ srmbi-all

ﬂ ping-outbound
iﬂ ftp-passthrough
ﬂ all_tcpudpicmp

Knuknute no 3Haky «+» psaom c nankoii Routing u Beibepute Routing Tables, 3atem

Main(read-only), Haxxmute kHonky Add, ykaxxute Route.
._:J.J_ main (reaa-on

The systern has a pred

- DFL

-210

- g3 System

| Ohbjects
_§ Rules
g Interfaces

=1 24 Routing|

-_|_Fouting Tables
L] ™ main (read-anly)

& Fouting Rules

= Switch Route

Iface -

[ Route
[ Route

I Route

=rWan
{55 dmz
L3 lan

I55 wan



3anoJiHAEM IO TaK:

Interface: WAN
Network: pptp_network
Gateway: wan_gw

" Route

A route defines what interface and gateway

General Proxy ARP Manitor

# J General
Interface: wan W
M etwvok: pptp_netwark w
Gateway: wan_gw L
Local IP Address: (Heone) w
Metric: 100
Haxwmure OK.

HacrpauBaem DFL-210 B kauecTBe DNS Relay.

Knukzute 1o 3HaKy «+» psaaoM c¢ nankoi Rules, nanee no 3naky «+» psaom c nankoi IP
Rules u Boibepute 3Ty nanky, Haxxmute kHonky Add, ykaxure IP Rule Folder, nosne Name
ykaxxure DNS_Relay u Hasxxmute Ok.

g IP Rules

DFL-210 IP Rules are us
---_ﬂ System
-] Objects ndd

: IP Rule

----- & lan_to_wan ﬁ P

----- # lan to dmz # lan t



TCHCpL COo3aacM /[iBa IIpaBuJjia.

Haxwmute kaonky Add u BeiGepute IP_Rule.

3amoaHUTe MoJIg KaK IMOKa3aHo Ha PUCYHKC:

B General
Name: SAT_DNS_Relay
Action: SAT

Service:

dns-all

B Address Filter

Source:

Interface: lan
Network: lannet

Destination:
Interface: core
Network: lan_ip

Haxwmute OK.

General Log Settings MNAT SAT Multiplex SAT

# J General
Mame: SAT_DMS_Ralay
Action: SAT W
Semvice: dns-all W
Schedule: {Mone) w

# / Address Filter

Specify source interface and source network, together with destination inte

Source Destination
Interface: lan P care £
Hetwork: lannet w lan_ip v

3aiigure Ha Biaaky SAT, B mone New IP Address, ykaxxute Internet_dns1 u naxxmute OK.

8

G

IP Rule

An IP rule specifies what action to perform on 1

eneral Log Settings MAT

# | General

SAT

Translate the

O Source IP Address

@ Destination |IP Address

Ta:

Mew IP Address:

New Part:


http://192.168.1.1/?Page=Node&GUID=468e5292-0001-1000-8000-332e0dbf1660

Co3naem BTOpOe npasBmiio. [1oss 3an0NHAIOTCS KaK yKa3aHHO HAa PUCYHKE HUXKE.

B General

Name: SAT_DNS_Raley
Action: NAT

Service: dns-all

B Address Filter
Source:
Interface: lan
Network: lannet
Destination:
Interface: core

Network: lan_ip

Haxmute OK.

General [~ Log Settings |"NAT | SAT

&} General

g An IP rule specifies what action to perform on netwerk fraffic tha

Mamse: NAT_DMS_Relay
Action: MNAT

Servioe: dnzs-all

Schedule: [Mone] w

% Address Filter

$ Specify source interface and source network, together with destii

Source Destination
Interface: lan L¥) caore W
Metwork: lannet w lan_ip bt

Haxxmute npaBoit kHonkoi Mbiky Ha manku DNS_Relay u Bei6epute Move to Top.

Action * Sou

Allow ']

#¥ Name ¥

0 s ping_fwr

1 _§ lan_to_wan
2 _g lan_to_dm=
3 § dmz_to_lan
4 _# dmz_to_wan
o

=

7

_$ van_to_lan

# wan to dmz

Edit
ﬁ Delete

E
b :'r" Move to Top 3'

I pove U o

_!’.




INognumaem DHCP Server na DFL-210

KnukHuTe 110 3HaKy «+» psAAoM ¢ nankoi System, nanee 1o 3HaKy «+» psgoM ¢ nankoid DHCP
Settings Boi6epute DHCP Servers, naxxmurte Ha kHonKy Add BeiGepute DHCP Server.

| |
_ % DHCPSe
- DFL-210 " Add, remaove

-1\ Date and Time m S5 Advan
*, DHCP Server |

..f*3 DHCP Relays

General |~ Options | Custom Options | Log Seftings |
3anoJHAEM I10JIs TaK: ;
# [ General

Name: DHCP
Interface Filter: lan
IP Address Pool: DHCP_POOL

I@ A DHCP Server determines a set of IP addresses |

Netmask: Netmask Name: e
Interface Filter:  [|an
IF Address Focl: |\ DHCP_POOL w
Metmask: NMETMASK "

3aiiaute Ha BKIaAKy Options u 3armoTHUTE OIS TakK:

Default GW: lan_ip
DNS: lan_ip

~Y Untitled
’ ’“.-GEII'IEFEH 7 " Custom Options | Log Settings |

# | General

“\m A DHCP Server determines a set of |P addresses and haost configural

[De‘fsult GW: lan_ip v]
Domain:
Lease Time: 85400 seconds
Primary Secondary
[DNE: lan_ip v] [Mone]
MBHS/WINS: [Mene) w [Maone)

Mext Server: {Mone) w



Haxxmute OK.

Hacrpoiika Poyrunra na DFL-210 pis corbina.

Knuknute 1o 31aKy «+» psaoMm c nankoit Objects u Boi6epute Address Book, 3atem Haxxmute
Add, u3 mento BeiOepere Address Folder, B mone Name ykaxure ISP NETS. Haxmurte OK.

Teneps no6aBuM creayromnue 00bEKThI (Kak 100aBUTh OOBEKTHI CM. BHIIIE HA TIPUMEpE
DHCP_POOL):

Netl 85.21.72.83
Net2 10.0.0.0/8

Net3 195.14.50.26
Net4 195.14.50.93
Net5 195.14.50.16
Net6 85.21.79.0/24
Net7 85.21.90.0/24
Net8 83.102.231.32/28
Net9 85.21.108.16/28
Netl10 195.14.40.141
Netl1 85.21.37.16/28

OO0benuHsIeM 3TH CeTH B IPyINILy.
Haxxmute na kHoniky Add u Beioupute P4 Address Group, B moie Name ykaxurte ISP_Nets,

BbIienuTe 00beKTHI ¢ Netl g0 Netl 1 1 HOKMUTE CTPENOYKY BIPABO WK J00ABHTE 1O OJHOMY
CO3/IaHHbBIE OOBEKTEL.

# | General

Marne: ISP_nets

Group members: Available Selected
all-nets - Meti -
dhecp_pool Metl0
dmz_ip Metii
dmznet oo Met2
Internet_dns1 MHet3
Internet_dns2 << Metd
Internet_ip [etS
lan_ip Mets
lannet MHet?
e sl = o x|

Haxwmute OK.



Knukaute no 3HaKy «+» psjgom ¢ nankoit Routing u Bei6epute Routing Tables, 3atem

Main(read-only), Haxxmute kHonky Add, ykaxkute Route.

_:]J' main (reaa-on
ot DFL-210 The systern has a pred
| g System

Ohbjects 'y Edit this objec
t--| g Rules
| Interfaces face

== |+ Switch Route

C=

E tolting Tables [ Route [5F dmz
i T main (read-only) _["Route [ lan

i 2y Routing Rules ™ Route 198 wan

3aroHAEM TOJIS TaK:

Interface: 2
Interface: wan Network: =
Network: ISP_Nets e e -
Gateway: ISP_Nets fvan_gw)
; - Local IP Address; T ,
Metric: 100 R e (Mone) T
Metric: 100

Haxumaem OK.

Cospnaem a1Ba NAT npaBuiia 1Jis1 BbIX02 BO BHYTPEHHIOIO C€Th.

Knuknnte no 3Haky «+» psiaom ¢ nankoid Rules, nanee no 3Haky «+» panom ¢ nmankou IP
Rules, naxxmure kHoniky Add, u Beioupute IP Rule Folder, B mone Name ykaxute lan_to_isp.

HaxxmuTte Ha kHOTIKY Add M BEIOEpUTE s

IP Rule. Action: NAT

Service: all_services

Schedule: [Mong)

Tlonsg 3amoHSI0TCA TaK:

B General _
| Address Filter
Name: all_services $ Specify source interface and source network, together with desti
Action: NAT
Service: all_services e TR
. Interface: 1
B Address Filter - R
Metwor: w ISP_Mets I
Source:

Interface: lan
Network: lannet

Destination:
Interface: wan

Network: ISP_Nets

Haxwmute OK.



Haxxmute Ha kHOTIKy Add, Be1OUpuTe IP Rule

[Tosst 3am0NHAOTCA TaK:
B General

Name: ping-outbound
Action: NAT
Service: ping-outbound

B Address Filter
Source:

Interface: lan
Network: lannet
Destination:
Interface: wan

Network: ISP_Nets

Haxmute OK.

tiame:

Acdtion: NAT W

i v

Schedule: [Mane]

| Address Filter

J i Specify source interface and source network, together with dest

Source Destination

Interface: I wan W
MNetwork: w ISP _Mets w

Teneps npumenure HacTpoiiku. HaBepxy menio Configuration Bei6epute Save and Activate,
HaxxMute OK 1 10XauTech NpUMEHEHUsT HACTPOEK.

wA Home

T-".' DFL-210 IJ Wiew Changes

wf Configuration .-

E Save and Activat

d Discard Changes

il

(- gy System



