D-Link DFL-100

Firewall/\VPN Router

M anual

Rev. 1.0
D-Link
Building Networks for People



Package Contents ..........cccoeeeeiiiiiiiieccecce e, 3

INrOAUCHION ... 4

IP Address Settings and Computer Settings....... 8

Introduction and OVerview............ccccceevevevvnneeeenns 9

Using the Configuration Utility ..............cccccoeeeen, 12
Setup Wizard .........coviviiiiiiiiiiee e 15
BASIC SEIUP....cieieieiiiiie e 21
Device IP Settings .....cooovvviiiiiiiiiecceieeeeie e 25
DHCP SEIVEr ... 27
N AT 30
DMZ ..o 31
Advanced SettingsS........cccceevieeviiiiii e, 35
SYStemM TOOIS ...evviieiiieiic e 58
Device Status........ccooeevveiiiiiiieireeiin e, 63
Connecting PCs to the DFL-100 Router.............. 77
Networking BasiCS ..........ceevvevveeiiiiiiieiiniieeeeeeeennns 80
Contacting Technical Support........cccccevveevvennnnnnn. 94

Limited Warranty and Registration ..................... 95



Package Contents

Contents of Package:

D-Link DFL-100 Firewall/VPN Router
Manual

Quick Installation Guide

Power Adapter - 5V DC, 2.5A*

If any of the above items are missing, please contact your reseller.

*Using a power supply with a different voltage rating will damage the
product and void the warranty.

System Requirements:

Internet Explorer 4.0 or higher or Netscape Navigator 4.0 or higher, with JavaScript
enabled.

One computer with an installed 10Mbps, 100M bps or 10/100 Mbps Ethernet adapter.
One RJ-45 DSL/Cable Modem for Internet connection.



Introduction

The D-Link DFL-100 Broadband VPN Router enables your network to
connect to the Internet via a secure, private connection using a Cable/DSL
modem, such as the D-Link DCM-200 Cable Modem. The Virtual Private
Network that is created on the Internet between your home and your office
(with a VPN server) is secure from interference when you use the DFL-100.

It isan ideal way to connect your computer to aLocal Area Network (LAN).
After completing the steps outlined in the Quick Install Guide (included in
your package) you will have the ability to share information and resources,
such asfiles and printers, and take full advantage of a ‘“‘connected”
environment for work or play!

Connect the WAN port on the DFL-100 to the Cable/DSL modem (e.g., the
DCM-200) using an Ethernet cable. Y our entire LAN can now access the
Internet using just one Internet account. The DFL-100 has 3 LAN ports and
one DMZ port. That means that 3 computers can share the benefits of the
DFL-100- equipped network and 1 computer can be configured as a server
for Internet applications that may conflict with the advanced protection from
intrusion offered.

For the price of one Internet account, the DHCP-capable DFL-100 will
automatically provide unique IP Addresses for all the computers on the
network. (DHCP stands for Dynamic Host Configuration Protocol. Itisa
protocol for assigning IP Addresses automatically. With a DHCP router like
the DFL-100, thereis no need to assign static IP Addresses, or purchase
multiple addresses fromthe ISP - Internet Service Provider.)

Everyone in your home can access the Internet on his or her own compuiter, at
the same time, without any noticeable decrease in speed.

With the serial port, you can connect an analog modem (dial-up modem) asa
back up in case of any difficulties that may arise with the Cable or DSL
connection.



With Firewall Protection, Hacker attack logging, and Virtual Private
Networking, the DFL-100 provides alevel of security suitable for many
businesses.

This manual provides a quick introduction to network technology. Please
take a moment to read through this manual and get acquainted with your
DFL-100.
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LED Indicators

WAN (Green) Green LED will LIGHT when agood link is

Link/Act. established. Green LED will BLINK when
packet is transmitting or receiving (Act.).

WAN (Green) Green LED will LIGHT when a 100 Mbps

10/100 Link is established. Green LED will NOT
LIGHT when a10 MbpsLink is
established.

DMZ (Green) Green LED will LIGHT when agood link is

Link/Act. established. Green LED will BLINK when
packet is transmitting or receiving (Act.).

DMZ (Green) Green LED will LIGHT when a 100 Mbps

10/200 Link is established. Green LED will NOT
LIGHT when a10 MbpsLink is
established.

LAN (1-3) | (Green) Green LED will LIGHT when link is

Link/Act. established (Link). Green LED will BLINK
when packet is transmitting or receiving
(Act.).

LAN (1-3) | (Green) Green LED will LIGHT when a 100 Mbps

10/100 Link is established. Green LED will NOT
LIGHT when a10 MbpsLinkis
established.




| Power | (Green) | Green LED will LIGHT when powered ON. |

Rearview

Power (5V Connects the DC power adapter to the Power port

DO)

WAN Connects DSL/Cable modem to the WAN Ethernet port

Ports 1-3 Connect networked devices such as computers and ftp
serversto the three LAN ports. All LAN ports support
auto crossover.

DMZ Connects a networked device to the DMZ zone of the
Firewall/VPN Router.

Reset To reload the factory default settings, press the reset
button. Pressing the Reset button will clear the current
configuration as reset the DFL-100 to the factory default
Settings.

Product Features

VPN

Provides Virtual Private Networking when communicating with aVPN server-
equipped office, or with another DFL-100-equipped network. Supports | PSEC,
PPTP, L2TP, and VPN pass through.

DSL/Cable Modem support
The DFL-100 can connect any DSL/Cable Modem to the network.

DHCP



The DFL-100 isa DHCP-capable router. It automatically assigns unique IP
Addresses to each network users that is connected to the DFL-100, for the price of
one Internet account.

Firewall Protection

Supports general hacker attack pattern monitoring and logging

PPPoE Client

Supports PPPOE client function to connect to the remote PPPOE server.

Virtual Server

Allows the internal server to be accessible from the Internet

Upgradeable New Features
Allows new features to be added in the future

High Performance 64 bit RISC CPU Engine

With the most advanced 64 bit RISC CPU Engine, DFL-100 guarantees full
compatibility with future DSL/Cable technologies

IPSec Security
(DES, 3DES, MD5, SHA-1)

Idle Timer

Set a specified idle-time before automatically disconnecting

Dial-on Demand
Eliminates the need for Dial-up. Automatically logsin to your ISP

Web-Based Configuration

No software installation required. Can be configured through a web browser making
it OS independent.



IP Address Settings and Computer Settings

In order to install the DFL-100 you will need to check your computer’s
settings and the values from your | SP.

The information offered by your |SP:

Dynamic I P settings

Your fixed |P address for the gateway
Y our subnet mask for the gateway

Y our default gateway | P address
Your DNS IP address

If you would like to use PPPOE, you will need the following values from your
ISP in order to install your router:

User Name
Password

The static | P settings for the PC:

Your PC’sfixed IP address

Y our PC’s subnet mask

Y our PC’s default gateway

Your PC’s primary DNS | P address

Note: The router s default |P address setting is 192.168.0.1.
Dynamic | P Settings:

It is recommended that you leave your | P settings as automatically assigned (by a
DHCP server). By default, the gateway is a DHCP server, and it will give your
computer the necessary | P settings.



Introduction and Overview

The DFL-100 Firewall/VPN Router creates two separate networks on the
LAN side of your network - by default, a 192.168.0.0 subnet and a
192.168.1.0 subnet (both with a subnet mask of 255.255.255.0). The DFL-
100 routes packets between these two subnets and the Internet (or the
network connected to the DFL-100’s WAN port). The network address
information of the WAN network is usually provided by an Internet Service
Provider (ISP) or a network administrator.

The 192.168.0.0 network. The three Ethernet ports labeled - Local Area
Network on the front panel, and 1, 2, and 3 on the rear panel - are, by defaullt,
assigned the | P address range between 192.168.0.1 to 192.168.0.254. So
computers and other devices connected to these three ports either alow the
DFL-100’s DHCP server to assign them I P addresses from this range, or you
can manually assign devices connected to these ports an | P address from this
range. Remember that the IP address, 192.168.0.0, isreserved. The DFL-
100 isassigned 192.168.0.1 - onthe LAN side- and is configured from a
computer (again, on the LAN side of your network) using a web browser, at
this |P address.

The 192.168.1.0 network. The port labeled - DM Z on both the front and
rear panel - is, by default, assigned the | P address range between 192.168.1.1
t0 192.168.1.254 - with a subnet mask of 255.255.255.0. So computers and
other devices connected to this port must be assigned 1P addresses from this
range. The DHCP server on the DFL-100 only servicesthe LAN ports, so
you must manually assign a computer connected to the DMZ port an IP
address from this range.

Y ou can use this default | P addressing scheme, or configure your own. Itis
important to note that the three LAN ports and the DMZ port must be on
different subnets (different ranges of |P addresses) and that the computers
that are connected to these ports must have | P addresses in the appropriate
range.

The DM Z port is used to allow computers and devices connected to this port
more direct access to the Internet. Thisis useful for certain applications that
may conflict with the firewall and Network Address Transation (NAT)



features of the DFL-100. Computers and devices connected to the DM Z port
will not have the level of protection that the L ocal Area Network ports can
provide, however. It isrecommended that computers and devices connected
to the DFL-100’s DMZ port have some type of firewall software installed
and running to provide these devices with at least some level of protection
from unwanted intrusions from the Internet.

The Wide Area Network (WAN) side of the DFL-100 is anything connected
to the WAN port. Thisisnormally an Ethernet connection to a Cable or DSL
modem that, in turn, provides a connection to the Internet. There are three
different methods for your ISP to provide the necessary network address
information to your DFL-100.

It can be useful when configuring your DFL-100 Firewall/VPN Router to
think of the LAN side (all computers or devices connected to the three LAN
ports or the DMZ port) and the WAN side (all computers or devices
connected to the WAN port). The WAN side of the router is connected to
some device that ultimately allows a connection to the Internet, while the
LAN sideis connected to your computers or other network devices (such asa
switch or hub) that ultimately allows users access to the both the Internet and
any other devices on your LAN (such as a printer or scanner).

The network information (including the I P address) required by the WAN
side of the DFL-100 is either obtained automatically from your ISP (or other
network device on the WAN side) or is entered manually. The DFL-100
allows three methods for this information to be obtained, as follows:

Dynamic - your ISP uses the Dynamic Host Configuration Protocol (DHCP)
to provide the network information. Some ISP’s may require you to enter an
assigned Host Name, aswell.

Static IP Address- your ISP assigns you an | P address that never changes.
This is more common in businesses that |ease dedicated connections. If your
| SP uses this type of connection, you must manually enter the assigned IP
address, subnet mask, default gateway address, and primary and secondary
DNS addresses. Thisinformation will be provided by your I1SP.
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Point-to-Point Protocol over Ethernet (PPPOE) - this protocol requires the
use of a Username and Passwor d to gain access to the network. In addition,
you can specify a Connect on Demand connection that will connect to the
Internet only when a computer or device on your LAN makes a request.

If you do not know the appropriate method of obtaining the WAN side
network address information, contact your | SP or network administrator.

The Device | P Settings dialog box allows you to specify the I P address that
computers on your LAN will use to access the DFL-100’s web-based
configuration utility. The default is 192.168.0.1 with a subnet mask of
255.255.255.0. If it becomes necessary to change this IP address, be sure to
use an address that is in the same range (on the same subnet) as the three
LAN ports, or you will not be able to access the DFL-100 from your LAN.

The many other features of the DFL-100 are describe in subsequent sections.

11



Using the Configuration Utility

Launch your web browser and type the device |P address (http:// 192.168.0.1)
in the browser’s address box. This |P address is the default value of your

gateway. Press Enter.

Note: Please make sure that the computer you will use to connect to and
configure the DFL-100 is assigned an | P address that is in the same range as
the DFL-100. The IP address of the DFL-100is192.168.0.1. All computers
on your network must be within that range, for instance, the computer IP
address could be 192.168.0.x, with a subnet mask of 255.255.255.0. All
computers on the LAN side network must have the same subnet mask.

43 D-Link DFL-100 Web-Based Management - Micrusnf_t—..‘_ag'_'.'_ t Ex o ]

J File Edit ‘Wiew Favorites Tools  Help ‘
J GBack - = - (5 ) | @l search [E]Favorites £ #History | B S i
| ddress @ http: 192, 168.0.1] x| oo HLinks »

D-Link
DFl=700
Broadband VPN Router

- Built-in High Performance VPN

- Stateful Packet Inspection

- Web-Based Management

- Intrusion Detection

Click here to 1L 3]l to Web-Based Management

-

&1 l_ l_ | Internet %

The logon menu appears. Click on the screen to open the Enter Network
Passwor d dialog box.
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Enter Network Password ilil

?) Fleasze type your user name and pazswornd.
Site; 192168.0.1

Realm DFL-100

Uzer Hame |a|:|miri

Pazzward I
[ Save thiz password in your paszword lizt

o]

Cancel

The default user name for the DFL-100 isadmin. Thereisno default
password. Click OK to open the Basic Setup menu.

D-Link

Bl i Metwwris for Foople

BASIC ANVAMCED
BETL BETTINGS
Basic Sedup

Comrect 1o 1he Intemet and confqurs
s Wrivaret ugie Sl WIzard, WAN,
LA wrd DME getings and DHCP Sener
setlings

System Toals

Perionm frmwars upgrade, beckoup and
melom saitings 10 and from (ocal hand
dewa, bad defeult sottiegs and rebool

yir WH K router.

et bedp aboud pour VN el er

[l eamied Bamvecs Pavadar)

Aabyanend Setlings

g ez the mbancad Readures ncluding IPSEC
funneling, LITR and PETR Sener, vitual Janer,
Sialic Roulieg, Firewall, nirusian Dataction and
Spenial Applhcalion=

Device Stetus

Dosplay Dmica P, WAZ sddessas and Farwars
wersion, Eystem Log, Rouling Tabla, Traffic
Statistics, MAT Basemne and VPN Trafic
Statisths

A slap by slap salup wizasd will guide you to configure your WP romter 1o connect 10 your [BP

Run Setup Wizard
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The Setup Wizard will guide you the most basic setup tasks, such as setting
an administrative password, selecting the type of WAN connection you have,
entering your computer’s host name (if required by your ISP), saving the
configuration and restarting the router.

All other setup tasks can be accomplished using the configuration utility from
your web browser.

To use the Setup Wizard, click on the Run Setup Wizard link. Thiswill
start the Setup Wizard.

14



Setup Wizard

The Setup Wizard will guide you through the most basic setup tasks for the

DFL-100. All other configuration tasks can be accomplished through the
web-based manager.

The Basic Setup menu contains a Run Setup Wizard link. Click onthis
link to run the Setup Wizard.

/3 D-Link DFL-100 Setup Wizard - Microsoft Internet Explorer

D-Link

Burt g Retworks for People

AOUISETUP WY IZard

Welcorme to the DFEL-100 Setup Wizard. The Wizard will guide you
through these three quick steps. Begin by clicking Next.

Step 1. Set your Administrator password
Step 2. Set Internst connection
Step 3 Save and Restart

S

Next Exit

Click Next to continue.
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; D-Link DFL-100 Setup Wizard - Microsoft Internet E plorer

L=0 DU IS ETUP WY IZara

Set Administrator Password

The Administrator password has not yet been set.

The password will be used to authenticate the user when configuring the
WPM Router (The Login Mame s "admin"). You will be prompted for the
new password after it is successiully set,

Password |

Yerify Password |

€L

Back Next Exit

Enter a password in the Password field, and again in the Verify Password
field. Thiswill become the logon password for the DFL-100. This password
IS case-sensitive, so remember to use capital letters when logging on to the
DFL-100’s web-based manager - if you enter a password with capital |etters
here. The user name, admin, will not be changed here. If you want to, you
can change the user name later.

Note: If you choose to input a password, please remember it. If you lose your
password, you will have to reset the unit. Resetting the DFL-100 will return
all configuration parametersto their factory default values, so all of your
settings will be lost and will need to entered again. The default Usernameis
admin with no password.

Click Next to continue.

16



/3 D-Link DFL-100 Setup Wizard - Microsoft Internet _

L=0 DU IS ETUP WY IZard
Select Internet Connection Type (WAN)

Select the connection type to connect to your ISP, Click Next to continue.

Current Connection Typs: Dynamic IP Address

& Dyrnamic P Choose this option to obtain an IF address automatically
Address from your ISP (For most Cable modem users)

: Choose this option to set static IP information provided
 Static IP Address 6 you by your ISP

 PPPOE Choose this option if your ISP uses PPPokE  (For most
DSL users)

EPIL

Back Next Exit

This menu allows you to select the type of connection your ISP provides.
Most | SPs use the PPPoE (Point-to-Point Protocol over Ethernet) for DSL
connections, while most Cable | SPs use DHCP (Dynamic Host Configuration
Protocol). DHCP assigns an | P address for your Internet connection each
time you log on (and is therefore, a dynamic I P address). The Setup Wizard
will open a page with the appropriate fields for the entry of your ISP contact
information, depending upon which of the three options you choose.

Click Next to continue.

17



/3 D-Link DFL-100 Setup Wizard - Microsoft Internet Explorer

L= DU IS ETUP WY IZATH!

Set Dynamic IP Address

[f wour ISP requies you to enter a specific host name, please enter it
below. Click Next to continue.

Host Mame | {optional)

€PN

Back Next Exit

Some | SPs require you to use an assigned host name for your Internet
connection. If your ISP requires this, you can enter the assigned host name in
the Host Name field.

If you selected Static | P Address on the Select Internet Connection Type
(WAN) wizard screen above, the following screen will open:

4} D-Link DFL-100 Setup Wizard - Microsoft Internet Explorer

L= DU IS ETUR WY IZAard!

Set Static IP Address
Enter the static IP infarmation provided to you by your ISP, Click Next to

continue.
WAR P Address |1 04273224

WAN Subnet Mask |255.0.0.0

ISP Gateway Address |1 0.254.254.251
Primary DNS Address |1 £3.95.1.1
Secondary DNS Address |U.U.U.EI {optional)

EPAL

Back Next Exit

18



This screen will alow you to enter the static | P address information, if your

ISP has assigned a static | P address to your Internet account. Y our ISP must
provide this information.

If you selected PPPoE (Point-to-Point Protocol over Ethernet) on the Select

Internet Connection Type (WAN) screen above, the following window will
open:

; D-Link DFL-100 Setup Wizard - Microsoft Internet Explorer

UL ISEIUP WY IZAard
Set PPPoE

The service name ig optional but may be required by your ISP, Click Next to

continue,

User Mame Iadmin

Passwoard I‘““‘“‘“‘“"

Retype Password I‘““‘“‘“‘"‘

Service Namel {optional)

SwJd

Back Next Exit

This screen will alow you to enter the PPPoE information, if your | SP uses

the PPPOE protocol for your Internet account. Y our ISP must provide this
information.

Click Next to continue.
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/] D-Link DFL-100 Setup Wizard - Microsoft Internet Explorer

L=A DUISETUPWYIZATH!
Setup Completed

The Setup Wizard has completed. Click on Back to
modify changes or mistakes. Click Restart to save the
current settings and reboot the DFEL-100.

ERCHL

Back Restart Exit

Y ou have completed the basic setup Wizard. The configuration now needsto
be entered into the DFL-100’s non-volatile RAM. Clicking Restart will save
the configuration and restart the router.

20



Basic Setup

The Basic Setup menu contains linksto all of the setup menus for the DFL -
100.

EYETER DEVILE

SETUP TOOLS ETATLS HELF
Rasic Setup Bdvoanced Setiings
Conrimct 12 1he Internat and configuss Arcais the whvarcad fastures including IPSEC
your Intramet using Sl‘.-lup Weizard, WAl timnnedang LITR ancl PPTR Seiver. Virtual Server,
LAM amd DMZ setlings and DHCP Sever Stalic Poutng, Feewall, Inlresion Detection and
saltings Special Applications
Sysiem Tonks Davice Siatus
Pastonr Grware upgrade, backup snd Digplay Darce P, MAC sddrassas and Fimwan
restare seltings fo and from bocad hasd ersion, System Log, Routing Table, Trafic
terve, load defaull settings and rebonl Stalistes, NAT Sesssons and VPN Trollc
yaur VPN rauter Stalinics

Help
Gl halp about yoar PN routes

A, step by slep selup wizerd will quede you to confique you WPN imser to connect §o your ISP
(irtinil Sinace Provided

Run Setup Wizard

9

Help

Click on the | SP Settings button:

ISP Settings

The I SP Settings menu allows you to view the current configuration for your
DFL-100, and to choose the protocol by which your DFL-100 will receive its
WAN network settings.
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W Firewan/veN Rowier
BASIC ADVAMCED SYSTEM CEVICE HELP
SETUP SETTINGS TOOLE STATUS
Comnaction Type Static 1P Address
1P Address 10.42.73 224
Bubnet Mazk M5 000
Diefoult Gatewny 10,254 254 251
Primary DNE 1688511
Secondary ONS anoo
Plawse select arim of th following Wl types to connact 1o your ISP
F Dynanec IF Addess ~ Static IP Address T PPPoE
Hosl Name i
MAC Addess (T (T (= T S -
Clone MAC Address ]
Use Factory MAC Addeess |
Apply Cancel Help

The settings listed under Current WAN Information are the network
settings currently in use by the DFL-100. These settings are defined below.

IP Address

Thisisthe current IP address used to identify
your ‘location’ on the Internet. It isassigned by
your ISP, or entered statically by you. IP
addresses work in combination with a subnet
mask, described below.

Subnet M ask

A subnet mask is anumber, in the same form as
an |P address, that is used to mathematically
separate arange of 1P addresses into a Network
portion and a Node portion. The Node portion
identifies a specific device on the Network - in
this case, the DFL-100.

Default Gateway Thisisthe |P address of adevice at your ISP’s

22



office where packets destined for the Internet -
from your home network - are sent, before being
forwarded to their final destination. For the
DFL-100, the Default Gateway addressis
provided by your ISP. For computers on your
home network, their Default Gateway isthe IP
address of your DFL-100.

Primary DNS Server | Thisisthe |P address of a computer on the
Internet that provides the service of changing
text URLs into IP address for sites on the
Internet. The IP address of thisdeviceis
provided by your ISP.

Secondary DNS Thisisathe IP address of a second DNS server,
Server to be used in case there is a problem with the
Primary DNS Server. A secondary DNS server
IP address is optional.

The ISP Settings page allows you to modify the way that the DFL-100
obtainsits network settings from your Internet Service Provider (ISP). The
entry fields on the page will change depending upon which of the following
options you choose: Dynamic IP Address, Static IP Address, and PPPoOE.

Dynamic | P Address- If your | SP uses the Dynamic Host Configuration
Protocol (DHCP) to assign an I P address, subnet mask, default gateway and
Domain Name Server (DNS) addresses, choose this option. Some |SPs
require the use of an assigned Host Name for the device that will make the
WAN connection, you can enter this name into the Host Name field. Thisis
the page shown above.

Static IP Address - If your ISP has assigned you an | P address that will

never change, choose this option. When this option is chosen, the following
fields appear to alow you to enter the network address information:

23



IP Address [10.42 73222 (assigned by your ISP
Subnet hask |255.0.00

ISP Gateway Address  [10.1.1.254

Prirary DNS Address  [166.95.1.1

Secondary DNS Address  [0.0.0.0

PPPOE - If your ISP uses Point-to-Point Protocol over Ethernet (PPPOE),
choose this option. When this option is chosen, the following fields appear to
allow you to enter the network address information:

User Name |admin

Password —

Retype Password —

Connect On Demand & Enabled © Disabled

Idle Time |1D {minutes)
MTL |14EEI

Service Name

(optional)

Connect on Demand - allows the PPPOE WAN connection to be active only
when a computer on your LAN makes a connection request. Thisissimilar
to the way a dial-up modem initiates a connection.

24



Device IP Settings

The Device | P Settings allows you to view the current |P address and subnet
mask assigned to the DFL-100. It also alows you to change these settings.

V Firewall/VPN Router

DASIC ADVAMCED STYSTEM DEVICE HELE
SETUP BETTINGS TOOLS STATUS

P Address [192 168 01

Subnet Mazk |55 THE TRE D

If it is necessary to change the | P Address or Subnet M ask assigned to the
DFL-100, enter the new values in the appropriate fields, and press Apply to
make the changes current.

Note: if you assign an IP address and subnet mask to the DFL-100 that is
different from the IP address range assigned to the computers connected to
the LAN ports, you will no longer be able to connect to the DFL-100 from
any of these computers. In order to re-establish the connection between a
computer on the LAN side and the DFL-100, you will need to assign at least
one computer on the LAN side an IP address from the same range as the IP
address you assign to the DFL-100. As an alternative, you can configure the

25



DFL-100's DHCP server to give | P addresses from the new | P address range
that you will give the DFL-100 here.

Asan example, if your LAN network isto be a10.x.x.x network with a
subnet mask of 255.0.0.0, you might assign the DFL-100 an | P address of
10.0.0.1 and configure the DFL-100’s DHCP server to assign addresses in the
range between 10.0.0.2 to 10.0.0.100. Saving al of thisinformation to the
DFL-100’s non-volatile RAM and restarting the router will make this IP
addressing scheme current. When you restart the computers connected to the
LAN side of the DFL-100, they will automatically be assigned I P addresses
from the proper range.

As an dternative, you could manually update the | P address and subnet mask
for each computer on the LAN side of the DFL-100.

It isrecommended that if you need to change the I P addressing scheme for
the DFL-100, that you configure the DFL-100’s DHCP server with the
appropriate | P address range and subnet mask first, and then assign an IP
address from the same range to the DFL-100. That way, a computer on the
LAN side of your network can always get the proper network addressing
information by DHCP from the DFL-100 simply by being restarted.

26



DHCP Server

DHCP (Dynamic Host Configuration Protocol) is a method of automatically
assigning |P addresses, subnet masks, default gateway and DNS server 1P
addresses to computerson aLAN or WAN. The DFL-100 can be a DHCP
server for your network, assigning | P addresses, etc. to computers on your
network from arange of addresses you specify, below:

V Firewall/WPN Router

BASIC ADVANCED STETEM DEVICE HELP
SETUP GETTINGS TOOLS STATUS
DHCP Ewvar & Enabled © Digabled

Staating IP Addrazs 1216802
Ending P Address 192.164.0.100

Lease Time ||[l]3“_ (ranutes)
Autg Configurstion & Enabled © Digabled
Domain Mame Suffix |

Dfalt Gateway li

Primary DNS Server
Secondary DMS Server

Apply Cancel Help

o1 Tal Tated Mo, of Entries: 0
Hosd Marie P Adiess WAL Addness Expae Tirme

DHCP Server

Thisalows you to Enable or Disable the DHCP
Server feature on the DFL-100. The default is
Enabled.

Starting IP Address Thisisthefirst IP addressin arange that the

DFL-100 will assign to a computer on your
network. This|P address can not be the same as
the | P address assigned to the DFL-100, nor can
the | P address assigned to the DFL-100 be
contained in the range of |P addresses available
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for the DFL-100 to assign. Inthiscase, the IP
address of the DFL-100 is 192.168.0.1, so the
first IP addressin therangeis 192.168.0.2. IP
addresses can range from 0.0.0.0 to
255.255.255.255.

Ending IP Address Thisisthelast IP address in arange that the
DFL-100 will assign to a computer on your
network. In thiscase, the range of 1P addresses
between 192.168.0.2 to 192.168.0.100 gives 99
different | P addresses that the DFL-100 can
assign to the computers on your network.

Lease Time Thisisthe length of time any computer on you
network that is assigned network settings by the
DFL-100 - through the DHCP protocol - can
keep its network settings. |If the lease expires
while a computer islogged on to your network,
that computer will request a new set of network
settings. The default is 10080 minutes.

Auto Configuration Thisfield allows you to specify whether or not
the DFL-100 will assign the following network
settings to the computers on your network. |If
you choose to Enable Auto Configuration, the
following network settings will be obtained from
your ISP by the DFL-100, and then assigned to
computers on your network. If you choose to
Disable Auto Configuration, the network
settings you enter in the fields below will be
assigned to computers on your network.

Domain Name Suffix | The DFL-100 can provide a domain name suffix
to computers on your network. This domain
name suffix can be provided automatically by
your ISP, or you can enter it statically here. This
suffix will then be automatically added to URL
requests for access to your 1SP’s servers.

Default Gateway Thisisthe IP address of a device at your ISP’s
office where packets destined for the Internet -
from your home network - are sent, before being
forwarded to their final destination. For the
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DFL-100, the Default Gateway addressis
provided by your ISP. For computers on your
home network, their Default Gateway isthe IP
address of your DFL-100.

Primary DNS Server

Thisisthe IP address of a computer on the
Internet that provides the service of changing
text URLs into IP address for sites on the
Internet. The IP address of thisdeviceis
provided by your ISP.

Secondary DNS
Server

Thisisathe IP address of a second DNS server,
to be used in case of a problem with the Primary
DNS Server, above. A secondary DNS server IP
address is optional.
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NAT

Network Address Translation

Note: NAT isautomatically applied between the WAN and the LAN sides of
the DFL-100. It doesnot require any user configuration.

Network Address Trandlation (NAT) isarouting protocol that allows your
network to become a private network that isisolated from, yet connected to
the Internet. It does this by changing the IP address of packets from a global
| P address usable on the Internet to alocal |P address usable on your private
network (but not on the Internet) and vice-versa. The DFL-100 VPN Router
allows up to 128 host IP addresses.

NAT has two major benefits. First, NAT allows many users to access the
Internet using asingle global 1P address. This can greatly reduce the costs
associated with Internet access and helps aleviate the current shortage of
Internet |P addresses. Secondly, the NAT process creates an added degree of
security by hiding your private network behind one IP address. The NAT
function will normally only allow incoming packets that are generated in
response to arequest from a host within the LAN.

NAT isautomatically applied between the | P addresses assigned to the DFL -
100’s WAN port (the I P address or addresses assigned to you by your ISP)
and the | P addresses assigned to the DFL-100’s LAN ports (the 192.168.0.x
subnet). NAT isnot used between the WAN port and the DMZ port.

Complications with Using NAT and Some Applications

NAT isasimple IP address mapping function (that is, it only looks at 1P
address headers) and is therefore unaware of the application data embedded

in packets that pass through it. Computers on your LAN running applications
that may conflict with NAT can be connected to the DFL-100’s DMZ port.
NAT isnot applied to the DMZ port.
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DMZ

NAT may conflict with certain interactive applications such as video
conferencing or playing Internet video games. For these applications, aNAT
bypass can be set up using the DMZ port and a corresponding DMZ |P
address. The DMZ IP addressis “visible” to the Internet (or WAN) and does
not benefit from the full protection of the NAT function. Thereforeit is
advisable that other security precautions be enabled to protect the DMZ
device and other computers and devices on the LAN that may be exposed. It
may be wise to run some sort of firewall software on these computers and
devices.

For example, if you want to use video conferencing and still use NAT, you
can use the DMZ port and DMZ IP address. In this case, you must have a PC
or server through which video conferencing will take place, that is assigned
the DMZ |P address.

By default, the DMZ |P address is 192.168.1.1 with a subnet mask of
255.255.255.0. Note that the DMZ 1P address is on a different subnet (the
192.168.1.x subnet) than the LAN ports (by default, the LAN ports are
assigned to the 192.168.0.x subnet).
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DMZ Status

The DM Z Status screen alows you to Enable and Disable the DMZ port on
the DFL-100 and to specify the IP address and Subnet Mask that the DMZ

port will use.
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|P Address

Thisisthe WAN IP address assigned to the
DFL-100 by your ISP or network administrator.
If arange of 1P addresses have been assigned,
then you will have to pick one IP addressto
connect to the DMZ device.

Subnet M ask

Thisisthe subnet mask corresponding to the
DMZ IP address specified above. 1t must be the
same subnet mask as assigned to the LAN ports.
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DMZ Host Settings

The DM Z port maps one global 1P address - an |P address that isvalid on
the Internet, usually assigned by your ISP - to one local |P address from the
I P address range assigned to the DFL-100’s DM Z port.

DMZ Hosts, sometimes referred to as Virtual Servers, are computers on
you LAN that are connected to the DM Z port and are configured to act as
servers to connections to the WAN or Internet. The IP address must be from
the same range as the | P address of the DMZ port. The default DMZ IP
addressis 192.168.1.1, so DMZ Servers must be from the | P address range
from 192.168.1.2 to 192.168.1.254, with a subnet mask of 255.255.255.0.

W Firewall/VPN Router
s
SETUP SETTINGS TOOLS STATWES

(M Sisiis| DMZ Host Settings
¥ AddModdy © Dedate
OMZ Host Slatus & Enabled © Digabled
Glohal P Address [oon
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| @ 909
s Apply Cancel Help
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Ensbled  Giobal IF Address DAL Hosd IF Addmss Edit Dlete
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DMZ Host Status

A DMZ Host that has been previously
configured on the DFL-100 can be Enabled or
Disabled by clicking the appropriate click-box
and then clicking the Apply button.

Global IP Address

The WAN IP address assigned to the DFL-100
by your ISP or network administrator. If arange
of 1P addresses have been assigned, then you

will have to pick one IP address to connect to the
DMZ device.

DMZ Host IP Address

Thisisthe IP address of the DMZ device (the
device connected to the DMZ port). It must be
on the same subnet as that assigned to the DMZ
port - 192.168.1.x with a subnet mask of
255.255.255.0, by default.
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Advanced Settings

IPSec

| PSec (Internet Protocol Security) isagroup of protocols designed to allow
flexible, secure and interoperable communication over the Internet. IPSecis
used to establish an encrypted - and therefore, secure - connection between
two points on a network.

| PSec provides access control, connectionless data integrity, dataorigin
authentication, protection against replay attacks and confidentiality for each
|PSec packet. Thisisachieved by using headers and trailers on each packet,
which provide core pieces of information pertaining to authentication, data
integrity, and confidentiality. The AH (Authentication Header) addresses
data origin authentication, data integrity, and replay protection. The ESP
(Encapsulating Security Payload) header addresses the same features and al'so
includes data confidentiality or encryption capabilities. By default, IPSec
uses the AH asaminimum level for its capabilities. If data confidentiality is
desired, the AH is replaced with an ESP header for the encryption feature and
the authentication and data integrity components that the AH offer aswell.

35



VPN Settings

The VPN Settings page allows you to create tunnels between the DFL-100
(the local endpoint of the tunnel) and remote gateways (the remote end of the
tunnel.) Data passing through this tunnel between the two endpointsis
encrypted, and therefore secure.

IPSEC Status

IPSec (Internet Protocol Security) isagroup of protocols designed to allow
flexible, secure and interoperable communication over the Internet. IPSecis
used to establish an encrypted - and therefore, secure - connection between
two points on anetwork. The IPSEC Status page allows you to enable or
disable IPsec on the DFL-100. In addition, a Negotiation I D can be entered
to identify your local end of the tunnel to the remote gateway.

‘/ Firewall/VPN Router
L s R
SETTIHGSE TOOLE STATUS
IPSEC Stawes| [PSEC Tunnal hodel LITF Status| LITP Account Settings| PPTP Status| PETF
Agcount Settingg) VPN Page-Thioyah Mode

IPSEC Status % Enabled T Dwsabled

Megatistion 1D |ademin

2 90

Apply Cancel Help

IPSEC Status The I Psec feature can be Enabled or Disabled
on the DFL-100 by clicking the appropriate
click-box followed by clicking the Apply button.
Negotiation | D Thisis an alphanumeric ID that isused in a
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similar way to a password. It isused to verify
that the DFL-100 is authorized to make an | Psec
connection with aremote gateway. Both ends of
an | Psec connection must use the same Remote
Tunnel ID.

IPSEC Tunnel Mode

The IPSEC Tunnel Mode page allows you to setup a secure tunnel between
your DFL-100 and a remote gateway.
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IPSEC Tunnel Mode

I Psec tunnels can be added, modified, or deleted
from the DFL-100 by clicking the appropriate
click-box and then the Apply button.

Remote Tunnd 1D

An aphanumeric string that identifies the remote
tunnel. A sting of up to 63 characters can be
entered.

Remote Gateway | P

Enter the IP address of the remote gateway on
the other end of the IPsec connection.

Remote | P Networ k

Enter the IP address of the remote network. This
isareserved |P address from the range of IP
addresses assigned to the remote network. For
example, if the remote network uses an IP
address range of 192.168.0.0 to 192.168.0.255
and a subnet mask of 255.255.255.0 would use
the first IP address of the range as its network
address - 192.168.0.0.

Remote | P Netmask

Enter the subnet mask used by the remote
network here.

Pre-Shared Key

Thisis an encryption key used to encrypt packets
sent between the two ends of the IPsec tunndl.

IKE Encryption

Y ou can select the encryption used to provide
the I Psec function using the drop-down menu.
The choices are DES, and 3DES. The exact
same encryption algorithm must be used on both
ends of the | Psec connection.

IKE Hash

Y ou can select the algorithm the | Psec
connection will use to verify that packets have
not been atered in transit. The choices are

M D5, and SHA. The exact same IKE Hash
algorithm must be used on both ends of the |Psec
connection.

IKE Life Duration

Thisis used to specify the length of time that the
IKE key can be in use before being updated with
anew key. The default is 86400 seconds.

SA LifeDuration

Thisis used to specify the length of time that the
IKE Security Association (SA) can bein effect
before being updated. The default is 28800
seconds.
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IKE PFSMode

This drop-down menu allows you to specify the
mode of operation for IKE Perfect Forward
Security (PFS). The options are 768-bit and
1024-bit.

IPSEC PFSMode

This drop-down menu allows you to specify the
mode that will be used for |PSec Perfect
Forward Security (PFS). The choices are
Disabled, 768-bit, and 1024-bit.

IPSEC Operation

This drop-down menu allows you to specify the
mode of operation for 1Psec on the DFL-100.
The choices are ESP, AH, and ESP-AH.

IPSEC ESP This drop-down menu allows you to specify the

Transform algorithm the DFL-100 will useto provide
secrecy information for the Encapsul ated
Security Protocol. The choices are DES, 3DES,
RC4 and Null.

IPSEC ESP Auth This drop-down menu allows you to specify the
algorithm the DFL-100 will use to provide
authorization for ESP. The choicesare HMAC-
MD5, HMAC-SHA, DES-MAC and Null.

IPSEC AH This drop-down menu allows you to specify the

Transform algorithm the DFL-100 will useto provide

integrity protection for the Authorization Header
(AH) transform. M D5 isthe only choice, if the
|PSEC Operation modeis set to ESP, above.

If the IPSEC Operation modeis set to either
AH or ESP-AH, the choices are MD5, SHA, and
DES..

39



L2TP Status

The Layer 2 Tunneling Protocol (L2TP) is another method of establishing a
secure tunnel between your DFL-100 and aremote gateway. The L2TP
Status page allows you to enable or disable L2TP on the DFL-100.
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L2TP Server Status

L2TP can be Enabled or Disabled by clicking
the appropriate click-box and the clicking the

Apply.

Starting IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the L2TP protocol. If you have only one IP
address, enter this address in both the Starting
IP Addressand Ending | P Addressfields.

Ending IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the L2TP protocol. If you have only one IP
address, enter this address in both the Starting
IP Addressand Ending | P Addressfields.
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L2TP Account Settings

The L2TP page allows you enter your username and password for an L2TP
account.

SYETEM DEVICE
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Username Enter your L2TP account username here.

Passwor d Enter your L2TP account password here.

Retype Password Re-enter your L2TP account password here to
verify it has been entered correctly.
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PPTP Status

The Point-to-Point Tunneling Protocol (PPTP) is another method of
establishing a secure tunnel between the DFL-100 and a remote gateway.
The PPTP Status page allows you to enable or disable PPTP on the DFL-100.
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PPTP Server Status

PPTP can be Enabled or Disabled by clicking
the appropriate click-box and the clicking the

Apply.

Starting IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the PPTP protocol. If you have only one IP
address, enter this address in both the Starting
IP Addressand Ending | P Addressfields.

Ending IP Address

This allows you to specify arange of IP
addresses for servers on your network that can
use the PPTP protocol. If you have only one IP
address, enter this address in both the Starting
IP Addressand Ending | P Addressfields.
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PPTP Account Settings

The PPTP Account Settings page allows you to enter a username and
password for a PPTP account.
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Username Enter the appropriate username for your PPTP
account here.

Passwor d Enter the appropriate password for your PPTP
account here.

Retype Password Retype the password your entered above here to
confirm that it has been entered correctly.

43



VPN Pass-Through Mode

The VPN Pass-Through page allows you to enable or disable VPN Pass-
Through for PPTP, L2TP, and IPSEC protocols.
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PPTP Passing of PPTP packets through the DFL-100

to acomputer on the LAN side can be Enabled
or Disabled on the DFL-100 by clicking the
appropriate click-box and the clicking the Apply
button.

L2TP Passing of L2TP packets through the DFL-100
to acomputer on the LAN side can be Enabled
or Disabled on the DFL-100 by clicking the
appropriate click-box and the clicking the Apply
button.

IPSEC Passing of IPSEC packets through the DFL-100
to acomputer on the LAN side can be Enabled
or Disabled on the DFL-100 by clicking the
appropriate click-box and the clicking the Apply
button.

44



Virtual Servers

Virtual Servers allow remote users to access services on your LAN such as
FTPfor filetransfers or STMP and POP3 for e-mail. The DFL-100 will
accept remote requests for these services at the Global IP Address you
specify, using the TCP or UDP protocol and port number, and then redirect
these requests to the server on your LAN with the Private |P address you
specify. Remember, the Private |P Address must be within the range
specified for your LAN.
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Private P Thisisthe IP address of the server on your LAN
that will provide the service to remote users.
Protocol Type Y ou can select the protocol (TCP or UDP) that
the application on the virtual server will use for
its connections. The choice of this protocol is
dependent on the application that is providing
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the service. If you do not know which protocol
to choose, check your application’s
documentation.

Port Number

Select the TCP or UDP port number the
application will use for its connections. The
choice of this protocol is dependent on the
application that is providing the service. If you
do not know which protocol to choose, check
your application’s documentation.

Popular Services

The protocol type (TCP/UDP) and port number
(anumber between 1 and 65535) for severa
popular services that you might want to set up a
virtual server for are listed here. The Protocol
Type and Port Number will automatically be
entered when you choose one of these entries.
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Static Routing

Y ou can add entries to the DFL-100’s routing table that will be saved to non-
volatile RAM. These routes will not age out, and are therefore static.
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Destination 1P Thisisthe IP address of the remote network that
Networ k the DFL-100 will route service requests to.
Subnet Mask Thisisthe corresponding subnet mask for the

remote network.

Gateway | P Address

Thisisthe IP address of the gateway on the
remote network that will provide the connection
between your DFL-100 and servers on the
remote network.
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Special Applications

Some applications require multiple TCP or UDP ports to function properly.
Applications such as Internet gaming, video conferencing, and Internet
telephony are some examples of applications that often require multiple
connections. These applications often conflict with NAT, and therefore
require special handling. The Special Applications page allows you to
configure your DFL-100 to allow computers on your LAN to access servers
on the WAN that require multiple TCP or UDP connections.
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Name Thisisareference - usually the name of the

application. In the above example, netmeeting
isthe application, it is used to name this entry.
Trigger Ports Thisisthe TCP or UDP port used to trigger, or
start, the application. It can be asingle port, or a
range of ports. If only asingle port is used, enter
the same port number in both the starting and
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ending port number fields.

Trigger Type

Thisisthe protocol (TCP or UDP) that the
application uses to make the connection.

Session Chaining

If the application allows a dynamic session
(connections) to trigger a new session, set thisto
Enabled. If an application uses protocolsin
addition to the TCP/UDP protocols (like many
interactive Internet games), then this application
will likely create additional sessions (using these
additional protocols) that will need to associate
with the first session. Again, Session Chaining
should be set to Enabled, for this type of
application,

Address Replacement

This option is used in Network Address
Trandation (NAT) to translate abinary 1P
addressin a TCP/UDP packet. When a TCP or
UDP packet isreceived by the DFL-100, the IP
address in this packet will be translated between
the WAN and LAN side of the DFL-100, if this
option is enabled.

Allow sessions
initiated from/to 3™
host

Set this option to Yesif your application allows
anew session to be started with a different
computer than the one that started the first
session. For example, MSN file transfer requires
a connection with aremote host, but this
connection is not direct. There are other MSN
servers between your PC and the MSN file
server.

Popular Applications

The settings for arange of popular applications
have been entered into the DFL-100’s firmware
and can be selected here from the drop-down
menu.
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Client Filters

The Client Filters page allows you to deny access to the WAN (Internet) to
specific computers on your LAN, by specifying the computer’s MAC or IP
address. Once the addresses you want to filter have been entered into the
DFL-100, these filters can be Enabled or Disabled from the following screen.

Firewall/VPN Router
BASIC SYSTEM DEVICE
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BETTINGS
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IR
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i

To Enable or Disable the filtering of MAC addresses previously entered into
the DFL-100’s filtering database, click the appropriate click-box, and then
click the Apply button.

To Enable or Disable the filtering of arange of 1P addresses previously

entered into the DFL-100’s filtering database, click the appropriate click-box,
and then click the Apply button.
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Client Filters - MAC Filtering

The Client Filters page allows you to deny access to the WAN (Internet) to
specific computers on your LAN, by specifying the computer’s MAC address.
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LAN that you want to prevent from accessing
the WAN (Internet).
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Client IP Range Filtering

The Client Filters page allows you to deny access to the WAN (Internet) to
specific computers on your LAN, by specifying the computer’s MAC address.
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To set an IP address filtering policy, click the Add/M odify click-box, select
Enabled under Policy Status, and then either Allow or Deny under Action.

Y ou can then select the protocol that will bein use for this IP address
filtering policy, and enter the range of IP addressesin the From and To fields
under Source | P Address Range. In addition, you can select arange of port
numbers that will be used with the policy under Destination Port Range.
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Block clients

This alows you to Add/Modify anew or
existing policy. Delete allowsyou to remove a
previoudy entered | P address filtering policy.

Policy Status

Y ou can Enable or Disable apolicy by clicking
the appropriate click-box.

Direction

Currently, the only direction for which an IP
address filtering policy can be configured is
Outbound. Thisisfrom computers on your LAN
to the WAN (Internet).

Action

Y ou can specify whether the IP address policy is
to Allow or to Deny the specified connection.

Protocol

This drop-down menu allows you to specify the
protocol that the IP filter policy will be applied
to. Thechoicesare TCP, UDP, ICMP, and
Any.

Source | P Address
Range

This allows you to specify arange of |P address
that the IP filter policy will be applied to. If you
have only one I P address that you want to filter,
enter this addressif both the From: and To:
fields.

Destination Port
Range

This allows you to specify arange of port
numbers (for the TCP and UDP protocols) that
the IP filter policy will be applied to. If you
have only one port number that you want to
filter, enter this port number in both the From:
and To: fields.

Popular Services

The protocol and corresponding port numbers
for some popular applications or services have
been pre-entered into the DFL-100. Any of
these applications or services can be selected
from this drop-down menu.

53



Firewall Settings

The firewall in your DFL-100 protects your LAN by blocking certain
network traffic that may contain harmful code. Y ou can enable or disable the
Firewall using the Firewall Global Status.

SERVESE Firewall Global Status ™ Enabled & Digabled

ADVAMCED FTITER DEVICE
SETTINGS TOODLE ITATUS

| — Firewall Status and Sysiem Ln-];alm Settings | Port Filler Palicy

Indrusion Detection Saus & Enabled © Digabled

W Firowall/VPN Route

e ID'S Event Log Stadus & Enabled ¢ Disabled
APFUCATIONS Sesslon Evend Log Siatug % Enabled ™ Disabled
Blocking Evend Log Slatus  Enabled © Disabled
CLIENT " I
FIL.TERES
_— Apply Cancel Help
Firewall Global Y ou can enable or disable the firewall on the
Status DFL-100 here.

Intrusion Detection
Status

The DFL-100 firewall includes protection from
specific types of common Internet-based attacks.
These include:

SYN Flooding, TCP Hijacking, LAND Attack,
WinNuke/OOBNuke, Christmas Tree, SYN/FIN
(Jackal), SYN/FIN (zero-sized DNS zone payload),
BackOffice (UDP port number 31337), NetBus,
Smurf, Tear Drop, ICMP Flooding, and Trojan Horse.

You can enable or disable the Intrusion
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Detection System here.

IDS Event Logging
Status

If thisoption is enabled, the Intrusion Detection
System (IDS) will keep arecord of Intrusion
events. Thislog isaccessed on the Intrusion
Detection L og page under the Device Status

page.

Session Event Log
Status

If thisoption is enabled, the DFL-100 will keep
arecord of session events. Thislog is accessed
on the Session Event L og page under the Device
Status page.

Blocking Event L og
Status

If this option is enabled, the DFL-100 will keep
arecord of blocking events. Thislog is accessed
on the Blocking Event L og page under the
Device Status page.
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Firewall Settings - Port Filter Policy

The DFL-100 allows you to specify arange of ports for connections between
computers on the WAN and computers on your LAN that will be controlled.
These |P addresses are entered on the Port Filter Policy page. Once entered,
each Port Filter Policy can be enabled or disabled here.

Eueeel Status 0d Svtern (g Slatis Sltigs) Port Filter Policy
= AddWedity T Dalete
Policy Satut & Enabled T Desabded
Directian & wbound © COubound © Both
Arfion # Algw 7 Deny
Pratocal ITI:F'r vl
Diestination Fost Range
f -
Popular Serdces |— seled one — -I
@ 9O
Apply Cancel Help
by L b Todal Ma. of Endries: & f 81
Enched Dw  Aclion  Protecol Post Bange Dielete
Yoz In Al ICMP B
B ves Out Al ICMP — B
Vet Out Allw TP 165535 B
Yo Out Allew  UDP  1B5538 B
Policy Status This allows you to enable or disable the selected
policy.
Direction This allows you to specify the source of network

traffic for which the current policy entry will be

applied - from the Internet (Inbound), from your
LAN (Outbound), or Both.

56



Action This allows you to Allow or Deny access to the
specified ports for the current policy entry.
Protocol Y ou can choose the protocol that will use the

port specified for the entry. The choices are:
Any, ICMP, TCP, and UDP.

Destination Port
Range

Y ou can enter arange of port numbers for which
the current policy ruleswill be applied. If you
have only one port number to enter, enter it in
both fields.

Popular Services

The protocol and port number settings for
several popular applications have been entered
into the DFL-100’s firmware and can be
accessed from this drop-down menu.
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System Tools

The System Tool tab provides links to utilities for the maintenance of your

DFL-100.

Admin Settings

The Admin Settings page allows you to add or edit the Username and
Password list to control access to the configuration of the DFL-100. There
aretwo levels of access privilege - Root and User. A Root-level user can
access al of the configuration options. A User-level user has read-only
privileges. Up to 8 users can be configured with a username and password.

A default user account with the username admin, no password, and Root-
level accessis configured at the factory.

v/

il g

&
3
r

UPGHADE
———

E-
4

[ e JUORN e e
TOOLS

Llesrmanme

MNesw Fasgwond

ALcass Level

Usemame

admin

I
I
Comfirmn Fas s f
I

_DFL-100 ]
Firewall/VPN Rowter

F Add T Wodify T Delete

9 OO

Apply Cancel Help

Tatad Mo, of Emtries: 18
Arcess Lewel

Rond

Username

Enter the username for the account here.

New Password

Enter the new password for the account here.

Confirm Password

Enter the new password again here to verify that
the password has been entered correctly

Access Level

This drop-down menu allows you to specify the
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level of access privilege for the account. Root
will give the user full accessto al of the
configuration options, while User will give the
user read-only privileges.

System Utilities

The System Utilities page allows you to save the current configuration to the
DFL-100’s Non-Volatile RAM (NVRAM), to your local hard drive as afile.
In addition, you can upload a configuration file from your local hard drive.

There are two options for restarting the DFL-100 - asimple restart, or a
restart to the factory default settings. If you choose the Restor e Factory
Default Settings option, all of the configuration settings you have entered
will be erased and the DFL-100 will be restored to the same configuration it
had when it |eft the factory.

(Dobink e ——

BTN s ST
SETUF BETTINGS TOOLS

[—
RO MR
Save Changes To WWRAM
[
[ ——
iR A Save Seltings Ta Lacal Hard Drive
urzaaDE .
[E———
RO TE
EARACEMENT

Load Settings Froon Local Herd e
Hrowze..

Rest ot Devace

&P

Rest e Factory Defaull Seltings

Ruwicw |

A+
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Save Changesto
NVRAM

Thiswill enter the current configuration into the
DFL-100’s Non-Volatile RAM (NVRAM).

Save Settings To
Local Hard Drive

This option will save the current configuration as
afile on your local hard drive.

Load Settings From
Local Hard Drive

This option will up load a configuration from
your local hard drive to the DFL-100.

Default Settings

Restart Device This option will restart the DFL-100 with the
configuration last entered into NVRAM.
Restore Factory This option will restart the DFL-100 with the

factory default settings. All configuration
information you have entered will be lost.

Firmware Upgrade

The Firmware Upgrade page allows you to upgrade the DFL-100’s firmware
from anew firmware file stored on your local hard drive.

In addition, alink to the D-Link website is provided so you can check to see
if anew firmware version has been released for your DFL-100.

‘-f Firewall/VPN Router

BASIC ADVAMCED EVETEM
SETUP SETTINGS TOOLS

W' ey cresate nes firnmwane for your OFL-100 1o empoove luinclionality amd perforeance. Chok
hese bo check bor &t upgrade n our websile.

Plezase enter the path and name of the firmmeane file ad then click the "Apply” brtton belms to
start upgrading thea finmwang

Current Firmware Version: 0,24

| Baoeme
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Path and Filename Enter the full DOS path and filename to the new
Field firmware file on your local hard drive. For
example, if thefileisin the root directory of
your C drive, enter C:\newfile.had and click the
Apply button to begin thefile transfer.

Browse If you are unsure about the location of the new
firmware file on your local hard drive, click the
Browse button to open a Windows Explorer
window to look for thisfile.

Remote Management

The Remote Management page allows you to enter the I P addresses of
computers on your LAN that will be allowed to access the configuration
utility. If you do not enter any | P addresses on this page, then all IP
addresses on your LAN (all computers) can access the DFL-100’s
configuration utility.

W= Firewall/ VPN Router

ADVAMCED SYATEM DEVICE —
SETTINGS TOOLS STATUS

All managesment stalions forn the LA side can menage this dence

Mo managarnant $tations &om the WAN side can mansgs this device

Remote Management Salus T Enabled & Desabled

IP Address 0.0
HTTP Port o
Tednet Far B




|P Address

Enter the IP address of a management station on
the WAN side of the DFL-100 in thisfield. If
no | P addresses are entered, then remote
management of the DFL-100 will not be
possible.

HTTP Port

Thisfield allows you to specify which HTTP
Port number a remote management computer can
use to contact your DFL-100. The default port
number is 80.

Telnet Port

Thisfield allows you to specify which Telnet
Port number a remote management computer can
use to contact your DFL-100. The default port
number is 23.

62



Device Status
The Device Status page displays the current network settings and allows you
to view the | P address assigned to the DFL-100 by your ISP using DHCP
(Dynamic Host Configuration Protocol - the Dynamic I P Address setting on
the | SP Settings page under Basic Setup).

D-Link

Bl Frwy Mrtworid for Fraple

ADVANCED FTETER DEVICE
SETTINGS TOOLS STATUS

Handware Version:
Firmverare Version: .24

LAN
MAC Addross 00-30-C8-11.22-33
WP Aubdress 152 16301

L

Es

Submnet Mok 55 205 255 )

r—
TRAFFRE
DHCP Servar Enabind
T WWAH
T MAC Address 00-90-C8-11-22-34
T Connection Type Static 1P Address
SR WP Address 1042 73 224

Subnet Mask 255000
Defaunlt Gateway 10 264 264 251
Primany DNS 1685511

Secondary DNS 0000

DMWZ
DMZ Status Enabled

P Achdyess 152 16811
Subnet Magk 755 255 0550

A+
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LAN Status

MAC Address Thisisthe MAC address of the DFL-100 on the
LAN.

IP Address Thisisthe DFL-100’s current IP address on the
LAN.

Subnet Mask Thisisthe subnet mask corresponding to the IP
address above, that is currently in use by the
DFL-100 on the LAN.

DHCP Server Displays whether the DFL-100 is currently
configured as a DHCP server on the LAN.

WAN Status
MAC Address Thisisthe MAC address of the DFL-100 on the

WAN.

Connection Type

This displays the current connection type
between the DFL-100 and your ISP.

IP Address Thisisthe IP address of the DFL-100 on the
WAN.
Subnet Mask Thisisthe subnet mask corresponding to the IP

address above, that is currently in use by the
DFL-100 on the WAN.

Default Gateway

Displays the | P address of the default gateway
on the WAN.

Primary DNS Displays the | P address of the primary DNS on
the WAN.

Secondary DNS Displays the | P address of the secondary DNS on
the WAN.

DMZ Status

DMZ Status Displays whether the DMZ port is enabled or
disabled on the DFL-100.

IP Address Displays the | P address assigned to the DMZ
port.

Subnet Mask Thisisthe subnet mask corresponding to the IP

address above, that is currently in use by the
DFL-100 on the LAN.
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System Log - Session Event Log

Session events (when a computer on your LAN accesses an application of
service on the WAN), are logged by the DFL-100 and are displayed on the
Session Event L og, as shown below:

g wwer  vmn B e
r—— Session Evenl Loy | Blockmng Event Logl Inbusson Dief ection LquI Inlru-:lm Blathllsl
e
PO Clem Semsion Evend Log J FAelrash i 0
ale Help
Total No. of Entries
" Indt|atar Responder Prcte  Temminate Renson
BTATIATCE
—vew
Fwar
SEENIONE
I nitiator The IP address of the computer or device that
initiated the session is displayed here.
Responder The |P address of the computer or device that
responded to the session initiation is displayed
here.
Proto The protocol used to conduct the sessionis
displayed here.
Terminate Reason When the session isterminated, it is displayed
here.
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System Log - Blocking Event Log

Certain sessions between computers on your LAN and the WAN have the
potential to cause a disruption in the function of your computers and are
blocked by the DFL-100’s firewall. Some of these session types are defined
by you under on the Port Filter Policy page, under Firewall Settings from
the Advanced Settingstab. Events blocked (attempts to connect to
computers on your LAN, between computers on your LAN, or between
computers on your LAN and the WAN) because they met the criteriayou
entered on the Port Filter Policy page, are recorded here, in the Blocking
Event L og, as shown below:

D-Link (_DFL-100 ]
el W Firewall/VPN Router |

BASIC ADVAMCED SYSTEM DEVICE m
SETUR SETTINGS TOOLS STATUS

Clenr Blockng Event Log Retesh a
TASLE o
Total Moo of Endries 0
———— Souyrce Diestination Protocol Blocking Reason

Sour ce The IP address of a computer or device that has
had a connection attempt to the DFL-100
blocked is displayed here.

Destination The I P address of the computer or device that
was the destination of connection attempt to the
DFL isdisplayed here.

Protocol The protocol used to make the connection
attempt is displayed here.
Blocking Reason A brief statement of why the connection attempt

was blocked is displayed here.
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System Log - Intrusion Detection Log

Certain sessions between computers on your LAN and the WAN have the
potential to cause a disruption in the function of your computers and are
blocked by the DFL-100’s firewall. Some of these session types are pre-

defined by the factory, and are commonly used intrusion methods. Events

blocked (attempts to connect to computers on your LAN, between computers

on your LAN, or between computers on your LAN and the WAN) because

they meet the criteria pre-defined at the factory as being a commonly used
intrusion method, are recorded here, in the Intrusion Detection Log, as

shown below:

BASIC
SETUR

ADVAMGED SYSTES DEVICE m
SETTINGS TOOLS STATUS

Indrusicn Type

R
LG
nd R 0
— Closs Irtnuzion Event Log ] atmh[
TRELE
TRAFFIE

Help

Total Mo of Entries [
|rfosrnation

Intrusion Type

A brief statement of the type of intrusion that
was attempted is displayed here.

Information

Any relevant information about the attack is
displayed here.
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System Log - Intruder Blacklist

The DFL-100’s firewall is pre-programmed to recognize and block many
commonly used intrusion methods from computers on the WAN (Internet,)
from one computer to another on the LAN, and from computers on your LAN
to the WAN. In addition, you can define a Port Filter Policy, that will set
additional intrusion criteriafor the DFL-100’s firewall to block connections.
When a serious intrusion attempt is detected (that is, when alarge number of
packets consistent with acommonly used intrusion method are detected by
the DFL-100) the IP address, the protocol used, and the corresponding port
number is determined and entered into the DFL-100’s Intruder Blacklist.
Once the intruder’s information is entered, the DFL-100’s firewall will block
packets from this location from crossing the DFL-100 (from the WAN to the
LAN, from two computers on the LAN, or from the LAN to the WAN).

Once an intruder’s |P addressis listed in the Intruder Blacklist, it will remain
until it times out. Each new intrusion attempt will reset the timer, and the
intruder’s IP address will remain in the Intruder Blacklist for an additional
amount of time. Whilethe intruder’s IP address is on the DFL-100’s Intruder
Blacklist, that 1P address is blocked from sending packets through the DFL -
100.

Y ou can clear the Intruder Blacklist at any time by clicking the Clear button.

e V Firowall/VPN Router |

— Seagion Evend Logl Blacking Evert Logl mu;auwﬂ_m_gl lnmdu Blacklis:
e TR
Er—e
_— o
—— Clear Ininider Bleacklist | Retresh
TARLE
Totsl Mo, pf Ertnes 0
[o— Soarca 1P DestinMion IP Destinsion Pon /10 Type
TRAFFIC
BTATISTICS
VPH
BTATIETICE
SERSIONE
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Sourcel P

The IP address of a computer or device that will
not be allowed to make a connection from the
WAN to the DFL-100 is displayed here.

Destination IP The IP address of the computer or device that the
intruder has tried to connect to is displayed here.
Destination The port number or ICMP Type that an intruder

Port/ICMP Type

used to attempt to make a connection is
displayed here.
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Routing Table

The DFL-100 maintains a table of source and destination | P addresses
between computers on your LAN and the WAN (Internet). These addresses
are used to determine where to send packets so that the various computers
connected to the DFL-100 can communicate with each other and with
computers on the WAN. Thislist is called the Routing Table, and can be
viewed on the Routing Table page, as shown below:

D-Link C_or-100 I
= W Firewall/vPN Routr
mr.nu
— -+
Im- “['hl
Total Mo of Endrige 4
Dipstinatinn Subnet Mask Sl erarary Hopes Prdoco
TABLE 0000 0.0.0.0 10.254.254 251 1 Diefaul
10.00.0 255 00.0 14273 1 Whian
M Imarmc 192 168010 25K 795 25510 192 16B.0.1 1 Local
ATATISTICS 192 163.1.0 255 265 285 12216811 1 Lol
M ven
ETATIETICE
ar
Destination The network address of the route’s destination is
displayed here.
Subnet Mask Thisis the subnet mask corresponding to the
network address above.
Gateway The IP address of the gateway for the
corresponding route is displayed here.
Hops The number of routers between the DFL-100 and
the Destination is displayed here.
Protocol The protocol in use for the corresponding route

is displayed here.
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Traffic Statistics

The DFL-100 maintains a table containing the number of packets received
and transmitted on the three networks that it interconnects: the WAN, the
LAN, andthe DMZ. These statistics can be viewed on the Traffic Statistics

table, as shown below:

e W Firewall/vPN Routr

Clenr Simtistics i o
Rexemwed Transmilled il
WiaN 0 Packets 42 Packels
Lan 356 Packets 3487 Packets
DME 0 Packes 0 Packats
I STATTIES
v
SEESIONE

WAN The total number of packets Received and
Transmitted between the WAN and the DFL-100
are displayed here.

LAN The total number of packets Received and
Transmitted between the LAN and the DFL-100
are displayed here.

DMZ The total number of packets Received and
Transmitted between the DM Z and the DFL-100
are displayed here.
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VPN Statistics

IPSEC Statistics

The DFL-100 maintains a table containing statistics concerning the 1PSec
protocol connection between the WAN and the LAN. These statistics can be
viewed on the IPSEC Statisticstable, as shown below:

D-L[t&ﬁ _DFL-100 ]
-9 1
s W Firewall/vPN Routr
OVAMCED 2 DEVICE
[ wme ven oI e
r——— PSEC Siatigfics | LYTP Statislics] PFTP Ratestics
R AT
lm- o
Help

Tortal Mo of Ertries [
Rewriote Tunnal i Slatus Recamad Tranamiied

BTATISTICS

—

I

MAT
SEEBIONE

IPSEC (Internet Protocol Security) uses the Internet Key Exchange (IKE)
protocol to perform atwo-phase negotiation. The two phases are creatively
termed Phase 1 (also called Main Mode) and Phase 2 (also called Quick
Mode). The purpose of Phase 1 is to protect the security negotiations by
establishing a Security Association (called an IPSEC SA). Phase 2 begins
upon completion of Phase 1 negotiation. The messages exchanged during
Phase 2 negotiations are protected by a previously established IPSEC SA, the
secure channel or tunnel created in Phase 1.

Phase 1 negotiation involves three basic steps:
1. Negotiation of protection protocol
2. Key exchange
3. Authentication
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During Phase 2 negotiation, keying material is refreshed or, if necessary, new
keys are generated. Terms for protecting specific types of IP traffic may aso
be negotiated. Phase 2 is dependent upon a previous Phase 1 negotiation.

Remote Tunnd ID

This displaysthe Tunnel ID of the device on the
remote end of a VPN tunnel.

Status

This displays whether the VPN tunnel is active
or not. There arefive categories of status that
can be displayed here, asfollows:

Negotiation P1 — Phase 1 negotiation isin
progress.

Negotiating P2 — Phase 2 negotiation isin
progress.

Phase 1 Est — Phase 1 iscompleted (i.e. an
IPSEC SA is established and a secure tunnel
exists).

Phase 2 Est — Phase 2 is completed, that is, the
terms are set for secure transfer of data using the
tunnel established in Phase 1.

Broken — The IPSEC SA isterminated, expired
or can not be established.

Received

This displays the total number of packets
received across the corresponding VPN tunnel.

Transmitted

This displays the total number of packets
transmitted across the corresponding VPN
tunnel.
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L2TP Statistics

The DFL-100 maintains a table containing statistics concerning the L2TP
protocol connection between the WAN and the LAN. These statistics can be
viewed on the L 2TP Statisticstable, as shown below:

W Firewan/veN Rour

BASIC ADVANCED SYSTEM DEVICE m
SETUP SETTINGS TOOLS STATUS

IFSEC Statislicsf LITP Statkstics | PFTP Stalistcs

)

Help
Tata Mo of Entees 0
Lzpmane Peer P Addeess  Pacewed Transmitled

Remote Tunnel ID This displays the Tunnel ID of the device on the

remote end of a VPN tunnel.

Status This displays whether the VPN tunnel is active
or not.

Received This displays the total number of packets
received across the corresponding VPN tunnel.

Transmitted This displays the total number of packets

transmitted across the corresponding VPN
tunnel.
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PPTP Statistics

The DFL-100 maintains a table containing statistics concerning the PPTP
protocol connection between the WAN and the LAN. These statistics can be
viewed on the PPTP Statistics table, as shown below:

W Firewall/VPN Route
BASIC ADVANCED STYSTER DEVICE m
SETUP SETTINGS TOOLS STATUS

IPSEC Statisticsl L2TP Statigticsl PI'-"I'I-’ Sunistics

o

Help
Tatal Mo, of Entees 0
Lizpamame Peer P Adtkess  Racewsd Transmiled

Remote Tunnel ID This displays the Tunnel ID of the device on the
remote end of aVPN tunnel.

Status This displays whether the VPN tunnel is active
or not.

Received This displays the total number of packets
received across the corresponding VPN tunnel.
Transmitted This displays the total number of packets
transmitted across the corresponding VPN
tunnel.
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NAT Sessions

The DFL-100 maintains a table containing statistics concerning the Network
Address Trandation (NAT) applied between the WAN and the LAN. These
statistics can be viewed on the NAT Sessionstable, as shown below:

(_BFL-100 )

‘_..— Firewall/VPN Router
[ |

ADVAMCED SYITER GEVICE
SETTINGS TOOLE STATUS

ETATIETICE

Indem=! P Pord

1821630 11Z16T7
182 16301121636
182 16810 1121624
192 1630 1121623
182 16301121611
192 120 1121810

Help

Total Mo of Erimee b

Pseudo IP-Porl Peer 1P Pt Transmi
10.42.73.224:1637 207.106.22.124:53 op
10 42.73 2241636 X7 106 22.124 B3 uoe
10.42.73. 2241624 A7 108.22.124: 53 uop
10.42.73. 241623 207106 22.124:53 JoR

104273 2241611
10,4273 2241810

207 10622124 53
A7 10822 12453

)

upe
Lop

Internal IP; Port

Thisisthe IP address and port number of a
computer or device on your LAN that has an
active NAT session.

Pseudo | P; Port

Thisisthe IP address of the DFL-100 and port
number that is trans ated between the LAN and
the WAN to make a connection with the DFL -
100.

Thisisthe |P address and port number of a
computer or device on the WAN that has a
active connection with the DFL-100

Displays the protocol used to transport packets.
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Connecting PCs to the DFL-100 Router

If you do not wish to set the static 1P address on your PC, you will need to
configure your PC to request an IP address from the gateway.

Click the Start button, select Settings, select Control Panel.

Double-click the Network icon.

In the configuration tab, select the TCP/IP protocol line that has been
associated with your network card/adapter. If thereisno TCP/IP line listed,
you will need to install TCP/IP now.

Hetwork 2| x|

Contiguration | Identificatinnl Access Eontroll

The following network, components are installed;

4 Microzoft Metwark Manitor Driver -» Dial-Up Adapter ;I
[ Microzoft Metwaork Manitor Driver <> PCI 10100 Fast Ethe

4 TCPAP -» Dial-Up Adapter

Y TCP/P -> PCI 104100 Fast Ethermet Adapter

B! File and printer sharing for Micrazaft Netwarks -

Add. | Remove | Properties |

Frimary Metwork, Logon;
Client for Microgoft Metwarks j

File and Print Sharing... |

Dezcription
TCPYIP iz the pratocal you uze o connect to the Intermet and
wide-area netwarks.

ak. I Cancel




Click the Properties button, then choose the |IP ADDRESS tab. Select
Obtain an I P automatically.

TCFAF Propedsez

Eircngs | Aidearaed | et |
OIS Configuraton | Gatewe | WINS Contiguration  Faddss

A P skdwes can be suviosstcely srsgras be s compuie,
My netivork. dioess ot ool ammign | F addimeses, o
wou ralicr cimind ol ol an 52, o than pd i in
LU e

PR PRt e

[ ] _omi |

After clicking OK, windows might ask you to restart the PC. Click Yes.

There are two tools which are great for finding out a computer’s IP
configuration: MAC address and default gateway.

WINIPCFG (for Windows 95/98)

Inside the windows 95/98 Start button, select Run and type winipcfg. In the
example below this computer has an IP address of 192.168.0.100 and the
default gateway is 192.168.0.1. The default gateway should be the network
device IP address. The MAC address in windows 95/98 is called the Adapter
Address.

NOTE: You can aso type winipcfg in the DOS command prompt.
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IP Configur ation
Ethermet Adapter nfomnation:

Adapter dddress O0-90-CC-A2-FE-04
IP dddress | 192.162.0100
Subnet Mazk. 255, 255 255,00
Default Gateway 13216807

0F, Feleaze |

Rensw ‘

Releaze all Fenew &l ‘ More Info x5 ‘

IPCONFIG (for Windows 2000/NT/XP)

In the DOS command prompt type IPCONFIG and press Enter. Your PC IP

information will be displayed as shown below.

nv cAffidiffrge

Gzwripoonf ig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:
Connection—=specific DHS Suffix .
IF Address. . & = =« « = = = = = =

Subset-Mazk - o Qi 6 s & slam o a s
Default Gateway . 2

Ethernet adapter Local Area Connection 2:

Cable Disconnected
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Networking Basics
Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http: //www.homenethelp.com

and http: //www.microsoft.com/windows2000 for information about
networking computers using Windows 2000, ME or 98.

Go to START>CONTROL PANEL>NETWORK CONNECTIONS
Select Set up ahome or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you set up this computer b un on your
network. With a network, pou can:

Share an Intermet connection

Set up Internet Connection Firewall
Share files and folders

Share a printer

L I

To continue, click Mext.

mexb :'I» [ Cancel

When this screen appears, Click Next.
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Please follow all the instructions in this window:

Network Setup Wizand

Before you continue.__

Before you continue, review the thecklist for creating a network.

Then, complete the following steps:

+ Install the network cards, modems, and cables.

+ Turn on all computers, printers, and external modems.
+ Cannect to the Intemet.

“When you click Mest, the wizard will search for a shared Internet connection on your netwark.

< Back CH Mest » D’ Cancel

Click Next

In the following window, select the best description of your computer. 1f
your computer connects to the Internet through a gateway/router, select the
second option as shown.
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Metwork Setup Wizard
Select a connection method. %

Select the statement that best describes thiz computer;

() Thiz computer connects directly to the Internet. The ather computers on my network connect
to the Internet through this computer,

Wiew ah example.

@;This computer connects bo the Intemet through another computer on my network or through'
ia rezidential gateway,
Wiews an example.

() Other

Learn more about harme or small affice netwark configurations.

< Back QI Mest» D’ Cancel

Click Next

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard
Give this computer a description and name. %

LComputer dezcription: Mary's Computer

Examplez: Fam.i-ly Fioom Computer or Monica's Computer

Computer hame: Office
Examplez; FAMILY or MOMICA

The current computer name i= - Office

Learn more sbout computer names and descriptions.

< Back ﬂ Hest » P Cancel

Click Next
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Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Network Setup Wizard

Mame your network.

Mame your netwark by specifying a workgroup name below. All computers on pour netwark
should have the game workgroup name.

Workgroup name: l Accounting
Examples: HOME or OFFICE

< Back ﬁ Mest » P Cancel

Click Next

Please wait while the wizard applies the changes.
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Network Setup Wizard

Ready to apply network settings... %

The wizard will apply the following settings. Thiz process may take a few minutes to complete
and cannot be interrupted.

Settings:

Metwork settings: ”~
Computer description: Mary's Computer

Computer name: Oifice

Workgroup name: Accounting

The Shared Documents folder and any printers connected to this computer have been

shared.

To apply theze zettings, click Mest.

¢ Back S Mest = } Cahcel

When the changes are complete, Click Next.

Please wait while the wizard configures the computer.
This may take afew minutes.

Network Setup Wizard

Please wait. .. %

Flease wait while the wizard configures this computer for home or gmall office netwarking. This
process may take a few minutes.
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In the window below, select the best option. In this example, “Create a
Network Setup Disk” has been selected. Y ou will run this disk on each of the
computers on your network. Click Next.

Network Setup Wizard

You're almost done...

®  You need to n the Metwork Setup Wizard once on each of the computers on your
\y netwark. To mn the wizard on computers that are not running Windows XP, you can use
the Windows XP CD or a Network Setup Digk,

‘what do you want to do?

(S)iCreate a Network Setup Diskl

() Use the Netwark Setup Disk | alieady have
("1 Uge my Windaws XP CD

() Just finish the wizard; | don't need to run the wizard on other computers

— —

Insert adisk into the Floppy Disk Drive, in this case drive “A:”

Network: Setup Wizand

Inzert the dizk you want to use.

Ingert a dizk the into the following disk drive. and then click Mext.
3% Floppy [&:]

If you weant to format the disk, click Format Disk.

< Back 41\ Nest> D
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Format the disk if you wish, and Click Next.

Please wait while the wizard copies the files.

Copying...

Please wait while the wizard copies Files. ..

( ] Cancel

Please read the information under Here’s how in the screen below. After you
complete the Network Setup Wizard you will use the Network Setup Disk to
run the Network Setup Wizard once on each of the computers on your
network.

To continue Click Next

Network Setup Wizard
To run the wizard with the Network Setup Disk...

= Complete the wizard and restart this computer. Then, use the Metwork Setup Digk to run
1 the Metwark Setup YWizard ohce on each of the other computers ah pour netwark.

Here's how:
1. Inzert the Network Setup Dizk into the next computer you want to network,

2. Open My Computer and then open the Network Setup Disk.
3. Double-click "netsetup."

| <ﬁackQ||§ ﬂexm

Please read the information on this screen, then Click Finish to complete the
Network Setup Wizard.

86



Metwork Setup Wizand

Completing the Network Setup
Wizard

You have successfully zet up thiz computer far hame or small
office networking.

For help with home or small office networking, see the
following topics i Help and Support Center:

+ Using the Shared Documents folder

+ Bhanng hles and folders

To zee other computers on your network, click Start, and then
click My Metwork, Flaces,

To cloze this wizard, click Finish.

[ <Back (|__Fish )

The new settings will take effect when you restart the computer. Click Yesto
restart the computer.

System Settings Change

] Yau must reskark vour computer before the new settings will kake effeck,

Do o wank ko restark your compuker now?

Qs DL we |

Y ou have completed configuring this computer. Next, you will need to run
the Network Setup Disk on all the other computers on your network. After
running the Network Setup Disk on all your computers, your new wireless
network will be ready to use.

87



Naming your Computer

Naming your computer isoptional. If you would like to name your computer
please follow these directions:

In Windows XP:

Click START (inthe
lower left corner of the
screen)

Right-click on My
Computer

Select Properties

Select the
Computer Name
Tab in the System
Properties window.

Y ou may enter a
Computer description if
you wish, thisfield is
optional.

To rename the computer
and join a domain:

Click Change

3 Internet
Inkernet Explorer

&3 E-mail

2 Outlook Express

(RS ornmand Prompl

\! M5M Explorer

e ‘Windows Media Player
N

'& ‘Windows Mowie Maker
@ Tour Windows =P

? Files and Settings Transfer

‘Wizard

J My Documents
a
4} My Recent Documents »
j} My Pictures

j My Music

=5 Open
‘j My Metwork  Explore
| Search...
Gﬂ Contral panel  Manage
Map Metwork Drive. ..

Disconneck Metwark Drive, ..

e‘ Connect To
=)

ilé Printers andF Show on Desktop

Rename

g) Help and 54

System Properties

System. Res matic i_ipdates Fh.amo.te
| Genersl ] 7 Hadware | Advanced |
e Windows uzes the following information to identify your computer

1

Computer description:

“Workgroup:

0.

on the network.

To uze the Metwork |dentification ‘wizard to join a
domain and create a local user account, click Metwork,

For example: "Kitchen Computer” or "Many's
Computer".

Full computer name:  Office

Accounting

T rename thiz computer or join a domain, click Change. ‘.
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In this window, enter
the Computer
name.

Select Workgroup
and enter the name
of the Workgroup.

All computers on
your network must
have the same
Workgroup name.

Click OK

Computer Name Changes

'ou can change the name and the membership of this
computer. Changes may affect access to network rezources.

CompLiter name: /

Office

Full computer name:

Office

More. .

Member of
@ Qomain:

=3 Workgroup:
Accounting

m [ Cancel
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Assigning a Static IP Address

Note: Residential Gateways/Broadband Routers will automatically assign IP
Addresses to the computers on the network, using DHCP (Dynamic Host
Configuration Protocol) technology. If you are using a DHCP-capable
Gateway/Router you will not need to assign Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a
Static IP Address, please follow these instructions:

X "ﬂ-' Cantrol Panel
Goto START t@ Tour Windaws %P
Double-click on }_.Sé Printers and Faxes
Control Panel ‘@' Rl
g) Help and Suppoark
y | Filzs and Settings Transfer =
‘ Ll Search
all Programs p i) Fun...

@| Log CFf |5| Turn OFF Computer

: Asrpriialiy Oghnn
L] Hardeawe

A oF Lo Progras
.

Acksiriair st Took
Sex fisg !

Ry Hindoss tipdans
& Help ard Sroat

Double-click on
Networ k Connections

Taskbar arel Fwrt M
ey degcnsnds:

Comnerts ba other commuters, netwerks, snd e [nbamet
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Right-click on Local Area
Connections.

Double-click Properties

Highlight I nternet Protocol
(TCP/IP)

Click Properties

e "
% Metwors Conaeciises

st

Q-0 &

& Hairark Connections

Ede  Wisa  Fawiiier  Tooks

Bpewrced  Hep

Tl Craan & naw

- NN
Sl o & hera or wval
il

W Durabla ran Pk
i

Ty, M tha comnacien
ﬁ! P s coneciion
= P ety of e

Traction

Briche: Connestions
Sreda Fatkik

Rename

ﬂ herem petimg of the
aradicn

- local Area Connection 7 Properties E||X|

General |m

Connect using:

i B3 D-Link DWL-AB50 |

Thig connection uzes the following iterms:

g Cliert for Microzoft Metwaorks
,EI File and Printer Sharing for Micioso
4Bl 05 Packet Schegle

etworks

=] Internet Pratocal [TCPAR]
Inztall... Unirstall "
Dezcription

Transmizsion Contral Protocol/Intemet Protocal. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

[ Show icom in notification area when connected

ak ] [ Cancel

91



Select Use the following | P address in the Internet Protocol (TCP/IP)
Properties window.

Input your |P address and subnet mask. (The IP Addresses on your network
must be within the same range. For example, if one computer has an I[P
Address of 192.168.0.2, the other computers should have | P Addresses that
are sequential, like 192.168.0.3 and 192.168.0.4. The subnet mask must be
the same for al the computers on the network.)

Input your DNS server addresses.

The DNS server information will be provided by your ISP (Internet Service
Provider.)

Internet Protocol (TCPAIP) Properties

“'ou can get IP settings assigned automatically if vour network, supports
thiz capability. Othensize, you need to ask vour network, administrator for
the appropriate [P zettings.

~ (") Obtain an IP address automatically
i) Uze the following IP address:

|P address: EroE e
Subret mask: 255 . 255 255 . O

Default gateway:

~
s (%1 Usze the following DMS server addresses:
Preferred DMS zerver:
Alternate DMS server:
(L/ ] j [ Cancel ]
Click OK
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Y ou have completed the assignment of a Static IP Address. (Y ou do not need
to assign a Static IP Address if you have a DHCP-capable Gateway/Router.)
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Contacting Technical Support

You can find the most recent software and user documentation on the D-Link
website.

D-Link provides free technical support for customers within the United States for the
duration of the warranty period on this product.

U.S. customers can contact D-Link technical support through our web site,

or by phone.

D-Link Technical Support over the Telephone:
(800) 758-5489

24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com

When contacting technical support, please provide the following information:
Serial number of the unit

Model number or product name
Software type and version number
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Limited Warranty and Registration

@ 1-Year
D.Link f Limited Warranty

D-Link Systems, Inc. (“D-Link™) provides this 1-Year warranty for its product only to the person or entity who
originally purchased the product from:

D-Link or its authorized reseller or distributor.
Products purchased and delivered with the fifty United States, the District of Columbia, US Possessions
or Protectorates, US Military Installations, addresses with an APO or FPO.

1-Year Limited Hardware Warranty: D-Link warrants that the hardware portion of the D-Link products
described below (“Hardware”) will be free from material defects in workmanship and materials from the date of
original retail purchase of the Hardware, for the period set forth below applicable to the product type (“Warranty
Period”).

1-Year Limited Warranty for the Product(s) is defined asfollows
Hardware (including power supplies and fans) One (1) Year
Spare parts and spare kits Ninety (90) days.

D-Link’s sole obligation shall be to repair or replace the defective Hardware at no charge to the origina owner.
Such repair or replacement will be rendered by D-Link at an Authorized D-Link Service Office. The replacement
Hardware need not be new or of an identical make, model or part; D-Link may in its discretion replace the defective
Hardware (or any part thereof) with any reconditioned product that D-Link reasonably determines is substantially
equivalent (or superior) in al material respects to the defective Hardware. The Warranty Period shall extend for an
additional ninety (90) days after any repaired or replaced Hardware is delivered. If a material defect is incapable of
correction, or if D-Link determines in its sole discretion that it is not practical to repair or replace the defective
Hardware, the price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon
return to D-Link of the defective Hardware. All Hardware (or part thereof) that is replaced by D-Link, or for which
the purchase price is refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in the
applicable documentation, from the date of origina delivery of the Software for a period of ninety (90) days
(“Warranty Period”), if the Software is properly installed on approved hardware and operated as contemplated in its
documentation. D-Link further warrants that, during the Warranty Period, the magnetic media on which D-Link
delivers the Software will be free of physical defects. D-Link’s sole obligation shall be to replace the non-
conforming Software (or defective media) with software that substantially conforms to D-Link’s functional
specifications for the Software. Except as otherwise agreed by D-Link in writing, the replacement Software is
provided only to the original licensee, and is subject to the terms and conditions of the license granted by D-Link for
the Software. The Warranty Period shall extend for an additional ninety (90) days after any replacement Software is
delivered. If a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion
that it is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-
conforming Software will be refunded by D-Link; provided that the non-conforming Software (and all copies
thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given
automatically terminates.

What You Must Do For Warranty Service:
Registration is conducted via a link on our Web Site (http://www.dlink.com/). Each product purchased must be
individually registered for warranty service within ninety (90) days after it is purchased and/or licensed.

FAILURE TO PROPERLY TO REGISTER MAY AFFECT THE WARRANTY FOR THIS PRODUCT.

Submitting A Claim. Any claim under this limited warranty must be submitted in writing before the end of the
Warranty Period to an Authorized D-Link Service Office.

The customer must submit as part of the claim a written description of the Hardware defect or Software
nonconformance in sufficient detail to allow D-Link to confirm the same.

‘The origina_product owner must obtain a Return Material Authorization (RMA) number from the
Authorized D-Link Service Office and, if requested, provide written proof of purchase of the product (such as a
copy of the dated purchase invoice for the product) before the warranty serviceis provided.
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) After an RMA number isissued, the defective product must be packaged securely in the original or other
suitable shlppln?( package to ensure that it will not be damaged in transit, and the'RMA number must be
prominently marked on the outside of the package.

The customer is responsible for al shi Epi ng charges to and from D-Link &No CODs allowed). Products
sent COD will become the property of D-Link Systems, Inc. Products should be fully insured by the customer
and shipped to D-Link Systems|Inc., 53 Discovery Drive, Irvine CA 92618.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing
requirements, or for which an RMA number is not visible from the outside of the package. The product owner
agrees to pay D-Link’s reasonable handling and return shipping charges for any product that is not packaged and
shipfped in accordance with the foregoing requirements, or that is determined by D-Link not to be defective or non-
conforming.

What I's Not Covered:

This limited warranty provided by D-Link does not cover: Products that have been subjected to abuse, accident,
dteration, modification, tampering, negligence, misuse, faulty installation, lack of reasonable care, repair or service
in any way that is not contemplated in the documentation for the product, or if the model or serial number has been
dtered, tampered with, defaced or removed; Initia installation, installation and removal of the product for repair,
and shipping costs; Operational adjustments covered in the operating manua for the product, and normal
maintenance; Damage that occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage;
and Any hardware, software, firmware or other products or services provided by anyone other than D-Link.

Disclaimer of Other Warranties: EXCEPT FOR THE 1-YEAR LIMITED WARRANTY SPECIFIED HEREIN,
THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN
ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY
SHALL BE LIMITED TO NINETY (90) DAYS. EXCEPT AS EXPRESSLY COVERED UNDER THE LIMITED
WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND
PERFORMANCE OF THE PRODUCT ISWITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE
UNDER ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE
THEORY FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY
CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT
NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR
MALFUNCTION, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED
WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE
USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF
THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.

GOVERNING LAW: This 1-Year Warranty shall be governed by the laws of the state of California. Some states do
not allow exclusion or limitation of incidental or consequential damages, or limitations on how long an implied
warranty lasts, so the foregoing limitations and exclusions may not apply. This limited warranty provides specific
legal rights and the product owner may also have other rights which vary from state to state.

Trademarks
Copyright® 2001 D-Link Corporation. Contents subject to change without prior notice. D-Link is a registered
trademark of D-Link Corporation/D-Link Systems, Inc. All other trademarks belong to their respective proprietors.

Copyright Statement

No part of this publication may be reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from D-Link Corporation/D-Link Systems Inc., as
stipulated by the United States Copyright Act of 1976.

CE Mark Warning
Thisis a Class B product. In a domestic environment, this product may cause radio interference, in which case the
user may be required to take adequate measures.

FCC Statement
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interferencein a
residential installation. This equipment generates uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communication. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
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Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

. _______________________________________________________________________________________________________________|]
Register Your D-Link Product Online at http://www.dlink.com/sales/reg

97



