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Firewall Console

Firewall Console

This section includes the following topics:
e Serial Console

® | ocal Console

The D-Link Firewall console is a text-based command line interface. A more in-depth analysis of
various statistical aspects of the firewall can be conducted here as well as advanced troubleshooting.
The firewall cannot be configured from the console.

There are three ways to access the console, either by using the serial console (for example on D-
Link Firewall Appliances), the keyboard and monitor on software firewalls

Serial Console

The firewall console can be accessed using the serial console port on the firewall hardware. For
more information, please see the section Connecting the Console Port in the Getting Started guide.

Local Console

The firewall console is also available when attaching a VGA display and a keyboard to the firewall
hardware. Please note that this is only applicable for products from the D-Link Firewall Software
series.

per interface

Cla015ter Flreuall g . BBPBBF

Clavister Firewall 8.88.88 _

Cup right Clavister 1996—-2882. All rights reserved.
Build : Oct 1 2882

Reading previous random state from furand.bin...OK

Configuring fyom A:“FIREHALL“FHCORE,CFG
Configuration done

MetCon initialization complete

Memory: BHBuffer size is 2884 bytes, 19292 bytes raw da
Memory: Using a total of 188 packet buffers (375128 bgtes)

InterfacEE:

} IPnddr 18.28.258.2 HuwAddr ABcB:Af358:531d1
Bulltln "tulip" Dlgltal DS211453-%D Tuli Slof 4-1 R
1 xt j IPHddr_lB.ZB.B.l HuwAddr A818:aB868:77fd
Bulltln "tulip" - Digital DIE21143-xD Tul Slot 5-1 REQ 18
1 j FAaddr 192.168.234.1 HuwhAddr A818:aB8G6H:77e9
Bulltln "tulip" - Digital Dszitlaz-xp Tulip Slot 671 IRQ2 9
Previowus shutdown: Z882-18-81 87:88:88: Shutdown due to console command

System running

The first status line shows information about the number of packets and bits that pass through each
interface per second. The figures given in this example show that:

e The internal interface is currently passing:
2500 packets per second
11.5 Megabits per second

® The external interface is currently passing:
6000 packets per second
36 Megabits per second

e The DMZ interface is currently passing:
3500 packets per second
30.5 Megabits per second

These figures include the amount of data sent and received by each interface. No more than eight
interfaces will be displayed on this status line.
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The second status line provides the following information:
® CPU - The percentual load of the firewall’'s CPU.

e Bufs - Percentual use of available packet buffers. The total number of packet buffers is
shown under the stats command.

® Conns - Percentual use of available connections. The maximum number of connections is
determined by the Settings section. The default configuration sets a limit of 4096
concurrent connections. Each connection consumes 128 bytes of RAM. To see the actual
amount of RAM used by the state table, see the memory console command, below.

® Frags - Percentual use of available fragment reassembly resources. D-Link Firewall limits the
number of fragment reassembly attempts that can be under way at any one time.

® Drops - The number of packets that have been discarded due to failed structural tests or
ruleset drops during the past second.

® LogMsgs - The number of log messages that have been generated during the past second.
D-Link Firewall is able to limit how many log messages may be generated each second
through the LogSendPerSecLimit setting in the Settings section.

Firewall Console Reference

Firewall Console Reference

This section includes the following topics:

e About Netobjects
® Access Ping

o ARP Pipes

e ARPSnoop Proplists

e Buffers ReConfigure

® Certcache Remotes
e Cfglog Routes

® Connections Rules

e Cpuid Scrsave
e DHCP Services
e DHCPRelay Settings
® Frags Shutdown
o HA Stats

® HTTPposter Sysmsqgs
e |facegroups Time

e |fStat Uarules

® |kesnoop Userauth
® |pseckeepalive Vian

e Killsa VPNConns
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® |icense o VPNStats

Lockdown

® Loghosts
® | ogout

e Netcon

About

Brings up information pertaining to the version of the firewall core in use and a copyright notice.
Syntax: about

Example

Cmd> about

D-Link Firewall 8.00.00V

Copyright D-Link 1996-2002. All rights reserved

SSH | PSEC Express SSHI PM version 4.2.0 library 4.2.0

Copyri ght 1997-2001 SSH Conmuni cations Security Ltd.
Build : Sep 22 2002

Access

Displays the contents of the Access configuration section.
Syntax: access

Example

Cnd> access
Source | P Address Access list (spoofing protection) - Default action is DROP

Synbol i ¢ Name Action |Iface Source Range
Expect | nt net Expect i nt 192. 168. 123. 0/ 24
Expect Ext net Expect ext 194.2.1.0/ 24
Expect Wor | d Expect ext 0.0.0.0/0

ARP

Displays ARP entries for the specified interface(s). Published, static as well as dynamic items are
shown.

Syntax: arp [options] <interface pattern>
Options:

-ip <ip address pattern>

-hw <hw address pattern>

-num <n>

Example

Cmd>ar p ext
ARP cache of iface ext
Dynamic 194.2.1.1 = 0020: d216: 5eec Expi re=141

ARPSnoop

Toggles the on-screen display of ARP queries. This command can be of great help in configuring
firewall hardware, since it shows which IP addresses are heard on each interface.
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Syntax: arpsnoop <interface pattern>
Toggle snooping on given interfaces.
Syntax: arpsnoop all
Snoop all interfaces.
Syntax: arpsnoop none
Disable all snooping.
Example

Crd> ar psnoop al |

ARP snoopi ng active on interfaces: int ext dne
ARP on ext: gwworld requesting ip_ext

ARP on int: 192.168.123.5 requesting ip_int

Buffers

This command can be useful in troubleshooting; e.g. if an unexpectedly large number of packets
begin queuing in the firewall or when traffic does not seem to be flowing for some inexplicable
reason. By analyzing the contents of the buffers, it is possible to determine whether such traffic is
making it to the firewall at all.

Syntax: buffers

Brings up a list of most recently freed buffers.

Example

Cmd>buf f

Di spl aying the 20 npst recently freed buffers

Recvlf Num Size Protocol Sender Desti nati on

ext 1224 121 UDP 192. 168. 3. 183 192. 168. 123. 137
i nt 837 131 UDP 192. 168. 123. 137 192. 168. 3. 183
ext 474 112 UDP 192. 168. 3. 183 192.168. 123. 137
ext 395 91 UDP 192. 168. 3. 183 192. 168. 123. 137
i nt 419 142 UDP 192. 168. 123. 137 192. 168. 3. 183
ext 543 322 UDP 194.2.1.50 192. 168. 123. 182
i nt 962 60 UDP 192. 168. 123. 182 194.2.1.50

i nt 687 60 ARP 0080: ad87: €592 ffff:ffff:ffff
ext 268 88 UDP 192. 168. 3. 183 192.168. 123. 137
i nt 249 101 UDP 192. 168. 123. 137 192. 168. 3. 183
ext 219 60 TCP 193. 12. 33. 105 192.168. 123. 12
i nt 647 60 ARP 0010: a707: dd31 ffff:ffff.ffff
ext 1185 98 UDP 192. 168. 3. 183 192. 168. 123. 137
i nt 912 98 UDP 192. 168. 123. 137 192. 168. 3. 183
ext 682 112 UDP 192. 168. 3. 183 192.168. 123. 137
i nt 544 60 TCP 192.168. 123. 12 194.2.1.50

i nt 633 60 TCP 192. 168. 123. 26 194.2.1.50

i nt 447 60 TCP 192.168. 123. 25 194.2.1.50

i nt 645 60 TCP 192.168. 123. 23 194.2.1.50

i nt 643 123 UDP 192. 168. 123. 137 192. 168. 3. 183

Syntax: buffer <number>
Shows the contents of the specified buffer.

Example

Cmd> buff 1059

Decode of buffer nunber 1059

int: Enet 0050: dadf: 7bbf -> 0003: 325c: cc00, type 0x0800, |en 1058

I P 192.168.123.10->193.13.79.1 |HL:20 DatalLen:1024 TTL: 254 Proto: | CVP
| CMP Echo reply |ID:6666 Seq:0

Syntax: buffer .
Shows the contents of the most recently used buffer.

Example
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Cmd> buff .

Decode of buffer nunber 1059

int: Enet 0050: dadf: 7bbf -> 0003: 325c: cc00, type 0x0800, |en 1058

| P 192.168. 123. 10->193.13.79.1 |HL: 20 Datalen: 1024 TTL: 254 Proto: | CVWP
| CVP Echo reply |D:6666 Seq:0

Certcache

Displays the contents of the certificate cache.

Syntax: certcache
CfgLog

Shows the results of the most recent reconfiguration or start up of D-Link Firewall. This text is the
same as is shown on-screen during reconfiguration or start up.

Syntax: cfglog
Example

Cmd> cf gl og

Configuration |og:
Configuring from FWCore_N. cfg
Confi guration done

Configuration "FWCore_ N.cfg" (v153) verified for bi-directional conmunication

Connections

Shows the last 20 connections opened through the firewall. Connections are created when traffic is
permitted to pass via Allow or NAT rules. Traffic permitted to pass under FwdFast is not included in
this list.

Each connection has two timeout values, one in each direction. These are updated when the firewall
receives packets from each end of the connection. The value shown in the Timeout column is the
lower of the two values.

Possible values in the State column include:

SYN_RECV TCP packet with SYN flag received

SYNACK_S TCP packet with SYN + ACK flags sent

ACK_RECV TCP packet with ACK flag received

TCP_OPEN TCP packet with ACK flag sent

FIN_RECV TCP packet with FIN / RST flag received

PING The connection is an ICMP ECHO connection

UDP The connection is a UDP connection

RAWIP The connection uses an IP protocol other than TCP, UDP or ICMP

Syntax: connections

Example

Cmd> conn

State Prot Source Destination Ti me
TCP_OPEN TCP ext:60.20.37.6:5432 dnez: wwsrv: 80 3600
SYN RECV TCP ext: 60.20.37.6:5433 dnez: wwsrv: 80 30
UDP_OPEN UDP int:10.5. 3. 2: 5433 dne: dnssrv: 53 50

Cpuid

Shows information regarding the CPU in the firewall hardware.
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Syntax: cpuid

Example

Crd> cpui d

Processor: Intel PentiumIll, IlIl Xeon, or Celeron
Brand | D: Intel PentiumllIlI

Frequency: 996 Mhz

Fam | y: 6

Model : 8

St eppi ng: 10

Vendor id: Cenui nel nt el

Type: Ori gi nal CEM Processor

Feature fl ags: fpu vne de pse tsc msr pae nte cx8 apic sep ntrr pge nta

cmov pat pse-36 psn mmx fxsr sse

Cache and TLB i nformati on:

0x01: Instruction TLB, 4K pages, 4-way set associative, 32 entries
0x02: Instruction TLB, 4M pages, fully associative, 2 entries

0x03: Data TLB, 4K pages, 4-way set associative, 64 entries

0x08: Instruction cache 16K, 4-way set associative, 32 byte |line size
0x04: Data TLB, 4M pages, 4-way set associative, 8 entries

0x0C:. Data cache, 16K, 4-way set associative, 32 byte line size

DHCP

Syntax: dhcp [options] <interface>
Options:

-renew - Force interface to renew it's lease
-release - Force interface to release it's lease
Example

Cmd> dhcp -renew ext

DHCPRelay

Show the contents of the DHCP-relay configuration section.

Syntax: dhcprelay [options]

Options:

-release ip - Releases the IP and removes associated routes from the firewall.

Example

Cmd> dhcprel ay
Content of the DHCP/ BOOTP-rel ayer rul eset; default action is | GNORE

# Act. Sour ce HWFilter Server Al | owed
1 RELAY vl anl, vl an2.. * 192. 168. 0. 10 192. 168. 0. 100 - 192. 168. 0. 120
Dynami cal | y added routes for rel ayed DHCP | eases
| face Host - Rout e Local IP Pr oxy ARP Expire
vl an2 192. 168. 0. 101/ 32 internals 3539
vl an4 192. 168. 0. 112/ 32 internals 3539
Frags

Shows the 20 most recent fragment reassembly attempts. This includes both ongoing and
completed attempts.

Syntax: frags

Example

Cmd> frags

Recvlf Num State Source Destination Proto Next Ti nmeout

int 2 Done 10.5.3.2 26.23.5.4 | QW 2000 58
ext 8 Accept 23.3.8.4 10.5.3.2 | CW 1480 60



HA

Shows information about a HA cluster.

Example

Cmd> ha

This device is a HA SLAVE

This device is currently ACTIVE (will forward traffic)
HA cluster peer is ALIVE

HTTPposter

Show the configured httpposter urls.

Example

Cmd> htt ppost er
HTTPPost er _URL1:
Host . ""

Port : O

Path : ""

Post : ""

User : ""
Pass : ""

Status: (not configured)

HTTPPost er _URL2:

Host . ""

Port : O

Path : ""

Post : ""

User : ""

Pass "

Status: (not configured)
HTTPPost er _URL3:

Host : ""

Port : O

Path : ""

Post : ""

User : ""
Pass : ""

Status: (not configured)

Ifacegroups

Shows the configured interface groups.
Syntax: ifacegroups <name pattern>

Example

Cnd> i f acegr oups
Configured interface groups:
i nternal s int,vlani, vl an2, vl an3

IfStat

Syntax: ifstat

Shows a list of the interfaces installed in the firewall.

Example

Cnd>i f st at

I nterfaces:

i nt | PAddr 192. 168. 123.1 HwAddr 0003: 47ab: ea25
Builtin e1000 - Intel (R} PRO 1000 T Server Adapter Slot 2/1 IRQ5
ext | PAddr 194.2.1.2 HwAddr 0003: 49a3: ef 43

Builtin €1000 - Intel (R} PRO 1000 T Server Adapter Slot 3/1 I|IRQ 11

Do 'ifstat <iface name>' to see details

Syntax: ifstat <interface>

Firewall Console
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Shows hardware and software statistics for the specified NIC.

Example

Cmd> ifstat int

| face int

Builtin e1000 - Intel (R} PRO 1000 T Server Adapter Slot 2/1 IRQ5
Medi a : "1000BaseTx"

Speed : 1000 Mops Ful |l Dupl ex

Link Partner : 10BASE-T, 10BASE-T FD, 100BASE- TX, 100BASE-TX FD, 1000BASE-TX F
Bus Type : PCl 64-bit/33Miz

| P Addr ess : 192.168.123.1

Hw Addr ess : 0003: 47ab: ea25

Software Statistics:

Soft received : 193075 Soft sent : 212480 Send failures : 0
Dr opped : 0O IP Input Errs : 0

Har dwar e stati stics:

IN: packets= 193074 byt es=36524718 errors= 10 dr opped= 10
QUT: packets= 212646 byt es=208065794 errors= 0 dr opped= 0
Col |'i si ons : 0

In : Length Errors 0

In : Overruns 0

In: CRC Errors 0

In : Frame Errors 0

In : FIFO Overruns 0

In : Packets M ssed 0

Qut: Sends Aborted 0

Qut: Carrier Errors 0

Qut: FI FO Underruns 0

Qut: SCQE Errors 0

Qut: Late Collisions 0

The Dropped counter in the software section states the number of packets discarded as the result of
structural integrity tests or firewall ruleset drops.

The IP Input Errs counter in the software section specifies the number of packets discarded due to

checksum errors or IP headers broken beyond recognition. The latter is most likely the result of
local network problems rather than remote attacks.

Ikesnoop

Ikesnoop is used to diagnose problems with IPsec tunnels.
Syntax: ikesnoop
Display current ikesnoop status.
Syntax: ikesnoop off
Turn IKE snooping off.
Syntax: ikesnoop on
Turn IKE snooping on.
Syntax: ikesnoop verbose

Enable verbose output
Ipseckeepalive

Show the status of the configured Ipsec keepalive connections.

Example

Cd> i pseckeepal i ve
192.168.0.10 -> 192.168.1.10: Consecutive lost: 0, sent: 908, lost: 2
192.168.1.10 -> 192.168.0.10: Consecutive lost: 0, sent: 913, lost: 6

Killsa

Kills all IPsec and IKE SAs for the specified IP-address.

Syntax: killsa <ipaddr>
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Example

Cmd> killsa 192.168.0.2
Destroying all IPsec & | KE SAs for renpte peer 192.168.0.2

License

Shows the content of the license-file. It is also possible to remove a license from a running firewall
with this command, by doing a license remove.

Syntax: license [remove]

Example
Cmd> lic
Contents of the License file
Regi strati on key: 1234- 1234- 1234- 1234
Bound to MAC address: 00-48-54-00-3b-00
Conpany: D Li nk AB
Regi strati on date: 2002-11-20 00: 00: 00. 000
| ssued dat e: 2002-11-20 19: 22: 38
Last nodifi ed: 2002-11-20 19: 22: 27
New upgr ades until: 2003-02- 14 00: 00: 00. 000
Et hernet Interfaces: 4
Max Connecti ons: 128000
Max Rout es: 2048
Max Rul es: 16000
Max Thr oughput : 200
Max VPN Tunnel s: 20
Max VLANs: 2048
Lockdown

Sets local lockdown on or off. During local lockdown, only traffic from admin nets to the firewall
itself is allowed. Everything else is dropped.

Note: If local lockdown has been set by the core itself due to licensing / configuration problems,
this command will NOT remove such a lock.

Syntax: lockdown [ on | off ]

Loghosts

Shows the list of log recipients the firewall is configured to send log data to.
Syntax: loghosts
Example

Cmd> | oghost s

Log hosts:

SysLog 192.168. 123. 10 Facility: local 0
Usage | ogging in 3600 second intervals

Logout

Only works on the serial or local console, it is used to logout the current user and enable the
password.

Netcon

Shows a list of users currently connected to the firewall via the netcon management protocol, i.e.
from D-Link Firewall Manager.

Syntax: netcon
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Example

Cmd> net con
Currently connected Net Con users:

| face | P address port
i nt 192. 168. 123. 11 39495
Netobjects

Shows the contents of the Nets configuration section.
Syntax: netobjects

Example

Cnd> net obj ect s
Li st of named network objects:

ext net 194.2.1.0/ 24
i nt net 192. 168. 123. 0/ 24
all -nets 0.0.0.0/0
i p_ext 194.2.1.2/32
br _ext 194. 2. 1. 255/ 32
br _i nt 192. 168. 123. 255/ 32
i p_int 192. 168. 123. 1/ 32
gw wor | d 194.2.1.1/32

Ping

Sends a specified number of ICMP Echo Request packets to a given destination. All packets are sent
in immediate succession rather than one per second. This behavior is the best one suited for
diagnosing connectivity problems.

Syntax: ping <IPAddr> [<options] [<# of packets> [<size>]]

Options:

-r <recvif> Run through the ruleset, simulating that the packet was received by <recvif>

-s <srcip> Use this source IP.

Example
Cnd> ping gwworld

Sending 1 ping to 194.2.1.1
1

Echo reply from 194. 2. 1. seq=0 time=<10 ms TTL=128

Pipes

Shows the list of configured pipes; the contents of the Pipes configuration section, along with basic
throughput figures of each pipe.

Syntax: pipes

Displays all configured pipes.

Example

Cd>pi pes

Confi gured pipes:

Nare Gr oupi ng Bits/s Pkts/s Precedence
std-in Per DestlP 0o 1 7
Current: 42.5 K 21.0

st d- out Per SrclP 0 1 7

Current: 89.1 K 21.0

Syntax: pipes <name>
Displays in-depth details about the given pipe.

Syntax: pipes -u <name>

10
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Displays the 20 currently most active users of the given pipe.

Proplists

Lists the configured proposal lists.

Syntax: proplists [<vpnconn>]

Example

Cnd> prop

Di spl aying all configured proposal |ists:
i ke-default

Type : | SAKMP

Life : 5000KB, 43200s
Ci pher : cast128-chc
Hash : shal

Type : | SAKMP

Life : 5000KB, 43200s
Ci pher : cast128-chc
Hash : nmd5

Type : | SAKMP

Life : 5000KB, 43200s
Ci pher : 3des-chbc

Hash : shal

Type : | SAKMP

Life : 5000KB, 43200s
Ci pher : 3des-chc

Hash : md5
esp-tn-1antol an

Type : ESP

Life : 50000KB, 21600s
Ci pher : blowfish-chc
Hhac : hmac- shal- 96
Type : ESP

Life : 50000KB, 21600s
Ci pher : bl owfish-cbhc
Hrac : hmac- nd5- 96
Type : ESP

Life : 50000KB, 21600s
Ci pher : cast 128-chc
Hmac : hmac-shal- 96
Type : ESP

Life : 50000KB, 21600s
Ci pher : cast 128-chc
Hmac : hnmac- nd5- 96

ReConfigure

Re-reads the FWCore.cfg file from disk. This process takes approximately one second if done from
floppy disk, and approximately a tenth of a second from hard disk or flash disk. If there is a
FWCore_N.cfg file present on the disk, this will be read instead. However, as there is no Firewall
Manager to attempt two-way communication with the firewall, it will conclude that the configuration
is incorrect and revert to FWCore.cfg after the bi-directional verification timeout period has expired
(typically 30 seconds).

Syntax: reconfiure

Example

Cd>r econf i gure
Shut down RECONFI GURE. Active in 1 seconds.
Shut down reason: Reconfigure due to consol e conmand

Remotes

Shows the contents of the Remotes configuration section.
Syntax: remotes

Example
Cnd> renot es

Hosts/nets with renbte control of firewall:
i nt 192.168. 0. 12/ 32 Conf i gur e/ Updat e Access

11
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Routes

Shows the contents of the Routes configuration section.

Syntax: routes

Example
Cnd>r out es
| face Net Gat eway Local IP Pr oxy ARP
ext 194.2.1.0/ 24
i nt 192. 168. 123. 0/ 24
ext 0.0.0.0/0 194.2.1.1
Rules

Syntax: rules [<options>] [<range>]
Shows the contents of the Rules configuration section.
Options:
-u, Append usage information
-1, Append logging information
-n, Append symbolic rule names
-p, Append pipe information
-a, Append all the information above
The range parameter specifies which rules to include in the output of this command.
Example

Crd> rule -u 11-12
ontents of ruleset; default action is DROP

Act. Source Desti nati on Prot ocol / Ports
1 Drop any:0.0.0.0/0 any: 0.0.0.0/0 PORTS ALL > 135-139
Use: O
2 Drop any:0.0.0.0/0 any: 0.0.0.0/0 PORTS ALL > 445
Use: 0

Scrsave

Activates the screensaver included with the firewall core.
Syntax: scrsave

Example

Cnd>scr
Activating screen saver...

Services

Displays the list of named services. Services implicitly defined inside rules are not displayed.

Syntax: services [<name or wildcard=>]
Settings

Shows the contents of the Settings configuration section.
Syntax: settings

Shows available groups of settings.

12
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Example

Crd>set t

Avai |l abl e categories in the Settings section:

I P - IP (Internet Protocol) Settings

TCP - TCP (Transmi ssion Control Protocol) Settings

| C\VP - ICWP (Internet Control Message Protocol) Settings
ARP - ARP (Address Resol ution Protocol) Settings

State - Stateful Inspection Settings

ConnTi meouts - Default Connection tineouts

Lengt hLi m - Default Length limts on Sub-1P Protocols

Frag - Fragnmentation Settings

VLAN - VLAN Settings

SNVP - SNWP Settings

DHCP - DHCP (Dynam ¢ Host Configuration Protocol) Settings
Log - Log Settings

M sc - M scel | aneous Settings

Syntax: settings <group_name=

Shows the settings of the specified group.

Example

Cnd> settings arp
ARP (Address Resol uti
ARPMat chEnet Sender
ARPQuer yNoSender | P
ARPSender | P

Unsol i ci t edARPRepl i es
ARPRequest s
ARPChanges

St at i cARPChanges
ARPEXpi r e

ARPMuI t i cast

ARPBr oadcast
ARPCacheSi ze
ARPHashSi zeVLAN

Shutdown

Instructs the firewall to perform a shutdown in a given number of seconds. It is not necessary to
perform a shutdown before the firewall is powered off, as it does not keep any open files while

running.

on Protocol) Settings
Dr opLog
Dr opLog
Val i dat e
Dr opLog
Dr op
Accept Log
Dr opLog
900 ARPEXpi r eUnknown
Dr opLog
Dr opLog
4096 ARPHashSi ze
64

Syntax: shutdown <seconds>

Example

Cmd> shut down

Stats

Shows various vital stats
Syntax: stats

Example

Cmd> stats

Upti me

Last shut down

CPU Load

Connecti ons
Fragnent s

Buf fers all ocat ed
Buf fers nenory :
Fragbufs all ocated :
Fragbufs nmenory :
CQut - of -buffers :
ARP one-shot cache :

Access entries: 18 Ru
Usi ng configuration f

and counters.

10 days, 23:11:59

Unknown reason ('shutdown.txt'
6%

4919 out of 32768

17 out of 1024 (17 lingering)
1252

1252 x 2292 = 2802 KB

16

16 x 10040 = 156 KB

0

15

512

is enpty)

Hits : 409979144 M sses : 186865338
Interfaces: Phys:2 VLAN.5 VPN O

le entries: 75
ile "FWCore.cfg", ver 199

13
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Sysmsgs

Show the contents of the OS sysmsg buffer.
Syntax: sysmsgs

Example

Cmd> sysmsg

Contents of OS sysnmsg buffer:

2003- 04- 24 00: 03: 46 Boot devi ce nunber is 0x80
2003- 04- 24 00: 03: 46 Avai |l abl e LowPool Menory: 360424 Bytes (LBl ock: 360424 byt es)

2003-04-24 00:03: 46 Avail abl e Kernel Pool Menory: 1048560 bytes (LBl ock: 1048560 byt es)

2003- 04- 24 00: 03: 46 Avail abl e User Pool Menory: 198868948 byt es
2003- 04- 24 00: 03: 46 Drive 0x00 present: (C/H S/SCM: (0x50/0x2/0x12/0x24/0xb3f)

2003-04-24 00:03:46 Drive 0x80 present: (C/ H S/SC/M: (0x3f2/0x10/0x33/0x330/0xc935f)

2003-04-24 00: 03:46 Drive 0x80 is using a FAT-16 fil esystem
2003-04-24 00: 03:46 Firewall |oader up and running!

Time
Displays the system date and time
Syntax: time

Uarules

Shows configured user authentication rules.
Syntax: Uarules

Example

Cmd> uarul es
Contents of the User Authentication rul eset

# Source Net Agent Aut h source Aut hentication Server
1 if1:192.168.0.0/24 HTTPAut h RADI US Fr eeRadi us
2 *:0.0.0.0/0 XAut h RADI US | ASRadi us

Userauth

Syntax: Userauth <options>
Display information about authenticated users, known privileges.
Options:
—| Displays a list of all authenticated users
—p Displays a list of all known privileges (usernames and groups)
—r <ip> Removes an authenticated user (=logout)
Example
Cnd> userauth -1
Currently authenticated users:
Logi n nane: userl
User | P: 192.168.0. 207 Idle Tineout: 1799
Privil eges: nenbers
Logi n nane: userl
User | P: 192.168.0.214 Idl e Tineout: 1800
Privil eges: nenbers
Logi n nane: user?2

User |P: 192.168.0.116 Idle Timeout: 1799
Privil eges: nenbers

Vlan
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Firewall Console

Syntax: vian

Shows information about configured VLANSs.

Example
Cmd> vl an
VLANs:
vl anl | PAddr: 192.168.123.1 ID: 1 Iface: int
vl an2 | PAddr: 192.168.123.1 ID: 2 Iface: int
vl an3 | PAddr: 192.168.123. 1 ID: 3 Iface: int
vl an4 | PAddr: 192.168.123.1 ID: 4 Iface: int
Syntax: vlan <vlan>
Show information about specified VLAN.
Example
Cmd> vl an vl anl
VLAN vl anl
Iface int, VLAN ID: 1
| face :int
| P Addr ess : 192.168.123.1
Hw Addr ess : 0003: 474e: 25f9
Software Statistics:
Soft received : 0 Soft sent : 0 Send failures : 0
Dr opped : 0O IP Input Errs : 0
VPNConns
Display configured VPN connections.
Syntax: vpnconns
Example
Cmd>vpnconn
VPN Conns |i st
No Nanme Local Net Renpt e Net Renote GW
0 vpn-hone 192. 168. 123. 0/ 24 0.0.0.0/0 None

MAI N_MODE SA PER NET DONT_VERI FY_PAD | KE group: 2
| KE proplist: ike-default, |Psec proplist: esp-tn-roam ngclients

VPNStats

Display connected VPN gateways and remote clients.

Syntax: vpnstats <options>

Options:

-u - Append SA usage

-num <n>

Example

Cmd> vpnst at

--- | Psec SAs:

Di spl ayi ng one |ine per SA-bundle

VPN Tunnel Local net Renot e net Rermpt e GW

vpn- hore 192. 168. 123. 0/ 24 192.168. 1. 2/ 32 192.168. 1. 2/ 32
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