D-Link

Building Networks for People

DFL-1100

INSTALLATION GUIDE

Package Contents

* D-Link® DFL-1100 NetDerenp™ Network Security Firewall
e CAT5 UTP Straight-Through Ethernet Cable

e CAT5 UTP Crossover Cable

* RS-232 Console Interface Cable

* CD-ROM (Containing Manual)

» Power Cord

System Requirements

» Computer with an Ethernet adapter and a Windows, Mac, or Unix based operating system.
 Internet Explorer or Netscape Navigator, version 6.0 or above, with JavaScript enabled.

©2004 D-Link Systems, Inc. All rights reserved. Trademarks or registered trademarks are the property of their respective holders. Software and specifications subject to change without notice. DFL-1100. 06162004
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Hardware Overview

Hardware Overview
Front Panel

Function

Link Solid green indicates a good connection on the associated port number.

Act The Act LED flashes during data transmission on the associated port number.

Power A solid light indicates a proper connection to the power supply.

Status LED should_ flash to indicate an active system. (If the status LED is lit solid and not flashing, please
contact D-Link® Technical Support.)

Console Direct connection_ to your computer's serial port using an RS-232 cf'ible for firewall cpnfiguration.
(The console settings are: Bits per second: 9600, Data bits: 8, Parity: None, Stop bits: 1)
WAN Attaches to your external router, DSL modem, or cable modem.
LAN Connects to your internal network.
DMZ Connects to internal servers that will be visible from the Internet (FTP, SNMP, HTTP, and DNS).
ETH4/Sync Can be used as an extra LAN port, DMZ port, or Sync interface when using High Availability.
Rear Panel

ltem Description

Power Connector The power cord attaches here.
Power Switch Powers the unit off and on.
Cooling Fans Be sure to keep the unit in a well ventilated area and do not block the cooling fan vents.
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Hardware Installation DFL-1100 Installation Guide

Hardware Installation

1.

Connect the power cord to the power connector on the rear panel of the DFL-1100. Plug the other end of the power
cord to a wall outlet or power strip.

2. Turn on the power switch on the rear panel of the DFL-1100. The Power LED will illuminate.

3. Power off your broadband modem. Some modems may not have an on/off switch and will require you to unplug the

power adapter.

.Connect an Ethernet cable to the Ethernet jack of your broadband modem and then connect the other end of the

Ethernet cable to the WAN port on the front panel of the DFL-1100.

. Power on the broadband modem. It may take a few seconds for your modem to initialize but then the WAN port LED

should illuminate to indicate a proper connection.

. Connect an Ethernet cable to the LAN port on the front panel of the DFL-1100. Connect the other end of the Ethernet

cable to your network hub or switch. The LAN port LED should illuminate to indicate a proper connection.

.Connect the computer that you will use to configure the DFL-1100 to the network hub or switch (if it isn’t already

connected). Be sure that the configuration PC is setup to obtain an IP address automatically. It may be necessary to
release and renew the IP address.
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The Setup Wizard

The Setup Wizard

The DFL-1100 provides Web based configuration. You
can configure your DFL-1100 using Internet Explorer
or Netscape Navigator version 6.0 or above with
JavaScript enabled. To access the configuration
screen, launch your Web browser and enter the IP
address of the DFL-1100 in the address field and press
enter. If using the DFL-1100’s default IP address, you
would enter https://192.168.1.1 (Note: Include the
“s” at the end of https to ensure a secure connection).

Once you've connected to the DFL-1100, the Setup
Wizard automatically begins. It is recommended that
you connect to the DFL-1100 using secure HTTP only.
To do so, select Secure HTTP (HTTPS) only and
click Next.

Step 1 - Set admin password

Enter a password for the admin account and retype it
for confirmation. Click Next to continue.

2 D-Link DFL-1100 - Setup Wizard -

File Edit View Favorites Toals Hel

Qe - © - ¥ & @

Address &) https:f/192,168.1.1/

D-Link

Busildivng Networks for Peaple =1 \luu EL"M: umu

Welcome to the D-Link DFL-1100 Setup ‘Wizard.

You are curently connecting via secure HTTP (HTTPS].
How do you want to be able to manage the unit in the future?

&) Secure HTTP [HTTPS] anly
(O HTTP as well as HTTPS

Fiestricting administration to HTTPS iz good for avoiding mistakes.

§C

? G

D-Link

Butildirsy Retwirks for Peapls

=T100 SEtupWizard

D-Link DFL-1100 Setup Wizard, Step 1 - Set admin pazsword

Please enter a password for protecting the administrative interface of the unit:

Usemame: admin

Password: |
Retype pasaward: |

Mote that the password iz caze sensitive, and that you should pick a password that contains upper-

and lowercase lefters az well as numbers and/or special characters. _
Back Next Exit
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Step 2 - Set timezone

Select your time zone and daylight savings time
settings. Click Next to continue.

Step 3 - Configure WAN interface

Select the type of Internet connection that you have. If you
are unsure of which to select, please contact your Internet
Service Provider. Click Next to continue. If you selected
DHCP, proceed to step 4 on page 8.

EL1IUSETUR VY iZard

D-Link DFL-1100 Setup Wizard, Step 2 - Set timezone

Select the appropriate time zone and click Next to continue.

Draplight zaving time settings:

O No daylight saving time

(%) Aspply daylight saving time from: _'_\‘1_6_[_\:| |_28_Y
VU
Back Next

Exit

D-Link

Butildinsg Wetworks for Peopls =1 IL'D Setl I ul zard

D-Link DFL-1100 Setup Wizard. Step 3 - Configure WAMN interface

Select the appropriate configuration tupe of the internet-facing MwaN] interface.
Your ISP nommally tells you which type to uge.

) Static IP - manual configuration

Mozt commonly uzed in dedicated-line intermet connections.
Your ISP provides the |P configuration parameters to woLl.

) DHCP - automatic configuration

Regular ethernet connection with DHCP-azsigned IF address.
Uszed in many D5L and cable modem networks. Evensthing is automatic,

) PPPoE - account details needed

PPF over Ethernet connection. Jsed in many DSL and cable maodem networks.
After providing account details, everything iz automatic.

) PPTP - account details needed

PPTP aver Ethernet connection. Used in some D5L and cable modem nebworks.
*f'ou need account details, but alzo [P parameters for the physical interface that the
FPTF tunnel runs owver.

@) Big Pond - account details needed

Fiegular ethernet connection with DHCP-azsigned IP addresz, plus authentication via
a special pratocol. Used by the ISP "Big Pond'.

s U
ack Next

B Exit
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The Setup Wizard

Step 3 - Static IP

If you selected Static IP, enter the IP address information
provided by your Internet Service Provider. You must
complete all of the fields except for Secondary DNS
Server. Click Next and continue to Step 4 on page 8.

Step 3 - PPPoE

If you selected PPPoE, you will have to fill out the user
name and password provided by your Internet Service
Provider. Leave the PPPoE Service Name field blank
unless instructed by your Internet Service Provider.
Click Next and continue to Step 4 on page 8.

st100ISetup vizard

D-Link DFL-1100 Setup Wizard, Step 3 - Configure WAMN interface

Static Wil interface configuration iz most commonly used in dedicated-line internet connections.
our ISP usually provides this information to you,

IF Address: | |

Subnet Mask: | 255.2585.256.0 - 256 hosts [£24) v|
Gateway |F; |

Primary DNS Server: I_ |

Secondary DNS Server: | |[0pti0nal]

2
§C
£ (=

=T1UG Setup Wizard

D-Link DFL-1100 5etup Wizard, Step 3 - Configure WAN interface

PFF over Ethernet connections are used in many D51 and cable modem network.s,
After authenticating, everything is automatic.

Lsemname; |

|
Password: | |
|

Retype Password: |

Service Mame: | |
[Some |5Ps require the Service Mame to be filed out.

(€A

Back Next Exit
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DFL-1100 Installation Guide

Step 3 - PPTP

If you selected PPTP, you will need to specify both
the tunnel parameters and the physical interface
parameters. Click Next and continue to Step 4 on
page 8.

Step 3 - Big Pond

If you selected Big Pond, fill out the username and
password and then retype the password. This
information is provided to you from your Internet
Service Provider. Click Next to continue.

=TIV SetupWizard

D-Link DFL-1100 Setup Wizard. Step 3 - Configure WAN interface

PPTP over Ethemet connections are used in some DSL and cable madern nebwarks.
‘f'ou need account details, and possibly also |P configuration parameters of the actual physical
interface that the PPTP tunnel runs aver. Your 15F should supply this information.

PPTP tunnel parameters:

Uzemarne: |

Password: |

|
|
Retype Password: | |
PPTF Server IP: | |

Physical interface parameters:

(&) DHCP - automatic configuration

Ewerything is automatic.

) Static IP - manual configuration
Your ISP should pravide this infarmation to pou.

IP Address: | _!
Subret Mask: 255 255 2550

Gateway |P: |___

This may or may not be necessany, depending on the |SP.

EAL

Back Next Exit

=TTUO SetupmWizard

D-Link DFL-1100 Setup Wizard. Step 3 - Configure WAN interface

Fiegular ethernet connection with DHCP-aszigned IP address. plus authentication via a special
protocol. Used by the ISP Telstra BigFPond.

Username: | |

Password: | |

Retype Pazsward: | |

fQ@
§Q

? G
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The Setup Wizard

Step 4 - Set up built-in DHCP
Server
* Disable DHCP Server: If this option is disabled,

then LAN clients must be configured with an IP
address manually.

* Enable DHCP Server: When enabled, this allows
the DFL-1100 to automatically provide the necessary
IP information to all LAN clients configured for
DHCP. The IP range defines the beginning and
ending addresses to provide the clients.

Be sure the IP range does not conflict with any
manually configured network devices or the IP
address of the DFL-1100.

Step 5 - Configure helper
servers

* Time Servers: When enabled, the firewall time will
be synchronized with the NTP servers entered here.

» Syslog Servers: When enabled, the DFL-1100 will
log data to the specified servers.

Setup Wizard Complete

Click on Restart to finalize the configuration.

sR1COlSetup Yvizard

D-Link DFL-1100 Setup Wizard, Step 4 - Set up built-in DHCF server

“Y'ou may enable the built-in DHCF server so that the gateway can hand out IP addresses to clients on
the LAN via the DHCP protocal.

() Disable DHCP Server

() Enable DHCP Server

Enter a range of IP addreszes b hand aut ta DHCP clients:

IF Range: [192.168.1.2 - 192.168.1.200 |

g

§C

G

R0 Setup Vizard

D-Link DFL-1100 Setup Wizard, Step 5 - Configure helper servers

Time servers - for automatically keeping the unit's time accurate

Primary NTP Server: | ntp-cup.esternal hp.com |

Secondary MTP Server: iclock.isc.org i [optional]

Il Syslog servers - for receiving log data from the unit
If both gervers are configured, logs will be sent to both at the same time.

Suslog server 1: |_ |

Suzlog server 2 | |[optional]

| QO

Exit

D-Link

Buiildireg Retworks for People D " 1& E‘| -.'_“ ] I 0 ul £ u

D-Link DFL-1100 Setup Wizard Complete
Click Restart to finalize the configuration.
Alfter the restart. the unit should be fully operatio_nal and uze a basic firewall policy that allaws nearly

eventhing from the inside and out, and nothing in the oppasite direction.

Back Restart Exit
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A message will appear indicating that the unit is
restarting.

After you've configured the unit, you will need to reconnect
to the web browser interface. Type in https://192.168.1.1

Be sure to include the “s” in https.

Type in the admin username and the password that you
defined during the Setup Wizard.

The unit will now be restarted. This operation will take approximately 10 seconds, at which time pou
zhould be automatically tranzfered back to the main page of the web interface.

IF you are not automatically ransferred. you can reconnect bo the unit manually.

2 D-Link DFL-1100 - Setup Wizard -

File Edit ‘iew Favorites Toals  Hel

Qu-© RHEG

Address | https:/f192,168.1.1]

Connect to 192.168.1.1

DFL Admin Interface

Lser narme: | € admin " |

Password: | |

[Jremember my password

[ K J[ Cancel ]
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Installation is complete!

You should see the System Status screen after reconnecting to the DFL-1100.

D-Link

Building Networks for People DFL-1100
Network Security Firewall

System Firewall Servers Tools RRIGI(TH m

System Status

|dptirne: 0 days, 00:10:08

Canfiguration: “ersion 1, last changed at 2004-06-02 10:10:26
by "admin® from 132.168.1.28

Interfaces CPU Load: 0%
Connections: 2 out of 200000 [0.0%]
Firmware verzion: 1.11.00
VLAN Last restart: 2004-06-02 10:10- 2 Configuration generated by admin [192 168 1.28)
IDS Signatures: Last changed at 2003-12-1813:01:15

[F——
VPN CPU load over the past 24 hours

100%
Connections

DHCP Server

il

24 hrz ago i
State table usage over the past 24 hours

20

10

.3|_

24 hrz ago now

Help

10
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Activating Changes to the D-Link® DFL-1100

When changes are made to the configuration of the DFL-1100, two new buttons appear below the existing menu buttons.
Once all changes to the configuration of the DFL-1100 have been made, click on the Activate button to go to the Activate
Changes window. Once the changes are activated, the admin account must login within the timeout period configured on
this page. If not, the changes will be discarded and the previous configuration will be used. Once you've set the desired
timeout period, click the Activate Changes button to activate the configuration changes. The DFL-1100 will save the
configuration, reload it, and the new changes will take effect. To ensure the configuration changes are permanent, you
must login with the admin account within the established time period.

D -Link DFL-1100

Building Networks for People
Network Security Firewall

ool Firewall Servers Tools  Status Help

Activate Changes
Administration Prass "Activate Changes"' below to save pour changes and have them take effect.

If an adminigtrator does not log in within a zet time, the unit will azsume that you
accidentally locked vourself out, and rewert o itz previous configuration.

‘whait for admin login for: I_'I mirute % | before reverting,

[ Activate Changes ]

Interfaces

Logging

Changes:

1Ii

Discard

11
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Administration Settings

Administration Settings

The Administration settings screen can be found by clicking on the System tab and selecting the Administration button.
By default, administrative access is limited to the LAN interface. The selection you made during the Setup Wizard
determines whether you can access the DFL-1100 via HTTP and HTTPS or only via HTTPS. Additional interfaces can be

configured for administrative access by selecting the appropriate interface (WAN, DMZ, or ETH4).

Management web GUI ports: These are the HTTP and HTTPS ports being utilized by the DFL-1100 for web-based
configuration. The default settings are the standard port 80 for HTTP and port 443 for HTTPS. For security reasons, you

may want to use non-standard port numbers.

D.Link DFL-1100

Building Networks for People

Network Security Firewall

Administration

Interfaces

==
—

Routing

I

Logging

SO B Firewall Servers  Tools  Status Help

Adminiztration Settings

Management web GUI ports
HTTPPort (80 |

HTTPS Port: 443 |

Far zecurity reazans, it may be better ta run the management web GUI an non-standard
portz. Alzo note that if web-bazed uger authentication iz enabled, ports 80 and 4432 will be

taken; the management web GUI hag to use other ports,
9 OO
-3

Apply Cancel Help

Select the interface / user you wizh to edit from the below list,

Mote that both the uger zettingz and the interface settings limit what a uger can do, o i & uzer with both admin
and read-only nghtz logs on from a somewhere where only read-only access iz allowed, the uzer will be alloved
ta log on, but will receive read-only access only.

Adminigtrative accessz via LAM interface [Edit]

Ping: Ary address
Admin: Ay addrezz [HTTPS only)

Add administrative access via:
Interface: waM, DhZ, ETH4

¥PN Tunnel:
YLAN Interface:

12
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You may selectively add administration features to any of the interfaces. To do so, click on the desired interface (WAN,
DMZ, or ETH4) under the heading titled Add administrative access via: or click on Edit next to an interface that has
already been configured.

Note: User settings and interface settings limit what a user can do. So if a full admin user logs on via an
interface configured with read-only access, the user will only receive read-only access.

Any of the settings below can be limited to specific IP addresses (192.168.0.0/24, 10.0.0.5 - 10.0.0.9) by entering the
ranges in the Networks: field. When left blank there are no IP address restrictions.

Ping: If enabled, specifies the IP addresses/range that can ping the interface of the DFL-1100. The default setting allows
everyone to ping the interface IP.

F Ping - standard ICMP echo to the [P address aof the interface

Mebwark.s: Blank, = Ay

Admin: If enabled, allows users with admin rights to access the specified interface with full access to the web-based
configuration. Configuration via HTTP and HTTPS or only HTTPS can also be configured.

[] Admin - Full access to web-hased ranagernent

Mebwarks: Blank = &y

Pratocal:

Read-Only: If enabled, allows users to view but not modify the DFL-1100 configuration from the specified interface.
Viewing via HTTP and HTTPS or only HTTP can also be configured.

F Read-only - Read-only access to web-bazed management

Mebworks: Blank, = Ay

Frotocal;

SNMP: Specifies if SNMP should be allowed or not for the specified interface. The DFL-1100 supports read-only access.

[ ] SHMP - Simple Metwork, M anagement Protocal [read-only access)

Mebwark.s: Blank, = Ay

Cornrmunity:

13
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WAN Interface Settings

WAN Interface Settings

When you first connect to the DFL-1100, the Setup Wizard guides
you through configuring the basic firewall settings. Your WAN
settings are configured at that time. Should you need to modify
these settings, go to the System tab and click on the Interfaces
button. Click on the Edit option next to WAN.

Static IP

If your Internet connection uses a Static IP Address, this information
is provided to you by your Internet Service Provider. All fields are
mandatory except for the Secondary DNS Server.

IP Address: The IP Address of the WAN interface. This is the
address that is used to ping the firewall, remotely control it, and as
a source address for dynamically translated connections.

Subnet Mask: Network and subnet identifier.

Gateway IP: Specifies the IP address of the default gateway used
to reach the Internet.

Primary and Secondary DNS Server: The IP address(es) of your
DNS Server(s). Only the Primary DNS Server is required.

Afrriniriation

—
=
TRovting
=
Legging
™ hme

e

=

DFL-1100
Network Security Firewall

- M Firewall  Servers Tools  Skalus Help

Intmriace Saitings
Pick: an intafacs trswcit fors tha bk kot
Haip
deralade mimiace:
Len Edl
waH [DHCF E]

L Efl
ETHI Ed

[

DFL-1100
Network Security Firewall

__Syjﬂ'p__ Firewall Servers  Tools  Sigius  Help

Imaracn Sattinge

Exdt axtirge of tha WAN riwriece:

Changs Wi Trees | Binkc % [ gk Crargm |

v e el stsmE
P erddrews: [ILOALH
Subra Mk | L0010 A heatz T
Gatewey P (0000
Privess DR 5 erer
SECOnTN TS 5Ene [opharud]

[ Taaific: shaping - ntedacs rewd itz
In cedw tnda pie stz xch ared piria, tha tralfie thace
need 1 brow what the esdinan bandvedh i THoUphDal Iouph this inkartaos sdl be Bndsd b
T zpanck: || e bt armaad koo high, i shapng vl nol wod
Thaseseainga shonkd kol s s o s | kel connesion

ipren bandvidth b
Donanibean bandedh bt

[ siarvsal interface MTL Conligunation - rasrer Somof packts sntaa b ntedacs
Howsaly, pou oot nasd 1o change the b TL ssting: By defmal, the infefacs L1 tha nesmn dm
T the phsic s Hppos

L] bt Uppan it 1500

9 00

Apply Cancol Help
Ervlahbs iy
Lan Esiil
i [DHCF] skl
oz Esiil
ETHY Esil
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DHCP D-Link

Burilifing Networks for Pecple

WAN Interface Settings

DFL-1100
Network Security Firewall

If using DHCP, there is no need to enter any values.

L Firewall  Servers  Tools  Stalus  Help

Imaracs Sattings

Exdt amtirge of tha WAN rimiace:

e T ] i

Regul elrmed conneckon wilh DHOP-yagred P addesses b esd In C5L anvd cableneadeny
rabverts Evensting & it S

[T Waaific shaping - rntedecs rpeed btz

[ plabrats, mich ared prcria, tha Falfc zhepm
J—— needk b krowhat the resinun bndvedh . Thoughou! ivough this nriaos sllbe Bnked
HA thamrenck || tha frdr et i3 bigh, el shaping vl rol vok
Thaseselings dhnkd nkoh e mpead of pous | rdamed conmecion
Lo bt ks

; e

ogging Do b [T

Teme

[ Marvsal Inftesfncm MTL Crmbigunation - resrs o of packets sk bz nksdecs
Homnal, pou conck reesd i changs the W TL sstingr. By defmsl, the intsdacs uiss e resmun s
PR

W the pinsiodl vk
il btz Lippan bt 1500
A&pply Cancol Help
dnvlshls el
L Eslil
WAAH TIHCF] Ecki]
bz Eslil
ETHe Esdil

PPPoE

DFL-1100

. . Nelwark Security Firewall
If you are using a PPPOE connection, you must enter the username
and password, retype the password, and enter any other L
information your Internet Service Provider (ISP) requires. : —-
hctiation E pefings of the il iniedece:
Username: The login or username supplied by your ISP. m e g [P R ]
Password: The password associated with the login or username. - 7P bt ok o g U, e e o
Service Name: Only use this option if required by your ISP. They —

Fiatypa Parmaoret

will provide you the Service Name to enter.

Surace Hare: _
T v | EF's pirerthe Servion Heme: o b Bad oul |

Primary and Secondary DNS Server: The IP addresses of your ﬁ ok PFPUE v i DA e oaveks A

1 it e, o e Pl et than P acdrezies poursal.

DNS servers. These are optional and often provided by the PPPoE i Pl T

Suronci DR Servar Topanall

service.

] Tratsio abeming - rdsrisos spssd s
Treried b o iy i besond ks Bndd. such 58 gt and pricaties. the LaR) shans
iz tes kv whad tha s bardech 2 T Hazugh it ntafacs vl ba bt in
thess spsady. ¥ He B B3 5 e high Dafks shagin] mllmatsas.

Thaza satingr thoukd ratchitha tpamsd of you intenst conacton

L barvck Kbt
Clovrtirmmn bardvack Kbt

1 i omnnd Bkt e W TID (Gl o - o ice ol psckedt dend i this nbartaoe

Mormele. bou da nol reedieohangs v WTL selings By delak. e inkarlaon iy thenuminn s
et b Hpsimreeds st !

Wil et Lppes i 1432

@ 90

Apply Comcel Help
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Logging

DFL-1100
. . i Nebwork Securily Firewall
To go to the logging configuration screen, select the System
tab and click on the Logging button. - | System
Logging allows you to track events such as startup, S——— L TR
shutdown, and the opening and closing of connections. nteroces e - -
The startup and shutdown events are always logged. e Spkgar 2 | oterst
Events such as the opening and closing of allowed T
connections are user configurable. The DFL-1100 sends ':'E“":"'“"‘“":; g e
the log data to one or two Syslog servers. An e-mail alert p— Fr———

=

1 Enabits E-mesil sbarting ot IDEM0P wests
Sariray

GHTP Garved

for IDS/IDP events can be generated for up to three e-mail
addresses.

d

=
3
B

Sender
E-Mal Baddess
E-al a2
E-al 2ddress

To Enable Logging

1. Place a checkmark in the Syslog box.

2. Enter the name of your first Syslog server in the Syslog server 1 text box. If you have a second Syslog server, enter
the server name in the Syslog server 2 text box. At least one Syslog server must be entered for logging to work.

3. Specify what facility to use by selecting the appropriate Syslog facility. The Syslog facility is a label to identify where a
message originated from. The facility value is used by the PC running the Syslog Daemon to sort messages. LocalO
is the default value, as this is the usual value assigned to a firewall.

4. Click Apply to apply the settings or click Cancel to disregard the changes.

To Enable Audit Logging

To start auditing all firewall traffic, simply place a checkmark in the Enable audit logging box. Be sure to click Apply
to apply the setting or click Cancel to discard the changes.

To Enable E-mail alerting for IDS/IDP events

1. Place a checkmark in the Enable E-mail alerting for IDS/IDP events box.

2. Select a Sensitivity level. There are five levels of sensitivity for IDS/IDP e-mail reporting. Very High (top level) will
issue an e-mail alert for any type of attack in the IDS signature file. Lower sensitivity settings will reduce the amount
of e-mail alerts but will not reduce the level of IDS protection.

3. In the SMTP Server field, type in the address of the SMTP server that the DFL-1100 should use to send e-mail.

4. The DFL-1100 will send out e-mail alerts to up to 3 valid e-mail addresses. Enter the e-mail addresses in the appropriate
textbox.

5. Click Apply to apply the settings or click Cancel to disregard the changes.

16
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DFL-1100
Network Security Firewall

Time

Time
The time configuration screen can be found by

selecting the System tab and then clicking on the
Time button. The time can be set manually or

ST Firewall  Servers  Tools  Stalus  Help

[
| Wi G o

|

synchronized to an Internet Network Time Server. —— e o
— =
Tirm: | 24 hess bl
a
Tirm rorw and claphght Tawng brm asikbnge
m Tieszore: | JGH T-DBH0T) Paodka Tres L6 4 Conadal v
1F M deplight sewing e
e 137 Al cabgt s e o | Wy (23 =
Lol TC R
e | —
] Enmble KIF
Tine 1 Privay TP Bsved | ivpouliedel 0o
H | Ao HTP Sarvar | chrones] e Topsnal

Mote: The Careal time snill dabe ond Time aome s shires
| wall be apphad rctary, andda rel mauee Activate Changm:

a

Apply Contel Help

Changing the Time Zone

1. Select the correct time zone from the dropdown menu.
2. Specify your daylight savings time or select no daylight savings time by selecting the appropriate radio button.
3. Click Apply to apply the settings or click Cancel to disregard the changes.

Using NTP to Sync Time

1. Enable synchronization by checking the Enable NTP box.
2. Enter the server IP address or server name with which you want to synchronize.
3. Click Apply to apply the settings or click Cancel to disregard the changes.

Setting the Time and Date Manually

1. Place a checkmark in the Set the system time box.

2. Select the correct date from the dropdown boxes.

3. Enter the correct time in 24-hour format.

4. Click Apply to apply the settings or click Cancel to disregard the changes.
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Firewall Policy

The DFL-1100 allows you to configure policies to
handle data being transmitted and recieved via the
various interfaces. The policy configuration window
can be found by going to the Firewall tab and the
Policy button is the default selection.

Firewall Policy

D-Link

DFL-1100

Building Networks for People
Network Security Firewall

Tools Status Help

m Firewall BEVEE

Firewall Policy

PO"CY Show policy.  LAM->WAN  LAN-SDMZ  wsh->DbZ  LAN->ETH4 WAN->ETH4 DMZ->ETH4

WwbN-sLAN  DMZoLAN DMZo>WwaN ETH4-»LAM ETH4-sWiN ETH4->DMZ

Port Mapping Settings for LAM->\WaN policy:

NAT: @ Hide source addresses [many-to-one NAT]

[P
Users () Mo MAT - requires public |P addresses on LAN network.

@ O 0

Schedules Apply Cancel Help

Select "Add New'" below, or select a rule from the list to edit it

g

JEEH:

ces
LAN->'/AN Policy

:mlanl Fillering

T VPN Name Action  Source  Destination Service
#1 drop_smb-all Crop Any Any smb-all Edit]
#2 allow_ping-outbound Allow Any Any ping-outbound Edit] E‘
o
[ .. ] . @
Certficates #3 allow_ftp-passthiough Allow Ay Ay ftp-passthrough Edit] 3
#4 allow_standard Allow Ay Ay Al Protocols Edit] =
[Add new] ]
&
2
=]
5

IF no rile matches, the connection will be denied and logged.

Adding a New Policy

1. Select the desired interfaces to create a policy for. For instance,
internal LAN to the Internet.

2. Click on the Add new link.
3. Fill in the appropriate values for the following options:

LAN > WAN would create a policy for data from the

Create a name for the policy. This name is used mainly as a rule reference in log data and for easy reference in

Name the policy list.

Action Select the action to be performed with the specified data.

Snecifies the sender span of IP addresses to be compared to the received packet. Leave this blank to match

Source Nets

everything.

Source
usersi/Groups

Here vou can specify that a username, groun, or any authenticated user must he the source for the action to
occur. A list of usernames can be entered, separated by a comma, or write Any to represent any authenticated
user. It It's left blank there 1s no need for authentication for this policy.

Destination Nets

Snecifies the span of IP addresses to be compared to the destination IP of the received packet. Leave this blank
to match everything.

Destination

A specific username can be specified for this policy to match. A list of usernames can be entered, separated by
a comma, or write Any for any authenticated user. It It's left blank there 1s no need for authentication tor this

UsersiGroups policy.
Service A predefined service can be selected from the dropdown menu or a custom service can be created.
Schedule Select what schedule should be used for this policy to match. Choose Always for no scheduling.

4. Click Apply to apply the settings or click Cancel to disregard the changes.
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Name Create a name for the policy. This name is used mainly as a rule reference in log data and for easy reference in
the policy list.
Action Select the action to be performed with the specified data.
Source Nets Specifies the sender span of IP addresses to be compared to the received packet. Leave this blank to match
everything.
Source
Users/Groups
Here you can specify that a username, group, or any authenticated user must be the source for the action to
occur. A list of usernames can be entered, separated by a comma, or write Any to represent any authenticated
user. If it’s left blank there is no need for authentication for this policy.
Destination Nets Specifies the span of IP addresses to be compared to the destination IP of the received packet. Leave this blank
to match everything.
Destination
Users/Groups
A specific username can be specified for this policy to match. A list of usernames can be entered, separated by
a comma, or write Any for any authenticated user. If it’s left blank there is no need for authentication for this
policy.
Service A predefined service can be selected from the dropdown menu or a custom service can be created.
Schedule Select what schedule should be used for this policy to match. Choose Always for no scheduling.


Port Mapping

Y NETD!I

Port Mapping / Virtual Servers

The Port Mapping / Virtual Servers configuration section allows you to configure virtual servers such as Web servers.
Mappings are read from top to bottom. The first matching mapping is carried out. The Port Mapping / Virtual Servers

configuration screen can be found by going to the Firewall tab and clicking on the Port Mapping button.

D-Link

Buslding Nefwerks for People

DFL-1100
MNebwork Security Frewall

i [ systern. WL Servers  Tools  Stalus  Help
Pait Mopping £ Videsd Gorvms
poerr—
TR "AIPRR i TR B A O TREODNR. OF () BTRNIN] K B WO thes Dbona Bt
Pot Moppng Help
Corfigused rapprgs
ey el Kams S omce
Waers "
Schedules
Serdces
vEN
Carifieaten
d

., Adding a New Mapping

1. Click the Add new link.
2. Fill in the following values:

Burilfing Network

£
5

101§

D-Link

DFL-1100
Netwerk Security Firewall

m Ll Servers  Tools  Siolus  Help

Pt Mapping  Wartual Sorvars

Eckt maree rapang

Hewre: | L] |

Soason Hek
(LT T
Distiraon F-

Sarviem | Custon TOP -

Customn 1ruace podz.
destinabon [odx
P ot

P Tie
Fohedule | - Al ¥

[ Intemmien B sbection £ Provsstier
L1
BB | Erable IDEDF dering vl brihis e

] Troti sagping - s 54 puaseizes by WBH i

Limdt Guarsriss
Upziwarn: [ K
Cirvrrriuar kb kbl
Pt
harvervar by
Anply
Coobgured mappingi:
Mo T Dosnatien Gewwicn Fass o
Wil mrerd

Name

Create a name for the policy. This name is used mainly as a rule reference in log data and for easy
reference in the policy list.

Action Select the action to be performed with the specified data.

Source Nets

Specifies the sender span of IP addresses to be compared to the received packet. Leave this blank to
match everything.

Here you can specify that a username, group, or any authenticated user must be the source for the action to

322:2/e6r0u S occur. A list of usernames can be entered, separated by a comma, or write Any to represent any
P authenticated user. If it's left blank there is no need for authentication for this policy.
Destination Specifies the span of IP addresses to be compared to the destination IP of the received packet. Leave this
Nets blank to match everything.
o A specific username can be specified for this policy to match. A list of usernames can be entered,

Destination : : = =

separated by a comma, or write Any for any authenticated user. If it's left blank there is no need for
Users/Groups — : =

authentication for this policy.
Service A predefined service can be selected from the dropdown menu or a custom service can be created.
Schedule Select what schedule should be used for this policy to match. Choose Always for no scheduling.

4.If using Traffic Shaping, fill in the appropriate information. If not, skip this step.
5. Click Apply to apply the settings or click Cancel to disregard the changes.



Smirnova
Name Create a name for the policy. This name is used mainly as a rule reference in log data and for easy
reference in the policy list.
Action Select the action to be performed with the specified data.
Source Nets Specifies the sender span of IP addresses to be compared to the received packet. Leave this blank to
match everything.
Source
Users/Groups
Here you can specify that a username, group, or any authenticated user must be the source for the action to
occur. A list of usernames can be entered, separated by a comma, or write Any to represent any
authenticated user. If it’s left blank there is no need for authentication for this policy.
Destination
Nets
Specifies the span of IP addresses to be compared to the destination IP of the received packet. Leave this
blank to match everything.
Destination
Users/Groups
A specific username can be specified for this policy to match. A list of usernames can be entered,
separated by a comma, or write Any for any authenticated user. If it’s left blank there is no need for
authentication for this policy.
Service A predefined service can be selected from the dropdown menu or a custom service can be created.
Schedule Select what schedule should be used for this policy to match. Choose Always for no scheduling.
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IPSec VPN Configuration

The VPN configuration screen can be found by going to the Firewall tab and selecting the VPN button.

IPSec VPN Between a Client and an
Internal Network _ !

Users can connect to the main office internal network from any Internet
connection. Communication between the client and the internal Internal Network !

network takes place in an encrypted VPN tunnel that connects the
DFL-1100 and the roaming users across the Internet. The client can
connect to an internal network or the DMZ network.

DFL-1100

Roaming VPN Client

Creating a Roaming Users VPN Tunnel

1. Click on the Add new link.

2. Enter a name for the new tunnel in the name field. The name can e
contain numbers (0-9), upper and lower case letters (A-Z, a-z), i
dash (-), or underscore (). —

3.In the Local Net field, enter the local network that your roaming

DFL-1100
Network Security Firewall

VPN clients will be connecting to. — -
4. Choose the authentication type, either PSK (Pre-shared Key) or ] S
Certificate-based. If you select PSK, be sure the clients use exactly — i i

the same PSK.
5. Select Roaming Users as the Tunnel Type.

Turveltpps:

6. Click Apply to apply the settings or click Cancel to disregard the s
changes. P

Thm pubwosn o boa rameca P amss, INS e, 10

Lt 0 a3esits b roenw /AT peksans
PreayaRP. ] Pubish wrwate netrvod: o0 o8 irbrlaoss wa Prosy 8AP
2 90
Apgly Comcel Holp
VFH Turrake

Hame  Locel Nel Femsin Nl Aosots Gabeway
(A4 naw]
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IPSec VPN Configuration

IPSec VPN Between Two Networks

Users can connect from an internal network at one location to an
internal network at another location via the Internet.
Communication between the two networks takes place in an
encrypted VPN tunnel that connects two DFL-1100 units across
the Internet. Users of the internal networks are not aware that
when they connect to a computer on the other network, the
connection runs across the Internet. The connections can be
made to the internal LAN connections or to the DMZ connections.

Creating a LAN-to-LAN VPN Tunnel

Note: These steps should be performed on both DFL-1100 units.

1.
2.

Click on the Add new link.

Enter a name for the new tunnel in the name field. The name can
contain numbers (0-9), upper and lower case letters (A-Z, a-z),
dash (-), or underscore ().

.In the Local Net field, enter the local network that the LAN-to-LAN

tunnel will be using.

. Choose the authentication type, either PSK (Pre-shared Key) or

Certificate-based. If you select PSK, be sure both DFL-1100's are
configured to use exactly the same PSK.

. Select LAN-to-LAN as the tunnel type and specify the network

behind the other DFL-1100 as Remote Net. Specify the external IP
of the other DFL-1100 with an IP address or DNS name.

. Click Apply to apply the settings or click Cancel to disregard the

changes.

Y NETDEFEND

DFL-1100 Installation Guide

Branch Office
Internal Network

2

DFL-1100 j

DFL-1100

Main Office
Internal Network

[ system BLUTCUB Servers  Tools  Stolus  Help

DFL-1100
Network Security Firewall

WP Tusiils

pes—
Podicy AP bl

DEEEE

<
E

e

Turelipps.

(5 LAMAtoLAN berwal
Farcta Hat

Pz Gty

PN Turrake

(A new]

7 Rsaemimg Uz - s best PP charts
BES | Facuim e suburticaion vi|FE Hth o o kel

The gebeany can bs 4 rar
P

ProayaRP. ] Pubish wrsote et

Hame  Locel Het Rerstn ot Flescts Gateway
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DFL-1100 Installation Guide

Backup

To reach the Backup screen, go to the Tools tab and select the Backup button. The Backup option allows the administrator
the ability to backup and restore the configuration of the DFL-1100. The configuration file stores system settings, IP
addresses, address tables, service tables, IPSec settings, port mappings, and policies. When your DFL-1100 is fully
configured, you can save the configuration file to a local drive. The configuration can be restored from the configuration file

on the local drive at any time.

D-Link

Building Networks for People

’- . System Firewall Servers Tools M

DFL-1100
Network Security Firewall

Backup / Restore

[P
Ping Backup unit's configuration
By clicking "Download configuration', wou will receive a package file containing the unit's entire
I D)'HUNS configuration. This can later be uploaded to the unit bo restore the configuration,
[ Download configuration ]
Backup
I — Restare unit's confiquration
Reset
To restore an old configuration, you can upload a previously downloaded backup file.
[P——
Upgrade | |[(Bromse.]

[_ pload configuration

To Export the Configuration File:

1. Click on the Download Configuration button.

2. Choose a destination location for saving the configuration file. The administrator may rename the file if desired.

To Load a Previously Saved Configuration File:

1. Click on the Browse button and locate and select a previously saved configuration file.
2. Click the Upload Configuration button to import the file into the firewall.
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Restart / Reset

The Restart / Reset window can be found by going to the Tools tab and clicking on the Reset button.

D -Link DFL-1100

Building Networks for People
Network Security Firewall

System Firewall Servers (1 m

Restait / Reset

Ping

i
i
-

Restart

(*) Quick restart - reset interfaces and re-read configuration

DynDNS

) Full restart - restart from power-an state

Backup

Feset to factory defaults

Reset

Y'ou can restore the unit to factory defaults. This means that all configuration parameters will be wiped, and
all firmware uparades removed.

Upgrade

On the next start-up, its LAM 1P address will be 192 168.1.1, and the vweb GUI will begin with the setup
wizard, [t will not accept connectionz on any interface ather than the LAN interface.

[_ Reset to Factory Defaults ]

[+

Help

Restarting the DFL-1100

1. Select quick or full restart. A quick restart will reset the interfaces and re-read the configuration. A full restart is the
same as starting up after the unit has been powered off.

2. Click on the Restart Unit button and the unit will restart.

Reset System Settings to Factory Defaults

If you reset the system settings to the factory defaults, you will lose all changes that you've made to the DFL-1100
configuration. The system reset will also revert to the original firmware version if the unit’s firmware has been upgraded.

To reset the factory default settings, click the Reset to Factory Defaults button.
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TECHNICAL SUPPORT

You can find software updates and user documentation on the D-Link® support website.

D-Link® provides free technical support for customers within the United States and within Canada for the
duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link® Technical Support through our website or by phone.

Tech Support for customers within the United States:
D-Link® Technical Support over the Telephone:
(877) 453-5465
6am-6pm PST, Mon-Fri.
D-Link® Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link® Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 8:30am to 9:00pm EST
D-Link® Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca

D-Link

Building Networks for People



	Package Contents
	System Requirements
	Hardware Overview
	Hardware Installation
	The Setup Wizard
	Activating Changes to the D-Link® DFL-1100
	Administration Settings
	WAN Interface Settings
	Logging
	Time
	Firewall Policy
	Port Mapping / Virtual Servers
	IPSec VPN Configuration
	Backup
	Restart / Reset
	TECHNICAL SUPPORT

