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DFL-900/1500 User Manual Chapter 1

About this user manual

This user manual provides information about installing and configuring your DFL-900/1500 VPN/Firewall Router using its built-in
web browser interface (WBI) and command line interface (CLI). This guide is primarily for network and security personnel who
configure the VPN/Firewall Router and monitor networks for evidence of intrusion attempts and inappropriate transmission of
regulated information. The WBI is a versatile, configurable monitoring platform. For you to understand and use its functionality,
you must understand the WBI and its capabilities.

All the examples after Chapter 2 in this manual, which instruct you how to configure the VPN/Firewall Router, are taken from
DFL-1500. The hardware and software specification of the DFL-900 and DFL-1500 will be introduced in Chapter 1. You can refer
the examples to configure your VPN/Firewall Router. Before you start to configure your VPN/Firewall Router, please view the
specification in Section 1.3 and default settings in Section 1.6 first. That will help you to quick your configuration and save you
time.
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What's New in Version 2.103?

This section describes the enhancements that were made to DFL-900/1500 as compared to the previous version. It includes changes
to the way that the DFL-900/1500 operates, some of which are reflected by changes to the WBI and others that were made to the
DFL-900/1500 engine to improve performance and accuracy. As compared to the previous version, version 2.103 provides the
following additional improvements:

e WAN Load Balancer

The WAN load balancer module consists of outbound load balancing and inbound load balancing. Users may want to subscribe
multiple WAN links and make their outbound traffic load-balanced among the WAN links. DFL-1500 now supports outbound
WAN load balancing. Inbound load balancing will be supported in a very near future.

D-Link 4
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Chapter 1
Quick Start

This chapter introduces how to quick setup the DFL-900/1500.

DFL-900/1500 VPN/Firewall Router is an integrated all-in-one solution that can facilitate the maximum security and the
best resource utilization for the enterprises. It contains a high-performance stateful packet inspection (SPI) Firewall,
policy-based NAT, ASIC-based wire-speed VPN, upgradeable Intrusion Detection System, Dynamic Routing,
Content Filtering, Bandwidth Management, High Availability and other solutions in a single box. It is one of the most
cost-effective all-in-one solutions for enterprises.

1.1 Check Your Package Contents
1.1.1 DFL-900
These are the items included with your DFL-900 purchase as Figure 1-2. They are the following items
1. DFL-900 Device * 1
2. Ethernet cable (RJ-45) * 2
3. RS-232 console * 1
4. CD (include User's manual and Quick Guide) * 1
5. Powercord * 1

e
___-g____—;_:-_-_._--_--.-_.—'-—-
—— e —_ ¥
- et

If any of the items are missing,
please contact your reseller.

Figure 1-1 All items in the DFL-900 package

1.1.2 DFL-1500
These are the items included with your DFL-1500 purchase as Figure 1-2. They are the following items

1.

SANE

DFL-1500 Device * 1

Ethernet cable (RJ-45) * 1

RS-232 console * 1

CD (include User's manual and Quick Guide) * 1
Power cord * 1
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1.2 Hardware

If any of the items are missing,
please contact your reseller.

Figure 1-2 All items in the DFL-1500 package

Feature DFL-900 DFL-1500
Chassis
Dimensions e Rack mount 1U size e Rack mount 1U size
e 146 mm (H) x 275 mm (D) x 203 mm e 146 mm (H) x 275 mm (D) x 203 mm
(W)(8"*5.75"*10") (W)(8"*5.75"*10")
Look & feel D-Link style D-Link style

Key Components

CPU

Intel Celeron 850 MHZ

Intel Celeron 1.2G

Memory 256MB 168-P SDRAM 256MB 168-P SDRAM
10/100M Ethernet RTL 8139C+ Intel 182559

MAC and PHY

PCI bridge Intel 815E Intel FW82801BA

FLASH memory

32MB (San Disk)

32MB (San Disk)

Memory control HUB

FW82815EP

Hardware monitor

Super 1/0 hardware monitor IT8712F-A

Security processor

Safenet 1141 (VPN accelerator board)

Port functions

WAN port

1 port for connecting to outbound WAN
RJ-45 connector

IEEE 802.3 compliance

IEEE 802.3u compliance

Support Half/Full-Duplex operations

IEEE 802.3x Flow Control support for
Full-Duplex mode

Support backpressure at Half-Duplex operation.

2 ports for connecting to outbound WAN

RJ-45 connector

IEEE 802.3 compliance

IEEE 802.3u compliance

Support Half/Full-Duplex operations

Support backpressure at Half-Duplex operation.

IEEE 802.3x Flow Control support for
Full-Duplex mode

D-Link
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LAN port e 1 port for connecting inbound LAN e 2 ports for connecting inbound LAN
e RJ-45 connector e RJ-45 connector
e |EEE 802.3 compliance e |EEE 802.3 compliance
e |EEE 802.3u compliance e |EEE 802.3u compliance
e Support Half/Full-Duplex operations e Support Half/Full-Duplex operations
e Support backpressure at Half-Duplex operation. | e Support backpressure at Half-Duplex operation.
e |EEE 802.3x Flow Control support for e |EEE 802.3x Flow Control support for
Full-Duplex mode Full-Duplex mode
DMZ port e 1 port for connecting to server. e 1 port for connecting to server.
e RJ-45 connector e RJ-45 connector
e |EEE 802.3 compliance e |EEE 802.3 compliance
e |EEE 802.3u compliance e |EEE 802.3u compliance
e Support Half/Full-Duplex operations e Support Half/Full-Duplex operations
e Support backpressure at Half-Duplex operation. | e Support backpressure at Half-Duplex operation.
e |EEE 802.3x Flow Control support for e |EEE 802.3x Flow Control support for
Full-Duplex mode Full-Duplex mode
Console port e DB-9 male connector e DB-9 male connector

e Asynchronous serial DTE with full modem

e Asynchronous serial DTE with full modem

controls controls
e No hardware handshaking such as RTS/CTS
LED indication o Power, e Power,

Solid Orange — System ready

e Blinking Green — System under power-on self
test

Ethernet 10/100M Per ports:

e Link/ACT LED
Off — No Link
Solid Green — Link
Blinking Green — Activity

Solid Orange — System ready

e Blinking Green — System under power-on self
test

Ethernet 10/100M Per ports:
e Link/ACT LED
Off — No Link
Solid Green — Link
Blinking Green — Activity

Power

Power supply

AT PS, AC 90~230 V full range @ 45~63 Hz

AT PS, AC 90~230 V full range @ 45~63 Hz

Power dissipation

180 W

180 W

Environmental Specifications

Operating Temperature

0~60°C

0~60°C

Storage Temperature

-25~70°C

-25~70°C

Operating Humidity

5% - 95% non-condensing

5% - 95% non-condensing

EMC and Safety Certification

EMC Approval FCC class A FCC class A
VCCI class A VCCl class A
CE class A CE class A
C-Tick class A C-Tick class A
Safety Approval UL UL
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CSA
TUVIGS
T-mark

CSA
TUVIGS
T-mark

1.3 Software Specifications

Table 1-1 DFL-900/1500 Hardware

Product

DFL VPN/Firewall Router

Model

DFL-900

DFL-1500

Fe

atures

Basic Setup

Wizard

v

Transparent Mode

v

WAN Settings

WANL IP

v (no default WAN Link)

WAN?2 IP

IP Alias

LAN Settings

LANL1 Status

LAN?2 Status

IP Alias

DMZ Settings

DMZ1 Status

IP Alias

Books

Address

Service

Schedule

Authentication

Local

POP3

IMAPs

Radius

LDAP

Advanced Settings

VPN Settings

IPSec

VPN Hub

VPN Spoke

PPTP

L2TP

Pass Through

NAT

NAT Rule

Virtual Servers

Routing

Static Route

Policy Route

Firewall

Firewall Rule

N ANENEN NN N N N N A AN AN AN AN AN AN AN AN AN AN ENENE I ANENE

AN NN NN N NN NN N NN ANENANENENANENANENENENENENENENAN
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Anti-DoS
Web Filter

Content Filters Mail Filter
FTP Filter

IDS IDS

Bandwidth Management Edit Actions

- Binding

IP/MAC Binding

Allow Range

Load Balancer

Outbound Wan Load Balancer

High Availability

High Awvailability

System Tools

Admin Settings

General

DDNS

DNS Proxy

DHCP Relay

Password

Time/Date

Timeout

Interface

System Utilities

Save Configuration

Backup Configuration

Restore Configuration

Factory Reset

Firmware Upgrade

Firmware Upgrade

Remote Management

TELNET

SSH

WWW

HTTPS

SNMP

MISC (ICMP)

SNMP Control

SNMP Control

Database Update

Database Update

Device Status

System Status

System Status

Network Status

CPU & Memory

DHCP Table

Routing Table

Active Sessions

Top 20 Sessions

IPSec Sessions

Log Config

Syslog Server

Mail Logs

N AN AN RN AN AN N AN N N N N N RN RN AN AN AN AN AN AN AN N R AN RN AN AN RN RN RN AN R E AN AN AN ENENANANEN

AN NN NN N NN NN N NN AN AN AN NN AN AN NN NN AN NENEANENANENENENENENENENENENEN
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System Access logs
System Logs Firewall Logs
Anti-DoS Logs
IDS Logs IDS Logs

Content Filter Logs

Web Filter Logs

Mail Filter Logs

FTP Filter Logs

VPN Logs

IPSec Logs - IKE

IPSec Logs - Manual Key

PPTP Logs - Server

PPTP Logs - Client

L2TP Logs

ANENENENENANENENEANENASNAN

AN ENENENENENENENANENENEN

Table 1-2 The specification comparison of the DFL-900/1500

1.4 Five steps to configure DFL-900/1500 quickly

Let’s look at the common network topology without DFL-900/1500 applying like Figure 1-3. This is a topology which is almost
used by all the small/medium business or SOHO use as their internet connectivity. Although that your topology is not necessarily
the same diagram below, but it still can give you a guideline to configure DFL-900/1500 quickly.

Now you can pay attention at the 1P Sharer in the diagram. The 1P Sharer can provide you with NAT (Network Address

Translation), PAT (Port Address Translation) and other functions.

ADSL Modem IP Sharer

I

=

'

=

=¥}
<

4
Switch

Server
s z
4

Figure 1-3 The example before DFL-900/1500 applies on it

g pm——
Switch

ADSL Modem

W= 4

(i = 4"

Figure 1-4 The example after DFL-900/1500 applies on it

D-Link
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Here we would like to alter the original 1P Sharer with the DFL-900/1500 like Figure 1-4. If we hope to have DFL-900/1500 to
replace the 1P Sharer, we just need to simply execute the following five steps as Figure 1-5 showed. By these steps, we hope to
build an image to tell you how to let DFL-900/1500 work basically.

Server

)

2
1/

>

Vi
b

ADSL Modem

< 4.NAT

5.Virtual Server

Users

Figure 1-5 Five steps to configure DFL-900/1500

As the Figure 1-5 illustrated, with the five-step configurations, DFL-900/1500 will have the same functions with the original IP
Sharer. Please see the following description of the five-step configurations.

Step 1.

Step 2.

Step 3.

Step 4.

Setup:

Install three physical lines inclusive of the power cord, outbound link (connected WAN1 port) and inbound direction
(connected LANL1 port). For the details, please refer section 1.5.

Continually, we will connect to the web GUI of DFL-900/1500. So you must make sure that you have a PC which is
located in the same subnet with DFL-900/1500 before this step. Note: The default LAN1 port is (192.168.1.254 /
255.255.255.0). Refer to Table 1-3 for the default settings and section 1.7 for more information.

LAN:

Configure the LAN1 port of DFL-900/1500. You can refer to section 1.6 for the default network configurations of
DFL-900/1500. Note: If you were connected from LAN1 port and changed the LAN1 IP address settings of
DFL-900/1500. The network will be disconnected since the IP address is different between your pc and DFL-900/1500
LANL1 port.

WAN:
Configure the WANL1 port of DFL-900/1500. You can refer to section 1.6 for the default network configurations of
DFL-900/1500.

NAT:
Configure the connection of LAN to WAN direction. It will make all the client pc access the internet through
DFL-900/1500. For more information, please refer to section 1.8.1.

11
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Step 5. Virtual Server:
If there is any server located inside the DFL-900/1500. You may hope these servers can provide services outside. So you
should configure the Virtual Server which provides connections of WAN to LAN direction. For more information, please
refer to section 1.8.2.

After you completely finished the above steps, the connectivity function of DFL-900/1500 is probably well-done.

1.5 Wiring the DFL-900/1500

A. First, connect the power cord to the socket at the back panel of the DFL-900/1500 as inFigure 1-6, Figure
1-7 and then plug the other end of the power adapter to a wall outlet or power strip. The Power LED will
turn ON to indicate proper operation.

(A, FPower Socket

Figure 1-6 Back panel of the DFL-900

(.ﬁ.. FPower Socketj

Figure 1-7 Back panel of the DFL-1500

B. Using an Ethernet cable, insert one end of the cable to the WAN port on the front panel of the
DFL-900/1500 and the other end of the cable to a DSL or Cable modem, as in Figure 1-8, Figure 1-9.

C. Computers with an Ethernet adapter can be directly connected to any of the LAN ports using a
cross-over Ethernet cable, as in Figure 1-8, Figure 1-9.

D. Computers that act as servers to provide Internet services should be connected to the DMZ port using
an Ethernet Cable, as in Figure 1-8, Figure 1-9.

D-Link 12



DFL-900/1500 User Manual Chapter 1
Quick Start

B WAN Port D. DMZ Port
For connecting computers that

For connecting the DFL-900 to
act as servers for Internet users

supplied by your ISP to access
the Internet through WAN port.

a DSL or Cable Modem
J to access.

or managing the LEL-S00 network devices to your LAN1,

3 N

Console Port L

E For connecting computers and
with CLI commands.

Figure 1-8 Front end of the DFL-900

B. WAN Ports D. DMZ Poit
Far connecting the DFL-1500 to Faor connecting computers that
a DSL or Cable Modem act as servers for Internet users
supplied by your ISP to access to access.
the Internet. Left to right:
WANT, WAN2

C. LAN Ports

Congols Port For connecting computers and
For managing the DFL-1500 network devices to your LAN.

with CLI commands. Left to right: LANT, LAN2

Figure 1-9 Front end of the DFL-1500

1.6 Default Settings and architecture of DFL-900/1500

You should have an Internet account already set up and have been given most of the following information as Table 1-3.
Fill out this table when you edit the web configuration of DFL-900/1500. DFL-900 has three ports inclusive of the WAN1
(portl), LAN1 (port2) and DMZ1 (port3) while DFL-1500 has five ports inclusive of the WANL1 (portl), WAN2 (port2),
DMZ1 (port3), LAN1 (port4), and LAN2 (port5).

DFL-900 DFL-1500
Items
Default value New value Default value New value
Password: admin admin
WAN1 Fixed IP IP Address Not initialized . . . Not initialized
Subnet Mask
Gateway IP

13



Part |

Overview
Primary DNS
Secondary DNS
PPPoE Username
PPPOE
PPPoE Password
DHCP
IP Address
Subnet Mask
Fixed IP | Gateway IP
Primary DNS
WAN2 Secondary DNS N/A Not initialized
PPPoE Username
PPPOE
PPPOE Password
DHCP
IP Address 10.1.1.254 10.1.1.254
DMZ1
IP Subnet Mask 255.255.255.0 255.255.255.0
LANL IP Address 192.168.1.254 192.168.1.254
IP Subnet Mask 255.255.255.0 255.255.255.0
IP Address 192.168.2.254
LAN2 N/A
IP Subnet Mask 255.255.255.0
Table 1-3 DFL-900/1500 related network settings
D-Link 14
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Organization_1
DMZ _
(10.1.1.1~253)
DMZ1_IP
10.1.1.254
WAN1T_IP
92.153.2.254 =
T —— ISP] modem
Internet

LAN1_IP
192.168.1.254

ISP2 modem

WANZ_IP

Figure 1-10 The default settings of DFL-1500

As the above diagram Figure 1-10 illustrated, this diagram shows the default topology of DFL-1500. And you can configure the
DFL-1500 by connecting to the LAN1_IP (192.168.1.254) from the PC1_1 (192.168.1.1). In the following sections, we will teach
you how to quickly setup the DFL-1500 in the basic appliances. We are going to introduce you how to configure the VPN/Firewall
Router by the example of the DFL-1500 in this document. It is the same way to configure the DFL-900. For the related software
specification, please refer to Table 1-2.

1.7 Using the Setup Wizard

A computer on your LAN1 must be assigned an IP address and Subnet Mask from the same range as the IP address and Subnet
Mask assigned to the DFL-900/1500 in order to be able to make an HTTPS connection using a web browser. The DFL-900/1500 is
assigned an IP address of 192.168.1.254 with a Subnet Mask of 255.255.255.0 by default. The computer that will be used to
configure the DFL-900/1500 must be assigned an IP address between 192.168.1.1 and 192.168.1.253 with a Subnet Mask of
255.255.255.0 to be able to connect to the DFL-900/1500. This address range can be changed later. There are instructions in the
DFL-900/1500 Quick Installation Guide, if you do not know how to set the IP address and Subnet Mask for your computer.
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Step 1. Login
Type “admin” in the account field, “admin” in
the Password field and click Login.

Note: Please do not access web Ul through
proxy, or the login may be locked by others or
the original user.

Connect to https://192.168.1.254

D-Link

Building Networks for People

[[DFL-1500] Please lagin
User name: "g admin v
Password: | wones|

[[Iremember my password

Step 2. Run Setup Wizard
Click the Run Setup Wizard.

BASIC SETUP > Wizard

Welcome to the DFL-1500 Web-Based Configuration !

Advanced Settings

Access advanced features, including IPSec/L2ZTR/PPTP YPis, VPN
pass thraugh, NAT, vittual servers, static/policy route, firewall, attack
alert, web/mailftp filters, intrusion detection, and bandwidth
management.

Basic Setup

Connect to the Internet and configure your Intranet with the
Setup Wizard (WAN, LAN and DMZ settings, rauting
pratocal and DHCP server settings)

System Tools

Setup DDNS, DNS proxy, DHCF relay, system
passwordfime/dateftimeouts, protocol services, interface
types, perform firmware upgrade, save running
configurations, backup/restore configurations, reset to
factory defaults, customize remote management and
SNMP, schedule database update

Device Status

Display systern name, firmware version, interface IP settings, network
status, CPUYmemaory utilization, DHCP/Routing table,
activetop20/IPSec sessions. Setup logging systems, including
systemffirewall/DS/content-filter™'FM logs.

Get Ihelp about your YPM/Firewall Router

A step-by-step setup wizard will guide you to configupesses=rremst-Rauter to connect to your ISP (Internet Service Provider)
Run Setup Wizard

Step 3. System Name

Enter the Host Name and the Domain Name,
followed by clicking the Next.

BASIC SETUP > Wizard
'gys‘tem Operation System
Hame Mode WAN1 IP Status
Hast Mame  [DFLA
Diamain Name [dlink. com

Mext |

Step 4. Operation Mode

DFL-1500 VPN/Firewall Router can operate in
NAT/Router mode or Transparent mode.
Choose which operation Mode for this device to
use.

BASIC SETUP > Wizard > Next

Sysiem
Name

Operation
Mode

System

WAN1 IP Status

Operation Mode | NAT/Router =

Note: After operation mode modified, system will be rek Ihy.All user-entered
configuration information will be erased and return the system to its factory defaults.

Back Mext

Chapter 7 and Chapter 8.

NAT/Route mode *
secure network.

In NAT/Route mode, you can create NAT mode rules and Route mode rules. For the related information, please refer to
NAT mode rules use network address translation to hide the addresses in a more secure network from users in a less

* Route mode rules accept or deny connections between networks without performing address translation.

D-Link
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Transparent mode | Note:

Transparent mode provides the same basic protection as NAT mode. Packets received by the DFL-900/1500 are
intelligently forwarded or blocked according to firewall rules. The DFL-900/1500 can be inserted in your network at any
point without the need to make any changes to your network or any of its components. However, VPN, NAT, Routing and
some advanced firewall features (such as Authentication, IP/MAC Binding) are only available in NAT/Route mode.

1. You cannot connect the LAN1/LAN2/DMZ interfaces to the same Hub while using Transparent mode, otherwise the
traffic from the PCs under LAN1/LAN2/DMZ interfaces may be blocked.

2. If you would like to change the operation mode from NAT/Route mode to Transparent mode, you have to backup the
configuration file and then do the factory reset first.

3. If the DFL-900/1500 is regarded as a proxy server when you enable content filter, etc. in the transparent mode, you
should assign a public IP (WAN IP) and the gateway IP to it in order for the device to access the internet.

Table 1-4 The operation mode

Step 5.  WAN Connectivity

Choose the type of IP Address Assignment
provided by your ISP to access the Internet.
Here we have four types to select. This will
determine how the IP address of WANL1 is
obtained. Click Next to proceed.

Note that some features of the DFL-1500 (such
as Virtual Server, VPN, Content Filter, and IDS)
can only be available while using Default WAN
link.

BASIC SETUP > Wizard > Next > WANL1 IP
System System

Hame Status

Operation

Mode WAN1 IP

IP Address Asignmenl!G

~ ink (GIEE 0 ;
o TF Aniroes

PPP over Ethernet
Mot initialized
et DNS Automatically

" DNE IP Address

Primary DNS ID.D 0.0
Secondary DNS iD.D 0.0

Routing Protocol iNUI’]E i
OSPF Area D i

Back

l Mext l

Step 5.a — DHCP client

If Get 1P Automatically (DHCP) is
selected, DFL-1500 will request for IP address,
netmask, and DNS servers from your ISP. You
can use your preferred DNS by clicking the DNS
IP Address and then completing the Primary
DNS and Secondary DNS server IP addresses.
Click Next to proceed.

BASIC SETUP > Wizard > Next > DHCP

System Operation System

Name Mode SR Status

IP Address Assignment| Gt |P Autornatically (DHCR) x|
' Default WAN link (Gateway/DNS)

" Bet DNS Autamatically
" DNS P Address

Primary DNS. [158.95.1.1
Secondary DMNE|0.0.0.0

Rauting Protocal | Mone -
OSPF Ares D

Back

Mext
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Step 5.b — Fixed IP

If Fixed IP Address is selected, enter the
ISP-given 1P Address, Subnet Mask,
Gateway IP, Primary DNS and Secondary
DNS IP. Click Next to proceed.

BASIC SETUP > Wizard > Next > Fixed IP

‘System Operation Frr
Name Mode =

Step 5.c — PPPoOE client

If PPP over Ethernet is selected, enter the
ISP-given User Name, Password and the
optional Service Name. Click Next to
proceed.

BASIC SETUP > Wizard > Next > PPPoE

System Operation s
Name: Mode

| 1icrosoft Internet Explorer

v" Warning Message

Please Note that an alert message box “When changing to none fixed ip mode, system will delete all ip alias!”
will appear while you change Get IP Automatically (DHCP) or PPP over Ethernet but not Fixed IP Address as your WAN link.

D-Link
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Step 6. System Status BASIC SETUP > Wizard > Run Setup Wizard > Next > Next

Here we select Fixed IP method in WAN1 Sﬂy:::;n Upr:mnn WANT IP -Ség{&t:
port. Then the DFL-1500 provides a short
summary of the system. Please check if :

System Mame: DFL-1500_dlink.com

anything mentioned above is properly set into R _
. - . Firrrware Wetsion: NetOS Ver2.001 (WALL) #5: Thu Sep 23 15:26:41 CST 2004
the system. Click Finish to close the wizard. Software Serial Number 606235764 36630003320

Oiperation Mode:  HAT/Router
Default gateway: 61.2.1.6
Primary DNS:  168.95.1.1
Secondary DNE

Portl: WAN1 (Static IPj[Default]

|P Address: 61.2.1.1 Subnet Mask: 255.255.255.248
PortZ: WAN2 (Mot initialized)

IP Address: not set

Port3: DMZ1

|P Adedress: 10.1.9.254 Subnet Mask: 255.255.255.0
Portd: LAN1
: IP Address: 192.168.1.254 Subnet Mask, 255.255.255.0
Ports: LAN2

IP Address: 192.168.2.254 Subnet Mask: 255.255.255.0

Back (m
C—————

1.8 Internet Connectivity

After setting up DFL-1500 with the wizard, DFL-1500 can connect to the ISP. In this chapter, we introduce LAN1-to-WAN1
Connectivity to explain how the computers under LAN1 can access the Internet at WAN1 through DFL-1500. Subsequently, we
introduce WAN1-to-DMZ1 Connectivity to explain how the servers under DMZ1 can be accessed by the LAN1 users and other
Internet users on the WANL1 side.

You MUST press Apply to proceed to the next page. Go to System Tools > System Utilities > Save Configuration
to save the configuration. Once applying any changes, the settings are immediately updated into the flash
memaory.

1.8.1 LANI1-to-WAN1 Connectivity

The LAN Settings page allows you to modify the IP address and Subnet Mask that will identify the DFL-1500 on your LAN. This is
the IP address you will enter in the URL field of your web browser to connect to the DFL-1500. It is also the IP address that all of
the computers and devices on your LAN will use as their Default Gateway.
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Step 1. Device IP Address

Setup the IP Address and IP Subnet Mask
for the DFL-1500.

Step 2. Client IP Range

Enable the DHCP server if you want to use
DFL-1500 to lease IP addresses to LAN PCs.
Specify the Pool Starting Address, Pool
Size, Primary DNS, and Secondary DNS that
will be assigned to them.

Example: in the figure, the DFL-1500 will assign
one IP address from 192.168.1.100 -~
192.168.1.119, together with the DNS server
192.168.1.254, to the LAN1 PC that
requests for an IP address.

Step 3.  Apply the Changes

Click Apply to save. Now you can enable the
DHCP clients on your LAN1 PCs to get an IP.

BASIC SETUP > LAN Settings > LAN1 Status

255.065.266.0 ]

Note: The IP Pool Starting Address must be on the same subnet specified in
the IP Address and the IP Subnet Mask field. For example, the addresses given

by the 192.168.1.100 with a pool
192.168.1.119) are all within the same
255.255.255.0

size of 20 (192.168.1.100 -~
range of 192.168.1.254 /

Step 4. Check NAT Status

The default setting of NAT is in Basic Mode.
After completing Step 3, the NAT s
automatically configured related rules to let all
private-IP  LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the
ISP.

ADVANCED SETTINGS > NAT > Status

s Virtua

Step 5. Check NAT Rules

The DFL-1500 has added the NAT rules as the
right diagram. The rule Basic-LAN1 means
that, when matching the condition (requests of
LAN/DMZ-to-WAN direction with its source IP
falling in the range of 192.168.1.254 /
255.255.255.0), the request wil be
translated into a public-source-IP requests, and
then be forwarded to the destinations.

ADVANCED SETTINGS > NAT > NAT Rules

Virtual
- Servers

tem . Status . Condition Action

Move Page 1 KB

Mewe Before

Mext Page

Deleie

D-Link
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1.8.2 WANI1-to-DMZ1 Connectivity

This section tells you how to provide an FTP service with a server installed under your DMZ1 to the public Internet users. After
following the steps, users at the WAN side can connect to the FTP server at the DMZ1 side.

Step 1. Device IP Address BASIC SETUP > DMZ Settings > DMZ1 Status

Setup the IP Address and IP Subnet
Mask for the DFL-1500 of the DMZ1

interface.

Step 2. Client IP Range

Enable the DHCP server if you want to use
DFL-1500 to assign IP addresses to the
computers under DMZ1.

Step 3.  Apply the Changes
Click Apply to save your settings.

Step 4. Check NAT Status

The default setting of NAT is in Basic
Mode. After applying the Step 3, the NAT is
automatically configured related rules to let
all private-IP LAN/DMZ-to-WAN requests to
be translated with the public IP assigned by
the ISP.

Step 5. Check NAT Rules ADVANCED SETTINGS > NAT > NAT Rules

The DFL-1500 has added the NAT rules as | | stas |
the right diagram. The rule Basic-DMZ1

(number 1) means that, when matching the
condition (requests of LAN/DMZ-to-WAN : .
direction with its source IP falling in the | 'IEE: T I T N I ™" I
range of 10.1.1.254 / 255.255.255.0), # Active - Souc - TranslateSrcPito

the request will be ftranslated into a
public-source-IP requests, and then be
forwarded to the destinations.

Move Page 1 B

Mo Before:
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Step 6.

Server
Assign an IP of 10.1.1.5/255.255.255.0 to
the FTP server under DMZ1. Assume the
FTP Server is at 10.1.1.5. And it is listening
to the well-known port (21).

Setup IP for the FTP

N/A

Step 7.  Setup Server Rules

Insert a virtual server rule by clicking the
Insert button.

ADVANCED SETTINGS > NAT > Virtual Servers

Virtual

Status Servers

NAT Rules

Yirtual Server-=Edit Rules

Packets are top-down matched by the rules.

Active Hame Direction Dest. IP Address Senvice Redirect to through
Page 1/1

C =

Step 8. Customize the Rule

Customize the rule name as the
ftpServer. For any packets with its
destination IP address equaling to the

WANL1 IP (61.2.1.1) and destination port
equaling to 44444. DFL-1500 will translate
the packet’'s destination IP/port into
10.1.1.5/21. Check the Passive FTP
client to maximize the compatibility of the
FTP protocol. This is useful if you want to
provide connectivity to passive FTP clients.
For passive FTP clients, the server at DMZ
will return them the private IP address
(10.1.1.5) and the port number for the
clients to connect back for data
transmissions. Since the FTP clients at the
WAN side cannot connect to a private-IP
(ex.10.1.1.5) through the internet. The data
connections would be fail. After enabling
this feature, the DFL-1500 will translate the
private IP/port into an IP/port of its own.
Thus the problem is gracefully solved.

ADVANCED SETTINGS > NAT > Virtual Servers > Insert

Virtual

Status
Servers

NAT Rules

Yirtual Server->Edit Rules->Insett

Insert a new Virtual Server rule

Status
¥ Activate this rule

Rule name: If‘lpST
Condition
‘Sessions from Internet connecting to lWAN1 ‘1

External IP: EE‘W_?_‘

Service: Iﬂ

Type & Single ¢ Range
Dest. Port: [14444 | [ Passive ETP client?
to l'_—-

Redirect to internal server u.nderiDMZW "I
Internal IP: [10.1.1.5

Port: |21

Back | Apgly
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dMicrosoft Intecnet Explorer (%]

L "_'q Please remember ko adjusk the corresponding Firewall rule accordingly
-

wicrosoft Internet Explorer

A

server will use the deFaulk IP of the WAN link

If wou are adjusting a virtual server rule mapping ko an aliased WAN IP, vou should adjust the corresponding MAT rule accordingly, Ctherwise, the

v Warning message

After applying the virtual server rule, there will appear two messages as above diagrams. The purpose of the above two message
boxes are trying to remind you to add firewall/NAT rules manually while you add a virtual server rule for your existing server.

Step 9. View the Result

Now any request towards the DFL-1500's
WAN1 IP (61.2.1.1) with dest. port
44444 will be translated into a request
towards 10.1.1.5 with port 21, and then
be forwarded to the 10.1.1.5. The FTP
server listening at port 21 in 10.1.1.5 will
pick up the request.

ADVANCED SETTINGS > NAT > Virtual Servers

Virtual

Status
Servers

NAT Rules

Wirtual Server->Edit Rules

Packets are top-dewn matched by the rules.

Cwem | Saws | cowon | hcon |

#  Active Name Direction Dest. IP Address Service Redirect to through

) 1 Y fipServer Frorm VAN 61.2.1.1/265.255.255 255 TCP44444 101.1.5:21 DMZ1

Page 1/1

Insert ][ Edit ][ Delete ][ Move Biefore: 1 ,,:

1.9 NAT/Router Mode and Transparent Mode

1.9.1 NAT/Router Mode

When the DFL-1500 is running in NAT/Router mode, you can connect a private network to the internal interface, a DMZ network
to the DMZ interface, and a public network, such as the Internet, to the external interface. Each of these networks must have a
different subnet address. You create security policies to control how the firewall routes packets between DFL-1500 interfaces, and
therefore between the networks connected to the interface. When you switch the DFL-1500 operation mode from NAT/Router mode
to Transparent mode, you have to backup your configuration first, otherwise the original configuration will be deleted inclusive of
all rules, policies, addresses, etc. After system reboots, DFL-1500 will return to the factory default.

In this document, we will introduce you how to setup NAT/Router Mode firewall in the most examples. You can learn the settings
of each feature by them. For more information of how to choose NAT or Route mode in the DFL-1500, please refer Section 7.5.5.

1.9.2 Transparent Mode

When the DFL-1500 is running in Transparent mode, it can be inserted in your network at any point without changing your network
or any of its components. In Transparent mode, you can add Transparent mode rules/policies to accept or deny connections between
interfaces. The firewall will apply those rules/policies to control traffic without modifying the packets in any way. Please make sure
not to connect the LAN1/LAN2/DMZ interfaces to the same Hub while using Transparent mode, otherwise the traffic from the PCs
under LAN1/LAN2/DMZ interfaces may be blocked.

For the DFL-1500 Transparent mode connections, please refer to the following Figure 1-11.
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Public Switch or Router

Internet

Figure 1-11 DFL-1500 Transparent mode connections

Basically, transparent mode provides the same firewall protection as NAT mode. Packets received by the DFL-1500 are intelligently
forwarded or blocked according to the firewall rules. However, some advanced firewall features are only available in NAT/Route
mode.

Transparent mode will not support the following features currently:

WAN PPPoE link

Authentication

VPN (IPSec / PPTP / L2TP)

NAT

Routing

IP/MAC Binding

DDNS / DNS Proxy / DHCP Relay
Interface change

Show IPSec sessions

VPN Logs

© o NN E

[y
©
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Chapter 2
System Overview

In this chapter, we will introduce the network topology for use with later chapters.

2.1 Typical Example Topology

In this chapter, we introduce a typical network topology for the DFL-1500. In Figure 2-1, the left half side is a DFL-1500 with one
LAN, one DMZ, and one WAN link. We will demonstrate the administration procedure in the later chapters by using the below
Figure 2-1.

The right half side contains another DFL-1500 connected with one LAN, one DMZ, and one WAN. You can imagine this is a
branch office of Organization_1. In this architecture, all the users under Organization can access sever reside in the Internet or DMZ
region smoothly. Besides, Organization_1 communicates with Organization_2 with a VPN tunnel established by the two DFL-1500
VPN/Firewall routers. The VPN tunnel secures communications between Organizations more safely.

We will focus on how to build up the topology using the DFL-1500 as the following Figure 2-1. In order to achieve this purpose, we
need to know all the administration procedure.

Organization_1 Organization_2
(Private LANS) (Private LANSs)

DMZ_2
(10.1.1.1~253)

........

WebSarver? DHCPServer3

\

DMZ-1 DHCPServer2
(10.1.1.1~253) 140.114.179.84

10.1.1.1 10111
1011 10415 _A04110 b i 0.41.10
Bz P WANZ TP B
10.1.1.254 WANT 1P 210294 X, 3044254 —_—
P S 61.2.1.1
3 ] WILC
switch —— f)VPN Tunnel —(. = :
' B ISPl e
DFL_1 ISPl DFL 2 —
) NP TANZIP =
192.168.40.254 Internet y nm-
. switch
- s @4 929U o o | oy ]
PC1 1 PC1.5 PC2.1 pPC2_2
192168404  DHCP Client 14041214 14011213 14011215 ARG N B
LAN 1 \ LAN_2
02.168.40.1~25 192.168.88. 125

Figure 2-1 Typical topology for deploying DFL-1500

Continually, we will introduce all the needed administration procedure in the following section.
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1. Partll Basic Configuration
How to configure the WAN/DMZ/LAN port settings and user authentication.

2. Partlll NAT & Routing
Introducing the NAT, Routing features.

3.  PartlV Firewall & IPPMAC Binding
Introducing the Firewall and IP/MAC Binding features.

4.  PartV Virtual Private Network
If you need to build a secure channel with your branch office, or wish to access the inside company resource as usual while
outside your company, the Virtual Private Network (VPN) function can satisfy you.

5. PartVI Content Filters
If you hope to restrict the web contents, mail attachments, downloaded ftp file from intranet region, try this feature to fit your
requirement.

6.  Part VIl Intrusion Detection System
Use the Intrusion Detection System (IDS) to detect all the potential DoS attacks, worms, hackers from Internet.

7. Part VIl Load Balancer ~ Bandwidth Management ~ High Availability
If you wish to make your inbound/outbound bandwidth utilized more efficiently, you may use the Bandwidth Management
feature to manage your bandwidth. High Availability makes your company operate smoothly.

8.  PartIX System Maintenance
In this part, we provide some useful skills to help you to justify DFL-1500 more securely and steadily.

2.2 Changing the LAN1 IP Address

The default settings of DFL-1500 are listing in Table 1-3. However, the original LANL1 setting is 192.168.1.254/255.255.255.0
instead of 192.168.40.254/255.255.255.0 as in Figure 2-1. We will change the LANL1 IP of the DFL-1500 to 192.168.40.254.

We provide two normal ways to configure the LANL IP address. One is to configure the LAN1 IP from LAN1 port. The other way
is to configure the LAN1 IP through console.

2.2.1 From LANL1 to configure DFL-1500 LAN1 network settings

Step 1. Connect to the DFL-1500 Use an IE at 192.168.1.1 to connect to https://192.168.1.254

Using a network line to connect DFL-1500 with
LAN1 port. The PC which connected to DFL-1500
must be assigned 192.168.1.X address (LAN1
default IP address is 192.168.1.254/24). Type
https://192.168.1.254 or
http://192.168.1.254:8080 to configure the
DFL-1500 in the web browser.
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Step 2. Setup LANL1 IP information
Enter the 1P Address and IP Subnet Mask with
192.168.40.254 / 255.255.255.0 and click
Apply.

Warning: After you apply the changed settings,
the network will be disconnected instantly since
the network IP address you are logging is
changed.

BASIC SETUP > LAN Settings > LAN1 Status

LAN1 Status LAN? Status P Alias
LAN1 TCP/IP
| IP Address I192.188.4U.254 IP Subnet Mask |255.255.255.0 |
DHCP Setup

¥ Enable DHCP Senver

IP Pool Starting Address |192.168.40.1
Pool Size(max size: 263) |20

Primary ONS Sereer 192.1658.40 254
Secondary DNS Server  |0.0.0.0
Lease time(sec) 7200

Routing Protocal | None 'I
OSPF Area ID

Apply

2.2.2 From CLI (command line interface) to configure DFL-1500 LAN1 network settings

Step 1. Use Console port to configure
DFL-1500

Use the supplied console line to connect the PC
to the Diagnostic RS-232 socket of the DFL-1500.
Start a new connection using the HyperTerminal
with parameters: No Parity, 8 Data bits, 1
stop bit, and baud rate 9600. Enter admin
for user name and admin for password to login.
After logging into DFL-1500, enter the commands
“en to enter the privileged mode. Enter the
command “ip ifconfig INTF3
192.168.40.254 255.255.255.0" to change
the IP of the LAN1 interface.

DFL-1588> en
DFL-1588#
DFL-15884# ip ifconfig INTF3 192.168.48_25%4 255.255L.255.8

DFL-1588#
DFL-1588%# ip ifconfig INTF3

Port Interface IP Address Hetmask Status Type
4 LAN1 192.168.40.254 255.255.255.0 DOUN
DFL-15008i#
DFL-15088#
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2.3 The design principle

2.3.1 Web GUI design principle

D-Link

Building Networks for People

B Stcp 1. Select Main-function

I3 -
BASIC ADURN 5 "~ DRICE
‘__T SETUP SHTMGS STATUS HELP LoGouT

i

VPN l
Seltings
i

Jeb Filter Step 3. Select Tag

Step 4. Configure the real parameters

S8%

Firewall "

Content | :
Hiters

s |

I Bandwidth |'

MoL |

et

load |
Balancer 1

|| nvaitabiiey |
Step 2. Select Sub-function
Figure 2-2 You can select the functional area by the sequence in Web GUI

If we want to configure DFL-1500, we can follow the sequence as the Figure 2-2 illustrated.
Stepl. Select Main-function

Step2. Select Sub-function

Step3. Select Tag

Step4. Configure the real parameters

2.3.2 Rule principle
Status | Show Rules

P PR T 1 Status field '
Status S Describe the status and name of |

SRR Giock-vsN (NN

jler| Always »| R e .
What kind of characteristics :
does packet hold? And it will be

Condition
| LANT-MSN ~
i captured by this rule.

Action

Action field :

If the packet is captured by this
rule? What action will this rule
do?

BRI T S -

lass: def class v

lass: | def class v

Figure 2-3 The rule configuration is divided into three parts
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You may find many rules configuration in the DFL-1500. They are distributed in the respective feature. These rules include
1.  NATrule

Virtual Server rule

Firewall rule

Policy route rule

Bandwidth management rule

SAEE N

The behavior of each rule is different, and so are their configuration parameters. But the designed principle of each rule is the same.
The configuration is divided into three parts as Figure 2-3 illustrated. You just need to enter the necessary information onto each
part according to your requirement. As for the definitions of the three-part configuration, please refer to the following description.

1.  Status: Describe the status and name of this rule.
2. Condition: What kind of characteristics does packet hold? And it will be captured by this rule.
3. Action: If the packet is captured by this rule? What action will this rule do?

As the Figure 2-4 illustrated, the page of the rule edition is also divided into three parts. Their definitions are also the same as we
have discussed in Figure 2-3.

Additionly, please note that there is a button named “Move Before” in the Figure 2-4. If you are not satisfied with the current rule
sequence, you can adjust the rule sequence by using the “Move Before” button.
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EStatus field -
+ Describe the status and name of
E this rule

i iCondition field : + i Action field :
i+ iWhat kind of characteristics :

' idoes packet hold? And it will be |

i icaptured by this rule, { 1do?

+If you are not satisfied with the
scurrent rule sequence, you can
Eadjust the rule sequence by using E
» the Move Before button. '

Figure 2-4 The rules in the page of the rule edition are also divided into three parts.

EIf the packet is captured by this
srule? What action will this rule

L

-

D-Link
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Chapter 3
Basic Setup

In this chapter, we will introduce how to setup network settings for each port separately

3.1 Demands
1. For the external network, suppose your company uses DSL to connect Internet via fixed-IP. By this way, you should setup
WAN port of the DFL-1500 in advance.
2. There are some adjustment within your company, so the original network stucture has been changed. Now, you should
modify the configuration between the internal network (DMZ, LAN).
3. Your company needs more network bandwidth if it is insufficent for your company to connect to the external network.
Suppose there are many public IPs in your commpany. You would like to specify an unique public IP to a local server.

3.2 Objectives
1. Configure the network settings of the DFL-1500 WANZ1 port.
2. Configure the network settings of the DFL-1500 DMZ1 and LANL ports.
3. We hope to assign another IP address to the same WAN port we have configured an existed IP address before.

3.3 Methods
1. Select the Fixed IP Address method in the page of DFL-1500 Basic Setup / WAN settings / WANL IP, and then configure
the related account and password in order to connet to the internet.
2. Configure the related network settings in the pages of the DFL-1500 Basic Setup / DMZ settings / DMZ1 Status ~ Basic
Setup / LAN settings / LAN1 Status.
3. Configure the IP alias in WANL1 port.

The features of the Virtual Server, VPN, Content Filter, and IDS can only be available while DFL-1500 connects to
the internet via DEFAULT WAN Link.
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3.4 Steps
3.4.1 Setup WANL1 IP
Step 1. Setup WANL1 port BASIC SETUP > WAN Settings > WANL1 IP > Fixed IP Address
Here we select Fixed IP Address method in | | WANTIP = WANZIP | IP Alias
WANL1 port. Fill in the IP Address, Subnet 1P Address Assignment|F xes 1P Address |
Mask, Gateway IP. And then enter the other o Dmm{wﬁi lnk (Gatesiay DNS)
DNS IP Address, Routing Protocol fields. : i
Click Apply to finish this setting. P Addrsss 51211 Subnet Mask 55 255 255 248
Gateway [RE1.2.1.6
(+ DS P Address
Primary DS [158.95.1.1
Secondary DNS [0.0.00
Ro‘uiir[g Pratocol INone 'I
OBPF Aea D |
IP Address FIELD DESCRIPTION Range / Format EXAMPLE
Assignment
Default WAN When Default WAN link is enabled, all packets
link sent out from DFL-1500 will be via this | Enable/Disable Enabled
(Gateway/DNS) interface.
Get DNS Automatically - Get DNS related
Get DNS information from DHCP Server Get DNS
. . . Get DNS
Automatically / DNS IP Address © manually specify these | Automatically / Automatically
DNS IP Address | Primary and  Secondary DNS  Server | DNS IP Address
information.
Get IP
Automatically None,
(DHCP) Determine to enable the dynamic routing | RIPV/IN,
Routing Protocol protocol, to receive RIP message, and to send | RIPv1/In+Out, None
g out the RIP message if the RIP message is | RIPv2/In,
received. RIPV2/In+Out,
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number. digit string (Max N/A
9 hits)
Default WAN When Default WAN link is enabled, all packets
Fixed IP Address | link sent out from DFL-1500 will be via this | Enable/Disable Enabled
(Gateway/DNS) interface.
IP Address Specified WAN IP address. IPv4 format 61.2.1.1
Subnet Mask Specified subnet mask IPv4 format 255.255.255.248
Gateway IP Default gateway IP address. IPv4 format 61.2.1.6
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DNS IP Address: - ) Primary DNS:
. Specified Primary and Secondary DNS Server 168.95.11
Primary DNS IPv4 format .

address. Secondary DNS:
Secondary DNS 0.0.0.0
None,
Determine to enable the dynamic routing RIPvL/In,
Routing Protocol | Protocol to receive RIP message, to send out RIPvl/In+Out, None
9 the RIP message if the RIP message is | RIPv2/In,
received. RIPV2/In+Out,
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number. digit string (Max N/A
9 hits)
Default WAN | \\hen Default WAN link is enabled, all packets .
link sent out from DFL-1500 will be via this port Enable/Disable Enabled
(Gateway/DNS) port.
Service Name ISP vendor (Optional). text string So-Net
User Name The user name of PPPoE account. text string Hey
PPP over Password The password of PPPoE account. text string G54688
Ethernet Get DNS Automatically = Get DNS related
Get DNS information from PPPoE ISP Get DNS
Get DNS

Automatically /
DNS IP Address

DNS IP Address - manually specify these
Primary and Secondary DNS  Server
information

Automatically /
DNS IP Address

Automatically

Disconnect
button

Disconnect PPPoE link by clicking Disconnect
button.

Disconnect

Click Disconnect

Table 3-1 Detailed information of setup WAN port configuration

3.4.2 Setup DMZ1, LAN1 Status

Step 1.

Setup DMZ port

Here we are going to configure the DMZ1
settings. Setup IP Address and IP Subnet
Mask, and determine if you would like to enable
the DHCP Server. And then select Routing
Protocol. Click Apply to finish this setting.

DMZ1 Status [P Alias

BASIC SETUP > DMZ Settings > DMZ1 Status

Leasa time(sec)

DMZ1 TCP/P
P Address[10.1.1254  |P Subnet Mask {255 2662650
DHCP Setup
¥ Enable DHCP Server
P Pool Stating Address [10.111
Prol Size(max size: 253){20_
e CEEEEE

Becondary DNE Server  [0.0.0.0

7200

Rauting F‘mtu:uliNUﬂe =
OZEPF Area |D I

Apply

D-Link
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FIELD DESCRIPTION Range / Format EXAMPLE
IP Address DMZ port IP address IPv4 format 10.1.1.254
IP Subnet Mask DMZ port IP subnet mask netmask format 255.255.255.0
Enable DHCP Server Enable DMZ port of the DHCP Sever. Enable/Disable Enabled
IPv4 format in the
IP Pool Starting Address | Specify the starting address of the DHCP IP address. DMZ address 10.1.1.1
range
Pool Size(max size: 253) | Specify the numbers of the DHCP IP address. 1~253 20
Primary DNS Server _SpeC|fy t[he Primary DNS Server IP address of the DHCP IPv4 format 10.1.1.254
information.
Secondary DNS Server _Spemfy t_he Secondary DNS Server IP address of the DHCP IPv4 format 0.0.0.0
information.
Lease time(sec) Specify DHCP information lease time. greater than 0 7200
None / RIPv1in/
Determine to enable the dynamic routing protocol (RIP), to | RIPv1in+out/
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received or not. RIPv2In+out /
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number. digit string (Max N/A
9 bits)
Table 3-2 Configure DMZ network settings
Step 2.  Setup LAN port BASIC SETUP > LAN Settings > LAN1 Status
Here we are going to configure the LAN1 settings. | [LAN1 Status LANZ Status| _IP Alias
Setup IP Address and IP Subnet Mask, and LANT TCR/IP
determine if you would like to enable the DHCP IP Address |192.168.40.254 IP Subnet Mask 255 255.255.0
Server. And then select Routing Protocol. Click
Apply to finish this setting. LR E
[JEnable DHCP Server
IP Pool Starting Address |192.168.40.100
Note, when changing the LAN IP, your Pool Size(rmax size: 263) [20
configuration may be disconnected. You may Fiimary DNS Server T
need to reconfigure the Firewall, such as Firewall Secondary DNS Sener 10,000
objects, IP/MAC Binding, Authentication Exempt Lesse fims(sec) e
Host, Virtual Server rules, IPSec/L2TP/PPTP
VPN rules, and Remote Mgmt Settings. Routing Protocal | More v
OSPF Area ID
FIELD DESCRIPTION Range / Format EXAMPLE
IP Address LANZ1 port IP address. IPv4 format 192.168.40.254
IP Subnet Mask LANZ1 port IP subnet mask. netmask format 255.255.255.0
Enable DHCP Server Enable LAN1 port of the DHCP Sever. Enable/Disable Enabled
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IPv4 format in the
IP Pool Starting Address | Specify the starting address of the DHCP IP address. LANL1 address 192.168.40.100
range
Pool Size(max size: 253) | Specify the numbers of the DHCP IP address. 1~253 20
Primary DNS Server Specify the Primary DNS Server IP address of the DHCP | o 1 ¢ 192.168.40.254
information.
Secondary DNS Server _SpeC|fy t_he Secondary DNS Server IP address of the DHCP IPv4 format 0.0.0.0
information.
Lease time(sec) Specify DHCP information lease time. greater than 0 7200
None / RIPvlIn/
Determine to enable the dynamic routing protocol (RIP), to | RIPv1in+out/
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received. RIPv2In+out /
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number. digit string (Max N/A
9 bits)

Table 3-3 Configure LAN network settings

> What is the difference between LAN and DMZ area in the DFL-15007?

Feature

Area
LAN

DMZ

usage method

Placing the client PCs.

Placing the server PCs.

firewall rule

LAN to DMZ default is forward.

DMZ to LAN default is block.

Authentication

Have restriction

No restriction

Web filter

Have restriction

No restriction

SMTP/ POP3/FTP filter

Have restriction

No restriction

IP/MAC binding

Have restriction

No restriction

Table 3-4 The differences between LAN and DMZ area

3.4.3 Setup WANL IP alias

Step 1.

Add WANL1 IP alias

IP Alias

BASIC SETUP > WAN Settings > IP Alias > Add

Suppose you apply 8 IP addresses from ISP. The
range of the ISP-given IP address is from
61.2.1.0 to 61.2.1.7. Now you would like to add
three WAN1 IP aliases. Select WAN1 in the
Interface field. Enter the IP alias and Netmask
with 61.2.1.2/255.255.255.248. Key in 3 into the
Alias size field. And then click Apply.

Notice : It's the same way to set IP alias in DMZ or
LAN.

WANTIP | WANZ IP

[P Alias-=add Wk Alias

Interface: rmi]
Palissiff1212
Netmask: !m
Alias size: ;3_ {max size 60)

Bk | Ay |

D-Link
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FIELD DESCRIPTION Range / Format EXAMPLE
Interface The interface which we set for the IP alias WAN interfaces WANL1
IP alias The alias IP address IPv4 format 61.2.1.2
Netmask The netmask of the IP alias netmask format 255.255.255.248
Alias size The size of IP alias address Max 60 3
Table 3-5 Add a IP alias record
Step 2.  Edit, Delete IP alias record BASIC SETUP > WAN Settings > IP Alias
You can easily add, edit, or delete IP alias | | WANLIE | waNziP [P Alias
records by the Add, Edit, or Delete button.
# Interface Aliases Netmask
O 1 WAN1 61.2.1.2 255.255.255.248
@ 2 WAN1 61.2.1.3 255.255.255.248
@ 3 WAN1 61.2.1.4 255.255.255.248
4
5
6
T
8
9
10
Add ” Edit ]l Delete
FIELD DESCRIPTION EXAMPLE
Prev. Page If there are more than one IP alias pages, you can press Prev. Page to N/A
back to the previous page.
Add Insert a new IP alias record. N/A
Edit Edit the properties of the existent record. N/A
Delete Delete the indicated record. N/A
Next Page If there are more than one action records, you can press Next Page to go N/A
to the next page.

Table 3-6 Show the entered IP alias records
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Step 3.  See the IP alias setting in the
“WANL1 IP” page

After entering the IP alias address, it will
show the result in the “WANL1 IP” page.

Warning: If you select Fixed IP Address as
your WAN link type and set any IP alias, the
previous set IP aliases will disappear when you
try to exchange the WAN link type to other type
such as DHCP or PPPoE.

BASIC SETUP > WAN Settings > WANL1 IP > Fixed IP Address
WANTTPT] WANZ P | 1P Aliss |

265.255.265 248

D-Link
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4.3

Chapter 4
System Tools

This chapter introduces System Management and explains how to implement it.

Demands

Basic configurations for domain name, password, system time, timeout and services.

DDNS: Suppose the DFL-1500’s WAN uses dynamic IP but needs a fixed host name. When the IP is changed, it is
necessary to have the DNS record updated accordingly. To use this service, one has to register the account, password, and
the wanted host name with the service provider.

DNS Proxy: Shorten the time of DNS lookup performed by applications.

DHCP Relay: It is to solve the problem that when the DHCP client is not in the same domain with the DHCP server, the
DHCP broadcast will not be received by the server. If the client is in the LAN (192.168.40.X) while the server is located in
the DMZ (10.1.1.4), the server will not receive any broadcast packet from the client.

The System Administrator would like to monitor the device from remote side efficiently.

Suppose our company applies three ISPs, but there are just two default WAN ports in the DFL-1500. You hope to connect
the whole ISP links to the DFL-1500. Note this capability is only valid in the DFL-1500 model.

Objectives
Configure the general properties, such as domain name, password, system time, and connection timeout correctly. Besides,
we can configure the prefered service name as the service name/numeric mapping list.

DDNS: By using the DDNS (Dynamic DNS), the DFL-1500 will send the request for modification of the corresponding
DNS record to the DDNS server after the IP is changed.

DNS Proxy: Reduce the number of DNS requests and the time for DNS lookup.

DHCP Relay: Enable the DHCP client to contact with the DHCP server located in different domain and get the required IP.
Through the SNMP manager, we can easily monitor the device status.

We hope to customize the interface of DFL-1500 to fit our requests.

Methods

Configure the domain name, password, system time, connection timeout and service name.

DDNS: Configure the DFL-1500 so that whenever the IP of the DFL-1500 is changed, it will send requests to the DDNS
server to refresh the DNS record. As the following Figure 4-1 demonstrated, the original DFL-1 has registered WAN1 IP
address “61.2.1.1” on the DDNS server (www.dyndns.org). It’s domain name address is “me.dyndns.org”. If the WAN1 IP
address is reassigned by the ISP, DFL-1 will update the registered IP address “61.2.1.1” as the assigned one. This is the
base mechanism of the DDNS.
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Update - me.dyndns.org

61.2.1.1 (dynamic) WAN1 IP Intemet

PPPoE : 61.2.11

www.dyndns.org
DDNS Server)

\ ISP1

(
S o __ =T

—_——— —

DFL-1500 will refresh the DNS Record with the updated
WANI IP address every period time automatically

Figure 4-1 DDNS mechanism chart

3. DNS Proxy: After activating the DNS proxy mode, the client can set its DNS server to the DFL-1500 (that is, send the
DNS requests to the DFL-1500). The DFL-1500 will then make the enquiry to the DNS server and return the result to the
client. Besides, the caching mechanism performed by the DNS proxy can also help reduce possible duplicate DNS lookups.
As the following Figure 4-2 described. DFL-1 redirects the DNS request from PC1_1 to the real DNS server (140.113.1.1).

DMZ_1
(10.1.1.1~253)

WAN1_IP
e Internet

As a DNS proxy

..... —F %f-{ﬁponse bl —
— — —
5 140,113.1.1
(DNS Server)

(192.168.40.1~253)

Figure 4-2 DNS Proxy mechanism chart

4. DHCP Relay: Activate the DHCP relay mode of DFL-1500 so that the DFL-1500 will become the relay agent and relay the
DHCP broadcast to the configured DHCP server. As the following Figure 4-3 described, DFL-1 redirects the DHCP
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request from the preconfigured port (LANL1) to the real DHCP server (10.1.1.4). Besides, in this diagram, we can find that
the PC of DMZ region communicated with the DHCP server directly.

(10.1.1.1~253)

10.1.1.4

(DHCP Server) Zaipes pﬂggﬂé%u-eft- ----- b
eeeeens __DHCP Response
PC1_1
; : Internet

DHCP Client =" %~

Figure 4-3 DHCP Relay mechanism chart

5. As the following Figure 4-4 demonstrated, there is an embedded snmp agent in the DFL-1500. So you can use SNMP
manager to monitor the DFL-1500 system status, network status ,etc. from either LAN or internet.
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DFL-1
SNMP agent

Internet

SNMP Manager
Figure 4-4 It is efficient to use SNMP Manager to monitor DFL-1500 device
6. We can adjust the DFL-1500 interface in the SYSTEM TOOLS > Admin Settings > Interface in according to our

preference and requirement (3 WAN, 1 DMZ, 1 LAN). As the following Figure 4-5 demonstrated, there are three ISP
connected onto DFL-1500. So we must adjust the interface up to 3 WAN ports to fit the current condition.

DFL-1500

Internet

Figure 4-5 Adjust DFL-1500 interface to fit present situation
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4.4 Steps

4.4.1 General settings

Step 1. General Setup SYSTEM TOOLS > Admin Settings > General

Enter the Host Name as DFL-1, Domain Name General DDNS DNS Proxy DHCP Relay Password | Time/Date | Timeout Interface
as the domain name of your company. Click

Apply. Hast Name | DFL-1
Domain Mame  dlink.com
FIELD DESCRIPTION EXAMPLE
Host Name The host name of the DFL-1500 device DFL-1
Domain Name Fill in the domain name of company dlink.com
Table 4-1 System Tools - General Setup menu
Step 2. Change Password SYSTEM TOOLS > Admin Settings > Password

Enter the current password in the Old Password General DDNS DNS Proxy DHCP Relay P d  Time/Date | Timeout Interface
field. Enter the new password in the New

Pasoword fid. Cldkapply. T —
Corfirm Password [7F47F
Apply
FIELD DESCRIPTION EXAMPLE
Old Password The original password of administrator admin
New Password The new selected password 12345
Confirm Password Double confirm the new selected password 12345

Table 4-2 Enter new password
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Step 3.  Setup Time/Date

Select the Time Zone where you are located.
Enter the nearest NTP time server in the NTP
time server address. Note that your DNS
must be set if the entered address requires
domain name lookup. You can also enter an IP
address instead. Check the Continuously
(every 3 min) update system clock and
click Apply. The DFL-1500 will immediately
update the system time and will periodically
update it. Check the Update system clock
using the time server at boot time and
click Apply if you want to update the clock at
each boot. If you want to manually change the
system time, uncheck the Continuously
(every 3 min) update system clock and
proceed by entering the target date.

SYSTEM TOOLS > Admin Settings > Time/Date

General DDHS DNS Proxy DHCP Relay Password = Time/Date. Timeout Interface

Time zone
I(GMT-H]E.DD) Beijing, Hong Kong, Perth, Singapore, Taipei _:_j

Automatic Time Calibration

WTP tifme semer address [tock. usno ﬂavsf.mll

Iv  Continuously (avery 3 min) update system clock,
™ Update system clock using the time server at boot time

Manual Time Setup
Titne (HH: M B8] 10 iR :1)("

Diate (Y4 YAMMIDD) |2004
Apply |

FIELD

DESCRIPTION EXAMPLE

Time zone

The time zone of your area.

N/A

NTP time server address

Use NTP time server to auto update date/time value

tock.usno.navy.mil

Continuously (every 3 min)

System will update system date/time value every 3 minutes to NTP time

update system clock sever. Enabled
Update system clock using | System will update system date/time value to the NTP time server at boot .

. . . disabled
the time server at boot time | time.
Manual Time Setup Manual setting Time & Date value. N/A

Table 4-3 System Tools — Time Data menu
Step 4. Setup Timeout SYSTEM TOOLS > Admin Settings > Timeout
Select the target timeout (e.g. 10 min) from the General | DDNS | DS Proxy DHCP Relay| Password | Time/Date | Timeout Interface
System Auto Timeout Lifetime. Click the
Apply button. Now the browser will not timeout _ —
for the following 10 minutes after your last |5“ttem s R T |
touching of it. S
FIELD DESCRIPTION EXAMPLE

System Auto Timeout When system is idle for a specified time, system will force the people 10
Lifetime who logins into the system logout automatically.

Table 4-4 System Tools — Timeout menu

D-Link
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4.4.2 DDNS setting

Step 1. Setup DDNS

If the IP address of DFL-1500 WAN port is
dynamic allocated, you may want to have the
Dynamic DNS mechanism to make your partner
always use the same domain name (like xxx.com)
to connect to you. Select a WAN interface to
update the DDNS record. Here we supply some
DDNS Service Providers. Fill in the Host
Name, Username, Password supplied by the
DDNS web site. Please refer to the DDNS web
site for the detailed information. Click Apply to
activate the settings.

Before setting the DDNS information in this page,
please make sure that you have registered an
account in the indicated Service Provider. Then
you can enter the related information in the DDNS

page.

Note: If you choose “WWW.ORAY.NET” as your
DDNS service provider, a default port number
5050 will be shown on the Port field. It means

that if you wuse this port to connect to
WWW.ORAY.NET, it will be free charge.

SYSTEM TOOLS > Admin Settings > DDNS

General DDNS DNS Proxy DHCP Relay Password | Time/Date | Timeout Interface

| ¥ Enahle DDNS for WAN1 |

Interace W

Service Fm?iderm:r_ﬂ
Huost Mare iahc vicp.net

Usemams ohn

=

Oray Server W
= T

Apply I

Password

FIELD DESCRIPTION EXAMPLE
Enable DDNS for WAN1 Enable DDNS feature of DFL-1500. Enabled
Interface Assign which public IP address of interface to the DDNS server. WAN1

Service Provider

The domain address of DDNS server. In the DFL-1500, we provide
WWW.DYNDNS.ORG, WWW.DHS.ORG, WWW.ORAY .NET,
WWW.CHANGEIP.COM, WWW.ADSLDNS.NET,
WWW.NO-IP.COM, WWW.DNS2GO.COM, WWW.3322.0RG,
WWW.88IP.NET, and WWW.HN.ORG websites for your choice.

If you choose WWW.ORAY.NET as DDNS service provider, it would
register the source IP address which is connected to the DDNS server. It
means that the WAN1 IP address must be public address.

WWW.ORAY.NET

Hosthame The registered Hostname in the DDNS server. abc.vicp.net
Username The registered username in the DDNS server. john
Password The registered password in the DDNS server. 123456
ORAY Server The domain of the ORAY server. nsl.oray.net
Port The default port number to connect to WWW.ORAY.NET for free charge 5050

Table 4-5 System Tools — DDNS setting page
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4.4.3 DNS Proxy setting

Step 1.  Setup DNS Proxy

Check the Enable DNS Proxy and click the
Apply to store the settings. From now on, your
LAN/DMZ PCs can use DFL-1500 as their DNS
server, as long as the DNS server for DFL-1500
has been set in its WAN settings.

SYSTEM TOOLS > Admin Settings > DNS Proxy

General DDNS DHS Proxy DHCP Relay Password | Time/Date | Timeout

Interface

v Enable DNS Proxy

Apply

FIELD

DESCRIPTION

EXAMPLE

Enable DNS Proxy

When the host which resides at the LAN/DMZ region sends a DNS
Request to the DNS server (DFL-1500), DFL-1500 will request for
forwarding it to the assigned DNS server. When there is a response from
assigned DNS server, then DFL-1500 will forward it back to the host of
the LAN/DMZ.

Enabled

Table 4-6 System Tools — DNS Proxy menu

4.4.4 DHCP Relay setting

Step 1. Setup DHCP Relay

Check the Enable DHCP Relay. Enter the IP
address of your DHCP server. Here we enter the
DHCP Server address 10.1.1.4. Check the
relay domain of DFL-1500 that needs to be
relayed. Namely, check the one where the DHCP
clients are located. And click the Apply button
finally.

Notice, the DHCP Server can not be located with
the subnet range of Relay Domain.

SYSTEM TOOLS > Admin Settings > DHCP Relay

General DDNS DNS Proxy DHCP Relay Password | Time/Date | Timeout

Interface

| © Enable DHCP Relay |

DHCP Sewer [10.1.1.4

Relay Domain
I DMZ] (Port3)
¥ LAN] (Portd)
" LAN2 (Port5)

Apply |

FIELD

DESCRIPTION

EXAMPLE

Enable DHCP Relay

When the host of the LAN/DMZ in the DFL-1500 internal network sends
a DHCP request, DFL-1500 will forward it automatically to the specified
DHCP server (different subnet from the network segment of the DHCP
client).

Enabled

DHCP Server

Current location of the DHCP server.

10.1.14

Relay Domain

The locations of the DHCP clients.

Enable LAN1

Table 4-7 System Tools — DHCP Relay menu

D-Link
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4.4.5 SNMP Control

Step 1. Setup SNMP Control SYSTEM TOOLS > SNMP Control

Through setting the related information in this SHMP

page, we can use SNMP manager to monitor the [ Enable SNMP

system status, network status of DFL-1500.
System Name - DFL-1.dlink.com
System Location Office
Contact Infa s
Get community Jpublic-ro
Set community !Dfﬂ\'a'ﬁ“fw
Trusted hosts !192.168‘1.5
Trap commuity {fap-comm
Trap destination |192.168.1.5

Apply

FIELD DESCRIPTION EXAMPLE
Enable SNMP Enable the SNMP function. Enabled
System Name The device name of DFL-1500. DFL-1.dlink.com
System Location The settled location of DFL-1500. Office
Contact Info The person who takes charge of the DFL-1500. mis
. The community which can get the SNMP information. Here .
Get community « o LY public-ro
community” is something like password.
. The community which can set the SNMP information. Here “community” .
Set community . R private-rw
is something like password.
Trusted hosts The IP address which can get or set community from the DFL-1500. 192.168.1.5
. The community which will send SNMP trap. Here “community” is
Trap community A trap-comm
something like password.
Trap destination The IP address which will send SNMP trap from the DFL-1500. 192.168.1.5

Table 4-8 SNMP Settings
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4.4.6 Change DFL-1500 interface

Step 1. Change Interface definition SYSTEM TOOLS > Admin Settings > Interface
DFL-1500 interfaces by default are 2 WAN ports,
1 DMZ port and 2 LAN ports. In Order to f|t our Engra] S DN ty (I 3 Passwurd Time.-’Date Timeuut |Sewices

requirement, we change the interfaces to 3 WANs
(portl~3), 1 DMZ (port4), 1 LAN (port5). And then
Click Apply button to reboot DFL-1500. Note that
the DMZ and LAN port IP addresses are going to
be 10.1.1.254 and 192.168.1.254 after device
reboots. Besides, there should be at least one
WAN port and one LAN port existing in the
DFL-1500. You are not allowed to casually
change the interface to the state which has no
LAN port or WAN port.

FIELD DESCRIPTION EXAMPLE

Portl : WAN

You can specify WAN / LAN / DMZ for each port by your preference. Port2 : WAN

Portl ~ Port5 However, there must be one WAN and one LAN interface existing in the Port3 : WAN
DFL-1500. Port4 : DMZ

Port5 : LAN

Table 4-9 Change the DFL-1500 interface setting
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Chapter 5
Remote Management

This chapter introduces remote management and explains how to implement it.

5.1 Demands

Administrators may want to manage the DFL-1500 remotely from any PC in LAN_1 with HTTP at port 8080, and from WAN_PC
with TELNET. In addition, the DFL-1500 may be more secure if monitored by a trusted host (PC1_1). What is more, the DFL-1500
should not respond to ping to hide itself. The remote management function in DFL-1500 devices is implemented by hidden Firewall
rules.

5.2 Methods
1. Only allow management by WAN_PC (140.2.5.1) at the WANL side.
2. Administrators can use browsers to connect to http://192.168.40.254:8080 for management.
3. Allow SNMP monitoring by PC1_1 (192.168.40.1) at the LAN1 side.
4. Do not respond to ICMP ECHO packets at the WANL side.

DMZ1_IP
10.1.1.254

WAN1_IP

8121, Internet

A

140251
Remote Manager

LAN1_IP
192.168.40.254

Figure 5-1 Some management methods of DFL-1500

5.3 Remote Management Access Methods

Configuring management access for an interface connected to the Internet allows remote administration of the DFL-1500 unit from
any location on the Internet. Allowing management access from the Internet could compromise the security of your DFL-1500 unit.
You should avoid allowing management access for an interface connected to the Internet unless this is required for your
configuration. To improve the security of a DFL-1500 unit that allows remote management from the Internet, add secure
administrative user passwords, change these passwords regularly, and only enable secure management access using HTTPS or SSH.

Remote Management Definition
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Access methods

Telnet

Telnet is a protocol for remote computing on the Internet. It allows a computer to act as a remote
terminal on another machine, anywhere on the Internet. This means that when you telnet to a
particular host and port, the remote computer (which must have a telnet server) accepts input directly
from your computer (which must have a telnet client) and output for your session is directed to your
screen. There are many library and information resources that are accessible through telnet.

SSH

Secure Shell (SSH), sometimes known as Secure Socket Shell, is a UNIX-based command interface
and protocol for securely getting access to a remote computer. It is widely used by network
administrators to control Web and other kinds of servers remotely. SSH is actually a suite of three
utilities - slogin, ssh, and scp - that are secure versions of the earlier UNIX utilities, rlogin, rsh, and
rcp. SSH commands are encrypted and secure in several ways. Both ends of the client/server
connection are authenticated using a digital certificate, and passwords are protected by being
encrypted. SSH uses RSA public key cryptography for both connection and authentication.
Encryption algorithms include Blowfish, DES, and IDEA. IDEA is the default.

WWW

World Wide Web. Two meanings - First, loosely used: the whole constellation of resources that can
be accessed using Gopher, FTP, HTTP, telnet, USENET, WAIS and some other tools. Second, the
universe of hypertext servers (HTTP servers) which are the servers that allow text, graphics, sound
files, etc. to be mixed together.

WWW allows HTTP connections to the web-based manager through the selected interface. HTTP
connections are not secure and can be intercepted by a third party.

HTTPS

HyperText Transfer Protocol Secure. A secure protocol for sending information back and forth over
the Internet. The HTTPS protocol most frequently relies on the SSL (Secure Socket Layer)
encryption system but others such as TLS (Transport layer security) are also available.

SNMP

Simple Network Management Protocol; a standard for gathering statistical data about network traffic
and the behavior of network components; SNMP uses management information bases (MIBs),
which define what information is available from any manageable network device.

MISC

ICMP is an acronym for Internet Control Message Protocol. An ICMP is the standard error and
control message protocol for Internet systems. The most well known use of ICMP messages is the
Echo Request, Echo Reply sequence used by ping.

Table 5-1 Definition of the Remote Management Methods

The priority of the login methods to configure the DFL-1500 is described as the following Table 5-2..

Priority | Login Method Description
If you login using console method, then anyone else won’t configure DFL-1500 afterward. For the
1 Console .
CLI commands of console, please refer Appendix A.
SSH You can login DFL-1500 using SSH or telnet method multiple times remotely. This is useful while
2 | you are trying to debug the network problem using the CLI commands “tcpdump”. The priority of
Telnet SSH is equal with telnet method. For the CLI commands of SSH/Telnet, please refer Appendix A.
HTTPS . . .
3 The priority of HTTPS is equal with HTTP.
HTTP

Table 5-2 Priorities of login method

D-Link
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5.4 Steps

5.4.1 Telnet

Step 1. Setup Telnet SYSTEM TOOLS > Remote Mgt. > TELNET

Enter 23 instead of the default 2323 in the | | TELNET | ssu | www | WITPs | Snwp | misc
Server Port field. Check the WAN1 checkbox.

Click the Selected of Secure Client IP e B

Address, and then enter the specified 1P Allow Agsess to IP o patt 7 WAL T WANZ ™ DMZ] T LANT T LANZ
address  (140.2.5.1) for  accessing B R e COAl @ sslected 0251
DFL-1500. And click the Apply. T

5.4.2 SSH

Step1l. Setup SSH SYSTEM TOOLS > Remote Mgt. > SSH

Enter 22 in the Server Port field. Check the TELNET SSH W HITPS SHMP MISC
LAN1/LAN2 checkbox. Click the ALL of Secure
Client IP Address for accessing DFL-1500.

. Server Port 2
And click the Apply. Allow Assess 1o 1P o port RFATT I WANZT DMZ] P 1AW & LAND
Secure Client IP Addrese Al Selested [1000
Apply
5.4.3 WWW
Step 1. Setup WWW SYSTEM TOOLS > Remote Mgt. > WWW
Check the LAN1 checkbox, and enter the new TELNET SSH Www HTTPS SHMP MISC
Server Port 8080 that will be accessed by the
user’'s browser (http://192.168.40.254:8080). In o o

the Secure Client IP Address field, we select the Al R i 1P am i FIWAN1 [TWAN2 [(DMZ1 FILAN] FILAL2
specified IP address “192.168.40.2". And click the Secure Client IP Address O3 Al ) Selected |192.168.40.2

Apply button.

Note that the Secure Client IP Address is the
IP address which can be used to configure
DFL-1500.

| Microsoft Internet Explozer

9 Warning! If wou are conmecting to thiz Firewall with W R, this aption meay disonnect your sesdon. Pleas remember
‘_c-(/ the settings and reconnect to the Firewall again.
e o sure to apply this action?

L

v Warning message

If you click the Selected of Secure Client IP Address and then enter the specified IP address which is not the same as current
login IP address, a warning message will appear to notice you that “Warning! If you are connecting to this Firewall with WWW, this
action may disconnect your session. Please remember the settings and reconnect to the firewall again.” after applying the settings.

53




Part I1
Basic Configuration

5.4.4 HTTPS

Step 1. Setup HTTPS

Check the WAN1/LAN1/LAN2 checkbox, and
enter the new Server Port 443 that will be
accessed by the user’'s browser
(https://192.168.40.254). Here we click A1 for all
no IP range limitation of clients. And click the
Apply button.

SYSTEM TOOLS > Remote Mgt. > HTTPS

WU

TELNET

545 SNMP

Step 1.  Setup SNMP

Check the LAN1/LAN2 checkbox. In the Secure
Client Address field. If you prefer indicated
specified IP address. Just click the Selected,
and enter the valid IP address for reading the
SNMP MIBs at the DFL-1500. Finally click the
Apply button.

SYSTEM TOOLS > Remote Mgt. > SNMP

TELNET

5.4.6 ICMP

Step 1. Setup ICMP

Uncheck the WAN1 checkbox and make others
checked. Then click the Apply button.

SYSTEM TOOLS > Remote Mgt. > MISC

D-Link
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Chapter 6
Authentication

This chapter introduces user authentication and explains how to implement it.

6.1 Demands

DFL-1500 VPN/Firewall Router supports user authentication against the internal user database, a RADIUS server or a LDAP server.
You can create a user account by adding username and password to the internal database to grant the user an access to Internet, etc.
Alternatively, you may input the IP address of a Radius server to let users to be authenticated using the server database.

6.2 Methods

To pass any of these authentications the user must use a browser. An authentication fail results to the complete inability to access
both WAN and LAN resources. To avoid the authentication, there are two options: a) to route a service through DMZ interface,
which is designed for this; or b) to add a chosen PC IP address to the Exempt Host list. For instance,

1. If PCs under LAN interfaces cannot pass the authentication, they will not be allowed to access WAN, LAN and DMZ
resources.

2. If PCs like servers are located under DMZ, the authentication is not necessary.
3. If you put a server under LAN, you have to add its IP address to the Exempt Host list in order to access its resources.

There are four steps to configure the authentication:
1. Setting authentication timeout.
2. Configuring the Authentication Type.
3. Configuring the Authentication Setting.
4. Configuring the Exempt Host.

6.3 Steps

6.3.1 Local Setting

Step 1. Enable Authentication Basic Setup > Authentication > Authentication

Check the Enable Authentication checkbox. | AuthenticationExempt Host
Set Authentication timeout to control how long
authenticated firewall connections are valid.
Select the Authentication Type.

¥ Enable Authentication

Timeaut(min) 50
Authentication Type ™ Local " Popd(s) © Imaps) © Radius © LDAP
LOCAL Setting L
lsername: |susan
Pasgword: [©
tom Add
Dielate
Apaly I
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Step 2. Configure Local Settings

Enter the Username and Password, and then
click Add to add it to user’s list. If you would like to
delete a user, just click that username and then
click Delete to remove it. Click Apply to finish the
settings.

Basic Setup > Authentication > Authentication > Local

Step 3.  Show the Authentication

After applying Local setting, there will be an
Authentication dialog to ask you to enter the
Username and Password when you would like
to connect to the internet. And then click Login.

Step 4. Show the time left

When you pass the authentication, a message
box will appear to tell you how long the
connection will remain.

6.3.2 Pop3(s) Setting

Step 1. Configure Pop3(s) Settings

Click Authentication Type as Pop3(s).
Enter Server IP and Server Port. Check the
Encryption as SSL if the server port is 995
(PoP3s). Click Apply to store the settings.

FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the POP3(s) server. 10.1.1.1
D-Link 56
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Server Port The port which the data goes into or out of the POP3(s) server. For instance, | 110
POP3 service uses port 110 and POP3s service uses port 995.
Encryption is the process of changing data into a form that can be read only by | Disabled
the intended receiver. Secured Sockets Layer is a protocol that transmits your
Encrvotion communications over the Internet in an encrypted form. It ensures that the
yp information is sent, unchanged, only to the server you intended to send it to.
Therefore, if you use port 995 (POP3s) as your server port, you have to check
SSL checkbox.
Table 6-1 POP3(s) Settings
6.3.3 Imap(s) Setting
Step 1. Configure Imap(s) Settings Basic Setup > Authentication > Authentication > Imap(s)
Click Authentication Type as Imap(s). | AuthenticationExemptHost
Enter Server IP and Server Port. Check the o L
Encryption as SSL. Click Apply to store the Lt et b
settings. Note, if you enter server port as 143 ‘ .
(IMAP), don't check the SSL checkbox. Iimecbny E :
Authertication Type  Local C Pop3(s] * Imapis) C Radius C LOAP
IMAP Setting Server [P fi0.1.11
Server Porl 1993
Encryption v 8sL
HApply I
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the IMAP(s) server. 10.1.1.1
Server Port The port which the data goes into or out of the IMAP(s) server. For instance, | 993
IMAP service uses port 143 and IMAPS service uses port 993.
Encryption is the process of changing data into a form that can be read only by | SSL

Encryption

the intended receiver. Secured Sockets Layer (SSL) is a protocol that transmits
your communications over the Internet in an encrypted form. It ensures that the
information is sent, unchanged, only to the server you intended to send it to.
Therefore, if you use port 993 (IMAPS) as your server port, you have to check
SSL checkbox.

Table 6-2 IMAP(s) Settings
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6.3.4 Radius Setting

Step 1. Configure Radius Settings

If you have configured RADIUS support and a
user is required to authenticate using a RADIUS
server, the DFL-1500 then will contact the
RADIUS server for authentication.

Basic Setup > Authentication > Authentication > Radius

Authentication Exempt Host

¥ Enahle Authentication

. - - - Titneout(rmin) B0
Click Authentication Type as Radius. Enter Siertelon Tye T T el = Ve v e
Server [IP/Server Port and enter the RADILS Seting . ETT—
RADIUS Server Secret. Click Apply to store ' i -
. Senver Port !1812
the settings.
Secret iwall
Apply
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the RADIUS server. 192.168.40.60
Server Port The port which the data goes into or out of the RADIUS server. 1812
Secret is the encryption key used by RADIUS to send authentication | wall

Secret . .
information over a network.

6.3.5 LDAP Setting

Table 6-3 RADIUS Settings

Step 1. Configure LDAP Settings

If you have configured LDAP support and a user
is required to authenticate using a LDAP server,
the DFL-1500 will then contact the LDAP server
for authentication. To authenticate with the

Basic Setup > Authentication > Authentication > LDAP

Authentication Exempt Host

¥ Enable Authentication

DFL-1500, the user enters a username and Titneout{min [e0

password. The DFL-1500 sends this user name Alithentication Type: C Local © Pop3(s) O Imap(s) O Radius ¢ LDAP

and password to the LDAP server. If the LDAP LDAP Setting Server |P fioz1saa066

server can authenticate the user, the user is e m

successfully authenticated with the DFL-1500. i - '

Click Authentication Type as LDAP. Enter Apply

LDAP Server |IP and then enter the

distinguished name (Base DN) used to look up

entries on the LDAP server. For example, you

can use the Base DN like ou=people,

dc=yourcompany,dc=com,dc=tw where ou is

organization unit and dc is domain component.

Enter the common name identifier in the UID

field. Note that UID (it may be named as cn) is

the field name in LDAP server. Please refer to

Table 6-4 for details.
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the LDAP server. 192.168.40.66
Base DN The distinguished name used to look up entries on the LDAP server. For | ou=people,dc=yourcompany,

example: dc=com,dc=tw

D-Link
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In OpenLDAP:

entryl: uid=mary,ou=people,dc= yourcompay,dc=com
entry2: uid=jack,ou=people,dc= yourcompay,dc=com
Base DN: ou=people,dc=yourcompany,dc=com

UID : uid

In Windows AD (special case):

entryl: cn=mary,dc= yourcompay,dc=com
entry2: cn=jack ,dc= yourcompay,dc=com
Base DN: cn=Users,dc=yourcompany,dc=com
UID: cn

UID is the field name and used to look up entries on LDAP server. Please | uid

uib refer to the above description.

Table 6-4 LDAP Settings

6.3.6 Exempt Host

Step 1. Configuring the Exempt Host Basic Setup > Authentication > Exempt Host
Enter the exempt host 1P Address, and click Authentication Exempt Host

Add to add an IP address. When enabling
authentication, the chosen PC IP address will
pass the authentication.

When enable Authentication, it will pass Authentication with following IP hosts:

IP Address: [rorrt {Ex: 127.0.0.1)
TELI6R.171 Aad
Deiete
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Chapter 7
NAT

This chapter introduces NAT and explains how to implement it in DFL-1500.

To facilitate the explanation on how DFL-1500 implements NAT and how to use it, we zoom in the left part of Figure 1-10
into Figure 7-1.

7.1 Demands

1. The number of public IP address allocated to each Internet subscribers is often very limited compared to the number of PCs
in the LAN1. Additionally, public-IP hosts are directly exposed to the Internet and have more chances to be cracked by
intruders. As the Figure 7-1 illustrated, you hope all the pcs located at LAN1 and DMZ1 can connect internet through
limited IP address (61.2.1.1).

Organization_1
(Private LANSs)

DMZ_1
(10.1.1.1~253)

L
LAN1_IP
192.168.40.254

P11
192.166.40.1 DHCP Client

Figure 7-1 All the internal PCs can connect internet through limited WAN IP address by using NAT technology

2. Internet servers provided by your company may open many ports by default that may be dangerous if exposed to the public
Internet. As the Figure 7-2 illustrated, we make the real servers hide behind the DFL-1500. And all the internet clients can
still access the service of servers.
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Organization_1
(Private LANSs)

DMZ_1
(10.1.1.1~253)

DMZ1_IP
10.1.1.254

Fe
LAN1_IP
192.168.40.254

Internet Client

Figure 7-2 Internet clients can access the server behind the DFL-1500

7.2 Objectives
1. LetPC1l 1~PC1 5 connect to the Internet.

As the Figure 7-2 illustrated, the clients will connect to the DFL-1500. Then DFL-1500 will forward the packet to the real

server. So FTPServerl (10.1.1.5) will be accessed by other Internet users.

7.3 Methods

1. Assign private IP addresses to the PC1_1~PC1_5. Setup NAT at DFL-1500 to map those assigned private hosts under

LANZ to the public IP address WAN_IP at the WANL side.

2. Assign a private IP address to the FTPServerl. Setup Virtual Server at DFL-1500 to redirect “any connections towards

some port of WAN1" to the port 21 at the FTPServerl.
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Intranet

DMZ_1
(10.1.1.1/24)

r rect o FTP Server 10.1.1.5 : 21

DFL 1 K

=

Internet

— -= ‘
N
FTP request + port:d4444

Figure 7-3 DFL-1500 plays the role as Virtual Server

61.2.1.1 : 44444

As the above Figure 7-3 illustrates, the server 10.1.1.5 provides FTP service. But it is located at the DMZ region behind
DFL-1500. And DFL-1500 will act as a Virtual Server role which redirects the packets to the real server 10.1.1.5. And you
can announce to the internet users that there exists a ftp server IP/port is 61.2.1.1/44444. So, all the internet users will
just connect the 61.2.1.1/44444 to get ftp service.

The feature of Virtual Server can only be available while DFL-1500 connects to the internet via DEFAULT WAN
link.

7.4 Steps

7.4.1 Setup Many-to-one NAT rules

Step 1. Enable NAT ADVANCED SETTINGS > NAT > Status

Select the Basic from the list of Network

Address Translation Mode. Click Apply.
Now the DFL-1500 will automatically set the NAT
rules for LAN/DMZ zones. Namely, all internal
networks can establish connections to the outside
world if the WAN settings are correct.
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FIELD DESCRIPTION Range / Format EXAMPLE
Determine what NAT type you are using in your network | None/
Network Address ine w ype you using n you W . .
) topology. Basic / Basic
Translation Mode . L .
Refer more information in the section 7.5.5. Full Feature

BUTTON DESCRIPTION

Reset NAT Rules

Reset NAT rules to the default status

Reset Server Rules

Clear all the Virtual Server rules.

Apply

Apply the settings which have been configured.

Table 7-1 Determine Network Address Translation Mode

Step 2. Check NAT Rules

As described in the previous sections, the
DFL-1500 has set the rules for the LAN/DMZ
zones. They all belong to the Many-to-One
(M-1) type that will map many private addresses
to the automatically chosen public IP address.
When the WAN interfaces change the IP, these
rules do not require any manual modifications for
the changed public IP addresses. The rules will
reload the new settings automatically. Besides,
you cannot insert/edit any rules under the Basic
mode.

ADVANCED SETTINGS > NAT > NAT Rules

Virtual

NAT Rules
Servers

Status

MNAT-=Edit Rules

Packets are top-town matched by the rules.

 tem | Staws | Condtion | Acon |

# Active Name Direction Source IP Address Translate Src IP into Type
1 i Basic-DmZ1 LAMDRME to AN 10.1.1.264i265.265.255.0 Auta (device ¥AN P b1
2 a Basic-LANZ LAMIDRME to AN 192168 2.254/265.2556.255.0 Auto (device YWAN FY ff-1
Fi 7 Basic-LAMN1 LAMIDRZ to AN 192.168.40.254/255.255.255.0 Auto (device YMAN Py It-1

Page 11

Step 3. Switch the NAT Mode

Select the Full Feature from the list of
Network Address Translation Mode. Click
Apply. After applying the setting, the page will
highlight a warning saying that the rules are no
more automatically maintained by the DFL-1500.
If you change the LAN/DMZ IP settings, you have
to manually update related rules by yourself.
Otherwise, hosts in your LAN/DMZ cannot
establish connections to the hosts in the WAN
side.

ADVANCED SETTINGS > NAT > Status

Virtual
Servers

| Network Address Translation Moda_lFLl“ Feature * |

Status NAT Rules

Metwork Address Translation (MAT) translates the IP/part for : - : _ :

1. Internal-to-External traffic: map the conditioned internal IPs/ports into the specified external IPs/ports.
Reset NAT rules

2. External-to-Intemnal traffic: map the conditioned external IPs/ports into the specified internal IPs‘ports.
Reset Senver rules

hodes:

1. Morre: The DEL-1600 15 in rauting mode without pedorming any address transtation,

2. Basic; The DFL-1500 automatically perfarms Many-to:One NAT for all LAN/DMZ subnet [P ranges

3. Full Feature: The DFL-1600 gerforms routing and NAT simultaneously. It performs several kinds of MAT on the
conditioned |P subnet, whila performing routing on other [P subnets,

Note: In Full-Feature mode NAT, if you modify LAN/DMZ address settings, you must manually recenfigure the
NAT rules by yourseif.

Total Configured NAT Rules: 2
Yacant AT Rules: 157

Total Configured Server Rules: {i
Vacant Server Rules: 200

Apply

D-Link

64




DFL-900/1500 User Manual

Chapter 7

NAT
Step 4. Customize NAT Rules ADVANCED SETTINGS > NAT > NAT Rules
In the full-feature mode, the rules can be further Status | NATRules S"e'lf‘%j's
customized. Incoming packets from LAN/DMZ _
zones are top-down matched by the NAT rules. i
Namely, NAT implements first match. Select the | Packetsaretop-down matched by the rules.
rule item that you want to do with: insert a new | | I I Oy = 7 N I T
rule before |t, delete It, move it before the # Name Direction Source IP Address Translate Src IP into Type
. . = 1 Basic-DZ1 LAM/DME to WA 10.1.1.254/355.255.265.0 Auto (device WAN IP) -1
list-box chosen item. = -
@ [ Basic-LANZ LAM/DME to WA 192168.2.254/255 255.255.0 Auto (device WARN IP) fd-1
® | Basic-LAN1 LAMIDME to Wan 192.168.40. 2541255 255.255.0 Auta (device WAR IP) hd-1
Page 1/1
Tnsext ][ Edit ][ Dielete I[ Move Before 18
Step 5. Insert NAT Rule
Step 5.a — Insert an Many-to-One ADVANCED SETTINGS > NAT > NAT Rules > Insert
Ru I e Status NAT Rules ;I;rtﬁls
As described in the above, Many-to-0One NAT is
the default NAT rule type in the Basic mode. If el e
you have other alias LAN/DMZ subnets, you can Insert 4 new LAN/DMZ:to-WAN NAT rule
manually add a Many-to-One NAT rule for them.
First select the Type as Many-to-One, check the 7/ Activate this ruls
Activate this rule, enter a Rule name for __Rule name: [Rue
this rule, enter the private-IP subnet (an IP
. :[152166400 | Netmask:[55.255.2850
address with a netmask) to be translated, and
enter the public 1P address for being translated pelMarytoOne 5]
into. You can check the Auto choose IP from Traninies See 19 12 Aoy RO OaiE ORT AR potts
WAN ports. The DFL-1500 will automatically e B
determine which WAN IP is to be translated into. '
Bk | Arrly
FIELD DESCRIPTION Range / Format EXAMPLE
S Activate this rule | Activate the NAT rule. Enabled / Disabled Enabled
tatus
Rule name The NAT rule name. text string Rule
diti Source IP / Compared with the incoming packets, whether ; 192.168.40.0 /
Condition Netmask Source IP/Netmask is matched or not. Al L 255 2559550
Many-to-One /
. .. | Many-to-Many /
Tvpe Determine what NAT method you are using in One-to-One / Many-to-One
yp the specified NAT rule. ne-to-Une
One-to-One
. (bidirectional)
Action
Translated Src IP . .
(Auto choose IP Only work in Many-to-One type, the public IP Enabled / Disabled Enabled
address will be assigned by the default wan link.
from WAN ports)
We must specify IP address / Netmask to all
Space / Netmask NAT type except Many-to-One type. IPv4 format N/A

Table 7-2 Add a NAT rule
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Step 5.b —
Rule

If your ISP has assigned a range of public IP to
your company, you can tell DFL-1500 to translate
the private IP addresses into the pool of public IP
addresses. The DFL-1500 will use the first public
IP until DFL-1500 uses up all source ports for the
public IP. DFL-1500 will then choose the second
public IP from the address pool. Select
Many-to-Many from the Type. Enter the subnet
with an IP address and a netmask. Other fields
are the same with those of Many-to-One rules.
However, the DFL-1500 will no longer choose the
device IP for you. It will choose the IP from the
address pool you have entered.

Insert an Many-to-Many

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Virtual

MAT Rules
Severs

Status

MNAT->Edit Rules->Insert

Insert a new LAN/DMZ-to WAN NAT rule

Status
¥ Activate this rule

Rule name: |Fule

Condition

Source IP:[192 168400 Netmask: [255.255 255.0
Type: | Many-to-Many 'I

Translated SrcIP: [ Auto choose IP from WAN ports

B 211 Netmask: [255 255 285 252

Bk |

Action

Aly |

Step 5.c — Insert an One-to-One Rule

Though you may have many public IP address for
translation, you may want to make some private
IP to always use a public IP. In this case, you can
select One-to-0One from the Type, and enter the
private-public IP address pair in the Source 1P
and the Translated Source IP fields.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Virtual

NAT Rules
Servers

Status

MNAT-=Edit Rules-»Insert

Insert a new LAN/DMZ-to WAN NAT rule
Status
v Activate this rule
Rule name: !Rule

Condition

;:-: ‘
(]
i)
m

Source IP: {192 168 40.0 Netmask:

Type: IOne-to-Ome =
Translated SrcIP: T~ Auto choose IP from WAN ports

51.2.1.1 Netmask: |25

Back |

Step 5.d — Insert a One-to-One
(Bidirectional) Rule

The above three modes allow LAN/DMZ-to-WAN
sessions establishment but do not allow
WAN-to-LAN/DMZ sessions. WAN-to-LAN/DMZ
sessions are allowed by Virtual Server rules. You
can make the One-to-One NAT in the above to
incorporate the WAN-to-LAN/DMZ feature by
selecting the One-to-One (Bidirectional)
from the Type. Note that WAN-to-LAN/DMZ traffic
will be blocked by the Firewall by default. You
have to add a Firewall rule to allow such traffic. If
you expect a LAN/DMZ host to be fully accessed
by public Internet users, use this mode. Note that
this mode is extremely dangerous because the
host is fully exposed to the Internet and may be
cracked. Always use Virtual Server rules first.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Virtual

NAT Rules
Servers

Status

MAT->Edit Rules->|nsart

Insert a new LAN/DMZ 1o \WAN NAT rule

v Activate this rule
Rule name: !R’ulei
Source IP:[192 168400 | Netmaske 200 26 200 26

Type: iOne-tU-Oﬂe (bidirectional) =
Translated SrcIP: I” Auto choose IP from WAN ports
51.2.1.1

Netmask: |-

Bk | Apely

7.4.2 Setup Virtual Server for the FtpServerl

Step 1. Device IP Address

Setup the IP Address and IP Subnet Mask for
the DFL-1500 of the DMZ1 interface.

BASIC SETUP > DMZ Settings > DMZ1 Status

D-Link

66




DFL-900/1500 User Manual

Chapter 7
NAT

Step 2. Client IP Range

Enable the DHCP server if you want to use
DFL-1500 to assign IP addresses to the
computers under DMZ1. Here we make the
DHCP feature enabled.

Step 3.  Apply the Changes
Click Apply to save your settings.

Step 4. Check NAT Status

The default setting of NAT is in Basic Mode.
After applying the Step 3, the NAT s
automatically configured with the rules to let all
private-IP  LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the ISP.

Step 5. Check NAT Rules

The DFL-1500 has added the NAT rules
automatically as right diagram described. The
rule Basic-DMZ1 (hnumber 1) means that, when
matching the condition (requests of
LAN/DMZ-to-WAN direction with its source IP
falling in the range of
10.1.1.254/255.255.255.0), the request will
be translated into a public-source-IP requests,
and then be forwarded to the destinations.

ADVANCED SETTINGS > NAT > NAT Rules

: virtual
Servers

Item Status Condition Action

Step 6.  Setup IP for the FTP Server

Assign an IP of 10.1.1.1/255.255.255.0 to the
FTP server under DMZ1. Assume the FTP Server
is at 10.1.1.5. And it is listening on the well-known
port (21).

N/A
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Step 7.  Setup Server Rules

Insert a virtual server rule by clicking the Insert
button.

ADVANCED SETTINGS > NAT > Virtual Servers

Virtual

Status
Servers

NAT Rules

Yirual Server-=Edit Rules

Packets are top-down matched by the rules.

Active Name Direction Dest. IP Address Service Redirect to through

Page 111

Step 8. Customize the Rule

Customize the rule name as the ftpServer. For
any packets with its destination IP equaling to the
WAN1 IP (61.2.1.1) and destination port
equaling to 44444, ask DFL-1500 to translate the
packet's destination IP/port into 10.1.1.5/21.
Check the Passive FTP client? to maximize
the compatibility of the FTP protocol. This is
useful if you want to provide connectivity to
passive FTP clients. For passive FTP clients, the
server will return them the private IP address and
the port number for them to connect back to do
data transmissions. Since the private IP from
them cannot be routed to our zone, the data
connections will fail. After enabling this feature,
the DFL-1500 will translate the private IP/port into
an IP/port of its own. Thus the problem is
gracefully solved. Click Apply to proceed.

Note after setting the Virtual Server rule, please

ADVANCED SETTINGS > NAT > Virtual Servers > Insert

Virtual

NAT Rules s
Bervers

Status

Yirtual Server->Edit Rules->Insert

Insert a new Virtual Server rule
Status

¥ Activate this rule

Rule name: IﬂpSewer

‘Sessions from Internet cannecting to m
External IP: m—
Service: m
Type & Single © Range
Dest. Port: (14442 |7 Passive FTP clisnt?

Iui;—-

Redirect to internal server under | DMZ1 =
Internal IP: [10.1.1.5

Poit: 121

Back | Apgly

adjust your corresponding firewall/NAT rules
manually. Or the virtual server will work
improperly.
FIELD DESCRIPTION Range / Format EXAMPLE
Stat Activate this rule | Activate the Virtual Server rule. Enabled / Disabled Enabled
atus
Rule name The Virtual Server rule name text string ftpServer
Sessions from S .
Internet Which interface does the connected session WAN interfaces WAN1
. come from?
connecting to
External IP The public IP address of the Virtual Server. IPv4 format 61.2.1.1
Service The service which is provided by the real server. TCP /UDP TCP
Condition Type Port is Single or Range Single / Range Single
Dest Port The TCP/UDP port number which is provided 1 ~65534 44444
by the real server.
If the Passive FTP client is checked, it will
Passive FTP connect to the internal DMZ FTP server of .
client DFL-1500 when FTP client uses passive mode. Enabled / Disabled Enabled
Otherwise, it will not work.
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Redirect to
internal server The subnet which is located the virtual server. L'A;'e\l éo?lz/lz DMZz1
under g
internal 1P The_ IP address which is actually transferred to IPv4 format 10115
. the internal DMZ.
Action
The port number which is actually transferred to
the internal DMZ.
Port If you filled 0 in this field, it means that the real 0 ~ 65534 21
connected port is the same as the translated
destination port.
Table 7-3 Add a Virtual Server rule
Step 9. View the Result ADVANCED SETTINGS > NAT > Virtual Servers

Now any request towards the DFL-1500's WAN1 Status | NATRues | el
IP (61.2.1.1) with port 44444 will be translated

into a request towards 10.1.1.5 with port 21,
and then be forwarded to the 10.1.1.5. The | Packetsaretop-downmatched bythe rules.

Virtual Server-=Edit Rules

FTP server listening at port 21 in 10.1.1.5 will | | EE I I = 7 R =" R
. # Active Name Direction Dest. IP Address Senvice Redirect to through
pick up the request. :
) 1 il fnEerver From WAN1 61.2.1.1/255.265.255.255 TCP 44444 10.1.1.5:21 Dz
Page 11
Tnsert ][ Edit ” Delete ][ MoveBefore: |1

7.5 NAT modes introduction

7.5.1 Many-to-One type

| Conl. 192.168.40.1:2933 > 61.2.1.1:2933 |

_..—-—-«-—-..h,

__1:;;:5553ISP]

| Con2.192.168.40.100:7896 > 61.2.1.1:7896 |

Cpaiuniamy WANT_IP
) 61.2.1.1

The IP address of Connection| is changed to
61.2.1.1:2933 uniquely

e
==

| The IP address of Connection2 is changed to
192.168.40.100

61.2.1.1: 7896 uniquely

Figure 7-4 NAT Many-to-One type

As the above Figure 7-4 illustrated, NAT Many-to-One type means that many local PCs are translated into only one public IP
address when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its IP address and port are
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translated from 192.168.40.1:2933 to 61.2.1.1:2933. In the same way, when the packets of Connection2 are forwarded out, its IP
address is still translated to the same public IP address (61.2.1.1:7896).

7.5.2 Many-to-Many type

| Conl. 192.168.40.1:2933 - 61.2.1.1:2933

Con2. 192.168.40.100:7896 ] 1':'3‘::3!5;221'1;
s IP alias: 61.2.1.3
IP alias: 61.2.1.4
...... The IP address of Connectionl is changed to
== 61.2.1.1:2933 randomly
—_——————

The 1P address of Connection2 is changed to
61.2.1.2:7896 randomly

Figure 7-5 NAT Many-to-Many type

As the above Figure 7-5 illustrated, NAT Many-to-Many type means that many local PCs are translated into multiple public IP
addresses when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its IP address and port are
translated from 192.168.40.1:2933 to 61.2.1.1:2933. Until DFL-1500 uses out of all source ports of the public (61.2.1.1), DFL-1500
will then choose the second public IP (such as 61.2.1.2) from the address pool. For example, Connection2 are forwarded out, the
source IP address will be translated into the second public IP address (61.2.1.2) from the public IP address pools. So the translated
IP address (61.2.1.2:7896) is different from Connectionl one (61.2.1.1:2933).

7.5.3 One-to-One type

| Conl. 192.168.40.1:2933 € 612.1.1:2933 |

DFL-1 T _ ISP

Con2. 192.168.40.100:7896 H";ﬁ::a':;’:ff;
= 61.2.1.2:7896 IP alias: 61.2.13
IP alias: 61.2.14

The 1P address of Connection] is changed from
192.168.40.1:2933 to 61.2.1.1:2933 uniquely

40,100
The IP address of Connection? is changed from
192.168.40.100:7896 to 61.2.1.2:7896 uniquely

LAN_1
92.168.40.1~,
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Figure 7-6 NAT One-to-One type

As the above Figure 7-6 illustrated, NAT One-to-One type means that each local PC is translated into a unique public IP address
when the packets are forwarded out through the DFL-1500. Take Connectionl for example. Its IP address and port are translated
from 192.168.40.1:2933 to 61.2.1.1:2933. But, when the packets of Connection2 are forwards out, the source IP address is translated
to another dedicated public IP address(61.2.1.2:7896).

7.5.4 One-to-One (bidirectional) type

| Conl. 192.168.40.1:2933 €= 61.2.1.1:2933 ‘

Con2. 192.168.40,100:7896 [~ WAN1IP:61.2.1.1

€ 61.2.1.2:7896 IP alias: 61.2.1.2
IP alias: 61.2.1.3

IP alias: 61.2.1.4

...... [ The IP address of Connectionl is changed from
192.168.40.1:2933 t0 61.2.1.1:2933 in both directions

- — — — —

The IP address of Connection2 is changed from
192.168.40.100:7896 to 61.2,1.2:7896 in both directions

Figure 7-7 NAT One-to-One (bidirectional) type

As the above Figure 7-7 illustrated, NAT One-to-One (bidirectional) type means that each local PC is translated into a unique public
IP address when the packets are forwarded out through the DFL-1500. Besides, when packets came from internet to LAN, they were
translated to the same private IP address too. Take Connectionl for example. Its IP address and port are translated from
192.168.40.1:2933 to 61.2.1.1:2933 in both ways. Accordingly, the source IP address and port of the Connection2 are translated
from 192.168.40.100:7896 to 61.2.1.2:7896 in both ways.

7.5.5 NAT modes & types
The following three NAT modes are supported by DFL-1500 now as the following Table 7-4.

NAT mode Description

If you choose this mode, the DFL-1500 will act as a pure router without performing any address

None .
translation.

The DFL-1500 automatically performs Many-to-One NAT for all LAN/DMZ subnets. All IP addresses

Basic with outgoing packets will be translated to the IP address of default WAN link automatically.
The DFL-1500 can be manually configured with Many-to-One, and Many-to-Many, One-to-One, and
Eull Eeature bidirectional One-to-One rules to do policy-based NAT. Here policy-based NAT means that you can fully

decide which zone (LAN, DMZ) will do the IP NAT and which zone (LAN, DMZ) will just do the pure IP
routing without IP translation.

Table 7-4 NAT modes overview
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If you choose Full Feature mode of NAT at Table 7-4, you may need to edit the rule by yourself. Then you must determine the NAT
type in the NAT rule. What meaning does each NAT type represent? How to determine which NAT type is best choice for you. You
can lookup the explanations and suggestions at Table 7-5.

Type Description Usage moment
. . If the public IP addresses of your company is insufficient, and
Many-to-One Map a pool of private IP addresses to a single you prefer to increase the node which can connect to the

public IP address chosen from the WAN ports.

internet, select Many-to-One type to fit your request.

Many-to-Many

Map a pool of private IP addresses to a subnet
range of public IP addresses chosen from the
WAN ports. Only when all ports of the first
public IP are used, it will then use the next
public IP address for transferring by all private
IPs.

If the public IP address of your company is not only one node
(ex. you have applied extra-one ISP), select Many-to-Many
type to make the multiple public addresses sharing the
outbound bandwidth. So your inbound and outbound traffic
will be more flexible.

One-to-One

Map a single private IP address to a single
public IP address chosen from the WAN ports.

This was useful when you have multiple public
IPs in the WAN ports or you intended to map
each local server to a unique public IP on the
WAN port.

If you wish to specify a unique internal IP address to transfer a
fixed external IP address, select One-to-One type.

One-to-One
(bidirectional)

An internal host is fully mapped to a WAN IP
address. Notice that you must add a firewall
rule to forward WAN to LAN/DMZ traffic.

If you wish to expose the local PC onto the internet and open
all internet services outside, select One-to-One (bidirectional)
type. This will make the local PC you specified fully exposed
to the internet. Additionally you must add a firewall rule to
allow WAN to LAN (or DMZ) traffic forward to finish the
settings. Be careful to use this type, or it will endanger your
network security.

Table 7-5 The NAT type comparison
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Chapter 8
Routing

This chapter introduces how to add static routing and policy routing entries

To facilitate the explanation on how DFL-1500 implements routing and how to use it. We zoom in the left part of Figure
2-1 into Figure 8-1 and increase some devices for description.

8.1

1.

Demands

There is only one local area (192.168.40.0/24) inside the LAN1 port. Now there is a new financial area (192.168.50.0/24)
in the Figure 8-1. The financial area is connected with a router which is inside the LAN1 port of DFL-1500. So we need to
add the configurations for the financial department.

Refer to the Figure 8-1 description. The bandwidth subscribed from ISP1 is insufficient so that some important traffic, say
the traffic from PCs belonging to the General-Manager-Room department (192.168.40.192/255.255.255.192), is blocked
by the other traffic. We hope that the employees of General-Manager-Room can have a dedicated bandwidth to improve
the quality of connecting internet.

Organization_1

(Private LANSs)
Normal routin —_—— —
DMZ 1 C
(10.1.1.1~253) Policy routing ~ =======ecee- >
WebSeher!  FipServert Default : WAN1_IP 1SP1 OW

1011 10.1.15

61.2.1.1

Internet

ISP2 GW
2102.16

Financial Department
192.168.50.0/24

192, 163__4[)_1 192.168.40.192/26

92.168.40.1~253)

Figure 8-1 Add policy routing entry for the General-Manager-Room department
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8.2 Objectives

1. We need to let DFL-1500 knows how to forward the packets which is bound for financial department (192.168.50.0/24).

2. The network administrator plans to solve the problem by subscribing the second link (ISP2). He hopes that all the packets
from the General-Manager-Room (192.168.40.192/26) will pass through the ISP2 link instead of the default ISP1 link.

8.3 Methods

1. Add a static routing entry to direct the packets towards 192.168.50.0/24 through the router (192.168.40.253).

2. Add a policy routing entry for the packets coming from General-Manager-Room department (192.168.40.192 /

255.255.255.192) through the ISP2 link.

Two restrictions of the default WAN Policy Route: 1) As long as the subnet is directly connected to the
DFL-900/1500, it will be routed with the routing table as the priority 1. 2) For the subnet indirectly connected to
the DFL-900/1500, it will be routed to the policy route only when it comes to the default route.

8.4 Steps

8.4.1 Add a static routing entry

Step 1. Add a static routing rule
Click the Add button to the next process.

Advanced Settings > Routing > Static Route

Step 2. Fill out the related field

Fill in the Destination and the Netmask field
with 192.168.50.0 and 255.255.255.0.
Assign the next hop Gateway as
192.168.40.253 (Router IP address). Click
Add to proceed.

Advanced Settings > Routing > Static Route > Add

192,168 40253
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FIELD DESCRIPTION Range / Format EXAMPLE
Type D(?\tli:;n(i)?z t;isgsi';aﬂgsrto(uljigsgl)e:ltry record is multiple hosts Net / Host Net
Destination The destination IP address of this static routing entry record. IPv4 format 192.168.50.0
Netmask -rI:::Ec)) rdde.stination IP Netmask of this static routing entry IPv4 format 255 955.955.0
Gateway The default gateway of this static routing entry record. IPv4 format 192.168.40.253

Table 8-1Add a static routing entry

Step 3. View the result

The static route has been stored. After filling data
completely, view the static routing entries which

have been set.

Policy Route

Advanced Settings > Routing > Static Route

Hext Page

Step 4. View the routing table

You can notice there is an extra routing entry in
the routing table. The indicated routing entry as
right diagram is produced by static routing rule.
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8.4.2 Add a policy routing entry

Step 1.  Setup the ISP2 link Basic Setup > WAN Settings > IP Alias

We must add an IP alias record to the WANL1
port because a new ISP link has been applied.
So. See section 3.4.3 for the full procedures.
Here we add an IP alias of WAN1 as
210.2.1.1/255.255.255.248.

Step 2. Insert a policy routing entry Advanced Settings > Routing > Policy Route
Click Insert button to add a policy routing entry. -

m Status . . Condition Action

Mext Page Maove Page 1|
Edit Delere Move Before:

Step 3.  Fill out the related field Advanced Settings > Routing > Policy Route > Insert

For the General-Manager-Room department, we
need to set an extra policy routing entry for them.
So in the Status region, make sure the
Activate this rule is enabled, and then fill in
GenlIManaRoom in the Rule name field. In ;
the Condition region, we fill 192.168.40.192
in Source IP field. Fill 255.255_255.192 in the {Candi !
Netmask field. In the Action region, fill forward
to WAN1 with next-hop gateway 210.2.1.6. After
setting as above, the packets which match the
condition, they will follow the predefined action to
forward to the next hop.

RAction
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FIELD DESCRIPTION Range / Format EXAMPLE
Stat Activate this rule | The policy routing rule is enabled or not. Enabled / Disabled Enabled
atus
Rule name The policy routing rule name. text string GenlManaRoom
;ncommg packets Packets comes from which interface LAN / DMZ LAN1
rom regions
Verify if the incoming packets belong to the
Source IP & . - IPv4 format / IPv4 | 192.168.40.192 /
Netmask range of the Source IP/Netmask in the policy format 255 255, 255 192
routing rule.
Verify if the incoming packets belong to the
Dest IP & range of the Dest IP/Netmask in the policy IPv4 format / 1Pv4 0.0.0.0/0.0.0.0
Netmask A format
routing rule.
Service Verify what is the service of this packet? ANY// I-E:CI\/FI)F{ UDP Any
Configure src. L
port? Type Src. If tr:f service is TCP ofr'UDP, we can choose to Enabled / Disabled No
port configure or not to configure source port.
Condition If we decide to configure source port, we must -
Type choose the port to be single or range. Single / Range N/A
If we select single at above field, we just have
to fill a port in the first blank space. If we select N
Sre. Port range at above field, we need to fill the range of 1~65534 N/A
the ports.
Configure dest. Lo
port? Type Dest. It th_e service is TCP or_UDP, we can choose to Enabled / Disabled No
port configure or not to configure destination port.
If we decide to configure destination port, we .
Type must choose the port to be single or range. Single / Range N/A
If we select single at above field, we just have
to fill a port in the first blank space. If we select _
Dest. Port range at above field, we need to fill the range of 1~65534 N/A
the ports.
Forward to _If the packet is matched to this rule, which WAN interfaces WAN1
Acti interface does this packet sent out to?
ction
Nexthop gateway | The next gateway IP address of forwarding IPv4 format 210.2.1.6

IP

interface.

Table 8-2 Add a policy routing entry
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Step 4. View the result

After filling data completely, view the policy
routing entries which have been set.

Advanced Settings > Routing > Policy Route

ltem Status Condition

B

L ncton ]

Action

Step 5. Add a NAT rule

If you would like to use policy route to accomplish
static load balance as Figure 8-1 illustrated, you
must add an extra NAT rule (Many-to-1)
manually. It will let all the packets coming from
the specified addresses (192.168.40.192/26) be
translated into the second IP address (210.2.1.1).
Then the NAT rules will be shown as right
diagram. For the detailed description of the NAT
rule, please refer section 7.4.1.

Mexnt Fage

Move Page 1

v

Deelete Move Before:

Step 6.  View the routing table

Finally click the “Routing Table” to see all the
current routing table information.

Note that the information of the policy routing
entries will not be shown in this screen. It will just
appear in the policy routing page as the previous
step.

Device Status > System Status > Routing Table

Active

DHCP Table 5
Sessions

Top20
Sessions

IPSec

Sessions
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78




DFL-900/1500 User Manual

Chapter 8
Routing

8.5 The priority of the routing

As we know, there are many choices according to your requirement in the routing settings. As the following Table 8-3 indicates, the
smaller priority sequence would be executed first when running routing policy.

e Routing Method Description
sequence
Method a means the network which is attached to the interface. There is an example as
the Line-2 at the Figure 8-2. Method b means the network which is defined by the static
a~ LAN/DMZ/WAN local | o0 (please refer section 8.4.1) or learned from RIP method. Please notice the method
1 bound network b is only for LAN/DMZ. Please refer the Line-1 at the Figure 8-2.
b~ Static/RIP routing entry | The priority between RIP route and static route depends on its prefix. Whose prefix is
of LAN/DMZ shortest, it will have the high priority.
Ex. The 210.10.1.0/24 has the higher priority then 210.10.1.1.0/16.
2 WAN policy route The defined policy routing as section 8.4.2 indicated. There is an example as the Line-3
' policy at the Figure 8-2. Please notice that policy route can only work at the default WAN link.
3. \S/\ﬁllfllmp routing entry of It is the same as method b’s Priority. But this priority is only designated for WAN ports.
n Default Route Basically, if no other routing policy has been set, the traffic will go through the default

route. Please refer the Line-4 in the Figure 8-2.

Table 8-3 The priority of the routing
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The number of each routing direction is indicated the example which is described in the above Table 8-3.

(Default Link)
WANI

Client

Figure 8-2 The routing decision

— 0 L Rnum—.@
— 11 Rnut%
Policy Roum—.@
Default Roun—.@

LAN/DMZ

of DFL-900/DFL-1500
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Chapter 9
|IP/Services grouping

This chapter introduces group functions and explains how to edit it.

9.1 Demands
1. You hope to group some similar IP addresses to make it easier for editing the firewall rule.
2. You hope to group some similar services to make it easier for editing the firewall rule.
3. You hope to make your firewall rule taken effect by the pre-scheduled time.
9.2 Objectives
1. Through the IP addresses grouping, we can group the multiple 1P addresses and make it easier to configure the firewall
rule.
2. Suppose you would like to use services to control the types of communication accepted or denied by the firewall, you can
add any of the predefined services or create a service group to edit the firewall rule manually.
3. Suppose the MSN policy cannot be used in your company from Monday to Friday 9:00~12:00, 13:00~17:30, but user can
use it any time after work. The administrator needs to create the schedules to meet the policy requirement.
9.3 Methods
1. You can configure the function under Basic Setup > Books > Address to group mutiple IP addresses into the an unigue
group.
2. You can configure the function under Basic Setup > Books > Services to group mutiple services into an unique group.
3. Inthe Basic Setup > Books > Schedule, define the schedule which will deny MSN service.
9.4 Steps
9.4.1 Setup Address
Step 1. Address Settings BASIC SETUP > Books > Address > Object
Suppose you would like to configure a firewall Address | _Senvice | Schedule
rule, you must define addresses to the addresses (Dpigets [fEdps.
list for each interface first. These addresses Address -> Objacts
should be valid, that is installed. L
Click the Objects hyperlink and then select the ql T T“ = | ' Varte
Define Objects on LANL. Click Insert to add & [q] LAN1_ALL [ o | R
a new address object. :
Insert I I Dl |
FIELD DESCRIPTION Range / Format EXAMPLE

Define Objectson __

Select the interface which you are going to define address

. All the interfaces LAN1
object.

Table 9-1 Define the address objects
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Step 2. Insert anew Address object

Enter the Address name. Select which address
type the address object will be. And then enter the
IP address.

BASIC SETUP > Books > Address > Object > Insert

Address Service

[Objects] [Groups]

Addtess -» Ohjects -> Add

Schedule

Insert a new Address ohject

Mdressname:]PC1_1
Address Type:
" Subnet 1 NS
CRange  StartlPfi000 End IP
 Host |P:}192.158.401
Back ] Ay
FIELD DESCRIPTION Range / Format EXAMPLE
The name of the address object.
Note that address name should be an alphanumeric value _
Address name (including dash ‘- and underscore ‘), can start with a | textstring PC1_1
letter only and, please note, it is case-sensitive! Spaces and
other special characters are not allowed.
; Subnet / Range / Host
Address Type The address type of the object.
yp yp ! Host 192.168.40.1
Table 9-2 The field of the Address object
Step 3. View the Address object BASIC SETUP > Books > Address > Objects
Settings Address Service Schedule
After entering the new Address object, (Obiects [Srours]
subsequently we add the other two address Felilizes == Ol
objects. The result is shown in the “Object” page. Define Objects on LANT ~
Note: It is the same way to setup address objects -IE_# Name W Typo Value
in the other interfaces. o) g PC1 3 " R RS
L ] 2 PC1_2 Haost 192.168.40.2
. 3 PC1_1 Host 192.168.40.1
4 LAN1_ALL Subnet 0.0.0.0/0.0.0.0
Dilete

Edit ][

Step 4. Address Group Settings

You can add, edit, and delete all other addresses
definition as required. You can also organize
related addresses into address group to simplify
firewall rule creation.

Click the Groups hyperlink. Select LAN1 to define
Address Groups, and then click Insert to
proceed.

BASIC SETUP > Books > Address > Group

Address Service

Objects] [Groups]

Schedule

Address -* Groups

Define Address Groups on [LAMT =

| Gowp | Mame |  Conet |
| #

I Name [ Content
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FIELD DESCRIPTION Range / Format EXAMPLE
Define Addresses Select the interface which you are going to define addresses All the interfaces LAN1
Groupson __ group.

Table 9-3 Define the addresses group

Step 5. Add an address group

Enter a Group Name to identify the address
group. Select the addresses from the available
address list and click right arrow to add them to
the Members list. To remove addresses from
address group, please select addresses from the
Members list and then click left arrow.

You can add address groups to any interface.
The address group can only contain addresses
from that interface. Address group cannot have
the same names as individual addresses. If an
address group is included in a firewall rule, it
cannot be deleted unless it is first removed by the
firewall rule.

BASIC SETUP > Books > Address > Group > Insert

Address Service Schedule
Objects] [Groups]

Address -> Groups -> Add

Insert a new group for LAN1

‘ Group Name : |PC_Groupl

PC1_1
PC1 2
PC13

Back Apply

FIELD DESCRIPTION Range / Format EXAMPLE
The address group name.
Note that group name should be an alphanumeric value )
Group Name (including dash “- and underscore *_’), can start with a letter | text string PC_Groupl
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the address group.
<- Remove the selected address object from address group.

Table 9-4 Define the addresses group

Step 6.

view the address group result

According to our setting as previous steps, the
address group is shown as right diagram.

BASIC SETUP > Books > Address > Group
Address Service

[Objects] [Groups]

Schedule

Address -» Groups

Define Address Groups on LANT ~

# Name Content

© 1 PC_Groupl PC1_3,PCT_2 PG

| Gow | MName | Comtemt |
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9.4.2 Setup Service

Step 1.  Service Settings

The DFL-1500 predefined firewall services are
listed as right diagram. You can add these
services to any firewall rule or you can add a
service if you need to create a firewall rule for a
service that is not in the predefined service list.

Select Insert to add a new service.

BASIC SETUP > Books > Service > Objects

D-Link
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Step 2. Insert a new service object

Enter the Service name. Select which protocol
type (TCP, UDP, ICMP) used by this service.
Specify a Source and Destination Port number
range for the service. If this service uses single
port, enter the number in the first blank. If the
service has more than one port range, select add
to specify additional protocols and port range.

BASIC SETUP > Books > Service > Insert

Address Semvice

[Objects] [Groups]

Semvice-> Ohjects -> Add

Insert a new Service nh'lecl
Service name:|L2TP

Schedule

I I 2 v fiqure Destination port ?
Select Apply to add a new service object. ™ -] lconfigure Source part? Configure Desination port? - ‘
‘ ‘ ‘ & Single " Range |!™ to ‘ " Single  Range lul ‘
Note that service name should be an &
alphanumeric value (including dash ‘-* and Bk | Awb |
underscore ‘'), can start with a letter only
and, please note, it is case-sensitive!
Spaces and other special characters are not
allowed.
FIELD DESCRIPTION Range / Format EXAMPLE
Service name The name of the service object. text string L2TP
Protocol Type The protocol type of the service object. TCP/UDP/ICMP TCP
Configure Source Port? Configure the source port if yes. Enable/Disable Enable
Port type The service port type. Single/Range Single
Port number The service port number. text sting 1701
g:rr;flgure Destination Configure the destination port if any. Enable/Disable N/A
Table 9-5 The field of the Service objects
Step 3. Add a service group BASIC SETUP > Books > Service > Groups > Insert

You can create groups of services to make it
easier to add rules. A service group can contain
predefined services and custom services in any
combination. You cannot add service groups to
another service group.

Click Groups hyperlink, and then click Insert to
add a new service group. Enter a Group Name to
identify the group. Select the services from the
available services list and click right arrow to copy
them to the Members list. If you would like to
remove the services from the members list, just
select the services and then click left arrow to
remove them.

Address Service Schedule

Objects] [Groups]

Senvice -> Groups -> Add

Insert a new group for WAN1
‘ Group Name ; |Servics_mal

PRTP
QUAKE
RAUDID
RLOGIN
RIP

IMAP
PCR3
SMTP

ShMP
SSH

SYSLOG
TALK =l

Back | Arply
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FIELD DESCRIPTION Range / Format EXAMPLE
The service group name.
Note that group name should be an alphanumeric value ) ) )
Group Name (including dash ‘- and underscore “_), can start with a letter | text string Service_mail
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the service group.
<- Remove the selected address object from service group.

Table 9-6 Define the services group

9.4.3 Setup Schedule

Step 1. Schedule Settings

Use scheduling to control when rules are active or
inactive.

Select Insert to add a new service.

BASIC SETUP > Books > Schedule > Objects

Address Service | Schedule

[Objects] [Groups]
Schedule -> Objects

[ vem | Wame ] T |
# Schedule Name | Sun [ Mon | Tue | Wed | Thu m Sat ‘ Start Time | End Time

Hotes: If the stop time is set earlier than the start time, the stop time will be during the next day. If the start time is
ieqqal.lu the stop time, the schedule will run for 24 hours,

e | Fili | oEee |

Step 2. Insert a new schedule object

Enter the Schedule name. Select the Day you
would like to active or inactive a firewall rule, and
then select the Start/Stop time. Click Apply to
add the schedule object.

Suppose using MSN is forbidden in your
company from 08:30~12:00, 13:00~17:30 during
Monday to Friday, you have to add two schedule
ranges (08:30~12:00 and 13:00~17:30) and then
group them together in order for your company to
make a firewall rule to block the MSN service.

Note that schedule name should be an
alphanumeric value (including dash ‘-* and
underscore ‘'), can start with a letter only
and, please note, it is case-sensitive!
Spaces and other special characters are not
allowed.

BASIC SETUP > Books > Address > Schedule > Insert

Schedule

Address Service
[Objects] [Groups]
Schedule -> Objects -> Add

| Inserta new Schedule ohject

| Schedule n'arrle:iB\uck-MSM

‘ Day "Sun ‘ Mon ‘ Tue ‘Wed Thu ‘ Fri Sat

|S’elect‘i‘"i¢‘i¢‘ﬁ‘l7‘l7‘l‘

‘ Start Hour ‘ Joa <] ‘ Minute 30 -
Stop Hour [12 vI Minute RS

Notes: If the stop time Is set earlier than the start time, the stop time will be during the next day. If the start time is
|equal to the stop time, the schedule will run for 24 hours.

Bk | Amly

FIELD DESCRIPTION Range / Format EXAMPLE
Schedule name The name of the schedule object. text string Block-MSN1
Day The days to active or inactive a firewall rule. Sun ~ Sat Mon ~ Fri
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Start time The start time of the schedule object. 24-hour format 08:30

Stop time The stop time of the schedule object. 24-hour format 12:00
Table 9-7 The field of the Schedule object

Step 3. Add a Schedule group BASIC SETUP > Books > Schedule > Groups > Insert

As Step 2 indicated, you have already created
two schedule objects to block the MSN service.
You can group them to make it easier to block the
MSN service while you would like to make a
firewall rule.

Click Groups hyperlink, and then click Insert to
add a new schedule group. Enter a Group Name
to identify the group. Select the schedules from
the available schedules list and click right arrow
to copy them to the Members list. If you would like
to remove the schedules from the members list,
just select the schedules and then click left arrow
to remove them.

Address Service Schedule

[Objects] [Groups]

Schedule -> Groups -> Add

Insert a new group for Schedule

Group Name : Block-M3N

Block-MSMNL

Block-MSNL
Block-MSM2

Back

J_ Awly |

FIELD DESCRIPTION Range / Format EXAMPLE
The schedule group name.
Note that group name should be an alphanumeric value )
Group Name (including dash ‘- and underscore *_’), can start with a letter | text string Block-MSN
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the schedule group.
<- Remove the selected address object from schedule group.

Table 9-8 Define the schedule group
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Chapter 10
Firewall

This chapter introduces firewall and explains how to implement it.

Demands
Administrators detect that PC1 1 in LAN_1 is doing something that may hurt our company and should instantly block his
traffic towards the Internet.
On the Internet, a denial of service (DoS) attack is an incident in which a user or organization is deprived of the services of
a resource they would normally expect to have. Typically, the loss of service is the inability of a particular network service,
such as e-mail, to be available or the temporary loss of all network connectivity and services. In the worst cases, for
example, a Web site accessed by millions of people can occasionally be forced to temporarily cease operation. A denial of
service attack can also destroy programming and files in a computer system. Although usually intentional and malicious, a
denial of service attack can sometimes happen accidentally. A denial of service attack is a type of security breach to a
computer system that does not usually result in the theft of information or other security loss. However, these attacks can
cost the target person or company a great deal of time and money. Now, suppose a DMZ server was attacked by
SYN-Flooding attack and requires the DFL-1500 to protect it.
Objectives
Block the traffic from PC1_1 in LANL1 to the Internet in WAN1.
Start the SYN-Flooding protection.
Organization_1
(Private LANSs)
DMZ_1
DMZ1_IP
User-define: 10.1.1.254
Which
LAN-to-WAN traffic
should block?
;\92 ey User-define:
Which
e.g. elnet WAN-to-LAN traffic
should forward?
B corc)
PC12
Default: Forward all 192.168.40.1 de2A6%402
Bt bt Default: Block all
WAN-to-LAN traffic
Figure 10-1 Setting up the firewall rule
Methods
Configure the Address/Service/Schedule first.

Add a LAN1-to-WANL1 Firewall rule to block PC1_1.
Start the SYN-Flooding protection by detecting statistical half-open TCP connections.
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10.4 Steps

10.4.1 Block internal PC session (LAN - WAN)

Step 1. Setup NAT

Check the Enable Stateful Inspection
Firewall checkbox, and click the Apply.

ADVANCED SETTINGS > Firewall > Status

Status Edit Rules ' Show Rules| Anti-DoS Summary

| Enable Stateful Packet Inspection Firewall |

The Stateful Packet Inspection (SPI) firewall defines access control rules for traffic running across the
interfaces.

Reset Rules

Total Configured Rules: 49
Vacant Rules: 2951

Apply

FIELD DESCRIPTION Range / Format EXAMPLE
Enable S_tatefu_l Packet Enable Firewall feature of DFL-1500 Eqabled / Enabled
Inspection Firewall Disabled
BUTTON DESCRIPTION
Reset Rules Clean all the user defined rules and restore firewall rules to the default settings.
Apply Apply the settings which have been configured.
Table 10-1 Configure Firewall status
Step 2. Add a Firewall Rule ADVANCED SETTINGS > Firewall > Edit Rules
Se'eCt LAN1 to WAN1 traffic direction. The Status Edit Rules Show Rules Anti-DoS Summary
default action of this direction is to forward all Firewsall->Edit Rules
traffic without logging anything. Click Insert to _ .
add a Firewall block rule before the default rule to [Euin Lot o w1 e
Stop the bad trafﬁC. Diefault action for this packet direction:  Forward ¥ | [JLog
Packets are top-down matched by the rules.
| fem | Staws | Condition ] Action |
#  Name Schedule Source IP Dest. IP Service Action Log
1  Default ALYAY S LANT_ALL WYANT_ALL ALL_SERVICE Forward M
Page 1/1
FIELD DESCRIPTION Range/Format EXAMPLE
Edit to  rules Select the rule direction of rule which you are going to :/XAN/LAN/DMZ Edit LAN1 to
— configure. WAN/LAN/DMZ WANTL rules
Default action f(_)r this Decide the default policy of firewall rule. Forward / Block Forward
packet direction
Log Decide the default log policy of firewall rule. Log / Don’t log Don’t log
BUTTON DESCRIPTION

D-Link
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Prev. Page If there are more than one rule pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action rules, you can press Next Page to go to the next page.
Move Page __ Move to the indicated page.
Insert Insert a new rule.
Edit Edit the properties of the existent rule.
Delete Delete the indicated rule.
Move Before Move the selected rule to the front of the indicated rule number.

Table 10-2 Add a firewall rule

Step 3. Customize the rule

Before adding a new firewall, you have to set the
Books in the Basic Setup > Books >
Addresses/Services/Schedules  first. After
configuring the settings, you can then add a new
firewall rule.

Enter the rule name as PC1_1, and select
Schedule. Select Source IP as PC1_1
(192.168.40.1 / 255.255.255.255), and
select Dest. IP as WAN1_ALL. Select Service
as ANY (TCP, UDP and ICMP). Select Block and
Log to the matched session. And choose the
Forward bandwidth class or Reverse
bandwidth class if any. Click the Apply to
apply the changes.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules| Anti-DoS Summary

Firewall->Edit Rules-=Insert

Insert a new LAN1-to-WAN1 Firewall rule

Rule name: FC1_1

Schedule: | Always v

Condition

Source IP: PC1_1 - Dest. IP: | VWANT_ALL

Service: AMNY 4

-

Block % | and | log * the matched session.
Forward bandwidth class: | def_class v

Reverse bandwidth class: | def_class v

Back [ 2y |

FIELD DESCRIPTION Range / Format EXAMPLE
The name of the Firewall rule.
Rule name Note that rule name should begin with alphabet, | text string PC1.1
followed by alphabet/digits/dashes.
Status
All  the defined
Schedule When does this firewall rule take effect? schedule objects and Always
groups
. . . All  the defined
Source IP Compared. with the incoming packets, whether address objects and PC1 1
Source IP is matched.
groups
. . . All  the defined
Condition Dest IP Compargd with the incoming packets, whether address objects and | WAN1_ALL
Dest IP is matched.
groups
. : . . .. | Al the defined
. Verified the service of incoming packet is . .
Service belonging to each TCP ~ UDP ~ ICMP. service objects and ANY
groups
Forward / Block . -
Action the matched If packet is matched the rule condition, Forward Forward / Block Block
session or Block this matched packet?
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do not log / log . .

If packet is matched the rule condition, Log or
the matched Don’t log this matched packet? log / do not log log
session
Forward About this field description, please refer Table 26-6 Add a new def class
bandwidth class Bandwidth Management rule for more information. -
Reverse .
bandwidth class The same as above field. def_class

Table 10-3 Insert a Firewall rule

Step 4. View the Firewall Log

You can go to DEVICE Status>Firewall Logs

Firewall Anti-DoS
Logs Logs

DEVICE Status > Firewall Logs > Firewall Logs

>Firewall Logs to view the firewall logS. If YOU | M. Time Erom To ProtocoliService) From To  Action Rule
; 1 2004-11-30 10:37:47 19216817 1733913 192.168.17.174 2323 TCP LAN2 LANZ Block RM-TELNET
prefer to download these logs, please click the | 3 5303155 o7 192.168.17.1733913 192.168.17.174 2323 TCP LAN2 LANZ Block RM-TELNET
“Download To Local” button to save the Iogs to | @ 2004-11-3010:37:48 192.168.17.173,3913 192.168.17.174 2323 TCP LANZ LAN2 Block RM-TELNET
4 20041130 105009 192.1B8.17.173 4161 140.112.1.11883  TCP LANZ WAN1 Block  Block-M3N
localhost. 6 2004-11-3010:60:12 192.168.17.1734161 140.1121.11863  TCP LANZ WANT Block  Block-MSN
6 20041130 10:50:18 182.168.17.1734161 140112111853  TCP LAN2 WANI Block  Block-MSN
7 20041130 10:50:59 192.168.17.173,4199 140.116.5.8 0 TCRAHTTR) LAN2 WANT Forward AllowHTTP
B Download To Local Refiesh List ‘_170 * Per Page Page: 1/1
FIELD DESCRIPTION
No The indicated firewall log sequence humber.
Time The record time of indicated firewall log.
From The source IP address (include port) which the indicated log event is come from.
To The destination IP address (include port) which the indicated log event is bound for.

Protocol/(Service)

The record log is TCP, UDP or ICMP / (which service it will be).

From The interface which the indicated log event come from.
To The interface which the indicated log event is bound for.
Action The status of indicated firewall log is Block or Forward.
The log is produced by which firewall rule.
“Default” means the default rule of the selected firewall direction.
Rule “RM-<method>" means the log is produced by remote management function (Almost it is the

illegal user who wants to use the Non-Opened remote management functions.
“Rule-Name” The log is produced by which firewall rule.

Table 10-4 Firewall log field description

D-Link
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Logs Logs
Mo, Time Erom To Protocol{Service) From To  Action Rule
1 2004-11-30 10:37:47 192.168.17.173 3913 192.168.17.174 2323 TCF LANZ LAMZ Block RM-TELMET
2  2004-11-30 10:37:48 192.168.17.173.3913 192.168.17.174 2323 TCP LANZ  LAM2 Block RM-TELMET
3 2004-11-30 10:37:48 192.168.17.173.3913 192.168.17.174 2323 TCP LANZ  LAM2 Block RM-TELMET
4 2004-11-30 10:50:09 192.168.17.173 4161 140.112.1.1,1863 TCP LANZ  WWANT Block  Block-MSHN
=} 2004-11-30 10:60:12 19216817173 4161 140.112.1.1,1863 TCP LANZ2 WANT Block  Block-MSh
6  2004-11-30 10:50:18 192.168.17.173 4161 140.112.1.1,1863 TCP LANZ  WWANT Block  Block-MSHN
7 2004-11-30 10:50:58 192.168.17.173 4199 140.116.5.8,80 TCRIHTTF) LANZ  WWANT Forward AllowHTTP
B pownload To Local Refresh H Clear I List | 10 * Per Page Page: 111
Log Message Description

The firewall log is number 6. At the specified time (2004-11-30 10:50:18),
the firewall blocked the packet which came from source IP address/port
(192.168.17.173:4161) to the  destination IP  address/port
(140.112.1.1:1863) using TCP protocol. The direction of packet flow is
from LAN2 to WANL in this log. The packet matched the firewall rule
(Block-MSN) and then blocked it out according to the rule’s configuration.

6 2004-11-30 10:50:18
192.168.17.173,4161
140.112.1.1,1863 TCP LAN2 WAN1
BLOCK Block-MSN

The firewall log is number 7. At the specified time (2004-11-30 10:50:59),
the firewall forwarded the packet which came from source IP address/port
(192.168.17.173:4199) to the  destination IP  address/port
(140.116.5.8:80) using TCP(HTTP) protocol. The direction of packet flow
is from LAN2 to WANL1 in this log. The packet matched the firewall rule

7 2004-11-30 10:50:59
192.168.17.173:4199
140.116.5.8:80 TCP/(HTTP) LAN2
WAN1 Forward AllowHTTP

(ALBowHTTP) and then forwarded it out according to the rule’s
configuration.
Table 10-5 Firewall Log examples
10.4.2 Setup Anti-DoS
Step 1.  Setup Anti-DoS ADVANCED SETTINGS > Firewall > Anti-DoS
With the Anti-DoS attacks protection Status | Edit Rules |Show Rules BRSEEHESEY Summary
enabled, the DFL-1500 will be equipped with the [ZEnable DoS attacks protection
built-in Anti-DoS engine. Normal DoS attacks will
show up in the |Og when deteCting and blocking The Do$S protection can block well-known denial-of service ks such as WinNuke and LAND
such traffic. HOWeVer, FlOOding attacks require Thresholds for Flooding types of DoS can he defined in this page.
extra parameters to recognize. Check the Denial of Service Thresholds:
Enable DoS attacks protection checkbox. TCP SYN Flooding 809 | pktisec
And change the value of flooding thresholds as UDP Flooding 309 | piusec
your preference. ICMP Flooding |10 | pkusec
Block all fragments []
Aprly
FIELD DESCRIPTION EXAMPLE

Enable the Denial of Service (DoS) attack protection. You
Enable DoS attacks protection shquld enable th-IS to activate any further settings. Enabled

Notice, the Anti-DoS feature can detect the TCP/UDP/ICMP

flooding on each interface of the firewall device.
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Denial of Service Thresholds

The number of TCP SYN packets that arrive at the same

TCP SYN Flooding interface will block the further TCP connection attempts. 800
. The number of UDP packets that arrive at the same interface
UDP Flooding will block the further arriving UDP packets. 500
. The number of ICMP packets that arrive at the same interface
ICMP Flooding will block the further arriving ICMP packets. 10
When enabled, the firewall will drop any packets that have the
Block all fragmented packets fragment bit set in the IP header. This will protect the internal Disabled

network from fragmented packet attacks. Note that this may
cause some applications failure.

Table 10-6 Setup the thresholds of Anti-DoS

Step 2.  View Anti-DoS Logs DEVICE Status > Firewall Logs > Anti-DoS Logs
While there are any DoS attackts through DFL Elrewall | Anti-Do3
. . . Logs Logs
Firewall, it will block the attacked packets and log | fa’ Time i
i i i 1 2004-11-29 21:42:41 ICMP-Flooding DoS Attack from 192.168.131.254 blocked
itas ”ght dlagram' 2 2004-11-30 02:55:11 LDP-Flooding DS Attack from 192.166.18.57 blocked
8 2004-11-30 05:00:11 LDP-Flooding DS Attack from 192.166.18.57 blocked
4 2004-11-30 06:01:13 LDP-Flooding DoS Attack from 192,168 18.87 blocked
EiDownload To Local * Lis1:1[j

* Per Page Page: 1/1
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Chapter 11
IP/MAC Binding

This chapter introduces how to restrict local pc accessing according to their MAC address

11.1 Demands

Your company would like to protect some servers or users avoid their IP address snatched by others, and control the computers
to let them accepted or denied by the IPMAC rules. IP/MAC binding protects the DFL-1500 unit and avoid your network from
IP spoofing attacks.

Generally, the IP/MAC Binding will prevent the following usage.

a. IPspoofing:
IP spoofing attempts to use the IP address of a trusted computer to connect to or through the DFL-1500 unit from a
different computer. The IP address of a computer can easily be changed to a trusted address, but MAC addresses are
added to Ethernet cards at the factory and cannot easily be changed.

b.  Unregistered user accessing:
Through the MAC addresses registering, administrator can prohibit those unregistered addresses passing through
DFL-1500.

11.2 Objectives

Use this mechanism to permit some specified MAC address passing through DFL-1500. Other MAC addresses without
permission will be blocked by DFL-1500.

11.3 Methods
Binding the specified IP address and MAC address together. And permit the legal one to pass through the DFL-1500.

11.4 Steps
Step 1. Enable IP/MAC binding Advanced Settings > IP/MAC Binding > Status
Check the Enable IP/MAC Binding checkbox, Status S| Edit Rules |Show Rules
and then click Apply to apply the setting. [+] Enable IP/MAC Binding
Note that the IP/MAC blndlng locks IP address for ;?:pll::rn:ﬂi‘t(iialllii;ii;g;zﬁli;I?n?]dgﬁifjnarlsgll:.]t.:iﬁc MACs. It achieves the purpose by the following steps:
SpeCiﬁC MACS It achieves the purpose by the g:s 22’- gs:ﬂz ;ar[a:?lgl;z-n?;:tl;igirlggzi:‘raalzlg;l:.nfIP for the DHCP IP range.
Steps as “ght dlagram described. You can setup access control rules among the interfaces.
Aprly
FIELD DESCRIPTION Range / Format EXAMPLE
_— I Enabled /
Enable IP/MAC Binding | Enable IP/MAC Binding feature of DFL-1500 Disabled Enabled
BUTTON DESCRIPTION
Reset Clear all the predefined IP/MAC binding rules.
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Table 11-1 Enable IP/MAC Binding feature

Step 2.
state

Select LAN1 as the interface to edit the IP/MAC
binding rules. Because we do not add current
MAC address of our PC, do not change the
Default IP/MAC settings to Block. Please keep
this state with Allow at this moment. And click

Leave IP/MAC binding “Allow”

Advanced Settings > IP/MAC Binding > Edit Rules

Status Edit Rules Show Rules

IP/MALC Binding-=Edit Rules

Edit LANT v | IP/MAC binding rules

Default setting for this interface; | Allow | || Apply
Slem | saue | Condiion ] hdion |

Insert to add a rule. #  Active Name Direction Source IP Address Action MAC
1 N Default LART-ANY 192.165.40.0-192.168.40.255 Allow Any
Note that you have to add an IP/MAC binding rule
as Allow for your computer to pass the firewall
rule before you block the LAN1-ANY direction,
otherwise you will be blocked by that rule.
FIELD DESCRIPTION Range / Format EXAMPLE
Edit__ IP:B/IIQC binding Select the local interface which you are going to configure. LAN interfaces LAN1
Table 11-2 Select the IP/MAC Binding configured interface
Step 3. Add anew IP/MAC binding rule | Advanced Setting > IP/MAC binding > Edit Rules > Insert
Add an IP/MAC binding rule to allow our PC Status el v Rules
passing through the DFL-1500. Otherwise our PC IPAMAC Binding->Edit Rules-»Insert
will be blocked by DFL-1500 in the further steps.
Insert a new LAN1-to-Any IP/MAC Binding rule
B
Here the IP address “192.168.40.5" is the MAC Sciivzigibislyle
address of our login PC. Lol oime Bk
Rule Type: | Einding v
Source IP: 192.165.40.5
Only allow MAC : 0D02B3CASE1T2
[ B | |
FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule Activate the IP/MAC binding rule. Enabled/Disabled Enabled
The name of the IPMAC binding rule.
Rule name Note that rule name should begin with alphabet, followed by | textstring MyPC
alphabet/digits/dashes.
The type of IP/MAC “Binding” is combined IP address with
MAC address together to decide packet is passed or blocked
by the DFL-1500. indi
Rule Type y Binding/Allow Binding
Another type of IP/MAC “Allow range” depends on the IP | Range
range to permit whether packets can pass or not. For this
type, please refer Table 11-4 description.
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Source [P The Source IP address which will bound the below MAC IPv4 format 192.168.40.5
address
12 hex characters
Only allow MAC The MAC address which is bound the above IP address. (valid MAC 0002B3CA5E2C
format)
Table 11-3 Add an IP/MAC Binding rule
Step 4. View theresults Advanced Setting > IP/MAC binding > Edit Rules
Through the previous step, you can see the Status _REMEENIESH Show Rules
configured result as the right diagram. IPAMAC Binding >Edit Rules
EditlLﬁM 'I IP/MAC hinding rules
Default setting for this interface: IA”UW 'I ﬂl
| ltem |
F} Active | Name | Direction | Source IP Address | Action 1 MAC
[& ] v | mpe | Lat-any | 192.168.40.5 | alow | ooo2EICASENZ
[¢ 2] v | emur | Lawt-any | 1921B8400-192188.40285 | Allw Any

Step 5. Add a another new IP/MAC rule

Add another IP/MAC rule to allow an IP address
range to pass through DFL-1500. This rule type is
useful for local PC using DHCP feature specially.
Suppose DHCP IP range of LAN1 interface is
192.168.40.100 to 192.168.40.119.

Check Activate this rule checkbox. Enter
Rule name as LAN1_DHCP. Select Al low Range
in the Rule Type field, and enter the Start IP as
192.168.40.100 and End 1P as
192.168.40.119. Click Apply to store this

Advanced Setting > IP/MAC binding > Edit Rules > Insert

Status Edit Rules Show Rules

IP/MAC Binding-=Edit Rules->Insert

Insert a new LAN1-to-Any IP/MAC Binding rule

Activate this rule
Rule name: LANT_DHCP
Rule Type: Allow Range v
Start |P:|192.165.40.100 End IP: 152.168.40.119

Always allow any MAC.

setting.
[ B [ Ay |
FIELD DESCRIPTION Range / Format EXAMPLE
Rule Type Refer to Table 11-3 for this field description. g;r;%lgg/Allow Allow Range
Condition Source IP The starting IP address of “IP allowed range”. IPv4 format 192.168.40.100
End IP The final IP address of “IP allowed range”. IPv4 format 192.168.40.119

Table 11-4 Add an IP/MAC allow range rule
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Step 6. Change the IP/MAC binding to
“Block”

Through the previous steps, we have configured
two IP/MAC rules for allowing passing through
DFL-1500. In this step, we will change the
IP/MAC binding status to “Block” to prohibit
invalid IP address to pass through DFL-1500.

Advanced Settings > IP/MAC Binding > Edit Rules
- Show Rules|

Step 7. Show the IP/MAC binding rule

After finishing the setting, you can view the result
as the right diagram shown.

D-Link
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Chapter 12
VPN Technical Introduction

This chapter introduces VPN related technology

12.1 VPN benefit

If you choose to implement VPN technology in your enterprise, then it may bring the following benefits to your company.

1. Authentication
Ensure the data received is the same as the data that was sent and that the claimed sender is in fact the actual sender.

2. Integrity
Ensure that data is transmitted from source to destination without undetected alteration.

3. Confidentiality

Guarantee the intended recipients know what was being sent but unintended parties cannot determine what was sent. This is almost
provided by data encryption.

4. Non-repudiation

The receiver being able to prove that the sender of some data did in fact send the data even though the sender might later desire to
deny ever having sent that data.

12.2 Related Terminology Explanation

12.2.1 VPN

A VPN (Virtual Private Network) logically provides secure communications between sites without the expense of leased site-to-site
lines. A secure VPN is a combination of encryption, tunneling, authentication, and access control used to transport traffic over the
Internet or any insecure TCP/IP networks.

12.2.2 IPSec

Internet Protocol Security (IPSec) is a standard-based VPN that offers flexible solutions for secure data communications across a
public network like the Internet. IPSec is built around a number of standardized cryptographic techniques to provide confidentiality,
data integrity and authentication at the IP layer.

12.2.3 Security Association

A Security Association (SA) is an agreement between two parties indicating what security parameters, such as keys and algorithms
they will use.

12.2.4 IPSec Algorithms

There are two types of the algorithms in the IPSec, including (1) Encryption Algorithms such as DES (Data Encryption Standard),
and 3DES (Triple DES) algorithms, and (2) Authentication Algorithms such as HMAC-MD5 (RFC 2403), and HMAC-SHA1 (RFC
2404).
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12.2.5 Key Management
Key Management allows you to determine whether to use IKE (ISAKMP) or manual key configuration in order to setup a VPN.

> IKE Phases

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and phase 2 (Key Exchange). A
phase 1 exchange established an IKE SA and the second one uses that SA to negotiate SAa for IPSec.

In phase 1 you must :

Choose a negotiation mode

Authenticate the connection by entering a pre-shared key

Choose an encryption algorithm

Choose an authentication algorithm

Choose a Diffie-Hellman public-key cryptography key group (DH1 or DH2).

Set the IKE SA lifetime. This field allows you to determine how long IKE SA negotiation should proceed before it
times out. A value of 0 means IKE SA negotiation never times out. If IKE SA negotiation times out, then both IKE SA
and IPSec SA must be renegotiated.

In phase 2 you must :

Choose which protocol to use (ESP or AH) for the IKE key exchange

Choose an encryption algorithm

Choose an authentication algorithm

Choose whether to enable Perfect Forward Security (PFS) using Diffie-Hellman public-key cryptography
Choose Tunnel mode or Transport mode

Set the IPSec SA lifetime. This field allows you to determine how long IPSec SA setup should proceed before it times
out. A value of 0 means IPSec SA never times out. If IPSec SA negotiation times out, then the IPSec SA must be
renegotiated (but not the IKE SA).

»  Negotiation Mode

The phase 1 Negotiation Mode you select determines how the Security Association (SA) will be established for each connection
through IKE negotiations.

Main Mode ensures the highest level of security when the communicating parties are negotiating authentication (phase
1). It uses 6 messages in three round trips (SA negotiation, Diffie-Hellman exchange and an exchange of nonces (a
nonce is a random number)). This mode features identity protection (your identity is not revealed in the negotiation).

Aggressive Mode is quicker than Main Mode because it eliminates several steps when the communicating parties are
negotiating authentication (phase 1). However the trade-off is that fast speed limits its negotiating power and it also does
not provide identity protection. It is useful in remote access situation where the address of the initiator is not known by
the responder and both parties want to use pre-shared key authentication.

»  Pre-Shared Key

A pre-shared key identifies a communicating party during a phase 1 IKE negotiation. It is called “pre-shared” because you have to
share it with another party before you can communicate with them over a secure connection.

»  Diffie-Hellman (DH) Key Groups

Diffie-Hellman (DH) is a public-key cryptography protocol that allows two parties to establish a shared secret over an unsecured
communications channel. Diffie-Hellman is used within IKE SA setup to establish session keys. 768-bit (Group 1 — DH1) and
1024-bit (Group 2 — DH2) Diffie-Hellman groups are supported. Upon completion of the Diffie-Hellman exchange, the two peers
have a shared secret, but the IKE SA is not authenticated. For authentication, use pre-shared keys.

»  Perfect Forward Secrecy (PFS)
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Enabling PFS means that the key is transient. The key is thrown away and replaced by a brand new key using a new Diffie-Hellman
exchange for each new IPSec SA setup. With PFS enabled, if one key is compromised, previous and subsequent keys are not
compromised, because subsequent keys are not derived from previous keys. The (time-consuming) Diffie-Hellman exchange is the
trade-off for this extra security.

This may be unnecessary for data that does not require such security, so PFS is disabled (None) by default in the DFL-1500.
Disabling PFS means new authentication and encryption keys are derived from the same root secret (which may have security
implications in the long run) but allows faster SA setup (by bypassing the Diffie-Hellman key exchange).

12.2.6 Encapsulation
»  Transport Mode

Transport mode is used to protect upper layer protocols and only affects the data in the IP packets. In Transport mode, the IP packets
contains the security protocol (AH or ESP) located after the original IP header and options, but before any upper layer protocols
contains in the packet (such as TCP and UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The IP header information and options are
not used in the authentication process. Therefore, the originating IP address cannot be verified for integrity against the data.

With the use of AH as the security protocol, protection is extended forward into the IP header to verify the integrity of the entire
packet by use of portions of the original IP header in the hashing process.

> Tunnel Mode

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel mode is required for gateway services to provide
access to internal system. Tunnel mode is fundamentally an IP tunnel with authentication and encryption. This is the most common
mode of operation. Tunnel mode is required for gateway to gateway and host to gateway communications. Tunnel mode
communication have two sets of IP headers :

B Outside header : The outside IP header contains the destination IP address of the VPN gateway.

B Inside header : The inside IP header contains the destination IP address of the final system behind the VPN gateway.
The security protocol appears after the outer IP header and before the inside IP header.

12.2.7 IPSec Protocols

The ESP and AH protocols are necessary to create a Security Association (SA), the foundation of an IPSec VPN. An SA is built
from the authentication provided by AH and ESP protocols. The primary function of key management is to establish and maintain
the SA between systems. Once the SA is established, the transport of data may commence.

»  AH (Authentication Header) Protocol
AH protocol (RFC 2402) was designed for integrity, authentication, sequence integrity (replay resistance), and non-repudiation but
not for confidentiality, for which the ESP was designed.

In applications where confidentiality is not required or not sanctioned by government encryption restrictions, an AH can be
employed to ensure integrity. This type of implementation does not protect the information from dissemination but will allow for
verification of the integrity of the information and authentication of the originator.

»  ESP (Encapsulating Security Payload) Protocol

The ESP protocol (RFC 2406) provides encryption as well as some of the services offered by AH. ESP authenticating properties are
limited compared to the AH due to the non-inclusion of the IP header information during the authentication process. However, ESP
is sufficient if only the upper layer protocols need to be authenticated.

An added feature of the ESP is payload padding, which further protects communications by concealing the size of the packet being
transmitted.
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12.3 Make VPN packets pass through DFL-1500

Make the Pass
Through feature of
DFL_1 enabled.

Internet W

Embedded
IPSec/PPTPILZTP

Make the Pass
Through feature of
DFL_2 enabled.

PC1_1
192.168.40.1 DHCP Client

LAN_1
92.168.40.1~25

PC1_1 PC1_3
192.168.88.1 192.168.88.10

Figure 12-1 Enable the Pass Through feature of DFL-1500

Sometimes there are some VPN devices existing in your network topology. As Figure 12-1 illustrated, you are using the VPN
device A under LAN_1 to establish IPSec/PPTP/L2TP with others (ex. VPN device B, PPTP/L2TP client). And you want to place
the DFL-1500 into this topology, but you would like to remain the original VPN device to establish the VPN connections. Thus you

can make the “Pass Through” feature enabled to make sure the IPSec/PPTP/L2TP traffic will not be blocked by the DFL-1500
device.

Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > Pass Through
If we need to setup DFL-1500 between the IPSec | VPN Hub VPN Spoke PPTP L2TP “F::?gh
existed IPSec / PPTP / L2TP connections. We
need to open up the Firewall blocking port of ¥ Enable IPSec pass through
DFL-1500 in advance. Here we provide a simple I Enable PPTP pass through
way. You can through enable the 1PSec / PPTP ¥ Enable L2TP pass through
/ L2TP pass through checkbox on this page. '
Then the VPN connections of IPSec / PPTP / IFZeciPPTRILZTF pass through n‘gékeythe'DFL‘-ﬂE_ﬂD_ ﬂelwi:e 25 a middle forwarding device between
L2TP will pass through DFL-1500. As well as 12% Ef;;jj:g:
DFL-1500 will play the middle forwarding device 3 Two L2TP devices.
role.
Apply

For the IPSec/PPTP/L2TP description, please refer the later individual chapter discussion.

The feature of the VPN can only be available while DFL-1500 connects to the internet via Default WAN Link.
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Chapter 13
Virtual Private Network — IPSec

This chapter introduces IPSec VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between LAN_1 and LAN_2 in this
chapter. The following Figure 13-1 is the real structure in our implemented process.

13.1 Demands

1. When a branch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public
Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel
that connects these two LANS.

Organization_1 Organization_2
(Private LANSs) (Private LANSs)

LANT_IP WAN2_IP LAN2_IP
192.168 40.254 WAN1_IP 210211 192.168.88.254
61.2.1.1

f) VPN Tunnel

Internet

FC2_1 PC2_2
192.188.88.1 102.166.88.2

PC1_5
DHCP Client

192.168.40.1

Figure 13-1 Organization_1 LAN_1 is making VPN tunnel with Organization_2 LAN_2

13.2 Objectives

1. Lettheusersin LAN_1 and LAN_2 share the resources through a secure channel established using the public Internet.

13.3 Methods

1. Separately configure DFL-1 and DFL-2 which are the edge gateways of LAN_1 and LAN_2 respectively. You have to
determine a key management method between IKE (Internet Key Exchange) and Manual Key. The following table
compares the settings between IKE and Manual Key. In the following, we will describe them separately.

IKE Manual Key

“Local Address” means the local LAN subnet; “Remote Address” means the remote LAN subnet; “My IP
Same Address” means the WAN IP address of the local VPN gateway while the “Peer’s IP Address” means the
WAN IP address of the other VPN gateway.
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Difference

The “Pre-Shared Key” must be the same at both

The types and keys of “Encryption” and “Authenticate”
must be set the same on both DFL-1500s. However, the
“Outgoing SPI” at DFL-1 must equal to “Incoming SPI”

DFL-1500s. at DFL-2, and the “Outgoing SPI” at DFL-2 must equal
to “Incoming SPI” at DFL-1.
Table 13-1 Compared IKE and Manual Key methods
13.4 Steps

In the following we will separately explain the ways to set up a secure DES/MD?5 tunnel with IKE and Manual key.

13.4.1 DES/MD5 IPSec tunnel: the IKE way

At DFL-1:

At the first, we will install the IPSec properties of DFL-1.

Step 1. Enable IPSec
Check the Enable IPSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Pa:

IPSec VPN Hub | ¥PN Spoke PPTP L2TP Through
¥ Enable IPSec | Apply

[IKE] [Manual Key]
Edit/Modify IPSec Security Associations

[ tem | Swws | Condition | Adion |
| ' # | Active | Name | LecallAN |  Remote LAN | Mechanism | MyIP | PeersiP ‘

FIELD

DESCRIPTION Range / Format EXAMPLE

Enable IPSec Enable IPSec feature of DFL-1500 Enable/Disable Enabled

Table 13-2 Enable the IPSec feature

Step 2.  Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pass
IPSec | VPM Hub |VPN Spoke | PPTP L2TP e
i Enable IPSec __ Apply

[1KE] [Manual Key]
Edit'Modify IPSec Security Associations

fhem | Saws ] Comdion ] Acion |
| & | Active | Name | Local LAN | Remote LAN | Mechanism | MylP | PeersIP ‘

Erey, Fane Fage |
( Add D Edit I Dielate |
\/

FIELD DESCRIPTION EXAMPLE
IKE Us_e t_he IKE (Internet Key Exchange) method to negotiate the key used in Selected
building IPSec tunnel.
Manual Key Use the k_ey which you have been designated to build IPSec tunnel in peer Non selected
VPN device.

D-Link
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BUTTON DESCRIPTION
Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action pages, you can press Next Page to go to the next page.
Add Insert a new IPSec rule.
Edit Edit the properties of the indicated IPSec rule.
Delete Delete the indicated IPSec rule.

Table 13-3 Add an IPSec policy rule

Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like 1KErule. Enter the Local IP
Address (192.168.40.0/255.255.255.0)
and the Remote 1P Address
(192.168.88.0/255.255.255._0). Select the
Outgoing Interface of this VPN/Firewall
Router. Enter the public IP of the opposite-side
VPN gateway (210.2.1.1) in the Peer’s IP
Address. Click the ESP Algorithm and select
Encrypt and Authenticate (DES, MD5).
Enter the Pre-Shared Key as 1234567890.
Click the Apply button to store the settings. Note,
In the Action region. It should choose either ESP
Algorithm or AH Algorithm, or system will
show error message. If you hope to set the
detailed item of IKE parameter. Click the
Advanced button in this page. Otherwise it is ok to
just leave the value default.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

IPSec VPN Hub

Pa

VPN Spoke PPTP L2TP Through

hrou

IPSec-=IKE-=Edit Rule

Self local IP
Address

Status
IV Active

IKE Rule Mame [I<Erule

Local Address Type l Subnet Address 'l

P Address [192.168.40.0

Prafixlend Subnet Mask {255.255.255.0

/
The opposite

side IP Address
N

Remote Address Type | Subnet Address 'I

|P Address 192 168.88.0
Prefixlen / Subnet Mask |255.255.255.0

Action
Iegotiation hode Main x
Encapsulation kdade | Tunnel 'i

Cutgaing Interface [ WANT =

Peer's IP Address [Static P =] [210.2.1.1
My Identifier i\P Addréss FfAuto_Assigrea
Peer's |demtiﬁer_l IP Address ;J Iﬂ-.'.-:-:-_&\'.v_-i.'_u‘a--.i

Q ESP Algorithm IEncrypl and Authenticate (DES, MDS) L]

AR bt A uthenticate (MDE) =

Pre-Shareo Key |1234557550
Advanced

Back | Apply l

FIELD DESCRIPTION Range / Format EXAMPLE
Stat Active This field will activate this IPSec policy rule Enable/Disable Enabled
atus
IKE Rule Name The name of this IPSec policy text string IKErule
Determine the method to connect to the remote
Condition Local Address side of VPN by using the local subnet or the Sgbnet Address / Subnet Address
Type . Single Address
local single host.
IP Address The local IP address IPv4 format 192.168.40.0
Prefix The local IP Netmask
Len/Subnet Mask IPv4 format 255.255.255.0
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Remote Address

Determine the method to connect to the local

Subnet Address /

Type side of \_/PN by using the remote subnet or the Single Address Subnet Address
remote single host.
IP Address The remote IP address IPv4 format 192.168.88.0
Prefix The remote IP Netmask
Len/Subnet Mask IPv4 format 255.255.255.0
. Negotiation Choose Main or Aggressive mode, see Chapter . . .
Action Mode 12 for details. Main / Aggressive Main
Encapsulation Choose Tu_nnel or Transport mode, see Chapter Tunnel / Transport Tunnel
Mode 12 for details.
Outgoing The WAN mt_erface you are going to build WAN interfaces WAN1
Interface IPSec tunnel with.
, The IP address of remote VPN device. The IP | Static IP / .
Peer’s IP Address address may be fixed (Static) or dynamic. Dynamic IP Static IP 210.2.1.1
IP Address /
Fill your information in this field. The filled | FQDN (domain
My ldentifier information will be provided for the IPSec | name)/ IP Address
tunnel establishment. User FQDN (mail
box)
IP Address /
Fill the information of peer VPN device in this | FQDN (domain
Peer’s Identifier | field. The filled information will be provided | name) / IP Address

for the IPSec tunnel establishment.

User FQDN (mail
box)

D-Link
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ESP Algorithm

ESP Algorithm may be grouped by the items
of the Encryption and Authentication
Algorithms or execute separately.

We can select below items, the Encryption and
Authentication Algorithm combination or the
below item Authentication Algorithm singly.

Here Encryption Algorithms include
DES(64 bits), 3DES(192 bits) and
AES(128/192/256 bits)
Authentication Algorithms include
MD5(128 bits) and SHA1(160 bits)

Encrypt and
Authenticate
(DES, MD5) /

Encrypt and
Authenticate
(DES, SHAL) /

Encrypt and
Authenticate
(3DES, MD5) /

Encrypt and
Authenticate
(3DES, SHA1) /

Encrypt and
Authenticate
(AES, MD5) /

Encrypt and
Authenticate
(AES, SHAL) /
Encrypt only
(DES) /

Encrypt only
(3DES) /

Encrypt only
(AES)/
Authenticate only
(MD5) /
Authenticate only
(SHA1)

Encrypt and
Authenticate

(DES, MD5)

AH Algorithm

Select Authentication Algorithm

Authenticate
(MD5) /
Authenticate
(SHAL)

Disabled

Pre-Shared Key

The key which is pre-shared with remote side.

text string

1234567890

Table 13-4 Related field explanation of adding an IPSec policy rule
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Step 4. Detail settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter. Fill in the related field as Table 13-5

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced
Pa

IPSec VPN Hub | VPN Spoke PPTP L2TP

indicated to finish these settings.

Through

IPSec->IKE-=Edit Rule->Advanced

Negotiation Mode

Phase 1

Main

Pre-Shared ey

1234587830

Encryption Algorithm iEncrypt and Authenticate (DES, MD&) ;|

Active Protocol
EneryptionAlgatithm
SA4 Life Time

Back I

5 Life Time: 26600 #zec min O hodr
Key Group DH2 =
Phase 2
Encapsulation ITuﬂneI

ESF

IEncrypt and Authenticate (DES, MDS) j

I2BEDD “see O omin Chour

Peifect Forward Secrecy(PFS) I OH1 =

Apply |

Transport Layer Protocol |ANY

Enable Replay Detection [MO =

FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
Condition Transport Layer specified protocol (AN'Y-, TCP, UDP)_. If the ANY / TCP / UDP TCP
Protocol packets are not the specified protocol will not be
allowed to pass through IPSec tunnels.
Action Enable_ Replay Whether is the “Replay Detection” enabled? NO/YES NO
etection
Phasel
Negotiation Mode V|_ew only, It is set previously and can not be Can not be edited Main
edited again.
Pre-Shared Key | YI€W only, it is set previously and can not be | .\ pe egited 1234567890
edited again.
Encrypt and Authenticate
(DES, MD5) /
Encrypt and Authenticate Encrypt and
Encryption Choose a type of encryption and authentication | (DES, SHAL) / Authenticate
Algorithm algorithm combination. Encrypt and Authenticate
(3DES, MD5) / (DES » MDS)
Encrypt and Authenticate
(3DES, SHA1)
Set the IKE SA lifetime. A value of 0 means IKE | 0~86400000 sec
SA Life Time SA negotiation never times out. See Chapter 12 | 0~1440000 min 28800 sec

for details.

0~24000 hour

D-Link
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Key Group Choose a Diffie-Hellman public-key DH1 / DH2 / DH5 DH2
cryptography key group
Phase2
Encapsulation V|_ew only, It is set previously and can not be Can not be edited Tunnel
edited again.
Active Protocol V'?W onl)_/, it is set previously and can not be Can not be edited ESP
edited again.
Encrypt and Authenticate
(DES, MD5) /
Encrypt and Authenticate
(DES, SHAL) /
Encrypt and Authenticate
(3DES, MD5) /
Encrypt and Authenticate
(3DES, SHA1) /

. . o . Encrypt and
Encryption Choose a type of encryption and authentication | Encryptand Authenticate | 5 voovicate
Algorithm algorithm combination or singly. (AES, MD3) / (DES - MDS)

Encrypt and Authenticate
(AES, SHAL1) /
Encrypt only (DES) /
Encrypt only (3DES) /
Encrypt only (AES) /
Authenticate only (MD5)
/ Authenticate only
(SHAL)
Set the IPSec SA lifetime. A value of 0 means | 0~86400000 sec
SA Life Time IKE SA negotiation never times out. See Chapter | 0~1440000 min 28800 sec
12 for details. 0~24000 hour
Perfect Forward Enabling PFS means that the key is transient. This | None /DH1 /DH2 / DH1
Secrecy(PFS) extra setting will cause more security. DH5

Table 13-5 Setup Advanced feature in the IPSec IKE rule

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IPSee VPN Hub | VPN Spoke PPTP L2TP Through

1.
If you enable the firewall, please check whether these firewall rules would block packets in tunnel,

2.
Packets are blocked by default in the "WAN to LAN™ direction, please add a rule to forward these tunneled
packets,

3.
The source address/mask and the destination address/mask of the firewall rules are 192.168.88.0/255.255.255.0
and 192.168.40.0/255.255.255.0 respectively.

o]
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Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LAN1 to display the rules
of this direction. The default action of this
direction is Block with Logs. We have to allow
the VPN traffic from the WAN1 side to enter our
LANL1 side. So we click the Insert button to add
a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

n: | Block

~| HlLey
ltem Status Condition

Step 7. Customize the Firewall rule

Enter the Rule Name as Al lowVPN, Source 1P
as WAN1_VPNA (192.168.88.0), and Dest.
IP as LAN1_VPNA (192.168.40.0). Click
Apply to store this rule.

If you have not yet configured the Source IP, Dest
IP or Service objects. Please refer Chapter 9 for
the setting information first.

Status

Allow VPN
| Abways _.J

WA YRHA, v
Action

Forward f__g do nat log ﬁ

Condition

s st class )
as: s

Apply

Step 8. View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
DFL-1500. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules' Anti-DoS

st <l v

ltem Status C rm(h[lon Action

Block lﬁ [v]

\JJQQQ#

QQ

NextPage
Delete

Move Page
Move Before:
L

At DFL-2:

Here we will install the IPSec properties of DFL-2. Note that the “Local Address” and “Remote address” field are opposite to
the DFL-1, and so are “My IP Address” and “Peer’s IP Address” field.

D-Link
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Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > IPSec
Check the Enable 1PSec checkbox and click IPSec | VPN Hub VPN Spoke| PPTR | Hass
Apply.
ltem i S | . _Cun(!iliﬂn i Action l
Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

VPH Hub

VPN Spoke PPTP |

Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like IKErule. Enter the Local IP
Address  (192.168.88.0/255.255.255.0)
and the Remote 1P Address
(192.168.40.0/255.255.255.0). Select the
Outgoing interface of this VPN/Firewall
Router. Enter the public IP of the opposite-side
VPN gateway (61.2.1.1) in the Peer’s IP
Address. Click the ESP Algorithm and select
Encrypt and Authenticate (DES, MD5).
Enter the Pre-Shared Key as 1234567890.
Click the Apply button to store the settings. Note,
in the Action region, you should choose either
ESP Algorithm or AH Algorithm, or system will
show error message.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

PPTP

VPN Hub mgpnke

Self local IP
Address

The opposite
side IP Address
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Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Step 5. Add a Firewall rule

Same as at DFL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
internet. So here we select WAN1-to-LAN1
direction, and click Insert button.

ADVANCED SETTINGS > Firewall > Edit Rules

oock |1

Iltem Status Condition

# Mame

Step 6. Customize the Firewall rule

Enter the Rule Name as AIlowVPN, Source IP
as WAN1_VPNB (192.168.40.0), and Dest.
IP as LAN1_VPNB (192.168.88.0). Click
Apply to store this rule.

If you have not yet configured the Source IP, Dest
IP or Service objects. Please refer Chapter 9 for
the setting information first.

Status

L v v )

Condition

Action

def_class iﬁ

Z
[ [ e ]
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Step 7. View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules' Anti-DoS | Summary

Firewall->Edit Rules

Edit| WANT to| LANT | rules
Default action far this packet direction: Block v [“ILog Apply

Packets are top-down matched by the rules.

| Hem | Stams |
# Name Schedule Source |P Dest. IP Service Action Log
I w1 AllowPH ALVWAY S YWANT WPNE LANT %PNB AMY Forward I I
2 Default ALWAYS WYANT ALL LANT_ALL ALL_SERVICE Block ¥
Page 1/1
Insext ][ Edit ][ Dielete ” MoveBefors: |1

13.4.2 DES/MD5 IPSec tunnel: the Manual-Key way
In the previous section, we have introduced IKE method. Here we will introduce another method using Manual-Key way

instead of IKE to install DFL-1.
At DFL-1:

At the first, we will use the Manual-Key way to install the IPSec properties of DFL-1.

Step 1. Enable IPSec
Check the Enable IPSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Pass
IPSec VPN Hub | VPN Spoke PPTP L2TP Through
¥ Enable IPSec __Apnly |
[IKE] [Manual Key]
Edit'Modify IPSec Security Associations
[ tem | Swws | Comdion ] Acion |
" [# | Aclive | Name | locallAN | Remote AN | Mechanism | MyIP | PeersiP ‘
e pane | Wenpage |
Add I Edit I Delete |

Step 2.  Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

Pass

IPSec VPN Hub | VPN Spoke PPTP L2TP

e Through
¥ Enable IPSec __ Apnly
[IKE] [Manual Key]
Edit'Modify IPSec Security Associations
[ tem | Swws | Comdion ] Acion |
" [# | Aclive | Name | locallAN | Remote AN | Mechanism | MyIP | PeersiP ‘
ey, Page (et Fale |
Add D Edi I Delete |
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Step 3. Customize the rule

Same as those in IKE. But there is no pre-shared
key in the manual-key mode. Enter the Key for
encryption, such as 1122334455667788. Enter
the Key for authentication, such as
11112222333344445555666677773888.

Additionally, the Outgoing SPI1 and Incoming
SP1 have to be manually specified. Enter 2222
and 1111 respectively to the Outgoing SP1 and
the Incoming SPI. Click Apply to store the rule.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

VPN Spoke PPTP L2TP Lass

IR Through

VPH Hub

IPSec-=Manual Key->Edit Rule

v Active

Manual Key Rule Name iManuaIKeyruIe
Local Address Type 'W
IP Address W
Prafilen / Subnet Mask [255 256 25650
Remote Address Type I Subnet Address =
IF Addrass ]W
Prefixlen / Subnet Mask ﬁE-S-E—S-S—Z-E—S-D_

Outgaing Interfzce | WWARNT =
Paars P Ad_drqs;s_121ﬂ.2 11

Cutgaing SP.IIheX ¥ {2222
Incoming SFIIhex =111

Encapéul,atimnMoﬂéiTunnel vi

 ESP- Encryption |D=5 ~| (des/3des: B4MG2 kit aes 128/1920258 bits)
Ky | nex x| 1122334456057 753
- Authentication [MDS | (mds/shat: 128/160 bits)
ey | nex = | [11112222333344445550560667 77 76008

| {md5/shal; 1284160 bits)

I AH- Autheritication | D5

Rey [ e =] |

Advanced

Back I Apply I

FIELD DESCRIPTION Range / Format EXAMPLE
Active This field will activate this IPSec policy rule Enable / Disable Enabled
Status
II:I/I::]l;aI Key Rule The name of this IPSec policy text string ManualKeyrule
Determine the method to connect to the remote
Subnet Address /
#ocil Address side of VPN by using the local subnet or the local | _. Subnet Address
yp single host. Single Address
IP Address The local IP address IPv4 format 192.168.40.0
PrefixLen "'| The local 1P Netmask IPv4 format 255.255.255.0
. Subnet Mask
Condition 5 —— hod oo local sid
etermine the method to connect to the local side
Subnet Address /
_lFfen;ote Address of VPN by using the remote subnet or the remote | _. Subnet Address
yp single host. Single Address
IP Address The remote IP address IPv4 format 192.168.88.0
PrefixLen "'| The remote IP Netmask IPv4 format 255.255.255.0
Subnet Mask

D-Link
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Outgoing The WA_N interface you are going to build IPSec WAN interfaces WAN1
Interface tunnel with.
, The IP address of remote site device, like
Peer’s IP Address DEL-1500 VPN/Firewall Router. IPv4 format 210.2.1.1
The Outgoing SPI (Security Parameter Index
Outgoing SPI value. o ( ’ ) hex(600 ~ 600000) / hex: 2222
dec(1500 ~ 6300000) |
. The Incoming SPI (Security Parameter Index) | hex(600 ~ 600000) / )
Incoming SPI value. dec(1500 ~ 6300000) hex: 1111
Encapsulation Choose Tu_nnel or Transport mode, see Chapter Transport / Tunnel Tunnel
Mode 12 for details.
Encryption:
DES(64bits) /
Action ) 3DES(192bits) /
Select the Encryption (DES, 3DES, AES or Null) | AES(128, 192, 256bits) /
and Authentication (MD5, SHA1 or NULL) | NULL ESP —
ESP — _ ,ﬁg)g(cz)rrltshtrr?n((;]ofnc:::)r:]n;‘;lp()){:r.a er;d enter the key either Authentication: Encryption
Encryption / ' MD5(128bits) / (DES) /.
Authentication : Authentication
] . SHAL1(160bits) /
Notice: You can not select both Encryption and | ;| (MD5)
Authentication “NULL” type.
Input format:
hex{0-9,a-f, A-F}/
str{text string}
MD5(128bits) /
o SHAZ1(160bits)
AH - Use the Authentication method only. And enter Inout format: Disabled
Authentication the key either hex or string form. P '
hex{0-9,a-f, A-F}/
str{text string}
Table 13-6 Add a IPSec Manual Key rule
Step 4. Detail settings of IPSec Manual | ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add
Key > Advanced
For the detailed setting in the Manual Key. We IPSec VPN Hub VPN Spoke PPTP L2TP Pass

can press the Advanced button in the previous
page. Then set the parameter separately.

IPSec-=Manual Key->Edit Rule-=Advanced

Back

| Apply |

Transpott Layer Protocol IANY 'l

Enable Replay Detection INO vI

FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
Condition Transport Layer specified protocol (ANY, TCP, UDP). If the ANY / TCP / UDP ANY

Protocol

packets are not the specified protocol will not be
allowed to pass through IPSec tunnels.
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Enable Replay

Action Detection

Whether is the “Replay Detection” enabled ? NO/YES NO

Table 13-7 Setup Advanced feature in the IPSec Manual Key rule

Step 5. Remind to add a Firewall rule ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

After finishing IPSec rule settings, we need to add i VPN Hub | VPN Spoke
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

Step 6. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Block with Logs. We -
have to allow the VPN traffic from the WAN1 side - BN

to enter our LAN1 side. So we click the Insert T = v : e T

button to add a Firewall rule before the default
rule.

Step 7. Customize the Firewall rule
Enter the Rule Name as AIlowVPN, Source IP
as WAN1_VPNA (192.168.88.0), and Dest.
IP as LAN1_VPNA (192.168.40.0). Click
Apply to store this rule.

Status

Allow VPN
ule: Always ;:4?

VWANT_VENA i LANT_WPNA i~

| ANY .

Condition

Action

Forward {@ nd | do not log @ 1

def class ;ﬁ

o g s
o
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Step 8.  View theresult

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
DFL-1500. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules| Anti-DoS

v whio| |

o
ltem Sta.tus Condition Action
\ = | | | [l |

awAYS | : '

MNext Page
Delete:

Meove Page 1|+

| Move Before:

At DFL-2:

Second, we will use the Manual-Key way to install the IPSec properties of DFL-2.

Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > IPSec
Check the Enable IPSec checkbox and click i VPN Hub | VPN Spoke
Apply.
Item Status : Ci xllll; . - B Action I
J_::;'._ Active | Name _ocal LAN Remote LAN sm | MylP Pi
Step 2. Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

¥PN Hub

PPTP |

¥PN Spoke

ltem Condition Action l
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Step 3. Customize the rule

Similar to those in DFL-1, except that you should
interchange the Local IP Address with Remote
IP Address in the Condition part and the
Outgoing SPI with the Incoming SPI in the
Action part. Besides, set the Peer’s IP
Address with the WANL1 IP address of DFL-1.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

VPN Hub

VPN Spoke

Status

Manualkeyrule

Condition

Action

hex v 1111

hex v | 2222

gl |oes |
[ I

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

s > |IPSec > Manual Key > Add

ADVANCED SETTINGS > VPN Setting

VPN Hub | VPN Spoke PPTP

D-Link
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Step 5. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Block with Logs. We
have to allow the VPN traffic from the WAN1 side
to enter our LAN1 side. So we click the Insert
button to add a Firewall rule before the default
rule.

ADVANCED SETTINGS > Firewall > Edit Rules

ction:  Block

: | Moy
.Item — Stat;ls : = Condition
# Mame  Schedule  SouwcelP  DestIP  Serice  Acion  log

Prew. Page Meet Page

Delete

Mowe Page 1|3

Mo Before; m

Step 6. Customize the Firewall rule
Enter the Rule Name as AIlowVPN, Source IP
as WAN1_VPNB (192.168.40.0), and Dest.
IP as LAN1_VPNB (192.168.88.0). Click
Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Show Rules  Anti-DoS

Status

AdlgwsPr
| Always ¥

WANT VPNE v
| ANY v

Condition

Action

do not log v ession.
d d def_class @
> handwi def class v

Step 7.  View theresult

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules| Anti-DoS

Status

Item Status Condition Action
| ; | | PO | y | ; \ on__ \
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Chapter 14
Virtual Private Network —Dynamic IPSec

This chapter introduces Dynamic IPSec VPN and explains how to implement it.

In the previous chapter, we have introduced static address method of IPSec. In this chapter, we will extend to explain how to make a
dynamic VPN link between LAN_1 and LAN_2. The following Figure 14-1 is the real structure in our implemented process.

14.1 Demands

1. When a branch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public
Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel
that connects these two LANS. If the remote VPN peer has a dynamically assigned IP address (DHCP or PPPoE) like
Organization_2, we have to use the Dynamic IPSec for the tunnel connection.

Organization_1 Organization_2
(Private LANSs) (Private LANSs)

LAN1_IP WANZ_IP LANZ_IP
192.168.40.254 DHCPIPPPoE) 192.168.88.254

192.168.88.1 192.168.88.2

Figure 14-1 Organization_1 LAN_1 is making dynamic VPN tunnel with Organization_2 LAN_2

14.2 Objectives

1. Lettheusersin LAN_1and LAN_2 share the resources through a secure channel established using the dynamic IPSec
VPN.

14.3 Methods
1. Separately configure DFL-1 and DFL-2 which are the edge gateways of LAN_1 and LAN_2 respectively.

14.4 Steps

In the following we will separately explain how to set up a secure DES/MD?5 tunnel with the dynamic remote gateway IP
address type.
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At DFL-1:

At the first, we will install the IPSec properties of DFL-1. For the related explanation, please refer to Chapter 12 and Chapter
13.
Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > IPSec

Check the Enable 1PSec checkbox and click
Apply.

PPTP L2TP Pass

IPSec YPH Hub Through

VPN Spoke

|D'EnahIeIFSéc Apply ||

[IKE] [Manual Key]
Edit'Modify IPSec Security Associations

fem | Swws | Comditon | Aden |
| % | Active | Name | Local LAN | Remote LAN | Mechanism | MylP | PeersiP ‘
Fiev Pape. | MepiFape |
add | Edi | &l |

Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pass

IPSec VPN Hub | VPH Spoke PPTP L2TP

E— Through
¥ Enable IPSec __ Apply
[IKE} [Manual Key]
Edit/Modify IPSec Security Associations
[ tem | Swws | Condition | adton |
[ & | Active | Name | lecallAN | RemotelAN | Mechanism | MylP | PeersiP ‘

Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like 1KErule. Enter the Local IP
Address (192.168.40.0/255.255.255.0)
and the Remote 1P Address
(192.168.88.0/255.255.255.0). Select the
Outgoing Interface of this VPN/Firewall
Router. Select Dynamic IP in the Peer's IP
Address. Be sure to select Aggressive mode
for the dynamic remote gateway address type.
Click the ESP Algorithm and select Encrypt
and Authenticate (DES, MD5). Enter the
Pre-Shared Key as 1234567890. Click the
Apply button to store the settings. Note, In the
Action region. It should choose either ESP
Algorithm or AH Algorithm, or system will
show error message. If you hope to set the
detailed item of IKE parameter. Click the
Advanced button in this page. Otherwise it is ok to
just leave the value default.

Note that Peers ldentifier must NOT be IP
Address type in the Dynamic IP type. So, you
have to select FODN (domain name) or user
FQDN (mai lbox) as the Peer’s ldentifier.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pa:
IPSec VPN Hub | VPH Spoke PPTP L2TP Through

IPSec-=IKE->Edit Rule

Iv Active

IKE Ruls Mame [IKEnule

Local Addess Type | Subiet Address 'l

IP Address |192.163.40.0
Prefixlen / Subnet Mask [255 255 256 0

Self local IP
Address

Remote Addrass Type | Subnet Address =]

T.he opposite IP Address [i92188.88 0
side IP Address
PrafixLen / Subnet Mask 1255.255.255 0

INEngla'f'id'n Mode |Aggressive x| I
Encapsulation Mode | Tunnel x|

Qutgoing Interface | WAN1 'i
Peers IP Addiess | Dynamic IP =] | I
My ldentifier | IP Address Aot Assigned

Peer's [dentifier| FODM (domain name) x| [dlink.com

' ESP Algorithm | Encrypt and Authenticate (DES, MDS) =]
CAH Algorithm | Authent

Pre-Shared Kay [1234567890
Advanced

Back | Apply I

D-Link
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Step 4. Detail settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter. For the related field, please refer to
Table 13-5 indicated.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

VPN Hub | VPN Spoke

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LAN1 to display the rules
of this direction. The default action of this
direction is Block with Logs. We have to allow
the VPN traffic from the WANL1 side to enter our
LANL1 side. So we click the Insert button to add
a Firewall rule before the default rule.

i v v jto| 1|

Block | [V]

Item ctntus Condition
. Schedule  SowcelP  DestP  Sevice  Adion Loy
JJQQQQQ#Q

Mext Page Move Fage
Delere Move Before; u
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Step 7. Customize the Firewall rule
Enter the Rule Name as AIlowVPN, Source IP
as WAN1_VPNA (192.168.88.0), and Dest.
IP as LAN1_VPNA (192.168.40.0). Click
Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
! Su

iles Show Rules| Anti-DoS

Status
Allow PR

| Always j

PN s

| ALY ~

Condition

Action

Forward Eﬁ d donot \og g

;| def_class iﬁ

| def_class v

Apply

Step 8. View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass
through DFL-1500. And accomplish the VPN
tunnel establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules| Anti-DoS

.

ltem Status C on(htmn Action

JJQQ#QQQ_
|2 Dot | ALWAYS | WANIAL | LANLALL | ALLSERVICE | Bleck | ¥

Block Lﬁ [v] 1

MNext Page Move Page

| Move Before:

Delete

At DFL-2:

Here we will install the IPSec properties of DFL-2. Note that the “Local Address” and “Remote address” field are opposite to
the DFL-1, and so are “My IP Address” and “Peer’s IP Address” field.

Step 1. Enable IPSec
Check the Enable IPSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Action

D-Link
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Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pa
IPSec VPN Hub | V¥PH Spoke PPTP L2TP Through
I Enable IPSec Apply
[IKE] [Manual Key]
Edit'Modify IPSec Security Associations
| # | Active | Name | LocallAN | RemateLAN | Mechanism | MyIPF | PeersiP ‘

Add |

Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like IKErule. Enter the Local IP
Address (192.168.88.0/255.255.255.0)
and the Remote 1P Address
(192.168.40.0/255.255.255_0). Be sure to
select Aggressive mode to match the DFL-1
settings. Select the Outgoing interface of
this VPN/Firewall Router. Enter the public IP of
the opposite-side VPN gateway (61.2.1.1) in
the Peer’s IP Address. Click the ESP
Algorithm and select Encrypt and
Authenticate (DES, MD5). Enter the
Pre-Shared Key as 1234567890. Select
FQDN(domain name) and enter dlink.com in
My Identifier field. Click the Apply button to store
the settings. Note, in the Action region, you
should choose either ESP Algorithm or AH
Algorithm, or system will show error message.

Note that one of the Peer's IP Addresses is
Static IP, and the other must be the Dynamic
IP while using Dynamic IPSec VPN type to
establish the VPN tunnel.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IPSec VPN Hub VPN Spoke | PPTP L2TP Throuth

IPSec-=IKE->Edit Rule

I Active

IKE Rula Mame [IKErule

Local Address Type | Subnet Address '!
|192 168.88.0

Prefiulen / Subnet Mask [255.265.256.0

Remote Addtess Type | Subnet Address =

The OppOSite [P A 1192 165,400
- eSS 4L
side IP Address L
Prafixlen ¢ Subnet Mask ]255 PE5255 1

| Magotistion Made [ Aggressive ~ ||

Encapsulation Made [ Tunnel
Dutgeing Interface |WANT »

[Peers IP Address | Static 1P

Self local IP
Address

P Address

~E1211 |

’FGDN (damain name)_:_] Idhnk.com

L’ ii'nu::-j'-f;:-,iu'u:f-_:

My [dentifier

Peer's |dentifier| IP Address

~ ESP Algorithm lEncrypt and Authenticate (DES, MDS) ;]
CUAH  Algorithia | Authenticate (MDS

Pre-Ehared Kay !1 234867890

Back I Apply ]

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IPSec VPN Hub | VPN Spoke PPTP L2TP Through

1.
If you enable the fireweall, please check whether these firewall rules would block packets in tunnel.

2]
Packets are blocked by default in the "WAN to LAN" direction, please add a rule to forward these tunneled
packets,

3

.The source address'mask and the destination address/mask of the firewall rules are 192,168.40.0/255,255.255.0
and 192.168.88.0/255.255.255.0 respectively.

oK
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Step 5. Add a Firewall rule

Same as at DFL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
internet. So here we select WAN1-to-LAN1
direction, and click Insert button.

ADVANCED SETTINGS > Firewall > Edit Rules

Block

v
ltem Status Condition

Step 6. Customize the Firewall rule
Enter the Rule Name as AIlowVPN, Source IP
as WAN1_VPNB (192.168.40.0), and Dest.
IP as LAN1_VPNB (192.168.88.0). Click
Apply to store this rule.

Status
AllowPM

A\ways |§

WANT_VPINB ~
ANY |

Condition

Action
do not log ¥ | o

App]_y

Step 7. View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the DFL-1500 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules
Show Rules| AntiDoS

aie v o L

tion: | Block

It act v L
Iltem Status Condition Action
| la | | | s | : \ | \

Move Page
Move Before: 1

D-Link
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Chapter 15
Virtual Private Network — Hub and Spoke VPN

This chapter introduces Hub and Spoke VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between Main Office (the hub) and the
branches in this chapter. The following Figure 15-1 is the real structure in our implemented process.

15.1 Demands

1. Suppose that your company has a main office and two branch offices which communicates using a hub and spoke VPN
configuration. The main office is the hub where the VPN tunnels terminate, while Branch_1 and Branch_2 are the spokes.
The Main office has a VPN tunnel to each branch office. Branch_1 and Branch_2 has its own VPN tunnel to the hub.

Branch_1 Branch_2
(Private LANs) {Private LANs)
WAN2_IP LANZ_IP
192’-;“;'81&']"254 H b ‘ 210212 | | 192.168.89.254 I

1sP1

DFL-1

192.168.88.1

192.168.40.1 192.168.40.2 192.168.88.2

(192.168.40.1~253)

192.168.1.1 DHCP Client

(192.168.1.1~253)
Main Office
(Private LANSs)

Figure 15-1 The Topology of the VPN Hub (Main Office) and VPN Spoke (Branch offices)

15.2 Objectives

1. Using the VPN hub we can create a hub and spoke VPN configuration to direct traffic through a central DFL-1500 from
one VPN tunnel to another VPN tunnel. Each VPN tunnel provides connectivity to a different remote VPN gateway. All of
the VPN Hub member tunnels can establish VPN connections with any of the other member VPN tunnels.

15.3 Methods

1. Configuring the IKE tunnels.

2. Configuring the WAN1-to-LAN1 Firewall Rule.

3. Configuring the VPN Hub for the Main Office.

4. Configuring the VPN spoke for the Branch Offices.
15.4 Steps

In the following, we will introduce you how to setup the Hub and Spoke VPN between main office and two branch offices.
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Configuring the IPSec IKE tunnels

For the main office (the hub), we have to create the IKE tunnels, and then create VPN hub and add tunnels to it as members.

For the VPN settings, please refer to Chapter 13 for details. Use the information in the following Table 15-1 to configure IKE
tunnels. After finishing the IPSec VPN setting, please remember to add a WAN-to-LAN firewall rule.

Field Name Main Office Information Branch_1 Information Branch_2 Information
Status
Active Enable Enable Enable Enable
IKE Rule Name IKEVpnA IKEVpnB IKEMainVPN IKEMainVPN
Condition
Local Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.1.0 192.168.1.0 192.168.40.0 192.168.88.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Remote Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.40.0 192.168.88.0 192.168.1.0 192.168.1.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Action
Negotiation Mode Main Main Main Main
Encapsulation Mode Tunnel Tunnel Tunnel Tunnel
Outgoing Interface WAN1 WAN1 WAN1 WAN1
Peer’s IP Address 210.2.11 210.2.1.2 61.2.1.1 61.2.1.1
My Identifier IP Address IP Address IP Address IP Address
Peer’s Identifier IP Address IP Address IP Address IP Address
ESP Algorithm Encrypt and Encrypt and Encrypt and Encrypt and
Authenticate (DES, Authenticate (DES, Authenticate (DES, Authenticate (DES,
MD5) MD5) MD5) MD5)
AH Algorithm Not selected Not selected Not selected Not selected

Pre-Shared Key

1234567890

1234567890

1234567890

1234567890

Table 15-1 The IKE tunnel configuration

D-Link
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Configuring the VPN Hub for Main Office

Step 1. Add a Firewall rule

Suppose Main Office has already added two VPN
tunnels to communicate with two branch offices.
Now, the Main Office has to add a firewall rule to
allow IPSec packets to come from internet.
Before adding a firewall rule, please make sure to
add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-WAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WAN1 side to enter another
WAN1 side. So we click the Insert button to
add a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edii Rules Show Rules| AntiDoS

Summnary

Firewall-=Edil Rules

Edit YWANT ~ [0 YWANT ~ | rules
Diafault action for this packet diraction; Block % | [VLog | Apply
Packets are top-down matched by the rules.

| Staws | | Action |
#  Name Schedule Source IP Dest, IP Ser\fi_:e' ﬁ_\ginn Log
1 Default ALWANS WA ALL WANT_ALL sALL SERVICE Eltack: i
Page 141
Inzext

Step 2. Customize a Firewall rule from
Spokel to Spoke2

Enter the Rule Name as AllowVPNA, Source IP
as Spoke_1 (192.168.40.0), and Dest. IP as
Spoke_2(192.168.88.0). Click Apply to
store this rule.

If you have not yet configured the Source IP, Dest

IP or Service objects. Please refer Chapter 9 for
the setting information first.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules Amil.DoS Sumumary

Firewall->Edit Rules->Inserd
Insert a new WAN1-to-WAN1 Firewall rule

Rule name: | AllowsPH A,
Schedule: | Always v
Condition
Source IP:| Spoke_1 -
Sanvce: | ANY "

Dest. IP: Spoke_2 b

Action
Forward + | and  do not log ~  the maiched session.
Forwand bandwidth class: def class «

Reverse bandwidih class: def class v

[ Bax |

Apply |

Step 3. Customize a Firewall rule from
Spoke 2 to Spoke 1

Enter the Rule Name as Al lowVPNB, Source IP
as Spoke 2 (192.168.88.0), and Dest. IP

as Spoke_1 (192.168.40.0). Click Apply to
store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Staties Edit Rules Show Rules| Ami.DoS Suminaty

Firewall->Edit Rules->nsert
Insert a new WAN1to-WAN1 Firewall rule

Rule name: | AllowFHNE

Schedule: Always v

Souree IP: | Spoke_2 ot
Sarvice: | ANY “

Dest. IF: Spoke_1 b

Action
Forward ~ | and | do not log ~  the matched session.
Forward bandwidth class: def_class v

Reverse bandwidih class: def class

J Back

Apply

—
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Step 4. Add a VPN Hub

Select Add to add a VPN Hub. Enter a name in the
Hub Name field. To add tunnels to the VPN Hub,
select a VPN tunnel from the Available
Tunnels list and select the right arrow. To
remove tunnels from the Members list, select the
tunnels and select the left arrow. Click Apply to
add the VPN Hub.

Note the Available Tunnel is the IPSec tunnel
which you have created before. Please refer the
Table 15-1 IPSec tunnel information.

ADVANCED SETTINGS > VPN Settings > VPN Hub > Add

Pa:
IPSec YPN Hub  WPN Spoke PPTP L2TP Through
Hub Mame: |BranchAB
Available Tunnels: Members:
IKEVpnA, [IKEVpna
:j IKEWpnB
E
Back l Apply

Configuring the VPN Spoke for the Branch__

1

Step 1. Add aFirewall rule

Suppose Brach_1 Office has already added a
VPN tunnel to communicate with the Main Office.
Now, the Branch_1 has to add a firewall rule to
allow IPSec packets to come from Main Office
and Branch_2. Before adding the firewall rules,
please make sure to add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-LAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WAN1 side to enter our LAN1
side. So we click the Insert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules| AntiDoS | Summary

Firewall->Edit Rules

Edit WANT ¥ go | LANT | rules
Default action for this packet direction: Block v | [V]Lag | Apply

Packets are top-down matched by the rules.

| ftem | Staws |  Condion | Action |
# Name Schedule Source IP Dest. IP Service Action Log
1 Default ALYWAYS WRANT AL LANT_ALL ALL SERVICE Block Lt

Page 1/1

Step 2.  Customize a Firewall rule

Enter the Rule Name as Al lowVPN, Source IP as
Hub-Spoke2 [Hub (192.168.1.0), Spoke_2
(192.168.88.0)], and Dest. IP as Spoke_1
(192.168.40.0). Click Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules| Anti-DoS

Summary

Firewall-=Edit Rules-»Insert

Insert a new WAN1-10-LAN1 Firewall rule

Rule name: Allow'Pr

Schedule: Always v

Source IP: Hub-SpokeZ ~ Dest. IP:| Spoke_1 v
Service: ANY s

‘

ction
Forward * |and | do not log |+ | the matched session.
Forward bandwidth class: def class v

Reverse bandwidth class: def_class ¥

Back H Apply l

D-Link
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Step 3. Add a VPN Spoke in Branch_1

Select Add to add a VPN Spoke. Enter a name in
the Spoke Name field. Enter the Local IP
Address/Subnet Mask and Remote Address IP
Address/Subnet Mask. Select the VPN tunnel
which is established to connect Branch_1 and
Main Office.

Note the Tunnel of Action is the IPSec tunnel
which you have created before. Please refer the
Table 15-1 IPSec tunnel information.

ADVANCED SETTINGS > VPN Settings > VPN Spoke > Add

VPN Hub | VPN Spoke Pass

Through

Spoke Name; iVPNAB
Local Address Type ! Subnet Address =

IP Address: 192.168.40.0
Prefislen / Subnet Mask [255.255,255.0

Remote Address Type ! Subnet Address vI
IP Address 192.168.85.0

Prefixlen / Subnet Mask {255.255 2550

Tuningl | IKEMain/PN =

1PSec PPIP | L2IP

Back | Apply |

Step 4. View the added VPN Spoke
You can view the added VPN spoke here.

ADVANCED SETTINGS > VPN Settings > VPN Spoke
IPSec | VPNHub | VPN Spoke Tﬁﬁh

PPTP L2TP

Configuration - VPN Spoke

[ 1#]  Name | Local LAN RemoteLAN [ Tumnel |

el Venae [ dmesdnoee | imiEsEBDZY IKEMainvEN |

Add | Bt | elete |

Configuring the VPN Spoke for the Branch_2

Step 1. Add aFirewall rule

Suppose Brach_2 Office has already added a
VPN tunnel to communicate with the Main Office.
Now, the Branch_2 has to add a firewall rule to
allow IPSec packets to come from Main office and
Branch_1. Before adding a firewall rule, please
make sure to add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-LAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WAN1 side to enter our LAN1
side. So we click the Insert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Edit Rules Show Rules Anti-DoS Summary

Firewall-=Edit Rules

Edit WAM ¥ lto | LANT ¥ [rules
Default action for this packet direction: | Block % | [7]Lag | APply

Packets are top-down matched by the rules.

| dtem | Staws | Condion | Action |
# Name Schedule Source IP Dest. IP Service Action Log
1 Default ALVWAYS WANT ALL LANT ALL ALL SERVICE Block B

Page 1/1
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Step 2. Customize a Firewall rule

Enter the Rulle Name as Al lowVPN, Source IP as
Hub-Spokel [Hub (192.168.1.0), Spoke_1
(192.168.40.0)], and Dest. IP as Spoke_2
(192.168.88.0). Click Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Show Rules| Anti-DoS Sul

Status

AllowPM
| Ahwrays ;fj

¢ Hub-SpokeT v

Condition

Action

Farsard f@

do not log ;

ssi | def_class ‘§

&
:
Back | Amly |

S—— S|

Step 3. Add a VPN Spoke in Branch_2

Select Add to add a VPN Spoke. Enter a name in
the Spoke Name field. Enter the Local IP
Address/Subnet Mask and Remote Address IP
Address/Subnet Mask. Select the VPN tunnel
which is established to connect Branch_2 and
Main Office.

Note the Tunnel of Action is the IPSec tunnel
which you have created before. Please refer the
Table 15-1 IPSec tunnel information.

r| Subnet Address

182.168.40.0

5.255.255.0

Step 4. View the added VPN Spoke
You can view the added VPN spoke here.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

¥ Na i Local LAN ] Remote LAN unnel

i

D-Link
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Chapter 16
PPTP Client with PPTP Server

This chapter introduces how to build a site to site VPN using PPTP client and PPTP server.

16.1 Demands

1. Inour branch office, we need to provide secure connection methods to connect back to headquater for the internal company
employees. As the following Figure 16-1 illustrated, The employees of LAN_2 area would like to access the resources of
LAN_1 area with a security way.

LAN1T_IP
192.168.40.254

WAN1_IP

Embedded
PPTP Server

Internet

Assigned PPTP_IP
192.168.40.180

Add a static route.
All the packets to the 192.168 .40.0/24
through the assigned IP 192.168.40.180
as the below diagram.

192.168.40.1 DHCP Client

Type  DestinationNetmask Gateway
Net 192,168 40 04255 265 2560 192 168,40, 160

192.168.88.1 192.168.88.10

Figure 16-1 PPTP client with PPTP server

16.2 Objectives

1. Make sure each employee in the branch office can use the network resource in the headquater. After the VPN tunnel is
established, the employees of LAN_2 seem to work in the same internal network of LAN_1, and keep the communication
security.

16.3 Methods

1. Setup the DFL-1500 of LAN_1 as PPTP Server. Then Setup the DFL-1500 of LAN_2 as the PPTP client. Besides we must
add a static routing rule at the DFL-1500 of LAN_2.

137



Part V
Virtual Private Network

16.4 Steps
>  The DFL-1500 of LAN_1

Step 1. Enable PPTP server

Fill the related field in this page. For the field
description of this page, please refer section17.4.

ADVANCED SETTINGS > VPN Settings > PPTP

»  The DFL-1500 of LAN_2

Step 1. Enable PPTP Client

Enter the IP address of PPTP Server and
Username/Password. When connecting to the
PPTP Server successfully, it will appear the
allocated IP address for the PPTP client in the
“Assigned IP” field.

ADVANCED SETTINGS > VPN Settings > PPTP > Client

FIELD DESCRIPTION EXAMPLE
Enable PPTP Client Activate PPTP Client. Enabled
Server IP The IP address of PPTP server. 61.2.1.1
Username The designed account which allows PPTP client to dial in. PptpUsers
Password The designed password which allows PPTP client to dial in. Dif3wk
Assigned IP The allocated IP address when PPTP client connects to the PPTP server. 192.168.40.180

Table 16-1 Setup PPTP Client settings

D-Link
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Step 2. Add a static routing entry

Add a static routing entry. For all the packets
which are leaving for the
192.168.40.0/255.255.255.255.0, route
these packets through the assigned IP address
(192.168.40.180). For the field description and
the procedure of adding a static route, please
refer section 8.4.1.

ADVANCED SETTINGS > Routing > Static Route

HMext Fage

Delee |
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Chapter 17
Remote Access VPN - PPTP

This chapter introduces PPTP and explains how to implement it.

17.1 Demands

1. One employee in our company may sometimes want to connect back to our corporate network to work on something. His
PCis PC1_1in LAN_1 instead of DMZ_1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.

17.2 Objectives

1. With PPTP tunneling, emulate the mobile employee as a member in LAN1 after he dials in the corporate network. Then he
can access all computers in LAN_1 just as if he stays in the office covered by LAN1.

WANI 1P
612,11 Internet

LANI_IP

VPN Tunnel
192.168.40.254 @

PPTP_IP Mobile employee
192.168.40.180 211.54.63.1

DHCP Client

LAN_1
92.168.40.1~25;

192.168.40.1

Figure 17-1 PPTP method connection

17.3 Methods

1. Setup the PPTP server at DFL-1500. Setup the remote PC as the PPTP client. After dialing up to DFL-1, DFL-1 will assign
a private IP which falls in the range of the settings in the PPTP server at DFL-1. Suppose the range is defined as
192.168.40.180 ~ 192.168.40.199, the remote host may get an IP of 192.168.40.180 and logically become a member in
LAN1.

141



pPart V
Virtual Private Network

17.4 Steps

Step 1. Enable PPTP Server

Check the Enable PPTP checkbox, enter the
LAN1_IP of the DFL-1(192.168.40.254) in the

ADVANCED SETTINGS > VPN Settings > PPTP

Pass

IPSec Through

PPTP L2TP

Local IP, and enter the IP range that will be I Enable PPTP Server
assigned to the PPTP clients in the Start 1P | isewerciieng
and the End 1P fields. Enter the Username Losal [P, [152.158.40.254
and Password that will be used by the Assigned I Range
employees during dial-up. Click the Apply to B2 0 (B 92.968 40,199
finish configurations. [ — B —
Anply |
FIELD DESCRIPTION EXAMPLE
Enable PPTP Server Enable PPTP feature of the DFL-1500 Enabled

The Local IP is the allocated IP address in the internal Network after PPTP

Local IP client dials in the DFL-1500. 192.168.40.254
The Start IP is the allocated starting IP address in the internal network after
_ Start | ppTP client dials in the DFL-1500. 192.168.40.180
Assigned [P Range The End IP is the all d ending IP add in the i I k aft
e En is the allocated ending IP address in the internal network after
End | ppTP client dials in the DFL-1500, 192.168.40.199
Username The account which allow PPTP client user to dial in DFL-1500. PptpUsers
Password The password which allow PPTP client user to dial in DFL-1500. Dif3wk
Table 17-1 Setup PPTP Server
Step 2.  Setup Windows XP/2000 PPTP | Configuring A PPTP Dial-Up Connection
clients 1. Configuring a PPTP dial-up connection
2. Go to Start > Control Panel > Network and Internet
Note that in the DFL-1500 release Il version, both Connections > Make new connection.
PPTP and L2TP can support MPPE. In other -
words, you can choose ‘Require data 3. Select Create a connection to the network of your
encryption” while a client computer running workplace and select Next.
Windows XP/2000. However, this release Il | 4. Select Virtual Private Network Connection and select Next.
version will not support MS-CHAP, you have to ; :
check MS-CHAPv2 checkbox if you would like to S Givea Nam(_a the ConneCtIO.n and select Next. )
require data encryption. 6. If the Public Network dialog box appears, choose the Don”t dial
up initial connection and select Next.
7. In the VPN Server Selection dialog, enter the public IP or
hostname of the DFL-1500 to connect to and select Next.
8. Set Connection Availability to Only for myself and select
Next.
9. Select Finish.

D-Link
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Customize the VPN Connection
1. Right-click the icon that you have created.
2. Select Properties > Security > Advanced > Settings.
3. Select No Encryption from the Data Encryption and click Apply.
4. Select the Properties > Networking tab.
5. Select PPTP VPN from the VPN Type.
Make sure the following are selected:
TCP/1P
QoS Packet Scheduler

6. Select Apply.

Connecting to the PPTP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your PPTP VPN User Name and Password.

4. Select Connect.
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Chapter 18
Remote Access VPN - L2TP

This chapter introduces L2TP and explains how to implement it.

18.1 Demands

1. One employee in our company may sometimes want to connect back to our corporate network for handling something. His
PCis PC1_1in LANL1 instead of DMZ1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.

18.2 Objectives

1. With L2TP tunneling, emulate the mobile employee as a member in LAN_1 after he dials in the corporate network. Then
he can access all computers in LAN_1 just as if he stays in the office covered by LAN_1.

WAN1_IP

612,11 Internet

L2TP_IP
192.168.40.200

VPN Tunnel )@

Mobile employee
211.54.63.1

LANT_IP
192.168.40.254

192168401  DHCP Client

LAN_1
92.168.40.1~25

Figure 18-1 L2TP method connection

18.3 Methods

1. Setup the L2TP server at DFL-1500 (LNS: L2TP Network Server). After dialing up to DFL-1500, DFL-1500 will assign a
private IP which falls in the range of the settings in the L2TP server at DFL-1500. Suppose the range is defined as
192.168.40.200 ~ 192.168.40.253, the remote host may get an IP of 192.168.40.200 and logically become a member in

LAN_1.
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18.4 Steps

18.4.1 Setup L2TP Network Server

Step 1. Enable L2TP LNS ADVANCED SETTINGS > VPN Settings > L2TP

Check the Enable L2TP LNS checkbox, enter IPSec PPTP L3P ﬁm

the LAN1_ 1P of the DFL-1 (192.168.40.254)

in the Local IP, and enter the IP range that will I Enable L2TP LNS

be assigned to the L2TP clients in the Start 1P Local [P; [192165.40.250
and the End 1P fields. Enter the IP range in the
LAC Start IP and the LAC End IP that will cover

Aszsigned IP Range
Start: [192.168.40 200 Etie: [192.168.40.253

the real IP of the remote users. In our case, since Sesute Clisnt P Range

the employee uses 211.54.63.1 so we can Start: [211.5463.1 End: 21154635
fill 211.54.63.1~211.54.63.5 to cover

211.54.63.1. Enter the Username and i i
Password that will be wused by the Aty |

employees during dial-up. Click the Apply to
finish configurations.

FIELD DESCRIPTION EXAMPLE
Enable L2TP LNS Enable L2TP LNS feature of DFL-1500 Enabled
The Local IP is the allocated IP address in the internal network after default
Local IP gateway of L2TP client dials in the DFL-1500. 192.168.40.254
The Start IP is the allocated starting IP address in the internal network after
_ S@rt | | 5Tp client dials in the DFL-1500, 192.168.40.200
Assigned P Range The End IP is the all d ending IP add in the i I k aft
e En is the allocated ending IP address in the internal network after
End L2TP client dials in the DFL-1500. 192.168.40.253
Start The I_P address starting range which is allowed user to dial in LNS server 911.54.63.1
Secure Client IP by using L2TP protocol.
Range . . . . .
End Th_e IP address ending range which is allowed user to dial in LNS server by 911.54.63.5
using L2TP protocol.
Username The account which allows L2TP client user to dial in DFL-1500. L2tpUsers
Password The password which allows L2TP client user to dial in DFL-1500. Dif3wk

Table 18-1 Setup L2TP LNS Server settings

D-Link 146



DFL-900/1500 User Manual

Chapter 18
Remote Access VPN - L2TP

Step 2.  Setup Windows XP/2000 L2TP
clients

Note that in the DFL-1500 release Il version, both
PPTP and L2TP can support MPPE. In other
words, you can choose “Require data
encryption” while a client computer running
Windows XP/2000. However, this release |l
version will not support MS-CHAP, you have to
check MS-CHAPv2 checkbox if you would like to
require data encryption.

Configuring A L2TP Dial-Up Connection
1. Configure a L2TP dial-up connection

2. Go to Start > Control Panel > Network and
Connections > Make new connection.

Internet

3. Select Create a connection to the network of
workplace and select Next.

. Select Virtual Private Network Connection and select Next.

your

[S2 I

. Give a Name the connection and select Next.

(o]

. If the Publ'ic Network dialog box appears, choose the Don”t dial
up initial connection and select Next.

7. In the VPN Server Selection dialog, enter the public IP or
hostname of the DFL-1500 to connect to and select Next.

8. Set Connection Availability to Only for myself and select
Next.

9. Select Finish.

Customize the VPN Connection
1. Right-click the icon that you have created.
2. Select Properties > Security > Advanced > Settings.
3. Select No Encryption from the Data Encryption and click Apply.
4. Select the Properties > Networking tab.
5. Select L2TP VPN from the VPN Type.
Make sure the following are selected:
TCP/IP
QoS Packet Scheduler
6. Select Apply.

Editing Windows Registry

The default Windows 2000 L2TP traffic policy does not allow L2TP traffic
without IPSec encryption. You can disable default behavior by editing the
Windows 2000 Registry as described in the following steps. Please refer
to the Microsoft documentation for editing the Windows Registry.

1. Use the registry editor (regedit) to locate the following key in the
registry: HKEY_LOCAL_MACHINE \ System \ CurrentControlSet \
Services \ Rasman \ Parameters

2. Add the following registry value to this key:
e Value Name: ProhibitlpSec
e Data Type: REG_DWORD
e Value: 1l

3. Save your changes and restart the computer.

You must add the ProhibitlpSec registry value to each Windows
2000-based endpoint computer of an L2TP or IPSec connection to
prevent the automatic filter for L2TP and IPSec traffic from being created.
When the ProhibitlpSec registry value is set to 1, your Windows
2000-based computer does not create the automatic filter that uses CA
authentication. Instead, it checks for a local or Active Directory IPSec

policy.
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Connecting to the L2TP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your L2TP VPN User Name and Password.

4. Select Connect.

D-Link
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Chapter 19
Remote Access VPN — DS-601 VPN client

This chapter introduces Remote Access VPN using DS-601 VPN client and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between LAN_1 and a remote client in
this chapter. The following Figure 19-1 is the real structure in our implemented process.

19.1 Demands

1. When someone is on a business trip and need to connect back to the company by using VPN function, he uses the DS-601
VPN client to make IPSec VPN tunnel with Organization_1 LAN_1. See the following diagram for the details.

Organization_1
(Private LANSs)

LANT_IP
192.168.40.254

WAN1_IP
220.136.231.114

Internet

61.64.148.197

192.168.40.1 DHCP Client

Figure 19-1 The client DS-601 is making IPSec VPN tunnel with Organization_1 LAN_1

19.2 Objectives

1. Letthe usersin LAN_1 and the client DS-601 share the resources through a secure channel established using the IPSec.

19.3 Methods
1. Separately configure DFL-1 and DS-601 VPN client to make IPSec VPN tunnel..

19.4 Steps
In the following, we will introduce you how to setup the IPSec between Organization_1 LAN_1 and DS-601 VPN client.

At DFL-1:
At the first, we will install the IPSec properties of DFL-1.
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Step 1. Enable IPSec
Check the Enable IPSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Pass
IPSec VPN Hub VPN Spoke| PPTP L2TP Throtuh
|D‘Enah|e IPSec | Apply ]l

[IKE} [Manual Key]
Edit/Modify IPSec Security Associations

(tem | Saws | Condion | adion |
' # | Active | Name | locallAN | Remotel8N | Mechanism | MyIP | PeersiP ‘

Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Pass
IPSec VPN Hub | WPH Spoke PPTP L2TP Through
i Enable IPSec __ ARply
[IKE] [Manual Key]
Edit/Modify IPSec Security Associations
(om | Stas | Comdion | Acion |
| # | Active | Mame | Local LAN | Remote LAN | Mechanism | MyIP | PeersiP ‘

Add | Edi [ o |

Step 3. Customize the rule
Check the Active checkbox. Enter a name for

this rule like ds601. Enter the Local IP
Address (192.168.40.0/255.255.255.0)
and the Remote 1P Address

(61.64.148.197/255.255.255.255). Select
the Outgoing Interface of this VPN/Firewall
Router. Enter the public IP of the opposite-side
VPN gateway (61.64.148.197) in the Peer’s
IP Address. Click the ESP Algorithm and
select Encrypt and Authenticate (DES,
MD5). Enter the Pre-Shared Key as
1234567890. Click the Apply button to store the
settings. Note, In the Action region. It should
choose either ESP Algorithm or AH
Algorithm, or system will show error message.
If you hope to set the detailed item of IKE
parameter. Click the Advanced button in this
page. Otherwise it is ok to just leave the value
default.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass
IPSec VPN Hub | VPH Spoke PPTP L2TP Throush

IPSec-#IKE->Edit Rule

IV Active

IKE Rule Mame [ds501

Local Addfess Type | Subnet Address =
[192 188 400
Prefixlen / Subnet Mask |255.255.285.0

Self local IP
Address

IP Address

Remote Addrass Type lSlngIe Address Ll

The opposite Fresissior

side IP Address o — :
Prefixlen ¢ Subnet Wask {265 256 285 265

Megatiation Moda | Main i
Encapsulation fdode | Tunnel 'i
Crutgaiig Interface | WANT 'I

| Pesrs 1P addiess [Siatc B =] 5162 128 197 |

IP Address

My Idertifier  |IP Address
Peer's |dentifier| IP Address

i ESP Algorithm lEncrypt and Authenticate (DES, MDS) ;]
CAH - Algorithim | Authenti 5

Pre-Shared Kay !1 234567890
Advanced |

Back l Apply I
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Step 4. Detailed settings of IPSec IKE ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >

In this page, we will set the detailed value of IKE | Advanced
parameter. pS

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LANL1 to display the rules
of this direction. The default action of this
direction is Block with Logs. We have to allow
the VPN traffic from the WANL1 side to enter our
LAN1 side. So we click the Insert button to add
a Firewall rule before the default rule.

Neyt Page Mave Page
Deelere Move Befors:
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Step 7. Customize the Firewall rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Su

Enter the Rule Name as Al lowDS-601, Source
IP as WAN1_ds601 (61.64.148.197), and
Dest. IP as LAN1 VPNA (192.168.40.0).
Click Apply to store this rule.

Status
AllowDS-601

| Always |\§

WANT dsBO1 ~ it IP: | LANT WYPRA ~|

| ANY v

Condition

Action

| o ot og

def_class ;_\é_
def_class iﬁ

Step 8. View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
WANL1_ds601 (61.64.148.197 / 255.255.255.255)
pass through DFL-1500. And accomplish the i . :
VPN tunnel establishment. ' e o HEed o

MextPage Move Page
Delete Move Before:

At DS-601 VPN client:

Here we will introduce you how to setup DS-601 VPN client properties. Before that, please install the DS-601 VPN client
into the remote client first.
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Step 1. Enter a Connection Name

Enter DFL-1500 in the Name of the
connection field and click Next to proceed.

Configuration > Profile Settings > New Entry

Dlestination & it
Connection Name = "
Enter the name of the connection - ln

The cannection may be given & descriptive name; entef a name in the fulldwing field.

7,:? Mame of the:connection
= |DFL-1500

¢ Back: | Hext I Cancel |

Step 2.  Select Link Type

Select LAN (over 1IP) in the Communication
media field and the click Next to proceed.

Configuration > Profile Settings > New Entry

Dz o A ssstant
Link type [Dial up configuration] P L
Select the media type of the connection. - ll‘.

Determing how the connechion to the corporate netwark should be established, |Fthe intermet is
to be used via modem;, set the communication media to 'modem' and then select the
appropriatemodenm,

@ Communication media :

<.Back | Hewt > l LCance|
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Step 3.  Setup VPN gateway

Enter the VPN gateway IP (220.136.231.114)
which is also the DFL-1's WANL1 IP. Click Next to
proceed.

Configuration > Profile Settings > New Entry

Destination & nt
YPMN gateway parameters & f
Towhich %P gateway should the connection be establizhed? D.L ll‘.

Enter the DNS name [ie. vpnserverdomain com] or the official [P address (e, 21210017 23] of
the WFMN gateway pour wank ko connect to: ' '

Gateway
| |220136.231.114

[T Useesterded authentication PLALTH]

@ Uzemanme.
Ll

Paszword Paszword (Confirm)’

I |
< -Back | Mest: I Lancel |

Step 4. Pre-share Key

Enter 1234567890 in the Shared secret field
and retype it in the Confirm secret field.
Select 1P Address and enter 61.64.148.197
as the Type and ID in the Local identity area.

Configuration > Profile Settings > New Entry

Diestinstion Sssistant 7] x|
Pre-shared key -
Common secret for data encryption - ln

A shared secet o pre-shated key i3 Used to sncivpt the sonnection; this then nesds ta be
indetically on bothrsides RN clisnt und YEM gateway],
Enter the appropriate walue for the IKE 1D according to the selected 1D type.

% Pre-shared key
I ‘Shared secret Confirm secret |

Ixxxxxxxxxx SRR,

@ Local identity
= Type: |IF Addiess =]

10 |E1.64.148.157

« Back | Firizh I Cancel |
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Step 5. General information

After finishing the previous setting, we can view
the general information here.

Configuration > Profile Settings > Configure > General

Profile Settings  DFL-1500 o X
~General
5ererd
IPSec General Settings . Erafils hame:
| dentities = T e
IP Address Azsignment @ IDFH s00
Remate Metworks
Firewall Settings Commurication redia |
|L&M (over IP) |
Help | Ok I Cancel |

Step 6. IPSec General Settings

Check if the Gateway IP is correct, and then click
the Policy editor to edit IKE and IPSec policy.

Configuration > Profile Settings > Configure > IPSec General
Settings

Prodile Beftings  DFL-1500 ]

rEm— —IPSEc Geteral Settings

IFSec General Sethngs T Giateway |22|:I 13621 114

Identities 1 = o —_—

IP Address Azsignment Palicies

Fiemote Metworks ;

Firewal Setings 1KE policy:: Iautnmatic rmode ﬂ
m [PSec policy Iautamatic mode j

Policy ffetimes .| Policy editor . |

Advanced options

i/:] Exch: mode : I.&ggressive Mods =
EFS group'; INune ;I

™ UseIP compression [L25)
[™ Disable OPD [Dead Peer Detection)

e |

Help Lorcal |

Step 7. Policy editor
Click 1IKE Policy to edit the IKE policy.

Configuration > Profile Settings > Configure > IPSec Geneneral
Settings > Policy editor

X

Eonfigure

DFL-80 [3DES-5HA-DHZ]
T DFL-900 [3DES-SHA-DH2]
T DFL-1500 [ADES-SHA-DHZ]
LT DFL-300 [3DES-SHA-DHZ]
T DFL-S00 [3DES-SHA-DH2]
. %7 DFL-900[3DES-MDE-DH2)
LT IPSec Palicy

Hew Entry |

Duploate
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Step 8.  Setup IKE Policy Configuration > Profile Settings > Configure > IPSec Geneneral
Enter DFL-1500[DES-MD5] as the IKE Policy | Settings > Policy editor > IKE Policy
name. Select DES/MD5/DH-Group 2 [1024 | [iEmnen x|
Bit] in the Encryption/Hash/DH Group field. "
Click OK to finish the settings. ~ IKE Proposals -
Policy name ;  |[DFL-1500 [DES, MDE]
Authertization | Encroption | Hash | DH Group |
Preshared Key DES MDE DH:Group 2 (1024 Bit)
Authentication : lF‘rE;;hai::—-:i Ky j &dd
Encryption : |oEs = Hemomys
Hash: |MD5 ]
DH Group : |DH-Group 2 (1024 Bit) =
Help | ak LCancel
Step 9.  Setup IPSec Policy Configuration > Profile Settings > Configure > IPSec Geneneral
Enter DFL-1500[DES-MD5] as the IPSec | Settings > Policy editor > IPSec Policy
Policy name. Select DES and MD5 in the | Frisyemms x|
Transform and Authentication field. Click -
OK to finish the settings. ~ IP5ec Proposals
Policy name;  |DFL-1500 [DES-MDE]
Pratocol | Tranzfarm I MNane |
ESF DES MDE
Pratacal |ESP =] Add
Tranzform ; | DES ll S e
Autherticaticr : I MOS ll
Help ok Cancel
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Step 10. IPSec advanced options Configuration > Profile Settings > Configure > IPSec Geneneral

In the Advanced options area, please select Main | Settings > Advanced Options

Mode in the Exch. mode and DH-Group 1 [768 DFL-1500 x|
Bit] inthe PFS group. —IPSec General Setting:

General ;!

IPSec General Settings == :

R @ Gateway:  [220136.231.114

IF Addreszz Azzignment Palicies

Femote Metworks .

Firewal Setfings E(I% IKE policy; | DFL-1500 [DES, MD5] =]

IPSec policy: |DFL-1500 [DES-MDS] =]

Palicy lietimes .. | Polioy aditar . |

Advanced options
iC? Exch. mode ! IMain tMode ;‘
BFS aroup:  [DH-Group 1 (758 B B
[ UszelP compression [LZ5]
™ Disable DPD [Daad Peer Detection]

Help | oK I Cancel |

Step 11. View Identities Configuration > Profile Settings > Configure > Identities

Check if the Local Identity and the x|
Pre-shared key are correct or not. If yes, click 5 ; | dentities
o H energl i
OK to finish the settings. IS o General S etfings Localiderity
IP &ddress &ssignment = Type: ||F""""':|':IrESS ;I
Remote Networks = 1D [51 64148197
Firewall Settinigs El
Pre-zhared key

Shared segret: [
Confirm seamet ; |xxxxxxxxxx
I™ Use estended authentication (4UTH]

Uzername ; |

Password: |

ﬂ_elp | ok LCancel
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Step 12. IP Address Assignment Configuration > Profile Settings > Configure > IP Address
Select Use local IP address and then click OK | Assignment
to finish this settings. Frofil Seitngs | DFL-LSO0 ]
gl —IF &ddrezs Azzignment
IPSec General Settings " |z IKE Corfig Mode
|dentities e :

i+ lse local [P address.

Rermote Metwarks - {7 Manual 1P addiess
Firenwall 5 ettings =

|F &ddre

P addiess:  |0.0.0.0
Subnet mask :  {255.255.255.0

[T DMS ¢ WwINS servers
51 DONS server: IE_l. .00
WING server:  |0.0.0.0

Help | ak I Cance |

Step 13. Setup Remote Networks Configuration > Profile Settings > Configure > Remote Networks
Enter the IP network address 192.168.40.0 | JSESESHES g Gl x|
and subnet masks 255.255.255.0, and then S K
click OK to finish the settings. General _ - :
IPGec General Settings Etiter the P istiuorks the tunnel should be ysed far,
[dertitiss without entries tunneling will always be used. -
IP Addrezs Azsighment
Remote Metworks : i .
Firowal Setigs % Metwork addresses ; Subnet masks ;
I [192168.400 | 255,255, 255.0
{0.0.00 jo.00o
{0.0.0.0 {o.0.00
{0.0.0.0 {0.0.00
{o.0.0o j0.0.00
[T Apold innelng secdit far local netwarks

Help | ak I Cancel
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Step 14. Firewall Settings

In order to avoid any conflict, we recommend you
to disable the Stateful Inspection.

‘Configuration > Profile Settings > Configure > Firewall Settings

DFL-1500

Frofile Settings

General

IPSec General Sethings
|dentities

|P &ddresz Azsignment
Remote Metworks

Firewall S ettings

x|

—Firewall Settings

With firewall zettings activated packets from-ather
hosts will be dizzarded,

[N - |

™ =0l commurieation itk e e memited

Enable Stateful Inspechon ;

Step 15. Connect the IPSec VPN

Click Connect to establish the IPSec VPN tunnel
with Orgainization_1 LAN_1. If connection is
established, you can view it like right diagram.

Connection > Connect

D D-Link ¥PH Client

Connection  Confipuration Log  Window Help

Ernfi.le :

Outzide Line :

|DFL- 1500

Server
vt [ D-LiMK
Statiztics:
Titne onlfine: 0321 Timeout (2ec) 0 sec
Diata (T} in KByte: 644 Direction: oLt
Data (Rx)in HKByte: 1015 Link Type: LAk L AR
Speed (KByte/z) 0,000 Encryption; DES
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Chapter 20
Remote Access VPN — Windows client

This chapter introduces Remote Access VPN using Windows client and explains how to implement it.

20.1 Demands

Suppose an employee often works at home, he will have the requirement to access the resource inside the company. The topology is
illustrated in the Figure 20-1.

2

Employee

Windows Client
211.54.27.6

DHCP Client

192.168.40.1

Figure 20-1 Using Windows client to connect DFL-1500 IPSec Server

20.2 Objects

Under this circumstance, the employee can use the IPSec VPN method to achieve this target. In the previous chapter, we have
introduced the DS-601 client method. In this chapter, we will provide another method to use Windows client solution.

20.3 Methods

As the Figure 20-1 illustrated, we need to setup the IPSec feature of the DFL-1500 at company first. On the other hand, we have to
setup the related IPSec setting in the Windows client at employee’s side so that the employee can establish the IPSec tunnel through
windows client to access the resource of the company.

For the procedure to setup the DFL-1500, please refer 20.4.1 description.

In the following steps, we would propose the example using windows XP to introduce the setup process.
And the setup procedures will be divided into several parts.

1.  Create a custom MMC console, please refer 20.4.2 description.
2. Create an IPSec policy, please refer 20.4.3 description.
3. Add afilter rule from WinXP to DFL-1500, please refer 20.4.4 description.
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4. Add a filter rule from DFL-1500 to WinXP, please refer 20.4.5 description.

5. Configure a rule for WinXP client to DFL-1500, please refer 20.4.6 description.
6.  Configure a rule for DFL-1500 to WinXP client, please refer 20.4.7 description.
7.  Enable the security settings, please refer 20.4.8 description.

20.4 Steps

20.4.1 DFL-1500 Setup

Step 1. Add an IPSec rule

At the DFL-1500 side, we need to add an IPSec
policy to establish IPSec tunnel with WinXP client.
Enter the related IPSec parameter in the suitable
field. For the field description, please refer Table
13-4 for the details. Note that because the remote
client is just a single WinXP machine, so we
select Single Address in the Remote Address
Type field.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

< VPN Hub | VPN Spoke

O
*

Status
WindowClient

Condition

Subnet Address la

192.165.40.0
2552552550

ype | Single Address »ﬁ
2115427 6

255 255266 255
Action
Tunnel |§

IP Address ;ﬁ Auto_Assigned

IP Address el Auto_Assigned

m | Encrypt and Authenticate (DES, MDS) @
iy Authenticate (MOS) (>

1234567390

" Advanced

Aol

D-Link
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Step 2. Edit the detailed settings of
IPSec rule

Fill the detailed settings as the diagram of right

side. And then click Apply to finish the IPSec rule

edition. For the field description, please refer

Table 13-5 for more information.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

VPN Hub | VPN Spoke

Condition

Action

1234567390
hm | Encrypt and Authenticate (DES, MDE) @

28300 @see Omin O
DH1 v

28800 [ ©see Omin O

Step 3.  Warning message

Here appears a warning message to remind you
to add a firewall rule which can allow IPSec traffic
into the DFL-1500, because the WAN-to-LAN
traffic of the DFL-1500 by default is blocked. For
the detailed procedure to add a firewall rule,
please refer Section 13.4.

Step 4. Finish adding an IPSec rule

Finally we have added an IPSec rule shown as
the right diagram.

@ Status Condition . . Action
~ #Adive Name  Local LAN  RemoteLAN  Mechawism  MylP  PeerslP
(© 1Y WindowClent 19216340024 2115427852 Tumnel- ESP (DES MDS) 192168.17.174 21184276

Frev. Page
Add Edit

Mext Page

Delete
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Step 5. Add Firewall rule settings

Additionally, because the traffic of WAN to
LAN default is blocked. So we must add a
firewall rule to allow the local area of remote
side to pass through the DFL firewall. Please
refer the section 13.4.1 for the full description
and examples.

N/A

20.4.2 Create a custom MMC console

Step 1. Run mmc

From Windows desktop, go to Start > Run, and
in the Open textbox type mmc, click OK .

Internet resource, and Windows will open it For vaou,

i mmc|

:E Type the name of a program, folder, document, or
Cpen

|

[ Browse... ]

| OK%‘J[ cancel |

Step 2. Add Snap-in

On the Console window, click Add/Remove
Snap-In.

i o s st e

Step 3. Add a Standalone Snap-in

In the Add/Remove Snap-In dialog box, click
Add.

Add/Remove Snap-in &35
Standalons | Extersions
Use this page to add or remove a standalone Snap-in from the console.
Snapins added lo: |23 v
Description
Add. k

D-Link
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Step 4. Add “Computer Management”
snap-in
In the Add Standalone Snap-in dialog box,

click Computer Management, and then click
Add.

Add Standalone Snap-in (&3]

Available Standalone Snap-ins:

Snapin Vendor A
gﬁAcl\veX Cantral Micrasoft Corparation
[ Cartficates Microsoft Corporation
@ Compaonent Services Micrazoft Corparation

Microsoft Cotporation
Microsoft Corporation
Microsoft Corp, Execut
Microsoft and VERITAS..

ice Manager
B4 Dick Dsfragmenter
EH Disk Management

rﬂ Event Viewer Micrazoft Corparation

(O Folder Microsoft Corporation

@ Group Policy Micrasoft Corparation |
Descrption

Computer management and related system tools.

Add

Step 5. Verify the Local Computer is
selected

Verify that Local Computer (default setting) is
selected, and click Finish.

Computer Management 3]

Select the computer you want this snap-in ta manage,
This snapein will always manage;

" Local computer: (the computer this consale is running on)

" Another computer. |

™ Allow the selected computer to be changed when launching from the command ling. This
only applies if you save the console

Step 6. Add “Group Policy” snap-in

In the Add Standalone Snap-in dialog box,
click Group Policy, and then click Add.

Add Standalone Snap-in &)
Available Standalone Snap-ns:
Snapin Yendar A
m@ Microsoft Corporation
g Indexing Servhee Micrazoft Corparatior, |..
B, 1F Secuity Monitor Micisoft Corporation
S |P Security Policy Management Micrazoft Corparation
@ Link to Web Address Micrasoft Corporation
# Local Users and Groups Microsoft Corporation
& Peifarmance Logs and Alerts Micrasoft Corparation
&5 Removable Storage Management  Microsoft Corporation
@ Resultant Set of Palicy Micrasoft Corparation
B Secuily Confiquation and finalysis — Microsoft Coporation v |
Description

This snap-n allows you to edit Group Policy Objects which can be linked
to a Site, Domain, or Drganizational Unit in the Active Directory or stored
on a computer

Step 7. Verify the Local Computer is
selected

Verify that Local Computer (default setting) is
selected in the Group Policy Object dialog
box, and then click Finish.

Select Group Policy Object &3]

Welcome to the Group Policy Wizard a‘
P

Group Policy Objects can be stared in the Active Directory
a ar on a bocal computer
C— Usze the Brawse button to select a Group Policy Object.

Browse.

[] Allow the facus of the Group Policy Snapen to be
changed when launching from the command line. This
only applies if pou save the console.
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Step 8.  Add “Certificates” snap-in S ST Sy 3]
In the Add Standalone Snap-in dialog box, | | “o s

Snapin Yendar Al
click Certificates, and then click Add. Mismsoft Corpration
Micrasoft Corparation
Microsoft Corporation
Q Computer Management Micrazoft Corparation
) Device Manager Micrasoft Corporation
I Disk Defragmenter Microseft Corp, Execui.
g Disk Management Micrasoft and WERITAS .
Bl E vent Viewer Micinsoft Corporation
(Falder Micrasoft Corparation
#72 Group Policy Microsoft Coporation. s |
Description

The Certificates snap-in allows pou to biowse the contents of the
certificate stores for yoursell, a service, or a computer,

Step 9.  Select Computer account Certificates snap-in ®
In the Ce rt i fi cates Snap— i n d|alog bOX, This shap-in wil alwaps manage certificates far:
select Computer account, and click Next. O My user sccount

() Service account

(& Computer accou%

Step 10. Verify the Local Computer is | [REEEhlnz ]
selected Selant the computer you want this snapin to manage

Venfy that Local CompUter (defaUIt settlng) IS T;T;::’::o::;:a’}:h:i:“:nf:.ﬂellhlsconsu\els unhing on)

selected, and click Finish.

() &nother computer.

[] 4llow the selected computer to be changed when launching fiom the command line. This
only applies if you save the consols

[ <Back ][ Finish QJ[ Cancel

Step 11. Close the Add/Remove Snap-in

windows [ Standalone | Extensions
_ ) Uss this page to add ar rsmave a standalane Shap-in fram the sarsals.
Close the Add Standalone Snap-in dialog i St i
- nap-ing added ;3 Console Root =
box. And then close the Add/Remove Snap-in e R
dialo g box | B Computer Management [Local)

| @ Local Computer Palicy
| D) Cmttificstes (Lol Computer]

Diescription

Add...

|
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Step 12. Finish the mmc console
creation

After finishing the previous steps, we have

selected three snap-in components in the mmc

console.

20.4.3 Create an IPSec policy

Step 1. Run secpol.msc

From Windows desktop, go to Start > Run, and
in the Open textbox, type secpol .msc. And then
click OK.

=~ Type the name of a program, folder, document, or
Internet resource, and Windows will apen it Far vou,

I
Open: | secpal, msc| w |

[ ox %][ cancel | | Browse... |

Step 2.  Create IP Security policy

Select Action > Create IP Security policy
to add security policy.

seate St oy

Step 3.  Enter policy name

Click Next, and type a name for your policy.
For example, WinXP to DFL-1500 tunnel.

IP Security Policy Wizard [E2L3)

IP Security Policy Name i
Mame this IP Security policy and provide a brisf description
!

Mame:
w/ir<F to DFL-1500 tunnel

Description:

<Back || Mest> R“ Cancel
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Step 4. Uncheck the item

R

- tor Secure Ci icati 5
Uncheck Active the default response Specify how this policy responds to requests for secure communication é
rule checkbox, and click Next

The default response rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
SECUre communication,

[~ Activate the default response rule.

<Back || New> w[ Cancel |

Step 5. Finish the IP Security policy | LEiazay B
creation

Keep the Edit properties check box selected
and click Finish.

Completing the IP Security policy wizard

‘You have successfully completed specifying the properties
for pour new IP Security policy.

To edit your IP Security policy now, select the Edit properties
check bow, and then click Finish.

I Edit properties

To close this wizard, click Finish,

[ <Back ][ Finish %[ Cancel

Step 6.  Edit policy properties

Fules @ General

A dialog window will bring up for you to configure

two filter rules for this policy. Click General tab ﬁ 1P S ey iy et ol
and click Advanced button to setup IPSec
phasel parameters. Name

[Wiri4P to DFL-1500 tunnel

D escription:

Check for policy changes every:

180 minLte(s]

Perform key exchange using thess seftings:

Step 7. Key Exchange Settings ¥ey Exchange Settings
Click Methods to proceed. [ Master key perfect forward secrecy [PFS)

Authenticate and generate a new key after every:

480

minutes

Authenticate and generate a new key sfter svery:

o session(s]

Protect identities with these security methods:
Methods.. k

Intetnet Ky Exchangs (IKE] for Windows P
Jaintly developed by Microsalt and Cisca Systems, Inc.

oK Cancel
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Step 8. Delete the extra items

In this diagram, we are going to specify the
phasel parameter of IPSec rule at the WinXP.
We setup DFL-1500 IPSec phasel with

Key Exchange Security Methods @)

£

@E Pratect identities during authentication with these security
methods.

Security method preference order

DES-MD5-DH1 (please refer Section 20.4.1 ), nciyption Integrity DiffieHelman . Add..
therefore we delete the extra 3 items, and only | | i o e i
remain the item that matches our IPSec settings | | fe i Pt
of the DFL-1500.
o |
< > "
oK Cancel
Step 9. Remain the corresponding item | [EESTERERNTRITE (G5

For this example, we remain the item of DES,
MD5 and DH1 combinations.

% Protect identiies during autheriication with these secuity
methods

Security method preference order:

Type Encryption Integrity L Add

IKE DES MD5 L

< > i
Cancel

20.4.4 Add afilter rule from WinXP to DFL-1500

Step 1. Add a new filter rule

In the tunnel properties, uncheck Use Add
Wizard check box, and click Add to create a new
rule. And click Add to create a new IP Security
Rule.

WinXP to DFL-1500 tunnel Properties E\E\

Fules | General
| | il

ﬁ Security rules for communicating with other computers

IP Security ules

| 1P Filter List Filter Action Authentication... | Tu
O <Dynamic> Dsfault Response Kerberas e

< >
Add.. N Edit.. | ‘ I~ Use Add Wizard
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Step 2. Add an IP Filter List

Onthe IP Filter List tab, click Add to add an
IP Filter List.

New Rule Praperties ExE

Avthentication Methods I Tunnel Setting I Connection Type I
IP* Filter List Filter Action
z‘ The selected IP fiter list specifies which network traffic wil be
=, affected by this rule
IP Filter Lists:

Name: Description

O AINCHP Traffic Matches all ICMP packets betw...

O AP Traffic Matches all IP packets fram this

Add.. %J |

Cancel | Apply ‘

o

Step 3.  Edit IP filter list

Type a name for the filter list (e.g., WinXP to
DFL-1500), uncheck Use Add Wizard check

box, and click Add.

=t
=+
=

Mame:

M IP Filter, List

An IP filter list is composed of multiple filkers. In this way, multiple subnets, [P
addresses and protocols can be combined into ane |P filker.

[wi<F 10 DFLA500]

Step 4. Edit the address of filter
properties
In the Source address, choose A specific IP
Address, and enter the 1P address of WinXP
(ex. 211.54.27.6). In the Destination
address, choose A specific IP Subnet, and
enter the IP address and Subnet mask of the
local subnet (ex. 192.168.40.0/255.255.255.0).

Uncheck Mirror check box. Click OK to next.

Addressing | Frotool | Deseiption |

Source address:

Description: L
Filters: ™ Use AddWizard
Mirrared  Description Pratacol Source Part Destination
$5 H
Filter Properties EE

IPaddess: | 211 . 54 27 3
Destinalion addiess:
4 specific IP Subnet j
IPadgres: | 192 . 168 . 40 . O
. 255 . 255 . O

I Minoied. Also match packets with the exact opposite source and
destination addresses

Subnet mask: ‘ 255

Cancel

D-Link
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Step 5. Edit the protocol of filter

Addessing Protacol | Deseription |

properties
Click the Protocol tab. Leave the protocol sele,%

type to Any. C—

Cancel

Step 6. Edit the description of filter | [elEIHEEE B

Addressing | Protocel Description |

properties
. - - . Use this description field as a name or a detailed explanation of the filter.
Click the Description tab. You can give a
name for this filter list. The filter name is displayed A
in the IPSec monitor when the tunnel is active. TR
Cancel
Step 7.  Finish the creation of IP filter | EIM&lEEE] BE
list =il el R e
Click OK and Close these windows. —_
Wwir=P to DFL-1500
Description: e
Edit
Remove
Filters: [ Use Add Wizard
Mirrored | Description Pratacol Source Port Destination
Mo Wirl<P to DFL-1500  ANY ANY ANY
< >

oK [ Cancel
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20.4.5 Add afilter rule from DFL-1500 to WinXP

Step 1. Add anew filter rule

Click the IP Filter List tab, and then click
Add toadd an IP Filter List.

New Rule Properties E‘@

Authentication Methods |

Tunnel Seting | Connection Type |

IP Filter List Filter Action
;‘ The selected IP filter list specifies which network traffic wil be
=, affected by this rule,
IP Filker Lists:
Mame Description
O AINCHP Traffic Matches all ICMP packets betw,
O AllIP Traffic Matches all IP packets from this .

O WirixP to DFL-1500

Add it | Remove |

Cise | | Aney

Step 2.  Edit IP filter list

Type a name for the filter list (e.g., DFL-1500 to
WinXP), uncheck Use Add Wizard check box,

and click Add.

W |P Filter List

= An P filter list is compoged of multiple filkers. [0 this way, multiple subnets, [P
= addresses and protocols can be combined into one IR filter
Name:

[DFL-1500 1o WirkP

Add

]|

Descriptior:
Filters: [™ Use AddWizard
Minored | Description Protocol Source Port Destination
2

Cancel

Step 3. Edit the address of filter

properties
In the Source address, choose A specific IP
Subnet, and enter the IP address and Subnet
mask of the local subnet (ex.
192.168.40.0/255.255.255.0). In the
Destination address, choose A specific
IP Address, and enter the IP address of
WinXP (ex. 211.54.27.6). Uncheck Mirror
check box. Click OK to next.

Filter Properties (633

Addressing | Protocol | Description |

Souroe addiess
[& specific I Subnet =]

IPaddess: | 192 . 168 . 40 . 0
Subnet mask: ‘ 255 . 255 . 255 . O

Destination address:
4 spesific IP Address -

IPaddess: | 211 . 54 . 27 . B

I Minored, Also match packets with the exact opposite source and
destination addresses

Cancel

D-Link
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Step 4. Edit the protocol of filter
properties

Click the Protocol tab. Leave the protocol
type to Any.

Filter Properties EE

Addessing Protacol | Deseription |

Select 5 protocol type:

OK. I\I Cancel

Step 5. Edit the description of filter
properties
Click the Description tab. You can give a

name for this filter list. The filter name is displayed
in the IPSec monitor when the tunnel is active.

Filter, Properties E‘\E‘\

Addressing | Protocel Description |

Use this description field as a name or a detailed explanation of the filter

Desciiption,
DFL1500 toWinxFP

Ok Cancel
[

Step 6.  Finish the creation of IP filter
list

Click OK to close the window.

W [P Filter List

addresses and protocals can be combined inta ane |P filter

DFL-1500 towirksP

An P filter list is composed of multiple fiters. n this way, multiple subnets, [P

Description: Add...
Edit
Femave
Filters: I Use AddWizard
Mirrared | Description Pratocol Source Part Destination
Mo DFL1500 to winsP - ANY ANY ANY
< »

oK Cancel
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20.4.6 Configure arule for WinXP client to DFL-1500

Step 1.  Select the first IP filter list

Now there are two IP filter lists for the WinXP
IPSec use. Select the first filter list you have
created above from the IP Filter List, such
as WinXP to DFL-1500.

New Rule Properties E‘E\

Authentication Methods | Turnel Setting | Connection Type |

IP Filter List Filter Action
;‘ The selected IP filter list specifies which network traffic wil be
=, affected by this rule,
IP Filker Lists:
Mame Description
O AINCHP Traffic Matches all ICMP packets betw,
O AllIP Traffic Matches all IP packets from this .

add. | Ede |

Close

Remove |

| Apply ‘

Step 2. Tunnel Settings

Click Tunnel Setting tab, enter the remote
endpoint. For this filter list, the remote IPSec
endpoint is DFL-1500 (61.2.1.1).

New Rule Properties &3]

IP Filter List
Authentication Methads

Filter Action
Tunnel Setting 1 Connection Type |

= The tunnel endpgint is the tunneling computer closest ta the
=1 IP hraffic destination, as specified by the associated IP filter
list. 1t takes two rules to describe an [PSec tunnel

(™ This rule does not specify an IPSec tunnel.
{* The tunnel endpaint iz specified by this IP addiess.

B2 1 il

| Apply ‘

Close
L

Step 3. Connection Type

Click Connection Type tab, and then click Al'l
network connections.

Newr Rule Properties E‘@

IP Filter List Filter &ction |
Authentication Methods | Cannection Type

B

" Al network connedions

Tunnel Setting

Thiz rule anly applies to network traffic aver connections of
the selected type.

" Local area network [LAN]

" Remate access

Close E Apply

D-Link
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Step 4. Edit filter action of WinXP to
DFL-1500 IP filter list

Click Filter Action tab, click Add to add a new

Filter Action.

New Rule Properties E‘@

Authentication Methods | Turnel Setting | Connection Type |
I Filter List Filter Action
x The selected filter action specifies whether this rule negotiates
for secure network braffic, and how it will secure the traffic.
Filter Actions:
Mame Description
Q Pemit Pemit unsecured IP packets to
O Request Security [Optional] Accepts ungecured communicat, .
@ Requite Security Accepts unsscured communicat
Add Rl Edit | Remove ‘ I~ Use AddWizard

Clase | Aney

Step 5. Set the properties of Security
Methods

Leave Negotiate security as checked, and
uncheck Accept unsecured communication,
but always respond using IPSec check box.
You must do this to ensure secure connections.
Click Add to proceed.

New Filter Action Properties. E\@

Secuity Methods | General |

" Permit
" Block
f* Negotiate security
Security method preference order:
Type _AH Integrity ESP Confidential... | ES Add..

i

< | >
™ Accept unsecured communication, but always respond using IPSec
™ Allow unsecured communication with non-IPS ec-aware computer

-

aK Cancel | Apply ‘

Step 6.  Setting the Security Method

Select Custom (for expert users) if you want to
define specific algorithms and session key
lifetimes). Please make sure the settings match
whatever we had configured in DFL-1500 before

New Security Method (633

Secuity Method |

" Encryption and Integrity
Data will be encrypted and verified as authentic and unmadified

" Integity only
Data will be verified as authentic and unmodified, but will not be
encrypted

* Custom

Settings... [

Cancel
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Step 7. Custom Security method Custom Security Method Settings B
S ett| n g S Specify the settings for this custam security method
™ Data and address integrity without encryption [AH]
Select the Data integrity encryption
(ESP). Select MD5 integrity algorithms and | | & o.. ey sdegmon £t
DES encryption algorithm. Fill the new key ‘,%‘
generation rate (ex. 28800 sec). Note that Encuyption algort:
the settings of this page must match the - &
settings of IPSec phase2 at DFL-1500. Sessan e st
I Gererate a new key even: W Generate a new key every

Khptes 26800 sacands

Cancel

Step 8. New Filter Action Properties

Securly Methads  Beneral |

Click the General tab. Give a name to the filter

action. For example, DES-MD5, and click OK . E?g General propetizs
Narme:
[pES M5
Description:
oK Cancel | Apply ‘
L
Step 9.  Filter Action New Rule Propetics a0
. . . Authentication Methods | Tunnel Seting | Connection Type |
Select the filter action (DES-MD5) you just P Fiter List Files Action
created.
X The selected filter action specifies whether this rule negotiates
for secure network. trafic, and how it wil secure the traffic.
Filter Actions;
Mame Description
®W
O Pemit Permit unsecured 1P packets to ..
O Request Security (Optional] Accepts unsscured communicat
Q) Requie Securiy Accepts unsecured communicat. .
Add | Edit | Remove ‘ I~ Use AddWizard

Cloge E | Apply
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Step 10. Authentication Methods A H P
Click the Authentication Methods tab, and T e
then click Add. Authentication methods specify how ust is established

% hetveen computers. These authertication methods sre
offered and accepted when negotiating security with anather
compler

Authentication method preference order:
Method Dretails P Add
Kerberos

Edit,

Clase | ey |

Step 11. Select the authentication New Authentication Method Properties

m et h 0 d S Authentication Method
Select Use th i S St r i n g (p re _Sh ared key) % gl;&‘:t;l:?g;\zautﬁsugtsl?od specifies how trust is established
option. And enter the string 1234567890 in the
teXt bOX " Active Directary default (Kerberos W protocal)

" Use a certificate from this certifization autharity [CA;

[

& Use this sting [preshared keyl:
12345673300

Cancel

Step 12. Delete Kerberos method

P IP Filter Li Filter &
Delete the original Kerberos method. Just select hueicatoniiatets | — & {
the Pl’eShal’ed Key we deflned before CI'Ck Authentication methods specify how tust is established

between computers. These authentication methods are

Close to finish the WinXP to DFL-1500 Rule = ot oo when e sy ih oo
. s
settings.

Authentication method preference order:

Method Detals

Edit.

|

Close ; a Apply
L
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20.4.7 Configure arule for DFL-1500 to WinXP client

Step 1. Add anew IP filter rule

Now we are going to configure the rule of
DFL-1500 to WinXP client. Click Add to add a
new IP filter rule.

WinXP to DFL-1500 tunnel Properties E‘@

[ Rutes | General
| kil /L
ﬁ Security rules for communicating with ather computers

IP Security ules

1P Filter List Filter Action Authentication... | Tu
WireP to DFL-1500 DES-MD5 Preshared ey B1
O <Dynamic Default Response Kerberos Mc
< >

Add... %J Edit.. | Remave ‘ ™ Use Add Wizard

Step 2.  Select IP filter list

Click the IP Filter List tab. Select the filter
list you created above from the IP Filter List
(DFL-1500 to WinXP).

New Rule Properties E\@

Authentication Methods | Tunnel Seting | Connection Type |

IP*Filter List Filter Action
Z: The selected IP filter list specifies which network. traffic wil be
iy affected by this rule
IP Filker Lists:
Mame: Description
O ANCMP Traffic Matches all ICMP packets betw...
O AllIP Traffic tatches all IP packets from this
o]

O WirkP to DFL-1500 b

ddd. | Ed. | Remove |
i3 Cancel | dpoy |
Step 3. Tunnel Settings Hev Bule Properiics )
Click Tunnel Setting tab, and then enter the S| S | S {

remote endpoint. For this filter list, the remote
IPSec endpoint is WinXP (211.54.27.6).

The tunnel endpoint is the tunnefing computer closest to the
IP traffic destination, a3 specified by the associated IP filer
list. It takes two rules to describe an IPSec tunnel

M

" This nle does nat specify an IPSec tunnel.
* The tunnel endpoint is specified by this IF addiess
211.54 .27 . 6

oK Cancel Apply
L

D-Link
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Step 4. Connection Type

IF Filter List | Filter &ction |

Click Connection Type tab, and then click Al'l dubenioaionMethods | TumelSsting  Comection Type
network connections.

% This rule only applies to network: traffic over connections of
the selected type:

Al network connections
" Local area network [LAN]

" Remate access

0K 1] Cancel | sps |

L
Step 5.  Filter Action New Rule Properties FE
. - - Authertication Methods Turnel Seting | Connection Type |
Click Filter Action tab, and then select the e ot | i
filter action (DES-MD5) you just created.
X The selected filer action speciies whether this wle negotiates
for secure network traffic, and how it will secure the traffic.
Filter Actions:
MName: Description
OW
O Permit Pemit unsecured IP packets to
O Request Security (Optional] Accepts unsecured communicat, .
QO Requie Securty Accepts unsecured communicat
Add | Edit | Remove ‘ I Use AddWizard
i3 Cancel | Apply ‘
Step 6.  Authentication Methods Eit Rula Propertizs
. - - IP Filter List Filter &ction
Click Authentication Methods tab, select the Autherlization Melhadk | Tun]ne‘semng | Comnecton Type {
Preshared Key we defined before. Click OK to Suhecston methogs speciyow s sl
. . EHWEEN COMPLLErs. ese authentication methods are
finish the rule creation. ﬁ T RN

computer.

Authentication method preference arder:
Method Detals Add
-

Edit,

Lk

oK Cancel Apply
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Step 7. Finish the rules edition

The IP Security rule of DFL-1500 to WinXP
is configured completely as the figure listing. Click
Close to finish the settings.

WinXP to DFL-1500 tunnel Properties

Rules | General

Security rules for communicating with other computers

I Security rules:

| 1P Fier List Filter Action
WirikP to DFL-1500 DES-HMDS
DFL1500 to WirkP  DESMDS

O <Dynamic Default Responge

Suthertication... | Tu
Preshared Key 61
Preshared Key . 21
Kerberos M

s | 4

add. [ Em

Femove J ™ Use AddWizard

Close

20.4.8 Enable the security settings

Step 1.

Assign the security policy

& Local Security Settings

Use the pop-up menu to assign the security rule
which we have configured.

File  Action View Help

X®B 2 B 14

@ Security Settings

+ Account Policies
+-[_8 Local Policies
i#-[L1] Public Key Policies

@ IP Security Policies on Loca

< | >

i+ [[1] Software Restriction Policie Al

Mame
7] Client (Respond Cnly)

Server (Request Security)
* bo DFL-1500 tunnel

Assign this policy, attempt to make it active

Description

Communicate normally (unsecur, ..
Secure Server (Require Securi... For all IP traffic, slways require ...
For all IP traffic, always request...

iy

All Tasks 3

Delete

| Policy Assigned

Mo
Mo
Mo

Rename

Step 2.

Finish all the settings of WinXP

& Local Security Settings

After the above configurations, now you can use
WinXP to connect back to the local company
behind the DFL-1500 device.

File  Action View Help

DB 22

BEE

@ Security Settings

+- (8 account Polidies

* Local Policies

e[ Public Key Policies

i#-[ 1] Software Restriction Policie
g IF Security Policies on Loca

Mame

Destription

| Palicy Assigned

E] Client (Respond Cnly) Communicate normally {unsecur... Mo
Brure Seryer (Requive Securi Eor allIP trafficalways require B
Server (Request Security) For all 1P traffic, always request... Mo
WinXP ko DFL-1500 tunnel Wes

[
&3

D-Link
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Chapter 21
Content Filtering — Web Filters

This chapter introduces web content filters and explains how to implement it.

21.1 Demands

The downloaded web page will be
filtered with ActiveX/JavalJava Script/
Cookies components.

WebServerd =
140.11214 (&

/

i -~ / Internet

192.168.40.1 192.168.40.2

LAN_1
92.168.40.1~25

Figure 21-1 Use web filter functionality to avoid users browsing the forbidden web site

1. As the above Figure 21-1 illustrates, someone (PC1_1) is browsing the web pages at the WebServer3. The contents of the
web pages may include cookies, Java applets, Java scripts or ActiveX objects that may contain malicious program of users’
information. So, we wish to prohibit the user (PC1_1) from downloading the forbidden components.
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The web page which comes from
forbidden web site will be filtered out.

WebSewer3
14011214 (=

z
/ Internet

Figure 21-2 Use web filter functionality to avoid users view the forbidden web site

2. As the above Figure 21-2 illustrates, someone (PC1_1) is browsing forbidden web pages on office hours. The contents of
the web pages may include stock markets, violence, or sex that will waste the bandwidth of the Internet access link while
degrading the efficiency of normal working hours. So, we wish to prohibit the user (PC1_1) from viewing the page on the
forbidden web site.

21.2 Objectives

1. Remove the cookies, Java applet, Java scripts, ActiveX objects from the web pages.
2. Prevent users from connecting to the forbidden sites.

21.3 Methods

1. Setup content filtering for web objects such as cookies and Java applets.

2. Setup content filtering for URL requests. For each URL, check the pre-defined upgradeable URL database, self-entered
forbidden domains, and self-entered keywords to check if the URL is allowed.

The feature of the Web Filter can only be available while DFL-1500 connects to the Internet via Default WAN Link.
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21.4 Steps

Step 1. Enable Web Filter ADVANCED SETTINGS > Content Filters > Web Filter > Web

Check the Enable Web Filter checkbox and | | WebFilter Mail Filter | FTP Filter
click the Apply right on the right side.

i Enable Web Filter __ “FFl

{ Zone} [Customize ittof] [Catesaries] [Fuatres) [Keyword]

[Web] [Exemp

Web Proxy _
™ Enable Yeh Prowy Filteting

Hote: Restriction on "web proxy" means applying web filtering on connections through proxy port 3128, not
blacking all proxy access.

Apply

FIELD DESCRIPTION Range / Format EXAMPLE

Enable Web Filter Enable Web Filter feature of DFL-1500 Enable/Disable Enabled

If enabling this feature, all the web pages pass through proxy
Enable Web Proxy (Only port 3128) will also be verified by DFL-1500. If

Filtering disabling the “Web Proxy”, all the web pages through will
bypass the verification.

Enable/Disable Disabled

Table 21-1 Enable Web Filter

Microsoft Internet Explorer

i

Waote that all LAN-to-WAN initiated W 22 ssoms are controlled by web filter now . Firewall will not block these
o sessions from now on

v Warning message

While enabling the web filter feature, it will show the warning message saying that if you block any web traffic from LAN-to-WAN in
Firewall, the access control is shifted to the Web Filter. Namely, if you block someone to access the web at the WAN side, after
enabling the web filter, he can resume accessing the web until you set a content filter rule to block it.
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Step 2.
zones

Further Customize the local

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enforce web
filter policies for all computers” is
selected, and the range is 0.0.0.0 -
255.255.255.255. Delete the default range by
clicking the range item and the Delete button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “Include..... “ and
Apply if you want web filters to only apply to the
specified ranges. Click “Exclude.....“ and Apply
if you want web filters to apply to all computers
except those specified ranges.

Web Filter Mail Filter | FTP Filter

ADVANCED SETTINGS > Content Filters > Web Filter > Exempt Zone

Wieb Filter-=Exermpt Zone

Web] [Exempt Zone] [Customize] [URL Fiiter] [Cateqories] [Features] [Keyword]

Exempt Computers

" Enfarce web filter palicies for all computars,
& |nclude specified address ranges in the web filter erjrforcamem.
 Exclude specified address ranges fram the web filter enforcement

Range Frohﬁi Tu.|

10111 - 101.1.254
192168 40100 -- 192.168.40.130

Apgly | Add Deleie

FIELD DESCRIPTION Range / Format EXAMPLE
Exempt Computers Determine which IP range will exempt the verification by the web filter
_E_nforce web filter Web filter is activated at all the computers, not limit range Enable/Disable disabled
policies for all computers | of the IP addresses
Include specified address . . . .
ranges in the web filter Web filter will only be activated at below specified Enable/Disable Enabled
computers.
enforcement
Exclude specified Except below specified IP address ranges. All the other IP
address ranges from the P pectl . : ges. Enable/Disable disabled
. address range, web filter will active totally.
web filter enforcement
10.1.1.1-
Here we can setup the IP address range, for the above | IPv4 format IPv4 10.1.1.254

Range From___ To_

Exempt Computers to use.

format

192.168.40.100 —
192.168.40.130

BUTTON DESCRIPTION
Apply Apply the above selected “Exempt Computers” radius button.
Add Add the specified IP range which filled in the above “Range From” field.
Delete Delete the specified IP range which filled in the above “Range From” field.
Table 21-2 Web Filter Exempt Zone setting page
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Step 3. Customize the specified sites

Check the Enable Filter List
Customization to allow all accesses to the
Trusted Domains while disallowing all
accesses to the Forbidden Domains. Check
the Disable all web traffic except for
trusted domains if you want to only allow the
access to the Trusted Domains. However, if the
web objects are set to be blocked by the
DFL-1500 in step 3, these allowed accesses will
never be able to retrieve these objects. Check the
“Don”t block ..” to allow the objects for these
trusted domains. The domains are maintained by

ADVANCED SETTINGS > Content Filters > Web Filter > Customize

Weh Filter Mail Filter | FTP Filter

Web Filter->Customize

[Web] [Exempt Zone] [Customize] [URL Filter] [Cateqories] [Features] [Keyword

I¥ Enable Filter List Customization

¥ Disable all web traffic except for trusted damains.
¥ Don't block JavalavaScript/Actived/Cookies to trusted domiain sites,

Trusted Domains.

Domain

dlink.com.tw
dlink.com

enter the address in the Domain field with a click 4 Delere
of the Add button. To delete a domain, click the "
domain with a click of the Delete button. S D;;:':;_:': |
m:ifoxc.ﬁﬁnr:rket corm
Add Dielete: 1
Apply
FIELD DESCRIPTION Range / Format EXAMPLE
Enable the Filter List Customization feature of web filter. If
Enable Filter List you only enable it, all the domains in the Trusted Domains
Customization will be allowed to pass through DFL-1500. Contrarily, all Enable/Disable Enabled
the domains in the Forbidden Domain will be blocked by
the DFL-1500.
Disable all web traffic | All the other URL domain IP addresses are blocked except
except for trusted the following specified domain range specified by the | Enable/Disable Enabled
domains trusted domain.
Don't block Java/Java In the following domain range of the trusted domains. If
Script/ActiveX/Cookies there are include Java/ Java Script/ActiveX/Cookies Enable/Disable Enabled

to trusted domain sites

components in the web page, the action is setting not to
block.

Trusted Domains
Domain

You can enter either domain name or IP address for the
trusted domains. Note: if the domain name can not be
distinguished by the DNS server, the domain name entry
will be ignored.

Another issue is that if there are a lot of domain names in
customized area, name resolving will take longer time on
Web Filter starting up.

IPv4 format /
resolvable domain
name

www.dlink.com.tw
www.dlink.com

Forbidden Domains

You can enter either domain name or IP address for the
forbidden domains. Note: if the domain name can not be
distinguished by the DNS server, the domain name entry
will be ignored.

IPv4 format /
resolvable domain

WWW.SeX.com
www.stockmarket.

Domain Another issue is that if there are a lot of domain names in | hame com
customized area, name resolving will take longer time on
Web Filter starting up.

BUTTON DESCRIPTION
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Add Add the Trusted/Forbidden Domains IP range to the list.
Delete Delete the Trusted/Forbidden Domains IP range from the list.
Apply Apply the setting which configured on the checkbox.

Table 21-3 Web Filter Customize setting page

Step 4. Setup URL keyword blocking

Check the Enable Keyword Blocking to block
any URLs that contains the entered keywords.
Add a key word by entering a word in the
keyword field followed by a click of Add.

ADVANCED SETTINGS > Content Filters > Web Filter > URL Filter

Web Filter Mail Filter | FTP Filter

‘Web Filter-=URL Filter

Web] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]

Block weh URLs which contain these keywords
¥ Enable URL Keyward blocking

Keyword |
Apply Add Delete
FIELD DESCRIPTION Range / Format EXAMPLE
Enablebl.IJOF(Q;Ilzirl](geyword Enable URL keyword blocking feature of web filter Enable/Disable Enabled
If the Keyword appears in the URL when connect to the
Keyword Internet using browser. The contents about the URL will be text string sex
block.
BUTTON DESCRIPTION
Apply Apply the setting which configured on the checkbox.
Add Add the Keyword to the list.
Delete Delete the selected keyword from the list.

Table 21-4 Web Filter Domain Name setting page
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Step 5. Customize Categories

With the built-in URL database, DFL-1500 can
block web sessions towards several pre-defined
Categories of URLs. Check the items that you
want to block or log. If you click Block all
categories checkbox, it will be applied to all
categories. Click Log & Block Access if you
want to block and log any matched traffic. You

ADVANCED SETTINGS > Content Filters > Web Filter > Categories

Web Filter Mail Filter | FTP Filter

Web Filter-=Categories

[Web] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keywaord

Use URL Database
Database updated. (Last update: Tue, 26 Apr 2005 12:56:32 +0800)
() Log & Black Access (O Log Only 0 Block Only
[[] Block all categaries

can customize the Time of Day to allow such Advertisements Audio/video Drugs Gambling
traffic after the office hours, such as 9:30 to Hacking Free mail servers Pomography “iolence
17:30. Time of Day
O Always black
) Block from 9 e to |17 1|30 [24-hour farmat)
Apply
FIELD DESCRIPTION Range / Format EXAMPLE

Determine how to deal with the URL types in this page (Log . Log & Block
Use URL Database & Block Access, Log Only, Block Only). Enable/Disable Access
Block all categories Make all categories below enabled. Enable/Disable disabled

Violence/Profanity,

Gross Depictions, Check the categories

you would like to enable. Enable/Disable Enable the checked

Militant/Extremist ,etc. ones
items
Time of Day The time which was set for Web Filter. Enable/Disable 9:30 ~ 17:30

Table

21-5 Web Filter Categories setting page

Step 6. Customize Objects

Check the objects of Restricted Features to
block the objects. Click the Apply button at the
bottom of this page.

ADVANCED SETTINGS > Content Filters > Web Filter > Features

Web Filter Mail Filter | FTP Filter

YWeb Filter->Features

Wehb] [Exempt Zone] [Customize] [URL Filter] [Categuries] [Features] [Keyword]

Restricted Features
¥ Activer IV dava ¥ dawa Seript ¥ Cookies
™ M3N over HTTP.

gy
FIELD DESCRIPTION Range / Format EXAMPLE
Restricted Features Select the below items that will verified by Web Filter feature.
ActiveX Filter the web page that includes ActiveX. Enable/Disable Enabled
Java Filter the web page that includes Java applet. Enable/Disable Enabled
Java Script Filter the web page that includes Java Script. Enable/Disable .Enabled
Cookies Filter the web page that includes Cookies. Enable/Disable Enabled
Filter MSN application which is through http proxy.
MSN over HTTP lc\luc;treermi; feature supports MSN under version 6.0 (include) | Enable/Disable Disabled

189




Part VI
Content Filters

Table 21-6 Web Filter setting page

v" Note

After finishing the above feature settings, you can use PC1_1 to browse the web page to see if the objects are blocked. If the
objects are still shown on web pages, they may be cached by the browser. Please clear the cache in the web browser, and then
close the browser. Reopen the browser, and reconnect to the web page.

Step 7.  Setup contents keyword ADVANCED SETTINGS > Content Filters > Web Filter > Keyword
blocking Weh Filter| Mail Filter | FTP Filter
Check the Enable Keyword Blocking to block Wab Filter->Keyword

any Web pages that contain .the entergd [Weh] [Exempt Zone] [Customize] [URL Filter] [Categories] [Features] [Keyword]
keywords. Add a key word by entering a word in

the Keyword field and then click Add to proceed. Block weh content which contain these keywords
¥ Enable ke yward blocking, limit at |3 matches.

Keyword ]
Note that you can add the keywords as many as
you like.
Aprly Add Delete
FIELD DESCRIPTION Range / Format EXAMPLE
Check Enable keyword blocking checkbox, and then
Enable keyword the web pages may be blocked if they contain those added Enabled
blocking, limitat __ keywords. “Limit at 3 matches” means that the webpages | Enable/Disable 3 h
matches will be blocked as long as any of the added keywords appear matches
equal or more than three times.
. sex
Keyword Insert the kgyword that you want to block. It is supported Text string violence
only in English currently.
blood
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.
Add Add the Keyword to the list.
Delete Delete the Keyword from the list.

Table 21-7 Web Filter Content Keywords setting page

21.5 Priority of web filter functions

The priority of web filter functions are shown as the following Figure 21-3 illustrated. From the left feature (Exempt Zone) to the
right feature (Keyword). Their priority is high to low.

Notice: The Restricted features of /Web Filter/Web page is lowest priority, but it is located at the most left side.
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Web Filter Mail Filter FTP Filter

Enable Web Filter | “PFU

[Web] [Exempt Zone] [Customize] [URL Filter] [Cateqoties] [Features] [Keyword]
High Priority > Low Priority
Web Proxy

[] Enable Web Proxy Filtering

Note: Restriction on “web proxy” means applying web filtering on connections through proxy port 3128, not
blocking all proxy access.

Apply

Figure 21-3 web filter features priority (from High to Low)

According to the priorities of web filter, we have the guiding principle to setup the web filter now. As we know, there are many
choices according to your requirement for the web filter settings. Here we list the setting priorities for your reference. As the
following Table 21-8 indicates, the smaller priority sequence would be executed first when running web filter.

Priority Selected item Description Restrl_cted
sequence Region

Select which LAN region will apply the web filter settings. There are
1. Web Filter > Exempt zone | three options: 1) enforce all computers, 2) include specified LAN
computers, and 3) exclude specified computers.

Use the Customize domain to indicate the Trusted/Forbidden
destination. Two options for your choice. We can specify which URL Internet web
domain names are trusted, and which ones are forbidden separately. server

Warning: Customize will not work on the proxy connections.

2. Web Filter > Customize

When an URL contains any keywords listed in the domain name, it Internet web

3. Web Filter > URL_Filter will be blocked. server

We can use Database Update to update the latest URL database and
then the Categories will be updated at the same time. The URL which Internet web
user request will be blocked if it matches the categories in the URL server

Database.

4. Web Filter > Categories

If the web page contains the components included
Web Filter > Features activex/java/javascript/cookie which indicated in “Web Filter >
5. . Features”, or the keywords indicated in “Web Filter >
Web Filter > Keyword Keyword”. The forbidden components will be taken off from the
web page by web filter.

Web page
contents

Table 21-8 web filter features priority
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This chapter introduces SMTP proxies and explains how to implement it.

22.1 Demands
Sometimes there are malicious scripts like *.vbs that may be attached in the email. If the users accidentally open such files,
their computers may be infectious with virus.

22.2 Objectives

Modify the filename extension of the suspicious email attachments so that email receivers may notice that the file cannot be
directly opened by the operating system because of the unrecognized filename extension.

22.3 Methods
1. Setup SMTP filters for outgoing emails from PC_1 (in LAN1) towards the mail server (in DMZ1 or in WAN1) to append a
“.bin” to all vbs attachments. Use PC1_1 to send an email with vbs attachments to test the configuration.

2. Setup POP3 filters for incoming emails from a mail server (in WAN1 or in DMZ1) to PC_1 (in LAN1) to append a “.bin”
to all vbs attachments. Use PC1_1 to retrieve an email with vbs attachments to test the configuration.

Internet

Forbidden Tiomain Trusted Domain
www.nthu.edu tw www.nctu.edu.tw
140114 x.x 140.113.x.x

LANT_IP

( WAN1_IP
192.168.40.254

61.2.1.1

PC1 1 PC1 2
192168401  192.168.40.2

LAN_1
92.168.40.1~25

WebServer3 MailSeerS FTPServer3
14011214 14011213 14011215

Figure 22-1 Use SMTP / POP3 filter functionality to avoid some sensitive e-mail directly opened

The feature of the Mail Filter can only be available while DFL-1500 connects to the Internet via Default WAN Link.
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22.4 Steps

22.4.1 SMTP Filters

Step 1 — Enable SMTP Filters

Check the Enable SMTP Proxy checkbox and
click Apply.

While enabling the SMTP filter feature. All the
configured firewall rules (LAN > WAN SMTP) will

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP

Web Filter | Mail Filter FTP Filter

| [“]Enable SMTP Proxy Apply |

[SMTP][SMTP Exempt Zone] [POP3][POP3 Exempt Zone

Append ".bin" to E-mail attachments whose | flaname extension ¥ |js

be disabled immediately. Subsequently the LAN | | Biocking list
user to access internet mail will take over by the ﬂ
“SMTP filter”. —
[T (e
FIELD DESCRIPTION Range / Format EXAMPLE
Enable SMTP Proxy Enable SMTP Proxy feature of DFL-1500 text string Enabled
> filename extension
When the filename extension of attachment file matches
A d“bin” to E-mail “Filename extension”, add the “.bin” extension to the | Filename
ppend DN 1o E-Mall | attachment file. extension / exact | Filename extension
attachments whose . ;
»  exact filename filename
When the whole filename of attachment file matches “Exact
filename”, add the “.bin” extension to the attachment file.

Table 22-1 Enable SMTP feature

Step 2 — Add a SMTP Filter

Select Filename extension, enter vbs, and
click Add to add a rule. This rule will apply to all
LAN-to-DMZ/WAN SMTP connections. All such
SMTP traffic will be examined to change the
filename extension from vbs to vbs.bin.

Note that the filename to block cannot contain the
marks such as “/,\, *, 2, “, <, >, | .

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP

Web Filter = Mail Filier ETP Filter

[“JEnable SMTP Proxy | “FelY

[SMTP] [SMTP Exempt Zone] [POP3][POP3 Exempt Zone]

Append ".bin" to E-mail attachments whose filename exiension ¥ | jg

Blocking list
| |#]  OriginalName | Type |  Mapped Name |

vhs EXT vhs.bin

TR
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Step 3 — Customize the local zones

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enforce SMTP
filter policies for all computers” is
selected, and the range is 0.0.0.0
255_255_255.255. Delete the default range by
clicking the range item and the Delete button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “Include..... “ and
Apply if you want web filters to only apply to the
specified ranges. Click “Exclude.....“ and Apply
if you want web filters to apply to all computers
except those specified ranges.

ADVANCED SETTINGS > Content Filters > Mail Filters > SMTP
Exempt Zone

Web Filter = Mail Filter FTP Filter

Mail Filter->SMTP Proxy Exempt Zone

SMTP] [SMTP Exempt Zone] [POP3][POP3 Exempt Zone

SMTP Exempt Computers

 Enfarce SMTP filter policies for all compiters
o Include speciied address ranges in the SMTP filter enforcement
" Exclude specified address ranges from the SMTP filter enforcement.

Range Fi ram | Ta|

10,111 --10.1.1.254
152.168.40.100 -- 192.165.40.130

Aprly | Delee

22.4.2 POP3 Filters

Step 1 — Enable POP3 Filters

Check the Enable POP3 Proxy checkbox and
click Apply.

While enabling the POP3 filter feature. All the
configured firewall rules (LAN > WAN POP3) will

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3

Web Filter | Mail Filter FTP Filter

IEnahIe POP3 Proxy | £pply II

SMTP][SMTP Exempt Zone] [POP3][POP3 Exempt Zone

Append ".bin" to E-mail attachments whose | flename extension ¥ |js

be disabled immediately. Subsequently the LAN | |Biocking list
user access internet mail will take over by the  # | OriginalName __| _Type | ______MappedName _____|
“POP3 filter”. No mapping defined
[ ad | Do |
FIELD DESCRIPTION Range / Format EXAMPLE
Enable POP3 Proxy Enable POP3 Proxy feature of DFL-1500 text string Enabled
»  filename extension
When the filename extension of attachment file matches
A d“ bin” to E-mail “Filename extension”, add the “.bin” extension to the | Filename
pstigchrr.\elr?ts vc\)/ho_sn;al attachment file. extension / exact | Filename extension
>  exact filename filename
When the whole filename of attachment file matches “Exact
filename”, add the “.bin” extension to the attachment file.

Table 22-2 Enable POP3 feature
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Step 2 — Add a POP3 Filter

Select filename extension, enter vbs, and
click Add to add a rule. This rule will apply to all
DMZ/WAN-to-LAN POP3 connections. All such
POP3 traffic will be examined to change the
filename extension from vbs to vbs.bin.

Note that the filename to block cannot contain the
marks such as “/,\, *, ?2,“, <, >, | ".

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3

forame sxerson v lgl |

Step 3 — Customize the local zones

You can configure to what range the filters will
apply to the local zones. By default, the web filters
apply to all computers so the “Enforce POP3
Ffilter policies for all computers’ is
selected, and the range is 0.0.0.0 -
255.255.255.255. Delete the default range by
clicking the range item and the Delete button.
Enter the IP range in the Range fields followed by
a click of the Add button to add one address
range to the web filter. Click “Include..... “ and
Apply if you want web filters to only apply to the
specified ranges. Click “Exclude.....“ and Apply
if you want web filters to apply to all computers
except those specified ranges.

ADVANCED SETTINGS > Content Filters > Mail Filters > POP3

Exempt Zone

D-Link
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Content Filtering — FTP Filtering

This chapter introduces FTP proxies and explains how to implement it.

23.1 Demands

1. Some users in LAN1 use FTP to download big MP3 files and cause waste of bandwidth.

23.2 Objectives
1. Forbid PC1_1 from downloading MP3 files with FTP.

23.3 Methods

1. Setup the filename extension of the forbidden types of file that are not allowed to be transmitted using standard FTP port.

2. LetPC1_1 download a MP3 file from the FTPServer3 to see if the session is blocked.

Internet

Forbifden Domain Trusted Domain
www.nthu.edu tw www.nctu.edu.tw
140114 x.x 140.113.x.x

WAN1_IP
£1.2.1.1

192.168.40.1 192.168.40.2

LAN_1
92.168.40.1~253)

Web:SeerS MaiIE-ie;verS FTPéeerS
14011214 14011213 14011215

Figure 23-1 Use FTP filter functionality to avoid user download forbidden file type

The feature of the FTP Filter can only be available while DFL-1500 connects to the Internet via Default WAN Link.
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23.4 Steps

Step 1. Enable FTP Filter ADVANCED SETTINGS > Content Filters > FTP Filter > FTP
Check the Enable FTP Filter checkbox and
click the nearby Apply button to enable this
feature. Click the Add button to add a new FTP
filter.

Mext Page
Dielete

FIELD DESCRIPTION Range / Format EXAMPLE

Enable FTP Filter Enable FTP Filter feature of DFL-1500 Enable/Disable Enabled

Table 23-1 FTP Filter FTP setting page

Step 2. Add an FTP Filter ADVANCED SETTINGS > Content Filters > FTP Filter > FTP > Add
Enter mp3 in the Name field and select -

Extension Name in the Blocked Type field. -
Click the Add button to apply the change. Now

users in LANs can never download any mp3 files.

Extension Name |

Note that the filename to block cannot contain the
marks such as “/,\, *, ?2,“, <, >, | ".

FIELD DESCRIPTION Range / Format EXAMPLE

Name Fill in the file extension or exact filename. Text string mp3

>  Extension Name

When the extension filename of download file is matching
the rule, the download action will be blocked by FTP filter. Extension Name /
>  Full Name Full Name

When the exact filename of download file is matching the
rule, the download action will be blocked by FTP filter.

Blocked Type Extension Name

Table 23-2 FTP Filter FTP adding filter entry
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Step 3. View theresult ADVANCED SETTINGS > Content Filters > FTP Filter > FTP

We can see the specified record in this page. Web Filte: | Mail Filter | FTP Filter

The [IEnable FTP Filter | “o

[FTP][ETP_Exempt Zone
# Type Blocked Name
k3 1 Extension mp3
2
3
4
5
6
7
8
Add J[ Delete
FIELD DESCRIPTION Range / Format EXAMPLE
From Address Exempt zone record IP address from. Ipv4 format 192.168.40.10
To Address Exempt zone record IP address to. Ipv4 format 192.168.40.30
BUTTON DESCRIPTION
Prev. Page If there is more than one page, you can press Prev. Page to back to the previous page.
Next Page If there is more than one page, you can press Next Page to go to the next page.
Add Create an address range.
Delete Delete the indicated address range.
Table 23-3 FTP Filter add an exempt zone entry
Step 4. Add an Exempt Zone ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt

Add a new Exempt Zone record. It's IP address

Zone > Add

range is between 192.168.40.10 to | |WebFilter | Mail Filter [FTR Filter
192.168.40.30. FTP Filter->FTP Exempt Zane
[ETP][FTP ExemptZone]
Add Address Range
From Address: [192:16340.10 ]
Ta Address: [192.168.40.30
Back i Add
FIELD DESCRIPTION Range / Format EXAMPLE
From Address Exempt zone record IP address from Ipv4 format 192.168.40.10
To Address Exempt zone record IP address to Ipv4 format 192.168.40.30

Table 23-4 FTP Filter add an exempt zone entry
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Step 5. Show the Exempt Zones ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt
Here we can discover that new added Exempt | £0n€
Zone record is appeared_ Web Filter | Mail Filter = FTP Filter

FTF Filter-=FTP Exempt Zone

[ETP][FTP Exempt Zone]

FTP Exempt Computers
() Enforce FTP filter policies for all computers.
() Include specified address ranges in the FTP filter enforcemant.

) Exclude specified address ranges from the FTP filter enforcement

# From Address To Address
- 1 192.168.40.10 192.168.40.30
2
3
4
5
IR (S S — —C
FIELD DESCRIPTION Range / Format EXAMPLE
FTP Exempt Computers | Determine which IP range will exempt the verification by the FTP filter
_E_nforce FTP filter FTP f_||ter will be applied to all computers, and no Enable/Disable Disabled
policies for all computers | exceptions.
Include specified address
ranges in the FTP filter | FTP filter will only be applied to the specified computers. Enable/Disable Enabled
enforcement
Exclude specified . . .
address ranges from the FTP filter W|II_ k_)e applied to all other IP address ranges, Enable/Disable Disabled
g except the specified ones.
FTP filter enforcement
BUTTON DESCRIPTION
Prev. Page If there is more than one page, press Prev. Page to back to the previous page.
Next Page If there is more than one page, press Next Page to go to the next page.
Apply Apply the configured settings.
Add Create an exempt zone.
Delete Delete the indicated exempt zone.

Table 23-5 Add FTP filter exempt zone
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Chapter 24
Intrusion Detection Systems

This chapter introduces Intrusion Detection System (IDS) and explains how to implement it.

24.1 Demands

Even though we have already configured the firewall rules, it is still not enough. Crackers may hack into our system through
Firewall-allowed channels with sophisticated skills. Most often, they attack specific application servers such as SNMP, Web,

and FTP services in your DMZ.

24.2 Objectives

1. Detect any attacks towards our DMZ servers.

2. Instantly notify our network administrators what attacks have been detected.

Organization_1
(Private LANS)

DMZ_1
(10.1.1.1~253)

Internet

Cracker
140.113.179.2

DMZ1_IP
10.1.1.254

9999000000 7

switch

DFL-1

LAN1_IP WAN1_IP
192.168.40.254 §1.2.1.1

Figure 24-1 Some cracker in the Internet would try to hack our company

24.3 Methods
1. Specify where our Web server is located to let the IDS on the DFL-1500 focus more on the attacks.
2. Setup logs to email to the specified email address when the log is full. You can also set daily/weekly emails to periodically
monitor the IDS logs.

The feature of the IDS can only be available while DFL-1500 connects to the Internet via Default WAN Link.
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24.4 Steps

Step 1 - Enable IDS ADVANCED SETTINGS > IDS > IDS Status
Check the Enable 1DS checkbox, and click the | [0S Status
Apply button. ¥ Enable IDS

: H When enabled, the builtin IDS will detect more than 2000 application-level attacks from the default WAN link.
Notice, the IDS can JUSt detect default WAN The attack signatures can be periodically updated.

interfaces currently.
Apply |

FIELD DESCRIPTION Range / Format EXAMPLE

Enable IDS feature of DFL-1500. When enabled, the built-in
IDS will detect more than 2000 application-level attacks

Enable IDS ; . Enable/Disable Enabled
from the default WAN link. The attack signatures can be
periodically updated.
Table 24-1 IDS option explanation
Step 2 — Setup Logs DEVICE STATUS > Log Config > Mail Logs
Enter the Mail Server IP Address, Mail %\m Mail Logs
= - SEeIver
Subject, and the emai | address that you want
to receive from. Select the Log Schedule of ¥ Enable Mail Lags
emailing the loQS to your email server. Logs will be generated and can be sent via e-mail canfiguration the mail server and e-mail address(es)
here. You can also specify how frequently you want ta recaive logs,
wail Server [10.1.1.1
Mail Subject  [IDS
E-rriail Logs Ta Imis@dliﬂk.cum (E-tnail address)
Log Schedule iHourIy =
Day for Sending Lags | Monday .
Apply I Test l
Step 3 — View logs DEVICE STATUS > IDS Logs
If there are attacks towards the WAN port from N'Di_LDBS - ” — z = .
. . st o e P ACCEss-INTo assification rotocol Erom 10
the public Internet, there will be logs describing | 1™ Zmacaic; 3 ICMP PING Undefined  Misc activity IGWMP  192.168.17.150 192.168.17.175
the detalils. 11:35:18 Codel)
2 20040107 3 ICMP Echo Reply Misc activity ICMP  192.168.17.175 192.168.17.150
11:36:19 {Undefined Codel)
3 20040107 2 SCAN SOCKS Proxy Attempted Infarmation TGP 192.166.17 15048968192 168.17.175:1080
11:36:20 attermnpt Leak
4 2004-01-07 2 SMMP Ageni¥fcp request Attempted Information  TCP 192.168.17.150:48968192.168.17 175:705
11:35.21 Leak
B Download To Local Refiesh List 10 ~ Per Page Page: 1/1
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Step 4 — Update Attack Patterns

IDS attack patterns require frequent updates
because there are many new attacks every week.
Please go to System Tools > Database Update
> update to update IDS attack patterns. The
DFL-1500 will connect to
fwupdate.dlinktw.com.tw to fetch any new
signatures.

System Tools > Database Update > Update

frvupdate.dlinktn. com.tw
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Chapter 25
Load Balancer

This chapter introduces Load Balancer and explains how to implement it.

25.1 Demands
Organization_1

DMZ _
(10.1.1.1~253)

DMZ1_IP
10.1.1.254

WAN1T_IP

LANZ_IP
192.168.2.254
S E— —
ISP1 modem

Internet

LAN1T_IP
192.168.1.254

ISP2 modem

WANZ_IP

e PC1.5
192.168.1.1 DHCP Client

Figure 25-1 Multiple WAN settings of DFL-1500

The WAN load balancer module consists of outbound load balancing and inbound load balancing. Users may want to subscribe
multiple WAN links and make their outbound traffic load-balanced among the WAN links. DFL-1500 now supports outbound
WAN load balancing. Inbound load balancing will be supported in a very near future.

The WAN load balancer module currently supports

25.2 Objectives

The traffic from LAN_1 and LAN_2 towards the Internet are intelligently outbound load-balanced between the WAN links.
However, traffic from DMZ_1 towards the Internet will be decided by the inbound load balancing module.

25.3 Methods

The outbound WAN load balancer module will intelligently decide whether the new connection will be directed to which WAN
link. It has a built-in fuzzy intelligence that will measure the round-trip delay of the traffic and make the best route selection.
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25.4 Steps

25.4.1 Outbound Load Balancer

Step 1. Make Firewall rules the same

Since the traffic will be intelligently load-balanced
among the WAN links, the Firewall settings for all
WAN links should be set to the same settings. For
example, you have to make sure that all
LAN1-to-WAN1 Firewall rules are the same as
those in LAN1-to-WAN2, LAN2-to-WAN1, and
LAN2-to-WAN2 rules. Otherwise, the traffic may
be blocked by the firewall rules accidentally due
to the load balancing decision.

ADVANCED SETTINGS > Firewall > Edit Rules

Apply

Forward lj []

Item Slalus Condition Action

| Schedule  SowrcelP  DestIP  Sevice  Adion Loy
JJQQQQ%QQ

Mext Page
Delete

Mewe Page
ove Befors:

Step 2. Enable outbound WAN load
balancer

Check the Enable Outbound WAN Load
Balancer checkbox, click the Apply.

ADVANCED SETTINGS > Load Balancer > Outbound

Note that the priority among the policy route, static route, and WAN load balancer are explicitly shown as Policy Route >
Static/Default Route > WAN Load Balancer. If there are conflicted settings among these three settings, the route will be chosen

according to the priority.

D-Link
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Chapter 26
Bandwidth Management

This chapter introduces bandwidth management and explains how to implement it.

26.1 Demands

e
10.10.1.0124

Web Server 8
10.10.1.5

Video Stream Server

- WSSl 140.113.179.4

4ctions - ANY to LAN1

FCumrol 5%=5000 kbps

3
p Web from WAN 0.3% = 300 kbps

A
r\-"idcl.) from WAN 1% = 1000 kbps

Downlink

/ Downlink

A Web from DMZ
50% = 50 Mbps
v

19216840024 -~

' b Other traffic
- 43.7%
)

Figure 26-1 Use bandwidth management mechanism to shape the data flow on the downlink direction

1. Asthe above Figure 26-1 illustrated, we hope LAN_1 users can watch the Video Stream Server smoothly. Besides, we
hope LAN_1 users can access the web server located at DMZ region more faster
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| LAN 1 .-

192.16840024,° ¢ ° I, ] ; g WANI

2.

26.2

E-Commerce Serv
140.113.179.3

LAN_1to LAN 2

ISP2 Router

. LAN2
192.168.88.0/24

“Cumrol 5%=T7kbps

A

LAN 1-to-LAN 2
40% = 617 kbps

Uplink

Uplink

E-Commerce
20% = 308 kbps

Other traftic

=
33%

Figure 26-2 Use bandwidth management mechanism to shape the data flow on the uplink direction

As the above Figure 26-2 illustrated, LAN_1 PCs are using the E-Commerce service from the E-Commerce Server
(140.113.79.3), causing the blocking of the VPN transfer from LAN_1 to LAN_2. So we want to make sure that the VPN
tunnel links is reserved at least 600 kbps speed rate. And the free bandwidth will raise the transmission bandwidth of
LAN_1 PCs access the E-Commerce service.

Objectives

As the above diagram Figure 26-1 illustrates, LAN_1 PCs are browsing the web pages from the Web Server of Internet.
This occupies the bandwidth of PCs who are watching the video provided by the Video Stream Server (140.113.179.4),
causing the video to be blocked and to have poor quality. So we hope to guarantee the video quality of the LAN_1 PCs
which are accessing Video Stream Server.

The total bandwidth of ANY to LAN1 direction is 100 Mbps (The bandwidth of LAN1 interface is 100 Mbps). Here we
will make sure that PCs of LAN_1 have the smooth stream quality that must have at least 1% of LAN1 total bandwidth
(1000 kbps) speed rate.

Besides, we have another web server located at DMZ region. Because the web server is located at local area, so we can
assign larger bandwidth for this direction (web traffic from DMZ - LAN).
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The remaining bandwidths are named Other traffic. They are reserved for other ANY to LAN1 data transmission which
don’t list in the above Figure 26-1 diagram.

2. Reserve at least 600kbps for the LAN_1 to LAN_2 transfer. The LAN_1 PCs can share about 20% (308kbps) for using
E-Commerce Services. However, when the LAN_1 to LAN_2 traffic less then 40% (617kbps), the E-Commerce service
can occupy the free bandwidth from LAN_1-toLAN_2 and the remaining bandwidth from default class.

26.3 Methods

1. As the following Table 26-1 listed, partition the inbound bandwidth (total 100Mbps) into three classes, web_from_WAN,
video_from_WAN and web_from_DMZ class. The remaining bandwidth is assigned to other services which are not listed

here.
Service Goal Assigned bandwidth Borrow bit status
Web from WAN 'E:\“A't:;b:ggl‘("t’)'sst? 0.3% = 300kbps Disabled
Video from WAN gt‘zr:‘lr;;esidlgggi‘s’:i;h 1% = 1000kbps Enabled
Web from DMZ g”&f?;iif :g:ﬂdt:’; is‘;'th 50% = 50Mbps Enabled

Table 26-1 Bandwidth management action assignment from ANY to LAN1

2. As the following Table 26-2 listed. Partition the outbound bandwidth (total 1.544Mbps) into two classes, the
LAN_1-to-LAN_2 (40% 617 kbps) and the E-commerce (20% 308kbps) classes. Besides, set the E-Commerce to be able
to borrow from other bandwidth if any bandwidth is available.

Service Goal Assigned bandwidth Borrow bit status

limited bandwidth

LAN_1to LAN_2 (MAX. 617Kbps)

40% = 617kbps Disabled

guaranteed bandwidth

E-Commerce (At least 308kbps)

20% = 308kbps Enabled

Table 26-2 Bandwidth management action assignment from ANY to WAN1
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26.4 Steps

26.4.1 Inbound Traffic Management

Step 1. Enable Bandwidth
Management

Check the Enable Bandwidth Management
checkbox, click the Apply.

ADVANCED SETTINGS > Bandwidth Mgt. > Status

Status | Edit Actions

| © Enable Bandwidth Management |

The bandwidth ger protects mission critical traffic when it is enahled.
Step 1. Enable the bandwidth management system.
Step 2. Edit actions to be imposed on-each [ink
Step 3. Choose the preferred action dunng editing firewall rules:
Reset Bandwidth Management :

Apply
FIELD DESCRIPTION Range/Format EXAMPLE
Enﬁz)le Bandwidth Enable Bandwidth Management feature of DFL-1500 Enable/Disable Enabled
anagement
BUTTON DESCRIPTION
Reset Bandwidth Reset all the bandwidth management rules to default status.
Management
Apply Apply the settings which have been configured.

Table 26-3 Setup status page of Bandwidth Management

Step 2.  Setup the LAN1 Link

Select ANY to LAN1 to setup traffic that will be
transmitted by the LANL1 interface. Enter the
LAN1 interface bandwidth as 2100000kbps
(100Mbps). Click the Apply button to enforce the
LANL1 link bandwidth to be specified bandwidth. In
the table, the root class represents the whole
bandwidth of the link. By default the link is
partitioned into two classes: control class

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions

Status Edit Actions

Bandwidth Management->Edit Actions

Edit] AT =lta|LaNT =] classes
LAN Interface Bandwidth. | 100000 khps AWIH

m Defined Actions

[ |Active | Name

| Borrow | Bandwidth

|?ﬁ| ¥ |LANT Interface

| 100000 kbps

(ctl_class) and default class (def_class). [i@ ¥ !(‘UU%’“‘“—'C'“B | i !“”UU”U“':‘F'S
The control class reserves bandwidth for control | |[© 31 ¥ | %) el class I e
protocols such as ICMP, TCP ACKs. The default | |/ 41 ¥ [ (@5%)dsf clacs | Y| 95000 kbps
class is the default action of non-matched Page 111
packets. The default class can be recursively P | Mo |
partitioned into more classes. The classes are CeShds | E0 | — |
organized as a tree. Click Create Sub-Class to
partition the default class.
FIELD DESCRIPTION Range/Format EXAMPLE
Edit to  classes Se!ect the dirt_action of action which you are ANY to Edit ANY to LAN1
—_— going to configure one. WAN/LAN/DMZ classes

LAN1 Interface Bandwidth | Fill the real bandwidth which is located in the

__kbps upper direction.

10 to 100000 kbps

100000 Kbps

D-Link
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BUTTON DESCRIPTION
Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action pages, you can press Next Page to go to the next page.

Create-Sub-class

Create a sub class from the indicated class.

Edit

Edit the properties of the existent class.

Delete

Delete the indicated class.

Table 26-4 Setup edit actions page of Bandwidth Management

Step 3. Add new classes

Create a sub-class named web-from-WAN from
the default class. Enter 0.3% in the bandwidth
field. Make sure that Borrow button is unchecked
and then web-from-WAN class will not enlarge
the bandwidth from borrowing other unused
bandwidth. Finally, click Apply button. See the
steps in the right diagram.

Subsequently, we will continue to setup another
two classes, such as video-from-WAN class and
web-from-DMZ class. Select the default class and
click the Create Sub-Class to create these two
classes. The setting procedure is the same as the

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create

Sub-class

Status Edit Actions

Bandwidth Management->Edit Actions->Create

Create a new Bandwidth Management sub-class under slot number 4

¥ Activate this class
Parent class: def class

Class name: Iweb-from-WAN

Bandwidth: ID.3 5

Borrow: I Utilize any available bandwidth from other clagses.

(95 % lefi)

: Bak | Amly |
web-from-WAN class described.
FIELD DESCRIPTION Range/Format EXAMPLE
Activate this class Enable the bandwidth management class for later use. Enable/Disable Enabled
Class name Bandwidth management class name. text string web-from-WAN
. 0.1 ~ Max Value
Bandwidth How many percentage does this class occupy the parent (as red text 03
class? .
described)
Borrow When enabled, this class \_NlII_ borrow the idle bandwidth Enable/Disable Disabled
from other classes temporarily if needed.
BUTTON DESCRIPTION
Back Back to previous configuration page.
Apply Apply the settings which have been configured.

Table 26-5 Add new class in the bandwidth management feature
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Step 4.  Partition into Classes

Now there are three actions under the default
action.

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create
Sub-Class

Defined Actions

Step 5.  Setup WAN1-to-LAN1 Rules

Select WAN1 to LAN1 to display the rules. There
is a pre-defined rule that matches all traffic into
the default class. Click Insert to insert a rule
before the default rule.

O

Block v | [¥]
Item Qlatus L(-miltu. n A ction
JJQQQQ%#Q

Mewe Page

Mo Before;

v" Note

Regarding the above field description, please refer to Table 10-2 Add a firewall rule for details.

D-Link
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Step 6. Customize the Rule

Enter a rule name such as web-from-WAN,
select the Source IP as WAN1_ALL and Dest.
IP as LAN1_ALL Besides, make sure the service
is HTTP (port 80) because of this is web service.
Select the action to be web-from-WAN. In this
way, all inbound web traffic from WAN1 will be put
into the web-from-WAN queue and scheduled
out at 300kbps bandwidth. Click Apply to store
the changes.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status Edit Rules Show Rules| Anti-DoS Summary

Firewall->Edit Rules->Insert

Insert a new WANT1-to-LAN1 Firewall rule

Rule name: |web-from-\WARN

Schedule: | Always &

Source IP: :WANtALL hd Dest. IP: LAMT_ALL b
Service: HTTP b

Forward % and do not log ¥ | the matched session.
R6peat the same procedure for the | Forward bandwidth class: | web-from-WAN | |
video-from-WAN class. Reverse bandwidth class: def _class b
[ Bk | Amy |
FIELD DESCRIPTION Range/Format EXAMPLE
Select the forward bandwidth class which will be
assigned to this rule. The forward bandwidth .
Forward All the actions of

bandwidth class

class is defined in the previous action of forward
direction. In this case, it will be the actions of
“ANY to LANL1".

forward direction

web-from-WAN

Action - - -
Select the reverse bandwidth class which will be
assigned to this rule. The reverse bandwidth class .
Reverse . - . . - All the actions of
bandwidth class is de_flned in _the previous action of Teverse | .\ orse direction def_class
direction. In this case, it will be the actions of
“ANY to WAN1”.
Table 26-6 Add a new Bandwidth Management rule
v Note
For the other field description above, please refer Table 10-3 Insert a Firewall rule for details.
Step 7. View therules ADVANCED SETTINGS > Firewall > Edit Rules
Now we can see that there are existed two Status Edit Rules Show Rules| Anti-DoS | Summary
customized rules in the queue of WAN1 to LAN1 Firewall->Edit Rules
direction. o -
In the No. 1 rule. The DFL-1500 is configured to S e
. " ’ . R efault action for this packet direction: | Block | o -APP‘Y
direct video-from-WAN paCketS into the PackeisD ;reltlupfdomfm ::atlfhel:l lt:;thetrules. -
video-from-WAN queue (300kbps). [ tem |  Saws | Conditon | Action |
In the No. 2 rule. The DFL-1500 will direct # . Name Schedule Suurce.IP Dest. IP Service Action Log
web-from-WAN packets into the web-from-WAN ¢ (1 video-frorm-WAnN ALWAYES WWANT video LANT_ALL ANY Faorward I
queue (1000kbp$) O 2 web-from-YWAN ALWAYS WEANT_ALL LANT_ALL HTTP Forward I
i . . 3 Default ALVWAYS WEANT_ALL LANT_ALL ALL_SERVICE Block T
In the No. 3 rule. The other traffic will be put into P
the def_class queue (any available bandwidth).
Tnsect “ Edit ][ Delete H Move Before: |1 w
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Step 8. Add DMZto LAN1 rule

Here we will add another rule (web from DMZ).
Select DMZ1 to LAN1 direction.

ADVANCED SETTINGS > Firewall > Edit Rules

Status

ool

e il o]

Ith Slalus Condition Action

. DestlP Seviee  Action  Log
JJQQQQQ%Q

Mext Page:
Delet

Wowe Page
Move Befiors:

Step 9. Customize the rule

Setup the web-from-DMZ rule. Here we select
DMZ1_ALL / LAN1_ALL in the Source IP /
Dest. IP field. It means that if the packets come
from DMZ and targeted LAN1 region, we do not
need to care about its source / dest IP. If the
packets request for web traffic (source port HTTP
80), it will be put into the web-from-DMZ queue
by DFL-1500 bandwidth management feature.

Note: In the Action region, the web-from-DMZ
class was edited in the previous Step 4 before.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Status

web-from-DZ
Always |§

DhIZ1_ALL tﬁ

do not log #

Condition

Action

Aprly

Step 10. View the results

We can see the result of our settings at the
DMZ-to-LAN rule direction.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules' Anti-DoS

Item Status Condition Action

J—I__Iggglé_l

Mowe Page
Move Befors:

HMext Page
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26.4.2 Outbound Traffic Management

Step 1. Enable Bandwidth ADVANCED SETTINGS > Bandwidth Mgt. > Status
Management

Check the Enable Bandwidth Management
checkbox, click the Apply.

Step 2.  Setup the WAN1 Link

Select ANY to WAN1 to setup traffic that will be
transmitted by the WANL1 interface. Enter the
WANL1 interface bandwidth as 1544kbps. Click
the Apply button to enforce the WANL1 link
bandwidth to be 1544kbps. Then click Create
Sub-Class to partition the default class.

Step 3.  Partition into Classes ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create

Create a sub-class named LAN_1-to-LAN_2 | Sub-Class
from the default class. Enter 40% in the | | Status [
bandwidth field, uncheck the Borrow button, and
click Apply. Select the default class and click the
Create Sub-Class to create another sub-class
named E-Commerce from the default class. Enter R 4 |
20% in the bandwidth field, check the Borrow ined Actions
button and click Apply. Now there are two
actions under the default action. They are
separately LAN_1-to-LAN_2 and E-Commerce
class as the right diagram.
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Step 4. Setup LAN1-to-WAN1 Rules

Select LAN1 to WANZ1 to display the rules. There
is a pre-defined rule that matches all traffic into
the default class. Click Insert to insert a rule
before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Show Rules| Anti-DoS

Status

R

| Apply |
Iltem Status Condition

Forward j [ ]Le

Mext Page
Dielete:

Move Page
Move Before:

Step 5. Customize the Rules

Enter a rule name such as outVPN, select the
Source IP as LAN1_outVPN (192.168.40.0)
and Dest. 1P as WAN1_outVPN
(192.168.88.0). Select the action to be
LAN_1-to-LAN_2. In this way, all outbound
packets to the LAN_2 area will be put into the
LAN_1-to-LAN_2 queue and scheduled out at
617 kbps bandwidth. Click Apply to store the
changes.

Status
outwPM
| Abways ,:‘.J
Condition
LANT _outWPH
| AMY

YWANT_outvPN i~

Action

Repeat the same procedure for the s p—— .35 pr—
outE-Commerce rule.
TET
Apply
Step 6. View therules ADVANCED SETTINGS > Firewall > Edit Rules
The DFL-1500 is configured to direct Status Show Rules  Auti-Nos
outE-Commerce matched packets into the

E-Commerce queue (308 kbps), outVPN matched
packets into the LAN_1-to-LAN_2 queue (617
kbps). Here we reserve 40% WAN1 bandwidth for
the LAN_1 to LAN_2 VPN data, to guarantee the
data communication between VPN. The other
traffic will be put into the def_class queue (any
available bandwidth).

o <o e v

Ilem ‘ilalus (‘nndlllun Actlun

Forward |ﬁ [ ]L

|JJ#QQ%QQQ

Hext Fage
Delete

Mewe Page
|| Miove Befors:

]

D-Link

218




DFL-900/1500 User Manual Chapter 27
High Availability

Chapter 27

High Availability

This chapter introduces High Availability and explains how to implement it.

27.1 Demands

External Network

1.
/ |

L] - L) - L3 L] - L L) - Rﬂuter
7] PoODDOOE .. ;;-=-::--:':--
LAN1 IP: LANZ2 IP:
192.168.40.254 192.168.40.100

Router

Internal Network

Figure 27-1 Use High Availability mechanism to let network connection continually

1. As the above Figure 22-1 illustrates, your company is afraid that the firewall may crash someday, so it needs a backup
system to let the network connection continually. High Availability makes it possible to let the network in your company
operate smoothly.

27.2 Objectives

1. Prepare two DFL-1500 devices, and then let one as a primary firewall and the other as a secondary one. While the primary
firewall is crashed, you can replace it with secondary firewall.
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27.3 Methods

There are five steps to configure High Availability feature.

Step 1. Set two DFL-1500 devices first. Remember to set the Action Mode for primary device as Active mode and
secondary device as Standby mode.

Step 2. When the primary device crashes, the secondary one will replace it within 30 seconds while detecting by “ping”
command.

Step 3. The secondary device will immediately load the configuration from primary device, and then change its action mode to
Active mode.

Step 4. After rebooting, the primary device will automatically change its action mode to Standby mode if it detects the
secondary device in active mode already.

Step 5. If both of primary and secondary devices crash simultaneously, the one which reboots faster will action as Active
mode, and the other will be in Standby mode.

27.4 Steps

27.4.1 Setup High Availability

Step 1.  Enable High Availability ADVANCED SETTINGS > High Availability > Status

Check the Enable High Availability Status

checkbox. Select the Action Mode as Active if it % Enable High Availability

is the primary device and Standby for the -

secondary device. And then configure the other Aotioniode[Acive =]

HA device. Select which interface to connect to. L ———

Enter IP Address and Login Password. .Cmect.m'imarra'tam -
IP Address : |192.168.401DD

Note that you have to configure the Secondary Login Password [+

device as Standby mode and the IP address/
Login Password of the Primary device, so High

Availability can work then. T
FIELD DESCRIPTION Range/Format EXAMPLE
Enable High Availability | Activate the High Availability feature. Enable/Disable Enabled
Action Mode Specify which device is Active or Standby. Active/Standby Active
Connect to interface The interface zone where the HA devices is set. LAN1/LAN2/DMZ LAN1
IP Address The IP address of the other HA device. Ipv4 format 192.168.40.100
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 27-1 Setup status page of High Availability
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Step 2.  Show the result in Web

After you apply the High Availability feature, the
Primary device will show the message to tell you
that “Sync configuration file
successfully, the device will
rebooting now and stay in standby mode.”

ADVANCED SETTINGS > High Availability > Status

D-Link

'DFL-1500

Burilding Networks for Peaple
VPN/Firewall Router
SYSTE OEVIEE
m SEITINGS 0L Lhoadl
=

TN, e conminmsiion Ak cursenml, s devivs Wil booBia coe sol s b b 3,
£

ek

Step 3. Show the message in Console

When Primary device crashed, the messages like
the right diagram will appear to tell you that this
device will be in Standby mode after rebooting.

login: syncing disks... done

rebooting. .

>> Net0S Loader (i386), V1.5 (Mon Jul 19 18:54:37 CST 2004)
Press <TAB> to prompt - starting in @
1453120+10732452+24393464 [159+113696+98988] Bxe27aBc

Net0S Ver2. UB@ (WALL) #0: Thu Sep 9 05:46:41 CST 2004
total memory = 255 MB

avail memory = 235 M

cpuB: Intel Celeron (686 class), 1202.79 MHz,

ASIC IPSec Enabled

Ethernet address 00:80:c8:50:fb:87

Fthernet address 00:80:c8:50:fh:88

Ethernet address 00:80:c8:508:fb:89

Ethernet address 00:80:c8:508:fb:8a

Ethernet address 00:808:c8:58:fb:8b

IPsec: Initialized Security Association Processing.
Software Serial Number: [3968612239565626&@87]
Installing Modules ... don

Startup High ﬂvallablllty : Standby mode .

Net0$/1386 (HA: Standby mode) (tty00)

id Bubb4

login:

Step 4. Check the Device status

You can see the status of the device in Standby
mode here.

Helcome to DFL-1560 VPN/Firewall Router

DFL-1500> en
DFL-1500# sys st

System Name:

Firmware Yersion: Net0$ Yer2.000 (WALL) #0: Thu Sep 9 05:46:41 CST 2004
Software Serial Number: 39686122395656264007

NAT/Router

Secondary DNS:

Operation Mode:
Default Gateway:
Primary DNS:

Port Interface IP Address Netmask Status Type
1 DOUN
DOUN
3 DOUN
4 DOUN
5 DOUN
11:24AM up 1 min, O users, load averages: 1.10, 0.37, 0.14
DFL-15004 _
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28.1 Demands

1. Since DFL-1500 has been set and installed, you may want to gather the device information, so you can overview the system
status quickly.

28.2 Objectives

1. To know the current situation easily through an integrated web user interface.

28.3 Methods
1. Get the needed information from the DEVICE STATUS pages.

28.4 Steps
Step 1. System Status DEVICE STATUS > System Status > System Status
Here we can see the system information Network | CPU& Routing | Active Top20 IPSec

Status A Sessions | Sessions | Sessions

(including system name, firmware version), and
the full list of each port settings.

Step 2.  Network Status DEVICE STATUS > System Status > Network Status
We can know the port status here, whether the roll L& incrane| Boutng. | Adive | Topdd

port is up or down, and view the amount of the
transmitted packets or received packets in each
port.

FIELD DESCRIPTION

Port The interface of DFL-1500.
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Status The interface status of DFL-1500. The possible value is either “UP” or “DOWN?”.
TxPkts The amount of packets which are transferred from this interface in bytes.
RxPkts The amount of packets which are received from this interface in bytes
Collisions The amount of packets which have collisions in this interface.
Tx Bls The transmitted speed of packets which are in the indicated interface.
Rx B/s The receipted speed of packets which are in the indicated interface.

Table 28-1 field description of network status

Step 3. CPU & Memory

We can know the device information (including
system, user, interrupt and memory utilization)
through the graphic interface. For example, CPU
states: 3.0% user, 0% nice, 5% system, 20%
interrupt, and 72% idle. CPU Utilization= user +
nice + system + interrupt + idle= 100%

Note: If you can not view the graphic correctly,
the situation may result from that you don’t install
the java virtual machine (JVM) onto your browser.

DEVICE STATUS > System Status > C

PU & Memory

System Network CPU & DHCP Table Routing Active Top20 IPSec
Status Status Memory —  — —  Table Sessi Sessi i

5 % swstem

20 % interrupt

Simply go to the following
http://java.sun.com/j2se/1.4.2/download.html.

And then, download the Java 2 Platform,

Standard Edition (JRE) to your platform

Windows). After installing JRE properly, you will

see the CPU & Memory graphic as right side.

link,

46 % memory utilization

(ex.

FIELD DISCRIPTION
% system The percentage of the CPU utilization to perform kernel functions, 1/0O and other
hardware interaction.
% user The percentage of the CPU utilization to perform high-level functions, data movement,

math, etc. such as the running of the Anti-Virus, Anti-Spam, Content Filter, etc.

% interrupt

The percentage of the CPU utilization for the network traffic to trigger the CPU
running. The VPN/Firewall Router uses interrupts to signal the CPU when there is
work for it to do. For example, when a packet comes to the device, it will trigger the
CPU to work. A large number of packets come concurrently (such as attacks), they will
raise the CPU’s loading. The percentage of the interrupt will then be quite high to tell
you that the device has many jobs to do. Watching the count of each interrupt can give
you a rough idea of how much load the VPN/Firewall Router is handling.

% memory utilization

The percentage of the memory utilization. When many processes are running and using
up available memory, the system will slow down as processes get paged or swapped
out to make room for other processes to run. When the time slice is exhausted, that task
may have to be written out to the paging device to make way for the next process.
Memory-utilization graphs help point out memory problems.

Table 28-2 Explanation of the CPU & Memory Page

D-Link
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Step 4. DHCP Table DEVICE STATUS > System Status > DHCP Table
Through the DHCP Table, we can recognize -JLSS[_“TI';' —N;[_f\::ﬁ;k I::eli#o? DHCP Table —JR;;III:I': Adive | Topd | IPSec
which IP has been allocated by the DHCP SEE L se S =
server. And know which pc (MAC address) has
# IP Address Hosthame  MAC Address Leases Expires

been leased this IP address.

1 192168.17.20 04033nb1 00:00:60:80:43:90 2004-10-04 12:21:29
2 19216581714 04033nb1 00:00:C9:92:11:40 2004-10-04 13:35:57
FIELD DESCRIPTION
IP Address The IP address which is assigned by the DHCP server of DFL-1500.
Hostname The hostname of the specified host which gets the IP address by DHCP.
MAC Address The MAC address of the specified host which gets the IP address by DHCP.
Leases Expires The expired lease time of the specified host which gets the IP address by DHCP.

Table 28-3 field description of DHCP table

Step 5. Routing Table DEVICE STATUS > System Status > Routing Table
Click the Routing Table to see the routing table System | MNetwork | CPU& |p.onp. | Routing  Active | Top20 | IPSec
) . Status Status Memary "~  Tahle Sessions Sessions Sessions
information of DFL-1500.
# Type Destination/Metmask Gataway Iriterface
1 Default/Static 0.000i0000 B1216 WANT
2 et 10.1.1.0/255 265 2550 10.1.1.254 DMZL
3 MNet B1.2,1.0/255 255 255 248 B1.21.1 WIANT
4 Net 192.168,2.0/256.255,265.0 192,168 2 254 LAN2
5 MNet 192.166.40.0/255 265 285 0 192.168:40. 254 LARI
Prei Pige Refiesh et Page
FIELD DESCRIPTION
The type of this specified routing entry.
T ”Net” means that the routing entry is generated by the direct-connected interface.
ype

”Net/Static” means that the routing is generated by the static routing, please refer to section 8.4.1.
“Default Static” is generated by the default gateway of default WAN link.

Destination/Netmask

The destination address of this specified routing entry.

Gateway

The target gateway of this specified routing entry.

Interface

The outgoing interface when the passing through traffic matches this routing entry.

Table 28-4 field description of routing table
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Step 6.  Active Sessions

Click the Active Sessions to see all the
current sessions of DFL-1500. The Active
Sessions include all the outbound and inbound
sessions.

ffic Statistics

Step 7. Top20 Sessions

Click the Top20 Sessions to see the front-20
sessions of transmitted bytes amount. These
front-20 sessions were sorted by the amount of
current transmitted bytes.

Note: Here Traffic Statistics are
calculated by the transmitted bytes from the
Source 1P Address/Port to the
Destination IP Address/Port.

Hetwork
Status

Active
Sessions

Destination

IPSec
Sessions

Traffic Statistics

Step 8. IPSec Sessions

If we use the IPSec to establish VPN with other
device, then we can view the IPSec tunnel
information in this page.

D-Link
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29.1

29.2

29.4

Chapter 29
Log System

Demands

The System Administrator wants to know all the actions of administration in the past. So it can avoid illegal system
administration.

The System Administrator needs to check the logs of VPN, IDS, Firewall, and Content Filter everyday. But he / she feels
inconvient to verify the DFL-1500 logs. He / She hopes to decrease the checking procedure.

Objectives
The System Administrator wants to know all actions of administration in the past.
The System administrator would like to view the daily log report of DFL-1500.

Methods

Through tracking the system logs, you can distinguish which administrated action is valid or not.

Use the syslog server to receive mail, or edit the “Mail Logs” page of DFL-1500. Make the log mailed out automatically
every periodic time.

Steps

29.4.1 System Logs

Step 1. View System Logs DEVICE STATUS > System Logs
All the system administrated actions will be log in Systam
) Access Logs

this page. Mo. Time Source- P Access-nfo
i 2004-04-27 16:23:23  DFL-1500 Firewall: Reload all rules at startup
j2 2004-04-27 16:23:23  DFL-1500 MAT: rule for Basic-LAN1 added

. . . 3 2004-04-27 16:23:24 DFL-1500 MAT: rule for Basic-LANZ added
For the detailed information of System Logs, | i o0s0027 182324  DFL-1500 NAT: rule for Basic-DMZ1 added
H 5 2004-04-27 16:23:27 DFL-1500 SYSTEM: [S5] HTTP started

please refer Appendlx D. B 2004-04-27 16:23:28 DFL-1500 SYSTEM: [SE] HTI'F‘SEsata?ted
7 2004-04-27 16:53:18  192.168.2.170  AUTH: [A1] admin login success (192.168.2.254:443).
g 2004-04-27 16:63:35  192.168.2170  SYSTEM: [S5] WANT: IP address: B1.2.1.1/255.255.255.2458. EventD:3
9 2004-04-27 16:63:35  192.168.2.170  SYSTEM: [S3] WANT: Gateway IP: 61.2.1.5. Event/D:3
10 2004-04-27 16:53:35  192.168.2.170 SYSTEM: [S3] WANT: Set default YWAN link from WWANT to MAN1

HE pownload To L ocal Refresh ] I Clear ] I et Page ] List 0 v Per Page Page: 1/12
FIELD DESCRIPTION
NO system logs sequence number
Time The time which is occurred by the specified system event.
Source-IP A type of the specified system events.
The description of the system log. Include Component Type, Log ID, Log Description
Access--Info .
and Event 1D (optional).

Table 29-1 System log description
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29.4.2 Syslog & Mail log

Step 1.  Setup Syslog Server

Setup Syslog Server by checking the Enable
Syslog Server. 1t will let DFL-1500 send logs
to the Syslog Server specified in the “Syslog
Server IP Address” field.

Notice: If the logs were sent out to the syslog
server, they will still keep a copy in the DFL-1500.

DEVICE STATUS > Log Config > Syslog Server

Mail Loys

¥ Enable Syslog Server

‘Syslog Server [P Address [10.1.1.20
Apply

FIELD DESCRIPTION Range / Format EXAMPLE
Enable Syslog Server Enable the Syslog Server feature of DFL-1500 Enable/Disable Enabled
Syslog Server IP Address | The IP Address which Syslog Server located. IPv4 format 10.1.1.20

Table 29-2 Setup the Syslog Server

Step 2.  Setup Mail Log method

Fill in the IP address of the Mail Server and
Mail Subject. Also fill your E-Mail address
for receiving logs. Select the preferred Log
Schedule to mail out logs. Click the Apply button
to finish the settings.

Notice:

1. If the logs were sent out to the mail server,
they will be deleted by the DFL-1500.

2. The mail server of the email to receive the
log reports should be the same as the mail
server sending logs out.

DEVICE STATUS > Log Config > Mail Logs

Mail Logs

¥ Enable Mail Logs

Logs will be generated and can be sent vig-e-mail canfiguration the mail serer and e-mail address(es)
here: You cah also specify how frequently you want ta receive logs,

Mail Server [10.1.1.1

Mail Subject |L0g Repart

E-rrigil Lags To !mis@dlink com {E-rrail addiass)

Log Schedule

Daily 'I

Moy

Day far Sending Logs

Apply I Test l

FIELD DESCRIPTION Range / Format EXAMPLE
Enable Mail Logs Enable the Mail Logs Server feature of DFL-1500 Enable / Disable Enabled
Mail Server The IP Address of Mail Server which will send out the logs. | IPv4 format 10.1.1.1
Mail Subject The subject of log mail text string Log Report
E-mail Logs To E-Mail address of receiver ¥alld mail address mis@dlink com
ormat
When Log is Full
The schedule which the mail logs will be sent out. Note if /' immediately
Log Schedule you choose “Immediately”, it will increase the load of the | / Hourly Daily
DFL-1500 device, especially, many logs will be producing. | /Daily
/Weekly
When selecting Weekly in the “Log Schedule” field, we
Day for Sending Logs | have to choose which day the mail logs will be sent out in | Monday ~ Sunday Monday
the “Day for Sending Logs” field.

BUTTON

DESCRIPTION

D-Link
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Test Test the mail logs configuration in this page

Table 29-3 Setup the Mail Logs
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This chapter introduces how to do system maintenance.

30.1 Demands

1. DFL-1500 is designed to provide upgradeable firmware and database to meet the upcoming dynamics of the Internet. New
features, new attack signatures and new forbidden URLSs require timely updates to the DFL-1500. This chapter introduces
how to upgrade your system with TFTP and Web Ul respectively.

2. Sometimes one may want to reset the firmware to factory default due to loss of password, firmware corrupted,
configuration corrupted. Since DFL-1500 does not have a reset button to prevent careless pressing of it, factory default has
to be set with web GUI or console terminal. Of course, when you loss the password, you have to use CLI only because you
can never enter the web GUI with the lost password.

3. Another issue is that after setup the DFL-1500 properly, we might want to keep the current configuration to avoid the
unknown accident. Then we can recover the original state from the previous reserved configuration.

30.2 Firmware upgrade from TFTP

LANI

DFL-1 192.168.40.254

tftp Server

-} === Upgrade firmware
o o e Backup firmware

Figure 30-1 Upgrade/Backup firmware from TFTP server
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Step 1.  Setup TFTP server

Place the TFTP server TFtpServer in the c:\
directory and double click to run it. Place all bin
files in the c:\ as well. Set the PC to be
192.168.40.x to be in the same subnet with the
DFL-1500's LAN1. Login to DFL-1500's console.
Enter en to enter privileged mode. Configure the
LAN1 address so that the DFL-1500 can connect
to the TFTP server. The CLI command to
configure LANL1 interface is ip ifconfig INTF3
192.168.40.254 255.255.255.0.

NetOS/i1386 (DFL-1500) (tty00)
login: admin
Password:

Welcome to DFL-1500 VPN/Firewall Router!

DFL-1500> en
DFL-1500# ip ifconfig INTF3 192.168.40.254 255.255.255.0

DFL-1500#

Step 2. Upgrade firmware

Enter 1P tftp upgrade image 192.168.40.x
DFL-1500-<ver>.bin. After this procedure,
DFL-1500 device will reboot automatically.
Notice: if you want to preserve the previous
configuration, add the “preserve” keyword to
the end.

Refer Appendix A for the details.

DFL-1500# ip tftp upgrade image DFL-1500-2.001-ALL.bin
192.168.40.170 preserve

Fetching from 192.168.40.170 for DFL-1500-2.001-ALL.bin
tftp> tftp> Verbose mode on.

tftp> getting from 192.168.40.170:DFL-1500-2.001-ALL.bin to
DFL-1500-2.001-ALL.bin [octet]

Step 3. Check if OK

Check whether the system status is working
properly or not.

DFL-1500> sys st

Sustem Name:
Firmware Version: Net0S Ver2.001 (WALL) #5: Thu Sep 23 15:26:41 CST 2084
Software Serial Number: 60623576436830003320

Operation Mode: HNAT/Router

Default Gateway: 61.2.1.6

Primary DNS: 168.95.1.1
Secondary DNS:

Default WAN Link (Gateway/DNS): WAN1

Port Interface IP Address Netmask Status Type
1 WANL  61.2.1.1 255.255.255.248 DOWN (Static IP)
WAN2 DOWN (Mot initialized)
3 DMZ1  10.1.1.254 255.259.295.0 DOWN
b LAN1  192.168.40.254 255.255.255.0 DOWN
5 LAN2  192.168.2.254 255.255.255.0 up
1:18PH up 19:57, O users, load averages: 1.11, 1.11, 1.88

DFL-1500>

30.3 Firmware upgrade from Web GUI

Step 1. Download the newest firmware
from web site

If a new firmware issued, we can download it
from the web site (fwupdate.dlinktw.com.tw)
to the local computer.

Firmware upgrade site :
http://fwupdate.dlinktw.com.tw/

D-Link
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Step 2. Upgrade firmware

In the System Tools / Firmware Upgrade page.
Select the path of firmware through Browse
button, and check the Preserve Saved
Configurations to reserve original settings.
Click the Upload button to upgrade firmware.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

D4Dlink DevicetDFL-18

What will it happen, if there is an accident during the process as the following list while upgrading firmware?

Accident

What will it happen?

The network line is broken.

The process of the new firmware upgrade will fail. After rebooting the DFL-1500, it will
remain the original firmware and configuration. No firmware is upgraded.

Generally, after rebooting the DFL-1500, it will remain the original firmware and
The DFL-1500 powered off or configuration. But, sometimes the DFL-1500 may fail to remain the original firmware
rebooted. and reboot correctly. In this circumstance, you should use the rescue mode to do the
factory reset. For the details, please refer section 30.5.3.

Table 30-1 The result while an accident happens during the firmware upgrade.

30.4 Database Update from Web GUI

Step 1. Update database manually

If a new firmware issued, we can download it by
clicking the Update button. Then we will see
the database version shown on the left side.

frupdate.dlinktw.com.tw |
lv/

. o
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Step 2. Auto Update

We can also update database automatically. Fill
the database server in the Update Center
field. Choose what date/time we would like to
update the database, and then check which
databases we would like to update. Click Apply
button to finish the settings.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

30.5 Factory Reset

30.5.1 Factory reset under web GUI

Step 1. Factory reset

In the Web GUI mode. Follow the path of right
side. We can make DFL-1500 configuration
restored to the factory defaults with simply
clicking the Apply button.

Warning: Be careful to use this function. It will
clear all current configurations. And the
configuration will be back to the factory default.

SYSTEM TOOLS > System Utilities > Factory Reset

Restore
Configuration Configuration Configuration

D-Link
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30.5.2 NORMAL factory reset

Step 1. Factory reset

In the CLI mode. Enter sys resetconf now to
reset the firmware to factory default. Then the
system will reboot automatically.

Net0S/i386 (DFL-1500) (tty00)

login: admin
Password:
Welcome to DFL-1500 VPN/Firewall Router

DFL-1500> en

DFL-1500# sys resetconf now

Resetting Configuration to default... DONE
System will reboot now

syncing disks... done

rebooting...

30.5.3 EMERGENT factory reset

Step 1. Enter the boot loader

If the original firmware is damaged, you may need
to recover the firmware with the factory default.
Press <tab> or <space> during the 2-second
countdown process.

>> NetOS Loader (i386), V1.5 (Fri Feb 20 10:25:11 CST 2004)
Press <TAB> to prompt - starting in O

Type "boot rescue'" to load safe-mode kernel to

(1) rescue corrupted firmware

(2) reset password for admin

type "?" or "help"™ for help.

>

Step 2.  Enter the Safe Mode

Enter boot rescue to enter the emergency
kernel. In this kernel, you can use tftp to fetch
another firmware to install, or reset the
configuration to default even though you lost the
password.

> boot rescue

651354+7888404+127584=0x84528¢c

Net0S Ver1.529 (RESCUE) #1: Ued Apr 7 00:54:55 CST 2004
cpuB: Intel (null) Celeron (686-class), 1262.85 HHz
total memory = 255 MB

avail memory = 228 MB

Ethernet address 00:90:0b:02:¢eb:ac,
Ethernet address 00:90:0b:02:¢eb:ad,
Ethernet address 00:90:0b:02:¢b:ae,
Ethernet address 00:90:0b:02:eb:af, 10/100 Mb/s
Ethernet address 00:90:0b:02:¢b:b@, 10/100 Mb/s
wdB: drive supports PI0 mode 4

Software Serial Number: [6B6235764368281223201

10/108 Mb/s
107100 Mb/s
10/108 Mb/s

Tips: Type "7" anytime when vou need helps. Tips: To recover from corrupted fi
rmware, setup IP address and use tftp to install the new firmware.

DFL-1588> _

Step 3. Factory reset

Enter sys resetconf now to reset the firmware
to factory default. Then system will reboot
automatically.

DFL-1500> en

DFL-1500# sys resetconf now
System will reboot now
syncing disks... done
rebooting. ..
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30.6 Save the current configuration

Step 1. Backup the current SYSTEM TOOLS > System Utilities > Save Configuration
Configuration Save Backup Restore Factory

Configuration Configuration'Configuration  Reset

After finishing the settings of DFL-1500, be sure
to Press the Save button in this page to keep the

running Configuration. Caution!! This process may fail occasianally due to users®
interrupt, please wait for status message with "Saving running
configuration... DONE" to make sure the running configuration
had heen saved successfully.

This page allows you to save your system's running configuration
into the flash memary. Your modifications will be effective
permanently. Click the Save button to start the save process:

Save
30.7 Backup / Restore Configurations
Step 1.  Backup the current SYSTEM TOOLS > System Utilities > Backup Configuration

Configuration Save Backup Restore Eactory
Configuration Configuration Configuration Reset

Before backup your current configuration, make
sure you have saved your current configurations
as described in Section 30.6. Then select page in This page allows you to backup your system's saved configuration
the page of / System Tools / SyStem Utilities / LomycoeLg;uorkstatlom. Click the Backup button to start the backup
Backup Configurations, click Backup button to

backup configuration file to local disk.
Step 2. Restore the previous saving SYSTEM TOOLS > System Utilities > Restore Configuration
co nflg uration Save Backup Restore Factory

. Configuration Configuration Configuration  Reset
In the page of System Tools / System Ultilities /

Restore Configuration, click the Browse button to

select configuration file path first, and then click To rfesmre yoglrsagstem's conhﬂgfratio_n fro?ﬂha prewfousw_sav?ri
- . t i tot t i t
Upload button to restore configuration. Cbin anc clck Upload o AR
File Path: |C:\2004031 6conf bin

What will it happen if there is an accident during the process as the following list while restoring configuration?

Accident What will it happen?

The configuration restoring will fail. After rebooting the DFL-1500, it will remain the

The network line is broken. . - . - J
original configuration. No configuration is restored.

The DFL-1500 powered off or The configuration restoring will fail. After rebooting the DFL-1500, it will remain the
rebooted. original configuration. No configuration is restored.

Table 30-2 The result while an accident happens during the configuration restoring.
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30.8 Reset password

Step 1. Enter the boot loader

If you forget the password, you can use the
following way to reset the password. Press
<tab> or <space> during the 2-second
countdown process.

>> NetOS Loader (i386), V1.5 (Fri Feb 20 10:25:11 CST 2004)
Press <TAB> to prompt - starting in O

Type "boot rescue'" to load safe-mode kernel to

(1) rescue corrupted firmware

(2) reset password for admin

type "?" or "help"™ for help.

>

Step 2.  Get the Initial Key

Enter boot -1 command as right side. When
screen shows “Enter Initial Key”, you can consult
with your local technical supporter to get the Initial
Key. You will need to tell the local technical
supporter all the MAC address value. Then
you will get the Initial Key. To reset admin
password.

> hoot

998681+10753736+329772 [74+85936+64524 1=0xbabal8

Net0S Yer1.529 (DLINK) #0: Wed Apr 7 00:38:02 CST 2004
cpuB: Intel {null) Celeron (686-class), 1282.84 HHz
total memory = 255 HB

avail memory = 224 MB

Ethernet address 00:90:0b:02:eb:ac,
Ethernet address 00:90:0b:02:eb:ad,
Ethernet address 00:90:8b:82:eb:ae,
Ethernet address 00:90:0b:02:eb:af,
Ethernet address 00:90:0b:02:eb:b@,
wd@: drive supports PI0 mode &
IPSec: Initialized Security Association Processing.
Enter Initial Key:

10/100 Mb/s
10/10@ Mb/s
18/108 Mb/s
18/108 Mb/s
10/100 Mb/s
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Appendix A
Command Line Interface (CLI)

You can configure the DFL-1500 through the web interface (http/https) for the most time. Besides you can use another method,
console/ssh/telnet method to configure the DFL-1500 in the emergency. This is known as the Command Line Interface (CLI). By
the way of CLI commands, you can effectively set the IP addresses, restore factory reset, reboot/shutdown system etc. Here we will
give you a complete list to configure the DFL-1500 using the CLI commands.

Al Enable the port of DFL-1500

If you prefer to use CLI commands, you can use it through console/ssh/telnet methods. For using ssh/telnet feature, you must enable
the remote management first. Enable the specified port, so that you can login from the configured port.

Step 1. Enable remote management / SYSTEM Tools > Remote Mgt. > TELNET

TELNET TELNET SSH VAW HITPS SNMP MISC

Check the selected port located in the telnet
function. And customize the server port

Sever Rort paz

Secure Client IF Address Al O Selected 0000
Apply l

Step 2. Enable remote management / SYSTEM Tools > Remote Mgt. > SSH
SSH TELNET SSH WY HTIPS SHMP MISC

Check the selected port located in the ssh
function. And customize the server port which is o

. . =t i !22
listened by ssh service. e

Allow Access from W WAL T WANZ [ DMEZL M LANIT LANZ
Secure Client [P Address FOAl C Selected [)000
Apply

A2 CLI commands list (Normal Mode)

Subsequently, we can use the console/ssh/telnet to connect the DFL-1500. After logining the system successfully, we can use the
CLI commands to configure DFL-1500. The complete CLI commands are described as follows.

Non-privileged mode

cor'r\1/|n€:iann ds coerlrJ12n ds Example Command description
? ? Show the help menu
enable (en) enable Turn on privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP echo request messages
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname
sys Configure system parameters
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status (st)

Sys status

Show system and network status

version (ver)

Sys version

Show DFL-1500 firmware version

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show

Table A-1 Non-privileged mode of normal mode

all the valid suffix parameters from “ip”.

Privileged mode

corlr\l/lma;nnds Sub commands Example Command description

? ? Show the help menu

disable (dis) disable Turn off privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
arp ip arp status Show the ip/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ip ifconfig INTF1 192.168.1.100 Configure the ip address of each port

255.255.255.0

ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade/Backup firmware/configuration from/to tftp
upgrade/backup | <FILENAME> 192.168.1.170. Ze_r%/er. About the full description, please refer to Section
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname.

sys Configure system parameters
halt sys halt now Shutdown system
password sys password Change administrator password
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings
saveconf (sa) sys saveconf Save running configuration
status (st) sys status Show system and network status
tcpdump (tc) sys tcpdump INTFO host 10.1.1.1 Capture the information of specified packets which pass

through the indicated interface.

version (ver) Sys version Show DFL-1500 firmware version

Table A-2 Privileged mode of normal mode

D-Link
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A.3CLI commands list (Rescue Mode)

The Full tftp commands are described in the following Table A-3.

PP 2th i Postfix command Example Command description
command | command | command
. ip tftp upgrade config Upgrade configuration file
S FILENAME WORD | 016 0101 192.168.1.170 image from tftp server.
upgrade
ip tftp upgrade image .
image F'LE'(\‘fe'\S’L'fv‘é\)’ORD <FILENAME> 192.168.1.170 #fgggf\feiy“em image from
P preserve P '
ip tftp
. ip tftp backup config Backup configuration file
Eelil WORD 192.168.1.170 image to tftp server.
backup
. ip tftp backup image Backup system image to tftp
Image WORD 192.168.1.170 server.

Table A-3 ip tftp commands description

In the Postfix command, the meanings of keywords are listed here.

WORD: tftp server IP address

FILENAME: Upgrade configuration file image name
(preserve): string “preserve”, this is optional

A3

CLI commands list (Rescue Mode)

If the original firmware was damaged by some accidents, you may need to recover it with the factory reset process in the rescue
mode. Boot the DFL-1500 and press <tab> or <space> during the 2-second countdown process. You may refer Section 30.5.3 for

details.

Non-privileged mode

con':AniLnn ds comsrﬂgn ds Example Command description

? ? Show the help menu

enable (en) enable Turn on privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP messages

sys Configure system parameters
status (st) sys status Show the mode name and firmware version.
version (ver) Sys version Show the firmware version

Table A-4 Non-privileged mode of rescue mode

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show
all the valid suffix parameters from “ip”.
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Privileged mode

corlr\l/lma;nnds Sub commands Example Command description
? ? Show the help menu
disable (dis) disable Turn off privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
arp ip arp status Show the ip/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ip ifconfig INTF1 192.168.1.100 Configure the ip address of each port
255.255.255.0
ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade firmware from tftp server.
<FILENAME> 192.168.1.170.
sys Configure system parameters
halt sys halt now Shutdown system
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings
status (st) sys status Show the mode name and firmware version.
version (ver) Sys version Show the firmware version

Table A-5 Privileged mode CLI commands
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Trouble Shooting

1.  If the power LED of DFL-1500 is off when I turn on the power?

ADNS  Check the connection between the power adapter and DFL-1500 power cord. If this problem still exists, contact with your
sales vendor.

2. How can I configure the DFL-1500 if I forget the admin password of the DFL-1500 ?

ANS : You can gather all the MAC addresses values of DFL-1500, and contact the local technical supporter. Then we will give you
an initial key. Please refer to the Section 30.8 described to reset the admin password.

3. lcan’taccess DFL-1500 via the console port ?

ANS  Check the console line and make sure it is connected between your computer serial port and DFL-1500 Diagnostic RS-232

port. Notice whether the terminal software parameter setting as follows. No parity, 8 data bits, 1 stop bit, baud rate 9600 bps. The
terminal type is VT100.

4.  Ican’t ping DFL-1500 WANL1 interface successfully 7 Why ?
ANS : Follow below items to check if ready or not

a.  Check Basic Setup > WAN Settings > WANL1 status fields. Verify whether any data is correctly.

b.  Check Device Status > System Status > Network Status WANL1 status is “UP”. If the status is “DOWN?”, check if the
network line is connectionless ?

C.  Check System Tools > Remote Mgt. > MISC > WANL1. Verify if WANL1 port checkbox is enabled. The default enabled
port is only LAN port.

d.  Check whether virtual server rule (Dest. IP : WAN1 IP address, port : 1~65535) exists or not. If existing any virtual
server rule like this type, it will make all the connections from WANL1 port outside relay to another server. Actually
what you have pinged is another server, not DFL-1500.

€.  Check whether NAT One-to-One(bidirectional) rule (Translated Src IP : WAN1 IP address, port : 1~65535) exists or
not. If existing any virtual server rule like this type, it will make all the connections from WANL1 port outside relay to
another server. Actually what you have pinged is another server, not DFL-1500.

f. If all the above items have checked, try to change a new network line. This is almost resulting from the network line
problem. Please neglect the LED status, because it will confuse your judgment sometimes.

5. I have already set the WANL1 ip address of DFL-1500 the same subnet with my pc, but I can’t use https to login DFL-1500 via
WANL1 port from my pc all the time, why ?

Ans :
a.  Be sure that you can ping the WANL1 port, please check the procedure as question 4 description.

b.  Make sure that the WAN1 IP address of DFL-1500 is not duplicated with other existent IP address. You can take off the
network line connected on the WANL1 port. Then try to ping the IP address which setup on the WAN1 port. If it is still
successful, the IP address which setup on the WANL1 port is duplicated with the existent IP address.

C.  Notice that you must check System Tools > Remote Mgt. > HTTPS > WANL. The default enabled port is only LAN
port.

6. Ican’t build the VPN — IPSec connection with another device at the another side all the time, why ?
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Ans : Please make sure if you follow the setting method as follows.

a.  Check your IPSec Setting. Please refer to the settings in the Section 13.4- Step 3.

b.  Make sure if you have already added a WAN to LAN policy in the Advanced Settings/Firewall to let the IPSec packets
pass through the DFL-1500. (The default value from WAN to LAN is block.).

When you add a Firewall rule, the Source 1P and Netmask are the IP address, PrefixLen/Subnet Mask
in the pages of the Remote Address Type. And the Dest IP and Netmask are the IP Address,
PrefixLen/Subnet Mask in the pages of the Local Address Type.
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The following Figure B-1, Figure B-2 indicated the DFL_A IPSec and Firewall setting. The Figure B-3, Figure B-4 indicated the
opposite side DFL_B IPSec and Firewall setting. When you configure an IPSec policy, please be sure to add a rule to let the packets
of the IPSec pass from WAN to LAN. For the IP address of firewall rules, please refer to the Figure B-2, Figure B-4.

Status
g [KEmled,
Condition

2| Subnet Address @
192.168.40.0
2552852850, Jee°
Subnet Address gg
sl iraaly The Local Address

k255255 255 0 of DFL B

Figure B-1 DFL_A - Inset a new IPSec policy

EStatus

lAction

_class

Figure B-2 DFL_A - Insert a new firewall rule in WAN to LAN
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Pass
Throuqgh

IPSec PPTP L2TP

IPSec-=IKE-=Edit Rule

[#] Active
IKE Rule Name [KEruleB

Condition

Local Address Type | Subnet Address |

o° I Address 192.168.88.0 e

**« Bgfixlen / Subnet Mask 255.255.2550 Lo p*"
Remote Address Type Subnet Address v

—
T address 192.168.40.0 . The Local Address

. S Prefizlen { Subnet Mask [ 255.255.255.0 - of DFL—A
: Figure B-3 DFL_B - Inset a new IPSec policy

Status E Eflit Rules Show Rules Anti-DoS Summary

Firewd ->Bjit Rules->Edit

5 Edit WAN1-to-LAN1 Firewall rule number 1
2 Status
E Rule name: ].-‘5\||DW|F' SecPktB
2 Schedule: | Always "!
E Condition
¢« —SPuwce IP: |WaANI_VPNE | Dest. IP: | LAN1_VPNE ]
:..."'..'...*WiCE:]ANY N

|1Forward | and | do not log ~| the matched siui.

Forward bandwidth class: Idef_class "1
Reverse handwidth class: idef_class '1

Back J Apply |

Figure B-4 DFL_B - Insert a new firewall rule in WAN to LAN

7. Why the Source-IP field of System Logs is blank?

ADNS : One reason is that you may enter Host Name and following by a space like “DFL-1500 . And enter the Domain Name string

like “dlink.com” in the firmware version 1.391B. Then the System Name will present as “DFL-1500 .dlink.com”. After upgrading
firmware to upper version (ex. 1.50R). It will appear blank in the Source-IP field of System Logs.

8. When I ping the internet host from LAN/DMZ. | can’t always finish the ping successfully. Sometimes it is work. But
sometimes it fails to ping the outside host.

ADNS : This may cause there are more than one host in the LAN/DMZ pinging the same host at the same time. If one host (Lan-A) is

pinging internet host A(ex. 140.106.100.1), and at the same time, Lan-B is also pinging 140.106.100.1. Then the pinging action of
the Lan-A and Lan-B may fail. But when each host (Lan-A or Lan-B) is finish pinging, the other host can continue the pinging
action.

9. While I am upgrading firmware from local disk, the download is not complete but the network has been disconnected. What
will it happen in such situation?
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ANS  Under this circumstance, the DFL-1500 will automatically reboot and all configurations will still remain as before.

10. While I am upgrading firmware from local disk, the download is complete. After md5 checks, the screen appears “Upgrading
kernel image”. What will it happen if the power is off suddenly?

ANS * Almost all the cases will not cause firmware fail. The DFL-1500 will automatically reboot and all configurations will still

remain as before. But sometimes it will make firmware fail. If the firmware fails, DFL-1500 will automatically enter rescue mode
when it reboots. You may need to do the factory reset, and then restore your original configuration to DFL-1500. Refer to the
factory reset procedure of DFL-1500 as Section 30.5. About restoring configuration procedure, please refer to Section 30.7.

11. While finishing the Content Filters > Web Filter settings, if | try to use browser to test, why does not the web page result
match with the web filter configuration?

ANS : Be sure that you have cleaned all the file cache in the browser, and try to connect the internet web server. If the web page
result still does not match with the web filter configuration, you may close your browser and reopen it.

12.  While finishing the edition of DFL-1500 settings and pressing apply button, the LAN/DMZ to WAN network connection
(telnet, ssh, ftp, msn..) fails, why?

ANS : This is a normal situation. When you finish the following settings, all the active network connection will be disconnected. So,
you must reconnect it again.

SYSTEM TOOLS > Remote Mgt.

ADVANCED SETTINGS > VPN Settings > IPSec
ADVANCED SETTINGS > VPN Settings > PPTP > Client
ADVANCED SETTINGS > VPN Settings > Pass Through
ADVANCED SETTINGS > NAT

©® o0 T
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Rule entry limitation

For the DFL-1500 web configuration, there is a limitation of permitted maximum entering rule. Here we provide a list for your

reference.

Classification Item Permirtl'j?g :r/]ltar?/imum Refer section
IP alias records of WAN port 60 Section 3.4.3

Basic Setup IP alias records of DMZ port 10 Section 3.4.3
IP alias records of LAN port 10 Section 3.4.3

Authentication Local type of authentication, account entries 2000 Section 6.3.1
Authentication exempt host entries unlimited Section 6.3.6

NAT NAT rule entries 200 Section 7.4.1
Virtual Server Virtual Server rule entries 200 Section 7.4.2
Routing static routing entries 30 Section 8.4.1
policy routing entries 200 Section 8.4.2

address object 1000 Section 9.4.1

address group 1000 Section 9.4.1

Grouping service object 1000 Section 9.4.2
service group 1000 Section 9.4.2

schedule object 256 Section 9.4.3

schedule group 256 Section 9.4.3

Firewall Firewall rule entries 3000 Section 10.4.1
IPIMAC binding IP/MAC binding rule entries 1000 Section 11.4
IPSec IKE rule entries 2000 Section 13.4.1
VPN IPSec Manual-Key rule entries 2000 Section 13.4.2
IPSec Hub entries 100 Section 15.4

IPSec Spoke entries 100 Section 15.4

Web filter exempt zone entries 256 Section 21.4

Customize trusted domain entries 256 Section 21.4

Web filter Customize Forbidden domain entries 256 Section 21.4
URL filter keyword entries 256 Section 21.4

Content keyword entries 256 Section 21.4
SMTP/POP3 filter | SMTP blocking list entries 256 Section 22.4.1
SMTP exempt zone entries 256 Section 22.4.1
POP3 blocking list entries 256 Section 22.4.2
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POP3 exempt zone entries 256 Section 22.4.2
) FTP blocking list entries 40 Section 23.4
FTP filter -
FTP exempt zone entries 20 Section 23.4
Bandwidth Bandwidth Management Action entries 200 Section 26.4
Management
System Access Logs 256 Section 29.4.1
Firewall Logs 256 Section 10.4.1
Anti-DoS Logs 256 N/A
IDS Logs 256 Section 24.4
Web Filter Logs 256 N/A
Mail Filter Logs 256 N/A
Log
POP3 Filter Logs 256 N/A
IPSec Logs - IKE 256 N/A
IPSec Logs — Manual Key 256 N/A
PPTP Logs — Server 256 N/A
PPTP Logs — Client 256 N/A
L2TP Logs 256 N/A

Table C-1 Rule entries limitation
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System Log Syntax

In the DFL-1500, all the administration action will be logged by the system. You can refer all your management process through
System log (DEVICE STATUS > System Logs > System Access Logs). Besides, all the system log descriptions are following the
same syntax format.

In the below diagram, you can view the example of system log. The amplified system log example can be divided into 4 parts. The
first part is Component type, second part is Log ID, third part is log description and final part is Event ID. When you applied
each setting in the DFL-1500, you had been issued an Event. So the same Event 1D may have many different Log IDs because you
may change different settings in the same apply action. The Event ID is a sequence number. It means that the same Log 1D would
not be assigned the same Event 1D every time.

So if you apply any button while setting DFL-1500 every time, an “Event” will occur immediately. And the “Event” will be
displayed in the System log.

System
Access Logs
No. Time : -
1 2004-05-14 11:08:38 192.165.17.170 LOG: [LO7] logfile system_log.txt cleanup.
2004-05-14 11:08:45 192 168.17.170 SYSTEM: [S9] LANT IP Address Assignment: 192.168.1.254/255 266 2650, ... MORE
2004-05-14 11:08:46 192 168.17.170 SYSTEM: [S4] Enable DHCP server on LANT by admin {152 168.17.179:443). . M ORE
2004-05-14 11:08:46 1592.168.17.170 SYSTEM: [S4] IP Pool Starting Address: 192.168.1.1, Poal Size: 20. Eve. . |
2004-05-14 11:08:46 192.168.17.170 SYSTEM: [343] MAT: rule for Basic-LAN1 added .
2004-05-14 11:08:46 192 16517 170 SYSTEM: [S43] MAT: rule for Basic-LANZ added .
2004-05-14 11:08:46 192.168.17.170 SYSTEM: [S43] MAT: rule for Basic-DMZ1 added .
2004-05-14 11:08:47 18216817 A17RROUTING: [R3] LAN1: Routing Protocal: None, EventlD:247

LU 7= L) T P L P

¥ Download To Local [ Refrsh  J[  Cler List MAX v PNRage Page: 1/1
JROUTING : [R3] LANI: Routing Protocol: None. EventlD:247
Component type : Log ID : Log description : Event 1D

Figure D-1 All the system log descriptions are following the same format as above

In the following table, we list all the system logs for reference.

Component type | Log ID | Log description Example

AUTH A01 User Login AUTH: [A01] admin login success (192.168.17.102:443).

AUTH: [A01] admin login fail, miss password
(192.168.17.102:443).

AUTH: [A01] admin login fail, configuration is locked by
administrator from Console (192.168.17.102:443).

AUTH: [A01] admin login fail, configuration is locked by
another user from 192.168.17.100 (192.168.17.102:443).

A02 User Logout AUTH: [A02] admin logout (192.168.17.102:443).
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A03 Change Password AUTH: [A03] admin change system password
(192.168.17.102:443).
BO1 Enable/Disable Bandwidth BANDWIDTH: [B01] Enable bandwidth management by admin
Management (192.168.17.100:443).
BANDWIDTH
BANDWIDTH: [B01] Disable bandwidth management by admin
(192.168.17.100:443).
CONTENT Co1 Web filter categories CONTENT: [CO01] Web filter categories configuration update by
configuration updated admin (192.168.17.100:443). EID=6
C02 Web filter added trusted host | CONTENT: [C02] Web filter add trusted host by admin
(192.168.17.100:443). EID=6
C03 Web filter deleted trust host CONTENT: [C03] Web filter deleted trust host by admin
(192.168.17.100:443). EID=6
C04 Web filter added forbidden CONTENT: [C04] Web filter added forbidden domain by admin
domain (192.168.17.100:443). EID=7
C05 Web filter deleted forbidden CONTENT: [C05] Web filter deleted forbidden domain by admin
domain (192.168.17.100:443). EID=8
C06 Enable web-filter access CONTENT: [CO06] Enable web-filter access control by admin
control (192.168.17.100:443). EID=9
co7 Disable web-filter access CONTENT: [CQ7] Disable web-filter access control by admin
control (192.168.17.100:443). EID=10
Cco8 Web filter URL keyword CONTENT: [C08] Web filter URL keyword added by adimin
added (192.168.17.100:443). EID=11
C09 Web filter URL keyword CONTENT: [C09] Web filter URL keyword deleted by admin
deleted (192.168.17.100:443). EID=12
C10 Enable web filter url matching | CONTENT: [C10] Enable web filter url matching by admin
(192.168.17.100:443). EID=13
Cl1 Disable web filter url CONTENT: [C11] Disable web filter url matching by admin
matching (192.168.17.100:443). EID=14
C12 Updated web filter exempt CONTENT: [C12] Updated web filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=15
C13 Web filter exempt zone added | CONTENT: [C13] web filter exempt zone added range from
range 140.126.1.1 to 140.126.100.255 by admin (192.168.17.100:443).
EID=16
Cl4 Updated ftp filter exempt CONTENT: [C14] Updated ftp filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=17
C15 FTP filter exempt zone added | CONTENT: [C15] FTP filter exempt zone added range from
range 140.126.1.1 to 140.126.255.255 by admin (192.168.17.100:443).
EID=18
C16 Updated ftp filter blocked file | CONTENT: [C16] Updated ftp filter blocked file configuration
configuration by admin (192.168.17.100:443). EID=19
C17 FTP Filter blocking list CONTENT: [C17] FTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=20
C18 Web filter keyword added CONTENT: [C18] Web filter keyword added by admin

(192.168.17.100:443). EID=21
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C19 Web filter keyword deleted CONTENT: [C19] Web filter keyword deleted by admin
(192.168.17.100:443). EID=22
C20 Enable web filter keyword CONTENT: [C20] Enable web filter keyword matching by admin
matching (192.168.17.100:443). EID=23
C21 Disable web filter keyword CONTENT: [C21] Disable web filter keyword matching by
matching admin (192.168.17.100:443). EID=24
C22 Updated POP3 filter exempt CONTENT: [C22] Updated POP3 filter exempt zone
zone configuration configuration by admin (192.168.17.100:443). EID=25
Cc23 POP3 filter exempt zone CONTENT: [C23] POP3 filter exempt zone added range from
added range 140.126.1.1 to 140.126.1.255 by admin (192.168.17.100:443).
EID=26
C24 Enable POP3 filter CONTENT: [C24] Enable POP3 filter by admin
(192.168.17.100:443). EID=27
C25 Disable POPS3 filter CONTENT: [C25] Disable POP3 filter by admin
(192.168.17.100:443). EID=28
C26 POP3 Filter blocking list CONTENT: [C26] POPS3 Filter blocking list updated by admin
updated (192.168.17.100:443). EID=29
c27 Updated SMTP exempt zone | CONTENT: [C27] Updated SMTP exempt zone configuration by
configuration admin (192.168.17.100:443). EID=30
C28 SMTP filter exempt zone CONTENT: [C28] SMTP filter exempt zone added range from
added range from by admin (192.168.17.100:443). EID=31
C29 Enable SMTP filter CONTENT: [C29] Enable SMTP filter by admin
(192.168.17.100:443). EID=32
C30 Disable SMTP filter CONTENT: [C30] Disable SMTP filter by admin
(192.168.17.100:443). EID=33
C31 SMTP Filter blocking list CONTENT: [C31] SMTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=34
C36 Enable WEB filter CONTENT: [C36] Enable WEB filter by admin
(192.168.17.100:443). EID=39
C37 Disable WEB filter CONTENT: [C37] Disable WEB filter by admin
(192.168.17.100:443). EID=40
Fo1 Enable/Disable Firewall FIREWALL.: [FO1] Activated firewall by admin
(192.168.17.102:443).
FIREWALL.: [FO1] Deactivated firewall by admin
(192.168.17.102:443).
F02 Edit Firewall Rules
FIREWALL FO3 Anti-DoS Setup FIREWALL: [F03] Enable Anti-DoS when attack detected by
admin (192.168.17.102:443).
FIREWALL: [FO3] Disable Anti-DoS when attack detected by
admin (192.168.17.102:443).
FO4 Reload Firewall Rules FIREWALL: [FO4] WANL1 Reload all NAT/Firewall rules for
new WAN IP
LOG L01 Logfile is Full LOG: [LO01] logfile is full.
L02 Mail Log LOG: [L02] mail logfile to tom@hotmail.com.
L03 Remote Syslog Server offline
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LO4 Enable/Disable Syslog LOG: [L04] Enable syslog server at 192.168.17.100 by admin
Forward to Remote Syslog (192.168.17.102:443).
Server LOG: [L04] Disable syslog server by admin
(192.168.17.102:443).
L05 Enable/Disable Mail Log LOG: [LO05] Enable mail logs to tom@hotmail.com by admin
(192.168.17.102:443).
LOG: [L05] Disable mail logs by admin (192.168.17.102:443).
L06 Send Mail Log LOG: [L06] mail logfile to tom@hotmail.com
LO7 Log Cleanup LOG: [LO07] logfile is cleanup.
L08 Mail Log Configuration LOG: [L08] Mail configuration updated by admin
Update (192.168.17.102:443).
L09 Log Half-Clean LOG: [L09] logfile half-clean.
NO1 Set NAT Mode NAT: [NO01] Disable WAN NAT feature.
NAT N02 NAT Rules NAT: [N02]
NO3 Virtual Server
RO1 Static Route
R02 Policy Route
RO3 Changing Routing Protocol ROUTING: [RO03]
OSPF Area ID ROUTING: [R3] WANL1: OSPF Area ID = 15. EventID:15
Routing Protocol: OSPF ROUTING: [R3] WANL1: Routing Protocol: OSPF. EventID:15
Routing Protocol: ROUTING: [R3] WANL: Routing Protocol: RIPv2/In+Out.
ROUTING RIPv2/In+Out EventID:15
Routing Protocol: ROUTING: [R3] WANL1: Routing Protocol: RIPv1/In+Out.
RIPv1/In+Out EventID:15
Routing Protocol: RIPv2/In ROTUING: [R3] WANL1: Routing Protocol: RIPv2/In.
EventlD:15
Routing Protocol: RIPvA/In ROUTING: [R3] WANL1: Routing Protocol: RIPv1/In.
EventlD:15
Routing Protocol: None ROUTING: [R3] WANL: Routing Protocol: None. EventID:15
SYSTEM S01 Wall Startup SYSTEM: [S01] Wall Startup.
S02 Wall Shutdown SYSTEM: [S02] Wall Shutdown.
S03 Interface Configuration SYSTEM: [S03] WANL1: IP Address Assignment = Get IP
Automatically by admin (192.168.17.102:443).
SYSTEM: [S03] WANL1: IP Address Assignment = Fixed IP
Address by admin (192.168.17.102:443).
SYSTEM: [S03] WAN1: Got PPPoE IP Address
F63/255.255.255.0.
S04 Startup/Shutdown DHCP SYSTEM: [S04] Enable DHCP server on LAN1 by admin
Server (192.168.17.102:443)
SYSTEM: [S04] Disable DHCP server on LANL.
S05 Startup/Shutdown HTTP SYSTEM: [SO5] HTTP started.

Server

SYSTEM: [S05] HTTP stopped.

D-Link

254




DFL-900/1500 User Manual

Appendix D
System Log Syntax

S06

Startup/Shutdown HTTPS
Server

SYSTEM: [S06] HTTPS started.

S07

Startup TELNET Server

S08

Set Interface IP Address

SYSTEM: [S08] WANL1: IP Address:
192.168.17.102/255.255.255.0. (192.168.17.102:443).

S09

IP Alias

SYSTEM: [S09] LAN1: Add IP address alias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LANL1: Delete IP address alias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LAN1: Change IP address alias
192.168.1.2/255.255.255.0 to 192.168.1.3/255.255.255.0 by
admin (192.168.17.102:443).

S10

Set Host Name

SYSTEM: [S10] HostName:DFL-1500, set by admin
(192.168.17.102:443).

S11

Set Domain Name

SYSTEM: [S11] Domain Name: dlink.com, set by admin
(192.168.17.102:443).

S12

Enable/Disable DDNS

SYSTEM: [S12] Enable Dynamic DNS with hosthame
wall.adsldns.org on WAN1 by admin (192.168.17.102:443).

SYSTEM: [S12] Disable Dynamic DNS on WAN1 by admin
(192.168.17.102:443).

S13

Enable/Disable DNS Proxy

SYSTEM: [S13] Enable DNS proxy by admin
(192.168.17.102:443).

SYSTEM: [S13] Disable DNS proxy by admin
(192.168.17.102:443).

S14

Enable/Disable DHCP Relay

SYSTEM: [S14] Enable DHCP relay by admin
(192.168.17.102:443).

SYSTEM: [S14] Disable DHCP relay by admin
(192.168.17.102:443).

S15

Set Date/Time

SYSTEM: [S15] System time update with NTP server
tock.usno.navy.mil, set by admin (192.168.17.102:443).

SYSTEM: [S15] System time update to 2003-10-10 13:33:25, set
by admin (192.168.17.102:443).

S16

Set System Auto Timeout
Lifetime

SYSTEM: [S16] System auto timeout changed to 45 minutes by
admin (192.168.17.102:443).

S17

Interface PORTS
Configuration
(WAN/LAN/DMZ)

S18

Backup Configuration

SYSTEM: [S18] Backup configuration file by admin
(192.168.17.102:443).

S19

Restore Configuration

SYSTEM: [S19] Restore configuration file by admin
(192.168.17.102:443).

S20

Factory Reset

SYSTEM: [S20] Factory Reset to default settings by admin
(192.168.17.102:443)

S21

Firmware Upgrade

SYSTEM: [S21] Firmware upgraded by admin
(192.168.17.102:443)

S22

Setup TELNET Server
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S23 Setup SSH Server
S24 Setup WWW Server
S25 Setup HTTPS Server
S26 Setup SNMP Server
S27 MISC Setup
S28 Enable/Disable SNMP SYSTEM: [S28] Enable SNMP by admin (192.168.17.104:443)
SYSTEM: [S28] System Location: Building-A.
SYSTEM: [S28] Contact Info: +886-2-28826262.
SYSTEM: [S28] Disable SNMP.
S29 Configure SNMP server
S30 File System Full
S31 Update remote management SYSTEM: [S31] Update remote management TELNET Server
settings. settings by admin (192.168.17.102:443).
S32 Set Gateway SYSTEM: [S32] WANL1: Gateway IP: 192.167.17.254
SYSTEM: [S32] WANL1: Got PPPoE Gateway IP 210.58.28.91.
S33 Set DNS IP Address SYSTEM: [S33] WANL1: Clear DNS IP Address.
SYSTEM: [S33] WAN1: DNS IP Address: 168.95.1.1.
SYSTEM: [S33] WAN1: Get DNS Automatically.
S34 Syslog Reload SYSTEM: [S34] Syslogd stop.
SYSTEM: [S34] Syslogd start.
SYSTEM: [S34] Syslogd restart.
S35 Enable/Disable Ipmon SYSTEM: [S35] Enable Ipmon.
SYSTEM: [S35] Disable Ipmon.
S36 System Checksum Update
S37 SYSTEM: [S37] Disable Multicast on interface WAN1
Disable Multicast : 3
. SYSTEM: [S37] Update Multicast on interface WAN1 to xxx
Update Multicast
SYSTEM: [S37] Update Multicast on interface WAN1 to xxx
S38 Update WAN NAT settings SYSTEM: [S38] Update WAN NAT settings to FULL feature
Update WAN NAT settings SYSTEM: [S38] Update WAN NAT settings to Basic operation
Disable WAN NAT feature SYSTEM: [S38] Disable WAN NAT feature
VPN V1 Update pass-through settings | VPN: [V1] Update pass-through settings
V2 Deactivated 1PSec VPN: [V2] Deactivated IPSec
Activated IPSec
Table D-2 All the System Log descriptions
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CF (Content Filter) —

A content filter is one or more pieces of software that work together to prevent users from viewing material
found on the Internet. This process has two components.

DHCP (Dynamic Host Configuration Protocol) —

Provides a framework for passing configuration information to hosts on a TCP/IP network. DHCP is based on
BOOTP, adding the capability of automatic allocation of reusable network addresses and additional
configuration options. DHCP captures the behavior of BOOTP relay agents, and DHCP participants can
interoperate with BOOTP participants.

DHCP consists of two components: a protocol for delivering host-specific configuration parameters from a
DHCP server to a host and a mechanism for allocation of network addresses to hosts.

DMZ (Demilitarized Zone) —

From the military term for an area between two opponents where fighting is prevented. DMZ Ethernets
connect networks and computers controlled by different bodies. They may be external or internal. External
DMZ Ethernets link regional networks with routers.

Firewall —

A device that protects and controls the connection of one network to another, for traffic both entering and
leaving. Firewalls are used by companies that want to protect any network-connected server from damage
(intentional or otherwise) by those who log in to it. This could be a dedicated computer equipped with
security measures or it could be a software-based protection.

IPSec (IP Security) —

IPSec provides security for transmission of sensitive information over unprotected networks such as the
Internet. IPSec acts at the network layer, protecting and authenticating IP packets between participating
IPSec devices ("'peers").

L2TP (Layer 2 Tunneling Protocol) —

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by
an Internet Service Provider (ISP) to enable the operation of a Virtual Private Network (VPN) over the
Internet. L2TP merges the best features of two other tunneling protocols: PPTP from Microsoft and L2F from
Cisco Systems. The two main components that make up L2TP are the L2TP Access Concentrator (LAC),
which is the device that physically terminates a call and the L2TP Network Server (LNS), which is the device
that terminates and possibly authenticates the PPP stream.

NAT (Network Address Translation) —

By the network address translation skill, we can transfer the internal network private address of DFL-1500
to the public address for the Internet usage. By this method, we can use a large amount of private
addresses in the enterprise.

POP3 (Post Office Protocol 3) —
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POP3 (Post Office Protocol 3) is the most recent version of a standard protocol for receiving e-mail. POP3 is
a client/server protocol in which e-mail is received and held for you by your Internet server. Periodically,
you (or your client e-mail receiver) check your mail-box on the server and download any mail.

PPTP (Point-to-Point Tunneling Protocol) —

PPTP extends the Point to Point Protocol (PPP) standard for traditional dial-up networking. PPTP is best
suited for the remote access applications of VPNs, but it also supports LAN internetworking. PPTP operates
at Layer 2 of the OSI model.

OSPF (Open Shortest Path First) —

Open Shortest Path First (OSPF), is a routing protocol used to determine the correct route for packets within
IP networks. It was designed by the Internet Engineering Task Force to serve as an Interior Gateway
Protocol replacing RIP.

SMTP (Simple Mail Transfer Protocol) —

SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving e-mail. However,
since it's limited in its ability to queue messages at the receiving end, it's usually used with one of two other
protocols, POP3 or Internet Message Access Protocol, that let the user save messages in a server mailbox
and download them periodically from the server.

VPN (Virtual Private Network) —

The key feature of a VPN, however, is its ability to use public networks like the Internet rather than rely on
private leased lines. VPN technologies implement restricted-access networks that utilize the same cabling
and routers as a public network, and they do so without sacrificing features or basic security.
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Australia

Brazil

Canada

Chile

China

Denmark

Egypt

Finland

France

D-Link Australia

1 Giffnock Avenue, North Ryde, NSW 2113,
Sydney, Australia

TEL: 61-2-8899-1800 FAX: 61-2-8899-1868
TOLL FREE (Australia): 1800-177100

URL: www.dlink.com.au

E-MAIL: support@dlink.com.au & info@dlink.com.au

D-Link Brasil Ltda.

Edificio Manoel Tabacow Hydal,

Rua Tavares Cabral 102 Sala 31, 05423-030
Pinheiros, Sao Paulo, Brasil

TEL: (55 11) 3094 2910 to 2920 FAX: (55 11) 3094 2921

E-MAIL: efreitas@dlink.cl

D-Link Canada

2180 Winston Park Drive, Oakville,
Ontario, L6H 5W1 Canada

TEL: 1-905-829-5033 FAX: 1-905-829-5095

TOLL FREE: 1-800-354-6522 URL: www.dlink.ca
FTP: ftp.dlinknet.com E-MAIL: techsup@dlink.ca

D-Link South America (Sudamérica)

Isidora Goyenechea 2934 Of. 702, Las Condes Fono,

2323185, Santiago, Chile, S. A.

TEL: 56-2-232-3185 FAX: 56-2-232-0923
URL: www.dlink.cl

E-MAIL: ccasassu@dlink.cl & tsilva@dlink.cl

D-Link China
15th Floor, Science & Technology Tower,

No.11, Baishigiao Road, Haidan District, 100081 Beijing, China

TEL: 86-10-68467106 FAX: 86-10-68467110
URL: www.dlink.com.cn
E-MAIL: liweii@digitalchina.com.cn

D-Link Denmark

Naverland Denmark, Naverland 2, DK-2600 Glostrup, Copenhagen, Denmark

TEL: 45-43-969040 FAX:45-43-424347
URL: www.dlink.dk E-MAIL: info@dlink.dk

D-Link Middle East

7 Assem Ebn Sabet Street, Heliopolis, Cairo, Egypt

TEL: 202-245-6176 FAX: 202-245-6192
URL: www.dlink-me.com

E-MAIL: support@dlink-me.com & fateen@dlink-me.com

D-Link Finland

Pakkalankuja 7A, FIN-0150 Vantaa, Finland
TEL: 358-9-2707-5080 FAX: 358-9-2707-5081
URL: www.dlink-fi.com

D-Link France
Le Florilege, No. 2, Allée de la Fresnerie,
78330 Fontenay-le-Fleury, France
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Germany

India

Italy

Japan

Netherlands

Norway

Russia

Singapore

South Africa

Spain

Sweden

TEL: 33-1-3023-8688 FAX: 33-1-3023-8689
URL: www.dlink-france.fr
E-MAIL: info@dlink-france.fr

D-Link Central Europe (D-Link Deutschland GmbH)

Schwalbacher Strasse 74, D-65760 Eschborn, Germany
TEL: 49-6196-77990 FAX: 49-6196-7799300

URL: www.dlink.de

BBS: 49-(0) 6192-971199 (analog)

BBS: 49-(0) 6192-971198 (ISDN)

INFO: 00800-7250-0000 (toll free)

HELP: 00800-7250-4000 (toll free)

REPAIR: 00800-7250-8000 E-MAIL: info@dlink.de
D-Link India

Plot No.5, Bandra-Kurla Complex Rd., Off Cst Rd.,
Santacruz (East), Mumbai, 400 098 India

TEL: 91-022-652-6696/6578/6623

FAX: 91-022-652-8914/8476

URL: www.dlink-india.com & www.dlink.co.in
E-MAIL: service@dlink.india.com & tushars@dlink-india.com

D-Link Mediterraneo SrI/D-Link Italia
Via Nino Bonnet n. 6/B, 20154, Milano, Italy
TEL: 39-02-2900-0676 FAX: 39-02-2900-1723
URL: www.dlink.it E-MAIL: info@dlink.it

D-Link Japan

10F, 8-8-15 Nishi-Gotanda, Shinagawa-ku, Tokyo 141, Japan
TEL: 81-3-5434-9678 FAX: 81-3-5434-9868

URL: www.d-link.co.jp E-MAIL: kida@d-link.co.jp

D-Link Benelux

Fellenoord 130 5611 ZB, Eindhoven, The Netherlands
TEL: 31-40-2668713 FAX: 31-40-2668666

URL: www.d-link-benelux.nl & www.dlink-benelux.be
E-MAIL: info@dlink-benelux.nl & info@dlink-benelux.be

D-Link Norway
Waldemar Thranesgate 77, 0175 Oslo, Norway

TEL: 47-22-99-18-90 FAX: 47-22-20-70-39 SUPPORT: 800-10-610

URL: www.dlink.no

D-Link Russia

Michurinski Prospekt 49, 117607 Moscow, Russia
TEL: 7-095-737-3389 & 7-095-737-3492

FAX: 7-095-737-3390 URL: www.dlink.ru
E-MAIL: vi@dlink.ru

D-Link International

1 International Business Park, #03-12 The Synergy,
Singapore 609917

TEL: 6-6774-6233 FAX: 6-6774-6322

E-MAIL: info@dlink.com.sg URL: www.dlink-intl.com

D-Link South Africa

Unit 2, Parkside, 86 Oak Avenue, Highveld Technopark,
Centurion, Gauteng, South Africa

TEL: 27-12-665-2165 FAX: 27-12-665-2186

URL: www.d-link.co.za E-MAIL: attie@d-link.co.za

D-Link Iberia (Spain and Portugal)
Sabino de Arana, 56 bajos, 08028 Barcelona, Spain
TEL: 34 93 409 0770 FAX: 34 93 491 0795
URL: www.dlink.es E-MAIL: info@dlink.es

D-Link Sweden
P. O. Box 15036, S-167 15 Bromma, Sweden
TEL: 46-8-564-61900 FAX: 46-8-564-61901

D-Link
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Taiwan

Turkey

U.AE.

U.K.

U.S.A.

URL: www.dlink.se E-MAIL: info@dlink.se

D-Link Taiwan

2F, No. 119 Pao-chung Road, Hsin-tien, Taipei, Taiwan

TEL: 886-2-2910-2626 FAX: 886-2-2910-1515

URL: www.dlinktw.com.tw E-MAIL: dssqa@tsc.dlinktw.com.tw

D-Link Middle East

Deniz Bilgisayar, Buyukdere Cad. Naci Kasim Sk., No. 5
Mecidiyekoy, Istanbul, Turkey

TEL: 90-212-213-3400 FAX: 90-212-213-3420

E-MAIL: smorovati@dlink-me.com

D-Link Middle East

CHS Aptec (Dubai), P.O. Box 33550 Dubai, United Arab Emirates
TEL: 971-4-366-885 FAX: 971-4-355-941

E-MAIL: Wxavier@dlink-me.com

D-Link Europe (United Kingdom) Ltd

4th Floor, Merit House, Edgware Road, Colindale, London
NW9 5AB United Kingdom

TEL: 44-020-8731-5555 SALES: 44-020-8731-5550
FAX: 44-020-8731-5511 SALES: 44-020-8731-5551
BBS: 44 (0) 181-235-5511

URL: www.dlink.co.uk E-MAIL: info@dlink.co.uk

D-Link U.S.A.

17595 Mt. Herrmann Street, Fountain Valley, CA 92708, USA
TEL: 1-714-885-6000 FAX: 1-866-743-4905

INFO: 1-877-453-5465 URL: www.dlink.com

E-MAIL: tech@dlink.com & support@dlink.com
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