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Co3zaHue npaBua AN1A NPOXOXKAEHUA MY/IbTUKACT-Tpacd1Ka BO
BHYTPEHHIOI0 CeTb

B ceT Kop6uHa Tenekom MCnonb3yloTca B aHHbIM MOMEHT 1B
MynbTUKACT rpynnsl - 233.32.240.0/24 w1 233.32.210.0/24 - kaxxaaa u3
KOTOpbIX CO34aeT BellaHue ¢ pasHbix IP-agpecos. pynna

233.32.210.0/24 c BBogom ycnyru IPTV B KOMMEpPYECKyH0 3KCnayaTaumio byaet
3aKpbITa.
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1. Agpeca

Bbi6bupaem Objects -> Address Book

B[ Chjects
. B+ Address Baok

Co3p,aeM HOBblE€ 06bEKTbI COr1acHO PHUCYHKaM:

- video_servers_IPTV

Use an P4 Address item to define a name for a specific IP4 host, netwodk or range.

General Uzer Authertication

& | General

Hame: video_servers_IPTY

IF Address: |4 7216,16,0/24 e.g:"172 A6 S0 A", MOZ A6S

- video_servers_IPT\2

Use an IP4 Address item to define a name for a specific IP4 host, network ar range.

General User Authentication

# J General

Mame: video_servers_IPTWZ

IP Addresst |95 29, 100,0/24 e.g:"72 4GS0 A", "MOZ AGE

- video_servers_IPTV3

Use an IP4 Address item to define a name for a specific IP4 host, netwok or range.

General Uzer Authertication

# / General

Name: video_zervers_IPTW3E

IP Address: g5 21,91,0/24 .3 "172.16.50.8", "192 168,



~ Multicast_adresa_IPTV1

Use an P4 Address item to define a name for a specific IP4 host, netwodk or range.

General Uzer Authertication

& | General

Hame: Multicast_adresa_IPTY

IP Address: 533 35 210.0/24 e.3:"72.16.50.8", 02 168,

- Multicast_adresa_IPTV2

Use an P4 Address item to define a name for a specific IP4 host, netwotk or range.

General Uzer Authertication

& J General

Hame: Multicast_adresa_IPTh

IP Address: | 533 35 240.0/24 e.9:"72.16.50.8", 02 168

- Multicast_adresa_IPTV3

Use an IPD Address item to define 3 name far a specific IP4 host, networ arrange.

General Uzer Authertication

& | General

Name: Multicast_adresa_IPTY

LS 22 4.0.0.1 &g 72 A6.50.8", 182 168 ]



Co3gaem rpynny agpecoB video_servers_IPTV_group, BK/I04aloLWLYy0
video_servers_IPTV, video_servers_IPTV2, video_servers_IPTV3:

1, video_servers_IPTV_group

© ' An P4 Address Group is used for combining several 1P Address objects for simplified man:

General Uzer Authertication

& | General

Hame: video_szervers_IPTY g

Group members: Awvailable Selected
all-nets ﬂ video_servers_IPTY

Corbina_local_resurs video_servers_IPTVZ2
Carbina_local_resurs2 video_servers_IPTVW3Z
CorbinalMS1 il

CorbinaDM5Z2

CorbinaDMS2 EI
CorbinaDM54

CorbinaDMESS

CarbinaForum j

Co3gaem rpynny agpecoB Multicast_adresa_IPTV_group, Bkatovatowyto
Multicast_adresa_IPTV1, Multicast_adresa_IPTV2, Multicast_adresa_IPTV3:

1=, Multicast_adresa IPTV_group

- -

An IP4 Address Group is used for combining several IP4 Address objects for simplified man:

General Uzer Authertication

& General

Hame: Multicast_adresa_IPTY

Group members: Awvailable Selacted
all-nets - Multicast_adresa_IPTW1
Caorbina_lecal_resurs Multicast_adresa_IPTWZ
Corbina_local_resurs2 Multicast_adreza_IPTW2
CorbinaDMS1 }}l

CorbinaDMS2

CaorbinaDMS3 {{l
CorbinaDMS4

CarbinaDMSS

CorbinaForurm j




Boibrpaem Objects -> Services

+« DFL-210
0 Svstem
= Ohjects
. J Address Book

& Services

Co3sgaem cepBuc IPTV_stream KaK Ha pUCYHKe:

IPTV stream

A TCPR/DFP Service is a definition of an TCP or UDFP protocaol with specific paramete

& | General

Mame:

Type:

Source:

Destination:

IPTV _=tream

ucp

0-653333

a030

(Il Enter port numbers andfor port ranges separated by commas. Far ¢

|_ Fazz returned from ICMWP error meszages from destination

|_ 5N flowd protection (57N Relay)

& | Application Layer Gateway

An Application Layer G ateway (ALG), capable of managing advanced protocols, can be

ALG:

Ml 3= Sessions:

[Mane) W

200



2. MNpaBuna

Boiorpaem Rules -> IP Rules

El § Rules
- = § IPRules

Co3gaem npasuno Multiplex SAT:

General

Name: IPTV_multicast

Action: Multiplex SAT

Service: IPTV_stream

Address Filter

Source Interface: wan

Source Network: video_servers_IPTV_group
Destination Interface: core

Destination Network: Multicast_adresa_IPTV_group

s IPTV_multicast

o
General Log Settings MAT AT Multiplex SAT

# J General

An IP rule specifies what action to pedform on netwod traffic that matches

Hame: IPTY _multicast

Action: Multiples SAT W
Senrice: IPTY stream v
Schedule: (Mene) w

# | Address Filter

Specify source interface and source nebuod, together with destination intefac

rule to matech.

Source [restination

Interface: Wan I core L

Hetwor: video_servers_IPTh\ s Multicast_adresa_IFse



Maem Ha Bknaaky Multiplex SAT u B cnmcke Interface Boiupaem lan 1 HaxKMMaeM
Add. l'anouka Multicast traffic must have been requested using IGMP before it is
forwarded pgonkHa 6bITb YCTAHOBJ/IEHA:

_z» IPTV_multicast
AR P rule specifies what action to pedform on nebwods traffic that matches the s¢

Zeneral Log Settings MAT SAT Multiplesx SAT

& | Multiplex Rule

mMultiplex Rules

Interface:

W
I Address: w
Add Rermoue |
lan - (Mane)

IF Multicast traffic must hawve been requested using [SMP before it is fonvarded

I_ All-to-One Mapping: rewrite all destination IPsto a single IP

3amedyaHue: lNpu Haxxamuu KHonku Add 8 cnucke 6ydoem omobpaxkeHo lan -, m.e. 6e3 gpa3sbl
(None). lMocne coxpaHeHus 8ce20 npasusia u NOBMOPHO20 OMKPLIMUSA OHO bydem
8bl2/1A0emb KaK Ha pUCYHKe sbille.

CoxpaHsaeM npasuJo.

Co3gaem npasumo Allow:

General

Name: IPTV_multicast_allow

Action: Allow

Service: IPTV_stream

Address Filter

Source Interface: wan

Source Network: video_servers_IPTV_group
Destination Interface: core

Destination Network: Multicast_adresa_IPTV_group



IPTV_multicast_allow

An IP rule specifies what action to pedform on netwod traffic that matches

General Log Settings MAT SAT Multiplex SAT

& | General

Hame: IPTY _multicast_allow
Action: Allaw -
Senmice: IPTY _stream L7
Schedule: [Mone) w

# J Address Filter

Specify source interface and source nebwod:, together with destination interfac
rule to mateh.

Source DPestination
Interface: wan “w core “w
Hetwar: video_servers_IPTh Multicast_adresa_IF«

CoxpaHsaeMm npasuo.

B utore nonyumtca cneaytoulee:

# ™ Mame ¥ Action ™ SrcIf ¥ SrcMet v Dest If ¥ Dest Met ™ Service ¥
i § 1PTv_multicast s MultiplexsAT il wan % video_servers_IPTY group L core 73 Multicast_adresa_IPTY_group # IPTY_stream
2 § 1PV rnulticast_allow EI! Allaw Ll wan o'y video_servers_IPTY_graup L care 72 Multicast_adresa_IPTW_group ﬁ IPTY_strearm



CosgaHue npasna IGMP

MoxKHO Mcnonb3oBaTtb 2 BapMaHTa paboTbl IGMP - pexxum Proxy 1 pexxmum

Snoop. B nepBoM c/lydae MeKCeTeBOM 3KpaH BbICTyNaeT B POJU

MynbTUKaCT-poyTepa, otnpassiaa IGMP-3anpocbl BO BHYTPEHHIOW CETb U
noJsiyyaa NoAMNUCKU OT XOCTOB. A BblLLIECTOALLEMY poyTepy OTMpaB/fAeT TO/IbKO OAHY
NOAMMUCKY HA KaXXayl My/JbTUKAcT-rpynny. pyrMmu c0Bamm, €Cam BO BHYTPEHHEN
cetn 20 KAMEeHTOB CMOTPAT OAMH KaHan TB, To Bce oHu no 3anpocy DFL otnpasnstoT
oT4eTbl, HO cam DFL oTnpaBuT TO/IbKO 0AMH OTYeT B ceTb KopOuHbI.
B pexxrme Snoop MeKceTeBOM 3KpaH He WJ/eT 3anpochkl U OTYETbI, a TOJIbKO
npo3payHo nepenpasnseT u3 KopomHbl IGMP 3anpochl U TaK e Npo3payHo

nepenpasjAaeT OT4ETbI U3 BHYTpeHHelji cetun.

Bbi6bupaem Routing -> IGMP

= a5 Fouting
-~ Routing Tables
- ZBRouting Rules

Co3paem npasunio Report:

General

Name: MyReport

Type: Report

Action: Snoop

Output Interface: wan

Address Filter

Source Interface: lan

Source Network: lannet

Destination Interface: core

Destination Network: Auto

Multicast Source: video_servers_IPTV_group
Multicast Group: Multicast_adresa_IPTV_group

lanouka Let IGMP data not matching this rule be passed on to the next rule

AO0J1:KHa 6bITb yCTaHOB}'IeHa!



@ MyReport

An 1GMP rule specifies how to handle inbound 13 MP reports and outbound 1[G

General Log Settings SAT

# | General

Mame: MyReport

Type: Report [client-=sard o
Action: Snoop W
Output Interface: yap o

# | Address Filter

Set up rule filter criteria. SourcefDestination and Netwoddinterface parameters have
may partially match

Source [rastination
Interface: lan o core L
Metodi: lannet w Auto

hulticast Source hulticast Graup
hdulticast: video_servers_IPTh s Multicast_adreza_IF s

|7 Let M P data not matching this rule be passed on to the next rule

CoxpaHsaeMm npasuo.

Co3gaem npasmio Query:

General

Name: MyQuery

Type: Query

Action: Snoop

Output Interface: lan

Address Filter

Source Interface: wan

Source Network: all-nets

Destination Interface: core

Destination Network: Auto

Multicast Source: video_servers_IPTV_group
Multicast Group: Multicast_adresa_IPTV_group



a3} Hyouery

An 13MP rule specifies how to handle inbound 1GMP reports and outbound 1Ghd

General Log Settings SAT

& | General

Mame:

My Qruery
Tupe: Query [server-=clia s
Action: Snoop w
Output Inteface: |[an "

# J Address Filter

Set up rule filtar criteria. SourcesDestination and Netwodeintarface parametars hawve
may partially match

Source [restination
Interface: wan “w core “w
Metua: all-nets " Auto

hulticast Source hulticast Group
hulticast: video_servers_IPTh o Multicast_adresa_IF

I- Let [3MP data not matehing this rule be passed an to the next rule

CoxpaHsaeM npasuo.

B ntore nonyumtca caegyiouee:

JAddv

# ¥ HMame ¥ Type * Action ™  Source interface ™ Source network ¥ Multicast group = Multicast source =

1 la MyRepaort Report Snoop L3 lan 4 Jannet 73 Multicast_adresa_IPTY_group 3 wideo_servers_IPTV _group
- 5

2 Iﬂ My Qruary Query Snoop LA wan < all-nets Multicast_adresa_IPTY_group video_zervers_IPTY_graup

(L1 Right-click an a row for further options.



TakKe HeobXoAMMO co3aTb MaplpyT Ha WAN mHTepdeic ana rpynnbl

video_servers_IPTV_group:

Interface: wan

Network: video_servers_IPTV_group

Gateway: wan_gw
Metric: 90

BHMMaHMe! 3HaveHne Metric AoNKHO 6bITb HUXKE, YeMm all-nets B

Jf Route

PPTP-knneHTe!

A route defines what interface and gateway to

General Proxy ARP hanitor
# J General
Interface: wan w
Net video_servers_IPT\ 40
& ateway: wWan_qw W
Local IP Address: (Mone) v
o etric: a0

M, HaKoHeLl,, HEO6X0AMMO M3MEHUTb HACTPOMKM MO YMOJTHAHMIO.

System -> Advanced Settings -> IP Settings

Block Multicast SRC — Ignore

Multicast TTL Min —1

« DFL-210

= 0 System

= i\ Date ancl Time

DS

Remate Management

T8 Mise, Clierts
B¢ Acvanced Sefings
|5 P Settings

o IChP Settings
----- . State Settings

"""  Local Reassembly
----- #5550 Settings
----- o Misc. Settings

f_f}-Log and Evert Receivers

----- &5 Conn. Timeout Settings
----- & Length Limit Settings |-
""" . Fragmentation Settings

Seftings

% It Semngs

Settings related to the IP protocal.

# J IP Settings

Log Chedeum Errors:
Log non IP<4:
Log Received TTL O:

Block 0000 SRC:
Block 0 Met:

Block 127 Met:
Blodk Multicast SRC:
TTL Min:

hMulticast TTL Min:
TTL on Lo

Mulicast TTL on Love:

-
-
-

Crop
Drop

Crop

Ignore

1

[EN—

Ignore

Ignore

Log IF packets with bad
Log occurrences of nan-|

Log received pacets wit

Block 0.0.0.0 as source 2
Block 0.7 zource address
Blodk 127 .7 source addre
Blodk multicast source ar
The minimum [P Time-~
The minimum [P multic,
Mhat action to take on to

What action to take on tc
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