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Onucanne ycrpoiicTBa

DSA-3110 npexncrasiser co00ii KOHIEHTPATOP AOCTYyIA 1o nporokory PPTP st
MOZIKJIFOYEHHMS TIONIb30BaTeNe K ynaneHHoi cetd yepe3 VPN. YerpolicTBo obecneynBaet
MOJKIIIOYEHNE U aBTOPH3AIIMIO OIb30BaTeNeH, a Takke BbIaTy CTATHCTHKY MO MOTKIIOICHHIM
Ha BHELIHUi ceprep ¢ ucnonpzoBanueM texnonoruu NetFlow. DSA-3110 npenocrasisier
3aKOHYEHHOE pellleHHe, oOecneyrBalolee NoAKIoYeHHe KIMeHToB K MHTepHeT BHYTpH ceTeil
IIPOBAIEPOB C BhIIAYEH CTAaTUCTHKH MO H3PacXOIOBAHHOMY TpaduKy Ha cepBep XpaHEHHS WU
OMIUTMHTA, a TAKXKE HOIAKIIOUYCHNUE MOOMIBHBIX COTPYIHUKOB K BHYTPEHHEH CETH OpraHu3aliu
o 6e3zormacHoMy VPN-coeqHHEHHIO ¢ BO3MOKHOCTBIO YdeTa HPOH3BOAUMBIX
HOKJIIOYNBITHMHUCS ITOJIb30BaTeISIMH ICHCTBHH.

DSA-3110 coBmMecTHM € OOIBLIIMHCTBOM MOMYIISIPHBIX OMEPALHOHHBIX CHCTEM,
BkJrouast Macintosh, *BSD, UNIX, Linux 1 Windows, 1 MOXeT ObITh HHTETPHPOBAH B
KPYIHYIO CETb.




TumoBbIe cXeMbI NMOAKJJIIOYECHU A

Ha pucynkax npezcTaBiIeHbI TUIIOBEIE cXeMbl IpuMeHeHus DSA-3110.
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Pucynok 1. Ilpumep ucnone3zoBanus DSA-3110 B ceTsix npoBaiiepoB ycIyr.
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Pucynok 2. ITpumep ucnons3oBanusi DSA-3110 Bo BHYTpeHHEH CeTH KOMITaHUH.

IIporoxoa PPTP
0O0630p nporoxosa PPTP
IIpomokon PPTP (Point to Point Tunneling Protocol) — ceTeBoil POTOKOJ, KOTOPBIN

obecreunBaeT 6e30MacHylo mepeaady naketos PPP oT ynageHHOro KiHeHTa cepBepy A0CTyma K
cetu uepe3 VPN TyHHeunb, co3naHHbli Ha ocHoBe ceteid TCP/IP.




Kak patdoraer PPTP

PPTP unkancynupyeT nakeTsl Julst UX nepenauu no IP-cetu yepes TyHHEIb, CO3/1aHHBII
MEX]y yIaJeHHBIM KIHEHTOM U CEPBEPOM.

WHKancynauust JaHHbIX Nepejl OTIIPAaBKOM B TYHHENb BKIIOYaeT JBa 3rana. CHavaia
co3naercss MH(pOpManuoHHas 4acte PPP. JlaHHBIE NPOXOIST CBEpXY BHU3, OT IPHKIAJHOIO
yposHst OSI 10 kaHanbHOro. 3aT€M MOTyYEHHBIE JaHHBIE OTIIPABIIAIOTCS BBEPX 10 Mozenu OSI
U UHKAICYIUPYIOTCS IIPOTOKOIAMH BEPXHHX YPOBHEH.

Takum oOpa3oM, BO BpeMs BTOPOTO IPOXO4a JaHHBIE JOCTUTAIOT TPAHCIOPTHOTO
ypoBHs. OzHako MHGOPMALUS HE MOXKET OBITh OTIPABICHA MO Ha3HAYCHMIO, TaK KaK 3a 3TO
otBeyaeT KaHanbHbI ypoBeHb OSI. ITostromy PPTP Geper Ha ce0st pyHKLIUM BTOPOTO YPOBHS, T.
e. nobaBisieT K nonydyeHHoMy makeTy PPP-3aronosok (header) u oxonvanue (trailer). Ha aTom
CO3/IaHME KaJipa KaHaJIbHOrO ypoBHS 3akaHuuBaetcs. Jlanee, PPTP unkancynupyer PPP-kanp B
naket Generic Routing Encapsulation (GRE), kotopslit mpunauiesxkut cereBoMy yposHio. GRE
MHKAICYIUPYeT HMPOTOKOJIBI CETEBOr0 YpOBHsI, HarpuMep IP, 4roOsl obecrednTs BOZMOKHOCT
ux nepepaudu no IP-cetsm.

ITocne Toro kax kanp PPP Obun mHkancynupoBan B kagp c 3aronoBkoM GRE,
BBITIOJIHSAETCA MHKancynsauuss B kaap ¢ IP-3aromoBkom. IP-3aromoBok coxmepxut aapeca
OTIpaBHTENs M MHOMydarens makeTa. Ha pucynke 3 mokaszaHa CTpyKTypa ITaHHBIX UL
nepechUIKH 1o TyHHemo PPTP.

ZaronoBok IF GRE FPF
vanpa | saronoeok | zarenceok | sarcnosox
nepenaYn

Pucynok 3. CTpyKTypa AaHHBIX JUIsl IEPEChUTKH 1Mo TyHHemto PPTP.

nepenaqmn

TyHHeNIMpOBaHHE TO3BOJSICT MOBBIIIATH CTEHNEHb 3AlUTHI JAHHBIX IPU HX Nepejade oT
YIAaJEHHOTO KIHEHTa cepBepy AoCTyma. Jlus STOr0 NPHMEHSIOTCS PAa3IHYHbIC METOABI
ayTeHTH(UKAIMH 1 IUPOBAHNUSL.

Jnst ayrentudukaunu nomb3oBateneir  PPTP  moxer 3anmeiicTBoBaTh MI000H 13
MIPOTOKOJIOB, puMeHsieMbIX Juis PPP, Bkmtouast Microsoft Challenge Handshake Authentication
Protocol (MSCHAP) Bepcuu | u 2, Challenge Handshake Authentication Protocol (CHAP) n
Password Authentication Protocol (PAP).

Jna mmbposanus tpadpukxa PPTP ucnomssyer npomoxon MPPE (Microsoft Point-to-
Point Encryption).

MPPE — 510 npoTokos, pa3paboTaHHBII ClENUATBHO I Mepeadn 3amnppOoBaHHBIX
JeUTarpaMM [0 COCAMHEHUIO TOYKa-To4yka (point-to-point). OH COBMECTHM TOJBKO C
nporokosiom ayrentrukaunn MSCHAP (Bepcuu 1 u 2) u ymeeT aBTOMaTrH4eCKH BbIOUpATh
JUIHHY KJIF0Ya MU(POBaHUS IPH COINIACOBAaHUH ITapaMeTPOB MEXTY KIHEHTOM U CEPBEPOM.

MPPE nonnepsxuBaer paboty ¢ kirodamu JuiHoH 40, 56 wm 128 6ut. PPTP n3menser
3HAYCHHME KII0Ya IMU(PALNKM [OCIE KKAOTO NPHHITOTO MakeTa, HCIIONb3Yys IIOPSIKOBBIC
HOMepa ITaKeTOB.

Iporoxoa PPP
00630p npotokosa PPP

IIpomokon PPP (Point-to-Point Protocol) ucnonb3yercst Ui MOJNYyYeHUs AOCTyma K
YAAJEeHHbIM y371aM M U CBSI3M MEXIy HHMMH W YIaJ€HHOM JokaibHOWH cerbto. PPP




MPEJCTABISAET COOOM CTaHAAPTHBIA TMPOTOKOJN HHKAMCYISAIMK Ui ITIepeHOca JaHHBIX
Pa3IUYHBIX TPOTOKOJIOB CETEBOrO YpOBHsS (BKiouas mpotokon IP) mo mocnemoBaTenbHbIM
KaHaJIaM TOYKa-TOYKa.

TIporokoin Takxke BKJIIOYAaeT B ce0si MEXaHU3MBI JUIS BHITTIOTHEHHS CIEIYIOIIUX IeHCTBUI:

. MyIbTHINIEKCHPOBAHHE CETEBBIX IIPOTOKOJIOB
. ITpoBepky kauecTBa KaHaja

. AyTenTH(UKaINIO

. C>kaTHe 3aroloBKOB

. ObHapyxeHHe OIHO0K

. CorracoBaHue apaMeTpPoB KaHalIa

TIporokon PPP umeer Tpu OCHOBHBIX (D)YHKIIMOHAJILHBIX KOMIIOHEHTA!

. MerTo/ HHKAanCyIsIMU ASHTarpaMM [UIsi [OCJIeOBaTe/IbHBIX KaHAIOB, OCHOBAHHBIN
Ha nporokone HDLC.

. Iporoxon ympaBnenuss kanaiom LCP (Link Control Protocol), kortopsrit
yCTaHaBNINBAeT, KOHGUI'YPHPYET W HPOBEpsAeT COCAWHEHHE KAHATBHOTO YPOBHS, a
TaKOKe BBINONHSET ay TeHTU()UKAITHIO.

. Iporokon ympasnenusi cerbto NCP (Network control Protocol) ycranaBiuBaer u
KOH(UTYpUpYeT pa3INIHbIe IPOTOKOJIBI CETEBOTO YPOBHSL.

IIporokon ayrerTudukannu PAP

IIpu ucnons3oBanuu mporoxona PPP mposepka mpas nocTyna BbI3bIBAIOIIEH CTOPOHBI
MOXKET OBITh BBINOJHEHA C MOMOIIbI0 MexaHu3MoB ayreHTHu(ukauuun PAP, CHAP, MS-CHAP
niu MS-CHAPV2 .

IIpomoxon PAP. Ilocne ycremHoro coracoBaHus BXOJSAIIETO BI30Ba CTOPOHA,
3arpamnBaolias ayTeHTH(PUKAIINIO, TPOIOIDKAET ITOCHUIATh CBOE UM U TTapOIb JIO TEX Iop,
0K TIOATBEPXKIAIOIIasi CTOPOHA He OTBETUT HOATBEPKICHHEM HIIH II0Ka COSIUHEHHE He OyneT
npekpameno. Ecimu moarBepikaiomas CTopoHa ONpeielIuT, 4YTO KOMOMHAINS IMCHU
I0JI30BaTelIs U Apoiis HEBEPHA, OHA MOXKET Pa30pBaTh COCAUHEHHUE.

Jlnst IpoBepKU TOTO, YTO Iapa HMs IOJIb30BaTells/Iapoib BEpHA, MOATBEP KAAIONIAsT
CTOpOHA TIPOCMAaTPHBACT JIOKAlbHYIO 0a3y MAaHHBIX Tonb3oBateneii PAP  (cosmanHyro
KOMaHJaMH yKa3aHUs MMEHHU II0JIb30BaTeNsl M Napoiisl) MM IOCBUIAET 3alpOC HAa HPOBEPKY
ayTeHTH(HKaIK Ha cepBep Oe3omacHocT RADIUS.

Buumanue: Tmapojv MpoOTOKOIa PAP TIEPEAarOTCsA MO0 CETH OTKPBITHIM TEKCTOM.

Ecmu tpebyercss ucmonb3oBaTh 0Oonee HAJEeKHbBI METO[ KOHTPOIS NOCTyHa, TO B
KayecTBE METO/Ia ayTeHTH(UKALMH ClIeyeT HCIoyb30BaTh nporokon CHAP.

IIporokoxn ayrerTndukannu CHAP

Ilpu ucmons30BaHHU NPOBEPKH MpaB nocTyma npomoxora CHAP cepBep nocTyma
nocje ycraHoBieHus: kaHanma PPP moceutaer cooluieHue-3ampoc, coiepikaiiee ciaydyaiHyro
CTPOKY Ha yJaJeHHBIH y3el. YIaleHHBbIH y3el OTBeuaeT 3HauCHHEM, BBIUHCICHHBIM Ha OCHOBE
[apojs U 3HA4YEHMsS 3ampoca C HCIOJIb30BAaHHEM OJHOCTOPOHHEH Xem-(PyHKIUH (0OBIYHO C
nomoleto anroputMa MDS5). Pesynsrar oTnpaBisercs cepBepy JOCTyIa B BHJE OTBETHOIO
coobmenust BMecte ¢ CHAP-umeHem ynaneHHoro ysma. CepBep HOCTyIa CUHTHIBAET M3
OTBETHOT'O COOOIIEHNE MMl y3JIa, HAXOAUT Iapoilb JUIsl 9TOTO HMEHH B JIOKAJILHON 0a3e JaHHBIX
i Ha cepBepe RADIUS u mozpaet nmaponb U nepBOHa4YalbHOE CIydaifHOE 3HAa4YeHHE 3ampoca




Ha xem-reHeparop MDS. BrrunciieHHOe 3HaueHHE CPaBHHUBAETCS C MOIYYCHHBIM 3HAYCHUEM U
€CIM BEIMYHHBI COBIANAIOT, TO AyTCHTU()HKALMS CYHTACTCS YCICIIHO 3aBepUICHHOH. B
IPOTHUBHOM CIIy4ae COeAUHEHNE HEMEICHHO IIPePHIBACTCSL.

Merton CHAP oGecrieunBaeT 3aliuTy OT IMOINBITKM HECAHKIMOHUPOBAHHOIO JOCTYMa
MOCPEACTBOM MCIIOJIB30BaHUS EPEMEHHOro 3HaueHus 3anpoca (challenge), KoTopeli sBIsAETCS
YHUKAJIBHBIM H TPYAHOHpEICKa3yeMbIM. Vcronb30BaHHE MOBTOPHBIX 3alPOCOB KaXKABIC [BE
MmuHyThl B ceance CHAP mpenHazHaueHo aj1st TOro, 4To0Bl OrPaHUYUTH BPEMs BO3MOXKHOCTH
OpraHH3allill BTOPXKEHUII NpH JI000I IOIBITKE HECaHKIMOHMPOBaHHOro Joctyma. Cepsep
JIOCTYTIa YIPaBJIseT YaCTOTOM U CHHXPOHU3AIMEH 3aIpOCOB.

Buumanwue: maporu CHAP Ha o0eux CTOpOHaX JIMHHM CBS3U JO/DKHBI OBITH
UJICHTUYHBIMH.

IIporokoxn ayrertndukanmm MS-CHAPv1

Ilpomoxon MS-CHAP vl sBisieTcss MEXaHU3MOM ayTeHTH(MHKAIUK C HCIIONb30BAHHEM
mugposanus, nonodueiM nporokony CHAP. Kak u B mporokone CHAP, cepsep nocryma
IIOCBUIACT yIaJleHHOMY KIHMEHTY cirydaifHoe 3HadeHue (challenge). YianeHHBIH KIMEHT NOIDKEH
OTIIPaBHUTh OTBET, COACPIKAIIMI MM IIOJIb30BaTENs] M Xelll, BBIYMCICHHBIH Ha OCHOBE 3HAYCHHS
3ampoca, HICHTH(UKATOpa CECCHH M XCHIMPOBAHHOIO C IIOMOINBIO Xeml-reHeparopa MD4
HaposL.

IIpu ucnons3zoBanun MS-CHAP v1 coBmectHo ¢ MPPE, obmue kiroun mudpoBanus
(secret) Oynyr reHepupoBaThcs KaxabiM y3imom PPP. Tawke mnporokon MS-CHAP vl
obecrieynBaeT HaOOp COOOLIEHHH, KOTOPbIE MO3BOJISIOT MOJb30BATEII0 M3MEHATh Mapoiib BO
BpEMsI TIpoliecca ayTeHTU(UKALINH.

[Ipotokon ayrenTndukannu MS-CHAPv2

IIpomokon MS-CHAP v2 obecrieuuBaeT TOBBILICHHBI ypPOBEHb O€30MacHOCTH IS
YAAJCHHbIX KJIUEHTOB. Ilo cpaBuennmto ¢ MS-CHAP vl mnporokon MS-CHAP v2
HPEOCTABIISACT CIAEAYIOIINE JOMOIHUTENbHbIC (PYHKIMH OE30MaCHOCTH:

. Bsaumnas ayTeHTP[Cl)I/IKaLH/Iﬂ MEXAY YAAJICHHBIM KIIMEHTOM M CEPBEPOM NOCTYIIa
. OtaenpHble KITIOYH MH(GPOBaHHUS, TeHEPUPYEMbIE TSI TIepeIaBaeMbIX 1 MPUHUMACMBIX
JAHHBIX
. Pasnuuneie kao4un IHI/I(prBé].HI/ISI7 OCHOBAHHBIC Ha IapoJI€ IIOJIb30BaTEIIA U CHy‘IaﬁHOM
3HavyeHuH (challenge).
Cepep RADIUS

IIpomokon RADIUS (Remote Authentication Dial-In User Services) Obu1 pa3paboTan
xommnanueit Livingston Enterprises, Inc kak mporokon ayrentudukaummu (authentication) u
ydera (accounting) ymameHHBIX KiueHTOB. RADIUS pabGoraeT Ha OCHOBe MOJEIH
KJIMEHT/CepBep, B KOTOPOH IOJIB30BaTeNIbcKass MH(POPMALUs HepefaeTcs MEXAy CepBepoM U
ximentom RADIUS.

KonuenTparop pnoctyna BeicTymaeT B ponu kiaueHTa RADIUS u orsedaer 3a
B3aUMoOJeHCTBUE C BbiAeNeHHBIM cepBepoM RADIUS. OH ocymiecTBIsieT NEpechUIKY
nonb3oBarenbekoil nadopmarmu cepsepy RADIUS u oTBeTOB cepBepa yqaleHHBIM KIHEHTaM.
Cepeep RADIUS xpanutr 0a3y JaHHBIX IOJIb30BaTeNeil, HA OCHOBAHUHM KOTOPOH KIMEHTaM
paspemaeTcss WIH 3alpeliaeTcst AOCTYN B CETh, a TakoKe BEJET y4YeT U3PACXOJOBAHHBIX
TIOJIE30BATEIIMU PECYPCOB.




Cayx0a npeodpa3zoBanus cereBbIxX aapecoB NAT

Cnyocoa NAT (Network Address Translation) npeactaBisieT MEXaHU3M HCIIONB30BAHUS
OIHHMX W TeX ke MPUBATHBIX [P-afpecoB B HECKONBKHX BHYTPEHHUX IMOJACETAX, YMEHBLIAS TEM
caMBbIM IIOTPEOHOCTH B 3aperiucTpupoBanHbix [P-agpecax.

VYerpoiictBo, moanepxkuBatoiiee  ynkimioo NAT, pacrmonaraercss Ha TpaHHLE
BHYTPEHHEH M BHEIIHEIl ceTH M IpeoOpasyeT BHYTPEHHHE JIOKAIBHBIE ajpeca B yHHKAJIbHBIC
rnobanbHble IP- anpeca mepen oTmpaBKOM NAKeTOB BO BHEMIHIOW ceTb. [IpeobpasoBanue,
ocymectBisieMoe NAT, MoxkeT OBITb cmamuueckum WA Ounamuyeckum. Cmamuyeckoe
npeobpazosanue TPOUCXOAUT B TOM ClIydae, €CIM IOIb30BaTelb CaMOCTOATENBHO
KkoH(GUrypHpyeT afpeca B Tabauie cooTBeTcTBHi. I[Ipy 3TOM KOHKpeTHbIE BHYTPEHHHE ajgpeca
oTOOpaXkaloTCsl B 3apaHee yKa3aHHbIe BHEIIHHE aapeca. Ilpu ounamuueckom npeobpasosanuu
norpaHuuHoe ycrpoiictBo ¢ ¢Qynkumeir NAT HacTpauBaeTcss TakuM 00pa3oM, YTOOBI
BHYTpPEHHHE ajJpeca INpeoOpa3oBBIBAINCH BO BHEIIHHE U3 3apaHee OIPENENICHHOIO ITyla
aznpecoB. Takxke HECKOIBKO BHYTPEHHUX Y3JIOB CETH MOTYT HCIIOJIB30BaTh OAWH BHEIIHMIT IP-
azipec, I03BOJISS DKOHOMUTH aPEeCHOE IIPOCTPAHCTBO.

NetFlow

NetFlow — 310 TexHOMOrUs COOpa CTATUCTHKHU O MAKETaX, IPOXOMSIIHNX Yepe3
MapIIpyTH3UPYIOIIEe YCTPOMCTBO CETH U BIJIa4U €€ Ha BHEITHUIN KOJJICKTOP.

NetFlow dopMupyet Tabiuily OTOKOB JUTS BXOMAIIUX U cxonsiux [P-makeros. [Torok
NetFlow ompenensiercsi Kak HEHAPABICHHBII TOTOK MAKETOB MEXIY JAHHBIM HCTOYHHUKOM U
NPHEMHUKOM. VICTOUYHHK W TPHEMHHK OIPEIENSIOTCS C MOMOIIBI0 [P-ampecoB U HOMEpOB
[IOPTOB TPAHCIIOPTHOTO YPOBHSI.

B uwactHOCTH, TOTOK ompeznenseTcs KOMOMHAIMEH CIEeIYIOIMX KIIOUeBBIX MONEH
nakera:

. IP-azipecom ncToUHMKA

. IP-agpecom Ha3HaueHUS

. Homepom nopra TCP/UDP ucrounuka
. Homepom nopra TCP/UDP Haznauenue

. Tunom nportokona 3 ypoBHs
. Tunom cepruca (ToS)
. BxoaHbIM JT0rH4ecKuM nHTepdericom

OTH ceMb MOJIeH YHUKAIbHO OIPENEIAIOT MOTOK. Eciu makeT oTamyaercs OT APYroro
3HAYCHMEM XOTs OBl OJHOrO KIIFOYEBOTO IOJISI, CUMTAETCs, YTO STOT MAKET HPUHAJICKHUT
JpyroMy MOTOKY. B moToke Taxske MOTYT HpHCYTCTBOBaTh M ApYyrHe MoJis (HampuMmep, HOMEp
ABTOHOMHOW CHCTEMBI) B 3aBHCHMOCTH OT BEpPCHH OJKCIIOPTHOW 3ammcH (export record),
KOTOpYIO BEI KoHpHUTypupyete. Bee motokn xpansres B kanre NetFlow.

OcuoBubiMu kommoHeHTaMu NetFlow sBisiorest xom NetFlow, B koTopoM XpaHHTCS
nHpopmanus o nortoke IP u NetFlow sxcropt (export) Wi TpaHCTIOPTHBII MEXaHU3M, KOTOPBIIT
orcbuiaet 1anHble NetFlow cereBoMy KOJLIEKTOPY.

Jlns xaxnoro aktuBHOro mnoroka NetFlow coszgaer 3amuchk B Kole (3aIHCh O TOTOKE).
Kaxxnast Takast 3anuch COAEPIKUT IOJIS, KOTOPBIE TI03HEE OyIyT SKCIOPTUPOBAHBI KOJICKTOPY.
Jnis sxeniopra nannbix NetFlow ncnons3yer neitarpammer UDP.

Xapakrepucrukn DSA-3110

AnnaparHble XapaKTePUCTUKH:
. Ipoueccop: Intel Xscale 533MHz
. 64MB RAM
. 16 MB Flash ROM
. 7 noproB 10/100Base-TX Fast Ethernet




. 4 He3aBucUMO KOoHpuUrypupyeMbix unrepdeiica 10/100Base-TX

. Buemmnuii 6ok nutanus 5B 3A

. CBeTOnMOIHbIC HHANKATOPBI IUTAHKS U COCTOSHUS MOAKIIOYCHUH K nHTepdeiicam
. Konconpneit mopr RS-232

IIporpammHoe obecneyenue:

. BazoBas onepanuonHas cuctema: Linux

. Cepsep PPTP

. DKCIOPT CTATUCTHKH (akayHTHHT) Mo npotokony NetFlow v.5
. NAT

. Craruueckas MapuIpyTHU3alus

. Buemmuii syslog-cepsep

. Astopuzanus VPN-noakiaroueHnii: nokansHo wim RADIUS

. Tonneprxka 1o 250 nonp3oBareneil B JOKaJIbHOM 0a3e

. Tonnepsxka 10 50 OMHOBPEMEHHBIX MOAKIIOYEHHN

. WEB-nntepdeiic ynpapienus

. SSH-cepsep

. Wnrepdeiic komannHoii crpokn CLI

. Telnet cepBuc (110 yMOIYaHHUIO OTKIIFOUEH)

. Kondurypauus unrepdeiicoB co crarnueckum agpecom wir DHCP

. MHoro4ncIeHHbBIE BO3BMOKHOCTH iptables, ip i APYruX YTHIHT, JOCTYIHBIC AT
HACTPOIKHU Yepe3 CTaHAapTHYI0 KOMaHIHYIO CTPOKY BCTpOeHHOro Linux.

YceranoBka

DSA-3110 obecrieunBaeT BO3MOXKHOCTh KOH(UTypupoBaHHs Ha ocHoBe Web, uto
M03BOJISIET UCIIOJIb30BaTh B KAUECTBE CTAHIIUM YIIPABIIEHHs JII000H KOMIIBIOTED, OCHAIIEHHBIN
‘Web-6pay3epoM, HE3aBUCHMO OT ONEPAILIMOHHON CHCTEMBI.




IMonxarouenue k DSA-3110

Ilepen Tem, Kak Ha4yaThb HACTPOHKY KOHLEHTPATOpa A0CTyNa, He0OX0AUMO
YCTAaHOBHTH ¢ HUM (pu3nvecKkoe coequHenue. s aToro morpedyercs:

Kommnetotep ¢ OC Linux, *BSD, UNIX, Windows nimu MacOS

Web-6pay3zep ¢ nonaepxkoii JavaScript (Mozilla, Netscape Navigator, Microsoft IE,
Opera...)

1.
2.
3. Kabenu Ethernet mns nogxmouenus k cetu (RJ-45)
4.

KonconbHblit kabenb RS-232*

Jlanee:

1. Tloaximounte oauH koHen Kabemnst RJ-45 k moOomy U3 MOPTOB BCTPOSHHOTO
kommyTatopa (moptel 4-7), a Apyroi KoHel K poctynHomy nopty Ethernet
KOMITBIOTEPA MM KOMMYTATOpPa CYLIECTBYIOLIEH JIOKAJIBHOM CETH.

2. IonkmioynTe agantep NUTaHUs, BKIIOYEHHBIH B KOMIUIEKT HOCTABKH K YCTPOHCTBY U
K ceTu nutanus 220B.

Hoakaouenue k Web-unrtepdeiicy

Web-untepdeiic ynpaBieHHs COCTOMT U3 JPYKECTBEHHOrO IIOJIB30BaTEIBCKOTO
rpaduyeckoro wuHTepdeiica (GUI), 3amyckaromerocs Ha kimmenre u HTTP-cepsepa,
3amyckaromierocst Ha DSA-3110.  Cpa3b  Mexay KIMGHTOM M CEPBEPOM  OOBIYHO
ocymectsisercs yepe3 TCP/IP coenunenne ¢ Homepom nopra HTTP pasusim 80.

Jlnst Toro 4roObl MOAKMIOUHTHECS K Web-uHTepdelicy ympaBleHHs yCTpPOHCTBa, Ha
paboueii craHuuE HeoOXoqUMO 3amycTuTh Web-Opaysep, B aipeCHOM CTPOKE KOTOPOTO BBECTH
IP-anpec DSA-3110. IP-axpec DSA-3110 ycranoBneHHbIH no ymonuanuio 192.168.1.254:

1. Otkpoiite Web-6pay3sep
2. Beenure IP-agpec DSA-3110 (http://192.168.1.254)

Ipumeuanue: Ecnu vt usmenunu IP-adpec, nasnauennwiii DSA-3110 no ymonyanuio,
ybeoumecw, umo 0wl 66eden npasunvhwii IP-aopec.

ITo ymom4aHuIO yCTaHOBJIEHBI CIEAYIOIIHE UM T10Ib30BaTeNs U 1apOJib:

umst none3oBaresisi (User name) - admin, naposns (Password) - admin.

B mensx HOBBIIICHUS GE30IIACHOCTH CETH PEKOMEHIYeTCsI H3MEHUTH [1apoilb
apvmuHHCTparopa. [loxkanyiicra, nepeiinure Ha Bkiaaky Cucrema -> Iapoan
aIMHUHHCTPATOPA A7 CMeHbI napois. [locie ycnemHol perucTpanny NOsBUTCS OKHO CTaTyca
CHCTEMBI:

*[TapameTpbl HOAKIIOUEHHU K TocienoBarenbHoMy (RS-232) konconbHomy nopry: 115200,8N1




3 Hauano - Mozilla Firefox
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G- - 0O R (D rwinseies.25edechmimene

English

Havano
2 Havano

@ CratvcTvka:

” cem
- Napawerp 3nauenve
© Cryx6a PPP BHauekme: 61 MBaT
Caofioanoi nansT: 40 BT
& Cucrema

Bpews Gecnepepsisalt paiors! 204, 23 uac, 20 Mk,
OuepeAs NPOUSCas & cpeAHeN (33 1, 5, 15 MHkyT): 100,099,091

AxTsHeX NpoLEcos 1

Beero npoyecos: 21

Pucynok 4. OKHO cTaTyca CHCTEMBI.

B ycrpoiicTBe nMeeTcst BCTpOEHHAs BO3BMOKHOCTH MEPEKITIOUeH s si3bika Web-uHTepdeiica ¢
MIOMOILBIO OJJHOTO KJMKa. [l1st 3Toro Haxkmure Ha Haxnuch English v Russian B npasom
BEpXHEM YIIy oKpana. [lepexiroueHue si3pIka JOCTYITHO U3 JII0O0r0 MEHIO U MOAMEHIO.

Buumanwue: [[11s1 npuMeHEHHs HACTPOCK, H3MEHEHHBIX B J1I000M MeHI0 Web-uHTepdeiica
ycTpoiicTBa TpeOyeTcs COXpaHUTb TPONU3BEACHHBIC H3MEHEHHs B MeHIO CHeTeMa-
>Kondurypanus- >CoxpaHuTh 1 Iepe3arpy3uThb yCTpOHCTBO, JIHO0 BPyIHYIO
HEepPEeNHUIIAIN3HPOBATh CIIYXOY, OTHOCSIITYIOCS K H3MEHEHHBIM HaCTPOHKaM (depe3 MEHIO
Cucrema->Coayxob1: [lepesanycTurs).
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Hacrpoiika ycrpoiicrtBa ¢ nomombio WEB-untepdeiica

Cetb

JIaHHBIHM MyHKT MEHIO UCTIONB3YeTCs JUIsl TpeX Leleit:

. Hacrpoiiku ceteBbix napameTpoB Gpu3n4eckux HHTepdencoB ycTpoucTBa;
. Hacrpoiiku Tpancisiuu agpecos (NAT).

. Hacrpoiixu cepBepos nmer (DNS) u 1oMeHOB mocuka

ITopter eth-0 —eth-3 MMerOT caeayroLyIO MPUBS3KY K LIU(PPOBBIM 0003HAYEHUSIM TTIOPTOB,
HAaHECEHHBIX Ha KOPITyC yCTpOicTBa:
Eth-0 — mopts1 4 -7

Eth-1 — mopt 3
Eth-2 - mopr 1
Eht-3 - noprt 2

Ilo ymomvauuio Ha ycTpoiictBe co3nan | uurepdeiic Ethernet co cratnueckum IP agpecom:
Eth-0 - 192.168.1.254

Hactpoiika ceTeBbIX HHTEpPQEIHCOB
. Ortkpotiite MeHio CeThb

) Cern - Mozilla Firefox
Gain Desa B Dpeon Ianamn Uicments  Cpasra

G- - B O Q) [ sz es7.25edecenimensen

English

Cetn

2 Havano

7 MoanyHKTel
=2 530 Hassaie Onucanne
¥ Carcewie viTepdbeiicu

- orosue nirepacs  HACTROiKa CoTeBkl MTepdeicon (A06asNEHME HOBLI: 1 HaMEHEHHE
W Toancnnun agpecos De s cyuecreyou)

% TpaWoiauma aapects  Hacrhofika ThaHGnAuAM aapecos

© Caywoa PPP

& Cucrema

Pucynok 5. Mento Certs.

*  BriOepure CereBble HHTEP(eiichl




L —

Tl —

) [0 moii52.166.7251fodox ey | © nepeimn [IGL

English

e > CeTenbie mHTepGeich!

2 Hovano e

" cem
S Virepdpeiic. 1P-agpec Macka cem Tun wwrepdeiica Cnocos sanycka

8 Ceteauie Hirendeice

T D = - loopback Aeranamecn
w5 =tho 1521607251 2552552550 statc peronarecn
© CrybapPp  ethi - - dhep BpyuHYIO.
& crcrena = et 5 2 dhen enyuyo
= etha - g dhep Bpyuy

W9 [oBaBiTs caTeRait uHTapdic

Pucynox 6. Menio Cetb -> CeTteBble HHTEPDEUCH
*  Bribepure u3 criucka HHTephEic A1 KOHPUTYPUPOBAHUS WM HAXMUTE Ha “J|00aBUTH

HOBBIIi HHTep(eiic” 11 co3qaHus JOMOIHUTEIBHOIO afpeca sl JaHHOro nutepdeiica.
* B nosBuBmeiica Gpopme BeiOepuTe THIT HHTEpdeiica: craruyecknii nnn DHCP.

Hacrpoiika crarnieckoro nurepdeiica

7o wze pipefica - Mozilla Firefox.

G5 (paexa B Meperon Jsomcn Uncroyents  Crpaeca

> 8000~ ] © nepemn [CL ]
s i — &
2 cen [T Snauenne

¥ Corenuis mirepdarc

% Toanenauns aapecos Vi e stho ]
© Cyxéa PPP Tn eTenderica Cramueckoe v
g 192.168.7.251
@ cvcrena TP )
Macea carh 255.255.255.0

Ip-agpec cetn
Winpokoseu-sii 1P-agpec:
Pasep naxera MTU

mac

Metpna:

Loz no-yHanaHAe: 102.168.7.1

S © seronatmeckn
nocos 3anyera;
O epyunyi

epas s s ]
Pucynok 7. Hactpoiika cratudeckoro IP anpeca na unrepdeiice

. Wms unrepdeiica: Ha3BaHue KOHPUTypHpyeMoOro HHTepdeiica

. Tun unrepdeiica: criocod KOHGUrypanun TaHHOro HHTEep(eiica (CTaTHYeCKHii)
. IP-aapec: npucBanBaemslit nutepdeiicy [P-agpec

. Macka ceTH: Macka OJCETH

. IP-agpec cetu: aapec IP-cetu koHuUrypupyemoro uarepdeiica, HeobszamenvHoiil
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napamemp, ONIpEACIsI€TCS aBTOMaTHYECKHU 110 MaCKE IMOACETH.

. IIupokoBemaTeabHblii IP-aapec: agpec ceT i pacChUIKH MIMPOKOBEIIATEIbHBIX
naketoB. Heobsazamenbhoiil napamemp, ONPEENIeTcs aBTOMaTHYECKH 110 MacKe
TMOJICETH.

. Pa3mep makera MTU: no3BomseT BpydHyI0 CKOH(OUTypHPOBATh MAKCHMAJIbHBIH
pa3mep nepenaBaeMoro HHTepdeiicom nakera. Heobszamenvhviii napamemp.

. Mertpuxa: MeTpuka naTepdeiica. I1o3BosseT Ha3HAYUTH IPUOPUTET HHTEpdeiica.

Heobsi3amenvhbiil napamemp.
. 1r03 mo ymoryanuso: IP-ajpec 1uiro3a no ymosauaHuro. 3a1aet ajapec Uit
MapIIPYTH3aLUK TAKETOB BO BHEIIHUE CETH. HeobasamenvHuili napamemp

. Tun 3amycKa: M03BOJSICT BKIIFOYUTD MM BBIKITIOYUTH aBTOMATHYCCKUIA 3aITyCK JAHHOTO
unTep(eiica npu 3arpys3ke ycTpoicTea.
. Iepen 3amyCcKOM BbINOJIHHTH, MOCJIE 32IyCKA BHINOJIHHTD, epe] 0CTAHOBKOI

BBINOJHHTB, NOCJIe OCTAHOBKH BBINMOJHHTD: IT03BOJISIET BRITOIHUTE KoMaHay OC
Linux mpy HaCTYIUICHUHX 3a1aHHOTO COOBITHS, HAIPHMeEp H00aBIICHIE MapIIpyTa U ero
yAaJeHHe PH BKIIOUSHUH U BBIKITIOYEHUH UHTepdeiica. Heobszamenvrble
napamempeoi.

Hactpoiika natepdpeca DHCP

G- - @ O B [0 wotnseiesssyndecrinmensrbai-tatin=cspemsrems +] © eeim [
Havano
@ B. Korurypauis:
o cen
. Napavern swaueie
#m Cetesie nHTepdece
W Toawcnauna agpecos Wnrepdedc: etho
Py —— [ — orce 5
@ Crcrena WA xocta: (*)
MAC appec HHTEpheica;
© AsToMaTMuECKH
-
O Bpyunyio
Nepea sanyexon ssnonsre:
Roone sanycxa sanomite
ER———
N ——
X Yaannts g Coxparnms

Pucynok 8. Hactpoiika DHCP kinenra Ha untepdeiice.

. Wwmst untepdeiica: Ha3BaHue KOHPUTypUpyeMOro HHTepdeiica

. Tun unrepdeiica: cnoco6 konpurypamnuu ganaoro uatepdetica (DHCP)

. Wms xocTa: UM U HACHTH(GHUKALNY TIPU NTOTy4YeHNH axpeca oT cepeepa DHCP.
Heobsi3amenvhbiil napamemp.

. MAC-aapec nnrepdeiica: anmapaTHslif agpec I yCTaHOBKM Ha HHTEp(eiic.
Heobsi3amenvhbiil napamemp.

. Iepen 3amyckoM BbINOJIHHTB, 10CJIE 3aIlyCKa BBINOJIHHTD, Nlepe] 0CTAHOBKOI
BBINOJIHUTD, OC/Ie 0CTAHOBKH BBIIIOJHUTD: II03BOJISICT BBINOIHUTE KoMaHy OC
Linux npu HacTYIUICHUH 3a]aHHOTO COOBITHS, HAIPUMEpP JOOaBJICHUE MapIIPyTa U €ro
yZIaJleHHe IIpU BKIIOYCHHH U BBIKITIOUeHHHU uHTepdeiica. Heobsazamenvhvie
napamempui.




. Co3aanue HoBoro nHTepdeiica: vcnonb3yercs [uist 1o0asieHus [P-anpeca
cylecTByomeMy uuTepdeiicy. s 3Toro HeoOX0IMMO BBECTH UMs HHTepdeiica B
cienyrouieM popmare: ethX:<1-255>, rne X — HoMep uHTepdeiica, KOTopoMy OyreT
Ha3Ha4yeH JOMOIHUTENBHBIN ajipec, 1-255: nopsaKkoBslil HOMep fononHuTeasHOro IP-
anpeca unTepdetica. [Ipumep: ethO:1 — mepBbIi JOMOMHUTEILHBIH apec Ha
nnrepdeiice eth0. JlanpHelimas HacTpoiika [P-anpeca BEIMOMHACTCS aHAIOTUIHO
HACTpPOIKE cTaTHYecKoro nHrepdeiica.

. Mo oxoHUaHUIO H3MEHEHHS HACTPOEK HaXMHTE KHONKY COXPaHHTb.

TpaHCJ'IHHI/IH CCTCBBIX aApCCOB

Bribepute sToT myHKT MeHio 11 HacTporiku NAT (Network address translation).
JlaHHBII IyHKT MEHIO HCIIONb3YeTCs, YTOOBI OOBSIBHTH OACETH, KOTOPBIM TPeOyeTCs
TpaHcmsIuus agpecoB. Ousndyeckuii nHTepdeiic, HCIOIb3yeMblil A1 TPAHCIILUE TOU HITH
HHOM ceTu BBIOMpaeTCs aBTOMAaTUUECKU Ha OCHOBAaHUH CETEBBIX HACTPOEK, CICTaHHBIX B
nyHkte Cetb - CeTeBble HHTEp(EHCHI.

ITo ymomuanuto NAT ocymectisercs st cetei 192.168.1.0/24 u 172.22.0.0/24
. Ortkpoiite MeHIo CeTh- Tpancasinus aapecos

. Haxmure PexaktupoBarnb

© Cors >> Tpancauun agpecos - Mozilla Firefox

Do [peera B Mepeoa Bereant Wty Crpseca

= ) (D trwusi92.169.7. 251 ndex. imenu=ntsub=n | © nepeim [[CL

Link

Building Networks for People.

English

CeTt >> TpaHCNALINA Bpecos

Hauano .

@ & ReicTens:

® cen

: Hanaue Onucane
¥ Cetestie nHTepbeic
% Toancnalin aanecos @ Ornounre OTKRIGUATE TPEHEALMG 3ARBEaE

© Cryxca pPP 4k 3380RCKHE BOCCTaHOBTEHHe 380ACKHK HACTROEK

& Cucrema

B. Kordurypauys:

Mapawerp Inauenve crarye

172.22.0.0/24

cen 192.168.1.0/24

BinoueHD

\ Penaktnpogate

Pucynok 9. Mento Cetb — TpaHcnsius axpecos

° BBCIH/ITG TIOZACETH U YEPE3 CJICII KOJINYCCTBO ABOMYHBIX paspsa0B ceTeBoi MackKH,

KOTOpBIE paBHbI 1 (Hanmpumep, /16 coorBeTcTByeT 255.255.0.0, /24 255.255.255.0, /30
—255.255.255.252 uT. n.).

®  Haxwmure kHonky COXpaHHTD.
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Building Networks for People

CeTh >> TpaHCNALMA aApecos >> MPaska TPAHCAALM AAPECOB

Havana )
@ B Korrrypauns:
9 Cem Napamerp 3nauenve TNpumep

W CeTesbie MHTepheics

% TpaHcnauna agpecos 172.22.0.0/24 192.168.0.0/24

cen: 192.168.0.0/24 192.168.3.0/24

@ Cayxba PPP 192.168.4.0/24
& Crcrema

g corpannre

Pucynok 10. Hactpoiika TpaHcnsinuu aipecos.
Cepsepa nMeH

OT0 MyHKT NpenHa3Ha4eH s Jo0aBIeHus B cucteMy cepBepoB uMeH (DNS cepsepoB) u
JIOMEHOB IIOHCKa.

IlepBbie ucnonb3yrores uis conocrasienus I[P u umenu cepsepa B IHTpaceTsx miu
Muteprere (00BIYHO yKa3BIBAIOTCS IPOBAIIEPOM HIIM HA3HAYAIOTCS aAMHHICTPATOPOM CETH),
BTOpBIE HY)XHBI JUISI aBTONOJCTAHOBKY JIOMEHA IIEPBOTO HIIM BTOPOTO YPOBHSI IIPH YKa3aHUH
HETOJIHOT0 UMEHH (HanpuMep, ykasbiBaeTe yandex - moacrasnsercs yandex.ru) .

>> Cers »> Cepueps wyen - Mozilla Firefox

©sin [pssxa Ban Meperoa  3acaaen Unctpymertol Crpaska

@ -8 0 B0 wius ] © nepeien [CL

English

Buikiing Networks for People

CeT >> Cepepel HrieH

2 Havano
& Koudwrypauws:

" cemw

W8 CeTesbie MHTEpENCE MNapameTp 3nauenve

W Toanenuna aapecos & Copsep e 8082481

& Cepoepu imen u

R Aoven nowera =

© Cnyx6a PPP

@ cucrena

Pucynok 11. CepBepbl uMEH
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Jo6asaenue DNS cepsepa
. Ortkpotite MeHI0 CeTb -> CepBepbl HMEH
*  Bribepure CepBepbl HMeH
* Bseaute B none 3nayenue IP agpeca DNS cepsepos (paspeuraercs onun IP anpec B
KaxJ0i1 cTpouke, HO He Gonee 3 IP anpecos)
¢ Haxwmure kHonky CoXpaHUTb

>> Cerp >> Cepepbi wmen - Mozilla Firefox

paexs B Nepexon Saxnamn Unctpywentel  Cnpasca

D - & © B [0 ot s mimmmenmmbmin %] © g

D-Link

Buikiing Networks for People

> CepBepb! HeH
£ Havano
B Kondmrypauns:

= cem
| CeTessie nHTephedcs Napamerp 3uauenve Mpumep

W Tpancnauna agpecoe 80,82.48.1
& Copoepu nen Centn o 12155

© Cryxta PPP

@ cucrena

& coxpannms

Pucynok 12. Jlo6asnenne Ceppepa UMeH

JlodaBienue JlomeHa nmoucka
. Ortkpoiite MeHIO CeThb -> CepBepbl HMEH

*  BriOepure /IoMeHBI MONCKa

. BBBI[I/ITG B I10JIC 3HAYEHUE UMCHA TOMCHOB IEPBOTO WK BTOPOTO YPOBHSA (pa3pe1uaeTc;[

OJTHO UMsI B K&XJIOU cTpouKe, HO He Oonee 3 IP axpecos)
. Haxwmure kaonky CoXpaHUTH




>> Cerb >> Cepaepbt wwen - Mozilla Firefox
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English

Buikiing Networks for People

CeTb >> Cepgepbi MieH

£ Havano B Kordburypaums:
b cert Napamerp 3Hauenve Npumep
W CeTessle MHTEphENACH
W Trasou anpssse m example.com
AoMeHs! noucka:
& Cepsepn nmen o

© Cnyx6a PPP

@ Cucrena @ Conparms

Pucynox 13. JlobaBneHne 1oMeHa IOHCKa
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Cayxoa PPP

Paznen onuceiBaeT HacTpoOIKy cepBepa JOcTymna 1o mporokory PPTP.

*  Orxpoiite meHio Cepsep PPP

9 Coyw6a PPP - Mozilla Firefox

Oain [posxa Bia MNepexon 3sianen Uectpymentsi  Crpaea

@ - & D B[O mpinseier.zsndeximimens=p ¥ © nepeiins [IGL

-~ English
D-Link

Buikding Networks for People

Cryx6a PPP
2 Havano -
i MoANyHKTBI

9 cemw
- Hassanve Onvcanve
& Cayx6a PPP B PPTP cepeep Hactpoiika cepeepa PRTP

B PPTP cepeep [ Cepeen copa cratncrikn HacTporika aapeca cepsepa c6opa CTaTHETHKN

[ Cepeep cfopa cratueTHkn

[ RADIUS cepsep Hacrporika aapeca RADIUS cepesepa

[ ReDIUS cepsep

8 Monssosaten pop 83 Monesoearenn PAP HacTpofika Nofs308aTeNeH SBTORH3YIOWHKEA N0 PAP METOAY

@8 Nonszoeatent CHAP 8 nNone3oeatenn CHAP HaCTPOMKa Nonk30BaTeNei 3BTOPH3YIOWMKCA N0 CHAP MeToay

@ cucrena

Pucynok 14. Mento Cepsep PPP.

Kondurypanus cepsepa PPTP

DTOT MYHKT MEHIO MPEeIHa3HaueH /I Onpe/iesieHns: HacTpoek BHyTperHnero PPTP cepsepa.
¢ Bridepure Cepsep PPTP

Ha nosiBuBILIC#icst cTpanuiie OyneT oToOpakeHa TeKyIas Konpurypamus cepsepa PPTP.
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Buikding Networks for People

2 Havano
o cew

@ Cnyx6a PPP
[ PPTP cepeep

[ RADIUS cepsep
8 Monsosaten pap

88 Non3oeatent CHAP

@ cucrena

[ Cepsep cfopa cramvernin

[ vesiise6n7 s enenmpinies

ABTOPM3aLNA NONL30BaTENEHi:
Aapeca ana cepeepa (localip):

Aapeca ans knnenTae (remoteip)

] © nepsinn [GL

English

Cryx6a PPP >> PPTP cepeep

B. KoHmrypays

Napawerp

nauenve
ToKansHan G333 PAP/CHAP.
172.22.0.1
172.22,0,200-254

\ PenakTvposate

Pucynok 15. Mento Cepsep PPP- PPTP cepsep.

¢ Haxwmure PenakrupoBarhb

) Coyw6a PP >> PPTP cepsep >> Mpaska napamepos PPTP cepoe pa - Mozilla Firefox
Owin [poexs Gna Mepexoa 3wnsacn  WcToynents  Crpasks

= ) [0 repuif192.160.7 251 hemirmenupesub=peact
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© Cryx6a PPP
[ PPTP cepeen
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1 RADIUS cepeep
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8 Nonkosaten CHAP

@ Cuctena

MNapawerp

ABTOpH3aUNA NONb30BATENEH

Aapeca ans cepeepa (locaiip)

Aapeca ans knnewTa (remotein)

English

CnyxGa PPP >> PPTP cepaep >> Mpaska napameTpos PPTP cepaepa
B KoHdmrypaums:
3nauenve Mpmep

© Tokanshan 6a3a PAP/CHAP

. TloxansHan 6333 PAP/CHAP.
O yaanenHsiii paanyc-cepsep

O Mo yronuakio

1722201
192.168.3.1
© Bpyunyio:
O Mo yMonuanmio
172.22.0.200-254 192.168.3.3

© Bpyunyio: 192.168.3.5-254

& Corparnre

Pucynox 16. Hacrpoiixa PPTP cepaepa.

ABTOpl/l3allHﬂ moJib30BaTeieii: BI)I60p 6asbl JIAHHBIX MOJTb30BATEIIEH — JTOKATBLHO UITH

yaajeHHas Ha BHelrHeM cepeepe RADUIS

BuuMmaHue: npu UCTIONb30BaHUM 0a3bl JaHHBIX BHeUIHero cepBepa RADIUS
TI0JIB30BATEINH B JIOKaJIbHON 0a3e aBTOpHU30BaThCs He OymyT!

Anpeca 11 cepBepa: CIIMCOK apecoB, ucnonb3dyeMbix cepsepom PPTP co coeit

CTOpOHBI. JlomycKaeTcst HepedrCIIeHHE CeTeil uepes 3arsTyio, yka3aHHe JMaa3oHoB
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yepe3 aeduc.

o Aupeca JJIS KIIHEHTOB: CIIMCOK aJIp€COB, BBIACIIAEMBIX CEPBEPOM ITOJKIHOYAOITUMCSL
KJIIMCHTaM. HOHyCKaCTCﬂ TIEPEUNCICHUE cereit YUepes3 3anATyr0, YKa3aHue Auara3soHoB

yepes aeduc.

¢ [lo oxoHUaHHIO H3MEHEHHS HACTPOCK HAXKMHTE KHOIKY COXpaHHTHL

Koncuryparus cepsepa cbopa CTaTHCTUKA

DTOT MyHKT MEHIO MPEIHA3HAYEH /IS OTPEICICHIST HACTPOEK BHEIIHETO cepBepa coopa
craructuku (NetFlow komiexkropa).

*  BriOepure CepBep c60pa CTaTHCTHKH

& © O (0 womeimr st %) © rowims [

D 'Link English

Buikiing Networks for People.

CyxGa PPP >> Cepaep cG0pa CTATMCTHKI

£ Hauano

& feficTens:

o cew
Hazsanve Onvcanve

© Cayx6a PPP @ OmkniounTe OTKAIOUT FEHEPLHIO CTATHETHRN
B PPTP copesp
[ Censep cbopa cratueThcn b, 3380000 | 33BOACKIK HACTRORK
B4 RADIUS cepasp
88 Nonesosarenn PAP
N chap

B. Korurypauns:
& cerena 1p-anpec Topr crarye
192.168.100.1 2233 Brnauen

\ PeAaKTHpOBaTE

Pucynox 17. Mento Cepsep PPP- Cepsep c6opa cTaTHCTHKH.

¢ OTKJIWYMTH: HAKATUE ITOW KHOIKHU MPHUBEJET K OTKIIFOYEHHIO cOOpa U BbIIA4n
cTaTHCTHKU. Mcnonb3yiiTe 3Ty OMIHIo, €ClIM BaM He TpedyeTcs cOop CTaTUCTHKU O
TTOAKITFOYAIOIINXCS MTOIB30BATENISAX HIIH y BaC HET cepBepa cOopa CTaTHCTHKY.

d 32B0}1c1€l¢[e: Ha)KaTHe dTOU KHOITKA TIPUBEICT K C6pOCy HaCTPOEK CEPBEPA K 3aBOACKUM
YCTaHOBKaM. I/ICHOJ'II:SyﬁTG OTY OIIIHUIO B ClIyqdac H606XOZ[I/IMOCTI/I BO3Bpara HaCTPOECK K

3aBOJICKHM, HaIIpHMep B ciIydae HoBpexaeHus (aiina HacTpoiiku B HHTEpdeiice
koMaHaHOH ctpoku CLI.

e Jlns pefakTHPOBAaHMS HACTPOCK HAXKMUTE Ha ajpec cepsepa B Tabumuie [apameTpsr:
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9 Coyy6a PPP >> Cepaep cBopa crahcTky > Ipaska anpeca cepse pa c6opa crakcTky - Mozilla Firefox

o [paoce Bia Neperon 3aciamx Uncrpyventes  Crpasca

g+ - B ) @) [0 reouiion.160.7.250ndex mirmerumpisubefeacion=e

D-Link

2 Hauano

o cen

© Cryx6a PPP
B PPTP cepeen
[ Cepsep chopa crateThin
& RADIUS copeen
8 Noneaceatenn PAP
&8 Monk3osateny CHAP

& Cucrena

Cryx6a PPP >> Cepaep c60pa CTaTHCTVKI >> Mpaska apeca cepepa c60pa CTATUCTHKN

Mapawerp

1P-aapec (*):

MopT (*);

B, Korgmrypauys:

162.168.100.1

2233

nauenve

English

& cospannte

Pucynox 18. Hacrpoiika cepBepa c6opa CTaTHCTUKH.

¢ IP- agpec: BBequre IP-ajipec cepsepa cOopa CTaTUCTHKU

* Ilopt: BBeguTe HOMEp IOpTA, Yepe3 Kotopslil 10 cOopa cTaTHCTUKH IPUHAMAET

JTaHHbIE.

d ITo okoOHYaHWIO U3MEHEHUS HaCTpPOCK HAXKMUTE KHOIIKY COXpaHl/lTl)

Hacrpoiika cepepa RADIUS

BriGepure 3TOT MyHKT MEHIO JUIs onpeieIeHust HacTpoek BHemrHero RADIUS cepsepa.

* Bribepure Cepsep RADIUS

Ha nosiBuBIICHiCS cTpanHuIie OyaeT oToOpakeHa TeKyIas KOH(pHUTypalus cepsepa

RADIUS.
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© Cay6a PP > RADIUS ce poep - Mozilla Firefox
osin s ta Mepeion asneann Werpmens Crpera

@D B O B[O nwnseeersimsemimensmptober %] © nessin [ICL

English

D-Link

Building Networks for People

CnyxGa PPP >> RADIUS cepsep

D Havano B. KoHoHrypaums:

oo Mapaverp 3uauenve
© Cyxba PPP Aapec cepsepa aBTOpH3ALIMN: 192.168.1.25
B FPTP copsep Napons ana 4ocTyna K cepsepy aBTopHzaLM 123456

[ Cepsep cfiopa crathcrien

&4 RADIUS cepeep Anpec cepeepa axkayTHAra: 192.168.1.25
8 Nonesoeaten PaP Napons ana A0CTYNa K cepEeny SkKaYTHHTa: 123456
88 Nonesoeaten CHAP N

& cucrena

Pucynox 19. Menro Ciyx6a PPP — cepsep RADIUS.

Haxwvure PeqaktupoBarns

Cnywa PPP >> RADIUS cepaep >> llpanka aapecos Radius cepaepa -

9o [pexa B Mepexoa  3aramn  Ucrpyeertl Crpssis

@ D B O @D reiiminr i s

] © rweion [

English

S ———
Cayx6a PP >> RADIUS cepeep >> Mpaska aapecos Radius cepeepa

H
@ Hauano B KoHdurypaums:
% cem
. Mapanerp 3uaenve Tipumen
© CyxGa PPP. 162.168.1 | 192.168.4.1
B PPTP copeep
[ Copeep chiopa cramvcricn Mapons ana RocTyna K copespy asTopM3aLM: 123456 ] 4elioBek

84 RADIUS cspsep

8 Nonssosaren PP
an . Aapec cepsepa srkayTHHra; 192.168.1.25 192.168.4.1

Napon Ana AGETYN K CEREERY aKKaYTHHa: 123456 4ed108ek
P pons Ana AccTy! peepy akkay

& corpane

Pucynox 20. Hacrpoiika cepsepa RADIUS.

Anpec cepBepa apropu3anuu: Beeaute [P-anpec RADIUS-cepsepa,
OCYIIECTBIISIONIETO aBTOPU3ALHIO KIHNEHTOB

IapoJb a5 10cTyna K cepBepy aBTOPH3ALMMU: BBEIUTE Mapoib (secret),
HCTIONB3YEMBbIi JUIsl 0OMEHa ¢ JaHHBIM CEPBEPOM

Anpec cepBepa akkayHTHHra: Beegure [P-agpec RADIUS-cepsepa,
OCYIIECTBIISIONIETO aKKaYHTHHT TTOAKTIOUEHHI

IapoJp 151 10cTyna K cepBepy aKKayHTHHIA: BBEIUTE Napob (secret),
HCIOJIb3yeMBIi 111 0OMEHa C ITaHHBIM CEPBEPOM
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o ITo okOHYaHHIO U3MEHEHUS HacTpOCK HaAXXKMUTE KHOIIKY COXpaHl/lTL

Pabota ¢ nokanbHOM 6a30i mojbL30Bareiei

JlokanpHast 6a3a monb3oBaTeNell COCTOMT M3 JIBYX HE3aBHCHUMBIX 0a3, COmepKalux
YUETHBIC 3allUCH  II0Jb30OBaTelel, aBropusyoummxcsi o nporokony PAP u  CHAP
COOTBECTBEHHO. BBl MOXeTe 100aBIsATh, U3MCHATH M yAAIATh YYCTHBIC 3aMHCH B KAXKIOH U3
6a3.

Jlist paboThl ¢ 6a30it mob30BaTeNnei, aBTOPHU3YIONIHUXCS 110 TpoTokoiy PAP, Haxkmure
Ioan3osarean PAP. [lns pabotsl ¢ 6a30ii aBropusyromuxcs no CHAP naxvunre
Mouan3oareau CHAP. Pabora ¢ 06eumu 0a3amMu HACHTHYHA.

9 Coywba PP >> Tlonwaosare i CHAP - Mozilla Firefox.

¥ | © repeiim |[GL
Engiish

Building Netwerks for People

Cryxa PPP >> Monsaoparenn CHAP

B Haano -——— B Konpurypa ———————————————————

o cem
- Nosb3osarens Mapons. Cepaep 1P-aapec

© Cayxba PPP 8 test test * *
B PPTP cepeep
B Cepeen chopa cratmcrin
B RADIUS cepaep
8 Monssoarenn PAP

& Nobaswre Hosoro nonssosatens

4 None3cearenn CHAP

& Crcrena

Pucynok 21. Mento Cepsep PPP- ITonbzoBaren CHAP

Iocne BbIOOpa 06as3bl MOSBUTCS CIUCOK CYIIECTBYIOIIMX YYETHBIX 3amucei. Jlis
PENAKTUPOBAHHS HAXXKMHUTE HAa HYXHOU 3alMCH, IS TOOABICHUS HOBOU 3alMCH HAXKMUTE
Jl06aBUTH HOBOTI'O N0JIL30BATEJIS:

24



¥ Cy6a PP >> Mos3osare /iy CHAP >> [loGasuTb HoBoro no/ivsosares - Mozilla Firefox
gain (paexa B Nepexon 3acnaasi Wicrpymenm  Crossca

@D B O B (O mosszicnrzsmesmmassb=catns | © e [GL

D-Link —

Cryx6a PPP >> Monb308aTen CHAP >> L0BABHTS HOBOTO MONb30BATENA

Havano

@ B Korburypauns:

% cem

- NapameTp 3HaueHve TNpumep
© Cryxsa PPP Montsosatene (%) ichas!

B PeTP cepeep
B Cepeep chopa cratuerin napons PagwORd
B RADIUS cepsep

8 Nonssosarens PP
&8 Nonssasarenn CHAP

Cepsep: *

1P-3apec: 192.168.5.111

@ Cocrena

& Comparnre

Pucynok 22. Hacrpoiika jJ0KaapHON 0a3bl MoIb30BaTEICH
JloruH: MMs y4eTHOH 3alUCH, HCIIONb3YeTCs KaK MMl OIb30BaTe sl IPH MOAKITIOUCHHI
ITapoab: napoib yu4eTHOM 3anucu
CepBgep: ums cepBepa JJIst HOJIKIIIOUCHUS, He00A3aAmenbHblll napamemp

IP -agpec: nmo3BoseT 3a1aTh JAHHOW YYETHOM 3amicu nocTosiHHbIHN [P- aapec

Tlo okOHUaHHMIO U3MEHEHHUSI HACTPOEK HaKMHUTE KHONKY COXpaHUTh
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Cucrema

7oma - Mozilla Firefox

peera Neperon  Zacnomn UncTpyvenel  Crosera

& © @ [0 iz ¥ © et (G

D-Link

Bullding Netwerks for People

Cuctema
2 Havano & nerctens
2 cem Hasoae onucane
© Cnyxca PPP.  Mepesarpysnte Mepesarpyska cncTemts
& cuorema

@ Napone aarmwcTparopa
B. Kowdbarypauna
@ coyxse

1 MoanyHKTS!

Haznauve Omvcanve
2 OSwaenenne MO
@ MNapons aanmmcrpatapa VaMeHen#e napons Ha axoa & WEB-HTepibefic ynpasneHia
B Koudwrypauns COXpaHEHHE M BOCTEHOBNEHYE KOHBMTYDaLIN
@ Cryxéu Ynpagnee cryxGan
. Obrosnenve N0 OfHosnee O

Pucynox 23. Mento Cucrema.

Ilepe3arpy3urhb Ha)KaTHe TOM KHOMKH MPUBOIUT K Iepe3arpyske ycTpoiicTsa

ITapons anmMuHHCTparopa

Bribepute 3TOT MyHKT J/1s K3MEHEHHS MapaMETPOB YYETHOH 3aNMCH aIMUHHCTPaTopa s
nocryna k WEB-unTepdeiicy HacTpoiikn

) Cycrewa >> Mlaponb apmwcTparopa - Mozilla Firefox
o Dpwce Ba Mepeoa  Zaewn Ustpmerm Crpseca

@ - & O B [0 rwinse.166.7.251 e mbvens ¥ © neeimn (Gl

D-Link

Building Networks for People

CucTema >> Mapork AAMMHICTRATOPA

Hauano
@ N —
% cem
- Napamerp Inauenve Mpumep
© cnyxba PPP MonssosaTens (*): sdmin Admin
& cucrema Napons (*): ]
€ Mapone aanmwncrpatopa 4E3I0Bk.
B. Kerdrypaum MoaTespxasiwe napona (*) | —
@ cryxsu

. OBoensnve N0

& Cospannte

Pucynox 24. M3meHeHHe mapois aMHHUCTPATOpa
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. JloruH: UM HOIb30BaTeNs C IpaBaMH aJMUHUCTpaTopa. Benure HoBoe UM
TI0JIB30BATEIIS] WIIH OCTaBBTE T0NIe 063 HM3MEHEHHH ISl COXPAHEHHs CTAPOrO 3HAUCHUS.

. ITapoasb: BBeauTe HOBBIN naposns WEB-agmunuctparopa

. IoaTBep:kaenne MapoJis: BBEAUTES HOBBIH IApOIIb €IIe pa3 ATl HCKIIOUECHUS OMUO0K
U OIEeYaTOoK IPU BBOJE.

. ITo okoHYaHWIO U3MEHEHUS HaCTPOCK HAXKMUTE KHOIIKY COXpaHl/lTb
Kondurypamus

BeIGepuTe 3TOT IyHKT JUTsl COXPAaHSHUSI U3MEHEHHUI HII cOpoca napaMeTpoB yCTPOHCTBaA K
3aBOJICKUM YCTaHOBKaM.

) Crcrema >> Konurypauys - Mozilla Firefox

9o (pasca B Mepexon Jsvnancn Uncrppents  Cnpaeea

@ - & O B [0 w167, 25tndex erimenumsesubmc 9 © reveimn [

D L‘ English
CrcTema >> KoHpHrypauma

Hauano .
® & hericann:
"
< cer Ha3Banve Onucanve
© Cnyxsa pPP @ Coxparm ConpameHe TEKYLLSH KaHbHTYRaLHN
& cverena .

o o Fssonceve | e p—

apons
3 Kosmrypaum
@ Cryxsu

[T —

Pucynok 25. MeHro paboThl ¢ KOH(UTYpaImen CHCTEMBI

. Knonka CoxXpaHHTb: HaXMHTE I COXPAaHEHHS U3MCHEHHH KOH(UIyparuu
YCTPOWCTBA B SHEPTrOHE3aBUCUMOI MaMSATH.

Buumanue: DTOT IyHKT MEHIO COXpaHseT H3MEHEHHE HAaCTPOCK, CIEIAaHHBIX BO BCEX
paszenax MEHIO B 9HEproHe3aBucumoil namsiti. O0s3aTenbHO oOparaiitech K HeMy ocie
J000r0 M3MEHEHHST HACTPOEK yCTPOiCcTBA. B MPOTHBHOM citydae Mpw ammaparHoi
nepe3arpys3ku yCTpoicTBa BCe U3MEHEHUs OyIlyT yTepsiHbI.

. Kuornka 3aBojckue: HaxMHTE [1s cOpoca BCEX MapaMeTpoB yCTPOHCTBA K
3aBOJICKMM YCTaHOBKaM.

Ciyx0bI
BeiGepuTe 3TOT IMyHKT JUTsl HACTPOIKK (OCTAHOBKH WM 3aIlycKa) BHYTPEHHUX CITYXKO
yCTpOMCTBA.
JlocTyrnHa HacTpoWKa CIIEAYIOUINX CITYXKO:
. Syslog CepBHC, OTBEYAOLINH 3a )KypHAJ COOBITHI
. Urandom reHepaTop ciydaiHbIX 4UCET
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Network  cmyx0a ceTeBEIX HHTEp(EHCOB.

Nat ciayx6a NAT. Ecnu nannas cinyx06a BKIIOYEHA, IOCTYITHBI
¢(ynkuun Mackapaauur u crarndyeckuii NAT.

Pptpd ciyx0a, orBeyatomas 3a PPTP cepsep

Sshd CEpBHC, MTO3BOJSIOIINI OPraHU30BATh 3alUIEHHOE
TIOJIKITIFOYEHUE K YCTPOUCTBY 110 npoTokosry SSH

Telnetd CEPBHC, NMO3BONIAIONIMI OPraHU30BaTh IOJKIIOUEHHE K
ycTpoiicTBy o npotokony Telnet (o yMoi4aHHIO OCTaHOBIIEH).
Thttpd CepBHC, OTBEYAIONIHNIT 32 http MOAKITIOUEHHE K YCTPOHCTBY

(WEB untepdeiic)

) Cycrema >> Cayx6w - Mozilla Firefox.

e

G- -8 O B (D o stivesmmenesis v © repeimn [GL

D'Link English

Building Netwerks for People

CreTena >> CryxGhl

2 Havano R
o cen
P TOCRORCTE  asganne sz Cnocot sanyera  Cranye
s syslog KypHan cobuThit BpyuHylO 3anyweHo
@ Cucrema 20 urandom TeHepaTop cnyuaiinsis uicen Bpyury OctanoeneHo
R Napons aammcTpaToa 0 network Ceresui niTeptberic Bpyuyio Octanaznero
B Kondurypaum s nat Toawensua aanecos Bpyuryio Ocranaznero
& cryxbu 0 potod Cepsep PPTR Bpyaya Janywero
R Owoenehe M0 0 sshd Cepsen s5H Bpyuio anyuero
50 telnetd Cepeep Telnet. BpyuHyl0 OcTaHoBneHo
50 thttpd WEB-nHTEpdeiic BpyuHyIO 3anywero

Pucynok 26. Mento Cucrema - Ciryx0bt

Hacrpoiixkn cayx0
. Beibepure ciryx0y

Haxxmure Ha Ha3BaHHe CIyKOBI
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9 Cycrema >> CywGoi > NIpocwoTp cay#6u - Mozilla Firefox.

@sin

& -p-G

D-Link

2 Havano
o cem
© Cryx6a PP

& Cucrema

& Cnyxtu

R Napons aammsneTpaTopa
B. Kondrrypauna

[, OBhosnekme NO

psexa Bua Mepexon Jscneawn Wecrpyiensl Crpsexa

© @ [0 rwis

¥ © repsom [CL

English

CucTema >> CryiGhl >> MPOCHOTP CAYKEH!

& HeficTons
Hassauve

@ Ocranosnte
< 3anyemre
& Mepesanyere

Onucanve

OcTaHagnTs cyxEy.

3anyeTiTe cnyxfy

Mepesanycrire cnyx6y

B. Kondnrypaus:

Mapawerp nauenve
Hassanne telnetd
Onwcatne Cepsep Telnet

MlocneposaTensHocTs 3anycka s0

. OcTaHOBHTH
. 3anycTuTh
. IlepesanycTuTh

Pucynok 27.HacTpoiika CUCTEMHBIX CITyKO

Ha)KaTUE ATON KHOIKHU IPUBOAUT K OCTAHOBKE 3aJaHHOH CIIyKObI.
Ha)KaTHe dTOM KHOIKH TPUBOIHT K 3aMyCKY 3aIaHHOM CITyXKOBL.
Ha)kKaTUE TOM KHOIKHU MPUBOAUT K MIEPE3aIyCKy 3aJJaHHOM CITyKObI.

Oonosnenue [10

BriGepute 3TOT MyHKT [U1si MpocMoTpa 0O0HOBIeHHs BecTpoeHHoro 10 ycrpoiicTsa.

© Cucremsa >> 06uosnenye 10 - Mozilla Firefox

23in

Opsera Bua Mepeon Jsiamen Uncrpyentsi  Cnpasca

G- O D [ moises s siniecmimenmsisiet

D-Link
[ e——
4 Havano

o cem

@ Cryxba PP

@ cucrewa
R Napon amncTpatona
B. Koudburypauma
@ cryxou
[} OBHosnekme MO

English

Cctema >> OBHoBNeHNE MO

BuiBepHTS ban ¢ OSHoBTeNHeN 1O (*):

& Coxpannre

Pucynox 28. O6nosnenue [10 uepe3 Web-unrepdeiic

Jltst o6HoBaenust 110:

Hasxxmure knonky O630p
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Bri6epure daiin 10 Ha 10KaIEHOM KOMIBIOTEPE
Haxwmure CoxpaHuThb

TTonoxaure Heckonbko MUHYT. [0 OKOHUAHMIO MPOLEAYPHI YCTPOHCTBO
OyJeT aBTOMaTHYECKH TIepe3arpyKeHo.

CucremHOe BpeMst

BLIGepm‘e OTOT MYHKT 11 py‘-[HOﬁ CUXPOHU3AlMU BHYTPEHHHUX 4acOB yCTpOﬁCTBa.

English

Gucrena > CrcTemos Bpews
2 Havano

@ Creremos spaun
" cem
napauerp Fr—-
@ Cryxcsa pop s e = ]
PR— ara [3v =15 =] {08
; napon azmersarcpa e 1GMT 13100 Wookes, e Resepton Somrreet =l
Kongurypaun
Cnyxc
) Grcrewnos spenn

Pucynok 29. Hacrpolika CHCTEMHOTO BpeMEHH!

JIj1s ycTaHOBKH 4acoB:

o Beenure Texyiiee Bpems u aaty B nosist Bpems, Jlara
®  Bribepure Bam BpemenHnoii nosic (1t Mocksst GMT+3)
[ ]

Haxxmure xHonky COXpaHMTb.
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