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Onucanme ycrpoucrsa

DSA-3110 npencrasnsieT coboi KOHIIEHTpATOP J0CTYyIa 1Mo npoTokony PPTP mis
MOJIKJIFOUEHUS MOJIb30BaTelIel K ynaneHHou cetu uepe3 VPN. YerpoiicTBo oOecrieunBaet
MOJIKJIFOYEHNE U aBTOPU3ALUIO MTOJIB30BATENIEH, @ TAK)KE BbIAAYY CTATUCTUKH MO MOAKIFOUYECHHSM Ha
BHEIIHUH cepBep ¢ ucnoib3zoBanuem texnonoruu NetFlow. DSA-3110 npenocraBnsiet
3aKOHYEHHOE pelieHne, o0eceurBarolee NoAKIIoUeHNEe KIMeHTOB K IHTepHeT BHYTpH ceTeit
MPOBaKIEPOB C BhIJAYEH CTATUCTUKHU IO U3PACXOJOBAHHOMY TpaHKy Ha CEpBEp XpaHEHHS UITU
OMJUIMHTA, a TAK)KE TMOAKIIIOYEHNE MOOMIIBHBIX COTPYHUKOB K BHYTPEHHEN CETH OpraHU3ally 110
6e3omnacHomy VPN-coeMHEHHIO ¢ BOBMOKHOCTBIO YUETa MPOU3BOJUMBIX MOAKITFOUYUBITUMUCS
MOJIb30BATEIAMU JEHCTBUM.

DSA-3110 coBmecTuM ¢ OOIBIIMHCTBOM MOMY/ISPHBIX OMEPAMOHHBIX CUCTEM, BKIHOUas
Macintosh, *BSD, UNIX, Linux u Windows, 1 MOXeT ObITb UHTETPUPOBAH B KPYITHYIO CETh.




TunoBbie cXeMbl NOAKJJIIOYCHUSA

Ha pucynkax npencraBieHbl TUIIOBbIE cxeMbl TpuMeHeHust DSA-3110.
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Onucanue TEXHOJOTUH U MPOTOKOJI0B, MCNOJIb3YeMbIX B
ycTpoiicTBe

IIporoxkoa PPTP

Ilpomoxon PPTP (Point to Point Tunneling Protocol) — ceTeBOl NPOTOKON, KOTOPBIA
oOecrieunBaeT Oe3onacHyro nepenayy nakeros PPP or ymaneHHoro kimeHTa cepBepy JocTyna K
cetu yepe3 VPN tynHens, co3nannpiii Ha ocHoBe ceteit TCP/IP.

Kak padoraer PPTP

PPTP unkancynupyer nakersl Juis Ux nepefaudu no [P-cetu yepes TyHHeNb, CO3MaHHBIA MEXKIY
YAAJIE€HHBIM KJIMEHTOM U CEPBEPOM.

WHKancynauys JaHHBIX epe OTIIPaBKOW B TyYHHEJIb BKJIIOUYAET ABa dTana. CHavana co3naercs
uHpopmanmonnas yactb PPP. /lanHble mpoxonsaT cBepXy BHHU3, OT mpukiaaHoro yposus OSI mo
KaHAJIBHOTO. 3aTeM IIOJIy4eHHbIE JaHHble OTHpaBisAroTcs BBepx mno wogenmn OSI n
MHKAICYJIUPYIOTCS IPOTOKOJIAMU BEPXHUX YPOBHEH.

Takum o0pazom, BO BpeMs BTOPOrO NPOXOAA JaHHbIE JTOCTUIAIOT TPAHCIIOPTHOTO YpPOBHS.
Onnako uH@OpMAIUs HE MOXET OBbITh OTHpaBie€HA [0 HAa3HAUEHHWIO, TaK KaK 3a 3TO OTBEYaeT
kaHapHBINA ypoBeHb OSI. [ToaTomy PPTP Geper Ha cebst pyHKIIMU BTOPOTO YPOBHS, T. €. JOOABIISIECT
Kk nonydeHHoMy makety PPP-3aronoBok (header) m oxkonuanme (trailer). Ha 3Tom co3zmanue kaapa
KaHaJIBHOTO ypoBHs 3akaHuuBaercsa. Jlanee, PPTP wunkancymupyer PPP-kagp B maker Generic
Routing Encapsulation (GRE), xotopsiii npunamiexut cereBomy ypoBHIO. GRE uHkamncymupyer
IPOTOKOJIBI CETEBOT0 ypoBHs, HarpuMep P, uToObl o6ecnieunTs BO3MOXKHOCTh UX nepeadu mo IP-
CETSM.

[Tocne toro xak kaap PPP Opin1 muHKancymupoBan B kaap ¢ 3arojoBkoM GRE, BeimonHsercs
UHKancymssuuss B Kanp ¢ IP-zaromoBkoM. IP-3aromoBok comepuT anpeca OTIPABUTENS H
nonyqarenss nakera. Ha pucyHke 3 moka3aHa CTpyKTypa JAaHHBIX JUISl TEPECBUIKM IO TYHHEIO
PPTP.

GRE PPP
SEMNOESRE | 330N oB0kE

Pucynox 3. CTpykTypa JaHHBIX JIJIsl IEpEChUIKH 110 TyHHE0 PPTP.

TyHHenupoBaHUe MO3BOJSET MOBBINIATH CTENEHb 3alIUTHI JAHHBIX NpPU UX Mepenade oT
YIAJIEHHOTO KJIHMEHTa cepBepy JocTyma. Jms 5TOro NpPUMEHSIOTCS pa3iIW4YHbIE METOJBI
ayTeHTU(UKAIMU U IUPPOBAHUS.

g ayrentudukauuu nonb3oBaresneid PPTP moxer 3anmelicTBoBaTh 11000 M3 MPOTOKOJIOB,
npumensiembix ans PPP, Bkmouass Microsoft Challenge Handshake Authentication Protocol
(MSCHAP) Bepcuu 1 u 2, Challenge Handshake Authentication Protocol (CHAP) n Password
Authentication Protocol (PAP).

Hns mmdposanus tpaduxka PPTP ucnonwszyer npomoxon MPPE (Microsoft Point-to-Point
Encryption).




MPPE — »3T0 mnpoTokois, pa3paboTaHHBIA CHELHATbHO Ul Mepefadd 3amupoBaHHbBIX
JefiTarpaMM MO COEIUHEHHMIO TOYKa-Touka (point-to-point). OH COBMECTUM TOJIKO C ITPOTOKOJIOM
ayrentudukarun MSCHAP (Bepcum 1 m 2) m yMeeT aBTOMAaTHYeCKH BHIOMPATh JUIMHY KJIHOYA
m(poBaHUs PH COTNIACOBAHUH MAPAMETPOB MEKIY KIMEHTOM U CEPBEPOM.

MPPE nopnepxuBaetr paboty ¢ xmodamu jiuHor 40, 56 wim 128 6ut. PPTP usmenser
3HaUYeHHUe Kiroya Mmudpanuu mnocie Kaxaoro NpUHATOTO MakeTa, UCHONb3Ysl MOPSIKOBBIE HOMEpPa
MIAKeTOB.




IIporokoa PPP

Ilpomokon PPP (Point-to-Point Protocol) wcnonp3yeTcs s TOAyYeHHs] JOCTyNa K
YAAJIEHHBIM Y3JIaM U JUI CBA3U MEXIY HUMM U YIaJICHHOH JIOKaJIbHOU ceTblo. PPP npencrasnser
co00#1 CcTaHIapTHBII NPOTOKOJ HMHKAMCYISALMU Ui MEepeHOca JaHHBIX Pa3iIMYHBbIX MPOTOKOJIOB
CETEeBOro ypoBHs (BKJoUas mpotokoi IP) o nocienoBarenbHbIM KaHallaM TOYKa-TOUKA.

[IpoToxon Takke BKIOYAET B c€0s MEXaHU3MBI JIJIsl BBIITOJIHEHUS CIEIYIOINX IeHCTBUMI!

- MynbTHIIIeKCHpOBaHUE CETEBBIX MMPOTOKOIOB
. IIpoBepky kadyecTBa KaHajia

- Ayrentudukaruio

. Cxarue 3aroJoBKOB

- OGHapyxeHune onmbox

- CoracoBaHue mapamMeTpoB KaHala

[Ipotokon PPP umeer Tpu 0CHOBHBIX (DyHKIIMOHATBHBIX KOMIIOHEHTA!

- Meton wuHKancyasuuu JAedTarpaMM JUIsl HOCJTEIOBaTENIbHBIX KaHAJIOB, OCHOBAHHBIM Ha
npotokone HDLC.

. IIporoxon ympaBnenus kanaiom LCP (Link Control Protocol), koTopslii ycTaHaBIMBaeT,
KOHQUTYpPUPYET U TPOBEPSET COEAWHEHHE KAaHAIBHOTO YPOBHS, a TaKXKe BBIMOJIHACT
ayTEeHTU(DHUKAITHIO.

. IIporokon ympaBnenuss cersio NCP (Network control Protocol) ycranaBmuBaer u
KOH(UTYPHUPYET Pa3InIHbIE TPOTOKOJIBI CETEBOTO YPOBHSI.

[Tpotokon ayrertudukarnym PAP
[Tpu ucnons3oBanuu nporokosia PPP nposepka npas 1ocTyna BbI3bIBAIOLIEH CTOPOHBI MOXKET OBbITh
BBINOJIHEHA ¢ TIOMOIIbI0 Mexanu3MoB ayTeHTuukamun PAP, CHAP, MS-CHAP unu MS-CHAPv2

IIpomoxkon PAP. Ilocne ycrenHoro coriacoBaHus BXOASILETO BbI30Ba CTOPOHA, 3alpalliiBaroLIas
ayTeHTU(UKALHIO, TPOJIOJDKAET MOCKIIATh CBOE UMl M TapoiIb 10 TeX MOp, OKA MOATBEepKAaroIas
CTOpOHA HE OTBETUT MOATBEPKACHUEM HJIH ITOKa CoeTMHeHne He OyaeT npekpaieHo. Ecnu
HOATBEPKIAI0IAasl CTOPOHA ONPENENIUT, UTO KOMOMHAIMSI KIMEHH 10JIb30BATEIIS U M1apoJIs HEBEPHa,
OHA MOJKET pa3opBaTh COEIUHEHUE.

Jj1s mpoBepKHU TOTO, UTO Iapa UMsI [10JIb30BaTelIsA/Iapoilb BEpHA, IOATBEPKAAI0IIas CTOPOHA
IPOCMAaTPHUBAET JIOKAJIbHYIO 0a3y AaHHBIX noib3oBareneit PAP (co3naHHyI0 KOMaHIaMH yKa3aHHs
MMEHH TI0JIH30BaTEeNs M MApoJisl) HITH MOChUIAET 3alpOC Ha POBEPKY ayTeHTU(UKAIIMH HA CEPBEP
6e3omacnoct RADIUS.

Buumanmue: naponu nporokoia PAP nepenarorcs mo ceT OTKPHITHIM TEKCTOM.

Ecnu tpebyeTcs ucmonp3oBaTh 0ojiee HAACKHBINH METOZ KOHTPOJISI JOCTYTIA, TO B KAY€CTBE METO/Ia
ayTeHTU(]HKAIMY CIeNyeT UCTI0Ib30BaTh mpoTtokoia CHAP.

[Tporokon ayrentuduxarmu CHAP

ITpu ncnonp30BaHNM NPOBEPKU MpaB goctyna npomoxona CHAP cepBep AocTymna 1ocie
yctaHoBieHus kaHasia PPP noceuaeT cooOuienue-3amnpoc, coaepkaliee ciaydyaiiHyl CTpOKY Ha
yAAJICHHBIN y3eJ. YianeHHbIN y3ell 0TBeYaeT 3Ha9YeHHEM, BEIUMCIICHHBIM Ha OCHOBE Mapoiis U
3HAYEHUS 3aMpoca ¢ UCTIOIB30BAaHUEM OHOCTOPOHHEN XeI-(hyHKINHU (0OBIYHO C TIOMOIIBIO
anroputma MDS5). Pe3ynbrar oTnpaBisercs cepBepy I0CTyIa B BUIE OTBETHOIO COOOIIEHUSI BMECTE
¢ CHAP-umenewm ynanensnoro y3na. CepBep J0CTyIa CYUTHIBAET U3 OTBETHOTO COOOIICHUE UMS




y3J1a, HAXOUT MapoJib I ’TOr0 UMEHHU B JIOKAJIbHOM 0a3e NaHHbIX WK Ha cepBepe RADIUS u
MOIAET NMAapoJib U MEPBOHAYAIBHOE CIIyYalHOE 3HAaY€HUE 3ampoca Ha xem-reaeparop MDS.
BrruncineHHOE 3HaYeHNE CPAaBHUBACTCS C MTOJyYEHHBIM 3HAYEHUEM U €CJIM BEJIMYMHBI COBIIAIAIOT,
TO ayTEHTU(UKAIMS CUNTACTCS YCIICIIHO 3aBEPIICHHON. B IpOTHBHOM cilyuae coemHeHHE
HEMEJICHHO MIPEPBIBACTCS.

Meton CHAP obecrnieunBaet 3aluTy OT MOMBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIIA TTOCPEICTBOM
HCIIOJIb30BaHMs IEPEMEHHOT0 3HaueHus 3arpoca (challenge), KoTopbIii SIBISETCS YHUKAIBHBIM U
TPYZIHO NpenckasyeMbIM. Mcronp30BaHUE MOBTOPHBIX 3aIIPOCOB Ka)KJble 1BE MUHYTHI B CEAHCE
CHAP npenna3Ha4eHO AJi TOTO, 4YTOObI OFPAaHUYMUTh BpeMSI BO3MOXXHOCTH OpraHU3aluu
BTOPKCHUH IpH JIF000H MOIBITKE HECAHKIIMOHUPOBAHHOTO AocTyna. CepBep J0CTyIa yIpaBiseT
4aCTOTOW M CHHXPOHM3ALMEH 3alIpOCOB.

BauuMaHue: napoJjm CHAP na o0enx CTOPOHAaX JIMHUHU CBA3U NOJIZKHbBI OBITh NACHTUYHBIMMU.

[Tpotokon ayrerTudukarmu MS-CHAPv1

IIpomoxon MS-CHAP v siBisieTcss MEXaHU3MOM ayTEeHTHU(UKAIIMH C HCTIOJIh30BaHUEM
mudpoBanus, nogooHsM npotokoay CHAP. Kak u B nporokonie CHAP, cepBep nocTyna nocsuiaer
yIaJeHHOMY KJIMEHTY cliydaitHoe 3HaueHue (challenge). YnajneHHBIN KIUEHT TOJDKEH OTIIPABUTh
OTBET, COJEP KA1 UM MTOJB30BATENs U XEIll, BEIUUCICHHBIN Ha OCHOBE 3HAYEHUS 3ampoca,
UACHTU(PHUKATOpa CECCUU U XEIINPOBAHHOTO € MOMOIIIbIO Xeml-reneparopa MD4 napois.

ITpu ucnonszoBanuu MS-CHAP v1 coBmectHo ¢ MPPE, o6mue kimroun mudpoBanus (secret)
OynyTt renepupoBaThes KaxapiM y3noM PPP. Takxe nporokon MS-CHAP v1 o6ecnieunBaet Habop
COOOIIIEHNH, KOTOPBIE TTO3BOJISIOT MOIH30BATEI0 U3MEHATH MAapOJIb BO BpeMs Ipolrecca
ayTeHTU(UKALHH.

ITporokon ayrenTudukarmu MS-CHAPv2

IIpomoxon MS-CHAP v2 obecrieunBaeT MOBBIIICHHBIA YPOBEHb 0€30IaCHOCTH ISl YIAIEHHBIX
kineHToB. [lo cpaBuenuto ¢ MS-CHAP v1 nporokon MS-CHAP v2 nipenocTtaBiigeT cienyromme
JIOTIOJTHUTENbHBIE (PYHKIIMU O€30MTaCHOCTH:

B3aumnas ayreHTU(UKaLKA MEXIY YIaJCHHBIM KJIMEHTOM U CEPBEPOM JIOCTyIa

OTtnenpHBIC KITIOUYM MIUGPOBAHUS, TEHEPUPYEMBIE TSI IEPEIaBaeMbIX U MPUHUMAEMBIX TaHHBIX
Paznuuneie kiroun mugppoBaHus, OCHOBAHHBIEC Ha MapoJie OIb30BaTENs U CIIydaifHOM 3HAYCHUN
(challenge).




IIporoxkos PPPoE

Texnonorus ucnonb3oBanus creka PPP B cetu Ethernet siBisieTcst oTHOCUTEIHEHO HOBOM, HO yKe
MOJIy4YHrJIa TOCTATOYHOE pacnpocTpaHeHre. Ha 1aHHbIiI MOMEHT OHA ONPEAEIISIETCA TOKYMEHTOM
RFC 2516, xotopslii 6611 pa3paboTaH 1 BelyieH B peBpane 1999 rona.

Texuonorusa PPPoE Ha naHHBINT MOMEHT SIBJISETCS OJHOM M3 CaMBbIX JEIIEBLIX U
pacupoCTpaHEHHBIX TPU MPEAOCTABICHUH MOJb30BATENSAM JOCTYNA K yciyraM NHTEpHET B AKUIIbIX
koMmIutiekcax Ha 6asze Ethernet u mpu ncnonb3oBanuu TexHonoruu DSL.

ITpu sToM OyzneT noaepKUBaThCs ayTeHTU(UKaIUs mosib3oBarenei o nporokonam PAP u CHAP,
JuHaMudeckoe BoaeneHue IP - agpecos nomp3oBarensaM, Ha3HaYeHUE aapeca muno3a, DNS-cepsepa
U T.1.

Taxk kak npurIoM padoTel PPPoE siBnsiercs ycTaHOBICHHE COeTMHEHHS "TOUKA-TOUKa" TTOBEPX
obmeit cpenpr Ethernet, To mponiecc ¢pynknuonupoBanusi PPPoE nomxken ObITh pa3ierneH Ha B
craguu. B epBoii cTaauu 1Ba yCTPOMCTBA IOJDKHBI COOOIIUTE APYT APYTY CBOU ajpeca u
YCTaHOBUTbH Ha4aJIbHOE COEAMHEHUE, a BO BTOPOM CTaJuu 3amycTUTh ceccuto PPP.

CTaIlI/Iﬂ YCTAHOBJCHUA COCAUHCHUSA

Cranust yCTaHOBJICHUSI COSTMHEHUS MEXKTY KIIMEHTOM (KOMITBIOTEPOM TOJIH30BATEISI) U CEPBEPOM
(KOHIIEHTPATOPOM JOCTYIIa MPOBaliiepa) ASTUTCS HAa HECKOJIBKO 3TAIlOB.

Ha nepBom 3Tane KIMEHT MOChUIAaeT IIMPOKOBEIIATeIbHbIHN 3arpoc (axpec Ha3HaueHus - broadcast
address) (PADI PPPoE Active Discovery Initiation) Ha nouck cepsepa co ciy:x60ii PPPoE. Otor
3ampoc MOJIyYaroT BCE MOJIb30BATENN CETH, HO OTBETUT HA HETO TOJIBKO TOT, Y KOT'O €CTh MOJIEPIKKa
ciryx061 PPPoE. OtBeTHbIi makeT oT koHIEHTpaTopa goctyna (PADO PPPoE Active Discovery
Offer) moceutaeTcst B OTBET KJIIMEHTY, HO €CJIM B CETH €CTh MHOTO YCTPOUCTB co ciyx60ii PPPoE, To
KJIMEHT NoIy4uT MHOTO nakeToB PADO. B 3ToM citydae, mporpaMmMHoe o0ecriedeHne KINeHTa
BbIOMpaeT HEOOXOIMMBIN eMy KOHIIEHTpaTop nocTymna u nocbuiaet emy naket (PADR PPPoE Active
Discovery Request) ¢ nundopmanueii o Tpedyemoii ciayx0e (TpedyeMblil kitacc 00CayKUBaHUS
3aBUCHUT OT yCIIYT MpoBaiepa), M nposaiaepa u T.1. [locie nmomydeHus 3anpoca, KOHIIEHTPATOP
JIOCTYyTIa MoAroTaBiIuBaeTcs kK Havany PPP ceccun u moceinaet kinuenty naker PADS (PPPoE
Active Discovery Session-confirmation). Eciiu Bce 3ampammBaeMblie KITHEHTOM CITY>KOBI IOCTYITHBI
(B cOCTaB 3TOro MakeTa BXOAUT YHUKAJIbHBIM HOMEP CECCUH, TPUCBOCHHBIM KOHLIEHTPATOPOM), TO
HAYMHAETCS BTOPOM ATall - CTa/IMsl yCTAaHOBJIEHHOM ceccuu. Eciu TpebyeMble KIMEHTOM YCIIyTH He
MOTYT OBITH IIPEIOCTABIIEHBI, KIIMEHT noiy4aeT naket PADS ¢ ykazanuem omOKku B 3ampoce

YCIIYTH.
Craausi yCTAHOBJICHHOM cecCUm

Ceccust HaunHaeTCs ¢ ucnonb3oBanueM naketoB PPP. Ipunimm paboter mpotokona PPP Gbin
paccMotpeH Bble. [Ipu ycranosnenun PPP-ceccun nonbs3oBarenis MoxeT ObITH
ayrentudunmpoat npu nomom RADIUS, u ero Tpaduk OyneT y4UTHIBaTHCS KaK MPH 0OBIYHOM
MOAEMHOM focTyne. EMy MokHO Ha3HauuTh quHamudeckuid IP- anpec u3 nmyna agpecos
KOHIIEHTpAaTopa, YCTAaHOBUTH HACTpoiku nutto3a u DNS-cepsepa. XKenarenbHo, 4To0ObI
KOHLIEHTPATOp AOCTYIa MOCHUIAN MEPUOANUECKHE 3aPOChl KIIMEHTY JJIsl ONpeeTICHHUS ero
COCTOsIHUSA. DTa onepanus HeoOXoAuMa JUis TOro, YTOObl KIIMEHT, KOTOPbIH 10 Kakoi-1100 mpuyrHe
He 000pBaJl CeCCHI0 KOPPEKTHBIM 00pa3oM, HE CUMTAIICS CYIIECTBYIOIIUM, U JIJIsl HETO HE
PE3epBUPOBAINCH PECYPCHI KOHLIEHTPATOpa JOCTYIIA.

3aBepuienue coenuHernss PPPoE mpoucxoauT mo nHUIMATHBE KIMEHTA WM KOHIIEHTpaTopa
nocryna npu nomonn nocsuiku naketra PADT (PPPoE Active Discovery Terminate).

B mpotokone PPPoE npeaycMoTpeHbl HEKOTOpbIe TOTIOMHUTEIbHBIE (PYHKINH, HATPUMEP, TAaKUe
kak 3amuta oT DoS arak (Denial of Service). 3amura ot HekoTophIX TUIIOB DOS aTaka peaan3oBaHa
nytem noOasienus B nmaketsl PADI cnermansaoro nmomnst AC-Cookie, KoTopoe mo3BoJIstoT




KOHILCHTPATOPY AOCTYIIa OTPaHNUYHBATH KOJIMUYCCTBO OAHOBPEMCHHBIX ceccuii PPPoE Ha omgHOTrO
KJIMCHTA.
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Cepsep RADIUS

Ilpomoxon RADIUS (Remote Authentication Dial-In User Services) Obvln pa3paboran
kommanuein Livingston Enterprises, Inc kak mpotokon ayrentudukanuu (authentication) u ydera
(accounting) ynaneHHbix kiueHToB. RADIUS paGoraer Ha OcHOBE MOAEIM KJIMEHT/CepBep, B
KOTOpOI1 MoJib30BaTesbckast HH(pOpMaLus nepegaeTcss Mexxy cepBepoM u kinentoM RADIUS.

Konuentparop nocrymna Beictynaet B poiu kiueHTa RADIUS u orBeuaeT 3a B3auMoeicTBIe
¢ BbieneHHbiM  cepBepoM  RADIUS. On ocymiecTBiasieT NEPechUIKY —MOJIb30BaTEIbCKOM
undopmaruu cepsepy RADIUS u orBetoB cepBepa ymaneHHbIM kimeHTam. Cepep RADIUS
XpaHUT 0a3y HaHHBIX I[IOJIb30BATENICH, HA OCHOBAHMM KOTOPOM KIIMEHTaM pa3peliaeTcsl WId
3amperiaeTcs TOCTYI B CETh, a TAKXKE BEIET YUET U3PACXOJOBAHHBIX MOJIH30BATEISIMU PECYPCOB.

Cayx0a npeoOpa3oBanus cereBbix aapecoB NAT

Cnyosicoa NAT (Network Address Translation) nmpencraBiseT MEXaHU3M HCIIOIb30BaHMS OTHHUX
U TeX K€ npuBaTHbIX [P-ampecoB B HECKOJIBKHUX BHYTPEHHUX IOJACETAX, YMEHBIIAS TEM CAMbBIM
NOoTpeOHOCTh B 3aperucTpupoBaHHbix [P-agpecax.

YerpoiictBo, nopnepxuatoniee pynkuuo NAT, pacnonaraercss Ha TpaHULEe BHYTPEHHEH U
BHEIIHEH CeTH W TpeoOpa3yeT BHYTPEHHHE JIOKaJbHBIE aJpeca B YHUKaIbHbIE TioOanbHbie [P-
azpeca mepes OTIPABKOW MAaKeTOB BO BHEIIHIOKO ceTh. [IpeobpazoBanue, ocymectBiasiemoe NAT,
MOXET OBITh cmamuyeckum WM OuHamudeckum. Cmamuyeckoe npeobpazosanue TPOUCXOIUT B
TOM cllydyae, €ClId II0JIb30BaTellb CAaMOCTOATEIbHO KOH(MUTYpUpyeT ajapeca B TabiuIle
coorBeTcTBUll. IIpn 3TOM KOHKpEeTHbIE BHYTpPEHHHUE ajpeca OTOOpa)kaloTcs B 3apaHee YKa3aHHBIE
BHemHue azapeca. [lpu ounamuueckom npeobpazosanuu TOTPAHUYHOE YCTPOMCTBO ¢ (PyHKIHEH
NAT nacTpauBaeTcs TakuM o0pa3oM, YTOObI BHYTPEHHHE aJpeca MpeoOpa3oBhIBAIMCH BO BHEUTHHE
U3 3apaHee ONPEIEJIEHHOIo Iylla aapecoB. Takke HECKOJIbKO BHYTPEHHMX Y3JI0B CETH MOIYT
WCIIOJIB30BaTh OJIMH BHEIIHUM [P-anpec, mo3BoIsiss SKOHOMUTH aIPECHOE MTPOCTPAHCTBO.
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NetFlow

NetFlow — 310 TexHOMO0THS COOpa CTATUCTHKH O MAaKeTaX, MPOXOIAIINX Yepe3
MapuIpyTU3HPYIOIIEEe YCTPOMCTBO CETH U BBIJJAUX €€ HAa BHEIIHUIN KOJIJIEKTOP.

NetFlow ¢opmupyer Tabauily HOTOKOB JUIs BXOAALIIMX M Hcxoxammx [P-maketoB. IloTok
NetFlow ompenensiercsi kak HEHaNpaBiICHHBI IMOTOK IMAKETOB MEXAY JAaHHBIM HCTOUHUKOM H
MPUEMHUKOM. VICTOYHMK M MpUEMHHK ONpenenstores ¢ nomouipio [P-agpecoB u HomMepoB mopTOB
TPAHCIIOPTHOI'O YPOBHSI.

B yactHOCTH, TOTOK OmpeenseTcss KoMOMHaIMel CIeAYIOIUX KIIIOYEeBBIX MOJIeH Makera:

. IP-appecom uctouHuka

- IP-agpecom Ha3HaueHusA

- Homepom nopra TCP/UDP uctounuka
. Homepom nopra TCP/UDP Ha3HnaueHue
. Tunom npotokona 3 ypoBHs

. Tunowm cepsuca (ToS)

- BxomabpiM mornueckuM uHTEpdhericom

DT ceMb MNOJNEH YHUKAJIbHO OIpPENesItoT NOTOK. Ecinm maker ornuyaercs OT Apyroro
3HaYEHHUEM XOTsI Obl OJHOTO KJIFOYEBOIO IOJISl, CUMTAETCS, YTO 3TOT MAKET MPUHAMJICKUT TPYTOMY
MOTOKY. B moToke Takke MOTYT MPHUCYTCTBOBATh U APYrHe MoJs (Hampumep, HOMEp aBTOHOMHOMN
CHUCTEMBI) B 3aBHCHMOCTH OT BEpPCHM OJKCIOPTHOM 3ammcu (export record), KOTOpYIO BBI
koHurypupyere. Bee motoku xpansarcs B kamie NetFlow.

OcnoBubiMu koMrioHeHTaMH NetFlow sBmstorcss x3m NetFlow, B koTopoM XpaHHTCS
uHpopmanus o notoke IP u NetFlow skcropr (export) wiM TpaHCIIOPTHBIM MEXaHW3M, KOTOPBIN
orcelnaet ganHele NetFlow ceTeBoMy KOJIIIeKTOpY.

Jiis xaxkmoro aktuBHOTO TIoTOoKa NetFlow co3maer 3ammch B Ka1ie (3anuch o motoke). Kaxkmas
Takas 3allCh COAEPXKHUT IO, KOTOphbIe TMo31Hee OylayT SKCIOPTUPOBaHBI KojuiekTopy. [lns
skcriopra naHHbIX NetFlow ncnons3yer neirarpammsr UDP.
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Xapakrepuctuku DSA-3110

ArmapaTm,le XapaKTepPUCTUKM:
[Iponeccop: Intel Xscale 533MHz
64MB RAM
16 MB Flash ROM
7 moproB 10/100Base-TX Fast Ethernet
4 nezaBucumo koHpUTrypupyemoix untepgerica 10/100Base-TX
Buewrnuit 010k nutanus 5B 3
CBeToANOTHBIC MHIUKATOPBI TUTAHUS U COCTOSHISI MTOJKITFOYSHUI K HHTEepdeiicam
Konconbaslii nopt RS-232

HporpaMMH()e obecrieyeHme:
ba3oBas oneparonHas cuctema: Linux
Cepsep PPTP
Cepsep PPPoE
DKCHOPT CTAaTUCTHKH (aKKayHTHHT) 10 mipoTokory NetFlow v.5
NAT
Cratnueckast MapIIpyTH3aLHs
Buemnuit syslog-cepsep
Astopuzanus VPN-nogkimtouenuii: nokaiabHo nin RADIUS
[Momgnepxka g0 250 monb3oBaresneil B JOKaIBHOU 0ase
[Mognepxka 10 SO 0OMHOBPEMEHHBIX MOIKITIOYCHUHN
WEB-untepodeiic ynpasnenus
SSH-cepsep
Wntepodeiic komananoit ctpoku CLI
Telnet cepBuc (110 yMOTYaHUIO OTKITIOUYCH )
Kondurypauus untepdeiicon co cratnueckum aapecom min DHCP
MHorouuciieHHbIE BO3MOXXHOCTH iptables, ip U ApYrux yTHIUT, JOCTYIIHBIC Il HACTPOHKH
Yyepe3 CTaHJapTHYIO0 KOMaHIHYIO CTPOKY BCTpOEHHOro Linux.
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YcTaHOBKA

DSA-3110 oGecnieunBaeT BO3MOXXHOCTh KOH(UTYypupoBaHus Ha ocHOBe Web- nunTepdeiica,
YTO MO3BOJISIET UCIIOIH30BaTh B KAYECTBE CTAHIIUH YIIPABJICHUS JIFOOOH KOMIIBIOTED, OCHAIICHHBIH
Web-0pay3epom, HE3aBUCHMO OT ONIEPALIMOHHON CUCTEMBI, H Yepe3 KOHCOIBbHOE TOIKIFOYCHUS
( yuraiite 06 3ToM noapodHee B gokymente DSA-3110 CLI Guide).

Brurouenne DSA-3110. Hauano paGoTsl ¢ yCTPOMCTBOM.

Ilepen Tem, kKak HaYaTh HACTPONKY KOHLIEHTPATOPA A0CTYNA, He00X0AMMO YCTAHOBUTDH C HUM
¢pusznueckoe coenuHenue. s 3Toro norpedyercs:

1. Kommerotep ¢ OC Linux, *BSD, UNIX, Windows wim MacOS

2.  Web-0pay3sep ¢ mogaepsxkoii JavaScript (Mozilla, Netscape Navigator, Microsoft IE, Opera...)
3. KabGemu Ethernet nns mogkmouenus k cetu (RJ-45)

4. Konconpubiit KaGenp RS-232, Bxoasmuii B KOMIUIEKT K yCTPOHCTBY (B Cilydae KOHCOJIBHOTO
MOJKITIOUYEHHS )

Jlanee:
[TonkmrounTte onuH KoHeI Kabens RJ-45 k mo6omMy 13 TOPTOB BCTPOCHHOTO KOMMYTaTopa
(moptseI 4-7), a Ipyroil KOHEI K JocTynmHOMY nopTy Ethernet kommbroTepa wimM KOMMyTaTopa
CYIIECTBYIOIIEH JIOKAJIbHON CETH.
[TonkmrounTte agantep NMUTAHUS, BKIIOYCHHBII B KOMIUIEKT MTOCTaBKU K YCTPOMCTBY U K CETH
nutanus 220B.

Ioakawouyenue k DSA-3110 yepe3 mopt RS-232

Jyst Toro 4ToOBI MOAKIIOUNUTHCS TOPTY RS-232 ympaBieHus ycrpoiicTsa, Ha paboueii CTaHIIMH
HEOOX0IUMO:
[ToakrounTh KOHCOJBHBIN Kabelb, BXOASIINNA B KOMIUIEKT YCTPOUCTBA, K CBOOOTHOMY
COM-nopty paboueii cTaHIIMM OJHUM KOHIIOM (Harpumep, k nopry COM1) u x nmopty
RS-232 yerpoiictBa DSA-3110 npyrum KOHIIOM.

3amycTtuth nporpammy HyperTerminal ( 8 Windows XP nporpamma HyperTerminal
Haxoautcs B Mento «Ilyck»- [Iporpammsr —Ctannaptasie- Cesizb- HyperTerminal) wim
WHYIO TEPMUHAIBHYIO TPOTPaMMY, CO CIEAYIOLUMH MapaMeTpaMu COSTMHEHUS

Cozpnaiite coenvHeHNE C YKa3aHHBIMU HIDKE TTapaMeTpaMH U MOJKIIOYUTECH K
KOHCOJIBHOMY PEKHUMY YCTPOUCTBA (KaK CO3/IaTh COSAMHEHHE B IPOrpaMMe
Hyperterminal cMmoTpute Ha pucyHkax 4-6).

HapaMeTpm KOHCOJBHOT'O COCIUHCHUA:
Cxopocts nopta (Bit per second) —115200

KonmuuectBo 6ut mannsix (Data Bits)-8
KonTpons uernoctn (Parity) — None
KonmuuectBo cron-6mt (Stop Bits) - 1
KonTpons noroka (Flow Control) - None

ITo ymom4yaHuio U1 aBTOPU3aUU B KOHCOIBHOM PEKUME YCTAHOBIICHBI CIIEAYIOIINE
UM T10JIb30BaTeNs U Mapoib: uMs nonb3oBarens (User name) - root, napoib
(Password) - admin.
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New Connection - HyperTerminal

File Edit Wiew Call Transfer Help

D& & =0H o

% Hew Connection

Enter & name and chaose an icon for the connection

Name:
115200 |

lcon

Disconnected Auto detect  Auta detect SCROLL | CAPS | MUM | Capture | Print echo

Pucynox 4

+ 9600 - HyperTerminal

File Edit Wiew Cal Transfer Help

D 55 DB

Connect To

% 3600

Enter details for the phaone number that you want to dial

Countrp/region: | Hussia 7]

Area code: D

Disconnected Autodetect | Adtodetect | GCROLL | CARSHUELSapture Rk scho

Pucynox 5

9600 - HyperTerminal

File Edit Wiew Call Transfer Help

e 5 0B

COM1 Properties
Fort Settings

Bits per second: —
Fowcortk [Nors 9]

Restore Defallts

o
=

J [ Cancel | [ dppty |

Disconnected | Auto detect | Autodetect | SCROLL | CAPS | UM | Capturs | Print echo

Pucynok 6




HHonkarouenue k Web-unrepgeiicy

Web-unrepdeiic ynpaBieHUs COCTOUT U3 JIPY)KECTBEHHOTO IMOJIb30BaTEILCKOTO TPaduIecKOro
unrepderica (GUI), 3amyckaromerocss Ha knmuente u HTTP-cepBepa, 3amyckaromerocss Ha DSA-
3110. CBs3p MeX1y KIMEHTOM U cepBepoM 00bIHO ocyectBisiercs uepe3 TCP/IP coennnenue c
HomepoM nopta HTTP pasubim 80.

g Toro 4toObl MOAKIIOUMTHCS K Web-unTepdeiicy ymnpaBieHHsl yCTpoWcTBa, Ha paboueit
CTaHIIMM HeoOxomuMo 3amycTuth Web-Opay3ep, B aapecHOl cTpoke Kotoporo BeecT I[P-ampec
DSA-3110. IP-anpec DSA-3110 ycTanoBieHHslil mo ymondanuto 192.168.1.254:

1.01kpoiite Web-Opayzep
2.Beeaute IP-agpec DSA-3110 (http://192.168.1.254)

Ipumeuanue: Ecau vl usmenunu IP-adpec, naznauennwviii DSA-3110 no ymonuanuro, yoeoumecs,
umo OwvL1 86€0eH npasuvhbill [P-adpec.

[To ymon4aHHIO yCTaHOBIIEHBI CIIEYIOIINE UMS II0JIb30BATENS U 1apOJIb:

nMms ionb3oBatestst (User name) - admin, mapons (Password) - admin.

B nensax moBbliIeHust 6€30MaCHOCTH CETH PEKOMEHYETCsl U3MEHHUTD Mapoiib aIMUHUCTPATOpa.
[oxanyiicra, nepeiiaute Ha BkiIaaky Cucrema -> Ilaposib aiMuUHHCTPATOpA /17151 CMEHBI
napods. [locne ycnemHoi perucTpanuy NOsSBUTCS OKHO CTaTyca CUCTEMBI:

2 Hauano - Mozilla Firefox

daiin  Mpaeka Bna  Mepexoa  3aknaakn  MHCTRyreWTel  Cripaska

<:| - A_l - @ @ [] http:/f192.168.7.251 findex. htmizmenu=h

D-Link

Building Networks for People

v| © nepeitn |[GL

English

Hauano

4} Hauano

wd CTATHMCTHKE!

o Cem
Napamerp 3HaueHve

© Crynca PPP IHaueHme 61 MBaiir
CeoB0AHON NamMATH: 40 MBaiT
& cuctema

BpemA OecnepepsEHOR padoTs! 2 aH, 23 yac, 20 M1H,

Ouepeab NPOLECOs B cpeaHen (33 1, 5, 15 rmaHyT) 1.00,0.99, 0.91

AKTHEHEL MPOLLBCOB: 1

Beero npouecoe: 21

Pucynok 7. OkHO cTaTyca CUCTEMBI.

B ycTpoiicTBe nMeeTcst BCTpOCHHASI BO3MOXKHOCTh TIEpEKITIOUeHUS s13bika Web-uHTepdetica ¢
MOMOIIBIO0 OHOTO KJIMKa. JJ1st 3TOro Haskmute Ha Haanuch English nnu Russian B npaBom
BEpPXHEM yriTy dkpaHa. [lepekioueHne s3b1ka JOCTYIMHO U3 JIF000TO MEHIO U MTOIMEHIO.

Buumanmue: /{715 mpuMeHeHUs HaCTPOEK, N3MEHEHHBIX B MeHIO Web-uHTepdeiica ycTpoiicTBa
TpeOyeTcs COXpaHUTh POU3BeeHHbIC U3MeHeHus B MeHI0 Cucrema->Kondurypanus-
>CoXpaHMThb U NIepe3arpy3uTh yCTPONCTBO.

Buumanue: U3menenne nHactpoek DSA-3110 yepe3 Web-unrepdeiic nponcxoaur He
MTHOBeHHO. /[Jisi npuMeHeHNsl HEKOTOPBIX H3MEHEHUIT MOXKeT MOTPe0OBATHCS HEKOTOPOE
BpeMsi, I03TOMY MOAO0KANTE, I0KA YCTPOHCTBO NMPOU3BeIeT Bce He00X0IMMble BHYTPEeHHHE
omnepanum.
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Hacrtpoiika ycrpoiictBa ¢ nomoumbio WEB-unrTepgeiica
Menro-Cersb

JlaHHBIN IYHKT MEHIO UCIIOIB3YETCs Ul TPEX LENEH:
- Hactpoiiku cereBbIx mapamMeTpoB GU3NIECKIX HHTEP(EICOB YCTPOUCTBA;
* Hactpoiiku TpaHcisiiuu aapecos (NAT).

» Hactpoiixu cepsepos umeH (DNS) u 1oMeHOB noucka

[Topte! eth-0 —eth-3 umeroT cienyronryo NpuBsA3KYy K ITU(POBEIM 0003HAYECHHSIM TIOPTOB,
HAHECEHHBIX Ha KOPITYC YCTPOUCTBA!
Eth-0 — noptst 4 -7

Eth-1 — mopt 3
Eth-2 - mopt 1
Eht-3 - mopt 2

[Toptel 4-7 - mpeAcTaBISAIOT COO0K KOMMYTATOP C M30JIMPOBAHHBIMU MTOPTAMH (T.€. TIeperaya
MAKETOB MEXAYy MOPTaMU KOMMYTaTopa 3ampelieHa, ToJIbKO Ha ApYyrue HHTepQeichl.

[To ymonuanuto Ha ycrpoiictBe co3nan 1 unrepdeiic Ethernet co ctarnueckum IP agpecom:
Eth-0 - 192.168.1.254

Hacrtpoiika ceTeBbIX uHTEepdeiicoB
+  Ortkpoiite MeHIO CeTh

3 Cern - Mozilla Firefox

dafin Opaeka Bua  Mepexoa  3aknaakn  VheTpymedTsl  Cnpasea

@-o -8 TR [ emfase.160.7.25ndes hemmeri—n

D'Link English

Building Networks for People

v © nepeimn |[GL

CaTh

42 Hauano

i MoANYHKTEL:

= Cers
Ha3sBanve Onucanme
P CeTeetie nHTepdEAcs " . bevicas (a0
5 acTpO/Ka ceTeBkk MHTEptheiAtoR (A0GABNEHHE HOBLIX M HIMEHEHME
~ W& CeTepbie NHTepheric!
W' TpaHcnauwa agpecos ph CYLLECTEYHILL ML)

W TpaHonALmMA 34pecos HacTpoiika TpaHonAaLMK agpecos

& Cnysa PPP

& Cucrema

Pucynok 8. Mento Certb.

- Bribepute CeteBble nHTEpP(eiichl

17



3 Cern >> Cetesbie unte pdefics - Mozilla Firefox

Daiin

Opaseka BAA  MEPexOA  3AKMAAKH  UHCTPYHeHTH!  Chpaska

@& R [ hemsz 607250/

v| © nepeimn [[GL

D-Link

Building Networks for People

English

CeTb »> CeTeBble MHTepheACh!

Hauano -
@ B Kondurypaumsa:
® Cems
- ViHTeptheiic 1P-aapec Macka cetn Tun untepdeiica
W CeTeBLIE HHTEpMhEcE
- o |oopback
W' TpaHcnauma agpecos
s ethd 192.168.7.251 255.255.255.0 static
Cnyxba PPP
© B sthl dhep
& Cucrema | eth2 dhep
B sth3 dhep
W9 [oBasTs ceTesofl MHTepdteic

Cnoce6 3anycka

ABTOMATHHECKN

ABTOMATHYECKH
BpyuHyio
BPy4HyHO

BpyuHyo

Pucynok 9. Mento Cetb -> CeteBble HHTEP(HEHCHI

« Bribepute u3 cicka unTepdeiic st KOHPUTYPUPOBAHUS WU HAKMUTE Ha “/l00aBUTH
HOBBII MHTEP(eiic” 11 co3manus TONOTHUTEIHLHOTO afapeca sl JaHHOTO nHTepdeiica.
« B nosBusmetics hopme BeiOepute Tin uHTepPeiica: crarnueckuit , DHCP, PPTP unu

PPPoE.

Baumanue: B 1aHHOM yHKTE MEHIO MPOU3BOAUTCS HACTPOUKA CETEBBIX HHTEP(HEHCOB

ycrpoiictBa. To ectb, mpu Beioope Tumna PPTP unu PPPoE npousBoauTcs HacTpoiika KiMeHTa

MIOJIKJIFOUEHHUs] YCTpOWCTBa K BHemHemy cepBepy PPPoE ninu PPTP.

Hactpoiika Bayrpennero PPTP unu PPPoE cepBepa ycTpoiicTBa mpou3BOAUTCSA B IyHKTE MEHIO

Cayxoa PPP.

Hacrpoiika cratuyeckoro uurepgeiica

) Cers »> Cerenbie wate pde ichl >> [paska ceTeroro uHTe poeica - Mozilla Firefox

Dafin Mpaexa Bua Mepexoa  3sknaacn  WHcTpymentsl  Crpasica

<3 hl L; b @ @ ‘u http:/{192.168.7,251 ind:

aiface=ethn

V‘ @ nepetitn “Q,

@ ey

B KoHbHrypauma:
o cem
Napamerp Inauenue
# CeTetle HHTEPDEACE
W Tpawcnaua aapecos MHTeDdefC:
PR T mereseia:
& Cucrema IP-aapec: (*) __192‘163‘7.251
Macka ceTh: 255,255.255.0
1P-aapec ceh: [ |
Wkporosew -+ IP-aapec: L]
Pasmep naketa MTU; 1
MAC aapec MHTepdieica: ]
MeTpHKa: [ 1
LUnko3 Mo-yHONHaHKID! 192,168 7.1
@ sBTOMATHUECKW
Crocof 3anyeoka:
O Bpyqnyio
TIepEA, 33MYCKOM BLIMOMHATL: L ]
Mocne 3anycka BENONHMTS: v

Pucynox 10. Hactpoiika ctatuaeckoro [P anpeca na unrepdeiice
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. Wwms unrepdeiica: HazBaHUE KOHPUTYpHPYyEeMOro HHTEepdeiica

- Tun untepdeiica: cnocob KoHPUTYyparuu JaHHOTO HHTEp(deca (CTATHYECKHI)

- IP-agpec: npucBauBaeMsblil uHTEpdeiicy IP-anpec

- Macka ceTH: Macka oJCeTH

. IP-aapec cetu: anpec [P-cetu xonpurypupyemoro unrepdeiica, Heobsizamenvhsiii napamemp,
ONPENENSAETC aBTOMATUYECKH 10 MAaCKe ITO/ICETH.

- IIupoxoBemarenbublii IP-agpec: anpec cetu s pacChbUIKM IIMPOKOBEINATEIbHBIX TAKETOB.
Heobsizamenvubiti napamemp, ONpeenseTcsi aBTOMaTHYeCKH 110 MAaCKe MOJCETH.

- Pa3mep nakera MTU: no3BoisieT BpyuyHYyI0 CKOH(UTYPHUPOBAaTh MaKCHMaJIbHBINA pa3mep
nepeaaBaeMoro uHrepdeiicom nakera. HeooszamenvHulii napamemp.

- Merpuka: metpuka untepgeiica. [To3Bonsier Ha3HAYUTH TPUOPUTET UHTEPPeEiica.
Heobsi3amenvhuiii napamemp.

- a3 no ymoauanmio: [P-anpec nuto3a no ymonyanuto. 3afaet aapec JUisi MaplIpyTU3aluu
[IAaKETOB BO BHEILIHUE ceTU. Heobsa3amenvhblll napamemp

- Tun 3amycka: mO3BOJSIET BKIFOUYUTH WM BBIKJIFOUUTH ABTOMATUYECKUH 3aIlyCK TAaHHOTO
uHTepdeiica mpu 3arpys3ke yCTponcTBa.

- Ilepen 3amycKoM BBINOJHHUTD, MOCJIE 3AIIyCKA BBINOJIHUTD, IIEPE] 0CTAHOBKOM
BBINOJTHUTD, NMOCJI€ OCTAHOBKH BBINOJHUTH: TIO3BOJIAET BRIMOTHUTH kKomaHy OC Linux npu
HaCTYIUICHUH 33JaHHOTO COOBITUS, HAIpUMeEp J00aBIeHHE MapUIpyTa U €ro yaJleHue Mpu
BKJIIOYEHUH U BBIKIIIOUEHUH UHTEpdelica. Heobsazamenvhvie napamempul.

Hacrpoiika untepdeiica DHCP

) Ceth >> CeTeBie HHTe pdeiics >> Mpaska ceTeroro WHTE pdefica - Mozilla Firefox
®sin Mpasca Bua Mepexop  3scnagkn  MMCTywenrer  Cnpasca
@ - - & ) [0 hewitnise.ses.7.2510md piiface=ethd ¥| © nepsiim |Gl
~
Hauano -
@ B, Kondurypauma:
% Cem
- Napamerp Inauene
A CeTesbe MHTEpeics!
[ R —— VkTepdeic: etho
! -
© Crywba PPP Tun uHTepdeiica; DHCP
& Cucrena Vma xocTa: (*)
MAC appec MHTepdedca;
© ppTOMATHHECKH
Chocob zanyeka:
O Bayunyio
MEpeA 33MYCKOM BEINONHMTE
Mocne 38NyCKa BEINonHHTE;
MNepes 0eTaHOBKOR BEINONHNTE:
Mocne 0CTaHOBKK BEINONHWTE:
K YnanTe & CoxpannTe
v

Pucynok 11. Hactpoiika DHCP kinenTta Ha uatepdeiice.

- Wwmsa unTepeiica: Ha3BaHNE KOHPUTYpUPYEMOTo HHTepdeiica

- Tun nntepeiica: cnocod koHurypauuu ganuoro uarepdeiica (DHCP)

- WM xocta: ums U1 uAeHTU(UKALMY IPU OTy4YeHuu ajgpeca ot cepsepa DHCP.
Heobszamenvhuiti napamemp.

. MAC-aapec untepdeiica: anmapaTHbIi aapec I YCTAaHOBKU Ha HHTEpQEHcC.
Heobsazamenvubviii napamemp.
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- Ilepen 3amycKoM BBINOJHHUTD, MOCJIE 3AIIyCKA BBINOJIHUTD, NIepe] 0CTAHOBKOM
BBINOJHHUTD, NMOCJI€ OCTAHOBKH BBINOJHUTH: TIO3BOJISET BHIMTOMHUTE KomMany OC Linux npu
HACTYIUICHUH 33JJaHHOTO COOBITHUS, HaIpUMeEp J00aBIeHHE MapUIpyTa U €ro yaJleHue Mpu
BKJIIOYEHUH U BBIKIIIOUEHUH HHTEpdetica. Heobsazamenvhvie napamempul.

- Co3nanue HOBOTro nHTepdeiica: ncrnonp3yercs s qodasnenus [P-agpeca cymecTpyromemy
uHTepdeiicy. s 3Toro He0OX0IMMO BBECTH UMs HHTepdeiica B cienyromeM Gpopmare:
ethX:<1-255>, rne X — HoMep uHTEpdeiica, KOTOpoMy OyIeT Ha3HAYEeH JTOMOIHUTEIbHBIN
aapec, 1-255: nopsiakoBeIif HOMep gononHuTenbHOro IP-anpeca untepdeiica. [Ipumep: eth0:1
— MepBBIN TOTONHUTENBHBIN anipec Ha uHTepdetice eth(. JanpHelimas nactpoiika [P-agpeca
BBINOJIHACTCS aHAJIOTHYHO HACTPOIKE cTaTUYECKOro uHTepgeiica.

- Ilo oxoHYaHMIO U3MEHEHMSI HACTPOEK HAKMUTE KHONKY COXpaHHUTh.

Hacrpoiika nnrepgeiica PPTP (Point-to-Point Tunneling Protocol)

- & - [0 httpi//127.0.0.1/ind b face_type=pptp | A D&|.sx

Cerb >> CeTenbie unTepcherics > [lo6asnenve

& Kondpurypauns

Rapauerp Juavenme Npuuep

—— Sample_provider
—— Net_sener
I Password
— 15216801

& Asrouarmvecku
Griocot aanyera: prT—

Pucynoxk 12. Hactpoiika untepgeiica PPTP

- Twun unrepdeiica: ciocod kordurypanuu gannoro uarepdeiica (PPTP)

- Ha3BaHmue coequHeHMsi: Ha3BaHNUE KOHPUTYpUPYEeMOro HHTepderica

. IToab3oBareiib: UM Monb30BaTens A uaeHtudukanuu Ha PPTP cepepe

. ITapoasb: mapons nonb3oBarens uaentupukanun Ha PPTP cepsepe

- IP aapec cepsepa: IP agpec PPTP cepsepa, k KOTOpOMY ITPOU3BOIUTCS NOAKIKOUEHUE

- Tun 3amycka: M03BOJSIET BKIFOYUTh WM BBIKIIOUYUTH ABTOMATUYECKUI 3aIlyCK JAaHHOTO
uHTepdeiica nmpu 3arpy3Ke yCTponcTBa.

- Ilepex 3amyckoM BBINOJHHUTD, MOCJIE 3AIIyCKA BHINOJIHUTD, IIePe] 0CTAHOBKOM
BBINOJIHUTD, 110CJIe OCTAHOBKHU BBINOJIHHUTD: TI03BOJISET BHIMONHUTE KomManay OC Linux mpu
HACTYIJICHUH 33JJaHHOTO COOBITHUS, HAIpUMEp J00aBIeHHE MapUIpyTa U €ro yaJlleHUe Mpu
BKJTIOYEHUH W BBIKIIIOUCHUH HHTEpdetica. Heobsazamenvhvie napamempul.
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Hacrpoiika unrepgeiica PPPoE (Point-to-Point Protocol over Ethernet)

- @ - [ http:4127.0.0.1/ind _type=pptp | D& 8 x

Savenne Mpuwep.

Sample_provider
Net_Server

] Password

182.1880.1

Criocos sanyera: Astouarnieckn

Pucynok 13. Hactpoiika unrepgeiica PPPoE

- Twun unrepdeiica: ciocob koHpurypamu gannoro urepdeiica (PPPoE)

- HazBanmue coenmHeHMsi: Ha3BaHUE KOH(pUTypupyemoro uHTepgeiica

. IToab3oBareiib: UM Monb3oBatens A uaeHtudukanuun Ha PPPoE cepsepe

. ITapoasb: mapons nons3oBarens uaeHtugukannn Ha PPPoE cepsepe

. IP anpec cepBepa: IP agpec PPPoE cepBepa, kK KOTOpoMy MPOU3BOAUTCS MOAKIIOYEHUE

- Tun 3amycka: N03BOJISIET BKIFOYUTH WM BBIKIFOUYUTH ABTOMATUYECKUH 3aIlyCK JAaHHOTO
uHTepdeiica mpu 3arpy3ke yCTponcTBa.

- Ilepen 3amycKkoM BBINOJHHUTD, MIOCJIE 3AIIyCKA BHINOJIHUTD, IIePe] 0CTAHOBKOM
BBINIOJIHUTD, 110CJIe OCTAHOBKHU BBINOJIHUTD: TI03BOJISET BHITONHUTE KomManay OC Linux mpu
HACTYIUICHUH 3a/IaHHOTO COOBITHS, HaIpUMep A00aBlIEHNE MapLIpyTa U €ro ylajJeHue Mpu
BKJIIOUEHHUH U BBIKIIIOUEHUH uHTepdeiica. HeobsazamenvHvle napamempeol.
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Tpancasiuus cereBbIX apecoB

Bribepure stoT myHKT MeHto aiist HacTpoiiku NAT (Network address translation).

JlaHHBIN YHKT MEHIO UCIIONB3YETCs, YTOOBI OOBSIBUTH MO/ICETH, KOTOPBIM TpeOyeTcs: TpaHCISIUs
anpecoB. Ouzndeckuiit uHTEpQEiic, UCIONB3YEMbIH ISl TPAHCISIUHN TOW WM MHOU CETH,
BBIOMpAETCS] aBTOMAaTUYECKU HA OCHOBAaHUH CETEBBIX HACTPOECK, CAICNAHHBIX B MyHKTEe CeTh -
CereBble UHTEPQEHCHI.

[To ymomuanuto NAT ocymectBnsiercs ans ceteit 192.168.1.0/24 u 172.22.0.0/24
«  Ortkpoiite meHto CeTh- Tpancasiuus agpecon
+ Haxwmure PeqaktupoBarb

¥ Cers »> Tpanciaun anpecon - Mozilla Firefox BEE

s fpasca  Bra  Mypran  3aknagen  WHCTpymenTel  Cnipaeca

@ - -@ (% [ reepuirioz 16s.7.179/ndex hemmenu=nezub=n [~[ ][] [4)

- English
D-Link

CeTh >> TPAHCNALMS 8Apecos

4 Hauano

JercTera:

CrcTema
¢ HazBanve onucanme

o cemw @ OTENOUHTE OTKNKUKTE TREHCNALHKD 34PRCcoE

R Cetessie nHTepterice

7 TpanonAma aapecos &, FaeoackAe BOCCTaHOBNEHNE 33BOACKHX HACTROEK

& Cepsep vmed

£ Cnyx6a PPP

. KodurypaLn

TNapawierp 3nauenue Cratye
192.168.3.0/24
192.168.4.0/24
192.168.5.0/24
192.168.6.0/24

Cetn BRnioueHo

PeAaKTMPORaTE

Pucynox 14. Mento Cetb — Tpancsiius aapecos

* BBeauTe nmojiceTh U yepe3 Cleml KOJTMYECTBO JBOMYHBIX Pa3psIOB CETEBOW MACKHU, KOTOPbIC
paBHbl 1 (Hanpumep, /16 coorBercTByeT 255.255.0.0, /24 255.255.255.0, /30 —
255.255.255.252 u T. 1.).

* Haxmure kHOnKy COXpaHUTh.

%) Cets >> Tpancasus aapecos >> Mpaska TpaHc/AKH anpecos - Mozilla Firefox FEX

@ain [Opaska DA Mapexod  38KNaAKH  HHCTPYWEHTRl  CRpaska

& - \_; g0 @ [ Petpif192.168.7.251 findex tmiPmenu=n@sub=ngaction=e | © neperm [IGL |

- English
D-Link

Building Networks for People

CeTe >> TpaHCNAWA aApecos >> MPagKka TPaHCIALMM 8APECOE

£} Hauano

. KoHdMrypaLma:

® cem
NapameTp 3nauenne Npumep
BE CeTeskle MHTEPhECcE

gg igﬁnluéz/gq 192.168.0.0/24
Cern: e 192.168.3.0/24
192.168.4.0/24

¥ TpaHmAUMA 3apecos

& Cnyxba PPP

& Crcrena

& CoxpannTe
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Pucynoxk 15. Hactpoiika Tpancisauuu anpecos.

CepBepa umen

DTO MyHKT NpeHa3HaueH A 100aBiIeHus B cucTeMy cepBepoB uMeH (DNS cepBepoB) u JOMEHOB
TIOWCKA.

[NepBbie ncnonb3yrotes i conocraBineHus [P u nmenn cepsepa B MaTpaceTsx wiu MaTepHeTe
(0OBIYHO yKa3BIBAIOTCS MPOBAKICPOM WIIM HA3HAYAIOTCS aIMUHUCTPATOPOM CETH), BTOPHIE HY>KHBI
JUISL aBTOMO/ICTAHOBKH JIOMEHA TIEPBOTO MJIM BTOPOTO YPOBHS IPH YKa3aHUH HETIOTHOTO UMEHHU
(HanpuMmep, ykasbiBaeTe yandex - mojcTasinsiercs yandex.ru) .

>> Cet >> Cepae pui nmen - Mozilla Firefox

oiin  [pasra W MHeTpymenTsl  Cnpaka

-8 0 @ | T hetpeji192.166.7.250)indexhtmimenu=ntsub=d v @nepei [CL ]

D-Link
CeTb >> CepBapbl MMeH

Ay Hbus [ KoHtbrypaLma:
7 Cem

B8 CeTeebie HHTEphEdcs Maparerp 3Havene

¥ TpaHonAuMA aapecoe & Cepsepsl nreH B0.82.48.1

R CEbREANTHED e —— o
€ Cayxba PPP
& cucrema

Pucynoxk 16. CepBepbl uMeH
HobaBinenue DNS cepBepa

«  Orkporite meHo CeTb -> CepBepbl HMEH

+ BriGepute CepBepbl HMeH

- Bseagute B mnose 3nauenue IP agpeca DNS cepBepoB (paspemaercs onun [P aapec B kaxmoin
cTpouke, HO He Oonee 3 IP agpecoB)

« Haxwmure kHoniky COXpaHUTh

v, ~. " >>Cerb >> Cepaeps umeH - Mozilla Firefox

Gaiin  Opaeka  Baa  Nepexod  3sknaakn  VHcTpywedTel  Crpaska

@-op- @ (x] @] [ L1 htpefy192.168.7. 250 index hitmipmenu=nisub=dBaction=n | © nepern [GL ]

English

D-Link

CeTb »> CepBepbl MMeH

Hauano -
kol [ Kondmrypaymna:
= Cems
M| Ceressie MHTepdedce Mapanerp CILELILD LT
¥ TpaHcnauua appecos 80.82.48.1
192,168,3.1
Cepeepel umeH
& Cepeep Cepeepk MMEH; 80.82.48.1
€ Cnyxbia PPP
& Cuctema
& Cosparate
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Pucynoxk 17. Jlo6aBnenue CepBepa uMeH

JlodaBiienue JlomeHa moucka
+  Orkpoiite meHto CeTb -> CepBepbl HMEH
+ BriGepute JloMeHbI MOMCKA
- Baenute B nosie 3HaYeHMe UMEHA JOMEHOB IIEPBOTO UM BTOPOIO YPOBHS (pa3pelaeTcs: OAHO
uMs B KaXKJI0H cTpouke, HO He Oornee 3 IP anpecos)
- Haxwmure kHonky CoxpaHuTh

>> Cerp >> Ce pae psi nmer - Mozilla Firefox

Gafin  Opaeka  Baa  Nepexod  3sknaakn  VHcTpywedTel  Cripsska

- - @ (] @ [ 11 hitpeyy192.168.7. 250 index htmiPmenu=nisub=dBaction=s v| @ nepeim [[GL |

English

ink
5
D-Lin

CeTb »>» CepBepbl UMeH

42 Hauano 4 Kondmrypauma:

.

L Napamerp Inauenie NpuMep
MR CeTessia MHTEPMBACK!
W Toacnauwa aapecos o example.com

JLOMEHE NOHCEaS! com

& Cepeepsl vker e

€ Cayxba PPP

& Cuctema & CoxpannTe

Pucynok 18. JlobaBrneHue joMeHa Moucka
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Menrw-Cuayxoa PPP

Paznen ommceiBaeT HacTpolKy cepBepa nocryna (BHyTpennero cepepa PPTP unu PPPoE).
Buumanue: OTHOBPEMEHHO MOXKET UCTIOIH30BATHCSA KAK OUH U3 MPOTOKOJIOB JOCTYIA, TAK U 002
BMECTE, OIHAKO 0a3a JaHHBIX MOJIb30BATENIEH SBISETCS OOIIEH /711 000MX MPOTOKOJIOB.

Hacrpotiika mapameTpoB cepBepa IOCTyIa ocymiecTBisieTcs yepe3 Web-untepdetic:
Ortkpoiite meHto Cary:xx0a PPP

©) Cnyw6a PPP - Mozilla Firefox CEX

Oafn [peecs  BMA KyPHan  3aKRAAKH  UHCTPYMEHTHl  Crpamka

- @ (51 [0 retpugn192.165.7.75findex emPmenu=p =[] G| <)

English

D-Link

Building Networks for People

Cnyxba PPP
4 Hauano P
b= MNoanyHKTLI

CHcTeMa
¢ Hazeanne Onucanme
o cen B PPTP cepeep HacTpokka cepeepa PPTR

[ PPPOE cepeep HacTpoiika cepeepa PRPOE

. Cnyxba PPP

B PRTP cepeen [ Cepsep cBopa catkeThkn HacTpofika agpeca cepeepa ciopa cTATMCTHEK

[B PPPOE cepsep [8: RADIUS cepeep HacTpofika appeca RADIUS cepesepa

Cepeep c00pa CTATHCTHEM

B Cepeep " €8 NaonszoeaTend PAP HacTpofika Nonb30BaTenel aBTOpH3YIILLHMKCA No PAP MeTogy

[82 RDIUS cepeep

m Monbsoeateni BED m MonboeaTend CHAP HacTponka NONe20B3TENEH AETOPKMEYIOWHKCA N0 CHAP MaToay

@ Nonezoeateni CHapP

Pucynok 19. Mento Ciyx06a PPP.
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PPTP Cepsep

2TOT IMYHKT MCHIO NPCAHA3HAYCH AJId ONPCACIICHUS HACTPOCK BHYTPCHHCTO PPTP cepBepa.

Bri6epute Cepep PPTP

Ha nmosiBuBIIelicst crpanuiie Oyznet oToOpaskeHa TekyIias Konpurypaius cepsepa PPTP

) Coym6a PP >> PPTP cepaep - Mozilla Firefox

@afin  Opabka BMA  MYPHAR  38KNAAKM  MHCTDYMEHTHl  Crpabka

@ - -@ (3 |1 etmyy132.168.7. 17 jndes tmlmenu=pisubp [=[®] [CF] 4]

English

D-Link

Building Networks for People.

CnyxBa PPP => PPTP cepBep

Hauano _
@ [ KoHgurypaums:
& CucTena
Napametp Iuauenne
® cers Cepeep PRTP ermiaUeH; Aa
ABTOPMALMA NONk30EaTENEM: YOENEHHKIR paAMYC-cEpEED
& Cnyx6a PPP 192.168.3.1-15
Aapeca AnA cepeepa (localip): Top1tma1s
[* PPTP cepeep —=
192.168.3.16-250
B PPROE cepeep AADBE3 AR KTMEHTOS (remofein): 192.168.4.16-250
[ Cenep shopa cratveTkn [E—
[Ba REDIUS cepeep

8 Nonesosaten PAP
@ Nonezosatent CHEP

Pucynox 20. Mento Ciyx6a PPP- PPTP cepsep.

Haxxmunre PenakrupoBars

3 Crymba PPP > PPTP cepuep »» Ipanka napametpos PPTP ceprepa - Mozilla Firefox

Gaiin  Mpaeca  Bua  HypHan  3acnadkn  MHCTPYMeHTel  Cnpaera

@ - @ (& [0 hepggisz. 168.7.179jnd tion=s [=[®] G [%]

English

D-Link

Building Netwarks for Peopia

CrnyexBa PPP == PPTP cepeep >> Mpaska naparMeTpos PFTP cepeepa

Hauano -
o [ Kondurypauvs:
& Cncrema
Napamerp 3HaueHne MNpumep
o cers Cepsep PPTP B104EH

& Cnyx6a PRP © NokaneHas Gaza PAP/CHAR

[y PPTP cepeen

ABTOpHzaUMA NONk30BaTENRH NaraneHan Gaza PAP/CHAP
@) ¥aaneHHbIA pagHyc-cepeep

%) PPPOE cepee
b reer O Na ymonuaHno
[& Cepeep cBopa crateTHRn
192,168 3.1-15

B RADIUS censen Aapeca ana cepeepa (localipy 102,168 4.1-15 192.168.3.1

© Bpyunyio:
@i Nonezoeatenv PAR
82 Noneaosarenn CHEP

© Mo yronuamma

AQpEta AN KNMEHTOR (remoteip) 192.166.3.16-250 192.168.33
[EER Pl O Bpyayia; | 192108416250 195 168 5 554

& CozpannTe

Pucynoxk 21. Hactpoiika PPTP cepsepa.

Cepsep PPTP Bkintouen: ¢uiar, BKIIOUAIOMIMK WK BhIKITIouatonmii BHyTpeHHuit PPTP cepsep Ha
YCTPOWCTBE

ABTOpHU3aIUs MOJIb30BaTeJIeii: BEIOOp 0a3bl JaHHBIX MOIH30BATENCH — JIOKATBHO WIIH yAaleHHas
Ha BHemHeM cepepe RADUIS

BHumaHue: Tpu UCIIOIB30BaHMK 0a3bl JaHHBIX BHeIIHero cepBepa RADIUS nonb3oBarenu B
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JIOKaJIbHOH 0a3e aBTOpU30BaThcs He OyAyT!

Anpeca nasa cepsepa (localip): circok agpecos, ucnosib3dyembix cepsepom PPP co cBoeit cTopoHsI.
JlomyckaeTcs mepeyrcieHre ceTel yepes 3arsTyro, yka3aHue Juarna3oHoB uepes aeduc.

Anpeca 1J151 KJIMEHTOB (remoteip): CIIMCOK aJpeCOB, BBIJIETIEMBIX CEPBEPOM MOIKIFOUAIOITAMCS
kiueHTaMm. JlomyckaeTcs mepedyrcieHne ceTeld yepes 3amsaTyro, ykasaHue Tuana3oHoB depes neduc.
[To okoHYaHUIO U3MEHEHUSI HACTPOCK HAXMUTE KHONIKY COXpaHUTh
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PPPoE Cepgep

DTOT MyHKT MEHIO MpeIHa3Ha4YeH ISl OnpeesieHus HacTpoek BHyTpennero PPPoE cepsepa
Bri6epute Cepep PPPoOE cepBep

Ha nmosiBuBIIetics crpanuiie Oyzet otoopakeHa Tekyiias konuryparus cepsepa PPPoE

3 Caym6a PPP >> PPPOE cepep - Mozilla Firefox

Dain  Opsexa Bia ypran  3scnsack  MncTpymenTsi  Crpasia

@ - @ (3 [ hetpuinisz. tes.7.1790na [=[®&] iG] &)

] English
D-Link

Cnyxba FPP == PPPOE cepeep

A Havano B KoHdrrypauna;
@ crcrena Mapamerp Jnauenne
® cers Cepeep PPPOE BEMIgUEH: na
- ABTODM23UMA NONk208aTENEH; Nokanenan Gaza PAP/CHAP
£ Cnyxba PPP Ethernet uHTepdeicy; eth3
By PPTP cepeep MMA KOHUEHTRATORa! DS5AS110_Conc
[ PPAOE cepeep VIMA cepBnca; Internet MainSery InetGateway
[+ Cepeep chapa cTaTHETHEM Aapeca ana cepeepa (localip): 192.1685.1
s oIS copoep ARPECE ANA KNHEHTOE (rematein): 192 165310240
€8 Nonaosateny PAP 192.168.6.1-250
£8 Nonzosateny CHAP PefaKTHROEETE

Pucynok 22. Mento Ciyx0a PPP- PPPoE cepsep.

Haxxmure PerakrupoBars

¥ Coyw6a PPP > > PPPOE ceprep >~ Mpaska napameTpos PPTP ceprepa - Mozilla Firefox

Daiin  Opaska BMA  KypHan 3anaacn  MHCTRyMeHTel  Cripaska

@- @ {1 [ vetpoL52. 1687 175finckx. Femfimer=piss b=efiaction=e [=[ ] [ =Y

D-Link

Building Networks fof People

CrykBa PPP »> PPPOE cepaep => MpaBia napaMeTpos PPTP cepeepa

Hauano -
@ [ KoHdMrypaumra:
& cucrema >
Napamerp 3uauenne Np1Mep
® cemw

Cepeep PPPOE Brn0YeH

£ Cnyxba PPP
. @ Nokanshan Ba3a PAP/CHAP
[ PPTP cepeen ABTOPHIALMA NONL30BATENEA NokansHan faza PAP/CHAP
O yaanerHeli pagyc-cepesn
[ PPPOE cepeep

[ Cepeep chopa cTaTHCTHEW eth3
[ etho
8 RaDIUS cepeen Ethernat HATepdiice:
& Nonssosatend Pap [ etht
£& Nonesosatenk CHaP [ ethz
WA KOHUBHTpaTOpa: |DSAS110_Canc | DSA_3110
Hma cepenca; |Internet MainServ InetGateway | Internet gateway
Apeca AnA cepsepa (Iocalin): 192.168.5.1 192.168.3.1
192.168.5.10-240

192.168.56.1-250 192,168.3.3

Adpeca ANA KNWeHToB (remaoteip): 192,168.3.5-254

& Corpanrms
=

Pucynok 23. Hactpoiika PPPoE cepsepa.

Cepsep PPPoE Bkitouen: ¢uiar, BKIIIOYarOMMii WiK BbiKItodaromuid BHyTpenHuit PPPoE cepsep
Ha yCTPOMCTBE
ABTOpH3a1Us NM0JIb30BaTeJIei: BEIOOp 0a3bl TaHHBIX MOJIb30BATENIEH — JIOKAJIbHO WK y/laJIeHHAs
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Ha BHemHeM cepsepe RADUIS
BuuMaHue: ipu UCIIONL30BaHUH 0a3bl JJaHHBIX BHelTHero cepBepa RADIUS monb3oBatenu B
JIOKaJIbHOI 0a3e aBTOpU30BaThcs He OyAyT!

Ethernet unrepdeiicnbl: duar, onpeaensromuil Ha Kakux U3 Gu3nyecknx HHTEpHENcoB yCTPOMCTBA
(ethO-eth4) nmpousBoauTCs aBTOpU3aLUs KIMEHTOB 1o ipoTtokosty PPPOE BHyTpenHNM cepBepom
yCTpOWCTBa

HNms konuenTparopa: ums (Acsess Concentrator name), HazHauaemoe PPPoE cepBepy B cetn
Ethernet. [Ipumensiercs mpu Hanuuuu B ceTd Heckoinbkux PPPoE cepBepoB mist pazneneHus
CEPBUCOB, IIPEJOCTABISIEMBIX 3TUMU cepBepamu octyna (AC name MOXeT IepechlIaThCs B
naketrat PADR u ciy>xuth 11 BeiOopa knueHToM HyxHoro PPPoE cepsepa).

Hmsa cepBuca: ums (Service name), HazHauaemoe PPPoE cepBepy B 3aBUCHMOCTH OT THIIA YCIIYTH,
IIPEIOCTABIIIEMON CEThIO, B KOTOPYIO Ipou3BoAnuTCs focTyn. Ha mpakTuke, npu Hamu4uu
Heckonbkux PPPOE cepBepoB B ceTu, ucnonb3yeTcs A BblOopa KIMEHTOM HyXHOro PPPoE
cepBepa (Service name nepecwinaeTcs B maketax PADO u cpaBHUBaeTCs ¢ 3apOoIeHHBIM
KIINIEHTOM UMEHEM ).

Anpeca nas cepsepa (localip): ciricok anpecos, ucnonb3yemsix cepsepoM PPPoOE co cBoeit
cTopoHsl. [lomyckaercst mepeuuciieHle ceTei yepes 3amsaTylo, yka3aHue Juarna3oHoB uepes aeduc.
Anpeca 1Ji51 KJIMeHTOB (remoteip): CIUCOK aJpecoB, BBIACIIEMBIX CEPBEPOM MOAKITIOYAFOIITUMCS
KJIMeHTaM. [lonmyckaercs mepeyucieHre ceTei yepes 3amsaTylo, ykazaHue JUarna3oHoB yepes aeduc.

ITo oxoHUaHMIO U3MEHECHUS HaCTPOCK HAXXMUTE KHOIIKY COXpaHI/ITb
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Kondurypauus cepepa coopa cTaTHCTHKH

DTOT MyHKT MEHIO TIpeIHa3HaueH JUTsl OTPe/IeICHNsI HACTPOSK BHENIHETO cepBepa coopa
craructuku (NetFlow xomnekropa).

Bri6epute CepBep cO0pa cTATHCTHKH

) Coyw6a PP »» Capaep cBopa craTHeTiun - Mozilla Firefox [BEE

Gafin Opaecs Brn  Wypran 3aknaacu  WHcTpymerTel  Chpsexa
himlmenu=psub=t [*[ ][] &)

English

@- @ (& [0 reminiseasnr.ms)

D-Link

Building Networks for Peopla

Cycba PPP >> Cepeep chopa CTaTMCTHEN

A} Hauano =
AeAcTEMA.

P Cuctema
¢ Hazganne Onvcanne

"
0 cem Q@ OTEMIOUNTE OTKMGHMTE FEHEPALMIO CTATHETHKN
£ CayxGa PPR r

'y 3aeopceme BOCCT3HOBNBHHME 33BOACKHME HACTROEK

[ PPTP cepeep

By FFROE cepeep

[ Gepeep ciopa cTaTveT kK
[8h RADIUS cepeep

B KoHdHrypayms:

@i Nonezosatenv PAP IP-agpec Mopr Craryc
&8 Nonezoeatenn CHAR 192.168.7.1 2233 BRAIHEHD
PEAaKTHROBATE

Pucynox 24. Mento Ciyx6a PPP- CepBep cOopa CTaTUCTHKH.

OTKJIIYHTH: HAKATHE 3TOW KHOTKH MPHUBEET K OTKIIIOYEHUIO cOOpa M BBIIaul CTATUCTUKH.
Hcnonb3yiiTe 3Ty Onuuto, eciau BaM He TpeOyeTcs cOOp CTaTUCTUKHU O HOAKIIIOYAIOLINXCS
II0JIB30BATENAX WM Yy Bac HET cepBepa cOopa CTaTUCTUKU.

3aBojicKHe: HaXaTHe 3TOM KHOIIKU IPUBEAET K COPOCy HACTPOEK cepBepa K 3aBOJICKUM
ycTtaHoBKaM. Mcnonb3yiiTe 3Ty ONIMIO B CIy4ae HEOOXOIUMOCTH BO3BpaTa HACTPOEK K 3aBOACKHM,
HaIpUMep B cllyyae oBpexaeHus (aiiina HacTpolKH B UHTepdeiice komanaHou cTpoku CLI.

Jli penakTupoBaHUs HACTPOEK HAKMUTE Ha ajpec cepsepa B Tabauue Ilapamerpsr:

) Cnym6a PP »> Cepne p c60pa CTATHCTHRM > > [paBka apeca cephepa c60pa CTATHCTHKH - Mozilla Firefox EEX

Qaiin [psoka Bua  MypHan  Banamci  UHCTDYNeWTu  Crpaeka

& - -@ (35 | reepuse. 1ee.7.175findex.

D-Link

Building Networks for Paopla

[-[p] [G] &)

English

Coyx6a PPP > Cepeep cBopa CTaTMCTHkK > paska aapeca cepeepa cBopa CTaTMCTHKN

H ~
@ Hauano B Kordmrypauym
& Cuctema
Mapamerp Jnauenne
o cem 1P-agpec (*): 192.166.7.1
£ Cnyxa PPP MopT (*): 2233
B FPTP cepeep

B PPPOE cepeep

[+ Cepeep copa cratheTHen

[Bh RADIUS cepeep & CoxparmTe
€ None3oeaten PAP

£ nonezoeaten CHAP

Pucynox 25. Hactpoiika cepBepa cOopa CTaTHCTHKHU.

IP- anpec: BBenuTe [P-aapec cepepa cOopa cTaTUCTUKHI
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HOpTI BBCAUTC HOMCD I1OpTa, 4€pe3 KOTOpHﬁ 1O c6opa CTATUCTHUKU ITPUHUMACT NAHHBIC.

ITo oxOHUaHUIO U3MEHEHUS HACTPOEK HAXKMUTE KHONIKY COXpaHUTh
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Hactpoiika cepBepa RADIUS

Bribepure 3TOT yHKT MEHIO JUIs1 orpeaeneHus Hactpoek BHemHero RADIUS cepsepa.
Bri6epute Cepep RADIUS

Ha nosiBuBmeiics ctpanuiie oyaet orodpaxkeHna Texymias kondurypanus cepsepa RADIUS.

) Coyw6a PP »> RADIUS cepaep - Mozilla Firefox

@afin  [pasca Baa  Wypran  3scnaaen  MrcTpywenTs  Cipasca

@ - < (35 [ tmgy132.168.7. 173 jndes Ptmmenu=phsubr [-[&] G =Y

English

D-Link

Building Networks for People.

Cny*6a PP >> RADIUS cepBep

@ Havano B KoHdHrypaums:

# cucrena Napamerp JHauenre
® cern Anpec cenpsepa aeTopHIALHH: 192,168.1.25
- Maponk Ana ADETYNA K CEPEEpY SETOPMELNN 123456

£ Cnyxba PPP
B PPTP cepeep AAPEC CEPBEPA SKKAYTHHRE! 192.168.1.25
[ PPPOE cepeep Maponk Ana A0CTYNa k cepeepy akkayTHHra: 123456
[B cepsep cfiopa cratucTvkk
[eh RADIUS cepeep
€4 Nonezoeatenw PAP
@ Nonezosateny CHEP

PEAAKTHPOBATH

Pucynok 26. Mento Cnyx6a PPP — RADIUS cepgep.

Haxxmute PenaktupoBarb

©) Crymba PPP. »> RADIUS cepaep > Mpaska aapecos Radius cepaepa - Mozilla Firefox

thafin  MOpaeca  Bag  Wyprsn  3scnagkn  MacTpymentel  Crpaeca

e - ke @ ﬁ [ hitpuinioz.162.7.1720ng tion=e [=[®] G [%]

English

D-Link

Building Networks for Peopia.

CnyxBa PPP => RADIUS cepeep =>» MNpaska afpecos Radius cepeepa

H _
4@ Hauano [ KoHgurypaums:
& Cucrema

Mapametp JHauenve Mpumep
® cem APEC CEPBENA ABTAPHIALIMM: 192,168,125 192.168.4.1
£ cnyxba PPP Maponk AN3 ADCTYNA K CEPABERY AETORMEALIMMI: 123456 4elI0Bek

B FPTP cepeep
[ PPPOE cepeen

B+ Cepeep cfiopa cTatHeTHkK ANDEC CEPESPA AKKEYTHHNE: 192,168.1.25 192.168.4.1
g RADIUS cepeep
Mapank ANa AOCTYNE K CEPBEnY aKKAYTHHIa: 123456 481108k

@i Nonezoeatenv PAR
&8 Nonksosatent CHAP

& CozpannTe

Pucynok 27. Hactpoiika cepsepa RADIUS.

Anpec cepBepa apropu3zanuu: eenute IP-anpec RADIUS-cepBepa, 0CylIeCTBISIIOIIETO

aBTOPU3ALUIO KJIMEHTOB
ITapoab nuIst JocTyna K cepBepy aBTOPU3allMH: BBEINUTE NIApoJib (secret), NCIOIb3yEeMbIH 1S

00MEHa C JaHHBIM CEPBEPOM
Anpec cepBepa akkayHTHHra: seenure IP-anpec RADIUS-cepBepa, 0CylIeCTBISIIOIIETO

AKKayHTUHI HO)IKJ'IIO‘-IGHI/II\/JI
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ITapoJib 1151 A0CTYNA K cepBepy aKKAYHTHHIA: BBEIUTE MApOJIb (Secret), UCTIONIb3yeMbli JUis
00MEHa ¢ ITaHHBIM CEPBEPOM

ITo oxOHUaHUIO U3MEHEHUS HACTPOEK HAXKMUTE KHONIKY COXpaHUTh
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Pabora ¢ J1oxaJLHOM 02301 mMoJIL30BaTesen

JloxanbHas 6a3a MoJb30BaTeNell COCTOUT M3 JIBYX HE3aBHCHUMBIX 0a3, COAEPIKAIIUX yUYETHBIC
3alucy Mojab30Bareei, apropusytomuxcs mno npotokoiny PAP u CHAP coorBectBeHHO. BBl MOXKETE
00aBISATh, U3MEHSTH U YIAJSATh yUYETHBIC 3alUCH B KaXKI0H U3 0a3.

Jlnis paGoThl ¢ 6a30i Monab30BaTENeH, ABTOPU3YIOIIUXCS 110 MpoToKony PAP, Haxkmute
IMoan3oBarenu PAP. [[is paboTsl ¢ 6a30ii aBropu3yomuxcs mo CHAP naxxmute [lonb3oBaTesu
CHAP. PaGora ¢ 06enMu 0azaMy HIEHTHYHA.

) Cnywba PPP >> Monbaosatenu CHAP - Mozilla Firefox

©afin  Opasca  Bra  KypHan  3aknamkd  MHCTYHeHTEl  CpaBKa

<E| - - @ ﬁ [ htp://192.168.7. 173 indiex, himlmenu=pesubmc [x[&] B

D-Link

Building Networks for People.

Cnyxba PPP == MNonesosaTeny CHAP

Hauano -
® [, Kondurypauma:
Cncrema
¢ MonbzoBatent Mapons Cepeep IP-appec
® cemw & rest test
E Caymba PPP & NoBasnTe Hosoro nonksosatena
B PPTP cepeep

[Py PPPCE cepeep

[+ Cepeep copa cratncTikn
[ RADIUS cepeep

€0 Nonksosatenn FAP

8 None3osaren CHAP

Pucynok 28. Mento Cnyx6a PPP- ITons3oBarenu CHAP

[Tocne BbIOOpa Ga3bl MOSBUTCS CIIMCOK CYILECTBYIOUIMX YUETHBIX 3amucel. [ perakTupoBaHus
HO)XMHUTE Ha HYXHOW 3amucH, Ui A00aBleHHs HOBOW 3amucu Haxxmute J[00aBMTHL HOBOIO
M0JIb30BATEJIA:

) Cnysba PPP >> Mons3osate/ i CHAP »> flofianuTs Honoro nons3osatess - Mozilla Firefox

Qafin  Opaska BiA  MypHan  3aKNaAKM  VHCTpYMEHTHl  Cpaska

@ - - (3 [0 hemigj192.168.7.175fndex.mmenu=pisub=ctaction=3 [*[»] [G-]

D-Link

Building Networks fot People

Cryxkba PPP == Monesoeateny CHAP >> [106aBUTe HOBOro NoNb30BaTENA

Hauano .
@ [ KoHburypauma
& Cvctema

Napamerp 3Hauenve Mpumep

8 cem Monb3oeaTens (*1; 1 Michael
& Cnyxta pp — — P——

B PPTP cepsep

[y PPROE cepeep Cepeep: 1 *

[ Cepeep cBopa cratneTikn

-anpec: L ] 192.168.5.111
[84 RADIUS cepeep =
€l Nonsaosatenn PAP

8 None3osaren CHAP

& Coxpannte
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Pucynok 29. Hactpoiika jiokaibHOM 6a3bl OIb30BaTENeH

JIoruH: uMs y4e€THOM 3alIMCH, UCTIONB3YETCSl KaK MMsI TI0JIb30BaTENs NP MOAKIIOYEHUN
Iapoasb: napoiap y4eTHOH 3anucu

CepBep: nMs cepBepa AJis OIKIIOUCHUS, Heo0s3amebHblil napamemp

IP -agpec: no3BossIeT 3a1aTh TaHHOW YYETHOMW 3aNlMCH MOCTOAHHBIN [P- agpec

I1o oxoHUYaHMIO U3MEHCHUS HAaCTPOCK HAXKMHUTE KHOIIKY COXpaHHTb

35



Menw-Cucrema

) Cucrema - Mozilla Firefox: EEX
P ————
@&->-& {15 [ repuse. 168,71 73fidex. mfmenu=s [=[®] [l <]

D'Link English

Building Natwarks for Paopla

Crctema

42 Hauano

LeAcTBAS:

& Crctema
® Mapone aaMuHKCTRaTORa
B, kordmrypauma W Mepesarpysnre Mepezarpy3ka cicTemel
[ O6rosnenus N0
(% CueterHoe epema

Haapanne Onucanve

0 XypHan eeInonHeHra i MoANYHKTbI:
% cem Ha3BaHue Onucanve
R Mapons aamvHAcTpaTopa VisMEHEHME NAapONA Ha Ex0 & WEB-nHTepdefc ynpagneHis
£ Cnyx6a PPP
B. kordmrypauma COXPaHEHME 11 BOCTBHOENEHWE KOHIMIYpaLMi
[} OfiHoenerie NO OfiHoeneme MO
(& CwcremHoe spems ¥CTaHOBKA CUCTEMHOMD BPEMEHN
) HypHan esnonHeHAs HYPHAN BLINONHEHNA ONEpaLAil

Pucynox 30. Mento Cucrema.

Ilepe3arpy3urh - Ha)KaTue YTOM KHOIIKY IPUBOJUT K IIEpe3arpy3Ke yCTpOHUCTBa

IMapoJsbs axMmuHMCTPaTOpa

Bribepure 3TOT MyHKT 7151 ©3MEHEHHS [TapaMeTPOB YUE€THOW 3alMCH aAMUHUCTPATOPA TS TOCTYIIA
k WEB-unTepdericy HacTporiku

%) Crcrema >> Maponh aammnncTpatopa - Mozilla Firefox

©siin Mpaeca Bma  Kypran 3acmsmen  Mnctpyentel  Cpaska

@ - -@ 8 [0 beepoinisz.166.7.173fndex. hmirmenu=stsub=s [~]>] [@] 1<)

D-Link

Building Netwarks for People

English

CHETEMA >> Mapenk AAMUHUCTPATOPA

42 Hauano

€ MNapons aAMMHACTPETOPAE!

& Cuctema
Maparerp 3navenre MNprmen
€ Napons agmrHucTparopa

R — S— i
[ OfHoenerve NO -
Naporns (*
(@) CHeTeMHOE BREMA
Moatsepxaekne napons () [ ]

4EII0Bek.
© KypHan seinonHeHna

" cew

£ Cnyxba PPP Bl

Pucynok 31. I3MeHeHue naposisi aAIMUMHUCTPATOPA

JloruH: uMs mosip30Baresis ¢ MpaBaMy aIMUHHACTpaTOpa. BBeauTe HOBOE MMS NOJIB30BATENS WU
OCTaBbTe 1oJie 0€3 U3MEHEHUH JIUIsl COXpaHEHHsI CTApOro 3HAUEHUS.
ITapoJs: BBenuTe HOBBINM nMaposis WEB-agmuHncTpaTopa
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IloaTBep:kaeHHe MAPOJS: BBEIUTE HOBBIM Mapoib €IIe pa3 sl HCKIIIOYSHHs OIMIHOOK U OMeYaToK
MIpU BBOJIE.
ITo OKOHYaHUIO U3MEHEHUSI HACTPOEK HAXMUTE KHONIKY CoOXpaHUTh

Kondurypauus

Br16epuTe 3TOT MyHKT ISl COXpaHEHUs U3MEHEHUH WK cOpoca mapaMeTpoB YCTPONCTBA K
3aBOJICKUM YCTaHOBKaM.

© Cucrema >> Kondurypaups - Mozilla Firefox

Baiin Opseca  Ban  Mypran 3anaasn  VncTpyrerTol  Cpaska

@- -@ (5 [0 etouir192.166.2.170fndercHemimenusesuo=c [=]®] [G] &)

- English
D-Link

CHETEMa >> KoHbHIYPaLIMA

4} Havano "
AeAcTemna;

c

# cocrena Ha3sanue Onucanve
@ Napones aamnHMcTpaTona
[4, koHdmrypauma & CoxparmTe. CORpaHEHME TEKYWEH KOHDUTY ALK
[ ofiHoenzre NO
(2 cuctenroe epena 4, 3asoackre BOCCT3HOBNEHNE 33BOACKMN HACTPOEK
) MYRHIN BLINANHEHHA

% cem

£ Cnyxba PPP

Pucynox 32. MeHto paboThl ¢ KOH(UTYpAIIMEH CHCTEMBI

Knomnka CoxpaHMTh: HOKMUTE ISl COXPAHEHHS M3MEHEHU KOH(UTYpalliy YCTPOMCTBA B
HSHEProHE3aBUCUMON MaMsTH.

Buumanue: DTOT MyHKT MEHIO COXPaHSET M3MEHEHUE HACTPOCK, CICIAHHBIX BO BCEX pa3ienax
MEHIO B YHEproHe3aBucHMOi mamsaTH. O0s3aTeNIbHO oOpaliaiTech K Hemy Tociie Jiro0oro
U3MEHEHHs HACTPOEK yCTpoiicTBa. B MpOTHBHOM Cilydyae mpu amnmaparHoi nepe3arpy3ku
YCTPOWCTBA BCe U3MEHEHUS OynyT yTEpsHBI.

Kuomnka 33BOI[CKI/IeI Ha>XMUTEC 1A C6p008. BCCX MApaMETpOB YCTPOﬁCTBa K 3aBOACKHUM YCTAHOBKAaM.
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OonosJenune IO

Br16epute 3TOT MyHKT U1 MpocMOTpa 00HOBIeHUs BeTpoeHHoro 110 ycTpoiicTsa.

) Cucrema >> 06nos/e nve M0 - Mozilla Firefox

Gain Opaera G Kypean  acnaaen  Pecrpyens  Crpasca

@ >-@ {5 [l etpigfio.166.7.179fndex. hemimenu=sasubt [-[&] [CF] Y]

English

CncTema => OGHOBNEHKe MO

4 Havano

[, ©BHoBNEHKe MO:

& Cuctema

BHISepHTE dakin ¢ oBHoBREKMeM MO (*): | | Ofop.. ]

& Napons sgmnencrpatops

B Hondwrypaums
[1 OfHoeneHHe MO

() cucremHoe spena & CozpannTs

© HypHan BnonHeHi
2 cem

£ Cyxba PPP

Pucynok 33. O6noBnenue [10 gepe3 Web-unrepdeiic

st oonoBnenus I10:

Haxxmute kHonky O030p

Bribepure ¢aiin I10 Ha 10oKamTbHOM KOMIIBIOTEPE

Haxwmure CoxpaHuthb

[Tonoxaute Heckonbko MUHYT. I10 OKOHUaHMIO MTPOLETYpPhl YCTPOHCTBO OyeT aBTOMaTUYECKU
[Iepe3arpy,’eHo.
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CucremHoe Bpemst

Br16epute 3TOT MyHKT JUIsl pyYHOM CHHXPOHHU3AIMU BHYTPEHHHMX 4acOB YCTPOWCTRA.

English

D-Link

Building Networks for People
Cucrema >> CUcTeMHoe BpeMa

4} Hauano () Cuetennos spens:

® cemn
Mapauerp 3uavenne

€ Cnyxba PPP . l—“‘ﬂ I—QEj
& cucrena Aara 31 x| /s ~||2008
€ nNapons anunHeTpatopa Uacosol nosc (GMT +3 uac ) Mockea, Canxr-TeTe pBypr, Bonrorpag |
B Kondurypauns
& cnyxca

[} Corosnenve MO & Coxpanure

{7} Guctennoe spens

Pucynok 34. HacTpoiika cuCTEMHOTO BpEMEHU

Jl1s yCTaHOBKH 4acoB:

Beenute tekyiee Bpems u naty B rnosist Bpems, Jlara
Bri6epute Bam Bpemennoii nosc (a1 Mockset GMTH3)
Haxxmute kHOmKy COXpaHHUTb.

ZKypHaJ1 BBINIOJIHEHH S ONIepalMi

Br10epuTe 3TOT MyHKT JU1s1 IPOCMOTpA BBIIIOJHEHUS NOCIEAHUX orepaluii ¢ ycrpoiictBoM (Log).

) Cucrema >> Hypuan smnome s - Mozilla Firefox

@oiin Opssca Bria  Xypwan  3scnaacn  Uncrpymenter  Cnpaska

@ - @ (3 [ hetpusnioz. t6s.7.1794n [~[&] [T &)

English

D-Link

Building Netwarks fof People

CucTera == XypHan BeiNoNHeERr

Hauano -
* T MypHan esinonHeHra onepaumi;

# crcrena i g AERmEe M
® Napone aamumHcTpaTopa
B Kondurypauns

[ OfiHoenenie MO

(@) CrcremHos epens

. KypHan senonHenma
% cem

£ Cnyxba PPP

Pucynox 35. KypHan BeIOTHEHUS ONIEpaIifii
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