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OCHOBHbIe XapaKTepucTukun

PacwmpeHHbIn pyHKkunoHan VPN

Bnarogaps pacwmperHomy dyHkumoHany VPN,
Bkntovas IPSec Hub-and-spoke, MOXHO nerko
YCTaHOBUTb 3aLUMLLEHHOE COeAVNHEHNE MeXay
MOGUIBHBIM Nonb3oBaTenem v odrcamu.

Be3onacHocTb
MapwpyTtusatopsbl cepun DSR ocHalleHbl
BCTPOEHHbIM MEXKCETEBbLIM 3KPAHOM.

Web-ayTeHTudukaums

AQanTvBHBIN NopTan NO3BOMSET NPOUTH
ayTeHTMMKaLMIO U aBTOPU3aLMIO Kak
COTPYAHUKAM, TaK U FOCTAM.

Cepus DSR
CepBUCHbIe MapLUpyTU3aToOpbI

XapaktepucTukm
BbicokonpoussogutensHas cetb VPN
. MpoTokonbl:

- IPSec, PPTP/L2TP, GRE
e VPN-TyHHenu:

- DES 56 bit

- Hub and Spoke

PaclmpeHHble ceTeBble CepBUChI
IPv6

IEEE 802.11q VLAN

Heckonbko SSID (Multiple SSID)'

IGMP Proxy, IGMP Snooping
dunsrpaumsa Web-koHTeHTa
Web-ayTeHTndmkauus

HocTtyn k 6ecnpoBoAHOM ceTn u obecneyeHune
6e3onacHocTH
. IEEE 802.11 b/g/n

. IEEE 802.1x ayteHTndmKauus yepes RADIUS-cepBep ¢
nogaepxkon npotokonos EAP-TLS, EAP-TLLS,

EAP-PEAP

¢  WPS, WEP, WPA-PSK, WPA-EAP, WPA2-PSK,

WPA2-EAP

MOHWTOPWHI NOPTOB/yNpaBneHne Nonocol NPonyckaHWs

YHuduumpoBaHHble Maplipytudatopbl D-Link cepun DSR npeacrtaensioT  cobon
BbICOKONPOU3BOAUTENbHbIE  PELLEHMS, obecneunBamliMe  3aWwnUTy  CETU "
npefHasHavYeHHble ONsi YOOBIETBOPEHUST pacTyLuMx NoTpebHocTel mManoro U cpegHero
6usHeca.

Web-ayTeHTudumkaums

AfanTuBHbIA MopTan No3BOMNseT MPOMTUM ayTeHTUUKaUMIO Kak COTPyAHMKaM, Tak W
rocTam. Monb3oBaTenu MoryT ObiTb ayTEHTUMMLMPOBaHbI NO NoKanbHoW 6a3e AaHHbIX, a
Takke ¢ nomolybto npotokonoB RADIUS, LDAP, Microsoft Windows Active Directory,
nomeHa NT n cepepa POP3. OgHoBpeMeHHO MOXET ObITb HaCcTPOeHO 40 4 cepBepoB.

LLUnpokun Ha6op cyHkuun VPN

BuptyanbHas dactHas cetb (VPN) npepoctaBnsieT MoOWnbHbIM nonb3oBatensm u
dunmanaMm 3aluLLeHHbI KaHan CBsi3n Ans NOAKIYEHUS K KOPMopaTUBHOWM CeTW.
MapLupyTnsatopsl cepun DSR nogaepxusator Generic Routing Encapsulation (GRE),
obecneunBas MOOWNbHLIM MOMNb3OBATENSAM  YAAMEHHbIN  AOCTYN K LEeHTpanbHOn
kopnopaTtuBHoi 6ase AaHHbIX. MNpu co3paHum Site-to-site VPN-TyHHenew ucnonbaytoTcs
npotokonbl IP Security (IPSec), Point-to-Point Tunneling Protocol (PPTP) nnu Layer 2
Tunneling Protocol (L2TP), npumeHeHune KOTOPbIX YNpOLLaeT NpOLEcC MNOAKMIYEHUs
yAaneHHbIX nonb3oBaTenen n punmanos Yepes 3awmMdpoBaHHble BUPTYyasbHble KaHasbl.

®dunerpaumsa Web-koHTeHTa

MapLupyTnaatopsbl cepumn DSR Takke ocHalleHbl dyHKumen dunetpauum Web-koHTeHTa
0N MOHWUTOPWHra, YNpaeneHWs W KOHTPONs aAMUHWUCTpaTtopamy  UCMONb30BaHUSA
WHTepHeTa. Punstpaumns crtatudeckoro Web-koHTeHTa no3BonseT ybpaTb BpeAOHOCHbIE
obbekThl, Takue kak Java-npunoxeHusi, ActiveX wun dannbl cookies, a TaKkke
3abnokuposatb URL no kntoyeBomy crnoy. ®unerpaums avHamudeckoro Web-koHTeHTa,
Ansa paboTbl KOTOpoW TpebyeTcst NULEH3NOHHAs NOANMCKa, NO3BOMAET aAMUHUCTPaTOpam
npou3BoAnTb punbTpaumio M3 cnucka kateropuit.  MHOrovucrnieHHble BCEeMUpPHble
cepBepa MHAEKCHOTO noucka uHopmaumn, cogepxawme munnuodbl URL 1 gaHHble
BeO-CaliTOB peasnibHoOro BpeMeHW, YBEeNMUYnBatoT NMPOU3BOANTENLHOCTL U MAKCUMU3NPYHOT
[OCTYNHOCTb YCAyT.
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Cepusa DSR

CepBUCHble MapLpyTU3aTOpPbI

OpraHu3aumn 3awmweHHon VPN-ceTun

MaexbiA otue

\
\

PPTP-TynHens |
L2TP-tyunens |

IPSec-TyuHens
PPTP-TyHHENDb
LZTP-TyHHENL

&
Infernety

TexHuyeckme xapakTepuUcTUKn

OCHOBHblE

DSR-150

MecTHoe oTAENEHHE

4 . |
\ -
.7 MoBunbHbLIe NoNbL3oBaTENW

DSR-250/250N

Bepcusa annapatHoro obecneveHus

A2

DSR-250 A4
DSR-250N B1

UHtepdenc Ethernet

WAN-nopt 10/100 M6uT/c
8 LAN-nopToB 10/100 Méut/c

WAN-nopt 10/100/1000 M6ut/c
8 LAN-nopToB 10/100/1000 M6ut/c

BecnpoBoaHol nHTepdeiic’

802.11 b/g/n (oQHOMOMOCHbIN)
2 CbeMHbIX BCEHANPaBMNEHHbIX aHTEHHbI C
KoadhpuumeHTom ycunenus 2 dBi

Mopt USB 2.0

KoHconbHbIN nopT

RJ-45

MpousBoanTensHocTL

IMponyckHas cocOBHOCTb MEXCETEBOrO akpaHa® 95 M6éut/c 750 M6urt/c
Konunyectso ogHOBpPEMEHHbIX CECCUN 20 000

KonunuyectBo HOBbIX ceccuii (B CEKYHAY) 200

MonuTrkn MexceTeBoro akpaHa 200

Tuvnbl HTEPHET-COEAMHEHUN

Cratuyeckuin MapLipyT

Cratuueckuit/auHamudeckuii IP-agpec 4
PPPoE/L2TP/PPTP 4
Multiple PPPoE v

MexceTeBon akpaH

OuHamuyeckuit DNS

MapuwpyTtusauus mexay VLAN

NAT, PAT

AN NI NN
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dunsrpaums Web-koHTeHTa

Cepusa DSR

CepBUCHble MapLpyTU3aTOpPbI

Cratuyeckuin URL-agpec, kntoyesble cnosa, Dynamic WCF (Tpebyetcst nuueH3ns)

Cuctema npenoTBpalleHns BTopxeHun (IPS)

- ‘ MakeT curHatyp, Bxoaawmi B komnnekT MO

AyTeHTUdMKaums BHyTpeHHsAs nonb3oBaTenbckas 6a3a gaHHbIX, Radius, POP3, LDAP, AD, nomeH NT
Cepsep/knmeHT DHCP v

DHCP Relay 4

|IEEE 802.11q VLAN v

VLAN (Ha ocHoBe nopta) 4

IP Multicast IGMP Proxy, IGMP Snooping

IPv6 v

3G/4G® Redundancy v

Heckonbko nageHtudukatopoB 6ecnpoBogHow - v
cetu (SSID)

Service Set Identifier (SSID) to VLAN Mapping - v

CraHgapThbl

- 802.11 b/g/n

BawwTa becnpoBogHom ceTn

- Wired Equivalent Privacy (WEP)
Wi-Fi Protect Setup (WPS)
Wi-Fi Protected Access — Personal (WPA-PSK)
Wi-Fi Protected Access — Enterprise (WPA-EAP)
Wi-Fi Protected Access version 2 — Personal

YnpaBneHue nosocon nponyckaHns

YnpaBneHve makcumarbHOW Norocomn
nponyckaHus

(WPA-PSK)
Wi-Fi Protected Access version 2 — Enterprise
(WPA-EAP)
VPN-TyHHenm 36 75
IPSec-TyHHenu 10 25
PPTP/L2TP-TyHHENN 10 25
GRE 5 10
MeToab! WwWndpoBaHus DES 56 bit, NULL
Cepgep IPSec/PPTP/L2TP v
IPSec NAT Traversal 4
O6HapyxeHne HeoeCTBYOLMX Y3roB 4
IP Encapsulating Security Payload (ESP) 4
IP Authentication Header (AH) v
VPN Tunnel Keep Alive v
Hub and Spoke v

YnpaeneHne NpuopmuTeTHOM NONOCcCon
nponyckaHus

YnpasneHue cuctemomn

QoS Ha ocHoBe nopta
3 Classes

dyHkumm USB
®dyHkunm USB

Monb3oBatenbckuin Web-uHtepderic v
KomaHgHas ctpoka v
SNMP V1, v2c, v3

USB-mogem®
MpuHT-cepaep”
BcTpoeHHbIt cepBep Samba
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dusnyeckne napamMeTpbl U yCnoBuA aKcninyartaumm

Pasmepsb! (O x LW x B) 208 x 118 x 35 mm 140 x 203 x 35
McTouHMK nutanms BHeLwHuin ncTouHmk nuTtanus 12 B noctosiHHoro Toka / 1,5 A

Makc. noTpebnsiemasi MOLLHOCTb 7,44 Bt 11,8 BT /12,6 BT
Paboyas Temnepartypa Ot0pmo40°C

TemnepaTtypa xpaHeHus OT1-200070°C

Pabouasi BnaxHocTb Ot 5% £o 95% (6e3 koHaeHcaTa)

EMI/EMC FCC Class B, CE Class B, RCM, IC

Be3onacHocTb cUL, LVD (EN60950-1)

3rd Party Certification IPv6 Ready, WI-Fi, VPNC Basic Interop

MTBF (uyacebl) 240 000 250 000
MHdopmMaumsa gns 3akasa

Moderns OnucaHue

DSR-150 CepBWuCHbIN MapLipyTusaTop

DSR-250 MrabuTHbIN CePBUCHBI MapLLpyTU3aTop

DSR-250N BecnpoBoaHOW rMrabuTHbIA CEPBUCHBIN MapLLpyTMU3aTop

" Tonbko ansa DSR-250N
2 MoppepxwuBatotcs cneayowme mogeny 3G USB-mopgemos: DWM-152 A1/A2/A3, DWM-156 A1/A2/A3/A5/A6/A7, DWM-157 A1/B1, DWM-158 D1,
DWP-156 A1/B1, DWP-157 A1/B1, Huawei E1550, E173, E303 n EC306
3 TecTpoBaHme NPonyckHON CNOCOBHOCTU MEXCETEBOTO 3KpaHa NPOBOANIOCH € Ucnonb3oBaHnem UDP-Tpaduka c pasmepom naketoB 1518 Gaiit, B
cootBetcTBUM ¢ RFC2544
4 PakTUUecKast NPON3BOANTENBHOCTb 3ABUCHT OT CETEBbIX YCNOBWI U aKTUBUPOBAHHbIX CEPBUCOB

[ocTynHo npu ganbHenwem o6Hosnexun MO
6I'Io,l:|,1:|ep>i<1/|Balon:;l cnepytowmne mogenn USB-mopemos: DWM-152 A1/A2/A3, DWM-156 A1/A2/A3/A5/A6/A7, DWM-157 A1/B1, DWM-158 D1, DWP-156
A1/B1, DWP-157 A1/B1, Huawei E1550, E173, E303 n EC306.
” Cnmcok noaaepXvBaeMbIX MPUHTEPOB HaxoAMTCS MO cneayowemy agpecy: http://www.openprinting.org/printers
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