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CueHapun: VLAN n nepeknroyeHue mapupyTa B
crlyyae oTKa3sa

MocnepHee obHoBneHue: 2005-10-20

O630p:

B aToM gokymeHTe ycnoBHoe obo3HayeHue Objects->Address book O3HaYaeT, YTO B AepeBe
Ha NeBOW CTOPOHE 3KpaHa CHadana HyXHO HaxaTb (packpbiTb) Objects u 3atem Address
Book.

BonbLUKMHCTBO NpUMEPOB B 3TOM AOKYMEHTEe AaHbl Ans MexceTeBoro akpaHa DFL-800. Te xe
camble HaCTPOMKM MOryT WCMonb3oBaTbCA AN BCEX ApYrMx Mopenem 3Ton cepun.
EovHcTBEHHOE pasnuume B HasBaHUAX MHTepdencos. Tak kak mogenu DFL-1600 n DFL-2500
nmetoT 6onee ogHoro cetesoro nHtepdenca LAN, lan -uHTepdericel HasbiBatoTes lan1, lan2 n
lan3.

CKpUVHLLOTLI B 3TOM OOKYMEHTE NMpUBEAEHbl AN nporpaMmHoro obecneveHus sepcumn 2.04.00.
Ecnu ucnonbsyetcs 6onee no3gHas Bepcus MO, CKPUHLLOTBI MOTYT OTNIMYATBLCS OT TEX, KOTopble
nosieaTcsa B Opaysepe.

[ns NnpegoTBpaLLeHnst BNUSIHUA CYLLIECTBYHOLLMX HACTPOEK Ha HACTPOWKM, ONMUCaHHbIE B 3TOM
PYKOBOACTBE, Nepes Havyanom paboTbl COpOCbTE MEXCETEBOW KPaH K 3aBOACKMM HACTPONKam
No YMOMYaHuIo.
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VLAN v nepeknwo4yeHue MmapuwpyTta B criyyae oTkKka3sa

[ns BbINONHeHMs aTuUXx HacTpoek Tpebyetcst DFL-1600 wunn 2500. OgHako
BONbLUMHCTBO YCTAaHOBOK MOXET ncnonb3osatbes u Ana DFL-210 nnn DFL-800.
B ceTtu lan3, koTopasi nogkrtoveHa K nopTy kKommyTtaTtopa ¢ nogaepxkon VLAN 802.1Q , 6yayT
co3aaHbl ase VLAN.

Detanu:

- N3 lan1, lan2 un lan3: HTTP, HTTPS u DNS nogkntovatotcs kK MIHTepHeT yYepes kaHan
wan2.

- 3 dmz: Bxogsauwume n ncxogsawmne SMTP-cepBuchl nogkntovaroTcs K MHTepHeT Yepes
wan1.

- Bce BHyTpeHHME ceTn Takke MOryT Nony4MTb SOCTYN K MOYTOBOMY cepBepy B dmz.

- Tonbko cetesble y3rbl VLAN2 moryT nonyyuunts goctyn k FTP- cepsepy B dmz.

- Ecnu oguH 13 wan-nHTepdencoB oTknounTCA, Tpaduk aToro nHTepdenca dyaet
nepeagpecoBaH Ha Apyron wan-mHTepdgenc.

a 1P:192.168.110.254
Macka nogcemi: 255.255,255.0

b IP:192.168.120.254
Macka noacemi: 255.255,255.0

¢ IP:192.168.110.1
Macka noace™: 255.255.255.0
W3 192.168.110.254

d IP:192.168.120.1
Macka noacemi: 255.255,255.0
Wwn2:192.168.110.254

e 1P:192.168.1.1

Macka noacemi: 255.255,255.0
e
f IP:192.168.2.1 \<\
LAN1

Macka noacem:

f
9 VLAN 1 IP: 192.168.5.254 \

VLAN 2 IP: 192.168.10.254 LAN?2
Macka noacem: 255.255.255.0

h 1P:172.17.100.254
Macka noacema: 255.255,255.0

FTP cepeep
127.17.100.1

Mail cepeep
127.17.100.2



D-Link

Building Networks for People

1. Apgpeca
lMepenTun B Objects -> Address book -> InterfaceAddresses
y6e,DMTer, 4YTO HaACTpPOEHHble agpeca COOTBETCTBYHT creayruwemy Crnmcky, un ﬂ06aBbTe

00bEKTbI, KOTOpPbIE €ellle He cyllecTBytoT. UTo6bl 06aBUTb HOBble 00bEeKTbl, BbibepuTte IP4
Host/Network 4yepes Bbinagatllee MeHio, BBEAUTE UMS U aapec U HAXMUTE OK.

lan1_ip 192.168.1.1
lan1net 102.168.1.0/24
lan2_ip 192.168.2.1
lan2net 192.168.2.0/24
lan3_ip 192.168.3.1
lan3net 192.168.3.0/24
dmz_ip 172.17.100.254
dmznet 172.17.100.0/24
wan1_ip 192.168.110.1
wan1net 192.168.110.0/24
wan1-gw 192.168.110.254
wan2_ip 192.168.120.1
wan2net 192.168.120.0/24
wan2-gw 192.168.120.254
vlan1_ip 192.168.5.254
vlaninet 192.168.5.0/24
vlan2_ip 192.168.10.254
vlan2net 192.168.10.0/24
ftp-server 172.17.100.1
mail-server 172.17.100.2
[o6asuTb HoByto rpynny IP4 Address Group.
Bknapgka General:
General:
Name: all-lannets
Group members: Awvailable Selected
all-nets 3 laninet
ftp-server lanZnet
mail-sgruer vlaninet
::::;Z:E i i’ vlanZnet
wanl_gw 2k

Name: all-lannets
[Job6asutb lan1net, lan2net, vilan1net 1 vlan2net.
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Haxatb Ok.

2. UHTtepdenc Ethernet

MepewnTtn B Interfaces -> Ethernet.

N3meHuTb nHTepdenc wan1 ang ucrnonb3oBaHUA criefyoLmx napameTpos.

Bknapgka General:

Hame: wanl

IP Address: wanl_ip v
Nehmark: wanlnet w
Default Gateway: wanl_gw W

IP Address: wan1_ip

Network: wan1net
Default Gateway: wan1_gw

Bknagka Advanced:

Automatic Route Creation:

Automatically add commonly used routes related to this inteface

[T Add route for interface netwod
|_ Add default route if default gateway iz specified

Route Metric: 100

CHaTtb ranoykm c Add route for interface network n Add default route if default
gateway is specified.

Haxatb Ok.
N3meHnTb nHTepdenc wan2 B COOTBETCTBUN CO CreAYOLLMMN NapameTpamu.
Bknaoka General:

General:
IP Address: wan2_ip

Network: wan2net
Default Gateway: wan2_gw

Bknagka Advanced:
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Automatic Route Creation:

Automatically add commonly used routes related to this interface

|_ Add route for inteface netwod
|- Add default route if default gateway is specified

Route Metric: 100

Y6paTtb ranoydyku ¢ Add route for interface network n Add default route if
default gateway is specified.

HaxaTb Ok.

3. MapuwpyThl

MepenTtun B Routing -> Main Routing Table.

[o6aeuTb HOBLIN MapwpyT Route.

Bknaoka General:

General:
Interface: wanli w
Netvooi: wanlnet W
Gateway: (Mone) w
Lozal IP Address: [(Mone) A
Meatric: an

Interface: wan1
Network: wan1net

Gateway: (None)
Local IP Address: (None)
Metric: 90

Bknaoka Monitor:

Monitoring for Route Failover:

|7 Monitor This Route .

BbibpaTtb Monitor This Route




Method:
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|7 Monitar Interface Link Status
[T Maonitor Gateway Using ARP Lookup

[T Manual ARP Lookup Interval: 1000 milliseconds

Beibpate Monitor Interface Link Status
Haxatb Ok.

Ho6aBunTb HOBbIM MapwpyT Route.
Bknapgka General:

General:
Interface: wanl A
Mt all-nets A4
Gateway: wanl_gw W
Local IP Address: (Mane) L'

Metric: an

Interface: wan1
Network: all-nets

Gateway: wan1_gw
Local IP Address: (None)
Metric: 90

Bknagka Monitor:

Monitoring for Route Failover:

| [¥ Manitor This Route .

Select Monitor This Route

Method:

|7 Monitar Interface Link Status
¥ Monitor Gateway Using ARP Lookup

|- Manual ARF Lookup Intensal:

1000 milliseconds

BeibpaTtb Monitor Interface Link Status
Bei6pate Monitor Gateway Using ARP Lookup

Ho6aBunTb HOBbIM MapwpyT Route.



Bknagka General:

General:
Interface: wan2

Network: wan2net
Gateway: (None)
Local IP Address: (None) Metric: 80

Bknaoka Monitor:
Monitoring for Route Failover:

BbibpaTtb Monitor This Route

Method:
BbibpaTtb Monitor Interface Link Status

HaxaTb Ok.

[o6aBuTb HOBLIN MappyT Route.

Bknaoka General:

General:
Interface: wan2

Network: all-nets

Gateway: wan2_gw
Local IP Address: (None)
Metric: 80

Bknagka Monitor:
Monitoring for Route Failover:
BbibpaTtb Monitor This Route

Method:
BeibpaTtb Monitor Interface Link Status

BbibpaTtb Monitor Gateway Using ARP Lookup

HaxaTtb Ok.

4. AHuTtepcpenc VLAN

Mepentn B Interfaces -> VLAN.

D-Link

Building Networks for People



D-Link

Building Networks for People
Bknagka General:
General:

#) General

m Use a WVLAN to define a vitual interface compatible with the IEEE 802.10Q Virual LAN standard.

Hame: ulant

Interface: lan3 ~

VLAN (D i

Name: vlan1
Interface: lan3
VLAN ID: 1

Address Settings:

% ) Address Settings

IP Addrass: vlani_ip A
MNetwark: vlaninet v
Default Gateway: (Mone) w

[~ Enable Tranzparent Mode

IP Address: vlan1_ip
Network: vlan1net

Default Gateway: (None)

Haxatb Ok
Jo6aButb HOBbI VLAN.

Bknagka General:

General:

# ) General

m Use a VLAN to define a vidual inteface compatible with the IEEE 802.10Q Vitual L&N standard.

Mame: vlan2

Interface: lana v

VLAN ID: >
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VLAN ID: 2
Address Settings:
# ) Address Settings
IP Addrass: ulanZ_ip
Network: vlaninet
Default G ateway: (Mone) vl

|_ Enable Transparent Mode

IP Address: vlan2_ip
Network: vlan2net

Default Gateway: (None)
Haxatb Ok
5. Tpynnbl nHTepdencos

MepenTn B Interfaces -> Interface Groups.
Ho6aBunTb HOBYIO rpynny nHtepdeincos Interface Group.

General:

%) General

‘ Usge an interface group to combine several interfaces far a simplified security policy.

Name: all-lan

|- SecuritbyTransport Equivalent

Name: all-lan

Interfaces:
%) Interfaces
Awvailable Selectad
wanl lani
wanz :-:-I lan2
dmz vlanl
lan2 vlan2
{{I

Ho6aeutb lan1, lan2, vlan1 1 vlan2 B a1y rpynny.
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[o6aeuTb HOBYIO rpynny uHTepdencos Interface Group.

General:

%) General

‘ Use an interface group to combine several intefaces for a simplified security policy,

Hame:

all-wan

W Secu rity/ Transport Equivalent

Name: all-wan
BbibpaTb Security/Transport Equivalent

Interfaces:
# ) Interfaces

Auvailable Selected

drnz wanl
lani :I wan2
lanz
lanz
ulani
ulan2

&

[lo6aBnTb wan1 1 wan2 B 3Ty rpynny.

HaxaTb Ok.

6a. NMpaBuna, no3sonswume nogkno4vatbcs K HTTP, HTTPS nu DNS B

UHTepHeT

Mepentn Rules -> IP Rules.
Ho6asutb HoByto nanky IP Rule Folder, HasbiBaemyto all-lan_to_all-wan.

B HoBow nanke go6asuTb HoBoe IP-npaswuno IP Rule (paspewaet HTTP).

Bknapgka General:

General:
Name: allow-http-all
Auction: MaAT w
Senice: http-all v

Schedule: (Mone) w
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Name: allow-http-all
Action: NAT

Service: http-all

Address Filter:

Source Destination

Interface: all-lan all-wan

N ehwork: all-lannets all-nets

Source interface: all-lan

Source network: all-lannet
Destination interface: all-wan
Destination network: all-nets

Haxatb Ok.
[o6asuTb HoBOE IP-npaBuno IP Rule (pa3pewntb ncxogawmm dns-tpadouk).

Bknaaka General:

General:
Name: allow-dns-all
Action: MaT W
Seniice: dns-all w
Schedule: (Mone) v

Name: allow-dns-all
Action: NAT

Service: dns-all

Address Filter:

Source Destination

Interface: all-lan all-wan

N ehaork: all-lannets all-nets

Source interface: all-lan Source
network: all-lannet Destination
interface: all-wan Destination
network: all-nets
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6b. lNpaBuna, paspewatwme ncxogawmm SMTP-Tpacduk ot

noyToBOro cepeepa K MHTepHeT

[obasuTb HoByto nanky IP Rule folder Ha3biBaemyto dmz_to_all-wan.

B HoBow nanke go6aeuTb HoBoe IP-npaeuno IP Rule (paspewntb ncxoaswmm smtp-tpadouk).

Bknagka General:

General:
Name: allow-smtp-out
Action: NAT

Service: smtp

Address Filter:

Source interface: dmz

Source network: mail-server
Destination interface: all-wan
Destination network: all-nets

Haxatb Ok.

6c. lMpaBuna, paspewarwwme nonb3oBatenam NUHTepHeT U
BHYTPeHHUM nonb3oBaTesiaAM AOCTyNn K NOYTOBOMY CcepBepy
[o6Gasutb HoByto nanky IP Rule Folder, HasbiBaemyto all_to_dmz

B HoBow nanke fo6aeuTb HoBOE IP-npaBuno (nepeHanpaBnaTe BXogawmn smtp-tpadomk K
NoYTOBOMY CepBepy).

Bknagka General:
General:

Name: allow-smtp-ext
Action: SAT

Service: smtp

Address Filter:

Source interface: wan1

Source network: all-nets
Destination interface: core
Destination network: wan1_ip

Bknagka SAT.
BeibpaTtb Destination Address

New IP Address: mail-server

Haxatb Ok.
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B nanky all_to_dmz no6asutb HoBOe IP-npaBuno IP Rule (pa3pewunTtb ncxoaswmi
smtp-TpadukK K NOYTOBOMY CepBepy).

Bknagka General:

General:
Name: allow-smtp-ext
Action: Allow

Service: smtp

Address Filter:
Source interface: wan1

Source network: all-nets
Destination interface: core
Destination network: wan1_ip

Haxatb Ok.

B nanky all_to_dmz go6aeutb Hosoe IP-npasuno IP Rule ( paspewwuTb
BHYTPEHHUI smtp-Tpadhmk K NOYTOBOMY CEPBEPY).

Bknagka General:

General:
Name: allow-smtp-int
Action: Allow

Service: smtp

Address Filter:

Source interface: any

Source network: all-nets
Destination interface: dmz
Destination network: mail-server

HaxaTb Ok.

6d. NpaBuna, paspewarwme Tpacdpuk K FTP-cepBepy u3s vian2

[o6asuTb HoByto nanky IP Rule folder, HasbiBaemylo vlan2_to_dmz.

[o6aBuTb HoBOe npaeuno IP Rule (pa3pewuTs ftp-Tpaduk 13 vian2 k dmz).
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Bknagka General:

General:
Name: allow-ftp

Action: Allow
Service: ftp-passthrough

Address Filter:

Source interface: vian2
Source network: vlan2net
Destination interface: dmz
Destination network: dmznet

HaxaTb Ok.

7. MapwpyTnsauma Ha OCHOBe NONIUTHUK

Mepentn B Routing -> Policy-based Routing Tables.

[o6asutb HoBylo Tabnuuy Policy-based Routing Table.

General:
Name: pbrtable
Ordering: Only ~

[T] Remove Interface IP Routes

(make firewall totally transp arent)

Name: pbrtable
Ordering: Only

Haxatb Ok.

B aTy Tabnuuy mapwpyTtusaumm obasutb HOBbIM MapLupyT Route.
Bknagka General:

General:
Interface: wanl W
Netuor: all-nats w
Zateway: wanl_gw W
Local IP Address: (Mone) w

Metric: o




Interface: wan1
Network: all-nets
Gateway: wan1_gw
Local IP Address: (None)
Metric: 0

HaxaTb Ok.

[o6asuTb HOBLIN MappyT Route.

Bknapgka General:
General:

Interface: wan2
Network: all-nets
Gateway: wan2_gw
Local IP Address: (None)
Metric: 1

HaxaTb Ok.

MepenTn B Policy-based Routing Policy.
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[o6aBuTb HOBOE NpaBuMo MapLLpyTM3aumm Ha ocHose nonutuk Policy-based Routing Rule.

General:
Name: phe-smtp
Fonward Table:  phrtable v
Retumn Table: <rnain: W
Senice: smtp v
Schedule: (Mone) W

Name: pbr-smtp

Forward Table: pbrtable
Return Table: <main>
Service: smtp

Schedule: (None)

Address Filter:

Source

Interface: dmz

M et e driznet

Destination

any

all-nats




Source Interface: dmz
Source Network: dmznet

Destination Interface: any
Destination Network: all-nets

Haxatb Ok.

CoxpaHuTb 1 aKTUBUPOBaTbL HACTPOMKM.



