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O630p

B atom OokymeHTe ycrnoBHOe o6O3HayeHne Objects->Address book O3HaYaeT, 4To B
JepeBe Ha NeBoOW CTOPOHE 3KpaHa CHavana Hy)XXHO HaxaTb (packpbiTb) Objects n 3atem
Address Book.

BoNbLUMHCTBO NPUMEPOB B 3TOM AOKYMEHTE AaHbl s MexceTeBoro akpaHa DFL-800. Te
e camble HacCTPOMKM MOryT WCMONb30BaTbCA ANsl BCEX APYrMxX MOAEeNnen 3Ton cepun.
EovHcTBEHHOE pasnuyue B HasBaHusax nHTepdencos. Tak kak mogenu DFL-1600 n DFL-
2500 mmetoT Gonee opHoro ceteBoro uHTepdernica LAN, lan -uHTepdencbl HasbiBalOTCA
lan1, lan2 u lan3.

CKpMHWOTLI B 9TOM [OKYMEHTe npuBedeHbl Ans nporpamMHoOro obecneyeHuss Bepcum
2.04.00. Ecnn ncnonbayetcsa 6onee no3gHsasa sepcud MO, CKPUHLWOTBHI MOTYT OTNnMYaTbCs OT
TeX, KOTopble NosIBATCA B Gpay3epe.

[ns npenoTBpalleHNs BRUSIHWS CYLLECTBYIOLMX HACTPOEK Ha HACTPOWKW, OMUCaHHble B
3TOM PYKOBOACTBE, Nepep Havarnom paboTbl cOpOCbTe MEXCETEBOW 3KpaH K 3aBOACKMM
HacTpoiikaM Mo YMOSYaHMIo.
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BupTtyanbHasa yacTHasa ceTb, MCMONb3yOWasa TYyHHenu lan-
to-lan no npotokony IPsec

CosgaHue ogHoro lan-to-lan IPsec TyHHens mexay mexceTeBbiMU akpaHamu A n B.
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1. MexceTeBou 3kpaH A - Agpeca
lMepenTn B Objects -> Address book -> g ees
. =+ _# Address Book
InterfaceAddresses. IameHUTb crieaytoLmne nyHKTbl: T
----- gt Interfacefddresses

3ameHuTb lan_ip Ha 192.168.1.1
3ameHnTb lannet Ha 192.168.1.0/24

3ameHnTb wan1_ip Ha 192.168.110.1

3ameHuTb waninet Ha 192.168.110.0/24

Mepentn B Objects -> Address book.

[o6aeutb HoByto nanky Address Folder, HasbiBaemyto RemoteHosts.
B HoBow nanke go6asutb HoBbIN IP4 Host/Network:

Name: fwB-remotenet
IP Address: 192.168.2.0/24

HaxaTtb Ok
B Ttoi e nanke go6asutb HoBbIN |IP4 Host/Network:

Name: fwB-remotegw
IP Address: 192.168.110.2

Haxatb Ok

2. MexceTeBou 3kpaH A — knoum (Pre-shared keys)

Mepentn B Objects -> VPN Objects -> Pre-Shared keys.

[o6aBuTb HOBbIM Pre-Shared Key.

General:
%) General

Sa PSK (Pre-Shared Key) authentication is based on a shared secret that is known only by the paries involved

Name: fub-psk

Name: fwB-psk
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Shared secret:

« p asephrase

Shared Secrat: EET T T

Confirm Saerat: | seoseokseokdokssor

BbibpaTtb Passphrase v BBeCcTM 001 CeKpeTHLIN Krtod (shared secret).

Haxatb Ok.

3. MexceteBoun 3akpaH A — UHTepcdenc IPsec

lMepenTun B Interfaces -> IPsec Tunnels.

[Job6aBuTb HoBbLIN IPsec Tunnel.

Bknagka General:

General:

&) General

ﬁ An IPsectunnel item is used to define |Psec endpoint and will appear as a logical interface in the system.
1

Hame: fuB-ipsec

Local Netwak: lannet w
Remote Netwark: fwB-remotenat |\;|'
Remote Endpoint: fwB-remoteqw ~
Encapsulation Mode: Tunnel ~

Name: fwB-ipsec

Local Network: lannet

Remote Network: fwB-remotenet
Remote Endpoint: fwB-remotegw

Encapsulation Mode: Tunnel
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Anzopummsbi:
# ) Algorithims
IKE Algarithms: High s
IKE Life Time 2gapp Fecends
IPzec Algarithms: Hijh w
|IPsec Life Time 2600 seconds
IPzec Life Time g kilobytes

IKE Algorithms: High
IKE Life Time: 28800
IPsec Algorithms: High
IPsec Life Time: 3600
IPsec Life Time: 0

Bknagka Authentication (ayteHTudukaums):

Authentication:

{* Pre-Sharad ey

Pre-Shared Key:

BbibpaTtb Pre-Shared Key n fwB-psk.

Haxatb Ok.

4. MexceteBoMn 3KkpaH A - lNpaBuna

MepenTtn B Rules -> IP Rules.

Cosgatb HoByto nanky IP Rules Folder, HasbiBaemyto lan_to_fwB-ipsec

B HoBow nanke co3gaTtb HoBoe IP-npasuno IP Rule.

Bknapgka General:
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General:
Action: Allow v
Seniice: all_services v
Schedule:  (Mone) L

Name: allow_all

Action: Allow
Service: all_services

Address Filter:

Source Destination

Interface: I.an I ;fﬁé-ipsec

Metwark: I.annet F ;ﬂaé-remotenet

Source Interface: lan

Source Network: lannet

Destination Interface: fwB-ipsec
Destination Network: fwB-remotenet

HaxaTb Ok.

CospaTtb BTOpOE NpaBuUsio B TOW e narke.

Bknapgka General:

General:
Action: Allow v
Service: all_services R
Schadule:  (Mone) w

Name: allow_all

Action: Allow
Service: all_services

Address Filter:
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Source Destination

Interface: fwB-ipsec lan

Hehaork: fwB-remotenet lannet

Source Interface: fwB-ipsec
Source Network: fwB-remotenet
Destination Interface: lan

Destination Network: lannet

CoxpaHuTb 1 aKTUBMPOBaTb HACTPOWMKN MEXCETEBOIO 3KpaHa A.

5. MexceTteBoun 3kpaH B - Agpeca
Mepentn B Objects -> Address book -> InterfaceAddresses.

N3meHuTb cnegyroume nyHKTbl:

3ameHuTb lan_ip Ha 192.168.2.1
3ameHnTb lannet Ha 192.168.2.0/24

3amMeHnTb wan1_ip Ha 192.168.110.2
3ameHuTb waninet Ha 192.168.110.0/24
Mepentn B Objects -> Address book.

[ob6aeuTb HOBYO agpecHyto nanky Address Folder, HasbiBaemyto RemoteHosts.

B HoBol nanke nod6asutb HoBbIN IP4 Host/Network:
Name: fwA-remotenet

IP Address: 192.168.1.0/24

HaxaTtb Ok

B Ton xe nanke go6asutb HoBbIN IP4 Host/Network:
Name: fwA-remotegw

IP Address: 192.168.110.1

HaxaTtb Ok

6. mexceteBou 3kpaH B — knrwuu (Pre-shared keys)

Mepentn B Objects -> VPN Objects -> Pre-Shared keys.

Ho6aBuTb HOBbIM Pre-Shared Key.
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General:

Name: fwA-psk

Shared secret:

o FPaszsphrasze

Shared Secret: s o o o o o o o e o

Confirm Secrat: | #skskokokokkokkok

BbibpaTb Passphrase v BBeCT o6LM cekpeTHbIn KoY (shared secret).

HaxaTb Ok.

7. MexceteBou 3kpaH B — UHTepdenc IPsec

MepenTn B Interfaces -> IPsec Tunnels.

[Jo6asunTtb HoBLIN IPsec Tunnel.
Bknagka General:

General:

Name: fwA-ipsec

Local Network: lannet

Remote Network: fwA-remotenet
Remote Endpoint: fwA-remotegw

Encapsulation Mode: Tunnel

Algorithms:
# ) Algorithms
IKE Algorithms: High w
IKE Life Timea 2aapnp Seconds
|Psac Algorithms: High s
|IFsec Life Time zg00/| Seconds
|Psac Life Time o kilobytes

IKE Algorithms: High

IKE Life Time: 28800
IPsec Algorithms: High
IPsec Life Time: 3600
IPsec Life Time: 0

Bknagka Authentication:
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Authentication:
BbibpaTtb Pre-Shared Key 1 fwA-psk.

Haxatb Ok.

8. MexceTteBou 3kpaH B — lNpaBuna

Mepentn B Rules -> IP Rules.
Cospatb HoByto nanky IP Rules Folder, HasbiBaemyto lan_to_fwA-ipsec

B HoBoM nanke co3gatb HoBoe IP-npasuso IP Rule.

Bknapka General:

General:
Name: |allow_all
Action: Allow b
Service: all_services v
Schedule:  (Mone) v

Name: allow_all

Action: Allow
Service: all_services

Address Filter:
Source Interface: lan

Source Network: lannet
Destination Interface: fwA-ipsec
Destination Network: fwA-remotenet

Haxatb Ok.
Cospgatb BTOpOE NpaBuUIio B TOW e narike.
Bknaoka General:

General:
Name: allow_all

Action: Allow
Service: all_services

Address Filter:
Source Interface: fwA-ipsec

Source Network: fwA-remotenet
Destination Interface: lan

Destination Network: lannet
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Haxatb Ok.

CoxpaHuTb 1 aKTUBMPOBaTb HACTPOWMKN MEXCETEBOIO 3KpaHa B.



