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Internet Server (IS) Admin

User’s Guide

About This Guide

This guide explains how to install and use the Internet server administration program known as IS Admin. You will be provided with vital information including a description of the software, a step-by-step installation procedure, and a detailed description of the software’s functions.

IS Admin is designed to be installed and used in the Windows 95 or Windows NT environment, but it is also compatible with Windows 3.1 and Windows 98 systems.

Before installing and running IS Admin, be sure to connect your Internet server and become familiar with its capabilities. See your Internet server hardware manual for installation instructions and function descriptions.

Important:
Depending on the model you purchased, your Internet server may have one or two COM (communications) ports, and it may or may not have a built-in modem or modems. All examples in this guide use a model with two COM ports and no built-in modem. Appropriate notes are included where model differences result in differences in the IS Admin screen display or method of operation.

Introduction

IS Admin Features

IS Admin lets you link to your Internet server through your LAN, get the server’s current settings, send new settings to the server, test various server functions, monitor server operation, and update the server’s firmware.

Many IS Admin functions can also be carried out using a Telnet or Web browsing program, as described in the server hardware manual. However, only through IS Admin can you change an Internet server’s IP address for the first time or download new firmware code to the device. IS Admin is an indispensable tool for setting up and maintaining your Internet server.

System Requirements

We recommend that your system meet the following requirementsxe "requirements for using PS Admin" to be able to use the IS Admin program:

· An IBM PC-compatible computer with a 386 or faster processor

· One of the following Microsoft operating environments:

· Windows version 3.1x
· Windows for Workgroups version 3.11

· Windows 95 or later

· Windows NT 3.51, 4.0 or later.

· 4 megabytes of main memory (RAM)

· At least 4 megabytes of free hard disk space

· A Windows-compatible mouse or other pointing device

· An Ethernet network card with appropriate drivers (either NDIS or ODI)

You should also check your computer’s settings:

· If you are using a screen resolution higher than 640 x 480 (standard VGA), you should use a “Small Fonts” setting.

· You need to have the IP network protocol enabled. IS Admin uses the IP protocol for communicating with the Internet server.

You only need to have one workstation that meets the above requirements. It is not necessary to run the IS Admin program on every workstation..

Installation

This chapter tells how to install the program, and how to start it. 

Installing IS Admin

xe "PS Admin:installation"

xe "installing PS Admin"Follow the procedure outlined below to install IS Admin:

1. Insert the IS Admin installation disk into your system’s 3.5” floppy drive (A: or B:).
2. If you are using Windows 3.1x or Windows NT 3.51, choose Run… from the Program Manager’s File menu. Under Windows 95/Windows NT 4.x or later Windows-based operating systems, choose Run… from the Start menu on the taskbar. When the dialog box appears, type the pathname of the Setupxe "SETUP.EXE" program on the floppy drive (A:\SETUP or B:\SETUP) and click OK.
3. The Setup program will begin by copying some files and ask for your confirmation. Click the Next > button to continue. 

4. The Setup program will then ask you to select a directory on your hard disk where you want it to install the IS Admin program. If you want a destination directory path other than the one shown, click the Browse... button to select it.

Click the Next > button to continue the installation.

5. The setup program will copy IS Admin program files to the directory you selected, as well as create an IS Admin program group. Press the Finish button to complete the installation.

Once the installation is complete, you can begin using IS Admin.

Starting IS Admin

xe "PS Admin:starting"If you are using Windows 95 or Windows NT 4.0 (or a later version of Windows), to start the IS Admin program:

1. Press the Start button in the taskbar.

2. Within the Programs menu, select IS Admin.

3. Select the IS Admin program.

For Windows 3.1, Windows for Workgroups 3.1x, or Windows NT 3.51,

1. In the Program Manager, double-click on the IS Admin program group icon to open it.

2. Double-click the IS Admin program icon.

The IS Admin program will then be ready for use. A sample IS Admin display is shown below: 
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Basic Operation

IS Admin lets you link to any Internet servers on your LAN, configure them for proper operation, check their status, and perform many other control, monitoring, and maintenance operations on them.

This chapter covers the most basic and important IS Admin operations:

–
“Discovering” Internet servers on your LAN

–
Selecting the Internet server that you want information about or that you want to configure

–
Viewing information about the selected Internet server

–
Configuring the selected Internet server using the Change IP Address and Quick Configuration commands

–
Using IS Admin’s basic device control tools: the Dial Up, Hang Up, Test, and Reset commands

Some of these operations can be carried out only through IS Admin, for example, discovering Internet servers and changing an Internet server’s IP address for the first time. Some must be carried out before you can start using an Internet server, for example, the Change IP Address command and many of the operations included in the Quick Configuration command. Read this chapter carefully and carry out all required operations before using your Internet server.

Discovering Servers

When IS Admin starts running, it automatically looks for Internet servers on your LAN. This process, referred to as “discovering” active servers, can take about twelve seconds. When discovery is complete, the names of all Internet and Internet/print servers that are powered up and physically connected to your LAN will appear in the Server Name list box on the left side of the IS Admin main window.

Discover Server

The purpose of the Discover Server button is to let you manually initiate the same discovery process that IS Admin automatically carries out when started up. If an Internet or Internet/print server was not turned on when IS Admin started running, you can turn it on, wait about ten seconds for it to complete its power-on self-test, and click Discover Server. The server’s name will quickly appear in the Server Name list box.



Server Name

This is a list of all Internet and Internet/print servers currently on your network. Servers are listed according to the name assigned to each device. Click on the name of the server you wish to view or modify.

Viewing Information About a Server

Data listed in the Information section of the IS Admin main window helps identify which server is currently being viewed. These items do not change except in response to actions you take in other parts of the IS Admin window; you cannot change this information directly.
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Also in the Information section of the IS Admin main window are a Diagnostics button and a Traffic Analysis button. These are explained in the chapter on intermediate and advanced operations.

MAC Address

The MAC (media access control) address is a factory-assigned address encoded in the device’s firmware. It cannot be modified.

 IP Address

The IP address is the currently assigned Internet protocol (IP) address for the device. The default assignment is 192.168.100.1. See the description of the Change IP Address command, further on, for information about how to modify the device’s IP address.

Model

The Model information data lists the model name of the server being viewed. This data cannot be changed.

Status

The Status field provides information about the current operating state of the selected server. This variable will read either “Running” or “Download Request.” Data in this field cannot be modified.

Firmware

The Firmware field displays the version number of the Internet server’s current firmware. This data cannot be changed except by upgrading the firmware (see “Download Firmware” further on in this guide).

UpTime

The UpTime field displays how long the device has been operating since it was last powered on. This variable cannot be manually modified. If the device is powered off, this variable will be reset to 0 days, 0:00:00. 

The time is displayed as: days, hours:minutes:seconds. 

Using Basic Configuration Commands

The IS Admin main window’s Configuration section contains three commands: Change IP Address, Quick Configuration, and Configuration. To use one of these commands, click the command name or choose the command of the same name from the Configuration menu. 



If you have more than one Internet server on your LAN, be sure to look in the Server Name list box and select the desired server by clicking its name before choosing any configuration command.

Note that functions available through the Quick Configuration and Configuration commands will work only if the Internet server’s IP address is in the same range as the station you are running IS Admin on. The Change IP Address command will always work for any Internet server physically connected to your LAN.

The Change IP Address and Quick Configuration commands are explained below. The Configuration command is described in the following chapter. 

Change IP Address

The Change IP Address command is used to give an Internet server a local IP address suitable for your LAN, that is, an address that is (1) within one of the three permissible address ranges (these are described further on), (2) in the same range as the station running IS Admin, and (3) not used by any other device on the LAN.

If you have more than one Internet server on your LAN, make sure the desired server is selected before you choose the Change IP Address command. To select the desired Internet server, click its name in the Server Name list box on the left side of the IS Admin main window.

The Change IP Address command will work for any Internet server that IS Admin can discover on your LAN. IS Admin’s other configuration commands, however, will work only if the selected server has been given an IP address suitable for your LAN.

Choosing Change IP Address displays the following dialog box:


IP addresses are in the form xxx.xxx.xxx.xxx, where each group of three x’s represents a number from 0 to 255. The address you choose must be unused by any other device on your LAN, and it must be in one of the three address ranges set aside by Internet authorities for private use:

10.0.0.0 – 10.255.255.255

172.16.0.0 – 172.31.255.255

192.168.0.0 – 192.168.255.255

In addition, the Internet server and the station running IS Admin must have IP addresses in the same range, or configuration commands other than Change IP Address will not work.

The Internet server will act as a “gateway” for devices on your LAN. By convention, a gateway such as this is often assigned an IP address ending in .1 or .254. Addresses ending in .0 and .255 are reserved for network functions and should be avoided. For more information about IP address settings, see your Internet server hardware manual.

To change the Internet server’s local IP address, type the desired address into the Change IP Address dialog box and click OK. The new address will be sent to the server and stored there. It can then be changed only by a configuration command or factory reset.

Important:
If you want to install more than one Internet server on your LAN, you must modify the IP address of at least one of these servers. If you connect two or more Internet servers to the same LAN without modifying at least one’s IP address, none of your Internet servers will work, because they will all have the same factory-set IP address.

Quick Configuration

Before you can use your Internet server, you must configure it to work correctly with a modem or terminal adapter (TA) and an Internet service provider’s (ISP’s) equipment. The Quick Configuration command lets you do this in as short a time as possible. This command lets you enter the settings that are absolutely necessary for a working connection. Once the connection is working, you can use the Configuration command to change settings and activate additional features.

To carry out the Quick Configuration process, you must have certain basic information about your Internet access account and your equipment on hand. We strongly recommend that you read through this entire section and make sure you have the required information on hand before you start.

To begin the Quick Configuration process, click Quick Configuration in the IS Admin main window or choose Quick Configuration from the Configuration menu. The Quick Configuration dialog box will appear.

If your Internet server has only one WAN (wide-area network) port (also referred to as a COM [communications] port), the WAN Port 1 and WAN Port 2 controls will not appear in the Quick Configuration dialog box’s opening panel.



The middle part of this dialog box is a panel containing a title and related settings. A number of different panels (from five to nine, depending on the settings you enter) can appear here. Use the Next and Back buttons to move between panels. The Cancel button lets you exit the Quick Configuration process at any time without sending any settings to the server. The Finish button sends your settings to the server; it is enabled only at the last panel.

The Quick Configuration dialog box’s panels and the information that each one prompts you for are described below.

Welcome to Quick Configuration:  Assuming that your Internet server has two WAN (wide-area network) ports, this panel lets you indicate whether you will configure the server for one Internet access account or two. Each WAN port on the back of the server is capable of providing a connection to one Internet access account. These ports are labeled COM1 and COM2 on a two-WAN-port server and referred to as WAN ports 1 and 2 in IS Admin.

If your Internet server has only one WAN port, no controls will appear in this panel; simply click Next to go on.

The Welcome to Quick Configuration panel contains two check boxes, one for each of the server’s WAN ports. An x mark in a check box means IS Admin will prompt you to configure the corresponding port during the Quick Configuration process. Both boxes initially contain x marks. If you have only one modem or TA connected to the server, uncheck the box for the unused WAN port. Click the Next button to go on. The WAN Port x – Modem panel (where x is 1, 2, or blank) will appear.

WAN Port x – Modem:  You must supply two kinds of information for each Internet access account: (1) information about your modem or TA, so the server and the modem or TA can work together correctly, and (2) information about your Internet access account, so the server can work correctly with your ISP’s equipment. For each WAN port that you configure, there is a WAN Port x – Modem panel and a WAN Port x – ISP Account panel. The WAN Port x – Modem panel is shown below.

If your Internet server has a built-in modem or modems, the Browse button shown in the following illustration will not appear, and none of the controls in this panel will need to be adjusted. Click Next and proceed to the section entitled “WAN Port x – ISP Account.”



In this panel you must supply the following information:

Line Type:  This is the kind of telephone line you will use to connect to your ISP. The default setting is Dial-up, in other words, an ordinary dial-up phone line. If you will use a leased line or you wish to disable this WAN port, click the Line Type list box and select the appropriate setting, Leased Line or Disable.

Baud Rate:  The Baud Rate control determines the speed at which the Internet server will communicate with the modem or TA. Most modems and TAs can handle the default setting, 115200 bps (bits per second). For some older modems, however, you might have to reduce the speed to 57600 bps or lower. See your modem or TA manual for details. To adjust the rate at which the Internet server will communicate with the modem or TA, click the Baud Rate list box and select the desired speed.

Init. String:  Before starting to make connections through a modem or TA, the Internet server must set the modem or TA to work a certain way. The server does this by sending the modem or TA a set of commands called an initialization string.

The contents of the initialization string depend on the make and model of the modem or TA. Initialization strings for more than 100 kinds of modems and TAs are stored in IS Admin. To view the list of supported modems and TAs, click the Browse button to display the Modem Type dialog box:



Next, click the Modem Type list box’s arrowhead and scroll through the list of modems and TAs. If your modem or TA’s name appears, select it and click OK.

If you do not see your modem or TA’s name, you can add the name and initialization string to the list yourself. This requires technical knowledge! Consult the manuals for your Internet server and your modem or TA to determine what the contents of the initialization string should be, then call up the Modem Type dialog box. The Modem Type list box can double as a text input box; type the device’s name into this box, type the initialization string into the Init. String box, click Add, then click OK to finish.

After you click OK, the selected initialization string will appear in the WAN Port x – Modem panel’s Init. String box.

Dial Prefix String and Hangup String:  To make a modem or terminal adapter dial a number, the Internet server must send the modem or TA a special sequence of characters before sending the number itself. This sequence of characters is called the Dial Prefix String. Another sequence, called the Hangup String, is the preferred way to command a modem or TA to hang up. The factory-set dial prefix string (ATDT) and hangup string (~~~+++~~~ATH0) will work for almost all modems and TAs (note that the 0 in ATH0 is a zero, not the letter O). Do not change these settings unless you are very knowledgeable about your modem or TA’s command set.

After supplying the necessary information about your modem or TA in the WAN Port x – Modem panel, click Next to go on. The WAN Port x – ISP Account panel will appear.

WAN Port x – ISP Account:  The information in the WAN Port x – Modem panel enables the Internet server to work with your modem or TA; the information in the WAN Port x – ISP Account panel lets the server actually connect to and work with your ISP’s equipment.



Following are the kinds of information you need to supply in this panel:

Phone Number:  This is required only for a dial-up line; if you have a leased line to your ISP, leave this item blank. When typing a phone number, be sure to include all the digits needed to call your ISP on your phone system. Wherever a wait might be required (after dialing an outside-line prefix, for example) type one or more commas to insert a pause into the dialing sequence. Other special characters understood by your modem or TA can also be included; see your modem or TA manual for details.

User ID:  In most cases, your user ID is assigned by your ISP from choices that you submit when you apply for an Internet access account. It might be referred to as your “login,” “login name,” or “host name” in the material you receive from your ISP when your account is established. Your user ID can be up to 64 characters long. Click in the User ID box (or tab to it) and type the user ID for your account. Make sure it is in the correct form, including capitalization and any non-alphabetic characters.

Password:  Your password is ordinarily assigned by your ISP when your Internet access account is established. This password can be up to 32 characters long. Click in the Password box (or tab to it) and type the password for your Internet access account; then go to the Confirm Password box and type it in again. Make sure it is in the correct form, including capitalization and any non-alphabetic characters. Only asterisks will appear as you type; IS Admin never displays this password on the screen.

IP Address:  Your Internet server uses one IP address on your LAN (this is the address you entered using the Change IP Address command) and another on the Internet. The IP address that the server uses on the Internet is assigned by your ISP, and can be fixed (that is, pre-assigned) or dynamic (that is, assigned at connection time). If your ISP has given you a fixed IP address, click in the IP Address boxes (or tab to them) and type that address in; if your ISP assigns you an IP address dynamically, use the server’s default (factory) setting (0.0.0.0).

Does your ISP require a login script?  To log onto some Internet access accounts, you must respond to one or more prompts that appear on your screen after the call goes through. If you have such an account, you must use a “login script” to automate the process of logging onto your account. To create a login script, click the Yes check box before going on; otherwise leave the No check box checked.

When finished with the settings in the WAN Port x – ISP Account panel, click Next to go on. If you responded No to the login script query (see preceding paragraph), the DNS Server IP Address panel will appear, and you can skip ahead to the section on that panel in this manual. If you responded Yes to the login script query, the WAN Port x – Login Script panel will appear.

WAN Port x – Login Script:  The WAN Port x – Login Script panel appears only if you responded Yes to the login script query in the WAN Port x – ISP Account panel.



A login script is necessary only if logging onto your Internet access account involves typing responses to on-screen prompt strings displayed by your ISP’s system. If you do not need a login script, be sure to respond No to the login script query in the WAN Port x – ISP Account panel.

To create a login script, you must know beforehand what prompt strings appear and how you must respond to them when logging on. You can obtain this information from your ISP or by logging onto your account manually and carefully writing down all the prompts and responses. You do not need to write down screen text that requires no response, but you must accurately record each prompt and the correct response to it.

Here is an example of how to create a login script. Imagine that the following text initially appears on your screen when you log onto your account manually:

Welcome to ConnectKing Internet Access!

Your user ID: _

“Welcome to ConnectKing Internet Access!” is not a prompt string—it requires no response—so it can be ignored. “Your user ID:” is the first prompt string to appear. After you enter your user ID and respond to additional prompt strings, your screen might look like this: 

Welcome to ConnectKing Internet Access!

Your user ID: JLee34

Your password: *****

Services:  1. Telnet

           2. PPP

           3. SLIP

Your choice (1-3): 2_
Let’s assume, just for this example, that “abcde” is your password (you should never use such an easy-to-guess password). To create a login script for this account, you would carry out the following steps in the WAN Port x – Login Script panel. Text that you would type is shown below in single quotation marks; do not type quotation marks when you actually create a login script.

1.
Click in the Prompt String box and type ‘Your user ID’ (without the quotes, on this or any other string); click in the Keyin String box and type ‘JLee34’; then click the Add button. The strings will appear on the first blank line in the script box.

(It is not necessary to type the entire prompt string; any part of it that does not appear on any previous line of the log-on process is sufficient. For instance, in this example, ‘Your’ or ‘user’ or ‘ID’ alone would be enough to make the Internet server recognize the full prompt string sent by the ISP.)

2.
Click in the Prompt String box and type ‘Your password’; click in the Keyin String box and type ‘abcde’; then click the Add button. The strings will appear just under the previously entered strings in the script box.

3.
Click in the Prompt String box and type ‘Your choice’; click in the Keyin String box and type ‘2’; then click the Add button.



Before exiting the dialog box, check the script. You cannot edit existing lines directly, but you can remove incorrect lines and insert new lines between existing lines. Remove a line by clicking it and clicking the Delete button. To insert a line, type its contents into the Prompt String and Keyin String boxes, click the line in the script box that you want the new line to follow, and click the Insert button.

To exit the WAN Port x – Login Script panel, click the Next button. The DNS Server IP Address panel will appear.

DNS Server IP Address:  DNS stands for Domain Name System, an arrangement whereby special servers around the world make Internet use easier by converting between the textual addresses used by humans and the numeric addresses used by machines. Like every other machine connected to the Internet, your Internet server must “know” the IP address of at least one nearby DNS server. When you acquire an Internet access account, your ISP informs you of at least one DNS server’s IP address.



Type a DNS server address supplied by your ISP into the upper boxes in the DNS Server IP Address panel. If more than one DNS server is available to you, you can type a second such server’s IP address into the lower boxes. Click Next to proceed to the next and final step in the Quick Configuration process.

Complete Configuration:  Settings that you have entered up to this point in the Quick Configuration process are held by IS Admin in temporary storage. The purpose of the Complete Configuration panel is to send these settings to the Internet server itself. The Internet server will store the settings in its “non-volatile” memory, where they will be preserved even if you turn the server off or reset it with IS Admin’s Reset function (note that they will not be preserved if you choose IS Admin’s Factory Reset function). 



To complete the Quick Configuration process, click the Finish button in the Complete Configuration panel. Your settings will be sent to the Internet server, the Quick Configuration dialog box will be closed, and you will be returned to the IS Admin main window.

After the Change IP Address command and the Quick Configuration process have been successfully carried out, you can begin using the machines on your LAN to access the Internet through your Internet server.

Configuration

The Configuration command provides all the same functions as the Quick Configuration command, plus functions for using especially sophisticated features of your Internet server. See the chapter entitled “Intermediate and Advanced Operation” for details.

Using Basic Device Control Tools

The IS Admin main window’s Tools section contains six commands for directly controlling your Internet server and modem or terminal adapter (TA). To use one of these commands, click the command name or choose the command of the same name from the Tools menu.



Remember that these commands will work only if you have assigned the server an IP address suitable for your LAN as described above under “Change IP Address.”

Dial Up

The Dial Up command lets you manually test the phone connection to an ISP on either of an Internet server’s WAN ports. To test a connection, click Dial Up in the IS Admin main window, or choose Dial Up from the Tools menu. The Dial Up dialog box will appear.



Click the button for the WAN connection you wish to test. Results will appear in the Status box to the left of the buttons. Click the Close button to finish. Use the Hang Up command (next) to end the call.

Hang Up

The Hang Up command lets you manually break the connection to an ISP on either of an Internet server’s WAN ports at any time. To break a connection, click Hang Up in the IS Admin main window, or choose Hang Up from the tools menu. The Hang Up dialog box will appear.



Click the button for the WAN connection you wish to break. Results will appear in the Status box to the left of the buttons. Click Close to return to the IS Admin main window.

Test

The Test command lets you manually check the connection to a modem or TA, and view the status of certain interface signals, on either of an Internet server’s WAN ports. To test a connection, click Test in the IS Admin main window, or choose Test from the Tools menu. The Test dialog box will appear.



Click the button for the modem/TA connection you wish to test. Results will appear in the Status box to the left of the buttons. Click Close to return to the IS Admin main window.

Reset

The Reset function acts like a power off and restart of the Internet server. Choose a server from the list of discovered servers and click Reset to restart the Internet server. IS Admin will prompt you for confirmation of the command.



Resetting the Internet server will cause the device to disconnect all operating sessions (LAN and WAN) and will return the uptime counter to zero. Reset has no effect on the device’s variable settings.

Intermediate and Advanced Operation

This chapter covers IS Admin functions that require specialized knowledge or careful preparation. These are the Configuration, Factory Reset, Download Firmware, Adjust Time, Diagnostics, and Traffic Analysis commands.



Configuration

The Configuration command lets you change any or all of an Internet server’s settings, including settings that can be changed with the Change IP Address and Quick Configuration commands (see preceding chapter). You can choose the Configuration command from the Configuration section of the main window or from the Configuration menu.



Choosing the Configuration command displays a dialog box with the following tabbed panels: a System panel for important general settings; a panel for each WAN port (and the associated phone line and ISP account); a panel for controlling the Internet server’s DHCP capability (this is explained further on); a panel for allowing outside clients to access World Wide Web, FTP, Gopher and similar servers on your LAN; and a panel for controlling especially advanced capabilities of your Internet server.



Note that settings you input in the Configuration dialog box are not transmitted to the Internet server until you press the Return or Enter key or click the Save button at the bottom of the dialog box. IS Admin will ask for confirmation before actually sending the settings to the server:



Following are descriptions of the Configuration dialog box’s panels and the functions available through them. 

System

The Configuration dialog box’s System panel is illustrated and explained below.



Server Name:  This is an arbitrary name up to fifteen characters long and containing no spaces. The factory-set name is “IS-” and the last six characters of the unit’s MAC (media access control) address (in hexadecimal notation). To change this setting, click or drag in the Server Name box and type the name you want. The name you assign will appear in the Server Name list box whenever the Discover Server function is carried out.

Change Password:  You can set a password to prevent unauthorized persons from changing your Internet server’s settings. Use the Configuration dialog box’s Change Password controls to create, alter, or clear this password. If you set a password, you will be prompted to enter it whenever you work with the server via IS Admin, Telnet, or a Web browser.



Remember that this password is for the Internet server only; it is unrelated to the password(s) for your Internet access account(s).

Local LAN:  The Local LAN section’s IP Address control performs the same function as the Change IP Address command; see the preceding chapter for details. The Subnet Mask control is set by default to 255.255.255.0; do not change this setting unless you are extremely knowledgeable about IP addresses and the configuration of your LAN.

DNS IP Address:  The IP address of a nearby Domain Name System (DNS) server is one of the items of information your ISP supplies when you establish an Internet access account. Ordinarily you will input this address during the Quick Configuration process (see preceding chapter). You can also input the address, or change it if necessary, by clicking and typing in the boxes provided here.

Maximum Idle Time:  To help keep your phone bills down, your Internet server comes set to hang up automatically if the connection to your ISP is unused for 30 minutes. You can change this to any number of minutes from 1 to 65535 by clicking and typing in the Maximum Idle Time box.

Operation Mode:  The majority of instructions in this manual assume that you will connect to your ISP directly through the Internet server and any attached modem(s) or TA(s). This is known as LAN-to-WAN operation mode.

In some cases, you might need to use the server in LAN-to-LAN operation mode. In this mode, instead of using a modem or TA, the server uses a router on your network for access to an ISP. IP addresses are assigned in such a way that the server and the router, although on the same physical network, are considered to be on different “logical” networks. Setting the server up for LAN-to-LAN mode requires extensive technical knowledge.

When you click the LAN-to-LAN Internet Server option, the Global IP Address, associated Subnet Mask, and Default Gateway controls are enabled. The Global IP Address setting is the network address of the LAN segment the router is on; the Subnet Mask setting is the associated address mask; and the Default Gateway setting is the host address assigned to the router’s LAN interface.

Note that when used in LAN-to-LAN mode, the Internet server cannot provide outside access to World Wide Web, FTP, Gopher and similar servers on your LAN; settings on the Server Address panel of the Configuration dialog box will have no effect.

WAN Port 1 and WAN Port 2 

All but one of the controls on the WAN port panels of the Configuration dialog box correspond exactly to, and perform the same functions as, controls in the WAN Port x – Modem, WAN Port x – ISP Account, and WAN Port x – Login Script panels of the Quick Configuration dialog box. These controls are explained in detail under “Quick Configuration” in the preceding chapter.



DHCP Server

DHCP (Dynamic Host Configuration Protocol) is an advanced feature adjustable only through the Configuration dialog box.



Disable/Enable:  DHCP is a function whereby the Internet server dynamically assigns IP addresses to machines on your LAN. Click Enable or Disable according to whether you want the server to perform this function. For DHCP to work, both the Internet server and the other machines on your LAN must be set up to use it. Most of today’s network-capable operating systems have DHCP capability; see your machines’ operating system manual(s) for details.

IP Address Range From/To:  In these boxes, supply the first and last IP addresses of the range from which the Internet server is to assign addresses to machines on your LAN. This range must be within, or the same as, one of the address ranges set aside by Internet authorities for private use; see “Change IP Address” in the preceding chapter for details.

Lease Time:  The “lease time” is the maximum amount of time a dynamically assigned IP address can be “owned” by the machine it is assigned to. When this time is up, the server again makes the address available for any machine issuing a DHCP request. The default setting is 1440 minutes (24 hours); you can input any whole number of minutes from 5 to 65535.

IP Reserve Table:  You can reserve addresses in the DHCP IP address range for particular machines. The Internet server will then assign each reserved address to the indicated machine and never to any other. For each machine, type the desired IP address and the machine’s MAC address, then click the Add button. To cancel an assignment, click it and click the Delete button. If you use DHCP and allow outside access to Web, FTP, and similar servers on your LAN (see “Server Address,” below), be sure add those servers’ addresses to the IP reserve table so the addresses do not change.

Server Address

When you use an Internet server, all the machines on your LAN appear to have the same IP address to other machines on the Internet. This can be a problem if you have machines running server software and you wish people outside your LAN to be able to connect to those servers. To solve this problem, your Internet server can store a table of local servers and the service(s) that users outside your LAN can request from them. Click the Configuration dialog box’s Server Address tab to view and modify the contents of this table.



The controls on this panel let you create and delete server address table entries. The maximum number of entries in the table is 16.

Local IP Address:  To begin creating an entry, type into these boxes the IP address assigned to a machine running server software you wish to make accessible from outside. If DHCP is enabled, make sure that the machine has a static IP address and that that address is listed in the DHCP Server panel’s IP reserve table.

Protocol:  The Protocol control has two possible settings, TCP (Transmission Control Protocol) and UDP (User Datagram Protocol). Common high-level services such as Telnet, FTP, Gopher, and WWW all run on TCP; only in special cases requiring extensive technical knowledge will you need to set this control to UDP.

Port Number:  In networking software, services are identified by numbers called “port numbers.” IS Admin lets you identify four common services by their names: Telnet, FTP, Gopher, and WWW (port numbers 23, 21, 70, and 80, respectively). To select one of these, open the Port Number list and click the name. For any other service, click or drag in the Port Number box and type the correct port number in.

When the Local IP Address, Protocol, and Port Number settings are all correct, click Add to place the entry in the server address table. To remove an entry, click the entry in the table and click Delete.

Advanced Control

The Configuration dialog box’s Advanced Control panel gives you access to a number of extremely powerful functions. Note that for some of these functions to work, the IS Manager Server software package must be running on a computer on your LAN. IS Manager Server is ordinarily included with IS Admin and with newer Internet server models.

To display the Advanced Control panel, click the rightward-pointing arrowhead near the top right corner of the Configuration dialog box. The tabs in the dialog box will shift leftward, and the Advanced Control tab will appear. Click this tab to display the panel.



The controls in this panel fall into three categories: those related to IS Manager Server, those having to do with traffic control, and those with miscellaneous functions. Note that the Traffic Control section of this panel will be entirely “grayed out”—that is, disabled—if your Internet server has only one WAN port.

Manager Server IP Address:  This is the first and most important of the controls related to IS Manager Server. To be able to use the functions provided by IS Manager Server, type into these boxes the IP address of the machine that IS Manager Server is running on. If you are using your Internet server’s DHCP function, make sure this machine has a static IP address and the address is listed in the DHCP Server panel’s IP reserve table.

Log and Filter:  The Log and Filter control determines whether your Internet server will report connection activity to IS Manager Server and accept filtering commands from that program. See your IS Manager Server manual for instructions on setting up filters. The default setting of the Log and Filter control is No. To put filtering into effect, or just to have connection activity logged (that is, reported to IS Manager Server), set this control to Yes. Remember that the Manager Server IP Address control must be set correctly, and IS Manager Server must be running, for logging and filtering to work.

Dial Up Schedule:  Using the Schedule Table, Holiday Table, and Dial Up Mode controls (see below), you can specify a timetable and conditions for making connections to your ISP. The Dial Up Schedule control determines whether your Internet server will operate according to your timetable and conditions. The default setting of this control is No. This allows the Internet server to connect on demand at any time. To change this, first set this control to Yes, then create a timetable and conditions through the Schedule Table, Holiday Table, and Dial Up Mode controls. Note that in order to guarantee that your Internet server will stay on schedule, the Manager Server IP Address control must be set correctly, and IS Manager Server must be running at all times.

Schedule Table:  When the Dial Up Schedule control (see above) is set to Yes, you can click the Schedule Table button to create, view, or modify a list of times when connection to your ISP is allowed. Clicking this button displays the Schedule Table dialog box, which is illustrated below.



To specify a time period during which connection to your ISP is allowed, select a day of the week, a start time, and a stop time from the drop-down list boxes at the top, then click the Add button. The corresponding portion of the bar graph for that day will change to red. The specified time period will also appear in figures in the bottom part of the dialog box.

To remove a period of time that you have already specified, set the list boxes at the top to show that day, start time, and stop time, then click the Delete button. The corresponding red portion of that day’s bar graph will change back to green, and the figures at the bottom of the dialog box will change accordingly. You can delete an entire specified period, or any portion of a period, in this way.

Click OK to exit this dialog box and confirm any changes in the settings, or click Cancel to exit and leave the previous settings unchanged.

Holiday Table:  The holiday table is a list of dates on which the Internet server should not connect to your ISP. This table is meant to be used together with the timetable you set through the Schedule Table button (see above). When the Dial Up Schedule control is set to Yes, the Internet server will operate according to your timetable except on dates specified in the holiday table. On these dates, connection will not be allowed. You can specify up to ten such dates for each month of the year.

To view or modify the holiday table, first make sure the Dial Up Schedule control is set to Yes, then click the Holiday Table button. The dialog box shown below will appear.



To specify a holiday, click in any box to the right of the desired month and type the desired date. For example, to set International Labor Day, May 1, as a holiday, click in any empty box in the row following “May” and type the number 1. (If you have set other holidays in May, IS Admin will automatically put the dates in the correct order after you confirm your settings.) To remove a holiday you have set, click in the box the date appears in and remove the date with the Backspace or Delete key. Click OK to exit the dialog box and confirm any changes, or click Cancel to exit and leave the previous settings unchanged.

Dial Up Mode:  When your Internet server is set to operate according to your schedule (that is, when Dial Up Schedule is set to Yes), it can either (a) connect to your ISP only when necessary during the time periods you have specified, or (b) connect automatically at the beginning of each time period, stay connected throughout the period, and disconnect when the period ends. The Dial Up Mode control determines which method the Internet server will use. The default setting, Dial on Demand, makes the Internet server wait until someone on your LAN requests an outside connection during a time when outside connections are allowed. To make the Internet server stay connected throughout the times you have specified, pull down the Dial Up Mode list box and select Auto Dial. In either case, the Internet server will not connect at all on holidays and at times not specified in your schedule.

Traffic Control settings:  The Traffic Control section of the Advanced Control panel will be “grayed out”—that is, disabled—if your Internet server has only one WAN port. For an Internet server with two WAN ports, the Traffic Control section provides three different ways of distributing the connection load between the two WAN ports.

By User Connection is the default setting. Numbers in square brackets show the number of user connections that can be made on one WAN port before the Internet server will start using the other WAN port for additional user connections. The default setting is [6], [6]. This means that the Internet server will use WAN 1 for up to six user connections, then WAN 2 for up to six more, and finally alternate between WAN 1 and WAN 2 if each port is serving six or more users and additional user connections are requested. Once a user is connected through one WAN port, additional connections for that user are made through the same port. Of the three traffic control options, traffic control by user connection is best for minimizing the number of calls placed to your ISP.

You can change the number of connections that acts as the “switch point” by clicking the By User Connection option’s Change Value button. The By User Connection dialog box will appear.



“Maximum” in this dialog box means not the total number of connections permitted but the number of existing connections above which the Internet server will switch ports or (if both ports are at their “maximum”) start alternating between the ports. To change the setting for either port, click in the appropriate box and edit the number there. Click Cancel if you decide to leave the original settings unchanged, or click OK to confirm any changes.

By Utilization:  This setting distributes the load between the two WAN ports on the basis of “bandwidth utilization,” that is, how much of each port’s signaling capacity is actually used and for how long. Traffic control by utilization allows different connections from the same user to be carried by different WAN ports. This can greatly increase performance for Web applications, since a browser technically establishes a new connection each time it gets a graphic. This setting is recommended in cases where some users require much more bandwidth than others.

Computers exchange data in packets, so even when data flow seems continuous there can be stops and starts in the signaling process. Traffic control by utilization measures what percentage of a given time period is spent in actual signaling. Connections will be made through WAN 1 unless utilization exceeds the specified percentage for the specified number of seconds and a new connection is requested. That connection will be made through WAN 2. If both WAN ports “fill up,” the Internet server will alternate between the ports in making any additional connections. The default setting for both WAN ports is 70% utilization for five seconds.

To use traffic control by utilization, click this option so an x appears in its check box. If you wish, you can then change the percentage and duration figures. To do this, click this option’s Change Value button. The By Utilization dialog box will appear.



“Maximum” in this dialog box means not the maximum utilization rate allowed but the utilization rate above which—if it lasts for the indicated number of seconds—the Internet server will start using WAN 2 or (if both ports are at their “maximum”) start alternating between the ports. To change the percentage or duration figure for either port, click in the appropriate box and edit the number there. Click Cancel if you decide to leave the original settings unchanged, or click OK to confirm any changes.

By Load Balance:  Traffic control by load balancing means alternating between the two WAN ports to keep the number of connections on the two ports equal or about equal. Like traffic control by utilization, this allows different connections from the same user to be carried by different WAN ports. Traffic control by load balancing is more suitable in cases where all users have approximately the same bandwidth requirements. To select this option, click it so an x appears in its check box.

Routing Table—Edit Button:  The routing table Edit button is the first of the “miscellaneous” controls at the bottom of the Advanced Control panel. A routing table lists destination networks or subnets and, for each network or subnet, the “gateway” (usually a router or a similar device such as another Internet server) through which the network or subnet can be reached. A routing table is necessary if you have a router or similar device on your LAN and you wish the network(s) or subnet(s) to which that device leads to be reachable from your LAN.

Note that if you are using the Internet server in LAN-to-LAN operation mode, you should not create an entry in the routing table for the router that provides the connection to your ISP. For details see the description of the System panel’s Operation Mode control, earlier in this chapter.

To create or change a routing table, click the Edit button. The Routing Table dialog box will appear.



The routing table is initially empty, and should be left empty if there are no gateways on your LAN besides the Internet server or router that provides access to your ISP.

To create an entry, you must know the IP network address and subnet mask of a particular destination network or subnet, as well as the local IP host address (the address on your LAN) of the gateway leading to that destination network or subnet. Type these numbers into the boxes provided, then click the Add button to place the entry in the table. To remove an entry from the table, click the entry to select it, then click the Delete button. Finally, click OK to confirm all displayed entries, or click Cancel to leave the routing table unchanged.

Filter NetBIOS over TCP/IP:  NetBIOS is a means of requesting services over a network. Because it was designed for small, stand-alone networks, it generates many broadcasts and provides little security. It is used extensively in Windows-based networking.

NetBIOS requests can be encapsulated in TCP/IP packets. Although the requests are intended for nearby computers, the packets can appear to be intended for external destinations. This can result in unnecessary calls and increase the load on the WAN port. In addition, the information in such packets, if allowed onto the Internet, can be used to compromise the security of your LAN. When Filter NetBIOS over TCP/IP is set to Yes, the Internet server ignores TCP/IP packets containing NetBIOS requests. This allows NetBIOS to be used on the LAN without causing unnecessary calls or security risks. The default setting of this control is Yes.

You should set Filter NetBIOS over TCP/IP to No only when the Internet server is used in LAN-to-LAN operation mode and you wish Windows-based computers to be able to share resources across the link between the LANs.

Ending Configuration

Any time the Configuration dialog box is on the screen, you can exit and send all settings in all panels to the Internet server by choosing Save, or exit and leave the server’s settings unchanged by choosing Cancel. To choose Save, either click the Save button or press the Return or Enter key; to choose Cancel, either click the Cancel button or press the Esc key. If you choose Save, IS Admin will ask for confirmation before sending the settings to the server.



Factory Reset

The Factory Reset function restarts the Internet server in a similar way to the Reset function described earlier in this chapter; it also returns the device’s variable settings to their original factory values. To use this command, make sure the desired server’s name is selected in the Server Name list box, then click Factory Reset in the main window or choose it from the Configuration menu.



Remember that a factory reset will erase all current settings. You will be asked for confirmation before the command is carried out:



Download Firmware

The Internet server’s internal software is stored in “flash” memoryxe "flash memory", which allows you to upgrade it to an new version without sending the device back to your distributor. Consult your dealer for information about when updated Internet server firmware versions will be available.

The Internet server’s firmware can only be upgraded using IS Admin. Firmware upgrade files will always have a .BIN extension.

To perform the download:

1. Choose Download Firmware from the IS Admin main window or the Tools menuxe "Tools menu:Reload Firmware...".



The Internet server will ask for the filename of the new .BIN image filexe "image file".



1. Type in the pathname of the .BIN file, or click the Browse... button to locate the file using a standard dialog box.

2. Click OK.  IS Admin will display an informational warning message about not disconnecting the Internet server during the download. 

3. Click OK.  The download will begin. You should see a status bar displaying the progress of the download. The process takes a few seconds to complete. 

4. When the download is complete, IS Admin will display a message.

WARNING:
When downloading the new firmware file, be very careful not to interrupt the transfer by powering down the Internet server or disconnecting it from the network. The Internet server should be able to recover from an interrupted transfer in most cases, however, in some situations it may be necessary to return your Internet server for servicing in order to recover from an interrupted download.

Note that the values entered in all variables should be maintained and it isn’t necessary for you to re-enter that data. The device will automatically reset after the new firmware data finishes downloading.

Adjust Time

The Adjust Time command appears only in the Tools menu accessible from the IS Admin menu bar.



This command instructs the Internet server to get the current date and time from IS Manager Server immediately. The Internet server ordinarily gets the current date and time from IS Manager Server automatically once an hour. (For the Internet server to get the current date and time either on command or automatically, the Manager Server IP Address control in the Configuration dialog box’s Advance Control panel must be set correctly, and IS Manager Server must be running on the machine at that address.)

Diagnostics

The Diagnostics command lets you check the current configuration and operating status of an Internet server. You can choose this command from the Information section of the IS Admin main window or from IS Admin’s Information menu.



Choosing the Diagnostics command displays a dialog box with five tabbed panels: 



The Diagnostics panels are all purely informational; you cannot change any Internet server or IS Admin settings through them.

The Configuration, Status, and Statistics panels contain expandable multi-level lists of device settings, states, and counts. Only the top-level headings are initially shown; to see or hide lower-level headings or details, click the plus or minus sign next to a heading. The following example is from the Status panel:



The meanings of all items in in the Configuration and Status panels are easily understood by anyone who has configured an Internet server or read this manual carefully. The Statistics panel shows device operating statistics in a form that is familiar to network administration personnel. The information in these three panels can be saved in ASCII format using the Save to File button at the bottom of the dialog box:



The DHCP Table panel shows the current dynamic address assignments (assuming DHCP is enabled; if it is not, the panel shows an empty table): IP address, the MAC address of the host to which the IP address is assigned, and the amount of “lease time” remaining. The Connections panel shows which machines on your LAN are currently accessing the Internet through the server: source and destination IP addresses, protocol and path used, and number of minutes idle. DHCP assignments and Internet connections can change from moment to moment; to update the display at any time, click the Refresh button.

Traffic Analysis

The Traffic Analysis command gives you an automatically updated graphical view of traffic volume and signal status on the Internet server’s WAN ports. You can choose this command from the Information section of the IS Admin main window or from IS Admin’s Information menu.



The Traffic Analysis dialog box will appear:



The graph in this dialog box shows the number of kilobytes per second transferred through the Internet server’s WAN ports. The graph for WAN port 1 is in blue, that for WAN port 2 in green. Each bar represents the average number of kilobytes per second transferred during a period equal to the refresh time. Click the Refresh Time buttons to adjust the refresh time to 1 to 15 seconds.

Signal indicators at the bottom right show the state of the WAN ports’ handshaking lines: DTR (Data Terminal [i.e., server] Ready [to receive]), RTS (Request [by server] To Send [to modem/TA]), DSR (Data Set [i.e., modem/TA] Ready [to receive from server]), CTS (Clear [for server] To Send [to modem/TA]), and DCD (Data Carrier Detect[ed by modem/TA]). The PPP Link indicator shows whether the Point-to-Point Protocol is in operation, that is, whether all the preliminaries have been taken care of and your Internet server is in communication with its “peer” at the other end. A signal or PPP indicator is red when the signal or protocol is “on.”
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