D-Link

MapLpyTusatop LUMPOKONOSIOCHOro AoCcTyna

— DI-804HV

MapwpyTu3aropn IUMPOKONONOCHOIO AOCTYNA CO
BCTRNOCHHbIM 4-NONTOBLIM KOMMYTATONOM

DI-804HV —3mo 8bicoKOnpou3600UmMenbhblll WUPOKONOLOCHBL MAPUPYMU3amop ¢ QYHKYuAMu 0e30nacHol nepedayu OAaHHbIX,
CNPOEKMUPOBAHHDBILL CNeYUATbHO 0151 NPUMEHEHUS. 8 CEA3KAX YeHMPAabHblil oguc — omdenenue. [lpednacasn s¢hgexmusroe pewienust
011 NOOKIIOUEHUsl YOATICHHbIX OUCO8 60 6ceM Mupe K YeHmpaibHoMy uepe3 HHmepHem , YCmpoucmeo cOCmasnsem cepbe3uyio
KOHKYPEHYUI NOOKTIIOYEHUAM MUNA MOYKA-MoyYKa no 00pocum 8bloeneHHbIM Kananam. Mapwpymusamop 6usnec-knacca DI-804HV
noooepacusaem IPSec 0na obecneuenus bezonacHocmu coeOuHeHul, cea3bl8ds HeboIbuUlLe cemu YOIeHHbIX 0hUCco8 8 eOUHYIO cemb
WU NO360TA5L NOAYYAMb OONOTHUMENbHBIE CEPEUCHL BAWUUM O0BEPEHHBIM NAPMHEPam YOaieHHo. B dononnenue, mapupymuzamop
00HOBpeMenHO sbinontsem ynkyuu Mnmeprnem-uinioza, npedocmasnsis oocmyn ¢ Humeprem écem compyOHuKam oguca, ucnonv3ys
00uH eduHcmeeHnblll KabenvHolil/DSL modem u 00Hy yuemmuyio 3anucs nposatioepa.

DI-804HV -5T0 BBICOKONPOU3BOAUTENHLHBIN IIHPOKONIOJIOCHBII MapUIpyTH3aTOP
¢ (ynknusMu Ge30macHON Iepeadd NaHHBIX, CIIPOCKTHPOBAHHBIN CIEIUAIBHO
JUIL TPUMEHEHHs B CBA3KaX LEHTPANbHBIA oduc - orgeneHue. llpemmaras
3} heKTHBHOE pelIeHns A1 MOAKIIOUEHUS YAAICHHEIX 0(HCOB BO BCEM MHpPE K
LHEeHTpaIbHOMY depe3 IHTepHET , YCTPOHCTBO COCTAaBIIET CEPbE3HYIO
KOHKYPCHIIMIO IIOJKIIOYEHHSM THIA TOYKA-TOYKA IO JOPOTHM BBIICICHHBIM
kaHanmaM. MapupyTtuszatop 6usHec-kinacca DI-804HV nmoanepxusaer IPSec ms
obecriedeHHs1 OE30MACHOCTH  COCNUHEHHUH, CBs3bIBasg HEOONbIIME  CETH
yIaJeHHBIX O(HCOB B €IWHYIO CETh HIIM ITO3BOJLIS IIOMydYaTh JOHMOJHUTEIbHEIC
CepBHCHl BallUM JOBEPEHHBIM IApTHEpaM yHaleHHO. B  momonHenwe,
MapHIpyTH3aTOp OJHOBPEMEHHO BBINONHACT (QyHKIHH VIHTepHeT-mIIIO3a,
IIPETOCTABIIIA JOCTYH B MIHTEpHET BCeM COTpYAHHKAM odca, HCIONb3YsT OJHO
€IMHCTBEHHOE TOJKIIOYeHHe K mposaiiiiepy uepe3 Ethernet WAN mopr wmm
MOAKIFOYCHHBIH K HeMy kabenbHbIit/DSL Mozem.

Be3sonacHas nepedaya 0aHHbIX Yyepe3 MHMepHem
DI-804HV NpeI0TBpaIaeT HECaHKIMOHUPOBaHHBIH
KOH(HICHIIMAIbHON HH(pOPMALIUK TIpH Tiepeade uepe3 HTepHeT.

JA0CTyII K

Bbicokonpou3zeodumesibHasi Mapuwpymu3ayusi

Mapupytuzatop DI-804HV ocHamien mouubiM 32-0uTHbIM mporeccopom RISC
U JOCTATOYHBIM KOJIMYECTBOM ONEPATHBHOH MaMATH IS BBITOTHEHHS 3a7ad 110
00€eCIeueHHI0 CEKPeTHOCTH [aHHBIX. MapmpyTu3anus OCyIecTBIsIeTcs 0e3
3ajiepXKeK B Iepejade JaHHBIX U 0e3 moTeps, ¢ mudposanuem DES u npounmu
(yHKIMAMH 0€30MaCHOCTH.

Cemeeasi 6ezonacHocms JlokanbHOU cemu 6u3Hec-Knacca

DI-804HV oGecrieunBaeT 3aIMTy MEKCETEBBIM SKPAHOM IIPU TIOMOILH [TPOBEPKU
cocTostHUs maketa SPI, BeeT MPOTOKOJ HOMBITOK XaKePCKUX aTak THIA OTKa3 B
obcimyxuBanuu - DoS, a Takxke paboraeT B pexume pass-through mis
MOBBINIEHUS YPOBHS Oe3zomacHocTH. SPI mpoBepsieT 3aroloBKH BCEX BXOISIIUX
MAKETOB MPEXIE YeM pa3peliuTh mpoxoxiaeHue mnakera. DI-804HV mo3Boinsier
HEePeHANpPaBIIATh 3allpOChl K ONpPEACNCHHBIM IIOPTaM, a TaKXkKe pa3leliTh
coBmecTHBIN noctyn k FTP, Web, MHOromnos»30BaTeIbCKMM MIPOBBIM CEpBEpPaM
¢ oxHoro IP-agpeca. B To ke BpeMs cepBepbl U paboune CTaHIUH JIOKAIbHOMH
cetn OCTAIOTCS 3aIMIICHHBIMI oT XaKEepOB.

IModdepixka DMZ dnsi co3daHusi omKpbImoz20 rnybyu4yHo20 OoMeHa
B03MOKHO HACTPOUTS JIFOOOH U3 BCTPOCHHEIX IIOPTOB MapIIPYTU3aTOPA IS
paboTbl B kauectBe opta DMZ. YcranoBku DMZ npuMeHSoTCst 1ist
eMHUYHOro KieHTa (Hanpumep, WEB-cepsepa), crosiero 3a DI-804HV mis
nonHoro gocryna u3 MutepHer. DTo mo3BoIsieT noanepkuBaTh Web-cepsep u
UCIOJIb30BATh CPEACTBA DIICKTPOHHOI KOMMEPIHH, o0ecreunBas 0e30MacHOCTb
0(hUCHO JIOKAIBHOI CeTH.

LlupokononocHoe coeduHeHue ¢ UHmMepHem

OCHOBHOE ITPEUMYIIECTBO yCTPOHCTBA - BOBMOXKHOCTh COBMECTHO HCIIONIb30BATh
HIMPOKOIOJIOCHBIH J1OCTYll B VIHTEpHET M eIMHCTBEHHBIH KalOembHbIiH/DSL
Mmozmem aisi Bcero oduca. DI-804HV Takxke ocnamen cepsepom DHCP, uro
MO3BOJISIET aBTOMAaTHUYECKH paclpefenith [P-agpeca o BceX KOMIBIOTEPOB
BHYTpEHHEH ceTu.

4 nopmoeslii KoOMMymamop Onsi nooknroveHusi LAN

DI-804V ocHaieH 4-x moptoBeiM KomMmyTtatopom 10/100 M6ut/c, obecnieunBas
TOTOBOE PEIICHHE Ui IOAKIIOYCHUS CEpBEpPOB M pabodymx CTaHIHi. DTO
n30aBIsIeT OT HEOOXOAMMOCTH IMPHOOPETaTh OTACIBHBIA KOMMYTAaTtop M OT
podiem c ero YCTaHOBKOH.

UpnP pacwupsiem coemMecmumocms ycmpolcme

MapmpyTH3aTop CIPOEKTHPOBAaH C YYETOM HCIIOIb30BAHUS COBMECTHO C
TeTepPOreHHBIMH YCTPOHCTBAMH, IOJTOMY IIPOCTOTa U OECKOMIPOMHCCHOE
CONpSUKEHHE € APYTUM O0OpYAOBAaHHMEM IPOCTO HeoOXoAuMBI. KommbroTeps
MOTYT HampsAMyI0O paboTaTh C MapIIPYyTH3aTOPOM M1 aBTOMAaTHYECKOTO
otkpeiBanuss ¥ 3akpbiTusi UDP/TCP  mopToB Ui HMCIOJB30BaHUS BCEX
MPeUMyIIECTB Oe30macHOCTH 0e3 MPUHECEHHS B KEPTBY pabOTOCIOCOOHOCTH
OHJIAWHOBBIX MPUIIOKCHHH.

Xapakmepucmuku

= Meotccemesoti skpan Ona punbmpayuu naKemos

= [Tookmouenue k DSL wiu kabenvrnomy mooemy uepesz 10/100M6um,c
nopm

= Pesepenas ces36 no ISDN wiu ananozoeomy mooemy 56Koum/c uepes
nopm RS232

= [lookmouenue no mpebosanuio U maimep  NPOCMosi  OJis
asmomamuyecko2o omkniovenus (npu céazu no ISDN wiu obviunomy
Mooemy)

= [loooepaicka supmyaivivix cepeepos u DMZ
= [Iepedaua 3anpocos NetBIOS

= Jlunamuuecxkuti DNS

= Cepesuc SDI Service (Home Internet Solution)
= Hacmpoiika uepez Web-unmepdgeiic

= Ob6nosnenue 110

= [Toooepacka UPnP (Universal Plug-n-Play)



DI-804HV

Texnuueckue xapakmepucmukKu

OCHO8HbIe

KonuyecTtBo nopToB

- 1 mopr RJ-45 10/100 WAN

- 1 mopt DB-9 RS-232 nns nopximrouenust ISDN TA unn ananorosoro MogeMa
- 4 nopral0/100 M6ut/c LAN

WAN

LUVIpOKOHOHOCHOB coeauHeHue
- DSL moaem

- KabensubI1ii Momem

- PPP nocpencrom Ethernet

Pe3epBHas cBA3b

- Dial-up ISDN TA

- Dial-up o aHanorosomy Moaemy

- PPP

- Dial-on-Demand (3BoHOK 110 3ampocy)

- ABTOMAaTHYECKOE OTCOSIMHEHHE IIPH IIPOCTOE (TaliMep 3a1aeTCs MOJIb30BATENIEM)
- besonmacuocts PAP/CHAP

IP mapwpymu3sayusi
MpoTokonbl mapwpyTusauum
- RIP-1, RIP-2

- CraTuyeckas MapmIpyTH3aLus

- luHaMuuecKas MapIIpyTH3anus

I'lapaMempbl MeXxcemeeso20 3KpaHa

- [IpoBepka cocrosnus makera (SPI) a1 mpenynpexaeHus aTak OTkas B
obcmyxuBanuu (DoS)

- O6Hapyskenue Tunos atak: Syn flood, ICMP flood, UDP flood, "ping of death", IP
spoofing, land, tear drop, IP-spoofing, Win Nuke,

- Benenue xypHana oOHapyxenus Bropxxenuil u gpuasrparun LAN/WAN.

PYHKLUMOHANBbHOCTb

- 56-6ut (DES)

- IPSec anropur™ mudpoBanus

- Anroput™m ayrentudukanuun MDS i SHA-1
- Monnepxka Diffie-Helman AND Oakley client
- Hacrpoiiku key life u IKE lifetime

- IlpeceueHne MOBTOPHBIX aTaK

Mopaepxka NPUNOXeHUN
- IPSec pass-throungh

- PPTP

- NetMeeting

Be3zonacHocmb IPSec yposHsi 3
Anroputmbl WndpoBaHUA AaHHbIX

- IP ESP (Encapsulating Security Payload)
Confidentiality over IP payload

Optional authentication of IP payload and ESP header
- Null encryption

MeTtoabl ayTeHTUdMKauum (ansa ESP u AH)
- MD5
- SHA-1

Wcnonb3yeMbii NPOTOKON yNpaBneHus Krnoyamm
- Internet Security Association and Key Management Protocol (ISAKMP)

MeToabl coeguHeHns
- CepBep-cepsep
- Kiuenr-cepsep

KonuyecTtBo TyHHeneun
40 IPSec TynHeneit

NumepHem-wino3

DyHKUUN

- Tpancmsius cereBbix anpecos (NAT)

- DHCP cepsep — aBTOMaTH4YecKoe HazHaueHue [P-anpeca
- BupryanbsHslii cepsep

MNpoBepka BxoAAWMX NaKeTOB
- SPI

lModdepxusaembie RFC
- PPTP xmuent u cepsep (RFC 2637)
- IPSec pexum tyrnemst (RFC 2401)

MapLupyTusaTop LUIMPOKONONOCHOro AocTyna

- HMAC-MD5-96 (RFC 2403)

- HMAC-SHA1-96 (RFC 2404)

- Encapsulation Security Payload Protocol (RFC 2406)
- DHCP cepsep (RFC 2131)

- DHCP ximent (RFC 2131)

- IP-mapmpyruzanus (RIP1, RIP2) (RFC 2453)

- NAT (many-to-one) (RFC 1631)

- IP control Protocol (RFC 1332)

- PPPoE (RFC 2516)

LAN

CraHpapTbl

- IEEE 802.3 10 BASE-T Ethernet

- IEEE 802.3u 100 BASE-TX Fast Ethernet

- ANSVIEEE 802.3 aBToompeneneHie CKOpOCTH U PexXnMa
- IEEE 802.3X HOMHBIN IyIIEKC, KOHTPOJIb OTOKA

CeTeBOW NpoTOKON
CSMA-CD

Tononorus
3Be3na

KonunyecTtBO ceTteBbIX nopTtoB
4-x moproBslit kommyTaTop RJ-45 10 BASE-T/100 BASETX
MDI-II/MDI-X auto-sensing 1/st BceX CETeBbIX TOPTOB

CKOpOCTH nepeaaYn AaHHbIX
- Ethernet:

10 Mbps(momygymiexc)

20 Mbps(m1omHbIH TyTIIeKC)
- Fast Ethernet:

100 Mbps(momygymiexc)

200 Mbps(TIoaHBII TyIIIEKC)

CeTeBble kKabenu
- 10 BASE-T:
BuTtas napa UTP kareropuit 3, 4, 5 (mo 100 meTpoB)
EIA/TIA-586 1000M STP (mo 100meTpoB)
- 100 BAST-TX:
UTP xateropuu 5 (1o 100 meTpoB)
EIA/TIA-586 1000M STP (mo 100meTpoB)

MeTtoa kKomMyTaumMmn
Store-and-forward

MocTtpoeHune Tabnuubl MAC-agpecoB
ABTOMaTHYECKOE OOHOBJICHUE

YnpaenerHue u Hacmpoliku

HasHauenue IP-agpeca
C momomsro kauenta DHCP

JlokanbHoe u yganeHHoe agMUHUCTPUPOBaHWe
Web-unrepdeiic

OGHOBNEHWE NPOLUNBKA
Yepes Web-unrepdeiic



DI-804HV

Texnuueckue xapakmepucmukKu

du3u4yeckue napamempbl U ycrsioeusl KCrutyamauyuu
WUHpukaTopbl

- Power

- Link (WAN-mopT 1 napauienbHblii 1opr)

- Act (WAN-miopt 1 napasiensHbIi HopT)

- Link/Act (LAN moprsr)

- 100Mbps (Ha KaXJOM CETEBOM IIOPTY)

MutaHwue
-5V 2A nocTosSIHHOr 0 TOKa
(Ot ceTn mepeMEHHOr0 TOKA Yepe3 BHEIIHUI afanTep MUTaHUs )

Pasmepsbl
190 x 117 x 31 Mmm

Bec
153 rpamm

Pa6ouune TemnepaTypbl
-5°—45°C

TemnepaTypbl XpaHeHuUs1
-20°-70°C

MapLpyTusatop LMPOKONOSIOCHOro AocTyna

Unpopmayus Ons 3aka3a

Mapwpymu3zamop wupoKononocHo20 docmyna co 8CMPOEHHbIM 4-
opmoebIM KOMMymamopom

DI-804HV1 mopr 10/100BASE-TX WAN

1 RS-232 COM nopr (mmst noaxirodernst ISDN TA/ananorooro Moaema)
4 mopra 10/100BASE-TX BCTpOCHHOTO KOMMYTaTOpa

D-Link

129626, Mocksa, ['padckmuii tiep., 14, 6 atax
Tem./®akc +7 (495) 744-0099,




DI-804HV

Texuuqec](ue xapak-mepucmuku MapLipyTrsaTop LWMPOKONOSIOCHOro AocTyna

E-mail:mail@dlink.ru
Web: www.dlink.ru



http://www.dlink.ru/
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