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Section 1 - Product Overview

Package Contents

* D-Link DIR-300 Wireless Router
* Power Adapter

 Ethernet Cable

e Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included
with the DIR-300 will cause damage and void the warranty for this product.

The product must be used with the power adapter included with the device

LN 5V—1.2A RESET

Note: Always attach the power cord plug to the power supply, before inserting
the power cord and connected power supply to the wall outlet.

System Requirements

* Ethernet-based Cable or DSL Modem
e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet

adapter
* Internet Explorer 6 or Firefox 2.0 or above (for configuration)
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-300 provides up to 54Mbps* wireless connection with other
802.11g wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11g wireless router
gives you the freedom of wireless networking at speeds 5x faster than 802.11b.

e Compatible with 802.11b and 802.11g Devices - The DIR-300 is still fully compatible with the IEEE
802.11b and IEEE 802.11g standard, so it can connect with existing 802.11b and IEEE 802.11g PCI,
USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

e Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

e Secure Multiple/Concurrent Sessions - The DIR-300 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-300
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-300 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will

adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter. J

LAN Ports The Auto MDI/MDIX WAN
Connect Ethernet devices such as port is the connection for
computers, switches, and hubs. the Ethernet cable to the
Cable or DSL modem.
—
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Section 1 - Product Overview

Hardware Overview
LEDs

INTERNET WLAN LED

A solid light indicates connection A solid light indicates that the wireless
on the WAN port. This LED blinks segment is ready. This LED blinks during
during data transmission. wireless data transmission.

DIR-300

Power LED
A solid light indicates a proper kos‘,:(?llidNﬁ:;vk\:? ?rfdli_cillt)ess a connection to an
connection to the power supply.
! pOWer Supply Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Ethernet 300 from your computer or you will not be able to connect to the Internet.
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Section 2 - Installation

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

Wireless Installation Considerations

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

.If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Wall Mounting Your Device

You can mount the DIR-300 to a wall or a partition for easy and convenient placement of your device.

To wall mount your device,
A. Screw the provided screws with the equipment to the wall or partition where the device to be placed.
B. Place the mounting holes on the bottom of the device over the screws to mount it to the wall or partition.
C. Connect your cables to the device.

Step B Step C
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the

WAN port on the router.

. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on

your computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router

to boot.

. Turn on your computer.

. Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is

plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

. Skip to page 16 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

. Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user

name to admin and leave the password box empty. Click OK to continue.

. Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings

to continue.

. Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save

Settings to continue.

. Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to

save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.
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Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other three LAN ports to connect other Ethernet devices and computers. To configure your
wireless network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration
and Wireless Security sections for more information on setting up your wireless network.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

3 D-Link - Microsoft Internet Explorer

To access the configuration utility, open a web-browser

such as Internet Explorer and enter the IP address of File —Edit ¥iew Favorites Tools  Help
the router (192.168.0.1). @ Bk - J \ﬂ @ ;j ,J:H’ et
Address | &] 192.168.0.1 | B &0

Product Page : DIR-300

Enter the user name (admin) and your password. Leave
the password blank by default.

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.

D-Link DIR-300 User Manual 14



Section 3 - Configuration

Setup Wizard

You may run the setup wizard from the opening
Internet Setup window to quickly set up your router.
Click Internet Connection Setup Wizard, you will
be directed to the first window of the wizard.

Click Next to continue.

Create a new password and then click Next to
continue.

¥ iyou are configuimg the divice for th frit tme, we rcormend that you cick on the ktemet
Comnection Setun Witard button and folow the nstructons on the soreen. I you wish to moddy

o configure the device settings manualy, Cick the Manui Intemet Connection S4tup bitton,

I yeu would ke 1o wtize our sasy to use Wad-Based Waa
Néw D-Lnk Systems Router to the Intemaet, cil

This wizard wil guide vou through a step-by-step process to configure your new D-Link router and connect to
the Internet,

s Step 1 Set your Password

s Step 2: Select your Time Zone

s Step 3 Configure your Internet Connection
s Step 4 Save Settings and Connect

By default, your newe D-Link Router does not hawe a password configured for administrator access to the Yeb-
based configuration pages. To secure your new networking device, please set and verify a password below:

Werify Password :

D-Link DIR-300 User Manual
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Section 3 - Configuration

Select your time zone and NTP-server from the drop-down menu
and then click Next to continue.

Select the type of Internet connection you use and then click Next
to continue.

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

Select the appropriate time zone for your location. This information is required to configure the time-based aptions

for the router.

Time Zone : |(GMT—DS:DD) Padific Time (US & Canada); Tijuana

NTP Server Used : [ntpi.dink.com |
prev | ext | cancel |

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. To secure your new networking device, please set and verify a password below:

Password @ |ssssssssss

Verify Password : [sessssssse
Prewv NEKtI Cancel

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then dlick the Clone MAC button to copy your
computer's MAC Address ta the D-Link Router.

MAC Address : l:l - I:l - I:l - l:l - I:l - I:l {Optional)

[ CloneVour PC's MAC Address |

Host Name : ‘DIR-aDD |

Mote: You may also need to provide a Host Mame. If you do not have or know this
informnation, please contact your ISP,

D-Link DIR-300 User Manual
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Section 3 - Configuration

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

To set up this connection you will need to have a Username and Password from your Internet Service Provider, If
you dio not have this information, please contact your 1SP.

Address Mode : (3 Dynamic P CiStatic IP
IP address : l:l
Password :
Verify Password :
Service Name : I:l (Cptional)

MNote: You may also need to provide a Service Name. If you do not have or know
this information, please contact your ISP,

To set up this connection you will need to have a Username and Passwaord from your Internet Service Provider,
You ako need PPTP IP adress, If you do not have this information, please contact your ISP,

Address Mode : (5 Dynamic 1P () Static IP
PPTP IP Address : |

\

PPTP Subnet Mask : | |

PPTP Gateway IP Address : | |
\

\

PPTP Server IP Address |
{may be same as gateway) :

User Name : |
Password : [sssssessssessssassssssses: |
Verify Password : | -------------------------- ‘
-Cante\

To set up this connection you wil need to have a Username and Password from your Internet Service Provider,
Y¥ou also need L2TP IP adress. If you do not have this information, please contact your 1P,

Address Mode : (5) Dynamic 1 O Static 1P
L2TP IP Address : |

L2TP Subnet Mask : |
L2TP Gateway IP Address : |

L2TP Server IP Address
(may be same as |
gateway) :

User Name : |

Password : |

Verify Password : [ssesssssssssssssasssssnes) |

D-Link DIR-300 User Manual
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Section 3 - Configuration

If you selected Static, enter your network settings supplied by your Internet S5 Sieissssess EwesmoN

Tao set up this connection you will need to have a complete list of IP information provided by your Internet

p rOVide r. CI iCk Next to Conti n U e . Service Provider, If you have a Static IP connection and do not have this information, please contact your ISP,

IP Address :

Subnet Mask :

Gateway Address @
Primary DNS Address :
Secondary DNS Address :

Click Connect to save your settings.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router,

Please allow 1-2 minutes for rebooting. When the router has finished

Sawing Changes and Restarting.

rebOOting’ the opening Window Wi" be diSplayed' If you changed the IP address of the router

you wil need to change the IP address in your
browser before accessing the configuration Web site again.

D-Link DIR-300 User Manual 18



Section 3 - Configuration

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Add ress.: Enter the IP add ress ass|gned by your ISP_ Product Page : DIR-300 Firmware Version : 2.00

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

ISP Gateway Enter the Gateway assigned by your ISP. ..e..,ﬁ..mm

Add ress: Use this section to configure your Internet Connection method. There are several connection
methods to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP({Dual Access) and
Russian PPPoE(Dual Access). If you are unsure of your connection method, please contact your
Internet Service Provider.

MAC Add ress: The default MAC Add ress |S Set to the WAN’S phySICaI Parental Control Note: If using the PPPoE option, you wil need to remove or disable any PPPOE client software

o on your computers.

« Internet Connection:
When configuring the
th

option to choose,

interface MAC address on the Broadband Router. It is not (e B i

£
Service Provider (ISP).

recommended that you change the default MAC address
unless required by your ISP.

ACCESS POINT MODE
Use this to disable MAT on the router and turn i into an Access Point.

[ Enzble Access Paint Mode

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the Clone MAC Address button to copy the MAC

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

. My Internet Connection is: [swierr 4

address of the Ethernet Card installed by your ISP and i

replace the WAN MAC address with the MAC address of the SRR

I’OUter. It |S nOt recommended that you Change the default Enter the static IP address information provided by your Internet Service Provider (1SP).

H IP Address : I:l (assigned by your ISP}
MAC address unless required by your ISP. R R
ISP Gateway Address @ I:l
Primary DNS Enter the Primary DNS server IP address assigned by your oy R

AddreSS: ISP_ Primary DNS Address : |:|

Secondary DNS Address : I:l (optional)
MTU:

Secondary DNS This is optional.
Address: _sovesettngs | Donftsove setngs |

MTU: Maximum Transmission Unit - you may need to change the |[asas
MTU for optimal performance with your specific ISP. 1492
is the default MTU.
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Section 3 - Configuration

Internet Setup
Dynamic

To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s
opening window.

Access Checking this box disables NAT and turns the Router into Famware Verson : 2.00

Point an Access Point only.
Mode: " 12-R. AN

Host The Host Name is optional but may be required by some Y/ DT e | vaweane | stas __m
Name: ISPs. The default host name is the device name of the e
Router and may be changed.

Product Page : DIR-300

Wireless Setup

« Internet Connection:

Use this section to configure your Internet Connection method. There are several connection Vihen configuring the

methods to choose from: Static IP, DHCP, PPPOE, PPTP, L2TP, Russian PPTP(Dual Access) and
Russian PPPoE(Dual Access). If you are unsure of your connection method, please contact your
Intemet Service Provider.

Note: If using the PPPOE option, you wil need to remove or disable any PPPoE dient software on the drop down menu, If you
your computers. are unsure of which option

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

to dhoose, please contact
your Internet Service
Provider (ISP).

« Support:
If you are having trouble
El et

ACCESS POINT MODE

Use this to disable NAT on the router and turn it into an Access Paint.

[ Enable Access Point Made

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default

MAC address unless required by your ISP.

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | Dynamic IP (DHCP) =]

DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

Use this Internet connection type if your Internet Service Provider (ISP} didn't provide you with IP
Address information and/or 8 username and password.

Host Name @ [orr-z00 ]
- - - - - optional
Hae Address :%] D D D [ ' J
Primary DNS Address : |:|
Secondary DNS Address : |:| (optional)

Primary / Enter the DNS (Domain Name Server) server IP address U
Secondary assigned by your ISP.
DNS I
Addresses:

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP.
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Section 3 - Configuration

Internet Setup
PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

Product Page : DIR-300 Firmware Versig

PPPoE: Select Dynamic (most common) or Static. Select Static if your
ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

User Name: Enter your PPPoE user name.

Use this section to configure your Internet Connection method. There are several connection
methods to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP(Dual Access) and
Russian PPPoE(Duzl Access). If you zre unsure of your connection method, please contact your
Internet Service Provider.

Password: Enter your PPPoE password and then retype the password in
the next box.

Parental Control Note: If using the PPPoE option, you wil need to remove or disable any PPPoE client software on
your computers.

ACCESS POINT MODE 1 you are havi
acCe:

Use this to disable NAT on the router and turn i into an Access Point.

Logout

Service Name: Enter the ISP Service Name (optional).

[ Enable Access Point Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Intemet.

IP Address: Enter the IP address (Static PPPoE only).

DNS Enter the Primary and Secondary DNS Server Addresses (Static
Addresses: PPPoE only).

My Internet Connection is =

Enter the information provided by your Internet Service Provider (ISP).

Maximum Idle Enter a maximum idle time during which the Internet connection
Time: is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

lc Dynamic PPPoE ) Static PPPOE
Userbame: [ ]

peswor
Confi Password -
Service Mame : I:l (optional)

P Address :

MTU: i issi it - —
U: Maximum Transmission Unit - You may need to change the T e

MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

MAC Address

® Racaive DNS from ISP O Enter DNS Manuzlly
Primary DNS Address @
Secondary DNS Address : _ (optional)
Maximum Idle Time : Minutes
MTU -
Connect mode select : © _

O Manual @ Connect-on demand

Connection Select either Always-on, Manual, or Connect-on demand.
Mode Select:
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance.

Select either Always-on, Manual, or Connect-on demand.

Product Page : DIR-300
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Internet Setup

Use this section to configure your Internet Connection method. There are several connection
methods to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP{Dual Access) and
Russian PPPoE(Dual Access). If you are unsure of your connection method, please contact your
Internet Service Provider.

Note: If using the PPPOE option, you wil need to remove or disable any PPPOE client software on
your computers.

ACCESS POINT MODE
Use this to disable NAT on the router and tumn it inte an Access Point.

[T Enzble Access Point Mode

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is = |PPTR (Username / Passward) =)

PPTP
Enter the information pravided by your Internet Service Pravider (I5P).

O Dynamic P ® Static IP

1P Address : |:| (assigned by your ISP}

Subnet Mask :
Gatewsy :
DHS =

MAC Address :

Server IP/Name :

PPTP Account :

PPTP Password :

PPTP Confirm Password :

iiﬂﬂléﬂﬂﬂ

Maximurm Idle Time Minutes

MTU =

Connect mode select :

[olNe]
!

Manual  Connect-on demand

ar
INTERNET CONNECTION TYPE

Firmware Version : 2.00

DIR-300 SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints..

« Internet Connection:
When cc g the

of which option
please contact

your Internet Service

Provider (ISP).

WIRELESS
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

Firmware Version : 2.00

L2TP: Select Dynamic (most common) or Static. Select Static |[IEIEIEE

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP
Password:

Maximum Idle
Time:

MTU:

Connect Mode:

if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter the IP address (Static L2TP only).

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your L2TP account name.

Enter your L2TP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP.

Select either Always-on, Manual, or Connect-on demand.

| LB

DJR-JOOl

SETUP | ADVANCED MAINTENANCE

Internet Setup

Use this section to configure your Internet Connection method. There are several connection
methods to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP(Dual Access) and
Russian PPPoE(Dual Access). If you are unsure of your connection method, please contact your

Internet Service Provider.

Note: If using the PPPOE option, you wil need to remove or disable any PPPoE client software on

your computers.

ACCESS POINT MODE
Use this to disable NAT on the router and tum it into an Access Point.

[ Enable Access Point Mode

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Intemet Connection is : | PPTP (Username / Password) |3l

PPTP
Enter the information provided by your Internet Service Provider (I1SP).

@ Dynamic P O Static IP
P Address @ _ {assigned by your ISP)
Subnet Mask :
Gateway :
DNS :

MAC Address :

Server IP/Name :

PPTP Account :

PPTP Password :

PPTP Confirm Password :
Maxirmum Idle Tirme @
MTU :

C ct mod lect ©
onnect mode select :
o

manual ® Connect-on demand

Helpful Hints..

s Internet Connection:
When configuring the

your Internet Service
Provider (ISP).
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Internet Setup
Dual Access (for Russia only)

There are two main steps to configure a Dual Access Internet connection for Russia. First, configure a PPPOE connection (as previously
described for PPPOE connections), and add the physical WAN IP settings as instructed from the ISP. Second, configure a PPTP connection
(as previously described for PPTP connections). In addition, the second step also includes an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually or copied from the computer.

Product Page : DIR-300 Firmware Version : 2.00

DJRvSODl

Internet Setup

| ADVANCED MAINTENANCE

Use this section to configure your Internet Connection method. There are several connection
methods to choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP(Dual Access) and
Russian PPPoE(Dual Access). If you are unsure of your connection method, please contact your

(wwwereomscnion | e

N + Inbermel Conmection:
Uige: this section to configure your Inbemet Connecton method. Thens are several connecton » =
5 LA Senp methods to choose from: Static IP, BHCP, PRPGE, PRTP, L2TR, Russan PRTR{Dual Access) and .
o D sf ST ERIT T Russan PPPOE(DUal Access). IF you are unsure of your connection method, please contact your
When con Time arwd Date: Intemet Service Provider.

Helpful Hints-.

Note: IF usng the PPPoE aption, you wil need to remove or disable any PPPGE clant software on

Parental Control

Logout

Internet Service Provider.

Note: If using the PPPoE option, you wil need to remove or disable any PPPoE client software on

your computers.

ACCESS POINT MODE
Use this to dissble NAT on the router and turn it inte an Access Point.

[T Enable Access Point Made

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | Russia PPTP (Dual Access) ||

RUSSIA PPTP (DUAL ACCESS)
Enter the information provided by your Internet Service Provider (ISP).

@ pynamic P ) Static P
1P Address : _ (assigned by your ISP)
Subnet Mask :
Gateway :
DNS @

- 1- - J- ] toptenz)

MAC Address :

Server IP/MName :
PPTP Account : wmppe : [
PPTP Password :

PPTP Confirm Password :

Maximum Idle Time :
WU
C [l _vense |
Connect mode select :

O manual @ connect-on demand

WIRELESS

the correct Internet
Connection Type from
the drop down menu. If you
are unsure of which option
to choose, please contact
your Internet Service
Provider (ISP).

+ Support:
If you are having trouble
accessing the Internet
through the router, double

15P if needed.

WIRELESS

your cormputers.

ACCESS POINT MODE

Uga this ta disable NAT on the router and tum & nto an Accese Pant.

[ enable access Pant Mode

ITNTERHET CONNECTION TYPE
Chios #

nodee to be wsed by the the Inbemet.

2t Connection s @ [Russia PPPoE (Dual Accrss)

Eriber the information provided by your Internet Service Provader (ISP).

@ pymanic PRPsE O Static PRROE
Usaer Harne : | weve: O
[ ] toptianal)
|.|;.r.-'\::..-.-u.:_|-' L[ ) “Ltoetianal
© Recewe DNS from ISP C Encer DS Manualy
Primary NS Adcress - [N
< [ (¢otcnal
Mamum Ide Trne : [5 Mrutes
wTu: ez
C ] tensoeie |
Connact mote soect

© Marual @ Connact-on demand

WAN PHYSICAL SETTINC

& pynamic 1 O Stanc P

Gatiway :
Prerary DNS Address :
Secondary DNS Address @
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Wireless Setup

Wireless settings for the router may be configured
manually or by using a wizard. To use the wizard,
click the Wireless Connection Setup Wizard button
and then follow the steps that are described below.
To configure the wireless settings manually, click
the Manual Wireless Connection Setup button.
The parameters for this window are described later
in this section. The Wireless Security section that
directly follows this Configuration section provides
additional explanation for how to configure the WEP,
WPA, WPA2, and WPA/WPA2 wireless security
mode options.

Click Next to continue.

Enter a Wireless Network Name in the textbox, which
is also know as the SSID and select the desired level
of wireless security, WEP, WPA. and then click Next
to continue.

Product Page : DIR-300 Firmware Version : 2.00

| BB EN

DIR-300 SETUP ADVANCED MAINTENANCE STATUS HELP
e
s

There are 2 ways o setup your wireless connection. You can use the Wireless Connection Setup
LAN Setup Wizard or you can manually configure the connection.

Wireless Setup

Time and Datz Please note that changes made in this section will also nead to be duplicated on your

wireless clients and PCs.

gh a
WIRELESS CONNECTION SETUP WIZARD E'=

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your new
D-Link Systems Wireless Router to the Internet, click on the button below.

Setup to input all the

Note: Before lzunching the wizard, please mzke sure you have followed 2l steps outlined in the settings manuzlly.
Quick Instalation Guide included in the package.

MANUAL WIRELESS CONNECTION OPTIONS

If you would like to configure the Internat settings of your new D-Link Router manualy, then dlick

on the button below.

Parental Control

Logout

This wizard wil guide you through a step-by-step process to setup your wireless network and make it secure.

® Staep 1: Set your Wireless Metwork.
® Step 2: Set your Wireless Security Password

Give your network @ nama, using up to 32 characters.

Wireless Network Mame
(SSID)

¢ Automatically assign a network key (Recommended)

To prevent intruders from accessing your network, the router wil automatically assign a security key (also called
WEP or WPA key) to your netwaork.

€ Manually assign 2 network key
Use this option if you prefer to create your own key.

' Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless client adapters support
WPA)

D-Link DIR-300 User Manual
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Enter a Wireless Security Password in the textbox and then click [lree 2: servoun wicicss scoumrvpasswosn ]

You have selected your wireless security level - you wil need to set a wireless security password.

i The WEP (Wired Equivalent Privacy) key must meet one of following guidelines:
NeXt to Contlnue - Exactly 5 or 13 characters

- Bxactly 10 or 26 characters: using 0-9 and A-F
A longer WEP key is more secure than a short one

NetworkKey:[ ]

MNote: You wil need to enter the same password that you created in this step into your wireless clients in order to

enable proper wireless communication.

This window displays a summary of your wireless security settings. e ——

Below is 3 detailed summary of your wireless security settings. Please print this page out, or write down the

Please print thiS Out Or reCOrd thiS information in a Safe place and information on a piece of paper, so you can configure the corect settings on your wireless client adapters.
then click Save to continue. Wieess Network lame (SSTD)

WEP Key Length : 64 bits
Default WEP Key to Use: 1
Authentication : Open
Network Key : 0000000000

Mote: In some smart wireless utilities (e.g. D-LINK wireless utilicy or wireless zero configuration), you only need to
select 2 Wireless Network Name and enter 2 Network Key o access the Internet.

The Router will save your new settings and reboot. When it is finished
after 1-2 minutes, the opening Wireless Setup window is displayed. Savig Changs and Resartrg
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Wi-Fi Toimplement Wi-Fi protection, or WCN 2.0, tick the Enable |EEEEEEEE RO A

Protected checkbox, click either Generate New PIN or Reset PIN to :
Setup: Default, and then configure the Wi-Fi settings below. Please |[stimars

see the Setting Up Wi-Fi Protection (WCN 2.0 in Windows Lo JIN__=

Vista) section later in this manual for detailed configuration | el tints

information Vireless Setup Use this section to configure the wireless settings for your D-Link router. Please note that changes
. made in this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This device supports three
wireless security modes including: WEP, WPA and WPA2.

Enable Check the box to enable the wireless function. If you do (il ... o
Wireless: not want to use wireless, uncheck the box to disable all the g

ere|eSS funCtlonS WI-FI PROTECTED SETUP ALLED WCHN 2.0 IN WINDOWS VISTA) )
Current PIN : 82455170
Wireless Service Set Identifier (SSID) is the name of your wireless Wi protected Sttmd_
Network Name: network. Create a name using up to 32 characters. The - )
SSID s case-sensitive. :
Enable Wireless :
Enable Indicates the channel setting for the DIR-300. By default e e e (8o caled the sSiD)
Wireless the channel is set to 6. The Channel can be changed to eles Crammel:
Channel: fit the channel setting for an existing wireless network or e e e e
to customize the wireless network. The Auto Channel Encble Hidden Wreless: [ (4l caled the SSID Broadcast)
Selection setting can be selected to allow the DIR-300 to WIRELESS SECURITY MODE
choose the channel with the least amount of interference. seautty Mode : [Enie vep

Transmission Use the drop-down menu to select the appropriate Transmission Rate in Mbits per second. Many users will want to use the
Rate: default setting, Best (automatic).

WNMM Enable: Enable Wi-Fi Multimedia to enjoy basic quality of service features. WMM prioritizes traffic according to four access categories:
voice, video, best effort, and background.

Enable Hidden Check this option if you would not like the SSID of your wireless network to be broadcasted by the DIR-300. If this option is
Wireless: checked, the SSID of the DIR-300 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID
of your DIR-300 in order to connect to it.
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. To enable wireless security on the Router, use
the drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIRELESS SECURITY MODE

EEnable WEP wireless Security (basic) =]
Dizable Wireless Security (not recommended)
Enable WEP Wireless Security (basic)

Enable WPAMNPAZ Wireless Security (enhanced)

Security Mode :

VWEP is the wireless encryption standard. To use it wou must enter the same kev(s) into the router
and the wireless stations. For 84-bit keys you must enter 10 hex digits into each key box. For
128-bit keys you must enter 26 hex digits into each key box. A hex digit is either a number from 0
to 9 or 3 letter from A to F. For the most secure use of WEP set the authentication type to
"Shared Key" when WEP is enzbled.

You may also enter any text string into 3 WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and & maximum of 13 characters for 128-bit keys.

Authentication : I{:pen—;,
WEP Encryption : Im
Default WEP Key : Im
WEP Key:[ | (5 ASCII or 10 HEX)

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.

D-Link DIR-300 User Manual
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1.To enable Enable WPA/WPAZ2 Wireless Security
(enhanced)_ Security Mode :  EEnable WRAMRAZ Wireless Security (snhanced)

WPA/WPA2

2. Next to Cipher Type, select TKIP, AES, or

WPA/WPAZ requires stations to use high grade encryption and authentication.

AUTO Cipher Type : Im
PSK / EAP @ IF‘SK ~]
3. Next to PSK/EAP, select PSK. Network Key : |

(8~B63 ASCII or 64 HEX)

4.Next to Network Key, enter a
passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (!?*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the router.
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1. To enable WPA/WPAZ2 for a RADIUS server, next
to Security Mode, selec or Enable WPA/WPAZ2
Wireless Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or
Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode @

IEnabIe WRAMNPAZ Wireless Security (enhanced) v|

Cipher Type :

802.1X
RADIUS Server IP Address

Port

WPA/WPA2

WPA/WPAZ requires stations to use high grade encryption and authentication.

PSK [ EAP @ FEAP:

)
)

Shared Secret :

AUTO(TKIP (AES) B8
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Product Page : DIR-300 Firmware Version : 2.00

Router IP Enter the IP address of the router. The default
Address: IP address is 192.168.0.1.

If you change the IP address, once you click Y/ TN oo | vawmwce | saws | wae |

) Helpful Hints...
Apply, you will need to enter the new IP address :
in your browser to get back into the configuration Lan et bl DHCP saver 5o csn P 3064ses 50 Comptars o ot neswar. Tha T sdress Bhst s

. configured here is the IP address that you use to access the Web-based management interface. If
Utlllty Bl ( ou change the IP address in this section, you may need to adjust your PC's network settings to
) Parental Control access the netwaork again.

Time and Date

B Server to disable this
Logout Please note that this section is optional and you do not need to change any of the feature.
e | settings here to get your network up and running.

Default Subnet Enterthe Subnet Mask. The default subnet mask
Mask: is 255.255.255.0.

ROUTER SETTINGS

Use this section to configure the internal network settings of your router. The IP address that is
configured here is the IP address that you use to access the VWeb-based management interface. If

Local Domai n Enter the Domaln name (Optlonal) . ﬁoeg;gfknggea:::.e IP address here, vou may need to adjust your PC's network settings to access the
Name: Router IP Address
Default Subnet Mask
Local Domain Mame :
Enable DNS Check the box to transfer the DNS server Enable DIS Reloy

Relay: information from your ISP to your Computers. If DHCP SERVER SETTINGS
unchecked’ your Computers WIII use the router ‘I{ssrt::tifjtn to configure the buil-in DHCP server to assign IP address to the computers on
fOI’ a DNS server. Enable DHCP Server :

DHCP IP Address Range : to (addresses within the LAN subnet)
DHCP Lease Time : (minutes)

Refer to the next page for DHCP information. P ——

Haost Mame IP Address MAC Address Expired Time

24 - DHCP RESERVATION

Remaining number of clients that can be configured : 24

Computer Name IP Address MAC Address

|:| | ‘ - | Computer Name
r | ‘ . | Computer Name

D-Link DIR-300 User Manual 31



Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol.
The DIR-300 has a built-in DHCP server. The DHCP
Server will automatically assign an IP address to the
computers on the LAN/private network. Be sure to
set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address
Automatically.” When you turn your computers
on, they will automatically load the proper TCP/IP
settings provided by the DIR-300. The DHCP Server
will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You
must specify the starting and ending address of the
IP address pool.

Enable DHCP Check the box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Enter the starting and ending IP addresses for

Address Range: the DHCP server’s IP assignment.

DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes.

DHCP SERYER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on
your netwaork,
Enable CHCP Sarver |
DHCP IP Address Range . |100 to [199 (addresses within the LAM subnet)

DHCP Lease Time ;. |10080 (mirutes)

DHCP CLIENT LIST

IP Address MAC Address Expired Time

Host Marme

10 - DHCP RESERVYATION

Rernaining nurmber of clients that can be configured : 10

Computer Marme IP Address MAC Address

Cormputer Mame | v
Computer Mame %
Computer Mame |+
Computer Mame | v
Computer Mame |
Computer Mame
Computer Mame |
Computer Mame %

Computer Mame | v

TN I N i T Y e T

Computer Mame |

[ Sawve Settings ] [ Don't Save Settings ]
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Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

Time Select the Time Zone from the drop-down ProduckPage : DIR-300 ——

DIR-300 SETUP ADVANCED MAINTENANCE STATUS HELP

Enable Ticking this checkbox enables Daylight Saving m e
Daylight time. Click Sync. your computer’s time s e e
Saving: settings to copy your PC’s time settings. et [ —
NTP Tick the “Automatically synchronize with Tme  01/01/2000 01228106
Server D-Link’s Internet time server” checkbox and e | D p—
Used: then use the drop-down menu to selectan NTP
Server. NTP is short for Network Time Protocol. D3 utomatcay synchronizs with DAk ntamet tme soer
. . . HTP Server Used :
NTP synchronizes computer clock times in a
network of computers.
Year 5005 |5 Month [ =] Day & =
Manual: To manually input the time, enter the values e =
in these fields for the Year, Month, Day, Hour, sovesetings | ot sae et |

Minute, and Second. Click Save Settings.

WIRELESS
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental Product Poge : D300 Frmae Vesen 200
Parental Control ON and ALLOW computers access to DT
Control: ONLY these sites, or Turn Parental Control ON

and DENY computers access to ONLY these o [N

sites. p Helpful Hints..

« Create a list of Websites
Parental Control are useful tools for restricting Internet access. The Website URL option allows you | GRS

to quickly create a list of all web sites that you wish to allow or deny users from accessing. The devices on your network to
Schedule option allows you to control when clients or PCs connected to the Router are alowed to | Rl REL L ERy
access the Intemnet. to.

Website URL: Enter the keywords or URLs that you want to _seve setigs | _onitsove stings | e o Rt o
to bleck any URL containing

block (or allow). Any URL with the keyword in = e eyword entered.
it will be blocked.

Configure Parental Control Rules below:

ITurn Parental Control Rules OFF

Remaining number of rules that can be created: 24

Website URL Schedule
Always |5

Schedule: The schedule of time when the parental control
filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

4

-

4] 4]

ao|o|oajojaja|jo|ajo o
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box ‘to enabled the ru|e_ Product Page : DIR-300 Firmware Version : 2.00

Name: Enter a name for the rule.

DIR-300 SETUP ADVANCED MAINTENANCE m HELP
|ADvAWCED PORTrORWARBMG RULES .

Port Forwarding

IP Address: Enter the IP address of the computer on your local

. . . Application Rules The Advanced Port Forwarding option allows you to define a single public port on your router for . Cheﬁt;:':xﬂ::m:,
network that you Want to a"OW the |ncom|ng service QoS Engine redirection to an internal LAN IP Address and Private LAN port if required. This feature is useful for of pre-defined
Eh—— | [10sTing online services such as FTP or Web Servers. applications that you can
to MAC Filter

select from. If you select
_savesettngs | _Dan'tseve setings | o of trepre defined
applications, dick the arrow
button next to the drop

24 - ADVANCED PORT FORWARDING RULES o St e

appropriate

ced Wireless

Start Port/ Enter the port or ports that you want to open. If oo o
End Port: you want to open one port, enter the same port in =

Logout

Remaining number of rules that can be created: 24 « You can select your

computer from the list of

| | - I Application Mame

[ [~ under Public Port and last

Port Traffic Type E:i:'pﬂiztf.‘;r;
both boXeS_ MName Public Port drop-down menu, or enter
| | - [ Aplication Name | |~ the IP address manually of
o IP Address Private Port '_ = mm;:hmer b w.:u‘d fhe
to open the spedfied port
= ] - [ Computer tame [ | = to.
Traffic Type: Select TCP, UDP, or Any Name Pubic por ot
=+ This feature allows you
Application Mame ~ to open a range of ports to
=l
= IP Address Private Port En- iy
| | IR [ Computer tame [ ] -~
Nzme Public Port the router in the first box

r r port of the range in the
IP Address Private Port e. After that you
] - [ Computer tame [ |~
Narme Public Port
| | - [ Aplication Hame | |~ :l under Private Port and
[ '_ the last port of the range in
IP Addrass Private Port the second
r r 1 & 2
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-300.

Rule: CheCk the boX to enable the rule_ Product Page : DIR-300 Firmware Version : 2.00

mranflil

DIR-300 // SETUP ADVANCED MAINTENANCE STATUS HELP
n

Name: Enter a name for the rule.

Trigger Port: This is the port used to trigger the application. It —— -
Can be elther a Slngle port Or a range of portS_ Application Rules Thi Auphcatwug Iiules Utugiuzhws ulstted tutuuen singlte or muﬂlt\ple Dc:‘rts in your firewall when the e
- = router senses data sent to the Internet on an outgoing "Trigger” port or port range. Special
[ A—— | N Dication rules apply to all computers on your internal network.
This is the port number on the WAN side that —_ aic
Firewall Port: will be used to access the application. You may
. . emaining number of rules that can be created: 2
define a single port or a range of ports. You _
can use a comma to add multiple ports or port " Tive
rigger
ranges (mil] | | ] [epicaton Name P o B
[any [
Select TCP, UDP, or Any. — o
Traffic T e. = I |-|App\|cauonl‘\lame Firewall
ype: -
Trigger
O ] -IApp\icauonName — E
Trigger =
r I | -IApphcauonName Fraval
[y [
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Section 3 - Configuration

QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable QOS:

Automatic
Uplink Speed:

Measured
Uplink Speed:

Connection
Type:

Detected
xDSL.:

This option is disabled by default. Enable this
option for better performance and experience with
online games and other interactive applications,
such as VolP.

This option is enabled by default when the QoS
Engine option is enabled. This option will allow
your router to automatically determine the uplink
speed of your Internet connection.

The speed at which data can be transferred from
the router to your ISP. This is determined by your
ISP. ISP’s often speed as a download/upload
pair. For example, 1.5Mbits/284Kbits. Using this
example, you would enter 284. Alternatively you
can test your uplink speed with a service such

as www.dslreports.com.

Product Page : DIR-300

. R"R;REA

Firmware Version : 2.00

// m ADVANCED MAINTENANCE STATUS HELP
ort Forwarding

v ess
v ork QOS ENGINE SETUP
ol con
val

Use this section to configure D-Link's QoS Engine. The QoS Engine improves your online gaming
experience by ensuring that your game traffic is prioritized over other network traffic, such as
FTP or Web.

Enable QoS Engine :
Automatic Uplink Speed :
Measured Uplink Speed : Not Estimated
Manual Uplink Speed : [102400 | kbps <= [Select Transmission Rate
Connection Type : [Auto-detect

Detected xDSL or Other Mo
Frame Relay Network :

By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay
network or some other connection type (such as cable modem or Ethernet), and it displays the result as
Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually
connected via xDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting
this option to xDSL or Other Frame Relay Network ensures that the router will recognize that it needs to
shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other Frame Relay
Network causes the measured uplink speed to be reported slightly lower than before on such connections,

but gives much better results.

When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Section 3 - Configuration

MAC Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Internet via Network. You can either manually add a MAC address or select the MAC address from
the list of clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering TR Frmuare Verson : 200
Filter: ON and ALLOW computers listed to access the
network, or Turn MAC Filtering ON and DENY

computers listed to access the network.

il

DIR-300 // SETUP ADVANCED MAINTENANCE STATUS HELP
g

Port Forw; Helpful Hints..

Appli =2 The MAC (Media Access Controller) Address filter option is used to control network access based
on the MAC Address of the network adapter. A MAC address is a unique ID assigned by the
manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Intermet access.

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please
refer to the Networking Basics section in this

vai less c
man Ual . - e 24 - MAC FILTERING RULES serv
Client Lis
Configure MAC Filtering below: fr e
[Tarn MAC Filtering 0FF =

DHCP Client Selecta DHCP client from the drop-down menu and
List: click the arrow to copy that MAC Address.

Remaining number of rules that can be created: 24

MAC Address DHCP Client List Schedule
= | e B | D
Ol | | BB | [comouter neme _MNew schedide |
Schedule: The schedule of time when the network filter will Ol | [ e Densoese || GRS
be enabled. The schedule may be set to Always, ol || I |[corovter e D
which will allow the particular service to always o : : B | [Covoe e I
be enabled. You can create your own times in the = ‘ = :Z =
Maintenance > Schedules section. il | [ [ e o o] Dienssesi]
ol [ e e D
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Section 3 - Configuration

Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DIR-300, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
(Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a last
resort.

Enable SPI: CheCk thiS tO enable SPI. Product Page : DIR-300 Firmware Version : 2.00

| BB AEN

Enable DMZ Check this box to enable DMZ. :

Host: B | - O e | e | e |
DMZ IP Enter the IP address of the computer you would Port Forverdng T
H i lules o
Add reSS: ||ke tO Open a" portS tO. w Firewall rules can be used to allow or deny traffic passing through the router. You can specify a
QoS Engine single port by utilizing the input box at the top or a range of ports by utilizing both input boxes.
MAC Filter DMZ rmeans "Demiltarized Zone". DMZ allows computers behind the router firewall to be accessible
. z to Internet traffic. Typically, your DMZ would contzin Web servers, FTP servers and others.
Name: Choose a name for the firewall rule. R ——
vanced Wireless

Action: Selectto Allowor Denytransport of the data packets L B -

according to the criteria defined in the rule.

DMZ HOST

The DMZ(Demilitarized Zone) option provides you with an option to set a single computer on your
network outside of the router. If you have & computer that cannot run Internet applications

Source/Dest: The Source/Destination is the TCP/UDP port on successhly fom behind e aer, hen 10u @1 lace e computer o the DHZ for
either the LAN Or WAN Side Note: Putting a computer in the DMZ may expose that computer to a variety of security risks. Use
of this option is only recommendad as a last resort.
Enable DMZ Host : [
Schedule: Click New Schedule to access the Schedules Rt
window. See Maintenance>Schedules for more
information Remzining number of rules that can be created: 50
IP AddreSS' Interface 1P Address Schedule
" protocol
Enter a beginning and ending IP address. [ [or=TE -
Port Range
Protocol: e |
Select the transport protocol that will be used for —_—

the filter rule.
Port Range:
Enter the desired port range for the filter rule.
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Short Gl:

Set the transmlt power Of the antennaS. Product Page : DIR-300 Firmware Version : 2.00

Beacons are packets sent by an Access Point to synchronize a [tz D!1!

wireless network. Specify a value. 100 is the default setting and is mmm“
recommended. TR | ivice wiReLEsS Servigs |

This value should remain at its default setting of 2346. If inconsistent data Srs S et 50 o eCamend ang g hes EEag Tom She ctor SeL,

; ; PP E TR T T
flow is a problem, only a minor modification should be made. PrOVCe £ best Wisless 240 pert * =
The fragmentation threshold, which is specified in bytes, determines :

1 1 Transmit Power :
whe.ther packets will be fragmented. Packe_ts gxceedlng f(he 2346 byte |rreem— . om0, e
setting will be fragmented before transmission. 2346 is the default RTS Threshod  [F7_(renge: 2362346, d274:2348)
ttlng Fragmentation :[range: 1500~2346, default:2346, even number only)
Se N DTIM interval : (range: 1~255, defaul:1)
Preamble Type : @ short Preamble © Long Preamble
(Delivery Traffic Indication Message) 1 is the default setting. ADTIM is a ez one C v Baue
countdown informing clients of the next window for listening to broadcast gand vidr :[E 0w I
. Short Guard Interval :

and multicast messages.

Select Short or Long Preamble. The Preamble defines the length of the
CRC block (Cyclic Redundancy Check is a common technique for detecting
data transmission errors) for communication between the wireless router and the roaming wireless network adapters. Auto is the default
setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

Select one of the following:
Mixed 802.11g and 802.11b - Select if you are using both 802.11b and 802.11g wireless clients.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings
may affect the behavior of your network.

Enable UPnP: TO use the Un'versal Plug and Play (U Pn PTM) Product Page : DIR-300 Firmware Version : 2.00
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals. :
Enable WAN UnCheCklng the box WI” nOt a"0W the DIR-3OO to e Trre;e npt\;n; are fnru;?r; th;t wshdtnhch;ngehthe LANh;ettlngs. We do nnFF recn':nn;enhd .
- N N N N o5 changing these settings from factory default. Changing these settings may affect the behavior of
Ping Respond: respond to Pings. Blocking the Ping may provide B | o netvore. ! e s

some extra security from hackers. Tick this
checkbox to allow the WAN port to be “Pinged”.

Advanced Network

Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for network
devices.

WAN Port You may set the port speed of the WAN port to - Enable Upop
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some
older Cable Or DSL modems may requlre you to If you enable this feature, the WAN port of your router will respond to ping requests from the

Internet that are sent to the WAN P Address.

set the port speed to 10Mbps.

Enable WAN Ping Respase : [

WAN PORT SPEED

10/100 Mbps Auto |

MULTICAST STREAMS

Enable Multicast Streams : [
Wireless Enfiance Mode : [

WIRELESS
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Section 3 - Configuration

Routing

This option allows you to define fixed routes to defined destinations.

Product Page : DIR-300 Firmware Version : 2.00

Enable: Tick this checkbox to enable or disable fixed -
routes to defined destinations. | AV LRI

DIR-300 // m ADVANCED MAINTENANCE STATUS HELP

Interface: Use the drop-down menu to choose the WAN or ey IO
WAN (Phys,ca/ Port‘) Interface the IP packet must = The Routing option allows you to define static routes to specific destinations. CEie

use to transit out of the Router.

Specifies whether the
_save setings | Ouritseve settrgs | e, crobied r
disabled.

= Interface:
32 - STATIC ROUTING Spacifies the interface —
WAN or WAN Physical —

that the IP packet must
use to transit out of the

Remaining number of rules that can be crested: 32

Destination: The IP address of the packets that will take this

Interface Destination Subnet Mask Gateway router, when this route

route_ is used.
O I g I ] ] | = Destination TP:
0 | [wan [ 1] 11 ] Thek"; aéjrdrtess ":»; )
packets that wil take
Subnet Mask: The subnet of the IP address of the packets that E : : : : : : : ok
. . AN « Subnet Mask:
One bit in th sk
will take this route. O | = | T[T T[T - i s o
O [ [oan T T TIT ] m‘:tch.a ress mus
. Specifies the next hop to be taken if this route | o b | Wl ] |
Gatewav_ pecities the next nop 1o be taken I IS route IS Sl | il i T | m—
to be taken if this route
Used . | [wan | RN [ [ ] ] is used. A gateway of
O | [wen | (T (T ] E: oﬂ nﬂew(elt 'ﬁﬁge'iﬁzetffm
O | [ T 11T 1T ] addre:.:s matéhed s
b directly connected to
0 [ [wan tr‘\r: rc»l.l':ce(rncr»‘rlua thee ‘
= I i I ] interface specified: WAN
0 | [wan | 1T T[T ] or WAN Physical.
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Section 3 - Configuration

Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account. e -
Login Name:

Administrator Enter a new password for the Administrator Login Name
Password: and then retype the new password in the Confirm Password
textbox. The administrator can make changes to the

settings.

The 'admin’ and 'user’ accounts can access the management interface. The admin has read/write
access and can change passwaords, while the user has read-only access. By default there is no
password configured. It is highly recommended that you create 2 password to keep your router
secure.

-
—————| ADMIN PASSWORD
ar

Please enter the same password into both boxes,for confirmation.

e Passuord:
Confirm Password:

e ernet.
REMOTE MANAGEMENT
Enable Remote Management: [
1P Allowed to Access: _

Enable Remote Remote management allows the DIR-300 to be configured
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator

tasks from the remote (Internet) host.

IP Allowed to The Internet IP address of the computer that has access to
Access: the Broadband Router. If you input an asterisk (*) into this
field, then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk

and is not recommended.

Port:
The port number used to access the DIR-300. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of

the DIR-300 and 8080 is the port used for the Web-Management interface.
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Section 3 - Configuration

Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Reboots:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Use this option to save the current router
configuration settings to a file on the hard disk of the
computer you are using. First, click the Save button.
You will then see a file dialog, where you can select
a location and file name for the settings.

Use this option to load previously saved router
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the Router.

This option will restore all configuration settings
back to the settings that were in effect at the time
the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save
button above.

Click the Reboots button on the left side of the
window to restart the Router.

Product Page : DIR-300 Firmware Version : 2.00

L BB ER)

DIR-300 //
Devi stration

SETUP ADVANCED MAINTENANCE STATUS HELP
T s
. e er is

Once the router is configured you can save the configuration settings to a configuration file on
your hard drive. You also have the option to load configuration settings, or restore the factory
default settings.

Save Setfings To Local Hard Drive : - Ee
Load Settings From Local Hard Drive : F-
Restore To Factory Default Settings : _

Clear Lenguage Pack @ -
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Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

Product Page : DIR-300

There may be new firmware for your DIR-300 to improve functionality and performance.
Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse button.
Once you have found the file to be used, click the Upload button to start the firmware upgrade.

The language pack allows you to change the language of the user interface on the DIR-300. We
suggest that you upgrade your current language pack if you upgrade the firmware. This ensures
that any changes in the firmware are displayed correctly.

To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the language
pack upgrade.

FIRMWARE INFORMATION

‘Current Firmware Version : 2.00
Current Firmware Date : Mon 05 Mar 2009

Check Online Now for Latest Firmware Version : _

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory defaults.
Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the router. Enter
the name of the firmware upgrade file, and dlick on the Upload button.

Upload : | |-

LANGUAGE PACK UPGRADE

Upload : |

WIRELESS

Firmware Version : 2.00

feature of

our support site by dicking
on the Click here to
check for an upgrade
o1 ite and
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DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support e Rl e T
for DDNS.

| ALV~ NN)

Server Select one of the DDNS registration organizations
Address: form those listed in the pull-down menu. Available Do e
servers include dlinkddns.com(Free), DynDns. e e T

assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP

org(CustOm), Dyn. Dnsl Org(free)’ and Dyn. Dnsl A - addresses. Using a8 DDNS service provider, your friends can enter your host name to connect to

n your game server no matter what your IP address is.
- Sysf e
Org(Stath). Sign up for D-Link's Free DDMS service at www.DLinkDDNS.com.

Host Name: Enter the host name of the DDNS server. I

Enable DDNS :

Server Address : | dinkddns, com(Free) |+

Username: Enter the username given to you by your DDNS S
server. Username : |

Password @ |

Password: Enter the password or key given to you by your
DDNS server.
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System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.

Product Page : DIR-300

The System Check tool can be used to verify the physical connectivity on both the LAM and

Internet interfaces. The Ping Test tool can be used to verify the status of the Internet

connection.

VCT INFO

Ports

Link Status

Internet

EC 4 — F

Disconnected

5T —— i

Disconnected

EC  —— 78

100Mbps FULL Duplex

Disconnected

EC & 1§

Disconnected

PING TEST

Ping Test is used to send "Ping" packets to test if & computer is on the Internet.

Host Name or 1P Addrass : I:l -

Firmware Version : 2.00
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Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of

the window.

Name: Enter a name for the new schedule rule.

Day(s): Choose the desired day(s), either All Week or
Select Days. If the latter is selected, please use the
checkboxes directly below to specify the individual

days.

All Day - 24 hrs: Tick this check box if the new schedule rule applies
to the full 24-hour period.

Start Time/ If the new schedule rule does not apply to the full
End Time: 24-hour period, untick the previous checkbox and
then enter a specific beginning and ending time.

Product Page : DIR-300

Firmware Version : 2.00

mranil

DIR-300 // SETUP ADVANCED MATNTENANCE m HELP

Rules” and "Parental Control”.

Name
Day(s): O all\veek @ Select Day(s)
Csun Bmon DTue Dwed Dty OFi O sat
AllDay- 24 hrs: [J

Start Time : H (hour:minute, 12 hour time}

a
10 - ADD SCHEDULE RULE

Helpful Hints_.

The Schedule configuration option is used to manage schedule rules for "Access Control”, "Firewall ; -

d’\ dule for Mondar y
through Friday rrum :00pm
g lled

End Time : : (hour:minute, 12 hour time)

Time Frame
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Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to e Pt Veron : 2.9

Syslog Server: click the checkbox to save the log in the log server s | ovencer AR savs | wee
in the LAN side. s

Log Type & Click the checkbox(es) of the type of log information
Level: requested: “System, Firewall & Security, Router
Status, Critical, Warning and Information”

Enzble Logging To Syslog Server: [T

Send by Mail: Enter the your SNTP server name(or IP address) oyiog S cres | s
and enter your mail address before sending your

system log by mail

Log Type: System Firewall & Security Router Status

Log Level: MW critical W varning I Information

Email Address: I:l
Email Subject: I:l
Sender Email Address: I:l
SMTP Server / IP Address: |:|
User Name: |:|
Password: I:l

Confirm Passwaord: I:l _

WIRELESS
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Device Info

This window displays the current information for the DIR-300. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: DISp|ayS the MAC addreSS and the pl’lvate (Iocal) Product Page : DIR-300 Firmware Version : 2.00
IP settings for the router.

WAN: Displays the MAC address and the public IP
settings for the router.

All of your Internet and network connection details are displayed on this page. The firmware
wversion is also displayed here.

802.11G: Displays the wireless MAC address and your Firware Version : 2.00 , Mon 09 Mar 2009
wireless settings such as SSID, Channel, and

Encryption status.

MAC Address : 00:22:b0:90:c1:38

1P Address : 192.168.0.1
Subnet Mask : 255.255.255.0
DHCP Server : Enabled

INTERNET

MAC Address : 00:22:b0:90:c1:37
DHCP dlient Connecting...
Connection :
IP Address : 0.0.0.0
Subnet Mask : 0.0.0.0
Default Gateway @ 0.0.0.0
DNS @ 0.0.0.0

WIRELESS 802.11G

SSID : dlink
Channel : 6
Encryption : 64 bits
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Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log. o v e
Last Page: View the last page of the log.
[o-o [T -

Previous: View the previous page. — »
= The View Log displays the activities occurring on the DIR-300.

Next: View the next page.

Page 1 of1

clear: Clear the |Og. | Time ‘ Message

|Jan 104:13:56 ‘Lng message was clearad.

Link to Log Click this button to go directly to the Log Settings
Settings: window (Maintenance > Log Settings).
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Section 3 - Configuration

Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-300
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Product Page : DIR-300 Firmware Version : 2.00

1IN -

m ADVANCED MAINTENANCE STATUS HELP

Helpful Hints_.
Traffic Statistics displays Receive and Transmit packets passing through the DIR-300. :

Receive Transmit
Internet 0 Packets 0 Packets
LAN 2 Packets 3 Packets
'WIRELESS 11n 34 Packets 0 Packets

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

Product Page : DIR-300 Firmware Version : 2.00

a Active Session display Source and Destination packets passing through the DIR-300.

NAPT SESSIONS :

Logout TCP Sessions : 5
UDP Sessions : 1
Total: 6

NAPT ACTIVE SESSIONS

[ 1P Address \ TCP Sessions [ UDP Sessions
[ 192.168.0.100 \ 5 [ 1
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection

time and MAC address of the connected wireless client.

Product Page : DIR-300 Firmware Version : 2.00

CI-LIN

DIR-300 // m ADVANCED MAINTENANCE STATUS HELP
D =

Helpful Hints..

The Wireless Client tzble below displays Wireless clients Connected to the AP [Access Point).

NUMBER OF WIRELESS CLIENTS : 0

[ ConnectTime | MACAddress | IPAddress | Mode | Rate | Signal (%)
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Section 3 - Configuration

Click the desired hyperlink to get more information about how to use the Router.

Product Page : DIR-300

Setup
Internet Setup
Wireless Setup

L]
® | AN Setup

® Time and Date
L]

Parental Control

Advanced

® Port Forwarding

Application Rules
MALC Filter

.

.

® Firewal & DMZ
® Advanced Wireless
.
.

Advanced Network
Routing

Maintenance

Device Administration

Save and Restaore

.

® Firmware Update
® DONS Setting
.
.
.

Device Info

Statistics
Active Session
Wireless

Help

Firmware Version : 2.00

DIR-300 // SETUP ADVANCED MAINTENANCE STATUS
SsweorTEw
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-300 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Section 4 - Security

Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Setup on the left side.

2. Next to Security Mode, select Enable WEP Wireless Security (basic).

3. Next to Authentication, select either Shared Key or Open. Socurity Mode :  [Erable WEF wirdees Secumy (hoe S

Shared Key is recommended as it provides greater security s
when WEP is enabled.

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wirgless stations, For 64 bit keys you must enter 10 hex digits into sach key box,
For 128 hit keys you must enter 26 hex digits into each key box, & hex digit is either a nurmber

4. Select either 64Bit or 128Bit encryption from the drop-down | famoiea o 2etter fom s o Forthe most secure use of WP st the authentication tyoe
menu next to WEP Encryption.

You may also enter any text string into a WEP key box, in which case it will be converted into a
hexadecimal key using the ASCIT values of the characters, & maximum of S text characters can
be entered for 64 bit keys, and a maximum of 12 characters for 122 bit keys.,

5. Next to Default Key Type, select WEP Key 1 and enter a WEP

. Authentication : | Open b
key that you create. Make sure you enter this key exactly on WER Encryption : st v
all your wireless devices. You may enter up to four different Default WEP Key : | WP kev 1 (8
WEP Key (5 ASCIT or 10 HEX)

keys either using Hex or ASCII. Hex is recommended (letters
A-F and numbers 0-9 are valid). In ASCIl all numbers and letters  weseng [ ooremesng )
are valid.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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Section 4 - Security

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The two major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA/WPA2-PSK

Itis recommended to enable encryption on your wireless Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser

and entering the IP address of the router (192.168.0.1). Click on Security Mode : | Enable WRAJWPRZ Viveless Secty ohorced) 19
Wireless Setup on the left side.
2. NeXt tO Secu I"ity MOde, SeleCt Enable WPA/WPA2 ere/eSS WRAMWPAZ requires stations to use high grade encryption and authentication,
Security (enhanced). Cioher Type : [Tklp v
PSK fEAP . [Pk
. Metwork Key (B~63 ASCII or 64 HEX)
3. Next to Cipher Mode, select TKIP, AES, or Auto. i

Save Settings ] [ Don't Save Settings

4. Next to PSK/EAP, select PSK.

5. Next to Network Key, enter a key (passphrase). The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

6. Click Save Settings to save your settings. If you are configuring the Router with a wireless adapter, you will lose
connectivity until you enable WPA/WPA2-PSK on your adapter and enter the same passphrase as you did on the
Router.
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Configure WPA/WPA2 (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

2. Next to Security Mode, select Enable WPA Only Wireless Security (enhanced), Enable WPA2 Only Wireless Security
(enhanced), or Enable WPA/WPA2 Wireless Security (enhanced).

3. Next o Cipher Type, select TKIP, AES, or Auto.

Security Mode | Enable \WPA Only Wireless Security {enhanced)  w
4. Next to PSK/EAP, select EAP.

WPa ONLY

WPA Only requires stations to use high grade encryption and authentication.

5. Next to RADIUS Server 1 enter the IP Address of
your RADIUS server.

Cipher Type [ TEIP

6. Next to Port, enter the port you are using with your PSK/EAP . [EAP [
RADIUS server. 1812is the default port. A0z, 1

RADIUS Server 1 IP Address

. Port

7. Next to Shared Secret, enter the security key. 5: _—
==l 2Cret

. RADIUS Server 2 1P Address
8. If you have a secondary RADIUS server, enter its IP

address, port, and secret key. Fort

Shared Secret

9. Click Save Settings to save your settings.
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click :” W"’E'E‘S%"f‘"'""':s d:“m%‘d N
. NE Or MOre WIreless NETWOrks are in range o IS CoOmpuUter.,
on the center of the bubble to access the utility. Ta see the list and cannect, cick this message
or
Right-click on the wireless computer icon in your system tray Change Windows Firewal settings
(lower-right corner next to the time). Select View Available Open Network Connections
Wireless Networks. Repair

Yiew Available Wireless Networks

5" Wireless Network Connection 6

Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

- A . . . (@) T 3
The utility will display any available wireless networks in your L wll
area. Click on a network (displayed using the SSID) and click (g == "
the Connect button. @ =
_ ¥ Security-enabled wireless network aalll ; i

testl

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

@ Security-enabled wireless network

This network requires a network key. If you want to connect to this
netwark, dick Connect.

DGL-4300
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Change Windows Firewall settings

Cpen Metwork Connections

Repair
Yiew Available Wireless Networks

") Wireless Network Connection 6 E'

Hetwork Tagi Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
2 Setup awireless network Test >
~a
for a home or small office ((ﬂ})
Unsecured wireless network l[l[l[lﬂ
Related Tasks ((ﬁ}) default
\4) Learn about wireless Unsecured wireless network l[l[lﬂﬂ
networking (( }) salestest
Change the order of ﬁ - u L
preferred networks "t Security-enabled wireless network lluu

testl

%ﬁ- Change advanced
settings
ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

((ﬁ:) )

[£3
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection g|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change WWindars Firenal settngs
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair

Wireless Networks Yiew Available Wireless Networks

") Wireless Network Connection 6 E|

P Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,

3 ) A~
g o 8

Unsecured wireless network l[l[l[lﬂ

. . . . default
2. Highlight the wireless network (SSID) you would like to Related Tasks 4 R !
. i) L bout wirel Unsecured wireless network Iﬂl]l]
connect to and click Connect. Y ety e —

Change the order of ﬁ . =

preferred networks 't Security-enabled wireless network l!uuu

test1

(3» Change advanced
settings

ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

@

£
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection E|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up Wi-Fi Protection
(WCN 2.0 in Windows Vista)

The DIR-300 supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista. The instructions for setting this up
depend on whether you are using Windows Vista to configure the Router or third party software.

Initial Router Configuration for Wi-Fi Protection

When you first set up the Router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection,
the Router must be both enabled and configured. There are three basic methods to accomplish this: use Windows
Vista’s built-in support for WCN 2.0, use software provided by a third party, or use the traditional Ethernet approach.

If you are running Windows Vista, tick the Enable checkbox on the Wireless Network window. Use the Current PIN
that is displayed on the Wireless Network window or choose to click the Generate New PIN button or Reset PIN to
Default button.

WI-FI PROTECTED SETUP (ALS0O CALLED WCN 2.0 IN WINDOW VISTA)

Enable
Current PIN : 83449611
[ Generake New PIN ] [ Reset PIN to Default
Wi-Fi Protected Status : Enabled f Mot Configured

[ Add Wireless Device Wizard ]

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished,
proceed to the next section to set up the newly-configured Router.
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Section 6 - Setting Up Wi-Fi Protection (WCN 2.0 in Windows Vista)

Setting Up a Configured Router

Once the Router has been configured, you can use the push button on the Router or third party software to invite a
newcomer to join your Wi-Fi protected network. For maximum security, the software method is recommended. However,
the push button method is ideal if there is no access to a GUI.

If you are using the Router's Wi-Fi Security push button option, simultaneously depress the push button located on
the side of the Router and the button on the client (or virtual button on the client’s GUI). Next click Finish. The Client’s
software will then allow a newcomer to join your secure, Wi-Fi protected network.

If you are using third party software, run the appropriate Wi-Fi Protected System utility. You will be asked to either use
the push button method or to manually enter the PIN. Follow the on-screen instructions.
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Section 7 - Changing the Computer Name and Joining a Workgroup

Changing the Computer Name and Joining a
Workgroup

The following are step-by-step directions to change the computer name and join a workgroup.

1. Click on Properties.

Open

Explore

Search...

Manage

Scan with AVG Free

Map Network Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Rename

Properties

2. Click on the Advanced system settings link.

View basic information about y
¥ Device Manager

Windows edition

¥ Remote settings

Windows Vista™ Enterprise

¥ System protection . .
2 Copyright © 2006 Microsoft Corpora

¥ Advanced system settings
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Section 7 - Changing the Computer Name and Joining a Workgroup

3. Click the Computer Name tab in the System Properties window
and enter a description of your computer in the textbox. When you
are finished, click the Change button.

4. Go to the Computer Name/Domain Changes window and
click the radio button next to the Workgroup you want to
join. When you are finished, click the OK button.

System Properties &J

Computer Name IHE@E\I_E_EE_:_ I Advanced | System Protection | Remote |

3 L Windows uses the following information to identify your computer
on the networl.

Computer description: |
For example: "Kitchen Computer” ar "Many's
Computer"”.

Full computer name: Ryan-PC-Dell

Workgroup: WORKGROUP

To use a wizard to join a domain or worlcgroup, click l:J
MNetwar 1D Metwor [D...

To rename this computer or change its domain or
ange...
workgroup, click Change. g

Computer Name/Domain Changes &J

You can change the name and the membership of this
computer. Changes might affect access to network resources.
More information

Computer name:
Office

Full computer name:
Ciffice

Member of

() Domain:

@) Workaroup:
ACCOUNTING
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Section 8 - Configuring the IP Address in Vista

Configuring the IP Address in Vista

The following are step-by-step directions to configure the IP address in Windows Vista.

1. Click on Properties.

2. Go to the Network and Internet window and click the

appropriate Local Area Connection icon.

3. Right-click the Local Area Connection icon and then select

Properties from the drop-down menu.

| -]

" I
Open

Explore

Scan with AVG Free

Map Metwark Drive...

= Disconnect Metwork Drive...

Create Shortcut
Delete

Properties

- E]

- = 2
\Ju\ﬂ &t <« Metwork and Internet » Network Connections »

‘ Organize * g= Views -

Mame Status Device Mame Connectivity Metwork Cater
LAM or High-Speed Internet (1)

L. Local Area Connection
— dlink.com.tw
e g
-

‘:. Local Area Connection
I t

Broadeco Disable
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

[ Properties [
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Section 8 - Configuring the IP Address in Vista

4.Tick the Internet Protocol Version 4 (TCP/IPv4) checkbox in

the Networking tab in the Local Area Connection Properties
window.

5. Click the “Use the following IP address” option in the General
tab in the Local Area Connections Properties window and
enter the desired IP address in the space offered. Then click
the “Use the following DNS server adresses” option on the
same tab and enter the desired DNS server information.

[ PR ——c— b
4" Local Area Connection Properties ﬁ

[ Metworking |

Connect using:

l_i-‘ Broadcom 440« 10,100 Integrated Controller

This connection uses the following items:

Configure ...

vl 9®iClient for Microsoft Networks

4Bl Q05 Packet Scheduler

¥ @ File and Printer Sharing for Microsoft Networks

4. Intemet Protocol Version 6 (TCP/IPvE)

[ = Intemet Protocel Version 4 (TCP/IPv4) |

| i Link-Layer Topology Discovery Mapper 170 Driver
- Link-Layer Topology Discovery Responder

X =

W‘ Uninstall Properties

Description
ok |[ cancel
Internet Protocol Version 4 (TCP/IPv4) Properties M
General |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically

@) Use the following IP address: ]

IP address: 192168 . @ . 2
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically

@ Use the following DNS server addresses: }

Preferred DNS server: 1685 855 o *

Alternate DNS server:

| Advanced... |

[ OK ] [ Cancel

l I
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Section 8 - Configuring the IP Address in Vista

6. Right-click the Local Area Connection icon and then select Status
from the drop-down menu.

7. Go to the Local Area Connection Status window and click
the Details button.

8. Confirm your new settings on the Network Connection Status
window. When you are finished, click the Done button.

LAM or High-5peed Internet (1)

/ 4

'-L...‘. ~ INK.CO
&7 Brosdcom

=y

Local Area Connection

44010/10] Dicahle

Status

Diagnose

Bridge Connections

Create Shortcut

Activity

Sent

Bytes: 66,880 851,221

Lelete
Rename
Properties
4 Local Area Connection Status @J
General |
Connection

IPv4 Connectivity: Limited

IPv6 Connectivity: Limited

Media State: Enabled

Duration: 03:35:43

Speed: 100.0 Mbps

L.. Received
o
ey

Lease Obtained

IPv4 DHCP Server

IPv4 DMNS Server

IPv4 WINS Server
NetBIOS over Tcpip En...
Linkdocal IPvE Address
IPvE Default Gateway
IPvE DNS Server

<

[ ‘@Prup&rhes J l ’gi"“[!lisah\& J l Diagnose l
| Close
4
Metwork Connection Details:
Property WValue
Connection-specific DN...  dlink.com tw
Description Broadcom 440« 10,100 Integrated Contrc|
Physical Address D0-0D-56-AE-DE-92
DHCP Enabled e

(=]
IPv4 IP Address 192.168.0.102
IPv4 Subnet Mask 255.255.255.0

Expi
IPv4 Default Gateway 192.168.0.1

Tuesday, January 20, 2007 11:55:38 AM
Tuesday, February 06, 2007 3:34:36 PM

192.168.0.1
192.168.0.1

Yes
Fe20::a871:ab99:c128:9452%8

i .

Close
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Section 9 - Setting Up a Connection Wirelessly

Setting Up a Connection or Network

Wirelessly

The following are step-by-step directions to set up a wireless connection.

1.Click on Set up a connection or network in the Network and
Sharing Center section.

2. Go to the Set up a connection or network window and choose the Set
up a wireless router or access point Set up a new wireless network
for your home or business option. Click the Next button.

)iz :h: « Network and Internet » Network and Sharing Center

Network and Sharing Center

View computers and devices

Connect to @ network

Manage wireless networks i *‘. ]
i~ —%— k y
Set up a connection or network ) —
RYAMN-PC-DELL Intemet
Manage network connections (This computer)

Diagnose and repair

£- Not connected

Wireless networks are available,

Connect to a network

T—— o

* ar Sgey Tu

ﬂy@uﬂ 2 CONNECon OF Tewor MG———— . —

Chouse a conneclion uption

:'0 Connect to the Intemet

Joet up 2 wireless outer or access point

et i 2 e wireless nehweke fr e hme o omall buinecs|

", Manually connect to a wirsless network
af, (hoose this to connect 1o 2 hidden network or create
n  Setupawireless ad hoc (computer-to-computer) network
W\ Set up 2 temporary network for shaning fis or an Intemet connection

g el up ¢ dis-up Lonnetion

=
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Section 9 - Setting Up a Connection Wirelessly

3. Click the Next button on the Set up a wireless router or access
point window.

4. The following window displays the system progress.

5. This window confirms that you want to create wireless network
settings that are savable to a USB flash drive.

B =

gg iiw,mwmhﬁ:w;—- - —

Setup a home or small business network

I you have multiple cemputess in your home of business, yeu can set up & network to connect to
them. What do | need to tet up 2 network]

This wizard helps you

- Save network settings and get inttructions for connecting ather compubers and devices to yeur
network.

- The weraed will make Hhis 2 pevabe network

on yout network herdware, some of the options. sbove might not be svailsble

() o

) S e | ——
TG Set up  wircless roUTer Or access poirt

Detecting network hardware and settings...

B

Cancel

P
@ﬁ - Set i @ wireless TOUTEr OF SCCEas o PR | —

Windows did not detect any wireless network hardware.

If you have a router, make sure that is plugged into this computer and try again. Check the
information that came with the router for more detailed instructions.

“ Create wireless network settings and save to USB flash drive

This will create wireless settings that you can transfer to the router with a USE flash drive. You
should only do this if you have a wireless router that supports USE flash drive configuration.
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Section 9 - Setting Up a Connection Wirelessly

6. Enter a network name on the Give your network a name window
in the Set up a wireless router or access point wizard. Click the
Next button.

7. Enter a passphrase on the Help make your network more secure
with a passphrase window in the Set up a wireless router or
access point wizard. Click the Show advanced network security
options link.

8. Select security method on the Choose advanced network security
options window in the Set up a wireless router or access point
wizard. Click the Next button.

@ WH  Set up a wireless router or access point - —-

Give your network a name
Choose a name that people who connect to your network will recognize

Metwork name (551D

5 . set up a wirless routeroraccess point

Help make your network more secure with a passphrase
Windows will use the passphrase provided below to generate a WPA security key for you. The first

time that people connect to this network, they will need the passphrase.

Passphrase:

sNSsaE3AQ0zNS60pz6TFH|

The passphrase must be at least & characters and cannot begin or end with a space.

[7] Display characters

Net | [ Cancel

K3 9 set up o wireless router or access point I —_—

dlink300
You can type up to 32 letters or numbers.
[ Conce |
. B = o

Choose advanced network security options

We recommend using Wi-Fi Protected Access 2 (WPAZ2-Personal) because it provides better
security, but it is not supported by devices made before 2001

Security method:

[wea-Personal | -]

WPA-Personal
WPAZ-Personal \‘
WEP

/] Display characters

Create a different security key or passphrase for me

[ Conee ]
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Section 9 - Setting Up a Connection Wirelessly

9. Once you have selected the desired security method on the Choose
advanced network security options window in the Set up a
wireless router or access point wizard, click the Next button.

10.Select the desired file and printer sharing option on the Choose
file and printer sharing options window in the Set up a wireless
router or access point wizard. Click the Next button.

11.0nce you have saved your network settings to USB, use the pull-
down menu on the Insert the USB flash drive into this computer
window in the Set up a wireless router or access point wizard
to select a destination for your network settings. Click the Next
button.

— P C=TER X

e s,
@ R Set up a wireless router or access point
-

-

Choose advanced network security options

We recommend using Wi-Fi Protected Access 2 (WPA2-Personal) because it provides better
security, but itis not supported by devices made before 2001,

Security method:
Mo Security -
Create a different security key or I forme
S - PR
Q- {? g Set up & wi F aF et paint -
|

Choose file and printer sharing options

Do nat eow e and printer sharing

‘fiou can set up file =nd printer charing later by gaing to Metwark and Sharing Certer in Comtrol
Panel,

@ Allew shasing with anyene with a user acceunt and passward for this computer
Files in your Public folder and shared printers atteched to this computer will be sccessibie.

Allerw shanng with anyone on the same netwark a5 this computer

Files i your Public folder and shared printers sttoched to this computes wil be sscesible

[Chet [ Concet:

\_\.,_‘.; KR St up 8 witeless FOULEE OF BECESE PoTnE —

Insert the USE flash drive into this computer

Plug the USB flash drive into a USB port en yeufcomputer, and then select the drive from
the st below, "~

) 4

e

| =

[ et || Concat |
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Section 9 - Setting Up a Connection Wirelessly

12.0nce you have saved your network settings to USB, the
Copying settings to the USB drive window in the Set up
a wireless router or access point wizard opens to indicate
the system progress.

13.0nce you are finished, the To add a device or computer, follow
these instructions window in the Set up a wireless router or
access point wizard opens. When you are finished, click the Close
button.

TEa—— =

kg Q_" Set up a wireless router or access paint - S
.

Copying settings to the USB flash drive..

N w2

= e - - e
(ool B Set up a wireless router or access o P ——

To add a device or computer, follow these instructions

1 Remove the USB flash drive from this computer.

Insert the USB flash drive into a USB port on the device or the computer. (Computers must be
running Windows XP or Windows Vista.)

2

3 For devices, follow the instructions in the information that came with the device, or on the
LCD of the device, if applicable.

E

or more detailed instructions, click here.

= P
-
- o~

Repeat steps 2 and 3 for each device or computer that you want to add.

| Close
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

Connecting to a Secured Wireless Network
(WEP, WPA-PSK & WPA2-PSK)

The following are step-by-step directions to set up a wireless connection.

1. Click on Properties. B —

Open
Explore
Scan with AVG Free

Map Network Drive...
Disconnect Metwork Drive...

Create Shortcut

Delete
Properties
LSS
2. Click the Manage network connections link in the Network 'O” 5 -
{ ) [5 « NetworkandIntemet » Network and Sharing Center v | #3 [l Search

and Sharing Center window.

Network and Sharing Center

RYAM-PC-DELL
(This computer)
dlink.com.tw (Public network)

[ ™
-
Acces
Coni

2 Sharing and Discovery

Netwark discovery © Off
File sharing © Off
Public felder sharing © off
Printer sharing © Off

Password protected sharing @ On

Media sharing © Off

Show me all the files and folders 1 am sharing

Local and Internet

3
nection Local Area Connection

Show me all the shared network folders on this computer
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

5. The following Connect to a network wizard window displays the
system progress.

Bl il Hetwork Connection, |
S'e‘--“ﬂ hptcon Disable
Connect / Disconnect L@ ]
Status
Diagnose
Eridge Connections
Create Shortcut
Delete
Rename
Properties
- ==
s o
&) B Connect to a network
Select a network to connect to
Show | All A +3
= ] E
5: dlink300 Security-enabled network _].ﬂﬂ L |
s
k@‘ WherelsTheheverland  Unsecured network _ﬂjﬂ
Ry ain Unsecured network M
i
Set up a connection or network
Open Network and Sharing Center
Connect Cancel |
b [l
s o
&) % Connectto a network
Connecting to dlink300
| L A..
- -
|
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

6. Enter the network security key or passphrase for the Router in
the textbox provided in the Type the network security key or
passphrase for dlink300 window in the Connect a network wizard.
When you are finished, click the Connect button.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the
Windows start up menu.

-
@ % Connect to a network

Type the network security key or passphrase for dlink300

The person who setup the netwaork can give you the key or passphrase.

e If you have a USE flash drive with network settings for dlink300, insert it now.

m—
|
- =)
=
g W Connect to a network
Suceessfully connected to dlink300
[#] Save this network
[7] Start this connection automatically
\
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Section 10 - Connecting to a Secured Wireless Network (WEP, WPA-PSK & WPA2-PSK)

9. Confirm your new settings by calling up the command prompt and
then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command
prompt.

Microsoft Windows [Uersion 6.8.680@1
Copyright <c?> 2886 Microsoft Corporation. All rights re

C:\Users“Ryan>ipconfig

Windows IP Configuration

Wireless LAN adapter Wireless Hetwork Connection:

Connection—specific DNS Suffix . :
dd. "

- 25525 .
Default Gateway . . . . DDl i1921188 0.1

Ethernet adapter Local Area Connection:

Media State . . . . . . - . . . . & Media disconnecte]
Connection—specific DNS Suffix . : dlink.com.tw

Tunnel adapter Local Area Connections=* 6:

Connectio ecific DNS Suffix £
IPub Addr f e e e e e e o . .t 2AA1:8:4136:e3B8a:]
—

B8 C\Windows\system32\cmd.exe - ping 192.168.0.1 -t

C:\Users\Ryanyping 192.168.8.1 —t
[Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: hyte i s TTL=64
Reply from 192.168 : byte i
Reply from 192.1 hyte:

T
Reply from 192.168 TTL=64

3 hyte: time=1ms
Reply from 192.168.08.1: hytes=32 time=5ms TTL=h4
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Section 11 - Connecting to an Unsecured Wireless Network

Connecting to an Unsecured Wireless
Network

The following are step-by-step directions to set up an unsecured wireless connection.

1. Click on Properties. s

Explore

Scan with AVG Free

Map Metwork Drive...
Dizconnect Metwork Drive...

Create Shortcut
Delete

Properties

2. Go to the Network and Sharing Center window and click
the Manage Network Connections link.

Network and Sharing Center
View computers and devices
View full map

Connect to a network

-
Set up a connection or netwark i i hl
e — —_—

Manage network connections

RYAMN-PC-DELL dlink.conlw.tw Internet
Diagnose and repair (This computer)

E' dlink.com.tw (Public network) Customize

Access Local and Internet

Connection Local Area Connection View status

‘2% Sharing and Discovery

MNetwork discovery @ Off
File sharing @ Off
Public folder sharing @ Off

Printer sharing @ Off

OO

Password protected sharing @ On

Media sharing © Off &)

Show me all the files and folders [ am sharing

Show me all the shared network folders on this computer

—— ——
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Section 11 - Connecting to an Unsecured Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window in the Connect to a network wizard and then click the
Connect button.

5. Confirm your desire to connect anyway on the following Network
Connection Status window.

Ky e
3¢ el Atheros|

Wireless Netwark Connection |
o Disable

Connect / Disconnect K
Status

Diagnose
Bridge Connections

Create Shortcut

Delete
Rename
Properties
L [
. o
) 'ﬂ Connect to a network
Select a network to connect to
Show [All - *
5-5, dlink300 T .ﬂjﬂ i;
"l, WherelsTheMeverland  Unsecured network jﬂ
-l oA

L7

dlink Unsecured network

1'5515

Set up a connection or network
Open Network and Sharing Center

o )| [ conee )

©

-

W Connect to a network

=

dlink300 is an unsecured network

@ Connect Anyway

=" Information sent over this network might be visible to others.

= Connect to a different network
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Section 11 - Connecting to an Unsecured Wireless Network

6. The following Connect to a network wizard window displays the
system progress.

7. The following Successfully connected to dlink300 window in the
Connect to a network wizard is displayed. Choose to save to the
network and/or start the new connection automatically. When you
are finished, click the Close button.

8. The successful connection is displayed at the bottom of the Windows
start up menu.

- (=] E )
(&) ¥ Connect to a network
Connecting to dlink300
L A«
- -~
| I
- [=E)
@ T Connectto a network
Successfully connected to dlink300
[7] Save this network

Programs
BE¥ cmd
Files

52 See all results
57 Search the Internet

crmd
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Section 11 - Connecting to an Unsecured Wireless Network

9. Confirm your new settings by calling up the command prompt

and then entering the ipconfig command.

10.To test the new IP address, use the Ping feature of the command

prompt.

EX C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.0.608081
Copyright (c)> 2886 Microsoft Coprporation. All wight

C:“\Users“Ryan>ipconfig

Windows IP Configuration

llireless LAN adapter Wireless Hetwork Connection:

Connection—specific DNS Suffix

Link-local IPvb Address . . . . . = fe
IPvd Address. . . . . . . . . . . z[192.168 a
Subnet Mask . . . . . . . . . . . =255 255_255.@
Default Gateway . . . . - . . . . =/192.168.08.1

Ethernet adapter Local firea Connection:

Media State . . . . . . . . . . . & Media disconn
Connection—specific DN8 Suffix . : dlink.com.tw

Tunnel adapter Local Area Connection®* 6:

Connectio pecific DNS Suffix

IPvb Addr e e e e e e . . . 2001:@:4136:e

BN C\Windows\system32\cmd.exe - ping 192.168.0.1 -t

C: \Users\Ryan>ping 192.168.8.1 —t
Pinging 192.168.@.1 with 32 hytes of data:
Reply from 192.168.8

yt tim TL=64
Reply from 192.168.8 bytes=32 time=bms TIL=64

c78:982e :ded6:14

& reserved.

ected

J8a:3BaB:FI4:3F57:1198 X !

D-Link DIR-300 User Manual

84



Section 12 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-300. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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Section 12 - Troubleshooting

* Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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Section 12 - Troubleshooting

3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['l] [MTU value] C:~\>ping vahoo.com —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Examp|e: plng yahoo_com -f -| 1472 Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

» Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.

* To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Appendix A - Wireless Basics

Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
» Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to
start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips
Here are a few things to keep in mind, when you install a wireless network.
Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

For the wireless repeater, there are two types of repeater in D-Link for user to select:

0 Universal repeater: It acts as an AP and a wireless STA at the same time. It can support all AP and wireless STA
if they work in the same wireless channel.

0 AP-repeater (AP with WDS): only repeat same model or limited models which base on the same proprietary
protocol.

Please choose a universal repeater to boost the signal to extend the range.
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Wireless Modes

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.

Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from
a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

v C:AWINDOWS\system32%cmd.exe

At the prompt, type ipconfig and press Enter. Microsoft Windows RP [Uersion 5.1.26081

<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and  Siai it it

Mindows IP Configuration

the default gateway of your adapter.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : dlink

If the address is 0.0.0.0, check your adapter TP Address, - o - o - o e : 10.5.7.114
. . . . h Subnet Mask : 255.255.255.8
installation, security settings, and the settings Default Gateuay 18.5.7.1

C:Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router. :

Internet Protocol (TCP/IP) Properties

Example: If the router’'s LAN IP address is 192.168.0.1, make your IP address | o s s s i ssom:

thiz capability. Othenwize, pou need to ask vour netwark. administrator far

192.168.0.X where X is a number between 2 and 99. Make sure that the number ‘“f””’””_"a‘e'P”‘“”gs' |
you choose is not in use on the network. Set Default Gateway the same asthe LAN | oo mm

(&) Use the following IP address

IP address of your router (192.168.0.1). B dices ENETR
Subnet mask: 285 .25 255 . 0
Default gateway: 192 168, 0 . 1 |

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. ® Use the ollowing DNS sever sdesses
Frefemred DNS server E 192 168, 0 . 1
Alternate DNS server. - .
Step 5
. . . Advance d.
Click OK twice to save your settings.
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Technical Specifications

Standards
* |[EEE 802.11¢g
e |EEE 802.11b
e |[EEE 802.3
e |[EEE 802.3u
e |[EEE 802.3x

Wireless Signal Rates*
* 54Mbps * 48Mbps
*36Mbps  *24Mbps
*18Mbps  * 12Mbps
*11Mbps < 9Mbps
* 6Mbps * 5.5Mbps
* 2Mbps * 1Mbps

Security
* WPA - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 802.1x
* 64/128-bit WEP

Modulation Technology
802.11 b : DSSS / DBPSK / DQPSK / CCK
802.11 g : 16QAM / 64QAM / BPSK / QPSK with OFDM

Receiver Sensitivity

802.11b and 802.11g
* 54Mbps OFDM, 10% PER,-70dBm

* 48Mbps OFDM, 10% PER,-72dBm
* 36Mbps OFDM, 10% PER,-76dBm
* 24Mbps OFDM, 10% PER,-78dBm
* 18Mbps OFDM, 10% PER,-80dBm
* 12Mbps OFDM, 10% PER,-83dBm
* 11Mbps CCK, 8% PER,-85dBm

* 9Mbps OFDM, 10% PER,-85dBm
* 6Mbps OFDM, 10% PER,-88dBm
* 5.5Mbps CCK, 8% PER,-87dBm

* 2Mbps DQPSK, 8% PER,-89dBm
* 1Mbps DBPSK, 8% PER,-90dBm

VPN Pass Through/ Multi-Sessions

* PPTP
¢ |PSec

Device Management

* Web-based Internet Explorer v6 or later; Netscape

Navigator v6 or later; or other Java-enabled browsers
e DHCP Server and Client

Wireless Frequency Range
2.4GHz to 2.497GHz (802.11b)
2.4GHz to 2.4835GHZ (802.119g)

Wireless Operating Range2

* Indoors - up to 328 ft. (100 meters)
* Outdoors- up to 1312 ft. (400 meters)

D-Link DIR-300 User Manual

96



Appendix C - Technical Specifications

Wireless Transmit Power (AVG Power) ¢ Internet
11b:17dBm(Max) 11g:16dBm(Max) * WLAN (Wireless Connection)

* LAN (10/100)
External Antenna Type

Two fixed reverse SMA external antenna Dimensions
e =135mm
Advanced Firewall Features e W =99.8mm

* NAT with VPN Pass-through (Network Address Translation)e H = 31.5mm
* MAC Filtering

* |P Filtering Weight
* URL Filtering 0.246kg
* Domain Blocking

* Scheduling

Operating Temperature
32°F to 129 °F ( 0°C to 40°C)

Humidity
95% maximum (non-condensing)

Safety and Emissions
FCC Part 15B/ 15C/ MPE
IC RSS-210

NCC LP0002

LEDs
e Power
e Status

* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g and 802.11n specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual
data throughput rate. Environmental factors will adversely affect wireless signal range.
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