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NMABA 1. BBEOEHMUE

Aydumopusi u codep)xaHue

B manHOM pyKOBOACTBE MPUBOIUTCS onucanue Mapiipytuszaropa DIR-853/SE, mopsanok HacTpoiiku
Y PEKOMEHJAIMU IO €r0 UCTO0Ib30BaHHUIO.

Hacrosiee pykoBOACTBO TMpEAHA3HAUYEHO IS IMOJIb30BaTEeIed, 3HAKOMBIX C OCHOBHBIMHU
NPUHLMIAMA OpraHu3alMyd CETeH, KOTOPBhIE CO3AI0T JOMAIIHIOK JIOKAIBHYK) CE€Th, a TaKxke
CHUCTEMHBIX aJMUHHUCTPATOPOB, KOTOpPHIE YCTAHABIMBAIOT W HACTPAMBAIOT ceTH B oducax
KOMITaHHUH.

YcrnoeHbie 0603Ha4YeHuUs

Mpumep OnucaHue

TEKCT OCHOBHO#1 TEKCT IOKYMEHTA.

Ilpeosapumenvnasn
CcbulKa Ha TIIaBy MJIU pa3jiell JaHHOTO PYKOBOJICTBA MOJIb30BaTE.

noozomoexa

«Kpamkoe pykoeoocmeo
P Py CcbuiKa Ha TOKyMEHT.

no ycmamnogkey

A3MEHUTE Haspanue pazgena MeHIO, MyHKTa MEHIO, KaKOro-JInOo 31eMeHTa
web-unTepdetiica (Tomne, Grakok, IEpPEeKITIOYaTEh, KHOTKA U TIP. ).

192.168.0.1 Tekct, KOTOpBI HEOOXOJMMO BBECTH B YKa3aHHOE TOJIE.

Baxnas wuHpopMamus, Ha KOTOPYIO HEOOXOJUMO OOpaTuTh

' HNudopmanus
[

BHHUMAHUC.

Cmpykmypa dokymeHma

TInasa 1 COACPIKUT CBCACHUA O HA3HAYCHHUU U OpraHu3alui JOKYMCHTA.

Inaga 2 conepXUT OoNMCaHUE TEXHUYECKHUX XapakTepucTUK Mmapuipytusaropa DIR-853/SE u ero
BHEIIHETO BHJIA, & TAK)KE TIEPEUUCIICHUE CONEPKUMOT0 KOMIUIEKTA ITOCTABKH.

I'nasa 3 omnuchiBaeT npoiiecc ycraHoBkU MapipyTtuzaropa DIR-853/SE u HacTpoiiku kommbroTepa
JUTSL TIOAKITIOUeHUS K web-uHTepdeiicy ycTpoicTBa.

T'naea 4 conepxut moapoOHOE ONMKMCaHUE BCEX pa3liesioB MeHI0 web-uHTepdeiica.

I'nasa 5 conep XUt peKOMEHauH 10 0€30IacHOMY HCIIONB30BaHUI0 Mapuipytusatopa DIR-853/SE
¥ COBETHI TI0 IIOCTPOEHHIO OECIIPOBOIHON CETH.

Inasa 6 conepXUT CIUCOK COKpAIIeHWH, Haumboliee YacTo HCHOJIb3YEMBIX B PYKOBOACTBAX
MOJIB30BATENS TSI KITMEHTCKOro o0opynoBanus D-Link.
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MABA 2. OB30OP MAPLUPYTU3ATOPA

O6uwee onucaHue

YerpoiictBo DIR-853/SE mpencraBnser co0oif OecripoBOAHON ByXJIUAla30HHBIM TUTaOUTHBIN
MapmpyTu3atop ¢ HoBeIM [1O Security Edition myis mpumMeHeHrs B MajoM M CpeTHEM OW3Hece st
3alIUTHl CEeTeBOM MH(PACTPYKTYphl OT BHEIIHHUX YyIrpo3 W opraHuzanuu Oe3omacHoro VPN-
MOJKIIFOUEHUsA.  MapupyTu3arop  IMOMJIEPKUBAET  OJHOBpEMEHHOe monakiouenue g0 20
MMOJIL30BaTEINICH.

Pacmmpennsie QyHKIIMU 0€30MaCHOCTH TOACPKUBAIOT pa3/ielieHHe CEeTH Ha 30HbI, HACTPOUKY
MOJUTHK JUIS B3aMMOAEHMCTBHUS 30H W MpaBwil (GUiIbTpaluu Tpaduka ¢ MIUPOKUM BHIOOPOM
apaMeTpoB.

MapipyTi3atop NONIEPKUBAET MHOXKECTBO THIIOB TyHHENEH s OpraHu3aluu 0e30MacHOro
VPN-nogxmouenusi: [Psec (IKEv1/IKEv2), L2TP over IPsec, PPTP/L2TP, GRE, IPIP, EoGRE,
EolP, a Taxxxe Heynpasngembie L2TPv3-TyHnnenu.

Kpome Ttoro, nmognepxkka nporokosna SSH moBelaeT 0€30MacHOCTh NMPHU yAAJIEHHOM HacTpoiike
MapIIpyTU3aTopa U YIIPABICHUN UM 32 cYeT MH(pPOBaHUsS BCETO MepeaaBaeMoro Tpaduka, BKITFOYast
HapoJy.

MapupyTuzaTop moaaep:KuBaeT padoTy ¢ cepBucoM KoHTeHTHOH ¢unbrpammu SkyDNS, kotopsbrit
npeanaraeT OoJibIle HACTPOSK W BO3MOXKHOCTEW [UIs OpraHu3anuu 0Oe30macHoi paboThl B
WNHTepHeTe Kak Juisi JOMAIIHUX TIOJB30BaTeJIe BCEX BO3PACTHBIX KATETOpUH, TaKk M IS
po(heCcCHOHANBHON IeATETPHOCTH COTPYIHUKOB O(MCOB H MPEIITPHUSITHIA.

Taxke B ycTpoHCTBE peann3oBaHa (DYHKIUS PACIHUCAHUS JUIsl IPUMEHEHUS MPaBWJI U HAaCTPOEK
MEXKCETEBOI0 DKpaHa, Iepe3arpy3Kd MaplIpyTH3aTopa B YKAa3aHHOE BpeMs WM 4Yepe3 3aJaHHbIC
MHTEpBaJIbl BPEMEHH, ABTOMATUYECKOIO COXPAHEHUs PE3EPBHON KONUHU KOHQUIypaluu yCTpOHCTBA
Ha noakatoueHHbI USB-HakonuTenb, a Takke BKIIOUCHUS/BBIKIIOUCHHS OECIPOBOAHON CETH H
Wi-Fi-¢punsrpa.

HoBass ¢yHkuus OJIOKMPOBKM pekiIamMbl MOMOXET 3(P(GEKTUBHO OJOKHPOBaTh pEKIaMHbIC
00BsIBIICHHS, BOSHUKAIOIIHE IPU IPOCMOTpPE Web-CTpaHuIl.

Mapmuipytusarop ocHaied USB-nioprom st moakirodenns USB-Momema', ipu moMoru KoToporo
Bbl cmoxeTe onepaTuBHO NoAkIodaThes K ceth MHTepHeT. Kpome Toro, Bel MoXkeTe MOAKIIOUUTS K
USB-nopry mapmpytuzaropa USB-HakonuTtenb, KOTOpbI OydeT MCHOIb30BAaThCS B KaueCTBE
CETEBOr0 AUCKA, WIH IIPUHTED.

Jns  s¢ddexktuBHOoro  ucnonb3zoBaHus  MHorodyHkuuoHanesHoro  USB-mopra  peanusoBaHa
BO3MOXKHOCTh OJIHOBpEMEHHOI paboTel ¢ HeckonbkuMu USB-ycrpoiictBamu. Hampumep, Ber
MOJKETE MOIY4aTh JOCTYI K MYJbTUMEIUHHOMY KOHTEHTY ¢ nojkiatoueHHoro HDD-Hakonurens u B
TO K€ BPEMsI COBMECTHO HCIIONL30BaTh USB-npunTep’.

1 USB-moneM He BXOAUT B KOMIUIEKT noctaBku. Kommanus D-Link He rapantupyer coBmecTiMocTh co Bcemu USB-
Mozaemamu. CITUCOK MOJIepKUBAaEMBIX MOZIEMOB CM. B pazaene Texnuueckue xapakmepucmuku, ctp. 10.
2 IIpu ucnonszoBanur USB-KOHLEHTpaTOpa C BHELIHUM IMUTAHUEM.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom O630p mMappyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Bl moxeTe ucnonb3oBath a1000# Ethernet-mopr mapmpytuzatopa B kadectBe LAN- numun WAN-
nopra. HoBoe nokonenue 110 noaaep:xuBaeT BO3MOKHOCTh Ha3HAYEHUs1 HECKONIbKUX WAN-1opToB,
HarpuMep, UIsl HACTPOUKH OCHOBHOTO U pe3epBHOro WAN-coeanHEHHs OT pa3HbIX IMPOBaNIEpOB.
Kpome Toro, Bo3MOKHO pe3epBupoBaHue qoctyna k aTepHety ¢ ucnonb3oBanueM 3G/4G-monema.

Bbl Takke mMoxkeTe MOAKIIOUUTE OecrpoBomHoi Mapiipytuzarop DIR-853/SE k kabenpsHOMy wim
DSL-mogemy wnu BbifeneHHoi Ethernet-nuaum, dYTtoObl HCMONB30BAaTh BBICOKOCKOPOCTHOE
COeIMHEHHE C CeThi0 VHTepHeT njs pelleHus LIMPOKOro Kpyra MpodeccHoHaIbHBIX 3ajad.
BerpoenHnsblit 4-mOPTOBBIM KOMMYTATOp MapIIpyTH3aTopa MO3BOJSET IMOIKIIOYATh KOMIBIOTEPHI,
ocHamieHHsle Ethernet-anantepamu, UrpoBble KOHCOIHM U JpyTUe ycTpoiicTBa k Bameit ceTu.

Ucnonp3ys OecnipoBonuoit Mapmpytuzatop DIR-853/SE, Bbel cMokere OBICTPO OpraHu3oBaTh
BBICOKOCKOPOCTHYIO O€CIPOBOIHYIO CETh JioMa B B oduce, MPEeIOCTaBUB OCTYN K cetu HTEepHET
KOMITBIOTEpAaM M MOOMIIBHBIM YCTpPOICTBaM MpakTHYEeCKH B 000 Touke (B 30HE JEHCTBHS
O6ecnipoBomHOr cetr). OmHoBpemMeHHass pabora B auanazoHax 2,4 I'Tu m 5 I'Tm mosBomser
UCIIOJh30BaTh OECIPOBOAHYIO CETh Ui IIMPOKOrO Kpyra 3aaad. MapuipyTuzatop MOXKET
BBIMONHATh (YHKIMHU 0a30BOI CTaHIMM [AJS MOAKIIOUYEHUS K OECHpOBOJHOW CETH YCTPOMCTB,
paboraromux no crangapram 802.11a, 802.11b, 802.11g, 802.11n u 802.11ac (co cKOpPOCTBIO
OecrpoBOHOIO coenuHenus 1o 1300 Mowur/c)’.

B wmapmipyTtuzarope peann3zoBaHO MHOXECTBO GYHKIHMA ans OGecnpoBogHOro HHTEpdeiica.
YcTpolcTBO moaAepKUBaeT HECKONbKO cTaHaaptoB Oe3omacHoctn (WEP, WPA/WPA2/WPA3),
bunpTpaMio MOAKIOYaeMbIX ycTpoiictB mo MAC-aapecy, a Takke MO3BOJSET HCIOIB30BaTh
texnosnoruu WPS u WMM.

Kpome Toro, ycTpoicTBO 000pYIOBaHO KHOTKOW I BBIKIIOUCHMs/BKiIoueHus Wi-Fi-cetn. B
ciydae HeOOXOIMMOCTH, HAIIPUMED, ye3Kas U3 JIoMa, Bl MOXKeTe BBIKIIOUUTH OCCIIPOBOIHYIO CETh
MapIIpyTH3aTopa OJHUM Ha)KaTHeM Ha KHOIKY, MPH 3TOM YCTpPOMCTBa, mojkitodeHHble Kk LAN-
MopTamM MapHIpyTHU3aTopa, OCTAHYTCS B CETH.

Texnonorust Multi-user MIMO T03BOJISIET pacnpeleNiuTh PEeCcypchl MapiipyTuzaTopa s
s dexTuBHOTO HCcTONb30BaHus Wi-Fi-ceTr HeCKOMbKUMH OECITPOBOAHBIMK KIIMEHTAMH, COXPaHss
BBICOKYIO CKOPOCTh JUISl TOTOKOBOHM Tiepenadd MyJbTHMEIHa B BBICOKOM KadecTBe, Wrp 0Oe3
3aJIepKeK U OBICTPOM mepeaadn OOIbIINX (PaiioB.

Hcnonbs3zoBanue texnonoruu Transmit Beamforming no3Bosser AMHaMUYECKU MEHSTH JUarpammy
HANpaBJICHHOCTH aHTEHH M MepepaclpeieNiaTh CUTHAI TOYHO B CTOPOHY O€CIIPOBOHBIX YCTPOWCTB,
MOJKJIIOYEHHBIX K MapLIpyTHU3aTOPY.

OyYHKIMST HWHTEIUICKTYaJIbHOTO pactpeneneHus Wi-Fi-kimueHToB OymeT mone3Ha s CeTel,
COCTOALINX W3 HECKOJBKUX TOYEK JOCTyNa WM MapupyTuzaropoB D-Link — HacTpouB pabory
GyHKIMM HAa KaXAOM H3 HHX, BBl oOecneunte MOAKIIOYEHHWE KIMEHTa K TOYKE JIOCTYIIa
(MapipyTH3aTOpy) C MAaKCUMAJIbHBIM YPOBHEM CUTHAJIA.

Bo3MoxxHOCTB HacTpoiiku rocteBoil Wi-Fi-ceTu mo3BOIUT co3aarh OTIEIbHYI0 OECIPOBOIHYIO CETh
C MHIUBUAYAJIbHBIMH HACTPOHKAMHU O€30MAaCHOCTH M OTPAHUYCHHEM MAaKCHMAJIbHOM CKOpPOCTH.
YcTpolicTBa TOCTEBOM CETH CMOTYT MOAKIIOUUThCS K MHTepHeTy, HO OymyT H30JIMpPOBaHBI OT
YCTPOUCTB U PECYPCOB JIOKAJIBHOM CETH MapILIPyTU3aTOPA.

3 Jlo 400 M6wut/c B muanazone 2,4 I'T'm u 1o 867 Mb6ut/c B nuanazone 5 I'T'.
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PyKOBO,D.CTBO nonb3oBarend

s HacTpoiiku 6ecnipoBogHoro Mapmipytuzaropa DIR-853/SE ucnonsiyeTcst mpocToit U ynoOHBIM
BCTPOCHHBIN web-uHTepdeiic (TI0CTyneH Ha HECKOIBKHX S3bIKaX).

Bbl nerko mMoxkete OOHOBUTH BcTpoeHHoe [1O — MapmipyTu3atop caM HaXOJWT IMPOBEPEHHYIO
Bepcuto [0 Ha cepBepe oOHOBneHuit D-Link m yBemomusier mosib30BaTeinsi O TOTOBHOCTH
YCTaHOBHTb €TO0.

Berpoennsiii kmueHt TR-069 mo3BossieT BBITIOJHUTH HACTPOWKY W JUATHOCTHKY YCTPOMCTBA
YIAJIEHHO.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,ElCTBO nonb3oBartens

0O630p MaplpyTusaTopa

TexHu4YecKue xapakmepucmuku

An napartHoe obecnevyeHue

Mpoueccop

MT7621DAT (880 MI'u, ABYXbAOEPHbIN)

OnepaTMBHasA NamMATb

128 MB, DDR3

Flash-namaTtb

128 MB, NAND

UHTtepdperichbl

Mopt WAN 10/100/1000BASE-T
4 nopta LAN 10/100/1000BASE-T
Mopt USB 2.0

UHaukaTopbl

MutaHne

MHTepHeT

4 vnankartopa JlokanbHasi ceTb
BecnposogHas cetb 2.4G
BecnposogHas cetb 5G

WPS

usSB

KHonku

KHonka POWER ans BKMOYEHUS/BLIKMIOMEHUS NMUTaHUSA
KHonka WIFI gns BkntoyeHus/BbikntodeHUs 6eCnpoBOaHON ceTn
KHonka WPS ans yctaHoBK/ 6eCNpOBOAHOMO COEAMHEHUS
KHonka RESET gns Bo3spaTta K 3aBOACKUMM HAacTponkam

AHTeHHa

qupre BHeUWHNEe HeCbeMHbIe aHTeHHbI C KO.’:)de)VILWIeHTOM ycuneHua 5 nbun

Cxema MIMO

2 x 2, MU-MIMO

Pasbem nutaHus

Pasbem ang nogknoveHnst nMTaHns (MOCTOSIHHBIN TOK)

MporpamMmmHoe obecnevyeHune

q)yHKLWIVI MeXceTeBOoro 3KkpaHa

30HbI

PasgeneHne Ha 30HbI; BO3MOXHOCTb 33adaBaTb MpaBuna U MNONMUTUKU Ans
B3aMMOLENCTBUS 30H

OpfuH nnu Heckonbko nHTepdercos unn VPN-cepBepoB B COCTaBe 30HbI

Tunbl 30H: FW, IPv4, IPv6, IPSec

Monutukun
Tunbl nonutuk: ACCEPT, DROP, REJECT

MpaBuna

LLinpokuin BbIGOP NapameTpoB Ans 4oOaBneHns B NpaBuio

WcknoueHne napameTpoB 13 npasuna

Oenicteme npu aktuBauum npasuna: ACCEPT, DROP, REJECT, REDIRECT,
POLICY, DNAT, SNAT, LOG, TTL

MNopacueT cTaTUCTUKK

Mpeo6pa3oBaHue ceteBbix agpecoB (NAT)
[nsa ceteBbix uHTepdericos / VPN-cepeepos
PaclumpeHHble HacTpoiku

McknioveHne napameTpoB U3 npasuna

Apyrue

KoHTponb cocTosiHusi coegnHenni (SPI)

URL-dpunetp

DyHKUMSA BNOKMPOBKM peknambl

BcTpoeHHbIN cepBUC KOHTEHTHON dunbTpaumum SkyDNS
Mogaepxka dyHkumn TWIN IP (IP Passthrough)

* XapakTepHCTUKH YCTPOICTBA MOTYT U3MEHSTHCS Oe3 yBemomieHus. CM. akTyalbHble Bepcuu BHyTpeHHero 110 u
COOTBETCTBYIOIIYIO JOKYMEHTALWIO Ha caiite www.dlink.ru.

CtpaHuua 10 n3 357


http://www.dlink.ru/

DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom O630p mMappyTusaTopa
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MporpammHoe obecneyeHue

Tunbl noakniovyeHns WAN . MoGBUIbHBIN MHTEPHET (MpK UCTonb3oBaHUK nogaepxusaemoro USB-mogema)
PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Crartuyeckunt IPv4 / OuHamunyeckuin IPv4
Crartuyeckuin IPv6 / OuHamunyecknin IPv6

PPPoE + Ctatuueckuii IP (PPPoE Dual Access)
PPPoE + OuHamunueckun IP (PPPoE Dual Access)
PPTP/L2TP + Ctatnyeckun IP

PPTP/L2TP + OdnHamunyecknin IP

L2TP Dual Stack

IPIP6 B pexxume DSLite

6ind

6to4

6rd

CeTeBble hyHKUUM : ®Pusnyeckas 4actb

HacTpolika nopToB ycTponcTsa no mogenu switch (kommyTtartop)

Moppepxka HeCKONbKMX U3NYECKNX KOMMYTaToOpOB

TernposaHue NopToB

OTtcnexviBaHve cobbituii link watcher (Hanuume/oTcyTcTBME CcoegnHeHus Ans
nopra)

Ob6beauHeHne nHTepEencoB B CETEBLIE MOCTbI

Cratuctuka no nopram/coeMHeHNAM

B3aumopeincTBue ceten

Moppepxka Heckonbknx HezaBmcuMblx LAN-nogceTen

Moppepxka Heckonbkux dusmveckux WAN-NOpToB, BO3MOXHOCTb HACTPOWMKK
pe3epBNpoOBaHns

M3onsauus unn mapLupytmsaums ceten

MapwpyTusaums

Cratuyeckasi MaplipyTtusaums (rubkasi HacTporka MapLipyToB, NpaBun U
Tabnuy, mapLupyTusaumm)

RIP viiv2

Apyruve

DHCP-cepsep/relay

PacwwmpeHHas HacTpoiika BctpoeHHoro DHCP-cepsepa

HasHaueHne |Pv6-agpecoB B pexume Stateful/Stateless, genervposaHue
npedwmikca IPv6

DNS relay

Dynamic DNS

IGMPx

MNoapepxka UPNP

Moppepxka VLAN

pynnupoBaHune nHTepdencos

Moppepxka mexaHmama SIP ALG

Moppepxka RTSP

Moppepxka H.323

HacTpolika ckopocTu, pexvmMa gynnekca n cyHKLUM ynpaeneHus NoTokom
(flow control) B pexxme aBTOMaTU4yeckoro corrnacoBanus / PyyHas HacTpovika
CKOpOCTU 1 pexuma aynnekca ans kaxgoro Ethernet-nopra

BcTpoeHnHoe npunoxenne UDPXY

DononHeHne XUPNPD

PaBHOMepHOe pacnpeneneHune Harpysku nNpy UCMOMb30BaHUM HECKOMbKUX
WAN-coeauHeHuii (banaHcmpoBka Tpaduka)

Mopaepxka npotokona VRRP

3epkanvposaHue noptos (Port mirroring)

Mopaepxka TWAMP
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0O630p MaplpyTusaTopa

MporpammHoe obecneyeHue

VPN

PPPoE pass-through

Knuent L2TP/IPsec (L2TP over IPsec)
PPTP/L2TP-cepBepbl
PPTP/L2TP/IPIP/GRE-TyHHENM (L3)
EoGRE/EolP/L2TPv3-TyHHenu (L2)
IPsec-TyHHenu
TpaHCNOPTHBIN/TYHHENbHbBIV PeXUM
Moppepxka npotokona IKEv1/IKEv2
LLncpposanne DES

PyHkuma NAT Traversal

Mopaepxka npotokona DPD (dyHkumsa Keep-alive ans VPN-TyHHenen)

®dyHkuumn USB-uHTepdeiica

USB-moagem

ABTOMaTUYECKOE MOAKIOYEHUE K AOCTYNMHOMY TUMy MOAAEPXUBAEMON CeTn
(4G/3G/2G)

ABTOMaTM4Yeckasi HacTpolika coeguHeHust Npu nogknoveHnn USB-mogema
BkrntoueHue/BbiknodeHne nposepku PIN-koga, cmeHa PIN-koga*

OTnpaska, nonyyeHve, YteHne 1 yaaneHne SMS-coobLueHmii*

Mopnpepxka USSD-3anpocos*

USB-HakonuTenb

darinosbin 6pay3ep

MpuHT-cepaep

Y4yeTHble 3anucu Ans AocTyna K HaKonUTeno

BcTpoeHHbIn cepeep Samba/FTP/DLNA

BcTpoeHHbIn torrent-knueHT Transmission, BO3MOXHOCTb CKaunBaHusa hannos
Ha USB-Hakonutenbs u ¢ Hero

YnpaBneHue 1 MOHUTOPUHT

JlokanbHbI 1 yganeHHbln [ocTyn K HacTpomkam no SSH/TELNET/WEB
(HTTP/HTTPS)

Web-uHTepdenc HacTpoOnku 1 ynpaBneHnsi Ha HECKOMNbKUX A3blKax
O6HoeneHue MO mapLupyTusatopa Yepes web-uHtepdeinc

ABTOMaTHyeckoe yBeoOMIIEHNE O Hannymm Hoson Bepcumn MO

CoxpaHeHue v 3arpyska KoHdbUrypaumm

BosmoxHOCTb nepepgaun xypHana coObiTuiA Ha yOaneHHbli cepBep Win
noakntodeHHbin USB-HakonuTenb

ABTOMaTMYeckass CUHXPOHM3auusi cucteMHoro BpemeHnn ¢ NTP-cepsepom u
pyYHas HacTponka AaTbl U BpEMEHU

YTunura ping

YTunura traceroute

Knnent TR-069

SNMP-areHT

Pacnucanna ons npaBun 1 HaCTPOEK MEXCETEeBOro aKpaHa, aBTOMaTU4eCKOM
nepesarpysku 1 COXpaHeHWs pe3epBHON KOMUM KOHUrypauum ycTponcTea Ha

nogkniodeHHbln  USB-HakonuTenb, BKoYeHWs/BbIKMIOYEHNs HecnpoBogHon
cetn n Wi-Fi-connetpa

ABTOMaTH4eckas 3arpyska cpanna KoHdurypaumm ¢ cepeepa nposanaepa
(Auto Provision)

HacTpovika gencteusa Ana annaparHblX KHOMOK

Co3sfaHue To4ek BOCCTaHOBIEHUS (ABTOMAaTUYECKN U BPYUHYHO)

YT1unura iPerf3 (knueHt/cepsep)

MapameTpbl 6ecnpoBogHOro Moayns

CrtaHpapTbl

|IEEE 802.11ac Wave 2
IEEE 802.11a/b/g/n
IEEE 802.11k/v

4 JIns mHexotopbix Mogeneit USB-moneMoB.
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MapameTpbl 6ecnpoBoAHOro MoAayns

[Ownana3oH yactoTt

2400 ~ 2483,5 MI'y,
5150 ~ 5350 MI'y,
5650 ~ 5850 MI'y

[uanasoH yacmom 6ydem usMeHsimbCsl 8
coomeemcmeuu c npasunamu
paduo4yacmomHo2o  pe2ynuposaHusi 8
Baweli cmpaHe

Be3sonacHocTb 6ecnpoBogHoro . WEP
coeanHeHnun - WPA/WPAZ2 (Personal/Enterprise)
WPAS3 (Personal)
MAC-duneTp
WPS (PBC/PIN)
[OononHutenbHbIe cbyHKLWIVI . Pexum «KnmeHT»

WMM (Wi-Fi QoS)

MHdopmauus o nogkntodeHHbIx Wi-Fi-knneHTax

PacLumpeHHble HacTporikn

WHTennekTyaneHoe pacnpeaenexue Wi-Fi-knneHtos

[ocreas Wi-Fi-ceTb / nopaepxka MBSSID

OrpaHuyeHune ckopocTu Ans 6ecnpoBoaHON ceTu

Mepuoaunyeckoe ckaHMpoBaHWe kaHanoB, aBTOMaTUYeCKUIA Nepexoa Ha bonee
CcBOOOAHbBIV KaHarn

Moppepxka TX Beamforming ans ananasoHos 2,4 IMTu/5 My
ABTOMaTUYECKOE COrfacoBaHWe LUMPWHBI KaHana C yCroBUSIMU OKpYXKatoLlen
cpeabl (20/40 Coexistence)

Moptan aeTopusauum CoovaChilli

Mopaepxka TexHonorun STBC

CkopocTb GecnposogHOro coeanHeHus® : IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 n 54 M6uT/c

IEEE 802.11b: 1, 2, 5,5 n 11 M6uT/c

IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 n 54 M6uT/c

IEEE 802.11n (2,4 ITu): 6,5-300 M6ut/c (MCS0-MCS15) no 400 M6uT/c
(QAM256)

IEEE 802.11n (5 'Tw): ot 6,5 o 300 M6uT/c (oT MCSO o MCS15)

IEEE 802.11ac (5 'Tu): ot 6,5 go 867 M6wut/c (oT MCSO o MCS9)

BbixoaHasi MOLWHOCTL NepeAaTYnka : 802.11a (TunnyHas npu kKOMHaTHOM Temnepatype 25 °C)
14 pbm npu 6, 9, 12, 18, 24 M6uT/c

13 obm npu 36 Méut/c

12,5 obm npu 48 M6uT/c

12 pbm npu 54 M6uT/c

MakcumanbHoe — 3HadeHue  MOWHOCMU
nepedamyuka 6ydem U3MeHSIMbCS 8

coomeemcmeuu c npasunamu
paduoyacmomHo20  peaynupoeaHus €
Baweti cmpate : 802.11b (TnnyHasa npun komHaTHOM Temneparype 25 °C)

15 gbm npu 1, 2, 5,5, 11 M6ut/c

802.11g (TMnNn4Has npu kKoMHaTHOM Temnepatype 25 °C)
15 gbm npu 6, 9, 12, 18, 24, 36, 48, 54 MouT/c

5 MakcumanpHas CKOPOCTh OECIpOBOAHON Tepenadyd JaHHBIX ompexaeNieHa crenupukanusmu ctanaaptoB [EEE
802.11ac u 802.11n. [Ins momydenust ckopoctu coeamHenust 400 Mount/c B mmanasone 2,4 I'Tn Wi-Fi-knueHT
nokeH noanepxkusath MIMO 2x2 n pexum padots! ¢ Moxymsiueit QAM256. CKOpoCTh nepesiad JaHHBIX MOXKET
3HAYHUTENIFHO OTJIMYATHCSI OT CKOPOCTH OECIPOBOHOTO COCMHEHHUs. YCIOBHS, B KOTOPBIX paboTaeT ceThb, (hakTophl
OKpY)Karolieil cpelpl, BKIIOYas o0beM ceTeBoro Tpaduka, CTpPOUTEIbHbIE MaTepHajibl U KOHCTPYKIHH, a TaKkKe
CiIyKeOHbIC JaHHBIE CETH MOTYT CHH3WTHh pEaIbHYI0 NPOITYCKHYIO crocoOoHocTts. Ha pagmyc nelcTBus
0ecIpOBOIHO CEeTH MOTYT BIUATH (haKTOPbHI OKPYKAIOIIEH CPEbI.
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0630p MapLupyTU3aTopa

MapameTpbl 6ecnpoBoAHOro MoAayns

802.11n (TNnYHasa nNpu kKOMHaTHONM Temnepatype 25 °C)
2,4 Tu, HT20

15 pbm npn MCS0/8~7/15
2,4 Ty, HT40

15 pbmM npu MCS0/8~7/15
5Tu, HT20

14 pbm npn MCS0/8~4/12

13 obm npn MCS5/13

12,5 obm npn MCS6/14

12 pbm npu MCS7/15

5Tu, HT40

14 pbm npn MCS0/8~2/10
13 obm npn MCS3/11~4/12
12,5 pbm npu MCS5/13~6/14
12 pbm npu MCS7/15

802.11ac (TunmyHasa npu komHaTHon Temneparype 25 °C)

VHT20

14 pbm npn MCS0~4
13 ogbm npn MCS5
12 pbm npn MCS6
11 abm npu MCS7/8
VHT40

14 gbm npn MCS0~2
13 obm npn MCS3~4
12 pbm npn MCS5~6
11 obm npn MCS7/8/9
VHT80

14 nbm npu MCS0~4
13 obm npn MCS5~6
12 npbm npu MCS7
11 gbm npu MCS8/9

quCTBMTeHbHOCTb npuemMHUKa

802.11a (TunmuHasa npu PER < 10% png naketa pasmepom 1000 Gant npwu
KOMHaTHou Temnepatype 25 °C)

-82 nbm npu 6 Méut/c

-81 nbm npu 9 MéuT/c

-79 obm npu 12 Méut/c

-77 obm npn 18 Méut/c

-74 nbm npu 24 Méut/c

-70 obm npu 36 MéuTt/c

-66 nbm npu 48 MéuTt/c

-65 nbm npu 54 Méut/c

802.11b (TvnunyHast npu PER = 8% pansa naketa pasmepom 1000 GanT npwu
KOMHaTHou Temnepatype 25 °C)

-80 gbm npu 1 MéuTt/c

-80 obm npu 2 MéuT/c

-76 obm npu 5,5 M6uTt/c

-76 obm npn 11 MéuT/c

802.11g (TunuuHas npu PER < 10% ans naketa pasmepom 1000 Gant npwu
KOMHaTHou Temnepatype 25 °C)

-82 nbm npu 6 MéuT/c

-81 nbm npu 9 MéuT/c

-79 obm npn 12 Méut/c

-77 opbm npn 18 Méut/c

-74 nbm npu 24 Méut/c

-70 obm npu 36 MéuTt/c

-66 obm npu 48 Méut/c

-65 abm npn 54 Méut/c
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom O630p mMappyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

MapameTpbl 6ecnpoBoAHOro MoAayns

802.11n (TunmuHasa npu PER = 10% png naketa pasmepom 1000 Gant npwu
KOMHaTHou Temnepatype 25 °C)
2,4TTu, HT20

-82 obm npu MCSO0/8
-79 pbm npn MCS1/9
-77 obm npn MCS2/10
-74 pbm npn MCS3/11
-70 obm npu MCS4/12
-66 nbm npn MCS5/13
-65 nbm npn MCS6/14
-64 nbm npn MCS7/15
2,4 1Ty, HT40

-79 nbm npn MCS0/8
-76 obm npn MCS1/9
-74 pbm npn MCS2/10
-71 obm npn MCS3/11
-67 nbm npn MCS4/12
-63 obm npu MCS5/13
-62 opbm npu MCS6/14
-61 nbm npn MCS7/15
5Tu, HT20

-82 nbm npn MCS0/8
-79 obm npu MCS1/9
-77 obm npu MCS2/10
-74 nbm npn MCS3/11
-70 obm npu MCS4/12
-66 obm npn MCS5/13
-65 obm npu MCS6/14
-64 obm npu MCS7/15
5Tu, HT40

-79 obm npn MCSO0/8
-76 obm npun MCS1/9
-74 npbm npn MCS2/10
-71 pbm npu MCS3/11
-67 obm npu MCS4/12
-63 obm npn MCS5/13
-62 nbm npu MCS6/14
-61 nbm npn MCS7/15

802.11ac (TununyHas npu PER = 10% pns naketa pa3mepom 1000 GanTt npu
KOMHaTHou Temnepatype 25 °C)
VHT20

-82 nbm npn MCS0
-79 nbm npn MCS1
-77 obm npun MCS2
-74 pbm npn MCS3
-70 obm npun MCS4
-66 obm npn MCS5
-65 obm npu MCS6
-64 obm npu MCS7
-56 obm npn MCS8
VHT40

-79 obm npu MCSO0
-76 obm npu MCS1
-74 pbm npn MCS2
-71 abm npn MCS3
-67 nbm npu MCS4
-63 obm npu MCS5
-62 nbm npn MCS6
-61 obm npun MCS7
-56 obm npu MCS8
-54 npbm npu MCS9

CtpaHuua 15 n3 357




DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,ElCTBO nonb3oBartens

0O630p MaplpyTusaTopa

MapameTpbl 6ecnpoBoAHOro MoAayns

VHT80

-76 obm npun MCS0
-73 obm npu MCS1
-71 abm npn MCS2
-68 obm npu MCS3
-64 obm npu MCS4
-60 obm npu MCS5
-59 nbm npn MCS6
-58 opbm npu MCS7
-53 pbm npu MCS8
-51 pbm npn MCS9

CxeMbl Moaynaumumn

802.11a: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11b: DQPSK, DBPSK, DSSS, CCK

802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11n: BPSK, QPSK, 16QAM, 64QAM, 256QAM ¢ OFDM
802.11ac: BPSK, QPSK, 16QAM, 64QAM, go 256QAM ¢ OFDM

dusnyeckue napameTpbl

Pa3mepsi (O x LU x B)

205 x 136 x 44 mm

YcnoBus JKCcnnyaTauuun

Mutanne Bbixoa: 12 B nocTosiHHOro Toka, 1 A
Temnepartypa Pab6ouvasi: ot 0 no 40 °C
XpaHeHusi: ot -20 go 65 °C
BnaxHocTb Mpwu akcnnyatauum: ot 10% 8o 90% (6e3 koHaeHcara)

Mpu xpaHeHnn: ot 5% no 95% (6e3 KoHaeHcaTa)
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarend

NopnepxuBaemblie USB-moaembi®

GSM - Alcatel X500

D-Link DWM-152C1
D-Link DWM-156A6
D-Link DWM-156A7
D-Link DWM 156A8
D-Link DWM-156C1
D-Link DWM-157B1
D-Link DWM-157B1 (Velcom)
D-Link DWM-158D1
D-Link DWR-710
Huawei E150

Huawei E1550

Huawei E156G

Huawei E160G

Huawei E169G

Huawei E171

Huawei E173 (Megafon)
Huawei E220

Huawei E3131 (MTC 420S)
Huawei E352 (Megafon)
Huawei E3531

Prolink PHS600

Prolink PHS901

ZTE MF112

ZTE MF192

ZTE MF626

ZTE MF627

ZTE MF652

ZTE MF667

ZTE MF668

ZTE MF752

6 Tlpou3BomuTENlh HE TAPAHTUPYET KOPPEKTHYIO pabOTy MapIIpyTH3aTopa cO BCEMH MOMU(PUKAIMSIMU BHYTPEHHETO
10 USB-MoneMoB.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarend

MoapepxmnBaemble USB-mopembl

LTE : Alcatel IK40V

Brovi E3372-325

D-Link DWM-222

D-Link DWR-910 (peBusus D1)
Huawei E3131

Huawei E3272
Huawei E3351
Huawei E3372s
Huawei E3372h-153
Huawei E3372h-320
Huawei E367
Huawei E392
Megafon M100-1
Megafon M100-2
Megafon M100-3
Megafon M100-4
Megafon M150-1
Megafon M150-2
Megafon M150-3
Megafon M150-4
Quanta 1K6E (Bunaiin 1K6E)
Yota LU-150

Yota WLTUBA-107
ZTE MF823

ZTE MF823D

ZTE MF827

ZTE MF833T

ZTE MF833V

MTC 824F

MTC 827F

CmapT¢oHbI B pexume Mmoaema . HekoTopble mogenun cmaptdoHoB nog ynpaeneHvem OC Android
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarens

BHewHul eud ycmpoticmea

BepxHasa naHesb

PucyHok 1. Bud eepxHel naHersu.

CBeToanoOHbIN
Auoa 3HayeHue

UHAMKaTop

Fopum nocmosiHHo (3eneHbiti) | IluTaHue BKIIIOYEHO.

MutaHue

He eopum IIutaHue OTKIIOYCHO.

lopum nocmosHHo (3enerbitl) | WAN-kaOeb MOAKITIOUEH K TOPTY.
WHTepHeT Muzaem (3eneHrbiti) Ilepenaua nanueix yepe3 WAN-nopr.

He 2opum WAN-ka0enp He MOAKIIOUEH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarens

CBeToaMoaHbIN

3HaueHue
MHAMKaTOP

VYeTpoiCTBO (KOMIBIOTEp) MOAKIIOUEHO K
[opum nocmosHHO (3enieHbill) | COOTBETCTBYIOIIEMY IOPTY, COCIUHCHHE
YCTAHOBIIEHO.

LAN 1-4
Muzaem (3eneHbiti) Iepenasa _ JlaHHBIX uepes
coorBeTcTBYyIOMi LAN-nIopT.

Kabens HE MOJKJITIOUEH K

He eopum
COOTBETCTBYIOLLEMY IOPTY.

be CIipoBOJHAad CETb COOTBCTCTBYIOLICTO

F'opum nocmosiHHO (3eneHbid)
JUara3oHa BKIIIOYEHA.

BecnpoBogHas ceTb

2.4G ; [lepenaua npanHbix yepe3  Wi-Fi-cets
Muzaem (3eneHsbit)
BecnpoBogHas ceTb COOTBETCTBYIOIIETO JHala30Ha.
5G
becripoBonHass ceTb  COOTBETCTBYIOLLETO
He eopum POBOIL yiol
JIMana3oHa BBIKIIIOYECHA.
y [TomeiTka ycranoBku Wi-Fi-coenunenus c
Muzaem (3eneHbiti)
WPS nomonibio pynkuuu WPS.
He 2opum @Oynkuua WPS He ucnonb3yercs.
.. |USB-yctpoiictBo mnoakitoueHo k USB-
Fopum nocmosiHHoO (3erneHbld)
USB IOPTY MapIuIpyTH3aropa.

He 2opum USB-ycTpoiicTBO HE NOIKIIIOUYEHO.

Ecnu unnukaropst WPS u USB o1HOBpeMEHHO OBICTPO MMTalOT 3€JI€HBIM, YCTPONUCTBO HAXOJUTCS
B aBapuilHOM pexxkume. OTKIIOUMTE M BKIIOYUTE NMUTAHUE ycTpoicTBa. Ecim ycTpoilcTBO cHOBa
3arpy3uTcs B aBapuHHOM pEXHME, BBIIOJIHUTE COpPOC HACTPOEK YCTPOWCTBA MpPHU IOMOLIU
anmnaparaoit kuorku RESET.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarens

3aAHAA NnaHesNb

PucyHok 2. Bud 3adHeli naHernu.

Knormka ny1st BKITFOUEHUS/BBIKITIOUCHHS] O€CTIPOBOIHOM CETH.

JInst BBIKJTIOYEHHS OCCIPOBOAHOW CETH: TPH BKIIOYEHHOM YCTPOMCTBE
HaXXMHTE KHOIKY U oTiryctute. CBeToauoHble MHaAuKaTopsl becnpoBoanas
ceThb 2.4G u BecnipoBognasi cetb SG OIKHBI TOTAaCHYTh.

WIFI

Knonka ans ycranoBku 6ecripoBogHoro coenuuenus (pynkuus WPS).

WPS Jlns  ucnonp3oBaHus ¢yHkuuun WPS: npu  BKIIOYEHHOM YCTPONCTBE
HQOXMUTE KHOTIKY, YICpKUBaWTe 2 CEKyHABl W OTIycTHTE. CBETOMMOIHBIN
naaukarop WPS noimkeH HauaTh MUTaTh.

Ilopr ana mnonkmouenus USB-ycrpolictBa (Mozema, HaKOMUTENS,
MIPUHTEPA).

UsSB

LAN 1-4 4 Ethernet-nopTta A1 MOAKIIIOUEHUS] KOMITBIOTEPOB MITH CETEBBIX YCTPOMCTB.

[Topt mist mogkirodeHust K BoiaeneHHoW Ethernet-nmuaum wim moakiroueHUs
WAN kabenmpHOTO Wi DSL-momema (pekOMEHIyeTcs WCIONb30BaTh Kabelnb,

BXOJISITINI B KOMITJIEKT ITOCTABKH).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarens

OnucaHue

POWER KHomka 1u1s1 BKITFOUSHHSI/BBIKITIOUEHHSI MapIIPyTH3aTOPA.

Taxoke Ha 3agHEN ITaHeIn MapaipyTusaTropa paciojioKCH pa3beM IMMUTAHUS.

Ha nwxknell nanenu wapuipytuzaropa pacnonoxeHa kHonka RESET, npennaznauennas ans
cOpoca HAcCTpoeK K 3aBOJICKMM YyCTaHOBKaM. J[1s BOCCTaHOBJIEHHS 3aBOJCKUX YCTaHOBOK
HE0OXOIMMO Ha)XKaTh M yuepkuBarh 10 cekyH/ (MpH BKIFOYUEHHOM YCTPOMCTBE).

Taxoke MapuIpyTH3aTOp 000PYI0BaH YEThIPhMS BHEIIHUMU HecheMHbIMU Wi-Fi-aHTeHHaMu.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom O630p mapLuipyTu3aropa

PyKOBO,D.CTBO nonb3oBarend

Komnnekm nocmaseku

[epen ncnonb30BaHUEM YCTPOHCTBA YOSIUTECH, YTO B KOMIUICKT MIOCTABKH BKITFOUEHO CIICAYHOIIEE:
*  Mapmpytuzarop DIR-853/SE,
* ajanTep NUTaHUS MOCTOSHHOTO ToKa 12B/1A,
* Ethernet-kabens,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKIerT).

JlokymeHTbl «Pyko6oocmeo nonvizoeamens» wn «Kpamkoe pykosoocmeo no ycmanoskey
JIOCTYIHBI Ha caiite kommanuu D-Link (cM. www.dlink.ru).

Hcnonb3oBaHWE MCTOYHMKA NUTAHUS C HANPSYKEHWEM, OTAMYHBIM OT MOCTaBISEMOIO C
B  YCTPOMCTBOM, MOXKET IMMPUBECTH K TTOBPEKJICHUIO YCTPONCTBA U TOTEPE TrapaHTHX HA HETO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

MABA 3. YCTAHOBKA U NOOKIMKYEHUE
MAPLUPYTU3ATOPA

lMpedeapumenbHasi nod2omoekKa

[Tepen nmoakitOYeHUEM yCTPONCTBA MPOYTUTE TAHHOE PYKOBOJCTBO MOJIb30BaTeNsl. YOeAUTECh, UTO
y Bac umeercs Bce HeoOXonnMoe 00OpydOBaHHE, a Takke MH(GOpMAIHs MO BCEM HCIONb3YeMbIM
YCTPOUCTBAM.

Komnbrorep nwin MoOnJIbHOE YCTPOHCTBO

Hacrtpoiika u ympasieHrne OeCIpOBOIHBIM JIBYXJIHANa30HHBIM THTAOMTHBIM MapIIPYTH3aTOPOM C
HOBbIM [IO Security Edition DIR-853/SE (mamee — «MapiipyTu3atopom») BBIOTHIETCS C
MIOMOIIIBI0 BCTPOCGHHOTO web-uHTepdeiica. Web-untepdeiic moctyneH B Jr000H OmneparMmoOHHON
cUcTeMe, KOTopasi MoIepKuBaeT web-opaysep.

Bel Takke MoxeTe HCmonb30BaTh mpuiokeHune D-Link Assistant st MOOWJIBHBIX YCTPOMCTB
(cmaprdonoB wiH mianmeToB) noy ynpasienneM OC Android wmm 10S.

Web-0paysep aas IIK
Jdns nocrtyna x web-uHTepdeiicy HACTPOHKM M YIpaBICHHS MapIIPyTHU3aTopa PEKOMEHIYeTCs
UCTIOJIB30BAaTh Cleayromme web-opay3epsr mis [1K:

* Apple Safari Bepcuu 8 u BbiLIE,

* Google Chrome Bepcuu 48 u BbllIE,

* Microsoft Internet Explorer Bepcuu 10 u Bblite,

*  Microsoft Edge Bepcun 20.10240 u BbI1IIE,

* Mozilla Firefox Bepcuu 44 u BbIIIIE,

* Opera Bepcuu 35 U BBIIIIE.
Jns ycnenrHo#t pabotel ¢ web-unTepdeiicoM HaCTpOWKH M yIrpaBieHHs B web-Opay3epe ToKHA
ObITh BKJIIOYEHa mojjepxkka JavaScript. Yoeaurech, 4To JaHHas omuus He Oblga OTKIIIOYEHA

JPYTUM TPOTPaMMHBIM oOecriedeHneM (HarpuMep, aHTHBHPYCHOU mporpammoit wiu apyrum [10,
obecrieunBaroIMM 0€30MMacHy0 padoTy B II100aIbHOM CETH), 3aIyIlieHHBIM Ha Bamem koMmbroTepe.

IIpoBoanas niau decnipoBoaHasi ceresas kapra (Ethernet- nian Wi-Fi-ananrep)

JIro00¥i KOMIBIOTEP, UCTIONB3YIOIIUNA MapIIpyTHU3aTOp, AOJDKeH ObITh ocHamieH Ethernet- wmu Wi-
Fi-anantepom (cereBoii kaproif). Ecnu Bamr mnopraTMBHBIN WM HACTOJBHBIM KOMIIBIOTED HE
OCHAIIIEH TOJO0HBIM YCTpOHCTBOM, ycrtaHoBuTe Ethernet- mmm Wi-Fi-amanrep mepen tem, kak
IPUCTYNHUTD K UCIIOJIBb30BAaHUIO MapLIPyTU3aTOPA.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa u nogknyeHue
MapLipyTusaTtopa

PyKOBO,ElCTBO nonb3oBartens

BbecnpoBoanasi cBSA3b

YrtoObl ycTpoicTBa, 00pasyromue O0eCpOBOAHYIO CETh, MOIVIM HCIOJB30BaTh MapUIpyTHU3aToOp, B
HUX JIOJDKHA OBITH YCTaHOBJIEHA OecripoBogHas ceteBasi kapra (Wi-Fi-amanrep) ctangapra 802.11a,
b, g, n mwim ac. Kpome toro, asi TaHHBIX yCTPOHCTB HEOOXOAMMO 3a]1aTh 3HAUEHHSI HICHTU(UKATOpa
SSID, nHomepa kaHama W HapaMeTpoOB OE30MaCHOCTH, KOTOpBIE OMpereieHbl B web-uHTepdeiice
MapIIpyTU3aTopa.

USB-monem

Jlnst Toro uytoObI mogkmounThes K cetd LTE wim 3G, Bam HeoOxoaumo moakmrounts USB-mMonem k
USB-nopry wmapmpyTtuzaropa. 3arem uepe3 web-untepdeiic mapmpyTtuzaropa Bel cmoxere
HACTPOMTH HOIKIIOYEHHE K ceTH MHTepHeT’,

B USB-moneme nomkHa OBITh VeTaHOBIEHA akTuBHasS SIM-kapra Bamero oneparopa.

Hexkotopeie omeparopsl _TpeOyroT aktuBanmu USB-Mo/eMa Tepen  HCIOIb30BaHUEM.
' OOparurech K MHCTPYKIIMAM IO TOAKITIOYCHHIO, MPEAOCTABICHHBIM BammM oneparopom
B  [pu 3aKIIOYEHHUH JOTOBOPA WM Pa3MEIICHHBIM Ha ero web-caiiTe.

[Ins nexotopsix moneneit USB-moneMoB HE00XONMMO OTKIIOYHTH TIpoBepky PIN-kona

SIM-kapThl 10 noakiarodeHns USB-MoneMa K MapIIpyTH3aTODY.

7 Obparurech k Bamemy oneparopy Aus moxydeHus HHGOPMAIMK O 30HE MOKPBITHS YCIYTH U €€ CTOMMOCTH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

YcTaHoOBKa M nogkroyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLpyTusaTopa
PykoBoACTBO nosib3oBarers

lModknroyeHUe K KOMbIOMepPy U e20 HacmpolUkKa

NopknioyeHne K KomnbloTepy ¢ Ethernet-agantepom
1. Honxmrounte Ethernet-kabenb k omHoMmy u3 LAN-mopToB, pacroiokKeHHBIX Ha 3a7Hel
naHeau MapupyTusaropa, u k Ethernet-agantepy Bamero komnbrorepa.

2. /lna nooknwuenua uepes USB-mooem: noaxmounte USB-momem k USB—HOpTyS,
PacCIoIOKEHHOMY Ha 3a/IHEH MaHeJIn MapIIpyTH3aTopa.

B _HekoTopeIX ciydvasx mocie monkiarodeHus USB-monema HEOOX0IMMO repe3arpy3uThb
MAapIIPYTHU3ATOD.

3. TlomknrounTe ajmanTep MNUTAHMWS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEl IaHeIH
MapLIpyTH3aTopa, a 3aTeM — K JIEKTPHIECKON pO3eTKe.

4. BxirounTe MapuipytuszaTop, HaxkaB KHONIKY POWER Ha 3ajHel nmaHenu ycTponcTsa.

Hanee neoOxomumo ybOeautbesi, uyto Ethernet-amanrtep Bamero kommbpioTepa HAacTpoeH Ha
aBToMaruueckoe nonyudenue [P-anpeca (B kauectse DHCP-kinenra).

8 USB-mozaems! pekomerayetcs noakmodats kK USB-mopty mapmpytuzatopa npu nomomu USB-ymmHUTENS.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

ABTOMaTnuyeckoe nonydyeHve IP-agpeca (OC Windows 7)

1. Haxwmure kaonky ycK u nepeiinure B pazaen MNaHenb ynpasneHums.

2. Bsibepure nyukt LleHTp ynpaBneHusa cetamm n obwmm pgoctynom. (Eciu nanens
YOpPaBICHUS MMEET BMJI «II0 KaTeropusiMm» (B BEpPXHEM IIPaBOM YIIy OKHa B CIIHUCKE
MpocmoTp BeiOpan nyukt Kateropwus), Beibepute crpoky MpPOCMOTpP COCTOSIHMA
ceTu u 3apaad noa nyakrom CeTb M UHTepHeT.)

y 'l 3\
@uv@ » Manene ynpaeneqna » Bce 3nemeHTB NaHENW YNPABAEHNA b - | +y | | Mouck & naxe
HaCTpOﬁKa napaMeTpoB KOMMbHITEPA MpocmoTtp:  KpynHele sHayqkm ¥
- e | 1yCK o
~ [lapameTphl A |
H, P P l MapameTpbl Nanok : MNepcorannzaumn
WHAEKCMPOBaHWA s
E Jomuonenya ¢ 3 Mpwctynas k pabote 5 [Porpammei v
YAaNneHHEIM paﬁOHHM I[ prcty P ‘..J KOMMOHEHTRI
%, [lporpammel no -
I,@ i PacnosHasaHmne peum ., Poautensckmidi KOHTpONs
N yMONYEHWID T
- 1 CueTumKM U cpeacTea
4— Ceoiictea obozpesarens [& Cucrema -I P P
¥= NPON3BOANTENEHOCTH
"; Tenedon n mogem E YnpasnexHune LEETOM E YcTpaHeHwe Henonagok
7 . YueTHele zanvcu [y, LeHTp obHoBneHKA
=iyl YcTpoicTea M NpUHTEPSI - .
= 2 nonszoeaTenei < Windows
. @, LleHTp cneumanbHbix
b LleHTp noaaepxkm LleHTp cnHXpoHM3aLMK [ & %] .
1 W BO3MOMHOCTEN

.I.-I. LLeHTp yNpaeneHna CeTAMM % WndposaHre ancka '
N 0Bwmm nocryniom % BitLocker LA

: ASbIK ¥ perMoHanbHble
: SKpaH SneKTponuUTaHue P &

CTaHAapThl -

LpudThi

PucyHok 3. OkHo lNaHenb ynpaesieHus.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

3. B MCHIO, PACIIOJIOKCHHOM B JIEBOM 4YacTu OKHa, BBI6epI/ITe ITYHKT MN3meHeHue
napameTpoB aganTtepa.

[E=N R =

N
O~

MaHenk ynpasnesus -
ACMALLHAA CTPAHULA

¥npaeneHne BecnpoBogHEIMK
CETAMM

MzreHeHne napamMeTpoE
a4anTepa

WzmennTe goneaHuTeNbHEIE
NapaMeTpel 0OLLEMD A0CTYNa

Cm. Takcke
Bpanamayap Windows
JenaliHan rpynna

CeoiicTea oBospegaTtena

= —
s« Cete u MHTepHeT b LleHTp ynpaeneHua ceTamM M cBLMM JoCTynem - |¢?| | Mouck & naxsenu ynpasnedus 0 |

@

MNpocMoTp OCHOBHBIX CBEAEHWMIA O CETH M HACTPOMKa NOAKNKUEHWHA

i Iy MpocMmoTp nonHol KapTel
N —x- e i

1 WHTepHeT
(3ToT KemMneroTER)

ﬂpDEI".IDTp BKTHEHEIX CETER HC,EI.F_"IF:‘-IEHHE K CETH
B ,.'J,EHHbII}'I FOMEHT Ebl HE NOJAKARKIYEHEI HH K K3KCA CETH.

zrmEHEHWE CETERRIX napameTpos

:EI H&'_'Tr:CﬁF.E HOBOM® NOAKARMYEHWA WKW CETH

Hactpoiiks BecnpoBcAHCro, LUMPOKONOADCHOTS, MOAEMHOIS, NPAMOrS UK
YPM-negentoderns K 3Ke HECTPOHKE MaPLUPYyTHIATCRa MAK TOYKKM 40CTyna.

ﬁ. MogknouuTECA K CETH

MoakntoYeHne WA NCETCPHCE NOAKARYEHHE K BECNPOBCAHOMY, NPCECAHOMY, MOAEMHOMY
CETEBCMY COEAMHEHWKS MAW Nogrnrzyerme k VPR,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos obLLErs AccTyna

,.':LEICT_‘,"I'I K ¢IE|:"I.|13I'-.I W NPUHTERAEM, PACNOA0HEHHBIM HE Ay IWX CETEERIX KOMMOBHITEDEX, WAK
WIMEHEHWE N3PAMETDOE DELLI,I':FD AocTyna.

@ ¥cTpaHeHne Henonagok
[JnarHocTika M MCNPaENeHNE CETEERX NPoBAEM AN NOAYHEHNE CEEAEHNIT 0B MCNpaEneHuN,

PucyHok 4.

OkHo LleHmp ynpaeneHusi cemsimu u o6ujum docmyrnom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

YcTaHoOBKa M nogkroyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLpyTusaTopa
PykoBoACTBO nosib3oBarers

4. B OTKpBIBIIEMCSI OKHE WIEJIKHUTE MPaBOM KHOMKOW MBIIIM IO COOTBETCTBYIOIIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BribepuTe cTpoky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

[B=N| B =
@l\_)'| [/ » Manensynpaeneruns » CeTb i MHTeprer » CeTeBble NoginiodeHns b - |¢¢ | | Mouck: Cemesbie nodramyerua P |
¥nopagounte ¥ §|‘:: ~ [ '@'

: MoAKNHOYEHWE NG NOKANEHOR CETH
LSS

e Fy  Omcmounte
Cocroanme

AwarHocTuia
(] =
¥ Hacrpoiika mocta

Cozgate ApAbIK
¥panute

[=¥]
% Nepenmencsarts

%1} =
B Ceoiicrea

PucyHok 5. OkHo Cemeeble MoOKIH04YeHUsl.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

5. B oxue NMopgknioyeHne no nokanbHOM ceTu — CBOUCTBA Ha BKiaake CeTb Boiaenure
crpoky lNpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmure kHonky CBOUCTBA.

' 1

2 TMogknHoYeHWE No NOKANBHOWA CETH - CEOWCTEA @

Cete

nD.U.K.I'Ih:I'-IEHHE HEpES:

Lt
&

QTME'-IEHHI:IE EORMAOHEHTEl MCAOAEIYKTCA AT NOLE NHDYEHIME!

M K mieHT anA cetei Microsoft

.@ MnaHupoEwWME, NakeTos o5

.@ Cny#ta 4ocTyna K dalinard 4 NpuMHTEpard ceTel Micr...
<. [Tporokon MIHTepHeTa eepoud B [TCR/PYE]
B [MpoTokon MHTepHeTa eepoid 4 [TCRAPwd]
<t palisep B8 TONGNOra KaHaAEHOrD YpoEHA

<t OTEETYME OBHAPYKEHMA TONOADMAM KaHANEHOMD YpoEH:

Y CTaHOBMTE. .. Hoamire CeoHCTES

OnmcaHue

Mporokan TCPAAF - cTaHoapTHEIE NpoTokon rnodansHes
CETEN, DGECNEYHESIOWME CEBASE MEHAY DASNHYHEIR
B3O EACTEURILL Mb SET Ahdld,

] ] [ OTreHa

PucyHok 6. OkHo ceolicme rnoOKMoYeHUs1 1o f1IoKanbHouU cemu.

CtpaHuua 30 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

6. Yoemutech, 4YTO TMeEpeKIOUaTead ycTaHOBIeHbl B monoxeHus [Monyuntb IP-agpec
aBTomatuveckn u lMonyuntb agpec DNS-cepBepa aBTOMaTuyecku. Haxwmure
kuonky OK.

¥

Ceoictea: Npotokon Muteprera seponn 4 (TCP/1Pw) @

OB HE ANETEPHATHEHAA KOHDHI Y palKa |

MapameTped IP MOy T Ha3HAYATECA SETOMATHHECKH, SCAHM CETE
NoAASPHHESET 3TY BOSHOMHOCTE. B NPOTHEHOM CRWYas NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD 3AMHMHMCTRETORA,

@ TonydiTe IP-a4pec SETOMSTHYECKH:

() McnonesoBaTe CReAYHWME IP-aapec:

@ NanyqnTe aapec DNS-CEpEEDa SETOMATHYECKH

(71 MEnone30BaTE CNEAYHIWME aapeca DhS-cepeepos:

MoATEERAMTE NAPAMETORI MPH BEXOALE [ AONONHHTENLHD ]

[ O ][ OTMEHA ]

PucyHok 7. OkHo ceoticme npomokorna TCP/IPvA4.

7. Haxwmure kaonky OK B 0OkHE CBOICTB MOIKITFOYCHUSL.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

YcTaHOBKa 1 noAkntoueHne
MapLpyTusaTopa

ABTOMaTunuyeckoe nony4dyeHve IP-agpeca (OC Windows 10)

1. Haxwmure kaonky yckK u nepeiinute B pazaen MNapameTpsbl.

2. Bribepure nynkr CeTb n UHTEpHeT.

Mapamerps

[TapameTpsl Windows

|—|a,"x napameTp

g Cucrema '='5

JKpaH, 3BYK, YEEAOMAESHWA,
nUTaHMe

D Tenedon @

CersaTe yorpodcTso ¢ Android,

iPhone
b —
@ MepcoHanuM3auua e
g —

Mon, 3kpan BnokMpoBKM, LEETa

R YueTHble 3anncuK (At\

YUeTHEIE SANWCM 30, NCYTE

YcrpocTea
Blustooth, npyusTepsl, Mbiwb

CeTe v VIHTepHeT
Wi-Fi, pexum "B camonete”,

VPN

MpunoxeHua
YaaneHWe, SHa4EHMA Mo
YMOMYEHUE, 4OM. KOMIOHEHTE

Bpema 1 A3bIK

PacnozHaesHue ronocs

PucyHok 8. OkHo Mapamempbi Windows.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

3. B pasnenec WM3meHeHue ceTeBbIX nNapamMeTpPoOB Boibepute nyHkT HacTpownka
napameTpoB apganTtepa.

< Mapamerpsi — O d |

@ lrasHas CocTtosiHMe
Haitm napametp pe Bbl noaknroyeHsl K ViHTepHety
Ecnv y BaC AMMMTHBIA TapWUQHBIA NMAaH, Bbl MOXeTe HAaCTPOWTh
Cetb 1 WHTepHer 3TY CeTh Kak AMMUTHOE NOAKAHIUEHWE WKW MSMEHWTL ApYTHE
CEOWCTBA.

I B  Coctosune 3MeHUTEL CBOWCTEA NOAKAKUEHMA

= Wi-R Mokasate AOCTYTIHBIE CETH

¥ Ethernet
VameHeHWe ceTeBblX napameTpOB

| % Habop HoMmepa
@ HacTpoika napameTpog ajanTtepa
ﬂpDC‘.‘IC-Tp CeTeBLIX afanTepoE M MZMEeHEHWE NapaMeTpoe
% VPN NoanoYeHWA,

| D= PexuM «B CAMOMIETES % MapameTpsl 0BLLero AocTyna
Oan;ef MTE, K KaKKMM JaHHBIM Bbl XOTUTE NDef0CTaENTE 4OCTYN

- ans CETEF_ C KOTODBIMK }'CTaHGB,"IE-lG coeiHaHKe,
) MoBwnsHbIA XoT-cnaT

s A CpeAcTBO YCTPAHEHWA CETEBLIX HEMONAA0K
@ Vicnonesosanve aaHHeix [MarHoCTWKE W yCTpaHeHue Npobnem ¢ CeTkr,

B Flmr—rsremm MpocMOoTp CBOCTB CETH

PucyHok 9. OkHo Cemb u UHmepHem.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

4. B OTKpbIBIIEMCSI OKHE WICJIKHUTE NPaBOM KHOMKOW MBI MO COOTBETCTBYIOIIEMY
MoaknoYeHUo No NoKanbHOM CeTU u BribepuTe cTpoky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

I/ CeTesble NOAKAHNEHIA

4 U 5 MManens ynpaenenns » Boe 3NEMEHTBI NAHENW yNPEEAEHUA + CETEBLIE NOQKNMHEHNA v
YnopagounTte - OTKNHOYEHWE CETEBOTO YCTPORCTED JWarHocTiKa NogKIHYEH UA MepermeHoBaHE NOAKIHOYEHKA
- = -
L- MogkntoueHre No NOKANBHOA CETH L- BecnpoeogHan cete
.-J“’T.r;-r [ = HeT nogrenkeyeHna
a7 | & Omnouwnms b allll uslcomm Atheros AR285 202.1...
Cocroanne
JwarHocTuka

) Hacrpoiika MocTa

Co3naTe APNEIK
¥aanute

MepenmeHoeaTe

e e

CeoficTea

PucyHok 10. OkHo Cemeebie noOKIH0YEHUSI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

5. B okxne MNopgkno4vyeHne no nokanbHOW ceTU: cBOUCTBA Ha Bkiaake CeTb Bolmenure
crpoky IP Bepcuun 4 (TCP/IPv4). Haxxmure kHoniky CBOMCTBA.

2 TNogknHodeHWEe No AoKaneHOW CETH: CBOMCTER >

Cem ﬂucm

nDD.KJ'IH]'-IE-'HHE-' HEpE3!

I? Realtek PCle FE Family Controller

CImigyeHHEBIE KOMMOHEHTEI HMCNONE3YTCA 3TMM NOOKNHDYEHWEM

[ &8 Knmert ana cetei Microsoft A
(] FH06wwmit gocTyn K daiinam u npuHTepam ana ceteit M
[ ¥ Nnanmposuuwk naketos QoS

R (P sepom 4 (TCP/1Pvd)
O 4 MNpoToken MyneTMRRExcopa ceTegoro aganTepa (Mai
O 4 Opaisep npoTokona LLOP (MafkpocogT)

L] u IPsepcim 6 (TCP/IPvE) v
£ >

YCTaHOBWTE .. Y oaniTe | CeoiicTea
Cnucanwe

Mpotorkan TCPAIP. CTaHoapTHeNl npoTokon rnofansHe
ceTell, 0feCNeYMBADLMA CEASE MEXOY PasNHYHEIMM
B3aMMOASACTEYIOWMMIA CETAMM.

Ok CmaeHa

PucyHok 11. OkHO ceolicme noOKIMHHYeHUS 10 JI0KarbHOU cemu.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

6. Ybemutech, 4YTO MeEpEKIIOYATENN yCTaHOBIEHBbI B monoxkenus [lonyuutb IP-agpec
aBTomatuveckn u lMonyuntb agpec DNS-cepBepa aBTOMaTuyecku. Haxwmure
kuonky OK.

Ceoiictea: IP eepoun 4 (TCP/IPwd) X

Ofiwme ANETEPHATHEHSA KOHDWrypaLYA
MapameTpel IP MOXHO Ha3HEYETE SBTOMETHHYECKM, ECIH CETE

NoOAAEMHMBEET STY BOSMOMHOCTE, B MDOTMBHOM Cny4Yae yIHaRTE
napameTpel IP ¥ CETEBOMD AMMHWCTDATOPA.

@ Mony4uTe IP-agpec aEToOMaTHYECKH

O MononesoBaTe cnegyiowmi IP-agpec;

@ MonyukTe agpec DM5S-Cepeepa aBTOMATHYECKH

O McnonezoBaTe cneayiowKe agpeca DNS-cepeepoB:

nD,EITBEI:I,'JHTb NapaMeTPbl NP EblX04e

LononHMTENBHD, ..

Ommena

PucyHok 12. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxwmmute KHOIIKY 3aKpblTb B OKHE CBOMCTB IIOAKJIIFOYCHU .
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

NoakntoueHue K komnbroTepy ¢ Wi-Fi-agantepom

1. Jlna nooknwuenun uepes3 USB-moodem: mnonxmounte USB-Momem k USB—nopTyg,
PacCIoIOKEHHOMY Ha 3a/IHEH MaHeJIn MapIIpyTH3aTopa.

B HexoTopbeIX ciaydagx mocie nonkiroudeHns USB-monema HeoOXOIMMO IIepe3arpy3uTh

MapuipyTmu3aTop.

2. IlopkmrounTe amanTep NHMTAaHUA K COOTBETCTBYIOIIEMY pa3beMy Ha 33JHEH NaHenn
MapLIpyTH3aTopa, a 3aTeM — K JIEKTPHIECKON pO3eTKe.

3. Bxumounte mapuipyTtusarop, HaxxaB kHonky POWER Ha 3a1Heit naHenu ycTponcTsa.

4. Yoenutech, uro Wi-Fi-amantep Bamero xommbiorepa BkiIroueH. Ha mopTatuBHBIX
KOMIIBIOTEPAaX, OCHAIIEHHBIX BCTPOCHHBIM OECIPOBOAHBIM CETEBBIM AJaNTePOM, Kak
NpaBUIO, €CTh KHOMKA WM MEePeKIoYaTesb, aKTHBHPYIOUIHA OecrpoBOAHON CceTeBOM
amantep (cM. gokymeHrtamuio 1o Bamemy IIK). Ecim Bam kommbroTep ocHaieH
MOAKIIIOYaeMBbIM ~ OECIIPOBOJHBIM ~ CETEBBIM  aJalTepOM, yCTAaHOBHTE IPOrpaMMHOE
obecrieyeHne, MOCTaBIIIEMOE BMECTE C aIalITEPOM.

Hanee wHeoOxomumo yOenuthesi, uto Wi-Fi-amantep Bammero kommbpioTepa HAcTpoeH Ha
aBToMaruyeckoe nonyudenue [P-anpeca (B kauectee DHCP-kinenra).

9 USB-Monemsl pekoMeHayeTcs moakirodars K USB-mopty MmapmpyTtuszaropa mpu nomortu USB-ymnuauTeNS.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHOBKa 1 noAkntoueHne
MapLpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

ABTOMaTMnyeckoe nonyyeHne IP-agpeca

K 6ecnpoBopgHoii cetn (OC Windows 7)

N  nogkJsiouyeHune

1. Haxwmure kaonky ycK u nepeiinute B pazznen NaHenb ynpaBneHus.

2. Bsibepure nyukr LleHTp ynpaBneHuMsa cetamm n ob6wmm poctynom. (Eciu nanens
yIpaBIIEHUS] MMEET BHJ «IIO0 KaTeropusiM» (B BEpXHEM IMPAaBOM yIIy OKHA B CITHCKE
MpocmoTp BeIOpan nyHktr KaTeropwus), Beibepute crpoky [pOCMOTpP COCTOSIHMA
ceTtu u 3aaad nog nyakrom CeTb M UHTepHeT.)

E=8 Eol /==
@Uv|@ v Manene ynpaeneqna » Bce 3nemeHTel NaHenn ynpaeneHna » v |¢, | | Mouck & naHenu ynpasneHus Lo |
Har:TpoﬁKa napamMeTpoB KOMMNbKOTEPa MpocwmoTtp:  KpynHele sHadkn ™
s | 1YCK A
~  [MNapameTtpsi g
g MapameTpel Nanok %4 [epcoHanmzaums

MHAEKCMPOBaHWA

MoaknkoYeHWa K
9 yAaneHHbIM pabounm

o
Eal

Mporpammel 1

Mpuctynas K pabote
prery P KOMTMOHEHTRI

MNporpammel No
YMONYEHWIO

k@:[._r‘-—ﬂl

PacnosHaeaHue peun

&

Poantensckuii KOHTpOAL

CueTumkm n CpeacTBa

{~— CsoiicTea obospesatens i & Cucrema -.

= = MPOM3BOANTENBHOCTH
./_"-; TenedoH n Mogem —Tg ¥YnpasneHve LBETOM A YcTpaHeHue Henonagok

iy _ | YueTHble 3anvcu =y LleHTp obHoBneHus

My YCTpoRcTEa M NPUHTEPHI _ .
= D nonszoeatenei <@ Windows

’ - g LleHTp cneumanbHbix

b LleHTp noaaepxkm LeHTp cHXpOoHM3aLmnK ) ~

h BO3MOXKHOCTER

.l:-l. LleHTp ynpasneHna ceTaMM ﬁi LndppoeaHre Ancka WipndTsi
N 0bwmnm nocTynom W% BitLocker h

\{ & Asbik v peroHanbHble
SKpaH SneKTponUTaHue P

CTaHAapThbl -

PucyHok 13. OkHo lMaHenb ynpasneHus.

3. B MeHwo, pachnojOKeHHOM B JICBOH 4YacTH OKHA, BblOepuTe mNyHKT WM3MeHeHue
napamMmeTpoB aganTtepa.

4. B OTKpBIBIIEMCSI OKHE WIEJIKHUTE NPaBOM KHOMKOW MBIIIM [0 COOTBETCTBYIOIIEMY
BecnpoBogHOMYy ceTeBOMYy coeAuHeHuIo. Yoenutech, uto Bam Wi-Fi-agantep
BKJIFOYEH, a 3aTeM BbIOepuTe CTpoKy CBOMCTBA B MOSBUBIIEMCSI KOHTEKCTHOM MEHIO.

5. B oxne BecnpoBogHoe ceTeBoe coeAuMHeHWe — cBoMcTBa Ha Briaake CeTb

Beienute ctpoky lNpoTokon UHTepHeta Bepcunm 4 (TCP/IPv4). Haxmure KHOIKY
CBoucTBa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarens

6. Ybemutech, 4YTO MeEpEKIIOYATENN yCTaHOBIEHBbI B monoxkenus [lonyuutb IP-agpec
aBTomatuveckn u lMonyuntb agpec DNS-cepBepa aBTOMaTuyecku. Haxwmure
kuonky OK.

Ceodcrea: [Npotokon Mnteprera eepoin 4 (TCP/IPW) @

OB HE ANETEPHATHEHAA KOHDHI Y palKa |

MapameTped IP MOy T Ha3HAYATECA SETOMATHHECKH, SCAHM CETE
NoAASPHHESET 3TY BOSHOMHOCTE. B NPOTHEHOM CRWYas NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD 3AMHMHMCTRETORA,

@ TonydiTe IP-a4pec SETOMSTHYECKH:

() McnonesoBaTe CReAYHWME IP-aapec:

@ NanyqnTe aapec DNS-CEpEEDa SETOMATHYECKH

(71 MEnone30BaTE CNEAYHIWME aapeca DhS-cepeepos:

MoATEERAMTE NAPAMETORI MPH BEXOALE [ AONONHHTENLHD ]

[ O ][ OTMEHA ]

PucyHok 14. OkHo ceoticme nipomokona TCP/IPv4.

7. Haxwmure kaonky OK B 0OkHE CBOICTB MOIKITFOYCHUSL.

8. UroOBI OTKpPBITH CIUCOK JIOCTYITHBIX OECIPOBONHBIX CETEH, BBIJCIHTE 3HAYOK
OECIPOBOJHOTO CETEBOTO IMOIKIIOYCHHUS M HaxxmMuTe KHONKy [logkrnrovyeHue K win B
00JacTH yBEIOMJICHHH, PACIIOJIOKCHHOW B MPABOM YacTH MaHENH 3a7ad, HAOKMHUTE JIEBOU
KHOTIKOM MBIIIIM Ha 3HAYOK CETH.

Her NoAKNHYYEHNA - Ecte ACCTYNHBIE NOAKAHYEHWA

PucyHok 15. Obnacmb yeedomneHul naHernu 3aday.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

9. B orkpeBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIJICIUTE
o6ecnpoBoiHyt0 ceTh DIR-853 (s pabotel B quanaszone 2,4 ['Tm) mnu DIR-853-5G
(mst pabotel B auanasone 5 ['T), a 3arem Haxxmute kHOnKy [loakrntovyeHue.

Het noaknrodeqns *s
EE l | EcTe ACcTynHEIE NOgKARYEHUA
BecnpoEcgHOE CETEECQE COEIMHEHME A
wireless router 1"1“.
:;:l MogkntouaTteca { | Dograreuerue I

: dBTCMATUYECKH

LlEHTr: YyNpasneHWa CETAMA K C'ELLI.I-IP.I ACCTYNOM

Pucyrok 16. Criucok docmyriHbix cemed.

10. B otkpeiBiieMcs okHe BBeaute kitod cet (cM. WPS PIN Ha Haknelike co IITpUX-KOIOM Ha
HIDKHEH manenu ycrpoiictsa) B moie Knroy 6e3onacHocTU u Haxmute kHonky OK.

11. ITomoxxmute 20-30 cexyna. [locme Toro kak coequHeHre Oy/leT yCTAaHOBJICHO, 3HAYOK CETH
MPUMET BUJI IIKAJbl, 0TOOpaXkaroliel ypoBeHb CUTHAA.

Ecan nmepBuuHas HacTpoiika mapuipytuszaropa Beinonnsercs yepe3 Wi-Fi-coennnenue, 10
cpa3y Iocjie U3BMEHEHHsS] HACTPOEK OECHpPOBONHOW CETH MaplIpyTH3aTopa, 3aJaHHBIX IO
YMOJTYaHUIO, HEOOXOMMMO OyJeT 3aHOBO YCTAHOBHTH _OECHPOBOMAHOE COCIHWHEHHE,
KCIIONIb3Ys TOJBKO YTO 3aJaHHBIC MAPAMETPHI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHOBKa 1 noAkntoueHne
MapLpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

ABTOMaTMn4yeckoe nonyyeHwme IP-appeca n noaksoyeHve
K 6ecnpoBogHoii cety (OC Windows 10)

1. Haxwmure kaonky yckK u nepeiinute B paznen NapameTpbl.

2. Bribepure nynkt CeTb n UHTepHeT.

Mapamerpsi - O hd

[MapameTpsl Windows

g Cuctema |- YcTpolcTea
3KpaH, 3BYK, YSEAOMAEHWA, 2 Bluetooth, npuxTepsl, Ml
nuTaHKe

D Tenedon @ CeTb v MIHTepHeT

Cerzate ycTpoicrso ¢ Android, Wi-Fi, pexum "B camonere”,
iPhone VPN
b —
j MNepcoHanuzaumsa E—  [lpunoxerua
[;rJ 8—

OoH, 3kpan BNoOKMPOBKM, LEETA YaaneHwe, SHa4EHMA Mo

YMOoA4EHWD, 40N, KOMNOHEHTH

YueTHble 3anucu (T Bpema u a3bik
9 AZE P

YUeTHEIE AWM 30, NCYTE

PacnozHaesHue ronocs

PucyHok 17. OkHo lNMapamempsbi Windows.

3. B pasgene U3MeHeHMe ceTeBbIX MapaMeTpoB BoiOepure mnyHkr HacTpownka
napameTpoB aganTtepa.

4. B oOTKphIBHIEMCS OKHE IIEIKHHATE IIPaBOM KHONKOM MBIIIM IO COOTBETCTBYIOIEMY
BecnpoBogHOMy ceTeBOMYy coeAMHEHMUI0. Yoeautech, 4yro Bamr Wi-Fi-aganrep
BKJIIOUCH, a 3aTeM BbiOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCS] KOHTEKCTHOM MEHIO.

5. B oxne BecnpoBogHOe ceTeBoe coeguHeHue: cBOMCTBa Ha Bkiagke CeTb
BeiienutTe ctpoky |IP Bepcum 4 (TCP/IPv4). Haxxmure knonky CBOUCTBA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

6. Yoemutech, 4YTO TMeEpeKIOUaTead ycTaHOBIeHbl B monoxeHus [Monyuntb IP-agpec
aBTomatuveckn u lMonyuntb agpec DNS-cepBepa aBTOMaTuyecku. Haxwmure
kuonky OK.

Ceoiictea: IP eepoun 4 (TCP/IPwd) X

Ofiwme ANETEPHATHEHSA KOHDWrypaLYA
MapameTpel IP MOXHO Ha3HEYETE SBTOMETHHYECKM, ECIH CETE

NoOAAEMHMBEET STY BOSMOMHOCTE, B MDOTMBHOM Cny4Yae yIHaRTE
napameTpel IP ¥ CETEBOMD AMMHWCTDATOPA.

@ Mony4uTe IP-agpec aEToOMaTHYECKH

O MononesoBaTe cnegyiowmi IP-agpec;

@ MonyukTe agpec DM5S-Cepeepa aBTOMATHYECKH

O McnonezoBaTe cneayiowKe agpeca DNS-cepeepoB:

nE--.'ITBEI:I'_'IHTb NapaMeTPbl NP EblX04e

LononHMTENBHD, ..

Ommena

PucyHok 18. OkHo ceoticme npomokona TCP/IPvA4.
7. Haxwmute KHOTIKY 3aKPbITb B OKHE CBOWCTB MOKIIOUCHHS.

8. UroObl OTKPBITH CHOHCOK JOCTYNHBIX OECIPOBOIHBIX CETEH, BBIIEIUTE 3HAYOK
0ecnpoBOIHOTO CETEBOTO MOAKIIOYCHUS M HaKMHTe KHONKYy [logkniovyeHue K win B
o0yacTé yBeJOMIICHHH, PACHOIOKEHHOW B MPAaBOW YacTH TAHENW 3a]ad, HAKMHUTE JICBOM
KHOIIKOM MBIIIH Ha 3HAYOK CETH.

He NOoAKAHXYEHD: ECTE A0CTYNHBIE NOAKNHIYEHWMA

T T | 5]
A g8 dx PYC o

PucyHok 19. Obnacmsb yeedomreHull naHesnu 3adau.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nopaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHOBKa 1 noAkntoueHne
MapLpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

9. B orkpeBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIJICIUTE
OecnpoBogHyto cetb DIR-853 (mns pabotsl B auamnazone 2,4 I'T'n) win DIR-853-5G
(mst pabotel B auanasone 5 ['Tr), a 3arem Haxmute kHONIKY [OAKMOYUTBLCA.

RD_DLINK
SdllMLIIEHD

D nD,II,K'J'IHJ"—IETI:-EH dBTOMaTUYSCKIA

MoaknouduTeca

PucyHok 20. Criucok docmyriHbIx cemed.

10. B otkpeiBiieMcs okae BBeaute kitod cetu (cM. WPS PIN Ha Hakneiike co mMITpUX-KOIOM Ha
HIDKHEH aHenu ycrpoiictsa) B mosie Knoy 6e3onacHoCcTH u Haxxmvurte kHOnKy [lanee.

11. Pa3pemmTe win 3anpeTuTe IpyruM yCTpOCcTBaM B 3Toi cetn oOHapyxwuBath Bami [1K (Ha /
HeT).

RD_DLIMK
@

3alULLIEHD

Bbl XOTHTE paspelMTb ADYTUM KOMIbHOTEPAM W
YCTPOWCTBAM B 3TON CeTH ObHapy#WBEaTL Ball
Mnk?

PekomeHayemM Aenath 3T0 B AOMALIHER MK
paboYeid CeTH, a He B 0BLLEeA0CTYNHBI

Ha Het

PucyHok 21. MNapamempbl o6HapyxeHus K dpyesumu ycmpotlcmeamu.

12. Tlopoxaute 20-30 cexynn. Ilocne Toro xak coenvHeHue OyAeT YCTaHOBJICHO, 3HAUOK CETH
MPUMET BUJ TOUKH U U30THYTHIX JIMHUHN, OTOOPXKAIONINX YPOBEHb CUTHAJIA.

Ecnu nepBuyHas HacTpoiika MapuipyTuiaTopa BbinoaHseTcs yepe3d Wi-Fi-coenunenue, To
' cpa3y Iociie M3MEHEHHS HACTPOCK OECIpPOBOIHOW CETH MapIIpyTH3aTopa, 3aJaHHBIX 10
B  YyMOTYaHMIO, HE00XonMMo OyleT 3aHOBO YCTAHOBUThH OECHPOBOIHOE COEAMHEHHE,
KCIIOJIb3Ys TOJILKO YTO 33JIaHHBIC MTAPAMETPHI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

YcTaHoOBKa M nogkroyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLpyTusaTopa
PykoBoACTBO nosib3oBarers

lModknroyeHue k web-uHmepgbelicy

[Tocne HacTpOWKH COETUHEHHs C MapuIpyTu3aTopoM Brl MoxkeTe oOpartuthes Kk web-untepdeiicy
HACTPOMKU M YTNpaBJICHUS AJS 3a/laHds HEOOXOIMMBIX mapameTpoB (co3ganus WAN-coequHeHHs
JUId TIOIKIIIOUEHHUs K ceTH VIHTepHeT, HM3MEHEeHHMs NapaMeTpoB OeCIpPOBOJHOIO COETUHEHUS,
HACTPONKU MEXKCETEBOT0 3KpaHa u JIp.)

3amyctute web-Opayzep (cMm. pazmen Ilpedsapumensvnas noozomoexa, ctp. 24). B ampecHoit
cTpoke web-Opay3epa BBeAWTE JOMEHHOE€ UWMs MapumipyTu3atopa (M0 YMOJYaHUIO —
dlinkrouter.local) c Toukoil B KOHIle MU HaxkmuTe kiaBuury Enter. Bol Takxke moxere
BBecTH [P-anpec ycrpolicTsa (o ymonyanuio —192.168.0.1).

arn Mpaera Bva  Jarknagku BuaweTel  FHCTpYMEHTEI CNpaeka
4 &« 5 » 19y ~ B o2zt v

PucyHok 22. Beod IP-adpeca DIR-853/SE 8 adpecHoli cmpoke web-6pay3epa.

Eciau nopu moneITKe NMOAKIIOYEHHS K wWeb-unTepdeiicy MapiupyTusaropa Opay3ep BbLIAET

! omnOKy THma «Hegozmoocno omobpazums cmpanuyyy, yOIWTECh, YTO YCTPOWCTBO
[PaBUIBHO MOAKIIOYEHO K KOMIBIOTEPY.
Ecin ycTpoiicTBO emre He ObUIO HAaCTPOEHO WM paHee ObUIM BOCCTAHOBJIEHBI HACTPOMKH IIO

YMOJTYaHUIO, IPU o0palleHnu Kk web-untepdeiicy oTKpbIBaeTCs CTpaHULIa U3MEHEHHS HACTPOEK I10
YMOJTYaHHUIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

YcTaHoOBKa M nogkroyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLpyTusaTopa
PykoBoACTBO nosib3oBarers

BBenure napons aamuHucTparopa B nois HoBbI naponb u MNoarBepxaeHue napons. Be
MOXKETE yCTAHOBUTHL JIOOOM Mapoib, Kpome admin. Mcmonmbsyiite mupbl, JAaTHHCKUAE OYKBBI
BEPXHEr0 W HWKHETO PErucTpa W JPYrde CHMBOJIBI, JOCTYIIHBIE B aMEPUKAHCKOW paCKIaJKe
knasuatypel'’. B nonsx Uma cetn 2.4 TTy (SSID) u Uma cetn 5 Ty (SSID) sanaiire coe
Ha3BaHUE I OECIIPOBOMHON CETH B 00OMX JMANa30HaX WM OCTAaBBTE 3HAYEHHUE, TPEILIOKEHHOE
mapiupytusaropoM. Haxxmure kHonky COXPAHUTD.

WN3mMeHWTe HacTpoiiku no

YMON4YaHWKD

©

L]

Mima cetw 2.4 TTu (SSID)*

DIR-XXX

Mima cetw 5 Ty (55ID)*

DIR-XXX-5G

ECT

Pyccrui -

PucyHOK 23. CmpaHuua U3MEeHeHUs HacmpoekK Mo yMoriH4aHuro.

3allOMHHUTE WK 3aIHIINATE napoJjib  AIMUHUCTPATOPA. B ciaydac VyTEpU IapoJid
AAMHAHUCTPATOPA Bel cMoxkeTe NOJTYYWTEL JOCTYII K HaCT[!OI\/JIKaM MapuipyTu3aTropa TOJILKO
! OCJIC BOCCTAHOBJICHUA 3aBOJICKUX HACTPOCK IO YMOJJYAHUIO TMPH ITOMOINH anna[zaTHoﬁ

kHonku RESET. Takas mnpolienypa YHUYTOXHT BC€ 3ajaHHble Bamu  HacTpoWKu
MapHIpyTH3aTopa.

10 0-9, A-Z, a-z, npoGen, !"#$%&'()*+,-./:;<=>?2@[\]"* "{

L~
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

YcTaHoOBKa M nogkroyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLpyTusaTopa
PykoBoACTBO nosib3oBarers

Ecnu panee Bol HacTpomiu ycTpoiicTBo, mpu obparieHin Kk web-uHtepdeiicy oTKpoeTcs CTpaHuia
BXO/a B cucteMy. BBeaure ums nonb3oBarens (admin) B noie UMA nonb3oBaTens u 3a1aHHbIi
Bamu nmaposns B nonie Maponb, 3arem naxxmute kHonky BXO[,.

WMA nons3osarens™

Napone®

. I

J OcraBaTbCA B cMCTeMe

3abbinM napons?
Owmbka agTopuzaumin

OCTanock NONbITOK:

4

BXOon O4YUCTUTb

PucyHok 24. CmpaHuua exoda 8 cucmemy.

YroObl HE BBIXOAWUTH U3 CHUCTEMBI, CABHHBTE Mepekimodarenr OcTaBaTbCA B CUCTEME BIIPaBO.

[Tocne 3akpeITHST Web-Opayzepa MM Tepe3arpy3Kd yCTpOicTBa HEOOXOOUMO CHOBAa BBECTH MM
MOJIb30BATENS U MapOJib.

Ecnu npu BBome maposnsi Bel HECKONBKO pa3 BBOAUTE HENpPAaBWIIbHOE 3HAYeHUE, web-uHTepdeiic
HeHaonro 6mokupyercs. [lonoxkaure oqHy MUHYTY M CHOBA BBEAMTE 3aJlaHHBI Bamu naposnsb.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nopaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

YcTaHOBKa 1 noAkntoueHne
MapLpyTusaTopa

Cmpykmypa web-uHmepgbelica

CTpaHuua MHpopmMaL MU o cucTteme

Ha crpannne UHcpopmauma o cuctemMe npencrapieHa noapoOHas MHQOpManus O COCTOSHUH

YCTpPOMCTBA.

WHbopmaums o cucteme

NHdopmauma o cucteme

Mogene:
ANNapaTHaR BEPCUA:
Bepcwa NO:

Bpemn cBopku:
Bepcua Ul
MpoussoaMTENs:
CepuiHbIli HOMER:

Tex. nogaepxea:

OnncaHne: Raot files
DIR_853R3_M

Bpemn pabore:
Pexum paboTsi:

BENHOYKTE CEETONMOAHEIE MHAWMKATO pei

Wi-Fi2.4Tu

Cratyc

BewaHme:
JononHuTensHse ceTi:
mA ceTw (SSI0):

bBe3onacHoCTh:

Wi-Fis Ty

Cratyc
BewaHwe:

JononHUTeNbHBIE CETI:

yT 1 cenr 2022 1. 17:31:52 MSK

support@dlink.ru

7621_FIREWALL

WAN no IPv4
DIR-833 Tun coeguHerHa:
R3 Craryc:
40.0 MAC-agpec
IP-agpec:

1.35.0.dbfbd0c-embedded

D-Link Russia
IlokaneHas ceTb

LAN 1Py

tem image for

npDEO,ﬂ,HhIE NOA4KNHYEHNAL

21 MiH.
Firewall
MopTe!l LAN
LAN:
LANZ:
Brmioueqo @ LANZ:
Bxmoveno @ LANT:
DIR-853-A38E
USB-ycTporcTea
WPAZ-PSKE &

? JetFlash TS2GJFW30
usb1_2

LI'J JetFlash TS2G]FV30
usb1_1

Biniouero @
BimoueHo @

i
b

EECI‘IPUB{},{I,H!:IE NogKNHOYEHWAL

OuHamuqeckmi Pvd
CoequHeHo @
ABR:CB:DD:00:A3BE

192.168.161.225

192.168.0.1

1000M-Full ®

OTenroueHD

WnA ceti (55100

bBe3onacHoCTL:

DIR-853-5G-A38E

WPAZ-PSKE &

PucyHok 25. CmpaHuuya uHgopmayuu o cucmeme.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

B paznene UHpopmMaLuma o cucteme ykasaHa MOJIeITb U allliapaTHas BEPCUsl yCTPOUCTBA, BEPCHUs
MPOrPaMMHOTO 00ECTICUeHHsI U IPyTHE JaHHBIE.

Jnst Toro 4TtoOBl 00paTUTHCS B TEXHUYECKYIO momnepkky D-Link (ormpaButh cooOrieHue mo
AIIEKTPOHHOIN TOYTE), LICIKHUTE JIEBOM KHOMKON MBIIIM Ha aJpece TEXHUYECKON MOIAEPKKH.
[Tocne HaxkaTHsi OTKPOETCS OKHO IOYTOBOW MpPOTpaMMBbl JJisi OTHPaBKM HOBOTO NHCbMa Ha
yKa3aHHBIN agpec.

B pasnenax Wi-Fi 2.4 'y u Wi-Fi 5 I'T'y otoOpakatorcst 1aHHBIE O COCTOSIHUM O€CIPOBOIHOM
CeTH YCTPOHCTBAa, €€ Ha3BaHWE M THII CETEBOM ayTeHTH(HKAIMKA, a TakXKe Halludue
JIOTIOJTHUTEIBHOM OSCIPOBOIHOM CETH B COOTBETCTBYIOIICM JHAIIa30HE.

B paznene WAN npencrapieHs! JaHHbIE O THIIE U cTaryce cymecTByoniero WAN-coeJMHEHHMS.

B pasznene JlokanbHas ceTb oroOpaxaercs [Pv4- u IPv6-agpec mapmpyTtuzaropa, a Takxke
KOJIMYECTBO MPOBOIHBIX U OECTIPOBOIHBIX KIIMEHTOB YCTPOMCTBA.

B paznene MopTbl LAN otoGpaxkaercst coctosiarne LAN-ITOpTOB yCTpOHCTBA U PEXHUM TNEepeaadn
JAHHBIX AKTHUBHBIX TIOPTOB.

B pasmene USB-ycTpoMcTBa oTOOpaxcaroTcs yCTpoiicTBa, mNoaKIoueHHbIe K USB-mopry
MapIIpyTHU3aTopa.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nogaepxkor MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,ElCTBO nonb3oBartens

Paspgenbl MeHIO

Jl1st HacTpOHKH MaplIpyTHU3aTOpa UCTIONIb3YHTE MEHIO B JIEBOI YaCTH CTPAHUIIBL.

Ha crpanunax paszgena CTaTUCTUKA MpecTaBiICHbI JaHHBIE, OTOOPAXKAIOIINE TEKYILEe COCTOSTHUE
MapupyTu3aTopa (OIucaHue CTPaHuIl CM. B pasnene Cmamucmuxka, ctp. 51).

Ha crpannmax pasgena HacTpowka coeAMHEHMW MOXXHO HACTPOUTH OCHOBHBIC IapaMeTphl
LAN-uHTEpdeiica MapuIpyTH3aTOpa U CO3/1aTh MOIKIIOYEHUE K ceTH MHTepHeT (onHrcaHne CTpaHuI]
cM. B pasnene Hacmpoiika coedunenuii, ctp. 61).

Ha crpannnax pasgena VPN moxkHO Hactpouth VPN-moakimoueHHs 1O HPOTOKOIAM
IPsec/GRE/EoGRE/EoIP/IPIP/L2TPv3, a Taxxke co3narb PPTP- wim L2TP-cepBep u yuerHble
3aIMUCH JUIA AOCTyIa K HeMy (ONMcaHue CTpaHull cM. B pa3zaeine VPN, ctp. 118).

Ha crpanunax paszgena QOS MoXHO co3marh KiacCH(PHUKATOphl sl 0OpabOTKH BXOISILNETO U
UCXonAuero Tpapuka, a TaKKe HACTPOHUTH O4epenu OOCTyKMBaHUS (OMHMCAHUE CTPAHUI] CM. B
paznene QoS, ctp. 149).

Ha crpanunax paznena Wi-Fi MoxxHO 3amath Bce HEOOXOMMMbIC HACTPOWKH OCCIPOBOIHON CETH
MapupyTu3aTopa (ornucaHue cTpanuil cM. B paszaene Wi-Fi, ctp. 169).

B paznene MNMpuHT-cepBep Brl MoxeTe HACTPOHUTH MApIIPYTH3aTOp B Ka4ecTBE MPUHT-CEpBEpa
(cm. pasnen Ipunm-cepesep, ctp. 203).

Crpanunpsl pasaena USB-HakonuTenb mnpeaHasHadeHbl st paboOThl ¢ moakiIodeHHbIM USB-
HaKonuTesneM (OMUcaHue CTpaHuLl cM. B pasznene USB-nakonumens, ctp. 204).

Crpanunsl pazaensa USB-moaeM mnpennasHavensl ajast pabotsl ¢ moakmoueHHbiM 3G wnu LTE
USB-Monemom (onucanue cTpanuil cM. B paznene USB-wodem, ctp. 221).

Ha crpanumax pasmena [JOMONMHUTENbHO MOXHO 33/aTh JIOTIOJHHUTEIBHBIE IMApaMeTPh
MaplIpyTH3aTopa (ONMCcaHue CTPAHULL CM. B pasaene Jononnumensho, ctp. 228).

Ha crpanunax paznmena MapLupyTU3aumMsl MOXKHO HACTPOHTH MapaMeTpbl MapLIpyTH3alUU JUIs
YCTpOMCTBA (ONMMCAHUE CTPAHUIL CM. B pazzaeie Mapwpymuszayus, ctp. 274).

Ha crpanmmax pasmena MexceTeBOM 3KpaH MOXHO HACTPOUTh MEKCETEBOW 9JKpaH
MapupyTu3aTopa (OIrcaHue CTPaHUIl CM. B pasfene Mexccemeesoii Ikpan, cTp. 286).

Ha crpanunax pazgena CucTema npencrasieHbl GyHKIMU sl pabOThl ¢ BHYTPEHHEH CHCTEMOM
MapuipyTu3aTopa (OrmucaHue CTpaHuil cM. B pasaene Cucmema, ctp. 310).

Ha crpanunax pasnena SKYDNS MoxHO HAacTpouTh cepBHUC KOHTeHTHOW (uibrparuu SKyDNS
(ormucanue cTpaHuil cM. B pasaene SkyDNS, ctp. 345).

Urob6nl 3aBepmuTh paboTy ¢ web-uHTepdericom MapmpyTu3aTopa, HAXMHUTE HA CTPOKY MEHIO
Beintu.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n YcTaHOBKa U NOAKIoYeHne
nopaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLipyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

yBegomneHus

Web-unTepdeiic MapupyTuzatopa 0ToOpakaeT yBeJOMIICHUS B IPAaBOM BEPXHEM YIUTy CTPAHHIIBI.

o

PucyHok 26. YeedomneHuss web-uHmepdgelica.

Haxmure Ha 3HA4YO0K, 0T06pa>1<a10u11/1171 KOJINYCCTBO YBeﬂOMHCHHﬁ, 4TOOBI MPOCMOTPCTH MOJIHBIN
CIIMCOK, U HAZKMHUTC COOTBCTCTBYIOLIYIO KHOIIKY.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

IMABA 4. HACTPOUKA MAPLLUPYTU3ATOPA

Cmamucmuka
Ha crpanuuax naHHOro paszgena MNpeJCcTaBleHbl AAaHHBbIE, OTOOpaXKarollUue TEKyIlee COCTOSHHUE
MapuIpyTU3aTopa:

* ceTeBas CTaTUCTHKA,

* anpeca, Beiganasie DHCP-cepBepowm;

* uHpopManus O MPaBUIaX M TaOIUIIAX MAPLIPYTU3ALINY;

* naHHbIe 00 YyCTpONCTBaX, MOAKIIOYEHHBIX K CETH MapLIpyTH3aTopa u ero web-uHrepdeicy,
a Taxoke MHMOpMAIHA O TEKYIUX CECCHUSIX 3TUX YCTPOUCTB;

*  CTAaTUCTHYECKHUE JIaHHBIE MO TpaduKy, MPOXOAIEMY Yepe3 MOPThl MapIIPyTU3ATOPA;
* ajJpeca aKTUBHBIX IPYII MHOTOAIPECHON paCcChUIKH;
* CTaruCTHYECKUE JaHHble [Psec-TyHHenen MapupyTu3aropa;

*  CIIMCOK KJIMEHTOB, NOAKIIOUeHHBIX K PPTP- nnu L2TP-cepBepy mapuipyTusaropa.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

CeTeBasi CTaTUCTUKA

Ha crpanune Ctatuctmka / CeteBasi ctTaTUCTMKA Bbl MOXKeTe MPOCMOTPETh CTATUCTUYECKUC
JIaHHBIC TI0 BCEM COCIMHEHUSM, cymiecTByronmM B cucteMe (WAN-coenHeH s, JIOKaIbHAsL CETh,
OecrpoBoOIHAs JIOKabHAS CeTh). [ KaXK0r0 COCAMHEHHS OTOOPaKAETCSI UMsI i COCTOSTHUE (eCIn
COCTMHEHHE YCTAHOBJICHO, UMSI COCIUHEHHS BBIICIICHO 3€JICHBIM I[BETOM, €CJIU HE YCTAHOBICHO —
KpacHbiM), [P-afjpec U Macka MmojiceTH, a Takke 00bEeM MEpeIaHHBIX M MOJNYYCHHBIX TaHHBIX (C
yBeNIMUYEHUEM OObeMa JAHHBIX CIMHUIIBI U3MEPCHHSI aBTOMAaTHMYECKH MEHSIOTCS — Oaiit, KOair,
MoaiiT, I'6aiiT).

CeTeBasn CTaTMCTMKA

CeTeBan cTaTUCTUKA

Bt momeTe MpOCMOTPETE CTATUCTMHMECKME AaHHBIE MO BCEM HHTEPI:’]EI;‘EEM (coeameeHMAM), CYLECTEYHILLMM B CUCTEME.

AR P - Wnwos R Tx Owmbrn Ra/Tx ANHTENBHOCTE
Default b 192.168.0.1/24 - - 415.05 KGaiT / 6.12 MBaiT 0oro

WAMN 1 192.168.161.220/24 - 192.168.161.1 31.27 KBair / 2.50 Kbant oro 1 MHH.
DIR-3X - -f- orfo

DIR-XXX-5G - -f- 0orf0

PucyHok 27. CmpaHuya Cmamucmuka / Cemegasi cmamucmuka.

Uro0Obl IPOCMOTPETh MOAPOOHBIC NAaHHBIE MO KOHKPETHOMY COCIMHEHHUIO, HA)KMUTE Ha CTPOKY,
COOTBETCTBYIOIIYIO 3TOMY COEANHEHHUIO.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

DHCP

Ha crpanune Ctatuctuka |/ DHCP  jnocrymra wuHbopmamuss 00 — ycTpoiicTBax,
uaeHTHQUIMPOBaHHBIX 1m0 uMeHu y3ma u MAC-aapecy u mnonyuuBmmx [P-aapeca ot

DHCP-cepBepa mapuipyTusaropa.

£ CeteBas CraTMCTVKa DHCP =

DHCP

Bbl MOKETE MPOCMOTPETE MHGOPMALMKD 0f YCTPORCTBAX, Nony4mewmx IP-agpeca oT DHCP-cepeepa.

WM#A yCTpoRcTsa IP-agpec MAC WcTekaet

android-c2dfe5fa660d5ed1 192.168.0.129 D0:17:C2:00:29:85 14 3m 16¢

PucyHok 28. CmpaHuua Cmamucmuka / DHCP.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

MapuwpyTusauyusa

Crpanuna CtaTuctuka / MapipyTtusaums orobpaxkaet nHGOpMAIHIO O TIpaBUiIaX U TaONUIaX

MapILIpyTH3aLUH.

MapLpyTtusauus

MpaBuna
Tabnuua Tun IP (McTodHME/HasHaqeHke) WHTepdeiice (Bxogawmit/Mcxoaaimin) MNpHopHTET
group_1 1Pv4 all / all LAN [ any 100
group_1 IPv4 all / all any [ any 200
main 1Pv4 all / all any [ any 32766
group_1 IPvE all / all LAN [ any 100
group_1 IPvE all/ all any [ any 200
main IPve all / all any [ any 32760
Tabnuupl
ID Haszsanue OnucaHwe
254 main [MaeHaa Tabnuua MaplpyTH3aumn
257 group_1 Tabnuua MapwpyTH3aUnm ANA rpynn.
256 static_1 Tabnuua MapwpyTU3aUMK AnA COegUMHEHUA

Q) rovna sxmouser 8 calin aquH M HeCKONeKD WAN-HHTEDGecos it LAN-nHTengeic.

TaS

PucyHok 29. CmparHuuya Cmamucmuka / Mapwpymu3ayusi.

FWmark (HEX)

0x0

Ox64

0x0

0x0

0x64

0x0

B pasnene lNpaBuna npeacraBneHbl NpaBuiia MapHIpyTH3aLHH, COOTBETCTBYIONIHE MM TaOIHIIbI
MapIIpYTU3AIUH, BXOIAIMINUNA M UCXOMSAIUN MHTEp(EHCHl, YPOBHH NMPHOPUTETA MPaBHI U IPyrue

JIAHHBIE.

B paszaciic Ta6nML|bl MMPEACTaBJICH CIIMCOK COXPAaHCHHBIX Ha YCTPOﬁCTBC Ta6J'II/II_I MapuIpyTu3aluu.

Uto066I TIPOCMOTPETH OAPOOHBIE CBEIEHUSI O MapIIPyTax B TaOIHIIE, BEIOEPUTE COOTBETCTBYIOIIYIO

CTPOKY U HAXKXMUTC JICBYIO KHOIIKY MBIIIN.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

= < Mapwpymvsauys Tabnuua MapwpyT1sauum &

Tabnvua MapwpyTm3aumMm main

Bbl MOXeTe NpocMOTPETh MH(OPMaLIMIO O MapLUpyTax.

UHTepdeiic HazHaueHune Macka noaceTtun Lnto3 ®naru MeTpuka Tabnuua
WAN 0.0.0.0 0.0.0.0 192.168.161.1 UG 410 254
WAN 1.0.0.1 192.168.161.1 UGH 0 254
WAN 1.1.1.1 192.168.161.1 UGH 0 254
LAN 192.168.0.0 255.255.255.0 u 0 254
WAN 192.168.161.0 255.255.255.0 u 0 254

PucyHok 30. Cmpa+uya ¢ mabnuuel mapwpymusayuu.

Ha otkpeiBuIeiicst cTpanunie oroOpaxaercsa HMH(pOpMAIMs 0 MapHIpyTaXx B BBIOpaHHOH Tabiuie
Mapuipytusaiuu. B Tabnuue npencrasiensl [P-agpeca HazHaueHMs, LUTIO3bI, MAackd MOACETH U
JpyTU€ JaHHbIE.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

KnueHTbl n ceccnm

Ha crpannne Ctatuctuka / KnueHTbl M ceccum oroOpakaercsi CHHCOK YCTPOWCTB,
HOJIKITIOUCHHBIX K JIOKAIBHOM CETH MapIIpyTHU3aTtopa, a Takke WH(OpMAIHs O TEKYIIUX CECCHsIX

Ka)/10r0 yCTPONCTBA.

£ MapLpyTnzanus KnveHTel 1 ceccuun

KnneHThl

Bbl MOXETE NPOCMOTPETE CNMCOK YCTPOIACTE, NOAKNKO4EHHBIX K I0KANBHOA CET MapLUPYT3aTopa, @ Takke MHGOPMAaLMID O TEKYLUMX CECCMAX KaXA0ro
yCTpoRcTEa.
MAC IP-aapec Wma ycTpoiicTea Pnaru WHTepdeiic
» D0:17:C2:00:29:85 192.168.0.129 android-c2dfesfabe0dsedl stale WLAN

90:2B:34:A5:A8:FB 192.168.0.2 - reachable LAN

PucyHok 31. Cmpa+Huya Cmamucmuka / KnueHnmbi u ceccuu.
JIisi KakI0r0 YCTpOMCTBA oToOpaskaeTcs cereBoi MHTep(delc, K KOTOPOMY OHO TOAKIIIOYEHO, a

takxe ero IP- u MAC-anpec.

UrtoObl MOCMOTPETh MH(OPMALIHIO O TEKYIIUX CECCHIX KAaKOTO-TH00 yCTPOUCTBA, MOAKIIOYEHHOTO K
CeTH MapuIpyTHU3aTopa, BBIOEpHUTE ATO YCTpOWCTBO B Tabnuie. Ha oTkpbIBHIClcS cTpaHUIE
0TOOpAa3sTCA MPOTOKOJI OOMEHa ceTeBhIMM mMakeTamu, IP-ampec W mopr mcTouHuka, a Takxke IP-
ajZipec U MOPT Ha3HAYEHUS [Tl KaKJOM ceccur BbIOPAaHHOTO YCTPONCTRA.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nopaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

HacTpoiika maplwpyTusaTtopa

CTaTucTuka nopTtoB

Ha crpanuiie Ctatuctuka / Ctatuctuka noproB Ber MoxkeTe MPOCMOTPETh CTATHCTHYCCKUC

JaHHble 1O TpaduKy, MNPOXOASIIEMY uepe3  MOPThI

Mmapuipytusaropa.  Wudpopmanus,

npeaCTaBJICHHAA HAa CTpAHULIC, MOXKCT OBITh I10JIE3HA I JUAarHOCTHKH HpOGJ’IGM COCAMHCHUS.

CTaTMUCTIKa NOPTOB

CTaTncTKa NopToB

Bl MOXETE NPOCMOTPETE CTATUCTMUECKWE JaHHEIE Mo TpadUKy, MPOXCAALLEMY Yepes NopTL YCTPORCTES. 3Ta MHGOPMaLMA MOXeT BT

nonezHa 4ns ANarHoCTIKW npoﬁnem CoeanHEHWA.

Mopt Cratyc OTnpaeneHo Tpadka, MEanT
LAN4 OTKNYeHo o]

LAN3 OTKAKUYEHD 0

LAMNZ MogknwoueHo 20

LAN1 OTKNYeHo o]

WAN MogkndeHo 0

MNonyueHo Tpaduka, MBaiT

PucyHok 32. CmpaHuya Cmamucmuka / Cmamucmuka nopmoe.

YroObl yBUAETH MOJHBINA CIIUCOK CYETYUKOB JJIS MOPTA, HAKMUTE HA CTPOKY, COOTBETCTBYIOILYIO

JTOMY IOPTY.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Multicast-rpynnbi

Ha crpanune Crtatuctuka / Multicast-rpynnbl oroOpaxkarorcst agpeca aKTHBHBIX TPYIII
MHoroasipecHoil pacceuiku (IPTV-kananoB u rpymnn i nepenadu ciykeOHol MHpopmaluu), Ha
KOTOpBIE MOJIMCAHO YCTPOUCTBO, U MHTEp(dEliC, yepes KOTOPbII yCTPOMCTBO MOAMUCAHO.

£ Cratuciuka noptos Multicast-rpynnbl

Multicast-rpynnbi
Bbl MOXETE MPOCMOTPETE aPECa aKTMBHBIX Py MHOroaApecHoin pacceinky (IPTV-KaHanos W rpynn ana nepega4n ciywebHon MHhopMaUmnn), Ha
KOTOPBIE NOANMCAHO YCTPOWCTBO, W MHTEPGEIAC, Yepes KOTOPLIA YCTPORCTEO NOQNMCAHO.

1Pv4 IPv6
IP-agpec WHTepdenc IP-agpec WHTERdRAC
239.255.255.250 LAN

PucyHok 33. Cmpa+Huua Cmamucmuka / Multicast-epynnbi.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

CrtaTuctuka IPsec

Ha crpanunie Ctatuctuka / Ctatuctuka IPsec Bbl MoxeTe mpOCMOTPETh CTAaTHCTHYCCKUC
nansele [Psec-TynHeneil mapipyTtusaropa. J{is KaxI0ro TyHHeENs 0TOOpaXkaeTcst UM U COCTOSIHUE
(ecm COEOMHEHUE YCTAHOBICHO, HMs TYHHENS BBIACICHO 3€ICHBIM LBETOM, €CIU HE
YCTAHOBJICHO — KPAacHbIM), aJipec WM JOMEHHOE MMs YAAJCHHOTO XOCTa, PeKHUM PabOThl U THII
COCIIMHEHUS, a TAK)Ke KOJIMYECTBO TMePEeIaHHbIX U TIOYYEHHBIX MTAKETOB JTaHHBIX U 00beM TpaduKa.

Cratuctuka IPsec

Cratuctinka IPsec

Bbl MOXETE MPOCMOTPETE CTATUCTUHECKNE JaHHBIE IPsec-nogkamwyeH nid.

MNonyyeHo Naketos / OTNpaBAeHo MonyyeHo Tpaguka / OTNpaBaeHo
NaKkeToB Tpaguka

Mma YAaneHHbIA xocT Pexum Tun

Ipsec_26 192.168.161.189  -/- -/ TUNMEL  IPv4

PucyHok 34. Cmpa+Huya Cmamucmuka / Cmamucmuka IPsec.

YtoObI OpOCMOTPECTh l'IO,I[pO6HBIC AAaHHBIC TI0 KOHKPETHOMY TYHHCIIO, HAXXMHUTC Ha CTPOKY,
COOTBCTCTBYIOLIYIO 9TOMY TYHHCIIIO.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Ctatncrtnka VPN

Ha crpanune Crtatuctmka [/ Cratuctuka VPN oroOpakaercs CHIHCOK — KIIMCHTOB,
nofkiatoueHHbIX K PPTP- i L2TP-cepBepy mapmpytusaropa.

= £ Cratucruka IPsec Cratnctuka VPN

Cratuctmnka VPN

Bbl MOXETE NPOCMOTPETE CTATUCTURY ANg NOAKNHOYEH WA VPN-cepeepoB PPTR/L2TP.

IP-agpec OTnpaeneHo Naketos / Mony4yeHo OTnpaeneHo Tpaguka / Mony4eHo Tin
KNNEHTa NaKkeTos Tpaguka COEANHEHNA

NoruH

test 10.90.90.2/32 717 87.00 Baiit / 93.00 baiiT PPTP

PucyHok 35. Cmpa+Huuya Cmamucmuka / Cmamucmuka VPN.

Jns xaxaoro VPN-kinuenTa orobpaxaercs yHuKaiabHbl [P-anpec, a Takke nMs mosiab30BaTens, TUI
COEJIMHEHUS, KOJIMUECTBO MEPEAAHHBIX U MOTYUYECHHBIX TAKETOB JAHHBIX U 00beM Tpaduka.

YroObl MpOCMOTPETh MOAPOOHYI0 HMHGOpMANUI0 O HoAKIoueHHOM VPN-kineHre, Ha)XMUTE Ha
CTPOKY, COOTBETCTBYIOILYIO ATOMY KIIUEHTY.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Hacmpotka coeQuHeHul

B nanHoM pasgene MeHI0 Bbl MOXeTe HacTpOMTh OCHOBHBIE MapaMeTphbl JOKAJIbHOM CeTH
MapuIpyTU3aTopa 1 co3/1aTh noaxiatoueHue k cetu Muarepuer (WAN-coenunenue).

WAN

Ha crpannne Hactpowka coeauHeHun /| WAN Bri MoxeTe peqakTHpOBaTh U CO3/1aBATh
COCIMHEHHUS, UCTIONB3yEMbIC MaPIIPYTH3aTOPOM.

[To ymonmuaHHIO B CHUCTEME HACTPOCHO coequHeHune ¢ TunoM [MHamuyeckun IPv4. Ono
npuBsizaHo K mopty WAN.

= £ MHbopMaumA o cucTeme

WAN

Bbi MOWETE PEAAKTUPOBATE M C0343EaTh COBANHEHWA, MCNONb3YEMBIE MAPLWIPYTH3ATOPOM,

Crnncok COE,'J,I;‘IHE'HMH +

D WAN AnHamuueckni |Pvd WAN @ CoeguHeno

PucyHok 36. Cmpa+Huua Hacmpolika coeduHeHul / WAN.
UroObl co3maTh HOBoe coenuHenue, Haxmure kHonky [JOBABUTb ( + ) B pasaenc Cnucok
coeAunHeHUN. [Ipu 3TOM OTKPOETCsI CTPAHMIIA CO3TAHHS COCTUHECHUS.

Jist KOppeKTHOH paboTHI CO3TaHHOE COCTMHEHNE HEOOXOAUMO T00ABUTH B COOTBETCTBYIOIIYIO 30HY
Ha crpanuiie MexceteBomn akpaH / 30HbI (cm. pasnen 3omst, ctp. 328).

YroObl HaCTPOUTH TpaHCIALUIO ceTeBbIX ajgpecoB (NAT) s co3gaHHOroO coenMHeHus!, nepenauTe
Ha ctpanuiry MexceTeBou akpaH / MackapaauHr (cm. pasaen Mackapaoune, ctp. 328).

Yr1oObl 3amaTh Opyrue mHapaMmeTphbl Ui CYMIECTBYIONIETO COeAMHEHHs, B pasgene CnMCOK
COeAANHEHUMN BbIOCPHUTE COOTBETCTBYIOIIYIO CTPOKY B TAOIHIE M HAKMUTE JICBYIO KHOIKY MBbIIIIH.
Ha orkpbiBiIelics cTpaHulle HM3MEHHUTE HEOOXOAMMBIE TMapaMeTpbl W HAXKMHUTE KHOIIKY

NMPUMEHWUTD.

YToOBI OTKITFOUUTH KAKOC-THOO COCMHEHUE U CHOBA YCTAHOBUTH €TI0, YCTAHOBUTE (PJIAYKOK CJICBA OT
COOTBETCTBYIOIICH CTpOKH Tabmuilbl 1 Haxkmute kHonky MEPEMNOAKITIOYUTD.

UYroObl ynamuTh coenuHeHue, B pasaeine CMUMCOK coeAMHEHUN ycraHoBUTE (DIaXKOK cieBa OT

COOTBETCTBYIOIIIEH CTPOKH TabmuIel M HaxMuTe kHonky YOAATUTb ([1]).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

WAN-coeduHeHue muna JQuHamu4eckuli IPv4 unu Cmamuyeckul IPv4

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

MaBHble HACTPONKK

Cratiueckui IPv4

VWAM

statip_89

(D) Kowuvecmes cumensoe doaxro Bume He bonee 32
@ BxaouMTE CogMHEHKE

PucyHok 37. CmpaHuuya 0obasneHusi coeOuHeHuUs1 muna Cmamudyeckuli IPv4. Pa3den NnaeHble
Hacmpolku.

MapameTtp Onucanune

MmaBHblIe HAaCTPOMKMU

Ousnueckuid Wi BUpTyalbHbIE WAN-uHTEpdEic, K KOTOPpOMY

UHTepdenc
OyzeT mpHBSI3aHO CO37[aBAEMOE COCTUHECHHE.

Nma coeanHeHunn Haspanue coenunenus ans ynooHoOH naeHTU(DUKALINN.

C}IBI/IHLTG MEPCKIOYaTCIib BIIPaBO, YTOOBl BKJIIOYMTH JaHHOC

COCAMHCHUC.

Bknountb coeanHeHue
CHBI/IHBTC NEPCKIOYaTCIib  BJICBO, YTOOBl OTKJIIOYUTH JaHHOC

COCAMHCHUC.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C
J©  Knonuposate MAC-agpec Bawero ceTeBoro

afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 38. CmpaHruua dobasneHusi coeduHeHuUs1 muria CmamudJeckut IPv4. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbli mapameTp
HEOOXOIUMO 3ajaTh, €ciu Bam mnpoBaiinep pocTyma K CeTd
Wurepner ucnons3yer npusssky k MAC-aapecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaliiepa IpU 3aKIOUYEHUN
JI0rOBOpA.

UYroObl moIcTaBUTh B JaHHOE mojie MAC-ajipec ceTeBoro agamnrepa
KOMIIbIOTEPA, c KOTOPOTO TIPOU3BOAUTCS HACTpOWKa
MAC-agpec MapIIpyTH3aTopa, CIBUHBTE nepekiarouarens KnoHnposats MAC-
agpec Bawero ceteBoro apganTtepa BmpaBo. Ecmm
HepeKiouareib  CABUHYT  BIPABO, IMOJ€  HEAOCTYIHO ISt
peIaKTHPOBAHUSL.

UtoOnl moxcTaBuTh B AaHHOoe mosie MAC-anpec MapmipyTu3aTopa,
naxmute kHonky BOCCTAHOBUTbL MAC-AOPEC 1O
YMONYAHMUIO (xHomka 10CTyMHA, €CiU NePEeKIF0YaTeNb CABUHYT
BIIPaBO).

MTU MaxkcuMalbHBIN pa3Mep MaKeTa, epeaaBaeMoro nHTepdecom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

IPv4

IP-agpec*
192.168.161.228

Macka noacetu*

255.255.255.0

IP-zgpec wnwza*

192.168.161.1

MepBruHeIi DNS*

11141

BTOpUUHBIA DNS

1.0.01

® £ COBQMHEHINE COZ4AETCA TOMbKD AR WENOABIOEAHMN

3 [P-a4pe . To Bbi MOoXeTe
tyme sHavenua: IP-aqpec = 1.0.0.1, Ceres.
755.255 255252, IP-aapec wimo3a =

1.0.0.2

Macka =

1.0.0.2, MNepsuynsii

PucyHok 39. CmpaHuua 0obasneHusi coeduHeHuss muria Cmamudyeckul IPv4. Pa3dern IPv4.

MapameTp OnucanHune

IPv4

Jna muna Cmamuueckuii IPv4

IP-appec

Bsenure B nosne [P-agpec 1aHHOTO COETMHEHUS.

Macka noacetu

Beenure B noje Macky mOJCETH.

IP-appec wno3a

Brenute [P-anpec nuiro3a, ucnoib3yeMoro JaHHBIM COSAMHEHUEM.

MepBuYHbIKN DNS /
BTopu4yHbin DNS

Breaute angpeca mepBuuHoro u BTropuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIUE ITOJIA.

Jlna muna lunamuueckuii IPv4

MonyunTtb apgpec DNS-
cepBepa
aBTOMaTUYECKU

CnBuHbTE mepeKiIouaTens BIpaBo, 4ToObl aapec DNS-cepsepa
Ha3Hadascs apromaruuecku. [Ipu stom nons MepBuUYHbIN DNS u
BtopuuHbIn DNS HenocTynHb! 1715 pelakKTHPOBAHHS.

MepBu4HbLIN DNS /
BtopnyiHbin DNS

Beenute anpeca mnepBuuHOro u BrOopuyHOro DNS-cepBepoB B
COOTBETCTBYIOLIHE TOJIS.

Unentudukaro nopoBaigepa JocTynma K ceTd VIHTepHeT.
Vendor ID ¢ pv P P Y p
Heobszamenvnuiii napamemp.
Nms MapuIpyTH3aTopa, omnpeaesieMoe MIPOBAKICPOM.

Uma yctpoucrtea

Heobszamenvnuiti napamemp.

[Mocne 3amanmst Bcex HeoOXonuMbIX 3HaueHui Haxkmute kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

WAN-coeduHeHue muna JQuHamu4eckull IPv6 unu Cmamuyeckuu IPv6

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MmaBHble HACTPONKK

Cratvueckui IPve

WAN

statipvB_15

(D) Kowuvecrnes cumsosoe doaxro Bume He boree 32
@ BnounTs CosguHEHNE

PucyHok 40. Cmpa+uya dobasneHus coeQuHeHust muria Cmamud4eckul IPv6. Pa3den lNaeHble
Hacmpouku.

MapameTp OnucaHune

MmaBHbIe HAaCTPOMKHU

Ousnueckuil Wi BUpTyalnbHbIE WAN-uHTEpdEic, K KOTOPpOMY

UHTepdcpenc
OyzeT mpUBS3aHO CO37[aBAEMOE COCIUHECHHUE.

Nma coeanHeHunn HazBanue coennaenus s yaoOHON MACHTH(DUKAIINN.

CI[BI/IHLTC MEPCKIOYaTC]ib  BIIPABO, YTOOBI BKJIIOYUTH JaHHOC

COCAMHCHUC.

Bknwountb coeguHeHune
C,Z[BI/IHBTG HepeKJ’IIOLIaTeJ'IB BJICBO, I-ITOGI:I OTKJIFOYUTh JAaHHOC

COCIUHCHHUC.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 41. CmpaHuua 0obasneHusi coeOuHeHuUs1 muria Cmamuyeckut IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBawBaembiii uHTepdeiicy. [lanHbI mapameTp
HeoOXoAMMO 3ajiaTh, ecniu Bam mpoBaiizep AocTyma K CeTH
HNutepner ucnons3yet npusasky k MAC-anpecy. Beeaute B nose
MAC-anpec, 3aperucTpupOBaHHbIN y MpoBaiepa NpHu 3aKIOUCHUN
JI0TOBOPA.

Yt00BI TOACTAaBUTH B JaHHOE 1oje MAC-aapec ceTeBOro ajantepa
KOMITBIOTEpA, c KOTOPOTO HPOU3BOAUTCS HacTpoiKa
MAC-appec MapIIpyTH3aTopa, CIBHHBTE nepekioyarens KnoHnposats MAC-
agpec Bawero certeBoro apgantepa Bmpaso. Ecmm
HepeKIroYyaTeNb  CABHHYT  BIIPaBO, IOJ€  HEJOCTYIHO  JUIS
pEIaKTUPOBAHUSL.

UroOb1 moacTaBuTh B gAanHoe moie MAC-aapec mapiipyTtuszaropa,
nakmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJTYAHUIO (xHomKa 10CTYyIHA, €CIH MEPEKIoUaresib CABHHYT
BIIPaBo).

MTU MaxkcumanbHbIN pa3Mep MakeTa, epegaBaeMoro nHTepdeicom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

PucyHok 42. CmpaHuuya 0obasneHusi coeduHeHuss murna Cmamuyeckul IPv6. Pa3dern IPv6.

MapameTp OnucaHune

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec Beenute B none IPv6-aapec naHHOTO COSTMHEHMS.
Mpedumke JlnvHa npedukca noxcetu. OOBIYHO MCHONB3YeTCsl 3HaUCHUE 64.
Bseaute azpec IPv6-1mtro3a, HCTOJIb3YEMOTO JTAaHHBIM

IPv6-apgpec wnro3a
COCANHCHUCM.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuiHbIn
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuyHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOLIHE TOJIS.

Jlna muna Jlunamuueckuii IPv6

B packpsiBaromeMcsi criucke BbiOepuTe MeToj] Ha3zHaueHUs IPvo-
MonyuunTtb IPV6 aapeca JUIsi JAHHOTO COEAMHEHUSI WM OCTaBbTe 3HAYEHUE
ABTOMaTUYECKMN.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

B packpbIBaromieMcst CIIUCKe BEIOGPUTE PEKUM 3arpoca npedukca y

Beiecrosimero DHCPv6-cepBepa st popMupoBaHusS JHUana3oHa
[Pv6-anpecoB st TOKaIbHOM CETH.

* HeT — pexum 0e3 3anpoca npedukca.

 ABTOMaTM4YeCKM — pEXKUM C BO3MOXKHOCTBIO 3ampoca

BKNIOYUTE npedukca. Ilpu BeIOOpe 1aHHOrO 3HAYEHUS] MapUIPyTHU3aTOP
penerMpoBaHve sampammBaer npedpukc y DHCPv6-cepepa. Ilpu sToM
npedmkca nojlyueHue mpepukca He sBISETCS 00sA3aTeNbHBIM IS

YCTaHOBKH COCANHCHUAA.

* [pUHYAUTENbHO — PSKUM C MPUHYIUTEIBHBIM 3alIPOCOM
npedukca. [Ipu BeIOOpE MTaHHOTO 3HAUYEHUS MapIIPYyTHU3ATOP
sanpamuBaer mnpedpuxc y DHCPv6-cepepa. Ilpu sTom
nojy4yeHue Tnpedukca  SABIAETCS  OO0S3aTENBHBIM  JUIS
YCTaHOBKH COCANHCHUAA.

MonyuuTs anpec DNS- CrBuHBTE MEpEKIIIOUaTENh BIIpaBo, 4To0b! anpec DNS-cepsepa [Pv6

cepBepa
aBTOMaTM4eCKM

HasHayaycs aBromMarndecku. IIpu stom mons MepBuYHbLIM IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb
JUTSL peaKTUPOBAHHSL.

MepBuYyHbLIK IPV6 DNS-
cepBep / BropuuHbIn
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuyHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOILIKE TTOJIS.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

WAN-coeduHeHue muna PPPoE

Ha crpanune co3nanus

COCAMHECHUSA B

pasnene [NaBHble HACTPOWKU

BBIOEpUTE

COOTBCTCTBYIOLICC 3HAYCHHUC B CITMCKE Tun coeouHeHuAa u 3a)1a1‘/'ITe H606XO,[[I/IMI>IG napamMeTpshl.

[MaBHble HACTPOMKK

PPPOE
WAN

pppoe_16

nes cuMansoe doaxro Bume He Bonee 32

ol®

@ BxnounTs coegnHeHme

PucyHok 43. CmpaHuuya dobasrneHusi coeduHeHust murna PPPoE. Pa3den NaeHble HacmpoUuku.

MapameTp OnucaHue

MMmaBHbIe HACTPOMNKH

UHTepdcenc

Ouznyeckuit unu BUpTyaidbHbIE WAN-uHTEpdeiic, K KoTopoMy

6yz[eT IIPUBA3aHO CO3JaBa€MO€ COCINHCHUC.

Nma coeaunHeHun

HasBanue coequHeHus s ynO6HOI>i I/I,[[CHTI/I(I)I/IKaI_II/II/I.

Bknountb coegnHeHue

CI[BI/IHBTC NEPEKIOYATCIIb  BIIPaBO, YTOOBl BKJIFOYMTH JaHHOC

COeqUHEHHE.

C}IBI/IHLTG NEPCKIOYaTCiib BJICBO, YTOOBl OTKJIIOYUTH JaHHOC

COCAMHCHUC.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 44. CmpaHuua dobasneHus coeduHeHusi murna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBamBaembiii uHTepdeiicy. [lanHbI mapameTp
HEOOXOAMMO 3aJaTh, eclu Bam mpoBaiizep AocTyma K CeTH
Nurepuer ucnonb3dyet npuBa3ky k MAC-aapecy. Beeaute B mnose
MAC-anpec, 3aperucTpupoBaHHbIN y MpoBaiepa MpH 3aKIOUCHUN
JIOTOBODPA.

Yt00bI MOZCTaBUTH B NanHOe moie MAC-ampec ceTeBoro ajaanrepa
KOMITbEOTEPA, c KOTOPOTO HPOU3BOIUTCS HacTpoika
MAC-appec MapIIpyTH3aTopa, CABHHbTE nepekiodarens KnoHnposats MAC-
agpec Bawero ceTteBoro apgantepa Bmpaso. Ecum
IepeKIrovaTeNlb  CABUHYT  BIPAaBO, IOJIE  HENOCTYITHO IS
pEeIaKTUPOBAHUSL.

Uro6sl moacTaBuTh B AanHoe moie MAC-aapec mapiipyTu3aropa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 10O
YMOJMYAHUIKO (kHOmKa 10CTYyIHA, €CIH IePEKIIoYareb CABUHYT
BIIPaBO).

MTU MaxkcumanbHbIN pa3Mep MakeTa, epeaaBaeMoro nHTepdercom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

PPP

bes dBTOpU3aLUN

MNapone* @

MTU*

1492

—||:-C-TE KON WHGPOBaHWA

Bes wudposanva -

MpoToKoN aYTeHTHGUKALNMK

AUTO -
T Keep Alive

LCP WHTEpEan®

30

LCP npoBanui®

3

CoeuHeHne No TpEﬁOBaHHI'O

J°  OTnagka PPP

PucyHok 45. CmpaHuuya dobasrneHusi coeOuHeHus muria PPPoE. Pa3den PPP.

MapameTp OnucaHwue

PPP

C[[BI/IHBTG NEPCKIOYATCIIb BIIPABO, C€CIH JIsI JOCTYyIla B I/IHTepHeT

be3 aBTOpU3sauumn
Bawm He HYXXHO BBOAWUTDb UM I1OJIB30BATCIIA U 1TApOJIb.

Mma nonb3oBaTens Wms monp3oBarens (JOTuH) 11t 1ocTyna B lHTepHeT.

[Tapons g noctyna B MHrepHer. Haxmure Ha 3Ha4oK

Maponb N
Moka3aTtb ( & ), yToOBI OTOOPA3UTH BBEICHHBIN TAPOJIH.
Umsa cepBUuca Nmst PPPoE-cepBepa, BRIMOTHSIONIETO ay TEeHTU(DUKAIHUIO.
MTU MaxkcumalnbHbIN pa3Mep Mmakera, nepeaBaeMoro HHTepdercom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp Onucanwne

Hacrpoiika mmudposanus no nporokoiny MPPE.

* be3 wudpoBaHua — MPPE-mmdpoBanre He MpUMEHSETCS.

« MPPE 40 128 bit — npumensercs MPPE-umdpopanue c
nuHOM Kirroua 40 wnm 128 Our.

* MPPE 40 bit — npumensiercs MPPE-tmdpoBanue ¢ aiuHoi

MpoTokon
wndposaHus kiroua 40 OuT.
 MPPE 128 bit — npumensercas MPPE-umdpoBanue ¢
JUTHHOM Kiroua 128 owur.
MPPE-mudpoBanre npumeHsieTcss TOJIbKO B Clydasx, Korga B
packpeiBatomemMcsi  cniucke  [poTokon  ayTeHTUdpukaumm
Beigeneno 3Hauenue MS-CHAP, MS-CHAPvV2 win AUTO.
MNMpoTokon BeiGepute u3 crnucka HEOOXOAMMBIA METOJ ayTeHTH(PHUKALUU WIH
ayTeHTUdMKauum ocrasbre 3HaueHre AUTO.
({1oooepotcusams nookniouenue) CIBUHBTE MEPEKITIOUATEND BIIPABO,
4T00BI MapIIPYTH3aTOP MOAIEPKHUBAJ COCAMHEHUE C MPOBANHAEPOM,
. Jake KOTJa COEAMHEHWE HEAKTHBHO B TEUEHHE OIPEICIICHHOTO
Keep Alive

nepuoja BpeMeHH. Eciou  mepexitodarenib  CABMHYT — BIIPaBo,
JMOCTYNHBIMHA  JUIS  pelaKkTHpoBaHus craHoBsatcs moinst LCP
mHTepBan u LCP npoBanbl. 3agaiite HEOOXOAMMBIE 3HAYCHHUSL.

CaBuHbTE  nepeKkiroyarenb  BIOPAaBO, €CIM  XOTUTE, YTOOBI
MapuIpyTU3aTop yCTaHaBIMBajd coenuHeHne ¢ MHTepHeT 110
TpeboBanuio. B moine MakcumanbHoe Bpemsi HeaKTUBHOCTMU
3ajaiiTe BpeMs npoctos (B CeKyHJax), MOcie KOTOPOTO COEAUHEHHE

CoeauHeHue no
TpeboBaHuO

ABTOMATUYCCKHU PA3PbIBACTCA.

o 3anoiaHUTE Mojie, eciii XOTUTE MCIIONIb30BaTh crarndyeckuil [P-agpec
Cratnyeckun IP-agpec
JUISL COEAMHEHUS ¢ ceTh0 IHTEPHET.

CILBI/IHBTC NEPCKIOYaTCIib BIIPAaBO, €CJIM XOTHUTE, 4TOOLI B KypHall

Otnapka PPP

3aHOCWJIach Bes 0Taaa0uHas nHpopmanus no PPP-coennnenuto.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU

MepBuyHbIi DNS

BropuuHein DNS

PucyHok 46. CmpaHuya dobasrneHusi coeOuHeHusi murnia PPPoE. Pa3desn IPv4.

MapameTp OnucaHue

MonyuuTtb agpec DNS-
cepsepa
aBTOMaTUYeCKHM

CaBuHbBTE TEpeKiroyaresb BrpaBo, 4rtoObl aapec DNS-cepsepa
Ha3Havascs apromaruuecku. [Ipu stom nons MNepBUYHbIM DNS u
BropuuHbin DNS HenocTynHb 17151 pelaKTUPOBAHUSL.

MepBnYHbIN DNS /
BtopuuHbin DNS

Beeaute ampeca mepBuuyHOoro u BTOpuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIHE ITOJI.

[Tocne 3amanust Bcex HeoOXonuMBbIX 3HaYeHn Haxxmute kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

WAN-coeduHeHue muna PPTP, L2TP, L2TP Dual Stack unu L2TP over IPsec

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MaBHble HacTPONKK

PPTP
Mpynna

Default

pptp_B0

B
WL

Koauwecmes cukansoe doaxHe Bume He Boaee 32

@ Bxnounts coeguHeHne

PucyHok 47. Cmparuya dobasrnieHusi coeOuHeHuss muna PPTP. Pa3den nmasHble HacmpoUuKu.

MapameTp OnucaHue

MaBHbIe HAaCTPOMKHU

Tun nHTepcenca

B packpeiBaromemMcsi CHOUCKE BBIOEpUTE HEOOXOAMMBIA THII
uHTepdeiica, KOTOPBINA OyIET UCIIONB30BATHCS JIJIsl COSAMHEHUS.

UHTepdcenc

B packpeiBaromemcsi cnucke BblOepuTe HeoOxomumoe WAN-
COCIMHECHHWE WU TPYIIy COCIWHEHWH MaplipyTH3aTopa, Mpu
MOMOIIM KOTOPBIX OyaeT paboTarh cO374aBaeMoOe€ COEIUHEHUE.
Ecnun BeiOpana rpynma uHTepdencoB, OyIeT HCIOIb30BaTHCA
WAN-coenHeHue M0 YMOIYaHHIO 711 BBIOPAaHHOM TPYIIIIHI.

Nma coeanHeHun

Ha3zBanue coequHeHus A y100HOH HIeHTU(DUKAIIUH.

Bknountb coegnHeHue

CZ[BHHBTG MEPCKIOYaTC]ib BIIPaBO, YTOOBl BKJIIOYHTH JaHHOC

COEIHEHHE.

C[[BI/IHLTC NEPCKIOYaTC]ib  BJICBO, YTOOBI OTKIIFOYHMTh JaHHOC

COeqUHEHHE.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

PPP

be3 aBTOpHU3aL K

MNapons* L]

MTU*
1456

MpaTokon WhdposaHNa

Bes wndposanma -

MpoTtokon BYTEHTUQHKILMA

AUTO -
. Keep Alive

LCP uHTEpBAN™

30

LCP npoBanei*

3

CoegnHeHWe no TpeﬁOBaHHIO

Otnagka PPP

PucyHok 48. CmpaHuya dobaeneHusi coeduHeHuss muna PPTP. Pa3den PPP.

MapameTp OnucaHue

PPP

CaBuHbTE HepeKirodarelb BIPaBo, €ClK U AocTyna B MHTepHeT

be3 aBTOpM3auumn
Bawm ue HYXHO BBOAWUTH MM IMOJIB30BATCIIA U IapOJib.

Uma nonb3oBaTens Wwms nonp3oBarens (JIoruH) 11 foctymna B HTepHeT.

[Tapons gns  pgoctyma B HMaTepHer. Haxmure Ha 3HaA4oOK

Maponb .
MNMoka3saTb ( & ), yToOBI 0OTOOPA3UTH BBEIECHHBIH MapOIIb.

Appec VPN-cepsepa | IP- unmu URL-agpec PPTP- nnu L2TP-cepBepa ayTenTHduKamy.

MTU MaxkcuMasbHBIH pa3Mep MmakeTa, mepeaaBaeMoro HHTeppecom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Hacrpoiika muposanus no nporokory MPPE.

* bBbe3 wudpoBaHua — MPPE-mudpoBanue He IpUMEHIETCS.

« MPPE 40 128 bit — npumensercs MPPE-umdposanue c
mHOU Kiroua 40 i 128 OuT.

* MPPE 40 bit — npumensiercs MPPE-mudpoBanue ¢ anunoi
MpoTokon wudgpoBaHus xroua 40 6uT.

* MPPE 128 bit - npumensercs MPPE-mmdpoBanue c
JUIMHOM Kiroya 128 6ur.

MPPE-nmudpoBanue npuUMeHsSETCs TOIBKO B ClyyasX, KOrja B
packpeiBatoniemcst  crucke  [lpoTokon  ayTeHTUdMKauum
Beifeneno 3Hauenne MS-CHAP, MS-CHAPvV2 wiim AUTO.

MpoTokon Bribepute u3 crnucka HEOOXONMMBIM METOA ayTeHTU(UKALUU WU
ayTteHTUUKaummn ocraBeTe 3Hauenne AUTO.

(Iloooepoicusamo nookaouenue) CIBUHBTE TEPEKIIOYATENb BIIPABO,
9TOOBI MapIIPYyTH3ATOP MOAACPIKUBAT COSAMHEHUE C TIpoBaiiiepoM,
JaKe KOTJa COCMUHCHHWE HEaKTHMBHO B TEUCHHE ONPEACIICHHOTO

Keep Alive
nepuona BpeMeHHW. Ecnu  mepekiodareib  CIBHHYT — BIPABO,
noctynusiMu cranoBsites mojisi LCP nHtepBan u LCP npoBanbl.
3anaiiTe HCOOXOMMMEBIE 3HAYCHUSI.
Tonvko ons munos PPTP, L2TP u L2TP over IPsec.
CaBuHBTE  TIEPEKIIOYATENIb  BIPABO, €CIAM  XOTHUTE, YTOOBI
CoenvHeHue no MapIIpyTH3aTOp yCTAHABIMBAJI COENMHEHUWE ¢ VIHTEpHET 110
TpebGoBaHuio TpeboBanuio. B mone MakcumanbHoe BpemMsi HeEaKTUBHOCTHU

3ajaiTe BpeMsl IPoCTos (B CEKYH/aX), MOCIe KOTOPOr0 COCTUHECHHUE
ABTOMAaTHYECKU Pa3phIBACTCS.

o 3amnoaHuTe ITI0JIC, €CJIM XOTHUTC HUCIIOJIB30BATh cratnueckuii 1P -aZpec
Cratuueckum IP-agpec
JUISl COEUHEHHUS C ceThio IHTepHeT.

C,I[BI/IHBTC IICPCKIIYATCIIb BIIPABO, €CIIN XOTHUTC IITO61>I B XYpHaAJ
OTtnaaka PPP p paso, ’ yp
3aHOCHUJIaCh BCA OTJIaJOYHAsA I/IH(I)OpMaI_II/IH 110 PPP—COGI[I/IHCHI/IIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU

MepBuyHbIi DNS

BropuuHein DNS

PucyHok 49. CmpaHuuya 0obaerneHusi coeduHeHusi murna PPTP. Pa3den IPv4.

MapameTp OnucaHue

MonyuuTtb agpec DNS-
cepsepa
aBTOMaTUYeCKHM

CaBuHbBTE TEpeKiroyaresb BrpaBo, 4rtoObl aapec DNS-cepsepa
Ha3Havascs apromaruuecku. [Ipu stom nons MNepBUYHbIM DNS u
BropuuHbin DNS HenocTynHb 17151 pelaKTUPOBAHUSL.

MepBnYHbIN DNS /
BtopuuHbin DNS

Beeaute ampeca mepBuuyHOoro u BTOpuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIHE ITOJI.

IPv6
omyunTs IPvE
ABTOMATHYECKK -
BemOunTE AEnerMpoBaHue npedaca
ABTOMaTHYECKH hd

. MonyunTs agpec DNS-cepeepa aBTOMaTHUUECKH

PucyHok 50. CmpaHuuya dobaeneHusi coeduHeHuss murna L2TP Dual Stack. Pasden IPv6.

MapameTp OnucaHue

IPv6 (0521 muna L2TP Dual Stack)

MonyuuTb IPV6

B packpsiBaromeMcsi CIiMcke BBIOSpUTE METON HasHaueHus I[Pvo-
agpeca Uil JTaHHOTO COCAMHEHUS WIM OCTaBbTE 3HAYEHUE
ABTOMaTUYECKM.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

B packpsbiBaromemcst ciucke BbIOEpUTE pexkHUM 3arpoca rnpeduxca y
Boimrecrosiimero DHCPv6-cepepa miist opMupoBaHus aMana3oHa
[Pv6-anpecoB 1 JI0KaIbHON CETH.

* HeT — pexum 0e3 3anpoca npedukca.

 ABTOMaTM4YeCKM — pCSKUM C BO3MOXKHOCTBIO 3aIpoca

BKNIOYUTH npedukca. [Ipu BpIOOpe JaHHOTrO 3HAUEHUS MapUIPyTH3ATOP
penervpoBaHmue sampammBaer npedpuxc y DHCPv6-cepsepa. Ilpu 3TOoM
npedukca nojgyueHue npedukca He SBISETCA 00s3aTeIbHBIM IS

YCTAHOBKH COCOAWHCHUAA.

* [pUHYAUTENBbHO — pPEeXKUM C MPHHYAUTESIBHBIM 3aIIPOCOM
npeduxca. [Ipu BeIOOpe TaHHOTO 3HAYCHHS MapPIIPYTHU3ATOP
sanpamuBaer mpepukc y DHCPv6-cepsepa. Ilpu sTom
nojgy4yeHue mpedukca  SBISETCS  00S3aTEIBHBIM  JUIS
YCTaHOBKH COCAVHCHUA.

MonyuuTs anpec DNS- CnBuHBTE MEepeKIIoYaTesb BpaBo, uToObl aapec DNS-cepsepa [Pv6

cepBepa
aBTOMaTM4eCKM

HasHayayics aBTomarudecku. IIpu stom mons MNMepBuYHbIN IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HeaoCTyIHBI
JUTSL peIaKTUPOBAHHSL.

MepBU4YHbLIN IPV6 DNS-
cepBep / BropniHbIn
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuuHoro DNS-cepsepos [Pv6 B
COOTBETCTBYIOILIHE TTOJIA.

IPsec

@ BxmounTs PFS

@ Pazpewurs DPD

() 0P - Dead Peer Detection

30

120

YKazare nopT NoOAKNKY2HWA

PucyHok 51. CmpaHuuya dobasneHus coeduHeHuss murna L2TP over IPsec. Pa3des IPsec.

! HaCTIZOﬁKH JOJIZKHBI OBITh OJMHAKOBBIMH JJIA 00enx CTOPOH, OPTraHU3YIOIMINX TYHHC]Ib.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

IPsec (012 muna L2TP over IPsec)

Knrou a1t B3auMHoM ayTeHTH(UKAIMK cTOpoH. HaxkmuTe Ha 3HAYOK

Kntoy .
Moka3aTtb (&), 4ToObI 0TOOPa3UTh BBEACHHBIH KITHOY.

CnBuHbBTE NEpeKItodYareiab BIPaBO, YTOObI BKIHOUUTH oniuio PFS
(Perfect Forward Secrecy, cosepuiennas npamas ceKpemHOCmb).
Ecam mepekimrouarenb CIABHHYT BIOpPaBO, NpH ycTaHOBKe IPsec-
Bknountb PFS P YT BUpARe, TpH ¥
TyHHEJsS1 Oy/IeT MPOMCXOAUTh HOBBI OOMEH KITFOYaMu IH(pOBaHHSL.
Hcnonp3oBanue JaHHOW OIIMM TOBBIIIAET YPOBEHb O€30MAaCHOCTH

nepeady JaHHbIX, HO yBennuuBaeT Harpy3ky Ha DIR-853/SE.

CIaBUHBTE  TepeKIoyareidb  BIOPaBO,  YTOObI  pa3perinTh
ucnoap3oBanue mnporokoda DPD mnga mannoro tyHHens. Takas
HACTPOWKA IO3BOJISICT MPOBEPUTH COCTOSHHUE YIAJICHHOTO y3ja B
PaspewuTs DPD TYHHEJE: eciaud OOMeH 3amu(pPOBAaHHBIMU MMAKETaMH MEXIy

MapIIpyTH3aTOpOM  H  YAaJCHHBIM  y3JIOM  IMPEKpaIiaercs,
MapIIpyTU3aTop HavyMHAeT mochuiath DPD-3ampochkl yaaneHHOMY
y3iy. Ecnu mepekiouarens CIBUHYT BIIEBO, o 3agepxka DPD

u Taum-ayT DPD HenocTynHbl 11l peIaKTUPOBAHUSL.

[lepuon Bpemenu (B cekyHaax) wexay DPD-3zamnpocamu. Ilo

3apepxka DPD
YMOJIYAHUIO 3a1aHO0 3HaueHue 30.

Bpewmst oxxumanus orBeta Ha DPD-3anpoc (B cexynnax). Ecnu y3en
HE OTBEYAET uepe3 yKa3aHHOE BPeMsl, MapIIPyTHU3aTOp OOpHIBAET
Taum-ayt DPD COCIMHEHHUE 0 TYHHEJI0, OOHOBJSCT HH(OPMAIIMIO O HEM U 3aHOBO
MBITAETCS. BOCCTAaHOBUTH coeAuHeHue. [lo ymonuanuio 3amaHo
3HaueHue 120.

CaBuHBTE MepeKyoYarTeslb  BIPAaBO, UTOOBI HW3MEHHMTH  IOPT,
Ykaszatb nopt UCTIOJIb3YEeMbI JUIsi OOMEHa MJaHHBIMH C JpPYrod CTOpPOHOH, |
noaKknoyYeHus BBE/INTE HEOOXOMMOE 3HaYeHHE B oToOpasusiiemcs moje MopT. 1o
YMOJIYaHUIO 3a1aHO 3HayeHue 1701.

[Mocne 3amanmst Bcex HeoOXomuMbIX 3HaYeHui HakmuTe kHonky MPUMEHUTD.

[MTocne coznanus coequnenus tuna L2TP over IPsec na crpanunie VPN / IPsec B pa3nene CtaTtyc
oToOpakaeTcs Tekymiee coctossaue [Psec-Tynnens.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MaBHblEe HACTPOMKK
-
wan
pppoeve_1
0 TIEG CUMANADE BoANHD Baime He Boaee 32

(i) Fosuvermes

@ BxnounTs coegnHeHme

PucyHok 52. CmpaHuua dobasneHusi coeduHeHuss murna PPPoE IPv6. Pa3den NaeHble HacmpolKu.

MapameTp OnucaHune

MMaBHble HaCTPOMKM

Ousnveckuii i BUpTyanbHbIE WAN-uHTEepdeiic, K KOTOpomy

UHTepdpeinc
OyIeT MIPUBSA3aHO CO3/]aBAEMOE COCITMHEHUE.

Nmsa coeanHeHunn Hasanue coenuHeHus A1 y1oOHON UACHTU(DUKAIINH.

CI[BI/IHBTG MEPCKIOYaTCJIb  BIIPABO, YTOOBI BKJIIOYUTH JAaHHOC

COCOAMHCHUC.

Bknwountb coegnHeHune
CI[BI/IHLTC NEpCKIOYaTC]ib  BJICBO, ‘1TO6LI OTKJIFOYUTH JAaHHOC

COCANHCHUC.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C
J©  Knonuposate MAC-agpec Bawero ceTeBoro

afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 53. CmpaH+uua 0obasneHusi coeduHeHuss murna PPPoE IPv6. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbli mapameTp
HEOOXOIUMO 3ajaTh, €ciu Bam mnpoBaiinep pocTyma K CeTd
Wurepner ucnons3yer npusssky k MAC-aapecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaliiepa IpU 3aKIOUYEHUN
JI0rOBOpA.

UYroObl moicTaBUTh B JaHHOE mojie MAC-ajipec ceTeBoro amamnrepa
KOMIIbIOTEPA, c KOTOPOTO TIPOU3BOAUTCS HACTpOWKa
MAC-agpec MapIIpyTHU3aTopa, CIBUHBTE nepekaouarens KnoHnposats MAC-
agpec Bawero ceteBoro apganTtepa BmpaBo. Ecmm
HepeKiouareib  CABUHYT  BIPABO, IMOJ€  HEAOCTYIHO ISt
peIaKTUPOBAHUSL.

UtoOnl moxcTaBuTh B AaHHOoe mosie MAC-anpec MapmipyTu3aTopa,
naxmute kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMONYAHMUIO (xHomka H0CTyMHA, €CIU NePEeKIF0YaTeNb CABUHYT
BIIPaBO).

MTU MaxkcuMalbHBIN pa3Mep MaKeTa, epeaaBaeMoro nHTepdecom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

PPP

A be3 dBTOpU3al Kk

Mms none3osatens*

Maponb* ©

Wms cepsuca

MTU*

1492

MNpoTokon WndpoBaHnA

Bes wwudposaHnAa -

MpOTOKON 3YTeHTUDMKALIK

AUTO -
@ Keep Alive

LCP uHTepean®

30

LCP nposanw®

3

Cratnueckui IP-agpec

J Otnagka PPP

PucyHok 54. Cmparuuya dobasrneHusi coeOuHeHus munia PPPoE IPv6. Pasden PPP.

MapameTp OnucaHue

PPP

C,I[BI/IHI)TG IICPCKIIKOYATECIIb BIIPAaBO, €CJIHU HJIA OOCTYyIIa B I/IHTG HCT
Be3 aBTOpU3aLum p paso, Y p
Bam ue HY>XHO BBOAUTH UM I10JIb30BATCIIA U ITAPOJIb.

Uma nonb3oBaTens WM nonws3oBarens (JIoruH) ans goctyna B HTepHeT.

[Tapons gns  nmocryma B HatepHer. Haxmure Ha 3HA40K

Maponb .
MNMoka3aTtb ( & ), 4ToObI 0TOOPA3UTH BBEICHHBIN MTAPOJIb.
Uma cepBuca Nwmsa PPPoE-cepBepa, BHITOTHSIONIETO ayTeHTU(HUKAIHUIO.
MTU MakcuMalbHBIH pa3Mep MakeTa, epeaaBacMoro HHTepdercom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Hactpoiika mmdposanus no nporoxkoay MPPE.

* be3 wudpoBaHna — MPPE-mmdpoBanue He MPUMEHSETCS.

« MPPE 40 128 bit — mpumensercs MPPE-mmdpoanue c
JuHOH Kiroda 40 wim 128 our.

* MPPE 40 bit — npumensiercs MPPE-tm¢poBanue ¢ amuHoi

MpoTokon
wndposaHus kioda 40 Our.
« MPPE 128 bit — npumensercs MPPE-mmdpoBanue c
JUTMHOM Kitroua 128 owur.
MPPE-nmudpoBanne npuMeHseTcss TONBKO B CllydasiX, Korga B
packpeiBaromiemcst  criimcke  [lpoTokon  ayTeHTUdMKaumm
Beineneno 3Hauenne MS-CHAP, MS-CHAPvV2 i AUTO.
MpoTokon BriGepute u3 crnmcka HEOOXOMUMBIN METON ayTeHTH(HUKAIIUU I
ayTeHTUdMKauumn ocraBete 3Hauenne AUTO.
(I1oooepoicusamov nooxnouenue) CIBUHBTE MEPEKIIOYATENb BIPABO,
YTOOBI MapIIPYTU3aTOP MOJICPKUBAJI COSNMHEHUE C MPOBAKIEPOM,
. Jake KOTJa COEIMHEHUWE HEaKTHBHO B TEUEHHE OMNPEEICHHOTO
Keep Alive

nepuoga BpeMeHHM. Ecim  nmepexirodarenb  CABUHYT — BIIPaBo,
JNOCTYNHBIMHA  JUIS  pelakTUpoBaHus craHoBsircs 1moias LCP
umHTepBan u LCP npoBanbl. 3anaiite He0OXOAMMEBIE 3HAYCHUS.

3anoJIHUTE MOJIe, €CIIM XOTUTE UCIOIb30BaTh cTarnyeckuil [P-agpec

Cratnueckun IP-agpec
J1s1 COCAMHCECHUS C CETHIO I/IHTepHeT.

C}IBI/IHI)TC TICPCKIIIOYATCJIb BIIPpABO, €CIIN XOTHUTEC ‘—ITO6I>I B X HaJl
Otnapka PPP P paso, ’ yp
3aHOCHJIaCh BCS OTiaouHast uHpopmanus o PPP-coequnenuto.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU
MepBuyHbIA DNS

BropuuHein DNS

PucyHok 55. Cmparuya dobasrneHusi coeOuHeHuss murna PPPoE Dual Stack. Pa3desn IPv4.

MapameTp OnucaHue

IPv4 (05151 muna PPPoE Dual Stack)
Monyuntb agpec DNS- | Casunbre mnepekiaouarenab BrapaBo, uToObl agpec DNS-cepsepa
cepBepa Ha3Hadascs apromarudecku. [Ipu srom mosst MepBUYHBbIN DNS u
aBTOMaTUYECKMU BropuyHbi DNS HenocTynHbl A5 peJaKTHPOBAHUSL.
MepBuYHbIN DNS / BBenute anpeca mepBuuHoro u BTOopuuHOro DNS-cepBepoB B
BrtopuuHbin DNS COOTBETCTBYIOIIUE TTOJIS.
IPv6
AEI.'I'OME.THHEGKH -
ErmounTe AEnErMpoBaHHe npedveca
ABTOMATHYECKK -

. MonyunT agpec DNS-cepeepa aBTOMaTHUUECKH

PucyHok 56. CmpaHuua 0obasneHusi coeduHeHusi murna PPPoE IPv6. Pa3desn IPv6.

MapameTp OnucaHue

IPv6
B packpsiBaromeMcs CIHCKE BbIOEpUTE METON HasHadeHus IPv6-
Monyuunts IPV6 aapeca JUIsl JaHHOTO COCAMHEHHMS WM OCTaBbT€ 3HAYCHHE
ABTOMaTUYECKMU.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

B packpsiBaromeMcst CIMcKe BBIOEPUTE PEKUM 3arpoca npedukca y
Boimrecrosiimero DHCPv6-cepepa miist opMupoBaHus aMana3oHa

[Pv6-anpecoB 1 JI0KaIbHON CETH.

* HeT — pexum 0e3 3anpoca npedukca.

 ABTOMaTM4YeCKM — pCSKUM C BO3MOXKHOCTBIO 3aIpoca

BKNIOYUTH npedukca. [Ipu BpIOOpe JaHHOTrO 3HAUEHUS MapUIPyTH3ATOP
penervpoBaHmue sampammBaer npedpuxc y DHCPv6-cepsepa. Ilpu 3TOoM
npedukca nojgyueHue npedukca He SBISETCA 00s3aTeIbHBIM IS

YCTAHOBKH COCOAWHCHUAA.

* [pUHYAUTENBbHO — pPEeXKUM C MPHHYAUTESIBHBIM 3aIIPOCOM
npeduxca. [Ipu BeIOOpe TaHHOTO 3HAYCHHS MapPIIPYTHU3ATOP
sanpamuBaer mpepukc y DHCPv6-cepsepa. Ilpu sTom
nojgy4yeHue mpedukca  SBISETCS  00S3aTEIBHBIM  JUIS
YCTaHOBKH COCAVHCHUA.

MonyuuTs anpec DNS- CnBuHBTE MEepeKIIoYaTesb BpaBo, uToObl aapec DNS-cepsepa [Pv6

cepBepa
aBTOMaTM4eCKM

HasHayayics aBTomarudecku. IIpu stom mons MNMepBuYHbIN IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HeaoCTyIHBI
JUTSL peIaKTUPOBAHHSL.

MepBU4YHbLIN IPV6 DNS-
cepBep / BropniHbIn
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuuHoro DNS-cepsepos [Pv6 B
COOTBETCTBYIOILIHE TTOJIA.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

Hactpowka mapwpyTtusatopa

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

WAN-coeduHeHue muna Mob6usnbHbIU UHMepHem

Ecin s SIM-kaptel Bamero USB-moznema ycranosneHa nposepka PIN-kona, s koppekTHOM
pabotsl MoOmibHOrO WAN-coennnenuss Haxkmute kHonky BBECTWU PIN B yBemomienunu B
IPaBOM BEpXHEM yIiy cTpaHullsl ¥ BBeaure PIN-kon B oToOpasuBiemMcst OkHe. 3aTeM Ha CTpaHMIe
co3/1aHMs coeqrHeHus B pasesic [MaBHble HACTPOWMKM BbIOEpHTE COOTBETCTBYIOIICE 3HAUYCHHE B

crricke TUN cOeAUHEHUS U 3a1aiiTe He0OXOIUMbIC TTAPAMETPBI.

[MaBHble HACTPOWKK

AN COBMHEHNR

MOOWNEHBIA MHTEPHET A

mobileinet_88
() Konusecmen cumeance donmro Suime we Gonee 32

@ BxnounTs coepuHeHme

KMcnonk20BaTe Kak MHTepdeiic

PucyHok 57. CmpaHuua dobaeneHusi coeduHeHusi murna MobunbHbil uHmepHem. Pa3desn MnaeHbie

Hacmpouku.

MapameTp OnucaHue

MaBHble HacCTPOWNKM

Nma coeanHeHun

HasBanue coenuaeHus A1 y1oOHON UACHTU(DUKAIINH.

Bknrountb coeguHeHue

CI[BI/IHBTG MNEPCKI0YATC/Ib  BIIpPaBo, yTOOBI BKJIFOUUTH JaHHOC
COCOIMHCHHC.
CI[BI/IHBTG NEpCKIOYaTCiib  BJICBO, yTOOBI  OTKJIIOYHTh JaHHOC

COCOIMHCHUC.

Ucnonb3oBaTb Kak
uHTepdenc

ChBuHbTE TMEpeKIroYareslb BIPaBO, YTOOBI CO31aTh CETEBOU
uHTEpQec g TaHHOTO COSAMHEHUS, HapUMep, /Ui 00beTUHEHUS
HECKOJIBKUX MHTEp(EeiCoB B MPO3payHOE COSTUHEHNUE.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Hactpoikn mogema

BbIEOP MOOEMA/SIM-KAPTbI

Auto -

Howmep go3BoHa

*00#

@ ©5e: aETopuzawm

MpoToKon ayTeHTMdHKaLUN

Tun

IPv4 v

PucyHok 58. CmpaHuua dobasrneHusi coeOuHeHus1 murna MobunbHbIli uHmepHem. Pasden Hacmpoliku
modema.

MapameTp Onucanue

HacTtponku mogema

BbIBOP Haxwmure KHOMKY, 4TOOBI NpUBS3aTh COEAMHEHHE K OJHOMY W3
MOOEMA/SIM-KAPTbI | noagxmouennsix USB-monemoB!'.

JlanHOE TONIE OmpeneNnseT THII CETH, K KOTOPOH ITOIKITIOUaeTCs
Mapmpytusatop. OcraBere 3HaueHne Auto, 4ToOBI MapIIpyTH3aTOP

Pexum
ABTOMATHYECKH MOIKIIOYANICS K JOCTYIIHOMY THITy CETH, JIHOO
BBIOCPUTE HEOOXOAMMOE 3HAUYCHUE B PACKPBIBAIOIIEMCS CITUCKE.
APN Ha3zBanue Touku qocTyma.
Homep no3BoHa Homep 7151 HOIKITIOUSHHUS K CEpBEPY aBTOPH3ALIUH OepaTopa.

CI[BI/IHBTG MEPCKIOYATCIIb BIIPaBO, €CJIU Ui MOAKIIOYCHUA K CCTHU

Be3 aBTOpU3auumn
oreparopa He TpeOyeTcsl aBTOpU3AIIHSL.

MpoTokon

Bribepute u3 crircka HeOOXOIUMBI METO] Ay TCHTU(UKAIINH.
ayTteHTUdMKaummn

Uma nonb3oBaTens Wms nonp3oBarens (JJOTUH) JUIs MOAKIIIOYEHHSI K CETH OIepaTopa.

11 Ilpu MOAKITIOYEHUH HECKOIBKHUX yCTPOWCTB K omHOoMy USB-mopTy mapmipyTusaTtopa peKOMEHIyeTcs HCIONb30BaTh
USB-KOHIIEHTPATOp C COOCTBEHHBIM NMUTAHUEM.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

[Taponps ns moakIrOUEHHs K ceTH oneparopa. Haxxmure Ha 3Ha4OK
MNMoka3aTtb (), 4T00bI 0TOOPa3UTh BBEACHHBIH MAPOJIb.

Maponb

Bepcust [P-nmporokona, koTtopyro OyIeT HCIONb30BaTh JaHHOE
Tun coequnenue. Breioepute 3Hauenue IPv4, IPv6 wim Dual wu3
PacKpBIBAOLLErOCs CIIUCKA.

PPP

MTU*
1370

. Keep Alive

LCP nHTepsan®

30

LCP npoBansi*

3

) CoegvHeHKe no TpeboBaHWIO
MakcumansHoe Bpemsi HeakTVBHOCTM (B CeKyHAax)

) Ortnagka PPP

PucyHok 59. CmpaHuua dobasrneHusi coeOuHeHusi muria MobunbHbil uHmepHem. Pa3desn PPP.

MapameTp OnucaHune

PPP

MTU MakcumanbHBIN pa3Mep MakKeTa, epeiaBaeMoro nHTephercom.

(IToooepoicusamov nooknouenue) CIBUHBTE TEPEKITIOYATENb BIPABO,
9TOOBI MapIIPyTU3aTOP MOAAEPKUBAIl COSTUHEHUE C TIPOBANACPOM,
. JaKe KOTJa COCIMHCHUE HEAKTHMBHO B TEUYCHHE OIPEIEICHHOTO
Keep Alive
neprona BpeMeHW. Eciou mepekiodareidb CABHHYT — BIIPABO,
JMOCTYMHBIMUA  JUI  pelakTUpoBaHus craHoBsATcs 1oiast LCP

mHTepBan u LCP npoBanbl. 3aaaiite He0OXOAMMBIE 3HAUEHUS.

CaBuHbTE  nepekiIrouarenb  BIOPaBO, €CIM  XOTUTE, 4YTOOBI
MapLIpyTH3aTOp yCTaHaBiIMBaJl cOeAMHEHHEe ¢ VIHTepHeT 1O
TpeboBanuio. B mone MakcumanbHoe BpemMsi HeaKTUBHOCTU
3ajiaiiTe BpeMs MpocTos (B CEKyHJax), Mocie KOTOPOro COeIMHEHHE

CoepgnHeHue no
TpeboBaHuIO

ABTOMATHUYCCKHU Pa3PLIBACTCA.

C,Z[BI/IHBTG MNEPECKIOYATCIIb BIIpaBO, €CJIU XOTHUTC, YTOOBI B KypHall

Otnapgka PPP
3aHOCHUJIACh BCA OTJIaJOYHAs I/IH(I)OpMaI_II/ISI 10 PPP-COGZ{I/IHGHI/IIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

IPv4

@ nonyunTs appec DNS-cepepa aBTOMaTAYECKU

PucyHok 60. Cmpa+uua dobasrieHusi coeduHeHuss murna MobunbHbIl uHmepHem. Pa3des IPv4.

MapameTp OnucaHue
IPv4 (015 munos IPv4 u Dual)
Monyuntb agpec DNS- | Casunbre mnepekimouarenb BrpaBo, uyToObl ampec DNS-cepsepa
cepBepa HasHadascs aBromarudecku. [Ipu stom mosst MepBuYHbIN DNS 1
aBTOMaTU4yeckKku BropuyHbin DNS HeocTynHbl 47151 peJakTHPOBAHUSL.
MepBuyHbIM DNS / Beenure anpeca mepBuuHOro u BTOpmuHOro DNS-cepBepoB B
Btopu4yHbin DNS COOTBETCTBYIOIIUE TOJIS.
IPv6

@ nonyuuts agpec DNS-cepeepa aBToMaTUHeCKN

PucyHok 61. Cmparuya dobasrneHusi coeOuHeHus murna MobunbHbil uHmepHem. Pa3des IPv6.

MapameTp OnucaHue

IPV6 (0712 munos IPv6 u Dual)

Monyuntb agpec DNS- | Casunbre mnepekimouarenab BmpaBo, uToObl agpec DNS-cepsepa
cepBepa Ha3Hadascs apromarudecku. [Ipu atom mosst MepBUYHBbIN DNS u
aBTOMaTUYECKMU BropuuHbi DNS HenocTynHbl A1 peJaKTHPOBAHUSL.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuyHbIn
IPv6 DNS-cepBep

Beenure anpeca mnepBuyHoro u BropuuyHOro DNS-cepBepoB B
COOTBETCTBYIOLIUE MOJIA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Health Check
BKAHOYUTL

(@ Nposepra cmomyco coedurerUR npU NOMOLLY KoMaHDs! ping

MakcvmMansHoe KoAMYECTED NONbITOK

10

anm-ayT (B cexyHaax)

(@ MarcumansHoe speus oxcudarius omsema na odkHoil noneimKuy

I'IepeaanyCK coefUHEHWA

MNpoeepka IP-agpeca Mogema

a Modema 3anp:

MNpaSAAEMCA

PucyHok 62. Cmparuua dobaerneHusi coeduHeHusi muna MobunbHbill uHmepHem. Pa3des1 Health Check.

MapameTp Onucanue

Health Check

CnBuHbTe MIEpPEKIIIoYaTeiib BIIPABO, 9TOOBI IIPOBEPATH

Bknountb paboTOCIIOCOOHOCTh COEAUHEHUsT ¢ ToMmolplo Mexanmsma ICMP
ping.
KonnuectBo 3aIIpOCOB, OTIIPaBJICHHBIX ibie: [IPOBEPKHU

paboTocrocoOHOCTH coenuHeHus. [1o yMOTUaHuIo 3aaHO 3HAYCHHE

MakcumansHoe 10.

KONMU4EeCTBO NONbITOK | Ji;q npopepku oTHpaBisercd HECKONbKO ping-3ampocos. Ilocie

HECKOJIBKHUX HEYAAYHBIX 3aIlIpOCOB CTAaTyC COCAMHCHUA MCHACTCA OO
MEPBOIo yAa4HOT'O 3aIpoca.

Hepnoz[ BpEMCHU (B ceKsz[ax), BBIJICJICHHBIN Ha OXXHJAHHE OTBETA

Tanm-ayTt .
Ha OJIMH ping-3ampoc. [To yMmoruaHuio 3a1aH0 3HaYeHUE 3.
I'IepeaanyCK C,Z[BI/IHBTG ICPCKIOYAaTeiib BIIPABO, 4TOOBI INOBTOPHO YCTAHOBHUTH
COCAMHCHHUE IIOCJIC MAKCHUMAJBHOI'O KOJIMYECTBAa HEYyAAUHBIX ping-
coeaunHeHus

3aIIpOCOB.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

[P-ampeca w3 BHEMIHEW CETH, JOCTYHHOCTh KOTOPBIX Oymer

MPOBEPSATH MapUIPyTU3aTOp ¢ moMotIsio Mexanuzma ICMP ping. Ilo
YMOJIUaHUIO MapuIpyTu3arop nposepsiet IP-anpec 8.8.8.8.

Anpeca Haxvure xHonky JOBABWUTb u B oroOpasuBiiciics cTpoke

BBeauTe IP-agpec wnam  ocTaBpTe 3HAY€HUE, NPEMIOKEHHOE
MapHIpyTU3aTopoM. Bel MokeTe 100aBUTh HECKOIBKO apecoB.

Yrobwl yaanuth [P-aapec U3 crnmcka, HAXKMUTE Ha 3Ha40K YAaNUTb
(*) B cTpoKe anpeca.

CaBUHBTE TMEPEKIoYaTeb BOPaBO, YTOOLI  MapIIPyTH3aTO
MNposepka IP-aapeca p pago, puIpy p

3ampammBall y MoJeMa akTyallbHBIN IP-azgpec B cirydasx, xorga OH
Mogema p y Y p Yy s

MEHSIETCS 10 UCTEUEHHS CpoKa AercTBUS npeasiayero [P-aapeca.

[Tocne 3amanust Bcex HeoOXonUMBIX 3HaYeHNH HaxxmuTe kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

WAN-coeduHeHue muna IPIP6

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MaBHble HACTPORKK

IPIPG

-
dynipvE_43
ipipve_87

G} Komumecmes cumaonaoe dorxro Gume He boaee 32

@ EcnounTs coeguHeHne

PucyHok 63. Cmparuuya dobasneHusi coeduHeHuss muna IPIP6. Pa3dern NnagHble HacmpouKu.

MapameTp Onucanune

MaBHbIe HAaCTPOMKHU

B packpeiBaromemcsi cnucke BbiOepure HeoOxomumoe WAN-
UHTepdcpenc COCIMHEHUE MAapIIPyTHU3aTOpa, INPH IOMOIIM KOTOPOTO OyrIeT
paboraTh co31aBaeMOe COCAMHEHHE.

Uma coeauHeHusn Haspanue coenunenus s ynooHOH naeHTU(DUKALINN.

CI[BI/IHLTC MEPCKIOYaTC]ib  BIIPABO, YTOOBI BKJIIOYUTH JaHHOC

COeqUHEHHE.

BknounTtb coeaunHeHue
C,[[BI/IHBTC NEPCKIOYaTCIIb  BJICBO, YTOOBI OTKIIFOUYHMTh JaHHOC

COCAMHCHUC.

P

@ onyunTs agpec yaaneHHoro xocTa aBTOMaTUUECKM

YaaneHHbIA xocT

Pexam™®
DSLite -

@ vcranosuTs MTU aBTOMaTUUECKN

PucyHok 64. Cmpa+uua dobasrneHusi coeOuHeHus murna IPIP6. Pa3den IP.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

IP

Monyuntb agpec
yAaneHHoOro xocra
aBTOMaTU4eCKMU

CI[BI/IHLTG MEpCKIOYaTC]Ib BIIPABO, YTOOBI IPV6-az[pec YAAJICHHOT'O
Yy3J1a Ha3Ha4YaJICsl aBTOMATHYCCKH.

Bribepure criocob uaeHTU(UKAIUNH YAAJICHHOTO y3J1a U3 CIHCKA.
* Appec — unentudukaius ynaieHHoro ysia mo [Pv6-amapecy.

* FQDN - uaenTudukamnus yaaJieHHOro y3Jja Mo JOMEHHOMY
Tun MMEHU.

PaCKpLIBaIOHIHﬁCH CIIMCOK OTO6pa)KaeTC$I, €CJIn TICPCKIIIOYATCIIb
I'IonythTb agpec YyaarqeHHoro Xocta aBTOMaTU4YeCKU
CABUHYT BJICBO.

Beenute IPv6-aapec ymaieHHOTO y3iia, €CIH B PACKPBHIBAOIIEMCS
coucke TWUN BeIiencHo 3HaueHne Agpec.

BBemure  joMeHHOe  WMs  yJaJIEHHOTO  y37a, €CIH B
YaaneHHbIW xoCcT packpbiBaroniemcs criucke TUR BeiaencHo 3naucHne FQDN.

Ilone AOCTYIIHO JIsI PCAAKTHPOBAHUA, C€CJIIM TCPCKIIOYATCIIb
I'Ionytwm: agpec YyaganeHHoro Xxocta aBTOMaTU4YeCKU
CABHUHYT BJICBO.

Pexxum paboThI coeTuHEHNSI.
Pexum ]
B packpsiBatomiemcst crricke Beibepute 3Hauenue DSLite.

CaBrHbBTE MepeKIovaTeslb BIPaBO, YTOObBI MaKCHUMaJbHBIA pa3Mep

[aKera, [epeaaBaeMoro uHTepdencom, YCTaHaBJIMBAJICA
YctaHosutb MTU

aBTOMaTU4YeCKH

ABTOMaTH4YCCKU.

CnBuHBTE MEpeKIIoUaTeNb BIEBO, YTOOBI 3a7aTh JAaHHBIM MapaMmeTp
BpyuHyto. [Ipu aToM oToOpakaercs mone MTU.

MTU MaxkcuManbHbIN pa3Mep MakeTa, epegaBaeMoro nHTepdeicom.

[Tocne 3amanus Bcex HeoOXoAMMBIX 3HaueHHMH HaxxmuTe kHonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

WAN-coeduHeHue muna 6in4
[lepen HacTpoOIKOW COENMHEHUST HEOOXOIMMO 3aPETUCTPUPOBATHCS HA CAliTe TYHHEIBLHOTO
B  Opokepa.

Ha crpanune co3maHus coequHEHHss B paszieiae [flaBHble HaCTPOMKU  BbiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKe TUM COeAUHEHUS U 3a/1aliTe HeOOXOAUMbIC TAPAMETPBHI.

[MaBHble HACTPOWKK

Bind -

BT

dynip_81

weCmes cuMensoe donwHo Bume ve fonee 32

@ BxiounTE CoaguHeHE

® YoanoeuTe MTU aBTOMAaTHYECKM

PucyHok 65. CmpaHruua dobasrneHusi coeduHeHuss muna 6in4.

MapameTp Onucanune

MaBHble HacCTPOMKM

B packpeiBatomemcs cnucke BbiOepute HeobOxommmoe WAN-

UHTepdenc COCIMHEHUE MapIIPyTHU3aTopa, IMPH IOMOIIM KOTOPOro OyreT
paboTarh co3/1aBacMOC COCAMHECHHUE.

Nma coeanHeHunn Hazanue coenuaenus s yaoOHON MACHTHU(UKAIINN.

C):[BI/IHBTG MEPCKIOYaTC]ib BIIPaBO, YTOOBl BKJIIOYHTH JaHHOC

COCAMHCHUC.

Bknountb coegnHeHue
CI[BI/IHLTC NEPCKIOYaTC]ib  BJICBO, YTOOBI OTKIIFOYHMTh JaHHOC

COCAMHCHUC.

Bsenute IPv4-agpec cepBepa, IPEIOCTaBICHHBIM TYHHEIbHBIM

YnaneHHbIN XOCT
OpoKepoM.

Beeaute [Pv6-ampec  mapuipyTtuzaropa, MNpeaoCTaBICHHBIM

IPv6-agpec knueHTa
TYHHEJIbHBIM OpoKepoM (0e3 yKa3aHus IJIHHbI IpeHKca).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

Beeautre I[Pv6-ampec cepBepa, NpenOCTaBICHHBINM TyHHEJIbHBIM

IPv6-anpec cepBepa
AP PEeP Opokepom (0e3 ykazaHUs JITHHBI IpeuKca).

MapwpyTtusupyemas | Beeaure ampec mapuipytusupyemoit IPvo-moncern (0e3 ykazanus
IPv6-ceTb JUTMHBI TIpe(UKCca), IPeA0CTaBICHHBIH TYHHEIBHBIM OpPOKEPOM.

CIBUHBTE TEpEKITIOYaTeNb BIPaBO, YTOOBI MAKCHMAJbHBIA pa3Mmep

naKera, HepeaaBacMoro UHTEpdEercoM, yCTaHABIIMBAJICS
YCTaHOBMTb MTU ABTOMAaTU4YCCKH.
aBTOMaTUYEeCKM
CI[BI/IHBTG NEPCKIOYaTCIIb BJICBO, YTOOBI 3a1aTb JAHHBIAU MApaMETp
BpyuHyto. [Ipu aToM oToOpakaetcs mone MTU.
MTU MakcuMalbHBIN pa3Mep MakeTa, epeaaBaeMoro nHTepdeicom.

[Tocne 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

WAN-coeduHeHue muna 6to4

Ha ctpanure co3manust coeawHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepuTe
COOTBETCTBYIOIIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MaBHble HACTPOAKK

Biod

dynip_81
Biod_41

() Kosuvecmes cumaosoe doaxwo Bume He Boree 32

@ BnounTs coeguHeHe

PucyHok 66.

192.88.99.1

h @ vcranosuTe MTU aeTOMaTMuECKM

CmpaHuuya dobaeneHusi coeduHeHus1 muna 6to4.

MapameTp OnucaHue

MMmaBHble HACTPOMNKH

UHTepdenc

B packpsiBatomiemcsi crnmcke BbiOepuTe Heobxomumoe WAN-
COEIMHEHHE MaplIpyTU3aTopa, MpH IOMOLIM KOTOpOro Oyner
paboTaTh co3/1aBaeMOe COEANHEHHE.

Nma coeanHeHun

Haspanwue coenunenus aist yno0HOH MIeHTH(DUKAIINN.

Bknountb coeanHeHue

C}]BI/IHLTG MEPCKIOYaTCIib BIIPaBO, YTOOBl BKJIIOYMTH JaHHOC
COCAMHCHUC.

CnBUHBTE TMEpEKIIIoYaTelib BIIEBO, YTOOBI OTKJIIOUHUTH JIAHHOE
COeqUHEHHE.

6to4 Relay Router

IPv4-aapec muro3a, KOTOPBIA UCIIONIB3YETCA i nepeaadn [Pvo-

ITaK€TOB.

YctaHoButb MTU
aBTOMaTUYeCKHU

CIBUHBTE MEepeKITIovaTeNb BIPaBO, YTOOBI MAKCUMAIIBHBIN pazMep
[aKeTra,  IeperaBaeMoro  MHTep(deicoM,  yCTaHABIMBAJC
ABTOMATHUYECKH.

CnBuHBTE TIEPEKIIOYATEh BJIEBO, YTOOBI 3a/aTh JIaHHBIN

napameTp Bpy4Hyto. ITpu aTom oroOpaxkaercs moiae MTU.
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PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

MTU MaxkcuMasbHBIH pa3Mep MakeTa, mepeaBaeMoro HHTeppeicom.

[Mocne 3aganust Bcex HeoOXonuMbIX 3HadeHuit Haxkmute kHonky MPUMEHUTD.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

WAN-coeduHeHue muna 6rd

Ha ctpanurie co3manust coeauHeHuss B pasaerne [NaBHble HACTPOWKU  BeiOepHTe
COOTBETCTBYIOIICE 3HAUCHKE B CIIKCKEe TUM COeAUHEHUS U 3a/1aliTe He0OXOAUMBIC TAPAMETPBHI.

[MaBHble HAacTpPONKK

&rd

BiC*

dynip_81

Brd_61

(i) Komumecmes cumanaoe Aoawro Bume He Boaee 32

@ BxaounTs coeguHeHmne

. MonyuWTE HACTpoMKK Brd AaBTOMATHYECKK

4
W Im
P32

-
]

Hub and spoke

@ YcoranosuTs MTU aBTOMaTMYECKK

PucyHok 67. CmpaHuuya dobasrneHusi coeduHeHus mura 6rd.

MapameTp Onucanne

MaBHble HacTPOMKH

UHuTepdpenc

B packpsiBatomiemcsi crimcke BblOepuTe HeoOxomumoe WAN-
COeIMHEHNE MaplIpyTU3aTopa, MpH MOMOIIM KOTOPOro OyneT
paboTarb co31aBaeMoe COeTUHEHHE.

Nma coeanHeHun

HazBanue coenuHeHus s yno0HON HIeHTU(DUKAIIIH.

Bknountb coegnHeHue

CZ[BI/IHI)TG HCpeKJ’IIO‘-IaTCJ'II) BHpaBO, LITO6I>I BKJIIFOYUTHh JOAHHOC
COEIHEHNE.

CIBHUHBTE TMEPEKIIOYaTeNlb BJIEBO, YTOOBI OTKIIOUUThH JIaHHOE
COEIUHEHHE.

MonyuynTtb HacTpouku 6rd
aBTOMaTU4YeCKH

CnBuHBTE TEpPEKIIIOUaTeNh BIIPAaBO, YTOOBI MapIIPyTHU3ATOP
nojydan HacTpodkm jomeHa 6rd aBromarmuecku ot DHCP-
cepBepa  JIOKaJIbHOM  CETM  WIAM  OT  BBINIECTOSILIEIO
MapIuIpyTH3aTopa.

[Tpu stom mons 6rd Border Relay, IPv6 npecdukc, OnuHa
npedumkca IPv6 u OnuHa macku IPv4 wenoctynHsl is
PCAAKTHPOBAHUA.

6rd Border Relay

Beenutre [Pv4-agpec  mapuipytuzatopa, peIOCTaBICHHBIN
MpoBaiiiepom Jjist JoMeHa 6rd.
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MapameTp OnucaHwue

IPv6 npecukc [Tpedukc IPv6 mnst momena 6rd, mpexocTaBICHHBIN TPOBAIEPOM.

[nuHa npedmkca IPv6 Jmuna npeduxca IPv6 mans momena 6rd (B Ourtax), BbAeTeHHAs
P nposaiigepom. [1o ymoadaHuto 3a1aHo 3HaueHUe 32.

KomnuectBo 6utoB B IPv4-agpece mapuipytusatopa B JOMEHE

OnuHa macku IPv4 6rd.

CnBuHBTE TIEPEKIIOYATEIh BIPABO, YTOOBI OOMEH Tpadukrom
MEXIy KIMEHTaMU OCYIICCTBIISIICS Yepe3 OCHOBHOMW y3€l CEeTH B

Hub and spoke nomene 6rd.

CI[BI/IHLTC MMEPCKIOYATCJib BJICBO, YTOOBI OOMEH Tpa(i)I/IKOM MCKIAY
KIIMEHTaMH OCYHICCTBIIAJICA 0e3 y4dacTuss OCHOBHOI'O y3J1a CETH.

CnBUHBTE MepeKiIoYaTelb BIIPaBo, YTOObBI MaKCUMAaJIbHBIN pa3Mep

nakera, nepez[aBaeMoro PIHTCp(I)GfICOM, YCTaHaBJ'II/IBaJ'IC}I
YctaHoButb MTU

ABTOMAaTHYECKH.
aBTOMaTU4YeCKHM
CaBUHBTE MEpeKNIoYaTenb BJIEBO, 4YTOOBI 3a1arh JIaHHBIH
napameTp BpyuHyto. [Ipu atom orobpaxaercs moixe MTU.
MTU MakcuMabHBIN pa3Mep MaKeTa, epeaaBaeMoro nHTepdercom.

[Tocne 3amanust Bcex HeoOXonuMbIX 3HaueHnit Haxkmute kHonky MPUMEHUTDb.
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LAN

YT10oObI HACTPOUTH JIOKAJIbHBINA HHTEp(dEHC MapIIpyTH3aTOpa, epeiante Ha cTtpanuiy HacTponka

coeauHeHun / LAN.

IPv4

[Mepeiinure Ha Bkiaagky IPv4, uroObr usmenuts I[Pv4-agpec MapuipyTus3aTopa, HAacTPOHUTh
BctpoeHHsii DHCP-cepBep, 3amate cBssku IPv4-anpecoB m MAC-aapecoB wim J100aBUTh

cooctBennbie DNS-3ammcu.

NokanbHbiin IP

IP-agpec*

192.168.0.1

Macka nogcete™

255.255.255.0

WMR ¥CTpoiicTea

dlinkrouter local

PucyHok 68. Hacmpolika nokansHo2o uHmepapelica. Bkrnadka IPv4. Pa3den JlokanbHbiU IP.

MapameTp OnucaHue

JNlokanbHbIN IP

IPv4-agpec  mapmipytuszaropa B JIOKaibHOM  moacetu. [lo

IP-appec
AP YMOJIYaHUIO 3a7aHO0 3HayeHne 192.168.0.1.

Macka nokanpHOW mnoacetd. [lo yMom4aHuio 3aJaHO 3HAYCHHE

Macka noaceTu 255.255.255. 0.

WNwms yctpoiicTBa, mpuBsizaHHoe K ero IPv4-aapecy B JiokanbHOM

Uma yctpoucrtea
MOJICETH.
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HdunHamunyeckune IP

Pexxum HazHaueHua IPv4-agpecos

DHCP -

HauaneHelii IP*

192.168.0.100

KoHeunbii IP*

192.168.0.199

BbIBEPATb OWAMNA30H AIPECOB

Bpems apeHabl (B MUHYyTax)*

1440

. DNS relay

@ HasHaverme LAN IP-anpeca yctporictsa 8 kavectse DNS-cepsepa ansa

MOAKNOYEHHBIX KITMEHTOB.

PucyHok 69. Hacmpolika nokanbHo20 uHmepgetica. Bknadka IPv4. Pasden QuHamu4deckue IP.

MapameTp OnucaHue

OuHamunyeckue IP

Pexum pabotet DHCP-cepBepa mapuipytuzaropa.

* OtknroyeHo — DHCP-cepBep mapiuipyTru3aropa BBIKIIOUEH,
IP-anpeca knMeHTaM Ha3HA4ar0TCs BPYyUHYIO.

* DHCP - wmapuipytuszarop aBromaruyecku Ha3zHavaer IP-
ajjpeca KIMCHTaM Ha OCHOBaHHMM 3aJ[@HHBIX [apamMeTPOB.
[Ipu BBIOOpE ATOrO0 3HAYCHHUS Ha BKJIAJKE OTOOPAXKAIOTCS
noiast HavyanbHbIn IP, KoHeyHbIn IP, Bpemsa apeHAabl,

Pexum HasHaveHus kuonka BbIBPATb OWAMNA30OH AOPECOB wu
IPv4-appecos nepexiarouaress DNS relay. Takke mpu BeIGOpe 3TOTO

3HAQUCHUS Ha BKIAJKE OTOOpakaroTcs pasaeiasl Onuumn

DHCP, Ctatnuyeckue IP u XocTbl.

* Relay - us wHaswauenus IP-ajgpecoB  kimeHTam
ucnonb3yercs BHemHud DHCP-cepsep. [lpu BeiOOpe »TOTO
3HaUeHUsS Ha BKIaJKe oroOpaxarorcs nons |IP BHelwHero
DHCP-cepBepa, Onuua 82 Circuit ID, Onuna 82
Remote ID u Onuus 82 Subscriber ID.

Havanbnsiii [P-anpec nuanaszona aapecos, kotopeie DHCP-cepsep
BbIJACT KIIMCHTAM.

HavyanbHbIN IP

Koneunniit [P-anpec amanazona anpecos, xoropeie DHCP-cepsep
BbIJACT KIIMCHTAM.

KoHeuyHbIn IP
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MapameTp OnucaHwue

Hcnonp3yiiTe KHOMKY, 4YTOOBI yKa3aTb OIWH U3 JOCTYIHBIX

nuanazoHoB [P-ampecoB. B oroOpasuBiieMcss OkHe BbIOepUTE
HeoOxoauMbIi auana3on U Hakmute kHonky COXPAHUTD, uto6sr
nonst HavanbHbin IP u  KoHeuyHbM IP  3amonnumnmces
ABTOMATHUYCCKH.

BbIBPATb ANAINA30OH
APECOB

ITepuon Bpemenu, Ha kotopbii DHCP-cepBep Mapuipytuzaropa
npenoctasnser [P-agpec kaueHTy (10 UCTEUEHUHM ATOTO MEpPHOAA
Bpemsa apeHAabl IP-anpec or3bIBaeTCs U MOXKET OBITh OTAAH IPYTOMY YCTPOICTBY,
€CJIM He MOCTYMHIIO TIOATBEPKICHNUE 0 HEOOXOAMMOCTH COXPAHECHHUS
storo [P-anpeca).

ChBuHbTe  MEpeKodYaTesb — BIpPaBO,  UYTOOBI  YCTpOICTBa,
NOAKIIIOYEHHBIE K  MapuIpyTH3aTopy, B  KadecTBe ajapeca
DNS-cepBepa nomnydanu agpec MapiipyTH3aTopa.

DNS relay CaBuHBTE  TEpeKIoyarellb  BIEBO,  YTOOBI  yCTpOICTBa,
MOJKIIOUEHHBIC K MapIIpyTH3aTopy, B  KadecTBe ajpeca
DNS-cepBepa moiydand aapec, MepeJaHHbI MPOBAWICPOM HIIH
yKa3aHHbIH Ha cTpanuie flononHutenbHo / DNS.

IP BHewHero DHCP- IP-anpec Baemnero DHCP-cepBepa, kotopslii HazHawaet [P-agpeca
cepBepa KJIMEHTaM MapIlpyTHu3aropa.

Onuwusa 82 Circuit ID
Onuusa 82 Remote ID

3HaueHune cootrBercrByromero nons DHCP-omumm 82, He
3aMoNHsANTe ToJsd, eciu Bam mnpoBaiinep WiIM aJIMHUHHCTPATOP

Onuus 82 BHemHero DHCP-cepBepa He peiocTaBuil Takue 3HAYCHMSL.
Subscriber ID

[Mocne 3amanmst Bcex HeoOXonuMbIxX 3HaueHni Haskmute kHonky MPUMEHUTD.

B pasnene Onuumn DHCP Bl MoxeTe W3MEHHTh 3HAYCHUs, TepelaBacMble 0 YMOJIYAHUIO, IS
HekoTopblx onumi nporokona DHCP (IP-agpec, macka moxnceru, DNS-cepBepbl) unu ykaszarb
JIOTIOJIHUTENbHBIE MapaMeTpbl, koTopble BcTpoeHHbII DHCP-cepBep nomkeH nepenarb KIMEHTam
JUIS1 HACTPOMKH JIOKAJIbHOM CETH.

Onuwn DHCP +

He co3gado HKM ogHoro npaswna ans DHCP-onuwmi
PucyHok 70. Hacmpolika nokanbHo2o uHmepdgpetica. Bknadka IPv4. Pa3den 0nsi Hacmpouiku onyut DHCP.

Jns atoro naxkmute kHonky JIOBABUTD ( + ).
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Onuwnn DHCP X
MagectHeie DHOP-onwn
BriGepuTe onuwk -
1 ny
MNpuHyguTENEHD

PucyHok 71. Hacmpolika nokanbsHo20 uimepaelica. Bknadka IPv4. OkHo dnsi Hacmpodku onyuu DHCP.

B otkpeiBiiemcst okHe Bbl MokeTe 3a1aTh cielyromnme napaMmeTpsl:

MapameTp OnucaHue

N3BecTHble DHCP- B packpeiBaromeMcss COHMCKEe BBIOEpUTE  OMIHIO, KOTOPYIO
onuum HEOOXOIMMO HACTPOUTH.

3HauyeHue onuumn 3agaiTe 3HaUYE€HNE IS BBIIEICHHOMN OMIIIUH.

CnBuHbTE mepekiouaTes Bipaso, utoosl DHCP-cepBep nepenasan

BBIOpAHHYIO ONIIMI0 HE3aBUCHMO OT 3apoca CO CTOPOHBI KIIMEHTA.
MpuHyauTenbHO
CnBuHbTE TIEepeKTouaresnsb BiIeBo, 4Toosi DHCP-cepBep nepenasan

BbIOpAHHYIO ONIIMIO TOJIBKO B ClIydae 3alpoca CO CTOPOHbI KJIUEHTA.

[Tocrne 3aganus HeoOxoUMbIX apamerpoB HaxkmuTe kKHoky COXPAHUTD.

YtoObl U3MEHUTH MapaMeTphbl ONINH, BEHIOEPUTE COOTBETCTBYIOILIYIO CTPOKY B TAaOJIUIE U HAXKMUTE

JIeBYI0 KHOIKY MBIIIK. B OTKpBIBIIEMCS OKHE W3MEHUTE HEOOXOIMMBIE MapamMeTpbl M HAKMUTE
kHoniky COXPAHUTD.

YT1o0Obl yIanuTh 3HAYCHHE KAKOW-TNOO OIIMHU, YCTAaHOBHTE (JIaXKOK CJIeBa OT COOTBETCTBYIOIICH
F—N
cTpoku B Tabnuie u Haxkmute knornky YAANWUTD ( [11)). 3arem naxmure xnonky MPUMEHUTb.

B pasgene Crtatudveckme IP Boi mokere 3amate cBssku IPv4-aapecoB m MAC-aapecos
(Ha3HAUUTh MOCTOSHHBIN [Pv4-anpec B JOKaIbHOM CETH JJI YCTPOMCTBa ¢ ompeneneHHbIM MAC-
aapecom). Mapmpytuzatop HasHadaer [Pv4-anpeca B COOTBETCTBMM C CO3IaHHBIMH CBSI3KaMU,
toneko ecnmu DHCP-cepBep BkmtoueH (B pazaene [duHamuyeckume IP B crnmcke Pexum
Ha3Ha4veHus IPv4-agpecoB soieneno 3nauenue DHCP).

Ctatuueckue IP -+

Ang Toro yTofibl NpUBAsaTh IP-agpec k MAC-agpecy, BoibepuTe YCTPOWRCTEO M3 CWCKa NOAKNHYEHHBIX KNWEHTOB WNK AobaBbsTe HOBOE

YCTRPONCTBO

PucyHok 72. Hacmpolika nokansHo20 uHmepgelica. Bknadka IPv4. Pa3den dnsi cos0aHusi cesi30k MAC-
IPv4.
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Yrobnrl cosznars cBsizky MAC-1Pv4, naxmure kHonky JJOBABUTb (+ ). B oTkphIBIIEMCST OKHE
sanoiaute moie MAC-agpec. Bel MokeTe BBIOpaTh yCTPOMCTBO, MOIKIIOUECHHOE K JIOKATBHOM
CeTH MapIIpyTH3aTopa B JaHHBIA MOMEHT. [[si 3TOro B pacKpbIBAIOIIEMCSl CIUCKE BHIOEpPHUTE
cootBercTBytomii MAC-aapec (pu 3TOM TOJIE 3arOJIHUTCS aBTOMaTHuyecku). 3areM B none IP-
agpec Beenute [Pv4-anpec, KoTophlil OyAeT MPUCBOCH YCTPOUCTBY ¢ ykazaHHbIM MAC-aapecom.
B mome WUmMmA ycTpoMcTBa 3ajaiite Ha3BaHHMe [UIs YCTpOWCTBA B CETH I yIOOHOM
uaeHTuukanuyu. YtoObl OrpaHUYUTh BpeMs IperocTaBieHus ykaszaHHoro [Pv4-anpeca, ykaxute
HeoOxoaumoe 3HaucHue B nosie Bpemsa apeHabl. Haxxvute knonky COXPAHUTD.

UtoOBl M3MEHHUTH CyliecTBYIONTYI0 CBsI3Ky MAC-IPv4, BbIOEpHUTE COOTBETCTBYIOIIYIO CTPOKY B
TaONHIIE U HAXMUTE JIEBYIO KHOIKY MBIIMIH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napameTpbl U HaxmuTe kHonky COXPAHUTD.

Yrobsl ynamuth cBsizky MAC-IPv4, ycraHoBuTe (pa’kok cieBa OT COOTBETCTBYIOLIEH CTPOKH B
tabnuie u Haxmure knonky YAANUTb ([1). 3arem masxmure kaonky MPUMEHUTb.
Ecnu nHeoOxomumo, Bel Moxere co3narth coOCTBEHHBIE ajpecHble pecypcHble 3amucu DNS. Jlns

sroro Haxkmute kHomky JOBABWUTb (+) B pasaene XOCTbl (docmynuo, eciu 8 paszoene
HuHamu4veckue IP ¢ cnucke Pexxum HasHa4yeHusi IPv4-adpecoe ewvideneno snauenue

DHCP).

OOEABHMTE

PucyHok 73. Hacmpolka rokanbHo2o uHmepdghetica. Bknadka IPv4. OkHo dobaeneHusi DNS-3anucu.

B none HasBaHue 3anaiite 1OMEH WM JIOMEHHOE HMs, KOTOPOMY OYyIET COOTBETCTBOBATH
3agannblii IPv4-anpec. B mone IP-agpec 3anaiite agpec ys3ina u3 BHYTPEHHEH WM BHELIHEH CETH.
Bb1 MokeTe BbIOpaTh yCTpOHCTBO, MOJKIIOUEHHOE K JIOKAJILHOW CETH MaplIpyTHU3aTOpa B JaHHBIN
MOMEHT. JlJis 3TOro B pacKpbIBalOLIEMCsl CIHCKe BbIOepuTe cooTBeTcTBYyIOUMi [Pv4-anpec (mmpu

3TOM TOJIC 3allOJHUTCSI aBTOMaTHueckn). UToObI 3a1aTh HECKOIBKO [P-afpecoB, HAXMHUTE KHOIKY
OOBABUTb. Haxxmute kHonky COXPAHUTD.

Yr1oObl 3amaTh ApyrHe mNapaMeTpbl Uil KakoW-muOo 3amucu, B paszaene XOCTbl BbIOEpUTE
COOTBETCTBYIOLIYIO CTPOKY B Tabmiuie. B oTKpbIBIIEMCs OKHE N3MEHUTE HEOOXOAUMBIE MapaMeTphbl

u Haxxmute kHonky COXPAHUTD.
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YT1o0OBI yHamuTh 3ammch, B pasznene XOCTbl yCTaHOBUTE (IaXKOK CJeBa OT COOTBETCTBYIOILCH
F—
cTpoku Tabnmuisl ¥ HaxmuTe knonky YOAJIUTD ([1]).

[Tocne 3aBepreHus padoTsl ¢ 3anucsamu HaxmuTe kHonky MPUMEHUTD.
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IPv6

[TepeiimuTe Ha Brimagky IPv6, 4toObl m3meHuTh Wiu 1g00aBHUTH [Pv6-anpec mapiipytusaropa,
HACTPOUTh NapaMmeTpsl HazHaueHus [Pv6-anpecos, 3axare cBsasku [Pv6-anpecoB u MAC-anpecos
niu 106aBuTh cooctBenusie DNS-3amnucu.

NokaneHeiA 1PvB

OOBAEWTb

dlinkrouter.local

PucyHok 74. Hacmpolika nokansHo20 uHmepelica. Bkrnadka IPv6. Pasden JlokanbHbil IPv6.

Yrobel gobaButh IPv6-ampec  mapmipyTtmzaropa, Haxwmure kHonky JJOBABWUTb. B
otoOpa3zuBieiics cTpoke BBenute [Pv6-anpec, a Takxke uepe3 KOCYI0 UepTy YKaKUTE JECATUUHOE
3HaueHHe JUTMHBI mpedukca. B none UMA ycTponcTBa 3aaaiite JOMEHHOE MM, IPUBS3aHHOE K
IPv6-anpecy ycTpoiicTBa B jJoKaidbHOHM moacetu. UtoOsl mamenuts IPv6-aapec mapuipyrusaropa,
BHECHUTE U3MEHEHUS B COOTBETCTBYIOLIYIO CTPOKY.

Yrobwl ypamuth IPv6-anpec, naxmute kuonky YOANUTb ([)) B coorsercrsyromeii crpoxe
tabmuiel. 3areM Haxkmute kHonky MPUMEHUTD.
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PyKOBO,D.CTBO nonb3oBarend

B paznene [iIntHamuyeckue IP Bel mokeTe HacTpouTh mapamMeTpbl Ha3HaueHus [Pv6-aapecos.

AdnHamuueckne IP

Pexxim HasHauenus [Pv6-anpecos

Stateful v

HavaneHbii IP*

2

KoHeuHbii 1P*

64

Bpema apeHabl (B MUHyTax)*

1440

@ Bpems aperabi 6yaet BeibpaHo ISP ucxoas M3 BpeMeHn Jn3Hu
AenernpoBanHore npegukca.

) MapwpyT no ymonyaHuio ans LAN-KnMeHToB

@ DNs relay

Q) Hazuaverme LAN IP-anpeca ycTporicTea & Kavectse DNS-cepaepa Ana
NOAK/MOYEHHBIX K/THEHTOB.

PucyHok 75. Hacmpolika nokansHo20 uHmepelica. Bknadka IPv6. Pasden QuHamu4deckue IP.

MapameTp OnucaHune

OvuHamunyeckue IP

Bri6epute HEOOX0MMOE 3HAYEHHE B PACKPHIBAIOIIEMCS CITHUCKE.

* OTknrw4yeHo - [Pv6-aapeca KIHMEHTAM Ha3HAYAKOTCS
BPYYHYIO.

» Stateless (nezasucumoiil) — xauentsl Gopmupyor IPv6-
ajzpeca CaMOCTOATEIbHO Ha OCHOBAHHUH TpeduKca.

» Stateful (zasucumwiir) — Bcrpoennsnii DHCPv6-cepsep

Pexum HasHavyeHuA

MapuipyTusaTtopa pasgacTt agpeca U3 JualadoHa, 3aaHHOTO
IPv6-agpecoB

nonsmu HavanbHbI IP u KoHeyHbin IP. Taxxke npu
BBI60pe 3TOI'0 3HAYCHHUS HA BKJIAJKEC OT06pa)KaIOTCH pasz[em,l
Cratuueckue IP u XocThl.

* Relay - pana Hasnauenuss [Pv6-agpecoB  KiMeHTam
ucnons3yercs BHemHud DHCP-cepsep. [Ipu BbIOOpe 3TOTO
3HAUCHUsI HA BKJIagKe oToOpakaercs noie |P BHeluHero
DHCP-cepBepa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

HavanpHoe W KOHEYHOE 3HAa4YeHUs TOocCleAHero xekcrera (16 Our)

HavanbHbIN IP /

< nanasona IPv6-anpecoB, xotopele DHCPv6-cepBep BbIgaer
KoHeyHbIN IP A AP p pBep A

KIIMCHTaM.

Hcnonp3yiiTe KHOMKY, 4YTOOBI yKa3aTb OJWH U3 JOCTYITHBIX
nuana3oHoB [P-agpecoB. B oroOpasuBiieMcs oOkHe BbIOepHUTE
HeoOxoauMbIi auana3on U Hakmute kHonky COXPAHUTD, uro6st
nont HavanbHbin IP u  KoHeuyHb IP  3anonnunmces
ABTOMATHYECKH.

BbIBPATb ANATNA30OH
AOPECOB

Ilepuon Bpemenu, Ha Kotopelii IPv6-ampec mnpenocraBisercs
Bpemsi apeHAabI pHOM - Bp p ap pen

KIIMCHTY.
MappyT no CaBuHBTE NEpeKItodaTeslb BIOPaBO, YTOObI KIMEHTHI, MOTYYHBILINE
y IPv6-anpeca wunmu  cHOpMHUpPOBABIIME HMX  CaMOCTOSTENIBHO,
ymon4yaHuto ana LAN-
UCIOIB30BAIM  MaplIpyTHU3atop B KadecTBe I[Pv6-mumroza 1o
KnueHTOB
YMOITYaHHUIO.
CnBuHbTe  MEpeKoYaTesb  BIOpPaBO,  YTOOBI  YCTpOICTBa,
NOJKJIIOUEHHBIE K MapuUIpyTH3aTropy, B KadecTBe anpeca DNS-
cepBepa Mojayvally aJipec MaplIpyTU3aTopa.
DNS Relay CaBuHBTE  TEpeKIIoyarellb  BIEBO,  YTOOBI  yCTpOICTBa,

MOJKIIFOUYEHHbIE K MapUIpyTU3aTopy, B KauecTBe aapeca DNS-
cepBepa IMOJNydalld aApec, MEPENAHHBIA MPOBANAEPOM WU
yKa3aHHbIH Ha cTpanuie flononHutensHo / DNS.

[Toce 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.

B pasmene Ctatu4veckme IP Bor Moxkere 3amate cBsisku IPv6-aapecoB m MAC-ampecoB
(Ha3HaYMTH MOCTOSAHHBIN [Pv6-anpec B nokanbHOU ceTu A ycTpoiicTBa ¢ omnpeaeneHHsIM MAC-
anapecoM). Mapmpytu3atop HazHadaeT [Pv6-agpeca B COOTBETCTBUM C CO3/IaHHBIMHU CBS3KaMH,
ToNbKO eciiu B paznene OuHamuyeckue IP B cnicke Pexxum HasHauveHus IPv6-agpecos
BhIzesieHo 3HaueHue Stateful.

CraTuyeckue IP -+

[ns Toro uTobsl NpuessaTs IP-agpec k MAC-agpecy, BbiGEpUTE YCTPOUCTBO M3 CMIMCKa NOAKIKHEHHBIX KIMEHTOB MM A06aBLTE HOBOE
YCTPOICTBO

PucyHok 76. Hacmpolka nokanbHo20 uHmepgbelica. Bknadka IPv6. Pa3den dnisi cos0aHusi cesi3ok MAC-
IPVv6.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Yrobnl cosznark cBsizky MAC-IPv6, naxmure kHonky JJOBABUTb (+ ). B oTkphIBIIEMCST OKHE
sanoiaute moie MAC-agpec. Bel MokeTe BBIOpaTh yCTPOMCTBO, MOIKIIOUECHHOE K JIOKATBHOM
CeTH MapIIpyTH3aTopa B JaHHBIA MOMEHT. [[si 3TOro B pacKpbIBAIOIIEMCSl CIUCKE BHIOEpPHUTE
cootBercTBytomii MAC-aapec (pu 3TOM TOJIE 3arOJIHUTCS aBTOMaTHuyecku). 3areM B none IP-
agpec Beenute [Pv6-aapec, KOTophlil OyAeT MPUCBOEH YCTPOUCTBY ¢ ykazaHHbIM MAC-aapecom.
B mome WUmMmA ycTpoMcTBa 3ajaiite Ha3BaHHMe [UIs YCTpOWCTBA B CETH I yIOOHOM
uaeHTuukanuu. YtoObl OrpaHUYUTh BpeMs IMperocTaBieHus ykazaHHoro IPv6-aapeca, ykaxute
HeoOxoaumoe 3HaucHue B nosie Bpemsa apeHabl. Haxxvute knonky COXPAHUTD.

UtoOBl M3MEHHUTH CylIecTBYIONTYIO CBsI3Ky MAC-IPv6, BbIOEpHUTE COOTBETCTBYIOIIYIO CTPOKY B
TaONHIIE U HAXMUTE JIEBYIO KHOIKY MBIIMIH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napameTpbl U HaxmuTe kHonky COXPAHUTD.

Yrobsl ynamuth cBsizky MAC-IPv6, yctaHoBuTe (pa’kok cieBa OT COOTBETCTBYIOLIEH CTPOKH B
tabnuie u Haxmure knonky YAANUTb ( [1). 3arem vasxmure kaonky MPUMEHUTb.
Ecnu nHeoOxomumo, Bel Moxere co3narh coOCTBEHHBIE ajpecHble pecypcHble 3amucu DNS. Jlns

sroro Haxmure kHonky JOBABWUTb (+) B pazaene XOCTbl (docmynno, ecau 6 pasoene

HuHamu4veckue IP ¢ cnucke Pexxum HasHa4yeHusi IPv6-adpecoe ewvideneno snauenue
Stateful).

JobaeneHue xocTa

LOBABHMTL

PucyHok 77. Hacmpolka rokanbHo2o uHmepdghetica. Bknadka IPv6. OkHo dobaeneHuss DNS-3anucu.

B none HasBaHue 3anaiite IOMEH WM JIOMEHHOE HMs, KOTOPOMY OYyIET COOTBETCTBOBATH
samgannblil [Pv6-aapec. B mosne IP-agpec 3anaiite aapec y3ia u3 BHYTPEHHEH WIIM BHEIIHEH CETH
cetd. Bel MoxeTe BbIOpaTh yCTPOMCTBO, MOAKIIOYEHHOE K JOKAJIBbHOM CETH MaplIpyTHU3aropa B
JTAHHBII MOMEHT. [[7151 5TOTO B pacKphIBAIOIIEMCS CIIHMCKE BhIOEpUTE COOTBETCTBYIOMUN [Pv6-anpec

(pu 5TOM TIONIe 3aMOHUTCS aBTOMAarH4yeckd). UToObl 3amaTh HecKolmbko IP-ampecoB, HaxMmmuTe
kHonky [IOBABUTb. Haxxmute knonky COXPAHUTD.

Yr1oObl 3amaTh ApyrHe mnapaMeTpbl Uil KakoW-muOo 3amucu, B paszfaene XOCTbl BbIOEpUTE
COOTBETCTBYIOLIYIO CTPOKY B Tabmiuie. B oTKpbIBIIEMCS OKHE H3MEHUTE HEOOXOAUMBIE MapaMeTphbl

u Haxxmute kHoky COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YT1o0OBI yHamuTh 3ammch, B pasznene XOCTbl yCTaHOBUTE (IaXKOK CJeBa OT COOTBETCTBYIOILCH
F—
cTpoku Tabnmuisl ¥ HaxmuTe knonky YOAJIUTD ([1]).

[Tocne 3aBepreHus padoTsl ¢ 3anucsamu HaxmuTe kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

Pe3epBupoBaHne WAN

Ha crpanuiie Hactponka coeamHeHun /| PesepBupoBaHne WAN Bri MoxeTe akTHBHPOBAThH
byukmmioo  pesepBupoBanus WAN-coequHeHus, KoTopas obecriedur Bam  HempepbIBHOE
nojaKIfoueHne Kk cetd HHTepHeT. B ciydae oOpbiBa OCHOBHOTO COCTHHEHHS MapIpyTH3aTOP
aKTUBHPYET PE3ePBHOE COCAMHECHHUE, a MOCJIEe BOCCTAHOBICHUsI PabOTOCIHOCOOHOCTH OCHOBHOTO
KaHajia CHOBA UCIIOJIb3YET €r0 U OTKIIIOYACT PE3EPBHBI.

PesepBupoeaHue WAN

PesepBupoBaHne WAN

Bbl MOXETE aKTMEMPOBATE GyHKUWH pe3epBMpPOEaHINA WAN-COBAMHEHWR, KoTopaA obecneunT Bam HeNpPepPLIBHOE NOAKMNKUEHWE K CETH
MHTEpHET. B cnyyas ofpeIBa OCHOBHOMD COEANHEHWA MAPLLPYTUZATOP 3KTMEWPYET PE3SDEHOE COBAMHEHKE, 3 NOCNE BOCCTAHOENEHWA
paboTocnocoBHOCTH OCHOBHOMD KaHana CHOBa UCMONL3YET ero W OTKNKY3ET PE3epEHbIA.

@ BsBwiounTs

CoegniHeHWs 1Pv4d [MpoBepka ¢ MOMOLLbIO ping
CNUCOK JOCTYNHBIX COeAMHEHUA B NOPAAKE NPUOPUTETa. VMinTepean mexay Nposepkami (B cexyHaax|*
30
CoegnHeHWe MNpoBepka C NOMOLLEH ping
pppoe_46 BKAHYEHO OxvpaHne oTeeTa (B CE}"‘:‘HLEZ-C]"‘
1
statip_81 BrnroueHo

KonMuecTso Nonbimok®

3

(D) Keauuecmso ping-3anpocos 3adanmsin xocmam

XOCThbI

8.8.8.8 *

77.88.55.55 x
94.100.180.200 *
OOBABWTE XOCT

PucyHok 78. CmpaHuua Hacmpolika coeduHeHuli / PesepeupoeaHue WAN.

YroObl HAacTpouUTh (YHKIHIO pe3epBUpPOBaHUs, co3faiiTe Heckolbko WAN-coenuHeHuil. 3areMm
nepeiiqure Ha crpanuily Hactpowka coepuHeHun |/ PesepBupoBaHue WAN, ciasunbTe
nepexsroyare b BKNHOYMTBL Bripago.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

B pasnene CoepmHenus IPv4 cymiecrByromue IPv4-coenuHeHust pacroaoKeHbl B IOPSIIKE
npuoputera. IlepBoe B cHUCKe COEIMHEHHE BBICTYNAET B KAau€CTBE OCHOBHOIO, MOCJEIYIOIINE
SIBJISTFOTCSI PE3€PBHBIMHU.

YToOBI H3MEHHUTH YPOBEHb MNPUOPUTETAa COCAUHCHMHA, BI:-I6€pI/ITe COOTBCTCTBYIOIIYHO CTPOKY B
Ta6n1/1ue N HAXKXMUTE JICBYIO KHOIIKY MBIIIH.

pppoe_28 X

pppoe_28

@ niposepka ¢ noMouso ping
(@ Yerpoiictso moxer nposepaTs AOCTYRHOCTL XOCTOB
¢ nomoLybo Mmexanusma ICMP ping. Ecnm nposepka ¢
MIOMOLLbIO PINg BbLIKITIOYEHa, TO PAGOTOCMOCOBHOCTS

COEQMHEHNS ONPEAENAETCS 10 ero Crarycy.

MpuopuTeT

1 -

Pucy+ok 79. OKHO U3MEHeHUS ypOo8Hs npuopumema coeduHeHUs.

B oTkpbIBIIEMCS OKHE 33/1aliTe HEOOXOAMMEBIE TTApAMETPHI.

MapameTp OnucaHwue

C,Z[BI/IHBTG MECPCKIOYATCIIb BITpaBo, YTOOBI MapuIpyTu3aTop

ucnonb3oBan Mexauu3m ICMP ping ju1st MpoBEpKH COETUHEHUSI.
NMpoBepka ¢ NoMoLbIO
CnBuHBTE TIEPEKITIOYATENh BIEBO, YTOOBI MapIIPYTHU3ATOP MPOBEPSIT

ping
TOJBKO  CTaryc COeAMHEHUS (MOXXET moTpeOoBaThCs IS
HECTAaOMJILHBIX COCAMHEHUH).
YpoBeHb MPHOPUTETa COENWHEHUS. YpPOBEHb 1 COOTBETCTBYET
Mpuopurer OCHOBHOMY COCIMHCHHIO, TMOCIEAYIOIINE SIBISIOTCS PE3CPBHBIMH.

Bri6epuTe HEOOX0MMMOE 3HAUYEHUE M3 PACKPBIBAIOIIETOCS CITUCKA.

[Mocne 3amanus HeoOxoauMbIX apamerpoB HaxmuTe kHorky COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B paznene NpoBepka ¢ NOMOLLbIO ping 3ajaiiTe HACTPOHKU POBEPKU COCAMHEHHS C TTIOMOIIBIO
mexanuzma ICMP ping.

MapameTp Onucanwue

NMpoBepka ¢ nomMowbIo ping

[Tepron BpemeHu (B CeKyHAaX) MEXAY PETYISIPHBIMH MPOBEPKaMU
JnocTynmHOCcTH XocToB. [lo ymomuanuio 3amaHo 3HadeHue 30.
3HayeHHe MAHHOTO TOJS JIOMKHO OBITh OOJbIlle MPOU3BEACHUS

3HaueHui nojieit OxxupgaHue oreeta u KonmyecTtBo NONLITOK.
UHTepBan mexay

npoBepkamm Jnst mpoBepku OTHpaBisieTcsl HECKONbKO ping-3ampoco. I[locie

YCIICIHOI'O BBIMIOJIHCHUA 3allpoCa MapUIpyTU3aTOp IIPOAOJIKACT
HCIIOJIB30BaTh OCHOBHOC COCANMHCHUC. ITocne HCCKOJIBKHX
HCYyAAYHbIX 3allpOCOB BKJIKOYACTCA CICAYHOIIECC COCANMHCHUC B
CIIMCKC.

He O BPEMCHHU (B CCKYHIAAX BLIHCHCHHBIﬁ Ha OKMJAHUEC OTBCTA
OxuagaHue oTBeTa p P ( Y )
Ha OJIUH ping-3armpoc.

KonnuyecTBo HeymayHbIX 3alpoCOB, OTIPABICHHBIX UL IPOBEPKH
KonunyecTBO NONbITOK | paboTOCIOCOOHOCTH  OAHOTO  COEAWHEHHUS, TOCIE  KOTOPBIX
BKJIIOYAETCA CIEAYIOLICE COEUHEHNE B CIIUCKE.

IP-anpeca w3 BHEmHEH CeTH, JOCTYHMHOCTh KOTOPBIX OyaeT
MPOBEPATH MAPIIPYTH3aTOpP C oMok Mmexanu3sma ICMP ping.

Haxwmure xnonky JOBABUTb XOCT u B oToOpa3uBmIciics
XocTbl crpoke BBeaute [P-aspec wiam octaBbTe 3HAYCHUS, MPEJIOKECHHBIC
MapLIpyTH3aTOPOM.

UroOb! ynamuth [P-aipec U3 crnmcka, HAKMUTE Ha 3HAUYOK YAANUTb
(*) B cTpoke agpeca.

[Tocne 3amanmst Bcex HeoOXonuMbIx 3HaueHnit Haxkmute kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

ABTOHacTpoiika 3G/LTE

Ha crpanunie Hactponka coeamHeHnn / ABtoHactponka 3G/LTE Bbr MoxkeTe akTHBHPOBATH
(GYHKIMIO aBTOMAaTHYeCKOro coszmanusi moomnbHoro WAN-coenuueHus npu nojakiarodeHud USB-
MojieMa K MapIipyTH3aTopy.

= < PesepaupoBaHie WAN ABToHacTpoliika 3G/LTE

ABTOMAaTMUECKOe Co3A4aHne MobnALHOro WHTEPHET-COeNHEHUA

BbIKNIOYKTD

@ Caenats WN30M NO YMONUYAHNIO

@ Cozpasats 6e3 IMSI

Q) Pazpewaer a5TOMATUNECKH CO34EATE MOBINBHOE MHTEDHET-
coequHenne Ges HacTpoer onepatopa (APN, MMA NoAb30BATENs, NaPOAb)

PucyHok 80. Cmparuua Hacmpolika coeduHeHuli / AemoHacmpolika 3G/LTE.

Ecnu Bel xoTHTE pazpemmTh aBToMaTnyeckoe coznanne MoomtbHoro WAN-coenMHEeHHS, HAKMUTE
kHonky BKITFOYUTb. Eciu HeoOXomumo, W3MEHHUTE HACTPOMKHU Ha TAaHHOW CTPAHHUIIE.

MapameTp OnucaHwue

ChaBuHbTE TEpeKNIIOYaTelb BOPABO, YTOOBI  MapHIpPyTH3ATOP
UCIIOJIB30BAJI  aBTOMATHYECKH co3maHHoe MooOmnpHOe WAN-

COCIMHCHHUEC B KAUCCTBC COCAMHCHUS 110 YMOJTYaHHIO.
CpenaTtb WMO30M No

yMonuaHuio CaBuHBTE TepeKyIoyarenb BIEBO, eclii Bbl xoruTe, 4TOOBI TPHU

aBTOMATUYECKOM  co3gaHuu  MoOwmwibHOro  WAN-coenuHeHus
MapLIPYTU3ATOP MPOAOJIKAI UCTOJIb30BaTh TEKYILEE COEAMHEHUE 110
YMOJIYAHUIO.

CI[BI/IHBTe MNEPCKIOYATCIIb BIIPAaBO, YTO PA3PCIINTL aBTOMATHYCCKOC
co3nanne moouneHOro WAN-coenuHenus 0e3 HaCTpPOeK omeparopa
MOOWIBHOU CBsi3u. JlaHHas HacTpoiika OynerT TMoye3Ha, eCiH
HEJOCTYNEeH  YHUKAJbHBIA  MEXAYHApOIHBIM  HIEHTU(UKATOD

Cospasatk bes IMSI aboHeHTa, conmepkamntuiicst Ha SIM-kapre.

CaBuubsTe MEePEKITI0YaTellb BIJICBO, qTOOBI 3anpPETUTh
aBTOMarnyeckoe cosganue wmoomipHOoro WAN-coequHenus 0Oe3
HACTPOEK OIlepaTopa MOOWIILHOM CBSI3H.

[Tocne 3amanus HeOOXOMUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ecnu ngns SIM-kaptel Bamero USB-monema otkiirouena npoepka PIN-koza, To BOCaeACTBUM IPU
nonxitoueHnn USB-mozema k mapripyTtuzaropy OydeT aBTOMarudeckd co3gaHo akTuBHoe WAN-

COCAUHCHUC C HaCTpOﬁKaMH oneparopa MO6I/IJ’II)HOI71 CBsI3U. COCI[I/IHCHI/IG OT06paSI/ITC$I Ha CTpaHHULEC
Hactpownka coeguHeHnn /| WAN.

Ecnu Bbl xoTuTE 3ampeTuTh aBTOMarudyeckoe co3zaanue MoouabHoro WAN-coeqMHEHUs, HAXKMUTE
kHonky BbIKITIOUUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

BanaHcupoBKa Tpaduka

Ha crpanuiie HacTpomka coeamHeHun | bBanaHcupoBka Tpadmka Boi Mmoxere
aKTUBHPOBaTh (QYHKIUIO pacnpeneneHus Tpaduka. JlaHHas (QyHKIUS MO3BOJSET PABHOMEPHO
pacupeneisaTe HarpyskKy Ha MapHIpyTH3aTop M yBEJIMYUBATL MAaKCUMAIBHYIO IPOIIYCKHYIO
CIOCOOHOCTH INOAKJIIKOYECHUA K CE€THU I/IHTepHeT IIpU UCITIOJIB30BAHUU HCCKOJIBKUX WAN-COCI[I/IHCHI/Iﬁ

(HampuMep, eciy JOCTyN 00eCeunBaeTCsl HECKOJIIBKUMHU MpoBaiiiepamu).

£ AeToHacTpoiika 3G/LTE EanchmpOBKa Tpaqm Ka

BanaHcmpoBka Tpaduka

J Bknounte

CnNnCcoK coegnHeHWN A +

CNNCOK COBAMHEHUI MyCT

PucyHok 81. CmpaHuua Hacmpolika coeduHeHul / BanaHcupoeka mpaghuka.

YroObl aKTUBUPOBaTh (PYHKLUIO pacrpenesieHus Tpaduka, CABUHBTE Mepekiodaresi BKIOYUTb
BIpaBo. 3areM 100aBbTe Ha cTpaHuily WAN-coequHEHUs, MEXITY KOTOPBIMH OYyZIET pacipenesiThCs

tpaduk. s sroro Haxkmure knonky JJOBABUTD ( -+ ) B pa3neiie CNIMCOK cOeaUHEHUN.

CoegnHeHwe®

He Breibpano -

PacnpegeneHue Tpaduka

ABTOMATHYECKN -

COXPAHUTb

PucyHok 82. OkHo 0obaeneHusi COeQUHEHUSI Ha cmpaHuuy.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B oTkpbIBIIEMCs OKHE 3a/1aiiTe HEOOXOIMMBIE MTapaMeTpPhbl.

MapameTp OnucaHue

B packpeiBatomemcs crucke BbeiOepure WAN-coenawHeHue, s

CoepuHeHune
KOTOPOro He0OXOAMMO NMPUMEHUTH pacnpeieneHue Tpaduka.

BLI6epI/ITe H606XOI[I/IMOG 3HAUYCHUC B PACKPBIBAOIICMCA CITMCKE.

* ABTOMaTM4YeCKM — TpaduK paBHOMEPHO pacIpeaeisieTcs
PacnpeneneHune MEXIY COCAVMHEHUSAMU C TAaKOU K€ HACTPOUKOM.

Tpacuka * 3apaHoO BpPYYHYH — TpaQuK pacrpeaeiseTcs MEKIy

COEIMHEHUSIMH B COOTBETCTBHUH CO 3HAYCHUEM, YKa3aHHBIM B
nosne Bec.

Bec VYkakure TNpoUeHT Tpaduka, KOTOpHIH OyaeT NIPOXOTUTH dYepes
JTAHHOE COETMHEHUE.

[Tocne 3amanust HeoOxoauMBbIX apamerpoB Haxxkmute kHonky COXPAHUTD.

YroObl M3MEHUTHh HACTPOMKY Ui JOOABICHHOIO COeauHEHHMs, B pasaeic CNUCOK coeanHEeHUN

BBIJICTIUTE COOTBETCTBYIOILYIO CTPOKY TaONHIBL. B OTKpBIBIIEMCS OKHE HM3MEHHTE 3HAYC€HHE U
Haxxmure knonky COXPAHUTD.

YrtoObl yIaquTh COSIMHEHUE CO CTpaHHMIIBL, B pasneiic CIMCOK COeANMHEHUN ycTaHOBUTE (hI1aXkOK
F—
cJleBa OT COOTBETCTBYIOIIEH CTPOKH Tabmus! 1 HaxkmuTe kuornky YAATIUTD (1)),

[Tocne 3amanus HEOOXOAMMBIX MapaMeTpoB Ha ctpanuiie Haxmutre kHonky MPUMEHWUTD. Ilpu
3TOM Ha cTpaHuIe oroOpasurcs noie CraTyc.

Ecnu Ha ycTpoiicTBE CO3JaHO HECKONBKO TIpymmn uHTepdeiicoB (cMm. paznen Ipynnuposanue
unmepdgeiicos, ctp. 232), Bel MoxeTe 100aBUTh MPaBUIO OATAHCUPOBKU AT KOKIOW U3 HUX. J{is

sroro Haxwmure kHonky JOBABWUTb (+ ). 3areM Ha OTKpBIBIICHCS CTpaHUIlE B
packpeiBatomemcst ciiricke LAN BeiGepute LAN-unHTEpdeiic, nmpuHamiexamuili K Heo0XoquMon
rpynme uHTepdeicoB MapiipyTu3aropa. 3anaiite HeoOXOAMMbIE HAcTpoWku B pasnmene CNMCOK
coeanHeHun u Haxmure kaonky MPUMEHUTD.

YT1o0OBI 331aTh Jpyrue mapaMeTpsl Uil Kakoro-mubo mpaswia, B pazaene [paBuna Beidepute
COOTBETCTBYIOIIYIO CTpOKy B Tabmuie. Ha oOTKpbIBIIElcs CTpaHHIE HU3MEHHTE HEOOXOIMMBbIE
napametpsl U Haxmute knonky MPUMEHUTD.

YT10o0bI yaanuTe mpaBmio, B paszneine MpaBuna ycranosure ¢axok cieBa OT COOTBETCTBYIOLICH

CTpOKH TabmuIpl 1 Haxkxmute kHoniky YOAJIUTb (@ ).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

VPN

B nmanHoM pasnmene MeHo Bbel moxere HacTpouTh VPN-nogkimrodeHHss 0O  MPOTOKOJIaM
IPsec/GRE/EoGRE/EoIP/IPIP/L2TPv3, a Takxe co3narb PPTP- wim L2TP-cepBep u yueTHble
3aluCcH AJis JOCTYIIa K HEMY.

IPsec

Ha crpanue VPN / IPsec Bri moxere Hactpouth VPN-TyHHenu, paboTarouiye mo mpoToKoIy
IPsec.

IPsec — 370 Habop MPOTOKOJOB Il OOECIEUEHMs 3allUThl JAHHBIX, TepeaaBaeMbix 1o IP-

IIPOTOKOITY.

= < banaHcupoeka Tpaduka

IPsec

Bbl MOXeTe HacTpouTe VPN-TyHHenu, paboTatowwme no npotokony IPsec.

BbIKNKO4YUTb

YpoBeHb KyPHANHPOBAHNA

BazoBkIi -

TyHHENN +
ANTOPUTM LUNGPOBaHWA/XeLLNPOBaHUA

YAaneHHbIA XoCT Pexum WHTepdenc
MNepean daza BTopas dasa

Cratyc

VaaneHHbli xocT IKE CHILD CocToAHKe

PucyHok 83. Cmparuua VPN / IPsec.
Yrober paspemuth IPsec-tynnenu, Haxmure kHonky BKITHOMUTb. Tlpu stom Ha crpanwmie
otobpakaroTcsi pasienbl TYHHenu u CTaTycC, a Takke pacKpbIBarolluiics cnucok YPOBEHb
XXypHanmpoBaHus.

B paznene CTaTyc oroOpakaeTcst TEKyIlee COCTOSHHE CYIECTBYOIIETO TyHHEIIS.

B packpeiBaroniemcsi criucke YPOBEHb XYPHariMpOBaHUA BhIOEPUTE ypOBEHb JETaTH3ALUH
COOOIIEHHH, 3aMCHIBACMBIX B JKypHal COOBITHI, WJIM OCTaBbTE 3HAYEHHE IO yMOT4aHHi0. J{is
Ooitee ObICTpOI ycTaHOBKH IPsec-TyHHens pekoMmenayeTcs 3Hadenne Ba3oBbIW. [l mpocmoTtpa
KypHana nepeiiaure Ha crpanuiy Cuctema / XypHan coObitun (cm. pasmen Kypuan
coovimuit, ctp. 328).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Haxxmute xHoniky [JOBABUTD ( -+ ) B pazzaesne TYHHENW, 9To0bl co3/1aTh HOBBIN TYHHEIb.

! HacTpoliku 10mKHbI ObITh ONMHAKOBBIMU IJI11 000MX YCTPOMCTB, OPraHU3YIOMUX TYHHEIb.

IPsec/flobaBneHne

rnaBHblE HACTPOWRKK

® BruouvTs @ Pazpewnts DPD
Waz* () DPD - Dead Peer Detection
IPsec_44
Jagepwxa DPD (B cexyHgad)™
@ Kosuvecmeo cumaonoe doawHo Bume He Bonee 32 30
Bepcus IP Taifm-ayt DPD (B cexyHga)®
IPv4 - 120
I uHamwdeckuid IPsec TERMES
Path MTU discovery -

Address -

VOaneHHbLIH xocT”

YaaneHHwA MoeHTMdMKaTop

YoaneHHbLIA NopT

Kn @
Tun MHTEpDENCa

CoeauHeHne | MHTepdenc -
MHTepdeic®

He emibpan -
n NEHEIA MOEHT

NokansHeIA NopT

MAT Traversal

BrniderHo -
Peskiam

TUNMNEL -

PucyHok 84. Cmparuuya dobaeneHusi IPsec-myHHens. Pa3den NaeHble HacmpouUKu.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Br1 MmoxkeTe 3aaaTh CIICAYIOIIHE IapaMCTPhI:

MapameTp OnucaHwue

MaBHbIe HAaCTPOMKMU

CILBI/IHBTC MEPCKI0YATEIIb BIIPaBo, YTOOBI BKJIIOUHUTH TYHHEJIb.

Bknountb
CHaBUHBTE MEPEKIIOYATENb BIIEBO, YTOOBI BKIIIOYUTH TYHHEb.
Ha3Banue tyHHens mna ynoOHo# wuaeHtudukanuu. Mcmonb3yiiTe
Nma rdpsel, JTaTHHCKKUE OyKBBI BEPXHETO W HIDKHETO PETHCTPA U JAPYyTHe
CHMBOJIBI, IOCTYIIHBIE B aMEPUKAHCKOM PACcKIaaKe KJIaBUaTyphl 2.
Bepcus IP Bepcus [P-nipotokona.

CIBUHBTE NEPEKIIIOYATENb BIPAaBO, YTOOBI pa3pelIUTh MOAKIIOUEHHE
K MapuipyTusaropy mno mnporokony I[Psec mns ymameHHoro ysma ¢
- T00bIM  TyOMuHBIM  («OenbiM») [P-ampecom. Takyio HacTpouKy
AnHamunyeckum IPsec

MOXXHO 3a/1aTh TOJBKO sl ogHOro IPsec-tyHHens. 3ampochkl Ha
COEIMHEHHE [0 TAaKOMy TYHHEII0 MOXET IOChUIaTh TOJBKO

yIIaJICHHBIN y3€el.

Bri6epure croco0 HIeHTU(DUKAITIT yIAJIEHHOTO y371a
(MapmipyTH3aTopa) U3 CIHCKa.

* Address — unentudukanus yaaaecHHoro yia o IP-aapecy.

Tun * FQDN - unentudukanus yaaaeHHOTO y3iia 10 JOMEHHOMY
VIMEHH.

PackpeiBaromumiicss CIUCOK OTOOpakaeTcs, €CIU MepeKIIoYareihb
OuHamuyeckum IPsec ciasuHyT BIICBO.

Beenute [P-agpec VPN-momro3a ynajdeHHOM CETH, €CIM B
packpbIBaroleMcs crucke TUM BoiienacHo 3HaueHne Address.

Beenure nomenHoe umsi VPN-mumo3a ynaneHHOM ceTH, €ciau B

YpaneHHbIN XocT
A packpsiBaroremMcs crircke TUN BoinenceHo 3HaueHrne FQDN.

[lone HOCTYNHO M pENaKTHPOBAHMSA, €CIIM  IEPEKII0YATENb
OuHamuyeckum IPsec casuHyT BIIEBO.

12 0-9, A-Z, a-z, npo6Gen, !"#3%&'()*+,-./;<=>2@[\]"* " {|}~.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

WnenTudukarop yqaJeHHOTO y3jia Ui YCTAaHOBKHM COEIMHEHUS I10

nporokony [Psec Tonpko ¢ onpeneneHHbIMU y3i1aMu. J[Jisl yCTaHOBKU
COCTMHEHUS 3HAYCHHE YIAJICHHOTO MICHTH(HUKATOpAa B HACTPOHKAX

. DIR-853/SE  momKHO COOTBETCTBOBATH 3HAYECHUIO JIOKAJIBLHOI'O
YpaneHHbIV

WICHTH(HUKATOpa B HACTPOMKAax yHaJeHHOro y3na. B kadectse
naeHTudukaTop

unaeHTuduKaropa MOXHO ykazarh [P-ampec y3nma wim moxacertw,
3HaueHue %$any (Bce IP-agpeca), nomennoe wumsi wiam  CN-
ceprudukar. [To ymMoT4aHUIO HCTIONB3YETCS 3HAUCHUE, YKA3aHHOE B
nosie YAaaneHHbIA XOCT.

Homep nopta ynaneHHOro y3ia, KOTOpbIi UCHIONb3yeTCs JUIsl OOMeHa
[Psec-makeTamu B mepBoi (ha3e yCTaHOBKHM coeauHeHus. Eciu more

. HE 3arojHeHo, ucnonb3dyerca nopt 500. Ecnu none He 3amoiHeHo u
YaaneHHbIW nopTt

IE YCTaHOBKHU COCIIMHCHUS UCTIONIB3YeTCS byHKIUS
npeoOpa3zoBanus ceTeBbiX anapecoB (NAT), wucmomb3yercs MOpT
4500.

PSK-xmrou 1151 B3auMHOM ayTeHTHU(HKanuu cTtopoH. Haxkmute Ha

Knroy
3Hauok lNMoka3aTb (&), 4ToOBl 0TOOPA3UTH BBEICHHBIN KITFOY.

B packpeiBaromeMcsi CIUCKE BBIOGPUTE HEOOXOIUMBIM  THIT

Tun nHTepcenca . .
I/IHTep(I)eI/Ica, KOTOPBIN 6y/:[eT HCIIOJIb30BAaTbCA IJIS1 TYHHCIIA.

B packpeiBaromemcs cmucke BbiOepute HeobOxomumoe WAN-
WHTepdeiic COCMHEHHE MapIIpyTu3aTopa Juisi padboTsl TyHHeNs. Ecnu BeiOpana
rpynmna uatepdeiicos, Oyner ucmonb3oBatbcss WAN-coeqMHEHHE T10

YMOITYaHHUIO ISl BBIOPaHHOW TPYIIIHI.

JlokanbHBI WACHTUPHUKATOP MapIIpyTH3aTopa /s YCTaHOBKU
COEMHEHM 110 IPOTOKOILYy IPSec TOIbKO ¢ ONpeneIeHHBIMU y3IIaMU.

o I[J'I?I YCTaHOBKI/I COCANHCHUA 3HAYCHHUC JIOKQJIBHOT O
JlokanbHbLIN

unentudukaropa DIR-853/SE nomKHO cOOTBETCTBOBAaTH 3HAYECHUIO
naeHTudukaTop

YIQJIEHHOTO WJCHTHU(QHUKATOpa B HACTpOMKax yaajJeHHOro ysia. B
KauecTBe HICHTU(UKATOpa MOXKHO yKa3arh [P-aapec, moMeHHOE nMSs
nmn CN-ceprudukar. Heooszamenvuwiii napamemp.

Howmep nopra mapmipytusaropa, KOTOPbIA HCHONIB3YeTCs sl OOMEeHa
[Psec-makeTamu B mepBoi (pase ycTaHOBKH coenuHeHus. Eciu mone
- HE 3aI0JIHEeHO, ucnonb3yercs nopt 500. Eciu none He 3anoinHeHo u
JNokanbHbIK NopT

JUTSL YCTaHOBKH COEJIMHEHUS HCIIOJIb3YETCS byHKUIMS
npeoOpazoBanusi cereBbix aapecoB (NAT), ucnombzyercss mopt

4500.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Oyukmus NAT Traversal oGecneunBaer mpoxoxaenue VPN-

Tpaduka Yepe3 YCTPOICTBO, BBINONHSIONIEE MPeoOpa3OBaHHE
cereBbix angpecoB (NAT). DIR-853/SE mo3BonsieT MpHHYIUTEIHEHO
unkancynuposate VPN-tpadpux B UDP-makeTsl A npoxoxaeHus
yepe3 yAalleHHOE YCTPOWCTBO HE3aBHCHMO OT TOTO, TOAJICPKHBAET
NAT Traversal JIM OHO TPe0Opa30BaHUE AIPECOB.

Ecnu HEoOXOAMMO BKIIOYHUTH MPHHYIUTCIBHYI0 HHKAIICYJISIIHIO
VPN-tpaduka, BeiOepute 3HaucHre BKrroueHo.

Ecmu HeO6XOI[I/IMO OTKIIIOUUTH IMPUHYAUTCIIBHYIO HWHKAIICYJIAIHUIO
VPN-tpaduka, Beidoepute 3HaueHne OTKITHOYEHO.

Pexxum pabotsl [Psec-TynHens. Beioepure HeoOXoaumoe 3HaYCHUE B
PaCKpBIBAIOIIEMCSI CITUCKE.

* TUNNEL (TyHHenbHBIH peXUM) — KaKk [paBHIIO,
WCTIONB3YETCSl JJIsl CO3[aHus 3alMIIEHHOTO COEIMHEHUS C
yIAJICHHBIMU ceTaMHU. B sToM pexxume ncxonsbiii [P-maker
MOJTHOCTHIO mUdpyeTcs u AodaBnseTca B HOBbIN [P-nakerT, a
nepeaya JaHHBIX BBIMIOJHSAETCS HA OCHOBAaHWM 3arojioBKa

Pexum
HOBOTrO [P-T1aKeTa.

* TRANSPORT (TpaHCmOpTHBI peXHM) — KaK MPaBUIIO,
UCIIONB3yeTCsl Ul INU(POBAHUS IOTOKA MAaHHBIX BHYTPHU
ogHOM cetn. B a3TOoM pexume mmpyercs  TOJIBKO
COIlepI)KUMOE MCXOHOro [P-makera, ero 3aroioBoK Mpu 3TOM
HE MEHSETCs, a Imepenada JaHHBIX BBIOJHACTCS Ha
OCHOBaHUH UCXOIHOTO 3aroJOBKa.

CnBuHBTE  TNEPEKIIOYATEINb BIIPABO, YTOOBl  pa3peuInTh
ucrnonb3oBanue nporokona DPD s manHoro tynsensa. Takas
HACTpOMKa IO3BOJIIET IPOBEPUTH COCTOSHUE YAAJEHHOIO y3ja B
Paspewnts DPD TYHHEJIE: €ClIM OOMEH 3alu(ppPOBAHHBIMHU IAKETAaMH MEXIY

MapLIpyTH3aTOPOM M YAAJEHHBIM  y3JIOM  IPEKpalaercs,
MapLIpyTH3aTOp HauuHaeT mnocbuiate DPD-3anpocel ymaneHHOMY
y3iy. Eciu mepekittouatens CIBUHYT BIeBO, monis 3agepxka DPD

u Taum-ayT DPD HemocTynHbI 7151 peIaKTHPOBAHUSL.

Ilepyon BpemMeHu (B CeKyHOaX) MEX DPD-3anpocamu. Ilo
3apepxka DPD pHOL  Bp ( yHJIaX) ny p

YMOJIYaHUIO 3a7aH0 3HayeHue 30.

CtpaHuua 122 ns3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Taum-aytT DPD

Bpemst oxunanust orBera Ha DPD-3anpoc (B cekynnax). Ecnu y3en
HE OTBEYAeT Yepe3 yKa3aHHOE BpEeMs, MapIIpyTH3aTop OOpBIBAaET
COEIMHEHUE TI0 TYHHENI0, OOHOBISIET HH(OPMALIHIO O HEM U 3aHOBO
IBITACTCSI BOCCTAHOBUTH coequHeHue. [lo ymomyaHuio 3amaHo
3HaueHue 120.

TCP MSS

Maximum Segment Size — maxcumanbHwlll pazmep cecmenma naKema
TCP. lanHblii nmapametp BiusieT Ha pasMep nakera TCP, xoropslii
OyzeT nepenaBaThcs OT YAAJICHHOTO y371a K MapIIpyTH3aTopy.

Ecnu BbimeneHo 3HadeHne 3afaHO BPYYHYH, Bbi Moxkere
CaMOCTOSITENIbHO OIPEICINTh 3HAUCHHWE JAHHOTO Mapamerpa s
kax o moacetu TyHuens B mosie MTU. Tloe oroGpaxkaercst B OKHE
n00aBJIeHus MOACETH B paszeie TYHHenMpyemMble NoaceTu.

Ecim Beimeneno 3nauenne Path MTU discovery, nannbii
napamerp OyldeT 3alaH aBTOMAaTHYSCKH I BCEX CO3IaHHBIX
OACETEMN.

MepBas ¢aza

ANTODHTM WHPOBAHKA Nepeoil (az

DES

Pexum
CBC

ANropUTM XeWWpOoBaHKA

MD3

J Aggressive pexum

BepovA IKE
1

Bropas daza

- CBC -
ANTOPHTM XelWNPOBaHY
- MD5 -
Pasmep xewa
- 96 L4
EXMM XelIMPOBa
- HMAC -

. Brnoumts PFS

Tun DHgroup eTopoit dazw
MODP768 -

PucyHok 85. CmpaHruuya 0obasneHusi IPsec-myHHens. Pasdenei lNepeas ¢ha3za / Bmopasi ¢hasa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp OnucaHwue

MNMepBas ¢asa

Anroputm
wudpoBaHUA nepBomn
¢asbl

B packpeiBaromeMcs CIUCKe BBIOEPUTE AOCTYMHBIA aJITOPUTM
muGpoBaHUSL.

Pexxum wncppoBaHus

B packprsiBaromieMcst CliCKe BRIOEPUTE PEIKUM MUPPOBAHHUS.

Anroputm
XelwunpoBaHus

B packpsiBaroiiemcsi Cicke BHIOEPUTE AJITOPUTM XEITUPOBAHUSI.

Pa3mep xewa

JlnuHa xema B OUTax.

Pexum xewmpoBaHus

B packpsiBatoiiemMcsi ClucKe BHIOEPUTE PEKUM XEIIUPOBAHUS.

Tun DHgroup nepsou
¢asbl

['pynmna xmovei mmdpoBanus no anroput™my Jdudou-Xenmana amst
WCIIOJIb30BaHUSI B Xozie TmepBoil (a3el. Bwibepure HeoOxomammoe
3HAUEHHE U3 PACKPBIBAIOIIETOCS CIHCKA.

IKE-SA BpemMs XXU3HU

Bpewms cymectBoBanus kiroueit IKE-SA B cekynnax. 1o ucreuenun
3aJ]aHHOTO TEPUOJa BPEMEHH TPeOyeTCsl MOBTOPHOE COIIACOBAHHUE
KJI04Yel. 3HaueHHe, OnpeeiecHHOe B JAaHHOM TI0Jie, JOJIKHO OBITh
OobIlie 3HAUCHHMS, 3a1aHHOTO B mojic IPsec-SA BpeMs XXU3HWU.

Aggressive pexum

C,[[BI/IHBTe MEPCKIOIATCIIb BIIpaBo, YTOOBI HCIIOJIBb30BaTh

arpecCHBHBIM peXHUM JUIsI B3aUMHON ayTeHTU(HUKAIMM CTOPOH.
Takass HaCTpOMKa IO3BOJIAET YCKOPUTHh YCTAHOBKY COCIUHEHUS, HO
CHMIKAET ero 0e30MacHOCTb.

IKE (Internet Key Exchange) — mpoTOKOI 0OMEHa KITIOYaMU MEXIY

Bepcus IKE nByMs y3namu VPN-coenunenuii. Beibepute HEOOXOMUMYIO BEPCHIO
MPOTOKOJIA B PACKPBIBAIOIIEMCS CITHCKE.
Bropas ¢asa
Anroputm .
. | B packpeiBatomeMcss CHUCKE BBIOGPHTE JOCTYIHBIA aJITOPUTM
wudpoBaHUA BTOPOWH
hasbl mudpoBanus.

Pexum wmncpposaHus

B packpsiBatomiemcst CliicKe BEIOEpUTE PEKUM MUPPOBAHHUS.

Anroputm
xewmnpoBaHuUs

B packpsiBaroiiemMcsi ClucKe BHIOEPUTE AITOPUTM XEITUPOBAHUSI.

Pa3mep xewa

JlnuHa xema B OuTax.

Pexum xewmpoBaHus

B PACKPBIBAOIICMCS CIIMCKE BI:I6epI/ITe PECKUM XCIIUPOBAHUAA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

MapameTp OnucaHwue

Bknwountb PFS

CaBuHBTE TEpeKIoYareilb BIPaBO, YTOOBI BKIIOYUTH omuuio PFS
(Perfect Forward Secrecy, cosepuieHHas npsmas CeKpemHOoCHb).
Ecnu nepexirouarens CABUHYT BIIPAaBO, OyleT MPOHCXOIUTH HOBBIN
oOMeH KiIrouaMu mu@poBaHUs B Xoze BTOpoil ¢a3el. Vcnons3oBanue
JAHHOM OMNIMHM TOBBINIAET YPOBEHb OE30MAaCHOCTH Mepeaaqn
JAaHHBIX, HO yBeJanunBaeT Harpy3ky Ha DIR-853/SE.

Tun DHgroup BTOpON
¢asbl

['pynna xmoueit mudposanus no anroputMy Jduddu-Xenmana mis
UCTIONB30BaHUS B XoJe BTopoil (haspl. Bribepure HeoOxommmoe
3HAYEHUE U3 PACKPBIBAIOIIErOCs CHHMCKA. PacCKpBIBAIOMIMIACS CIHCOK
JOCTYIIEeH, eciu nepekitodarens Bknountb PFS ciBunyT Bripaso.

IPsec-SA BpeMsi XXU3HU

Bpemst cymecTBoBaHus Kiroueil BTopoi (asbl B cekyHaax. Ilo
UCTEYCHUIO 3a/laHHOTO IIepuofa BpEeMEHH TpeOyeTcsi IMOBTOPHOE
COMIACOBAHME KIIOUEH. 3HAUEHUE, ONPEAEIECHHOE B JAHHOM IIOJE,

JIOTKHO OBITH OOJIBIIIE HYIIS.

UroOsl 3anath [P-anpeca nokansHOM U yAaJIeHHOW MOACETeH A CO3aBaeMOro TyHHENs, HAKMHUTE

kHonky [IOBABUTD ( -+ ) B pazzaene TYHHenMpyemMble NoaceTu.

flo6aBuTL NpaBuIo

NokanbHad NOACETb

AOBABWUTbL NOACETE

ansHyto nogcets IPsec-TyrHnenn (LAN-

13aropa). lpumep: 192.168.0.0/24

YnaneHHas nojceTb

NOBABWUTb NOOCETE

Jagaiire yaanenHyro nogcete IPsec-Tyrnens (LAN-

TEHHOMD YC .’lLiLll:fC TBd, BBINOAHAOWErND poOfb

MapuipyTiezatopa). Mpumep: 192,168, 10.0/24

MTU*
1300

COXPAHWUTb

PucyHok 86. Cmparuya dobasrneHusi IPsec-myHHenss. OkHo dobaesneHust myHHenupyemou rnodcemu.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B OTKPBIBHIEMCS OKHE BEI MmokeTe 3aaaTh CIICAYIOIINE IMapaMETPHhI:

MapameTp OnucaHwue

[P-agpec u Macka JIOKaJIbHOM IIOJCETH.

UroObl  100aBUTH eIe OAHY IOJACETh, HAXKMHTE KHOIKY
OOBABUTb TMOOCETb wu BBeaute aapec moOaceTH B
oroOpasuBIIeiics CcTpoke (moctymHo, eciu B pasaene [lepBas
JNlokanbHas noacetb | das3a B cnucke Bepeusa IKE Boineneno 3nauenue 2). JlokaabHbIe
MOJICETH OyAYT COOTHOCHTBCS CO BCEMH YJIAJICHHBIMHU IOJCETIMH,
YKa3aHHBIMH B COOTBETCTBYIOIIEM ITOJIC.

Uro0OBl yIaJMTh IOJACETh, HAXMHUTE HAa 3HAYOK YAANMUTb (*) B
CTPOKE aJipeca MOICETH.

[P-anpec u Macka yaaJleHHOM MOJICETH.

YroOel 100aBUTH emie OOHY TMOACETh, HAKMHUTE KHOIKY
OOBABUTb TMOAOCETb wu BBeaure aapec MOACETH B
oToOpasmBIIeiics CTpoke (moctymHo, eciu B pasaene [lepBas
YpaneHHasa noacetb | ha3a B criucke Bepeus IKE Boigeneno 3naueHue 2). YnaneHHbIe
nojiceTd OyAyT COOTHOCHTBCSI CO BCEMH JIOKAJbHBIMHU TIOJICETSIMH,
yKa3aHHBIMH B COOTBETCTBYIOIIIEM IIOJIC.

YroObl yaaJuTh MOACETh, HAKMHUTEC Ha 3HAYOK YAANMUTb (*) B
CTpOKE ajipeca MOACETH.

MaxkcumanbHbIil  pazmMep HepparMeHTHUPYeMOro  (HEIeIHMOIO)
naketa (B Oairax). [Tone oroOpaxkaercs, eciii B paszaeie [MaBHble
HacTPOMKU B packpeiBaromemcs: criucke TCP MSS Brigeneno
3HaueHHe 3afaHO BPYUHYIO.

Haxxmure kHonky COXPAHUTD.

MTU

UrtoObl 100aBUTH €1IIe OIHY Mapy JOKAIBHOHN M yaaleHHOH noxceteit st Bepcun 1 mporokona IKE,

cHosa Haxkmute kHonky [IOBABUTb (+ ) B paszaene TYHHenupyemble NOACETU u 3ajaiite

HEOOXOMUMBbIE MapaMeTphbl (ocTymnHo, eciau B pasnene lNepBasa ¢asa B cnucke Bepcusa IKE
BbIIeJICHO 3Hauenue 1).

UroOsl 3a1aTh apyrue [P-anpeca nokansHOU U yaaleHHOHN HojceTeit B pasaeie TYHHeNnMpyemble
NOACETU, BbIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOiuile. B OTKpBIBIIEMCS OKHE HM3MEHHUTE
HeoOxoauMble mapaMmerpsl 1 Haxkmute KHOKy COXPAHUTD.

Uro0bl yIaIUTh TMOJACETh, YCTAHOBUTE (PIAKOK CIEBAa OT COOTBETCTBYIOIICH CTPOKH TaOIHIIBI H

F—N
naxmute xHormky YOAJMUTB ([U). Ber Takke MoxeTe ynamuTh MOACETh B OKHE H3MEHEHHS
apaMeTpoB.

[Tocne 3amanust Bcex HEOOXOAMMBIX HacTpoek i IPsec-TyHHeNnss HaXMHTE KHOIKY
NMPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YToOBI 3a1aTh Ipyrue mapameTpbl Ui CYIIECTBYIOLIETO TyHHENs, B pa3aene TYHHENW BeIOepuTe
COOTBETCTBYIOIIMI TyHHeNb B Tabmume. Ha OTKpbIBIIe#ics CTpaHuUIle U3MEHHTE HEOOXOAUMBIC
napameTpsl 1 HaxxmuTe kHoniky TPUMEHUTDb.

YroObl OTKIIOUUTH KaKOH-THOO CyIIECTBYIOIIMHA TYHHENIb U CHOBa YCTAaHOBUTH €r0, YCTaHOBHTE
¢rmaxxok  cineBa  OT  COOTBETCTBYIOIEH ~ CTPOKM  TaOAMIBI M HAOKMUTE  KHOIKY

NEPENOOKINOYAUTD.
YroObl yAamUTh CYHIECTBYIOIIMKA TYHHENb, YCTAaHOBUTE (PIaKOK CJeBa OT COOTBETCTBYIOIIECH

F—
ctpoku Tabmumel u Haxkmute kHomky YOAJIUTb ([1]). Ber takke MoxkeTe ynanuTh TyHHEDb Ha
CTpaHUIIe U3MEHEHHUS TapaMETPOB.

UroOn! 3anpeTuTh Hcnoiab3oBanue VPN-TyHHenel, paboTaromux mo mpoTtokony IPsec, Haxmute
kHonky BbIKITIOYUTD.

CtpaHuua 127 ns 357



DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

GRE

Ha crpanniie VPN / GRE Bbr moxere nactpoutsh VPN-TyHHENIH, paboTaroiiue mo MpoTOKOIY
GRE.

GRE (Generic Routing Encapsulation, obwas uHKancyisayus mapuipymosg) — 3TO TPOTOKOI
TYHHEJIMPOBAHUSI CETEBBIX IIAKETOB, IO3BOJISIIOLIMN OpPraHUW30BbIBaTh He3alMileHHble VPN-
TYHHEIH.

= < IPsec GRE B
GRE
Bbl MOXeTe HacTpouTb VPN-TyHHenw, paboTatolyme no npotokony GRE.

He co3faHo HW OHOrO TyHHens +

Bbl MOXETE AO6&BMTb TYHHENE

PucyHok 87. Cmpa+uuya VPN / GRE.

Y00kl CO3/1aTh HOBBII TyHHENb, HaXxkMuUTe KHOTIKY JIOBABUTD ( + ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

GRE/Jo6aeneHune

HacTpoiikun TyHHens HacTpolikun cTaTuyeckoro MapLupyTa

® Bauounts

Aas®

GRE_7
Macxa *
@ Komusecmes cumsosoe dorwre bume He Goree 32
i SRE *
Tun nHTepdeiica
CoenuHeHue [ MHTepdeic -
VinTepdeic
He ewiGpan -
MTU*
1400

PucyHok 88. CmpaHuua dobaeneHusi GRE-myHHens.

Bbl MoxeTe 3a51aTh clenyIoue napameTpsl:

MapameTp Onucanue

HacTpouku TyHHens

UroObl paspemuTh ucnonb3oBanue GRE-TyHHens, cHBHHBTE
NepEeKIIIoYaTesb BIPABO.
BknounTtb
UroObr 3ampetuth wucnonb3oBaHue GRE-TyHHens, cHBHHBTE
MepeKIIoYaTesb BIEBO.
st Haspanue TyHHens Ui ynoOHOW wHIeHTHPUKAIMH. MOXET OBITh
MIPOU3BOJIBHBIM.
IP-appec Beenure [P-anpec narepdeiica GRE-TynHens.
Macka noacetu BBenute Macky mojiceTH.
. B ACKPBIBAIOIIIEMCS CIIMCKE BBIOEpUTE HEOOXOAMMBINA  THII
Tun nHtepcenca p 13 . P
uHTepdeiica, KOTOPBINA OyIET UCIIONB30BATHCS JIJISl TYHHEIS.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

B packpeiBaromemcst criucke BbeiOepute HeoOxomumoe WAN-
NuTepdbeiic COCIMHEHUE MaplIpyTH3aTopa i paboTel TyHHENs. Eciu BeiOpaHa
rpymnmna untepgeiicos, Oyner ncnonb3oBarbes WAN-coenmuHeHnE 110
YMOJTYaHHIO ISl BHIOPAHHOMW TPYIIIIBL.
YpaneHHbin IP Beenute IP-aapec VPN-1u103a yaneHHOH MOICETH.
MTU MakcumanbHBId pa3Mep MakeTa, KOTOPbId OyJaeT nepeaaBaThCsi OT
YIQJICHHOTO y3Jia K MapIIPyTH3aToOpYy.

HaCTPOﬁ KN CTaTU4eCKoro mapwpyTta

IP-appec ynaneHHoun

. Beenute IP-anpec ynaneHHON TOKAJILHON HOICETH.
NOoKanbHON cetu a ApeC YA a

Macka ynaneHHomn

. BBenute Macky ymaneHHOM JOKaIbHOM MOJICETH.
NOKalnbHOU CeTu

MoaceTtb yaaneHHoro

. Beenute nmoncers ynaaenHoro GRE-untepdeiica.
GRE-nHTepdenca Y pd

Macka yaaneHHoro

GRE-uHTepdeiica Beenute macky ynanenHoro GRE-unTepdeiica.

[Mocne 3aanus Bcex HeoOXoMUMbIX HacTpoek Haxkmute kHonky MPUMEHWUTD.

YTo0bI 3a1aTh Ipyrue mapamerTpbl Ui CYIISCTBYIOLIETO TyHHENs, B pa3aeic TYHHENWU BriOepuTe
COOTBETCTBYIOIIMI TyHHENb B Tabnume. Ha oTKphIBIIeiCS CcTpaHHIE M3MEHUTE HEOOXOIUMBIE
napametpsl U Haxmute knonky MPUMEHUTD.

YroObl ymamuTh CYUIECTBYIOIIUN TYHHENIb, YCTAHOBHUTE (IaXOK CJeBa OT COOTBETCTBYIOLIEH

CTpOKH TabmuIpl 1 Haxmute kHoniky YOAJIUTb (ﬁ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

IPIP

Ha crpanune VPN / IPIP Ber moxere Hactpouts VPN-TyHHETH, paboTaromiue mo npotokoiy IPIP.

IPIP (IP Encapsulation within IP, unxkancynayua IP ¢ IP) — 310 npotokon IP-TyHHEenMpoBaHus
CEeTEeBbIX MAKETOB, TMO3BOJAIONIMKA  OPraHU30BBIBaTh  He3zammuieHHble  VPN-TyHHenum ¢
uHKancyisanuen [P-nakeros B npyrue IP-nakeTsr.

= < GRe IPIP

IPIP

Bbl MoxeTe HacTpouTs VPN-TyHHenw, paboTatowme no npotokony IPIP.

He co3maHo HM OAHOMO TYHHENs -+

Bbl MOxeTe no6aBuTL TYHHENb

PucyHok 89. Cmparuua VPN / IPIP.

Y00kl CO3/1aTh HOBBI TyHHENb, HaXxkMuUTe KHOTIKY JIOBABUTD ( ~+ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

= <K IPP IPIP/fobaBneHne i
HaL‘I’pOﬁKM TYHHENA HaCTpOlﬁKM CTaTUHECKOro MapLipyTa
® Bxounts
P-agpec yoaneHHoW NokansH ETH®
LA™
IPIP_23
Macka yoaneHHoi n NbHOW CETH"
@ Konusecmes cumsosoe donxno Gume He Bonee 32
Nogcets yoanedHoro IPIP-uHTepdenca”
P-agpec®
Macka yaanernHoro IPIP-uHTepdenca™

Tun wHTepdeiica

CoeguHeHwe / MHTepdenc hd

MiuTepdeic*

He enibpan -

YoanexHn IP°

MTLU*
1400

PucyHok 90. CmpaHuya 0obasneHusi IPIP-myHHens.

Bb1 MokeTe 3a1aTh cieyromnue napaMmeTpsl:

MapameTp OnucaHwue

Hactpowku TyHHens

UroOsl pa3pemuTh ucnoiab3oBanue IPIP-tyHHens, caBuHBTE

HepeKJIIO‘{aTeJIB BHpaBO.
Bxknoountb

UroObl  3ampeTuTh ucmonb3oBaHue [PIP-TyHHens, cHBHHBTE
MepeKIIIoYaTesb BIEBO.

Haspanue TtyHHens s ynoOHOW wujaeHTHPUKAUU. MoxeT ObITh
MTPOU3BOJIBHBIM.

Nma

IP-appec Beenute IP-anpec unrepdetica IPIP-TynneNs.

Macka nopgceTtu BBenuTe MacKky moJCeTH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp OnucaHwue

Tun nHTepcenca

B packpeiBaromeMcsi CIUCKE BBIOGPUTE HEOOXOMUMBIM  THIT

uHTEepdeiica, KOTOPhIi OyAeT UCTIONB30BaTHCS ISl TYHHEIIS.

UHTepdenc

B packpeiBaromemcst  crimcke BbeiOeputTe HeobOxommmoe WAN-
COEAMHEHUE MapuIpyTu3aTopa ajis pabotel TyHHens. Eciau BeiOpana
rpynna uatepgdeiicos, Oyzner ucnonb3obarbess WAN-coequHeHue 1o
YMOITYaHHUIO ISl BBIOpaHHOW TPYIIIHI.

YpnaneHHbIN IP

Beenute [P-anpec VPN-1u1t03a yaneHHOW MOACETH.

MTU

MaxkcumanbHBI pa3Mep TakKeTa, KOTOPBIA OyleT mepemaaBaThCs OT
YAAJIEHHOTO y3JIa K MapLIpyTU3aTopy.

HacTpoiiku cTtaTMyeckoro MapLupyTa

IP-agpec ynaneHHoun
NoKanbLHOW ceTu

Beenure [P-agpec ynaneHHON NOKaIbHOW MOJICETH.

Macka ynaneHHoun
NoKanbHOM ceTn

BBenure Macky yaaneHHOH JTOKaJIbHOM MOICETH.

NMoaceTb yaaneHHoro
IPIP-uHTepdenca

Beenute nmoacets ynanennoro [IPIP-untepdeiica.

Macka yganeHHoro
IPIP-nHTepdenca

Benute macky ynanennoro IPIP-unrepdeiica.

[Mocne 3amanmst Bcex He0OXOMUMBIX HacTpoek Haxkmute kHonky MPUMEHWUTD.

YroObl 3a1aTh JpyTrye mapaMeTphl Ui CYIIECTBYIOIIETO TyHHENs, B pa3aeic TYHHEemNWU BeiOepuTe

COOTBETCTBYIOLIMI TyHHENb B Tabmuie. Ha oTkpbIBuIeics cTpaHMile HU3MEHUTE HEOOXOAMMBbIE

napametpsl U Haxmute knonky MPUMEHUTD.

UroObl yoalMTh CYIIECTBYIOUIMHA TYHHENb, YCTaHOBHTE (DIIAYKOK ClIeBa OT COOTBETCTBYIOIICH

cTpoku Tabmuubl 1 Haxmute kaonky YAAJIUTb (ﬁ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

PPTP/L2TP-cepBepbl

Ha crpannne VPN / PPTP/L2TP-cepBepbl Brl moxere Bkimtounts VPN-cepBep, paboTarommmii
no nporokosny PPTP wmm L2TP. [Insa nactpoiiku PPTP- wim L2TP-cepBepa nepeiinure Ha
COOTBETCTBYIOIYIO BKJIAJIKY.

ITporokonsr PPTP/L2TP no3BosnsioT ycTaHaBIMBAaTh 3alUILEHHOE COSTUHEHUE, 00pa3ys TyHHEINb B
CTaHIAPTHOMW, HE3AIUILIEHHON CETH.

Ilepen cozmanuem PPTP- wam  L2TP-cepBepa ¢ BKIIOYEHHOH ayTeHTHOUKAIIMENH

! HEO0OXO0IMMO CO3/1aTh YYETHBIE 3alMCH ToJb3oBaTeneit (cM. pasnen Ionvzosamenu VPN,
cTp. 139).

= < WHbopmaumd o & PPTP/L2TP-cepeepsl

PPTP

PPTP-cepBep

Bbl MOXETE BEMOMUTE VPMN-cepeep, paboTatowwii no npotokony PPTR.

® EBcnounts Mz
PPTP_Server_VPN_45

VPN-ceTb ,ﬂOI'IOJ"IHIa"ITeJ'IbeIe HaCTpOI:‘IKVI
Nokansreit IP-agpec cepeepa® MakcMmansHoe UACNo NogEnHueHrAY

1111 100

HauansHe xmmenTorail 1P MTLI*

1122 1400

KoHEUHLIH knueHTCKME [P* A BKNHUNTE PEXUM OTNAAKK
1.1.23

Tun wHTepdedica DNS

CoeguHeHuwe [ MHTepdenc -

@ Nonyunts agpec DNS-cepeepa asTOMaTIUECKM

WHTepdeic®

test -

AyTEeHTUGMKALS

J BKMOUMTL 3yTeHTUDUKALIMK

CNWCcoK Nofb3oBaTenen -

CNWcoK Nonb30BaTENeR MycT

PucyHok 91. Cmparuuya VPN / PPTP/L2TP-cepeephbil.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YrtoObl BKIIIOUUTH CEPBEP, CIBUHBTE MEepeKIIovaTesl BKMOYUTBL Bripago.

Br1 MmoxkeTe 3aaaTh CIICAYIOINHE IapaMCTPhI:

OnucaHue

MapameTp

Nma

HasBanme cepBepa mist ynoOHOW wuaeHTHPUKAuu. MoxkeT OBITH

IIPON3BOJIbHBIM.

VPN-ceTb

NokanbHbIN IP-agpec
cepBepa

[P-anpec VPN-cepgepa.

HavyanbHbIN
KnueHtckum IP

Hauaneueiii [P-ampec aumanasona aapecoB g KineHTOB VPN-
cepsepa.

KoHeuYHbIN KNUeHTCKUun
IP

Koneunsiii IP-agpec nuanaszona azapecoB g KIMEHTOB VPN-
cepsepa.

Tun nHTepcpenca

B packpeiBaromiemMcst  CIIUCKE  BBIOEPUTE HEOOXOMUMBIA  THII
uHTepdeiica, KOTOPbIi OyeT UCTIONb30BaThCs IS TYHHEIS.

B packpeiBaromemcst criucke BbiOepuTe HeoOxoaumoe WAN-
COEJIMHEHUE MaplIpyTHU3aTopa Ais paboTsl TyHHensd. Eciau BeiOpaHa

UHTepdenc N
Pe rpynmna uHrepderico, Oyner ucnonab3oBarbcsi WAN-coeanHeHHE 1O
YMOITYaHUIO JJIs1 BBIOpAHHOMN TPYIIIbI.
AyTeHTUMKaLuma
C,I[BI/IHLTG MEPCKIOYaATCIIb BIIpaBo, 4TOOBI BBITIOJIHATH
Bknrountb ayteHTu(ukanuio. [Ipu 3ToM Ha cTpaHUIE OTOOPA3STCS CIHUCKH
ayTeHTUdMKaumio OpgHoBpemeHHble ceccun, CHAP, MSCHAP, MSCHAPV2 u

PAP.

OpHoBpeMEeHHbIe
ceccum

Pexum IIOAKIIFOYCHUA MTOJIL30BATEIICH C MCIOJIb30BAHUEM YUYCTHBIX
3anmced, yka3aHHbIX B pasgene CMNUCOK nonb3oBaTeneu.
BLI6CpI/IT€ HCO6XOI[I/IMOC 3HAQUYCHHUEC B PACKPBIBAOIIIEMCA CITMCKE.

* PaspewmnTtb - paspemicHO NOAKIIOYCHUE HECKOJIBKHX
MOJIB30BATEIICH C OAHOM U TOM K€ YUYETHOM 3alUCHIO.

e TonbKo HOBbIe nNOAKMNMHYEeHUA — 1pud HaJIU4YMU
HECKOJIBKMX TMOJb30BaTeNe C ONHOW M TOW XKe YYETHOU
3aMUChI0  PA3peIICeHO  MOAKIIOYEHHE  TOJBKO  HOBBIX
ITOJIb30BaTEIICH.

* TonbkKo CTapble nOAKNMHYeHUA — TIIpyu HaJIAYMH
HECKOJIbKUX TI0JIb30BaTeIed C OIHOW M TOW K€ YYETHOM
3aIIHAChIO HE paspeiieHo MOJIKJIFOYCHUE HOBBIX
TOJIB30BaTEIICH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Challenge  Handshake  Authentication  Protocol  (npomoxon

aymeHmupurayuu ¢ npedsapumenbHulM Co21aco8aHUuemM 6bi306a).

Microsoft Challenge Handshake Authentication Protocol (npomoxkon
nposepku  NOONUHHOCMU MeXHCOy CepeepoM U  KaueHmom 0e3
nepeoauu napois,).

CHAP Password Authentication Protocol (npomoxon aymenmughuxayuu no
napoiio).

MSCHAP
MSCHAPv2
PAP

BLI6epI/ITe HCO6XO,[[I/IMOC ﬂeﬁCTBHe B PACKPBIBAIOMIEMCS CIIMCKE,
COOTBETCTBYIOIIEM IIPOTOKOITY.

* ABTOMaTM4YeCKM —  pa3pelmMTh  aBTOMAaTHYECKYIO
ayTeHTU(DHUKAIHIO KIMEHTa M0 JAHHOMY MPOTOKOIY.

* OTOpacbiBaTb — 3anpeTuTh ayTCHTU(PHUKAIMIO KIUCHTA 110
JTAHHOMY TPOTOKOIY.

+ TpeboBaTb — TpeOoBaTh ayTEHTH(PUKAIMIO KIHEHTA IO
JTAHHOMY ITPOTOKOITY .

MPPE

CnBuHBTE TepeKiovarelb BOpaBo, 4ToObl paspemuts MPPE-
mudpoBaHUeE.

Bkniount MPPE MPPE-mmdpoBanre mnpuMeEHsieTCs TOJIBKO B CiIydasX, Korma B
pasnene AyTeHTUPUKAUMA B paCKPBIBAIOIIEMCS  CITUCKE
MSCHAP uiu MSCHAPV2 Brineneno 3naucane TpeboBaTh.

MPPE-mmdposanue ¢ qmunoit kiatoua 40 6ut u 128 6ur. Beibepute
HEoOXoAMMOEe JIefiCTBUE B COOTBETCTBYIOILEM PACKPHIBAIOLIEMCS
CIIHCKE.

* ABTOMaTH4ecku —  pa3pemuTh  aBTOMaTH4ecKoe
MPPE40 MOJKIIOUeHNE KineHTa K VPN-cepBepy ¢ NpuUMEHEHHEM
MPPE128 MPPE-mmudposanus.

*+ OtOpacbiBaTb — 3ampeTHTh MOAKIOUCHHE KIMEHTa K
VPN-cepgepy ¢ npumeraeaneM MPPE-mmmdpoanus.

* TpeboBaTb — paspelmTh MOAKIOUCHHE KineHTa K VPN-
cepBepy Tonbko ¢ npuMmenenrneM MPPE-mmmdposanusi.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHue

HdononHutenbHble HACTPOWMKKU

Jocmynno na exnaoxe PPTP.
MakcumanbHoe uucno
MakcuMaiabHOE  KOJNMYECTBO  YCTPOWMCTB,  KOTOPhIE  MOTYT

NOAKMI0YEeHUN
noakirouareca Kk PPTP-cepsepy.
Jocmynno na exnaoxe L2TP.
MopT
ITopt L2TP-cepsepa. Ilo ymonuanuto 3agano 3HaueHue 1701.
MTU MakcuManbHBIH pa3Mep MmakeTa, nepeaaBaeMoro HHTepecoMm.

CI[BI/IHLTC NEPCKIOYaTC]ib BIIPABO, CCJIU XOTUTC, yTOOBI B KypHal
BknounTtb pexum

COOBITHUI 3aHOCHIIACh BCsI OTiafouHas nHpopMmanus mno stomy VPN-
oTnagkum

cepaepy.

DNS

CnBuHBTE TepeKIodaTeb BIpaBo, YToObl KineHThl VPN-cepBepa
Monyuutb appec

DNS-cepeepa nonyyanu aapeca DNS-cepepoB WAN-coennHeHns, BHIOPaHHOTO B

criucke UHTepcdpenc. Tlpu srom mons MepBuuHbIN DNS u

aBTOMaATU4YeCKU o
BtopuuHbin DNS HenocTynHbI 1151 pelakTHPOBAHUSI.
MepBuyHbIK DNS / Beemute anpeca mnepBuuHOro W BTOpUYHOTO DNS-cepBepoB B
BtopuuHbin DNS COOTBETCTBYIOIIUE TTOJS.

UTo0Bl ONpenenuTh CIUCOK TOJIH30BATENCH, KOTOPHIE MOTYT IMOJKIIOYATHCS K JaHHOMY CEpBEpY,

Haxxmure kHonky JJOBABUTD ( -+ ) B paszaene CNMCOK nonb3oBaTeneun.

Mone3oBatens X

None3oearens™®

He BeiBpaH -

HacTpoiika [P-agpeca

ABTOMaTUYECKH -

COXPAHWUTbL

PucyHok 92. OkHo 0obasrieHus nonb308amerisi.

B OTKPBIBHIEMCS OKHE BEI MmokeTe 3aaaTh CIICAYIOIINE IMapaMETPHhI:

MapameTp OnucaHwue

Nonb3oBaTenb Bribepure y4eTHyI0 3aMuch, Uit KOTOPOi OyaeT pa3pemieH JOCTy.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Pexxum Haznauenust [P-agpeca. Beibepure HeoOxoqumoe 3HaYeHUE B

PacKpBIBAIOILIEMCS CITHCKE.

* ABTOMaTU4ecKu — IP-aapec monb30Barei0 Ha3HAYACTCS
HacTtpouka IP-agpeca ABTOMATHYCCKH.

* OauHouHbIN IP — [P-ampec monp30BareNt0 Ha3zHAYACTCS
BpyuHyto. [Ipu BbIOOpE 3TOr0 3HaUCHHs OTOOpaXKaeTcs mojie
IP-agpec.

Brenure IP-azmpec w3 nuamaszoHa ajapecoB, 3aJaHHBIX B IOJISIX
HavyanbHbin knueHTckun IP u KoHeuyHbIV knueHTCckum IP.

Haxxmure kHonky COXPAHUTD.

IP-appec

YT1oObl 3amaTh Jpyrue HACTPOWKM JUIS Kakoro-imOo monb3oBarensi, B paszgene CRMCOK
nonb3oBaTeNieM BhIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOmuile. B OTKpBIBIIEMCS OKHE
U3MEHHTE HE0OXoauMbIe mapaMmeTpbl 1 HakmuTe kHOnKy COXPAHUTD.

YroObl ymaauTh Mojb30BaTels, B pasneie CNMCOK nonb3oBaTesien ycraHoBuTe (akok ciieBa
F—9

OT COOTBETCTBYIOMIEH cTpoKK Tabnuibl 1 HaxmuTe knonky YOAJUTD ([U]).

[Tocne 3amanus Bcex HeoOXoauMBIX HacTpoek HakmuTe kHonky MPUMEHUTD.

YT0oOBI 3alpeTUTh HCIOJB30BaHHE CepBepa, CABUHBTE Mepekirodarens BKMAKYUTL BieBo u
Haxxmure kaonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Monb3oBatenun VPN

Ha crpanuie VPN / Monb3oBatenu VPN Bl MmoxeTe cO31aTh yUeTHBIC 3aIIUCH MOJTb30BaTEEH
JUIsl OpraHu3aluy aBTopu3oBaHHoro nocrymna Kk PPTP- win L2TP-cepsepy.

= < PPTP/L2TP-cepBepsil Monk3oeatenn VPN

[Monb3oBatenn VPN

Bbl MOXETE CO34aTh YYETHbIE 3aMMCK NONb30EaTeNeil ANA OpraHW3aLMn asToOpM30BaHHOro AocTyna Kk PPTP- unw L2TP-cepeepy.

He co3paHo HW ofjHOr0 NONIb30BaTenAd —+

Bbl MOXETE AOﬁaBHTb nepeoro NoNe30EaTENA

PucyHok 93. Cmparuua VPN / lNonb3oeamenu VPN.

YrtoObl co3/1aTh HOBYIO YUETHYIO 3alUCh Mojib30oBaresis, Haxmute kHonky JJOBABUTD ( —+ ).

MNonb3oBatens

Mapone* o

PucyHok 94. OkHo dobaerieHus nonb308ameris.
B otkpeiBiiemcst okHe B moie MMA nonb3oBaTens 3ajaiiTe MMs TOJNB30BaTeNs, a B TOJE
Maponb — naposns y4yerHoi 3anucu. Vcnonbs3yiiTe mudpsl, JaTHHCKHE OYKBBI BEPXHETO U HUKHETO
PETHCTpa W JAPYrHe CUMBOJIBI, JOCTYIHBIE B AMEPUKAHCKOM packiajke KiaBuarypsl'”. HaxMure Ha
3Hayok MokasaTb (&), yToObI 0TOOPA3UTH BBEICHHBIH MapOJIb.
Haxxmute kHonky COXPAHUTD.

UYroObl Ha cTpaHulle OTOOPAa3WIMCh MApPOJIM BCEX YYETHBIX 3aluced MOJb30BaTeliel, CIBUHBTE
nepekitouaresb [lokasaTb naposb Bipaso.

YT10OBI M3MEHUTH MapaMeTPhl KaKOH-INO0 YUETHOH 3amKcH, BEIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B
tabnune. B OTKphIBIIEMCS OKHE BBEANTE HOBOE 3HAUCHHE B COOTBETCTBYIOINEE IIOJNIE, a 3aT€M
Haxxmure knonky COXPAHUTD.

Yt0o0BI YAAJIUTb KaKy'IO-.TII/I6O YUCTHYIO 3allUCb, YCTAHOBUTC (I)J'Ia)KOK CJIEBa OT COOTBCTCTBYIOIJ_[CI‘/’I

cTpoku Tabmuikl U Haxmute knonky YOAJIUTb (ﬁ ).

13 0-9, A-Z, a-z, I"#8%&'()*+,-/:<=>2@[\] " {|}~.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

EoGRE

Ha crpanune VPN / EoGRE Bb moxere nHactponth VPN-TyHHENHM ¢ HCIONB30BaHHEM
texHonorun EoGRE.

Texunomorusi EOGRE (Ethernet over GRE) no3Bonsier niepenaBarh Tpaguk mo VPN-TyHHEnsM B
Pa3sHOPOJHBIX ceTsX, nHKancyaupys Ethernet-kanpel ¢ momoisto nporokona GRE u nepenasas ux
0 CETH, KOTOPAasi UCTIOJIb3YET CETEBOM MPOTOKOJ IPYTrOro YPOBHS.

= £ Nonbzoeatenn VPN

EoGRE

Bbl MOXETE HACTPOWTE VPN-TYHHENW C WCNOAB30BaHWENM TEXHONOMMW EOGRE.

He co3aaHo HU 0AHOro TyHHens +

Bbl MOXETE AOGaBL’ITb TYHHEeNB

PucyHok 95. Cmparuuya VPN / EOGRE.

YT0o0bI cOo31aTh HOBBIN TyHHEIb, HAKkMHTE KHONIKY JJIOBABUTD ( -+ ).

EoGRE/lobaBneHne

@ Bunouvts
} PazpewnTe co3gadHne WAN-coegMHeH 1A

Aa* Twn uxTepdedica

EocGRE_48 CoeavHedue ! MHTepdeic v
@ Komusecmen cumsosoe dowxro Bume He Gonee 32 Hurepdeic*

He eriSpax v
YaaneHHww IP-agpec” e

1400

I TervpoeaHHEIA TpadMK

PucyHok 96. CmpaHuuya dobasneHuss EOGRE-myHHens.

Br1 MoxkeTe 3a1aTh ciaenyromue napameTphbl:

MapameTp Onucanwne

UroObl pazpemuth ucnonb3oBaHue EoGRE-TyHHens, caBuHbTE

MEPCKIOYATCIIb BIIPABO.

Bknountb
UroObr 3ampetuth ucnoib3oBaHue FEoGRE-tynHens, cnBuHbTe

MEPCKIOIATCIIb BJICBO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

CaBuHbTE TEepeKirouareib BIpaBo, 4ToObl Hcnoiab3oBath EoGRE-

TyHHENb B KadecTBe uHtepdeiica nus coznanuss WAN-coennHeHus.
Jnst nanpHeimei HacTpOMKH HeoOXoauMo co3iaTh HoByro VLAN-
ceth, B kotopyto Oymer Bxomuth EoGRE-untepdeiic (cM. pazmen
VLAN, ctp. 229), a 3areM co3gatb WAN-coenuHEHHE, KOTOpOE
Oynmet mpuBsizaHo K uHTepdeiicy 3toi VLAN-cetn (cM. paszgen
WAN, ctp. 61).

Pa3pewunTtb cozgaHue
WAN-coeanHeHus

CaBuHBTE MEpEKITIOYaTeNb BIIEBO, eciu co3nanne WAN-coeanHeHus
HEe TpeOyeTcsl.

st Ha3Banue TtyHHens mis ynoOHoOW wuaeHTHUKanuu. MoxkeT ObITh
MIPOU3BOJIbHBIM.

YnaneHHbin IP-agpec | Beenute IP-anpec VPN-1ir03a yaaneHHON MOACETH.

ChaBuHBTE  IEpeKiIouaTellb  BIPaBO, YTOOBI IMPHUCBOHUTH  TET
TernpoBaHHbIn Tpacpuk | (VLAN ID) EoGRE-tpaduky, u 3amaiite HEOOXOAMMOE 3HAYCHHE B
orobpasuBmemcs noje VLAN ID.

B packpeiBaromiemMcss cHoucKe BbIOEpUTE HEOOXOAMMBIM  THI

Tun nHTepcenca . .
I/IHTep(l)eI/Ica, KOTOpPbIN 6yz[eT HCIOJIB30BAaTHCA JIS1 TYHHCIIA.

B packpeiBaromemcs crnucke BbiOepuTe HeoOxoaumoe WAN-
COeMHEHHNE MapIIpyTu3aTopa st paboTsl TyHHens. Eciu BeiOpana

UHTepdpenc
P rpymma uatepdeiicos, OymeT ucnoab3oBarbesi WAN-coeanHeHHE 10
YMOJTYAaHUIO JJIsl BBIOpAHHOMN TPYIIIBI.
MTU MakcuMabHBIN pa3Mep MaKeTa, epeaaBaeMoro HHTephercom.

[Mocne 3aanms Bcex He0OXOMUMbIX HacTpoek Haxxmute kHonky MPUMEHUTD.

YroObl 3a1aTh JApyrue mapamMeTphl Ui CYIIECTBYIOIIETO TyHHENs, B pa3aeic TYHHeNWU BeiOepuTe
COOTBETCTBYIOIIMI TyHHENb B Tabmuue. Ha OTKphIBIIEHCS CTpaHWIlC M3MEHHTE HEOOXOAWMBIE
napameTpsl U HaxxmuTe kHonky MTPUMEHUTD.

UroObl yIaJuTh CYIIECTBYIOUIMIA TYHHENb, YCTaHOBHTE (IIAYKOK ClieBa OT COOTBETCTBYIOIICH
r—N
cTpoku Tabmuisl 1 Haxmute kaonky YAANUTD ( [1)).

VPN-tyHHenu, co3fgaHHble ¢ ucnonb3oBanueM TexHonorun EoGRE, otoGpaxarorcs B pasmene
EoGRE-uHTepdenchl na crpanuiie JlononHutenbHo / VLAN u aBroMarnyecku ynaasiroTcs
Y3 HETO IIPU YAAJIEHNUH C TEKYIIEH CTPaHHULIbL.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

EoIP

Ha crpanune VPN / EolP Ber moxere HacTpouth VPN-TyHHENIH C MCIONB30BaHUEM TEXHOJIOTHH
EolP.

Texunomorust EolP (Ethernet over IP) mo3Bomser co3maBarh Ethernet-TyHHenb» MeXIy ABYMS
MapuIpyTU3aTOpaMH yepe3 COEIUHEHUs, CliocoOHble nepeaasars [P-makers! (Hanpumep, IPIP- nin

PPTP-coenunenus).
= ¢ EoGRE EoIP &
EoIP
Bbl MOXETE HACTPOUTE VPN-TYHHENW C MCNONL30BaHWEM TEXHONOMMK EOIP.

He co3paHo HU ofHOro TyHHens +

Bbl MOXETE AO6aBMTb TYHHENE

PucyHok 97. Cmparuua VPN / EolP.

YroOsI co3maTh HOBBIN TyHHENb, HAkMuUTE KHONIKY JIOBABUTD ( + ).

EolP/fobaeneHwne

® Brnounts

) PazpewmnTe co3gadne WAN-coeguHeHUA

Wina* Twn uxTepheiica

CoegunHerwne / MnTtepdgenc

EclP_18&
WHrepheiic*
YoanedHwn IP-agpec* He ewibpan b
MTU*
Tunnel ID* 1400
I Keep Alive

1% TerwpoeaHHLIA Tpaduk

NPUMEHWUTE

PucyHok 98. CmpaHuuya dobasrneHusi EolP-myHHerns.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

Bb1 MokeTe 3a1aTh cienyonuye napaMmeTphl:

MapameTp OnucaHwue

Bknountb

UroObl pazpemuTh ucnonb3oBaHue EolP-TyHnens, caBuHBTE
IIEPEKIII0YaTelb BIIPABO.
UroObr  3ampetuth wucnonb3oBaHue EolP-tyHHens, cnBuHBTE

MNEPCKIOYATCIIb BJICBO.

Pa3pewunTtb cozgaHue
WAN-coeanHeHus

ChBuHBTE MEpeKIoYaTeNlb BIPaBO, YTOObI HCIOIB30BaTh EolP-
TYHHEIIb B KauecTBe uHTepdeiica it coznanus WAN-coequHEeHus.
st nanpHeimei HaCTpOMKH HeoOX0oauMo co3iaTh HOoByr0o VLAN-
ceTh, B KoTOpyto Oymer BxomuTh EolP-untepdeiic (cm. paszmen
VLAN, ctp. 229), a 3arem co3nath WAN-coenMHEHHE, KOTOPOE
Oyner mpuBsizaHo K wuHTepdeiicy 1ot VLAN-cetn (cM. pazmen
WAN, ctp. 61).

CnBuHBTE MEPEKIIIOUATENh BICBO, eciin co3nanne WAN-coeanHeHUs
He TpedyeTcsl.

Nma

Ha3Banue TtynHens mis ynoOHoW wuaeHTH(UKanuu. MoxeT ObITh
MTPOU3BOJILHBIM.

YananeHHbiu IP-appec

Beenure [P-agpec VPN-nuiro3a ynaneHHOM MOACETH.

3anaiTe YHUKAJIbHBIA UACHTUPUKATOP TYHHES.

Tunnel ID 3HayeHre JaHHOTO IIapaMerpa JIOKHO OBbITh OJMHAKOBBIM JUIS
00enx CTOPOH, OpPraHU3YIOIIUX TYHHEIb.
MAC-anpec, mnpucBauBaembiii  uHTepdeiicy  EolP-tynnens.
MAC-agpec Heobsizamenvhulit napamemp.

Ecnu none ne 3anonueno, MAC-agpec Ha3Ha4aeTcsi aBTOMaTHYECKHU.

TernpoBaHHbIN TpaduK

CaBuHbBTE 4TOOBI
(VLAN ID) EolP-tpaduky, u 3amaiite HeoOXonumoe 3HaUE€HUE B

otobOpasuBmemcs mnoine Tag ID.

NEpCKIOYaTCib  BIPaBo, MNPpUCBOUTHL  TET

Tun nHtepcenca

B packpeiBaromeMcsi CIUCKE BBIOGPUTE HEOOXOMUMBIM  THII

uHTepdelica, KOTOPBINA OyET UCIIONB30BaThCS JIJIsl TYHHEJIS.

B packpeiBaromemcs crnucke BbiOepuTe HeoOxoaumoe WAN-
COCAMHEHUE MapuIpyTHu3aTopa ais pabotel TyHHens. Eciam BeiOpana

UHTepcpenc
rpynna uatepdeiicos, Oyzner ucnonb3oBarbess WAN-coequHeHHe 1Mo
YMOITYaHHUIO ISl BBIOPaHHOW TPYIIIIHI.
MTU MaxkcumanbHbIN pa3Mep MakeTa, nepeaaBaeMoro uHTephencom.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

(IToooeporcusamov nooknouenue) CIBUHBTE MEPEKITIOUATENh BIPABO,

YTOOBI MapIIPyTHU3aTOP ONPEAEISUT COCTOSHUE TYHHENS Ha JIpyrou
ctopone. B oroOpasuBmmxcs monssx WUHTepBan u lonbITKn
YKaXXUTC H€O6XO)II/IMBI€ 3HAYCHUSL.

Keep Alive MapuipyTusarop OTIPaBISET HECKOJBKO 3alpOCOB IS MPOBEPKH.
Ecnu nmocne HeCKONBKUX HEyAauyHBbIX 3alpOCOB Ha APYrol CTOPOHE
TYHHEJISl COEIMHEHHE HEAKTHBHO, TyHHeNb Oyner oTkiroueH. [Ipu
9TOM OH AaBTOMAaTWYCCKHA BKJIFOUUTCS, €CIH Jpyras CTOpOHA
TMIOTTBITAETCS] YCTAHOBUTH COCTUHEHUE.

[lepron BpeMeHu (B CeKyHIax), BbLAEJICHHBIH Ha OAMH 3alpoc Ha
UHTepBan MPOBEPKY COCTOSAHUS TyHHENs Ha Apyroud cropone. [lo ymomuanuto
3aJ1aHO 3HaYeHue 5.

KonnuecTBo HeynauHbIX 3alpOCOB, OTIPABJICHHBIX IS IPOBEPKH
MonbITkN COCTOSIHMSI TYHHEJS Ha JIPYrod CTOPOHE, IOCJE KOTOPBIX TYHHEIb
orkirodaercd. [1o ymon4anuro 3a1aHo 3Ha4eHUE 5.

[Tocne 3amanmst Bcex HeoOXonUMBIX HacTpoek Haxkmute kHonky MPUMEHUTD.

YTo0bI 3aaTh Ipyrue mapameTpbl Ui CYIISCTBYIOIIETO TyHHENs, B pa3aeic TYHHENWU BriOepuTe
COOTBETCTBYIOIIMI TyHHeNnb B TaOmume. Ha OTKpbIBLIGHCS CTpaHWIle W3MEHHUTE HEOOXOIMMbIC
napameTpsl 1 HaxxmuTe kHonky MTIPUMEHUTDb.

YT10oOBl yOamUTh CYNIECTBYIOLIMH TYHHENb, YCTAHOBHTE (MIQXKOK CIIeBa OT COOTBETCTBYIOIICH
=
CTpoKH Tabnuilbl ¥ HaxMuTe kHonky YOAJIUTD ([1]).

VPN-TyHHe M, CO3/IaHHbIC ¢ UCMOIb30BaHHEeM TexHosoruu EolP, oroOpaxkarorcs B pasaene EolP-
umHTepdencobl na crpannie JononHutenbHo / VLAN u aBTomMarnyecku yaaiasioTCs U3 HETO
MIPU yAAJICHUU C TeKyIIeH CTpaHUIIbI.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

L2TPv3

Ha crpanuiie VPN / L2TPv3 Bsl MmoxeTe HacTpouts VPN-TyHHENnH, paboTaOIIKe MO MPOTOKOITY
L2TPv3.

[Ipotokon TyHHenupoBaHus BTOoporo ypoBHs L2TPv3 yacTto ucCnosib3yeTcs B CETSIX HHTEPHET-
IIPOBaiAepoB A nocTpoeHus TyHHenen ¢ [P- wim UDP-unkancynsauuein mexay nasyms [P-ysmamu.

L2TPv3

L2TPv3

Bwl momeTe co3gasate M HacTpansate LZTPv3-TyHHE N,

He co3gaHo HW OJHOMO TyHHENs +

Bt moxeTe ,CI'DE‘E!EHTb TYHHENB

PucyHok 99. Cmpa+uua VPN / L2TPv3.

YT00BI CO311aTh HOBBIN TyHHENb, HXXMUTE kHOIKY JIOBABUTDb (+ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

L2TPv3/dobaeneHne

® Bruounts

J FazpellnTe co3jaHne WAN-CoegWHeH WA

SITE
L2TPv3_36 MAC-appec
Bepous IP MTL*>
IPv4 i 1200
THn MHKaNCyRALMAKY . LESFIEC
uppP -
MopT wcrouHmea™ NokansHBIA KoY
4]
{D Kmwow sodoemcr € epde wecmyodyomeperysod cmpory deunod 8 wau 16
MopT RaaHausHMR® CLIMS0A08
4]
YoaneHHbIA KoY

Tun MHTepdelica
T - & - o P
CEIE,EI,H HeHWe / HHT'qu)E“C {D Kawov 208cemcor € evde weomyodyomepurysold cmpory drsunod 8 wou 16
CUMS0A0E
ViHTepdeic®
NokansHeil MoeHTAbUEaTOR cecome®

He emibpan -
1
o P YoaneHHbI ngeHTWdLUKATOp Cecoam®
YnaneHHwA IP-agpec*
1
NoKanbHblA MOSHTUMHMESTOD TYHHENR™
YoaneHHLIA MOeHTUHKSTOD TYHHENA™
NMPHMEHWTE

PucyHok 100. Cmparuuya dobaerneHusi L2TPv3-myHHers.

Br1 MoxkeTe 3a1aTh ciaenyromue napameTphl:

MapameTp OnucaHwue

Urobbl paspemuth wucnonb3oBanue L[2TPv3-TyHHens, CIBUHBTE

MEPEKIIFYaTelb BIPABO.
Bxknountb

Urobbl 3ampetuTh wucnonb3oBaHue L2TPv3-TyHHens, cIBUHBTE
TePEKITI0YaTelb BIICBO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp OnucaHue

Pa3pewunTtb cozgaHue
WAN-coeauHeHus

CaBuHBTE TEepeKiIIoYareNb BIPaBoO, 4TOOBI HMcnoib3oBaTh L2TPv3-
TYHHENIb B KaduecTBe MHTepdeiica as coznanuss WAN-coeanHeHMs.
Jis nanpHedIenl HacTpOMKH HeoOXonumo co3aarh HOByr0 VLAN-
ceTb, B KoTopyro Oymetr Bxoauth L2TPv3-untepdeiic (cm. pasmen
VLAN, ctp. 229), a 3arem co3natb WAN-coeIuHEHHE, KOTOpOe
Oyner mpuBsizano k uHTepdericy 3toii VLAN-cetn (cM. paszgen
WAN, ctp. 61).

CnBUHBTE TIEpeKITIoYaTeNb BIEBO, eciu coznanne WAN-coequHeHus
He TpebyeTcs.

Nma

Ha3Banue tyHHens s ynoOHOW wuaeHTHGUKanuu. MoxkeT ObITh
MIPOU3BOJIbHBIM.

Bepcus IP

Bepcus [P-niporokoina.

Tun nHKancynaumu

Tun wnkancynsauun L2TPv3-tynuens. Bribepute HeoOxomumoe
3HAUEHHE B PACKPBIBAIOLIEMCS CITHCKE.

*  UDP - unkancymsius B UDP-nararpammel.

* IP — unkancymsinus B [P-nnakeTsr.

MopT uctouyHuka / Mopt
Ha3Ha4YeHus

BBenure HOMepa MOPTOB MCTOYHMKA M HAa3HAUYCHHUA I Mepeadu
UDP-gararpaMM B COOTBETCTBYIOIIME TOJIS. YKaXXUTE 3HaYeHUE OT |
no 65535.

ITonst oTOOpaXkaroTCsi, €CIU B PaCKPHIBAIOIIEMCS CIUCKe TWN
MHKancynsuum seienieHo 3HaueHue UDP.

Tun uHTepcpenca

B packpeiBaromiemMcst CIIUCKE BBIOEpUTE  HEOOXOTUMBIH
uHTepdeiica, KOTOPhIi OyAeT UCTIONb30BaTHCS ISl TYHHES.

THUII

UHTepdenc

B packpeiBatomemcsi crniucke BbiOepure HeoOxommmoe WAN-
COEIMHEHUE MapIIpyTHU3aTopa Ais pabotsl TyHHens. Ecinu BeiOpaHa
rpynmna uarepderico, Oyner ucnoab3zonarbcsi WAN-coeanHeHHE 1O
YMOITYaHUIO JJIs1 BBIOpaHHOHN TPYIIIIBI.

YnaneHHbin IP-agpec

Beenure IP-anpec VPN-1umt03a yiaqieHHOM CETH.

JlokanbHbIN
naeHTucpukaTop
TYHHens

Beenure gnoxanpHbIM uueHTHuKaTtop L2TPv3-tynnens. s
YCTAaHOBKM COCIMHEHMs] 3HAU€HHUE JIOKAJIbHOTO HUACHTU(]HUKATOpa
TyHHenss B Hactpoiikax DIR-853/SE  nmomkHO COOTBETCTBOBATh
3HAYCHUIO YIAJICHHOTO WACHTU(UKATOpa TYHHENs B HACTpOHKax
YIAJIEHHOTO y37a.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Beenure ynanenusiii  upentudukarop L2TPv3-tynnens. s

YaaneHHbIN YCTAaHOBKH COCIMHEHHs 3HAYCeHHE YIAJICHHOrO HAeHTH(HUKAaTOpa
naeHTudukaTop TyHHenss B Hactpoiikax DIR-853/SE  momkHO COOTBETCTBOBATH
TYHHens 3HAUEHHUIO JIOKAJILHOTO HACHTH(HKATOpAa TYHHEIS B HACTPOHKax

YIAJIEHHOTO y371a.

MAC-anpec, IIPUCBAaNBaEMBbI L2TPv3-unrepoeiicy.
MAC-agpec .
Heobsazamenvhbiti napamemp.
MTU MaxkcuManbHbIM pa3mep nakera, nepeaaBaeMoro HHTepQencom.
ChBuHbTE  TeEpeKiIIovaresb  BIPaBO,  YTOOBI  HCIIOJIB30BATh
L2Spec CIeIUaNbHBI  1o3aroioBok L2TP-ceccuu, KOTOpBIA COICPKUT
YIPaBJISAIOLIUE M10JIs, YIPOLIAIOLIUE MTepenady KaapoB 10 TYHHENO.
INokanbHbIN KoY / BBenure JOKAJIBHBIA U yAAJICHHBIA KIKOY Ul CO34AHUS TyHHENS B
YpnaneHHbIN KNoy COOTBETCTBYIOIIHE TOJIS.

BBenure noxanmeHBIA HIeHTH(UKATOP ceccuu. s yCTaHOBKH

o COCAMHCHUA 3HAQUCHUC JIOKAJIBHOI'O I/IIIGHTI/I(l)I/IKaTOpa ceCcCun B
JlokanbHbIN

Hactpoiikax DIR-853/SE  nomkHO COOTBETCTBOBaTH 3HAYEHMIO
naeHTUcukKaTop ceccum

YAAJNICHHOTO HWACHTU(HUKATOpAa CECCHU B HACTPOMKAX YNaJeHHOTO
y37a.

Beenaure ymaneHuwsii waeHtudukatop ceccuu. Jns  ycTaHOBKH

o COCANMHCHUA 3HAUYUCHUC YILaJ'IeHHOFO I/IJIGHTI/Iq)I/IKaTopa ceccunu B
YaaneHHbIN

Hactpoiikax DIR-853/SE  momkHO COOTBETCTBOBATh 3HAYEHUIO
naeHTudukaTop ceccum

JIOKAJIbHOTO HWJEHTHU(PHUKATOpa CECCUU B HACTPOWKAX YIaJCHHOIO
y37a.

[Tocne 3amanust Bcex He0OXOMUMBIX HacTpoek Haxkmute kHonky MPUMEHUTD.

YT00BI 3a/1aTh APYTHE MapaMeTpsl Ui CYLHIECTBYIOLICrO TYHHEIs, B pasnene TYHHENMU BoiOepute
COOTBETCTBYIOIIMI TyHHENb B Tabmuue. Ha OTKphIBIICHCS CTpaHUIle M3MEHHTE HEOOXOAUMBIE
napameTpbl U HaxmuTe kHonnky MTPUMEHUTD.

Yt0o0BI YAAJIUTb CYI_I_ICCTBYIOIJ_II/II‘/’I TYHHCJIb, YCTAHOBHUTC (bnamox CJICBa OT COOTBeTCTBYIOU_Ieﬁ

crpoku Tabmuis u naxmute kuonky YAAJIUTb (ﬁi ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

QoS

QoS (Quality of Service, kauecmgo obcaysHcu6aHus) — 3TO TEXHOIOTHs, TO3BOJISAIONIAS 00eCIIEUYNTh
CHCNHAJIbHBIN YPOBEHb OOCTYKMBAaHHUS JUIS OTACIBHBIX IOJIb30BAaTENICd WM TPUIOKEHHH 0e3
yiepba s o0paboTKu ocTtanbHOro Tpaduka. B maHHOM pasmene mMeHro Bbl MoxkeTe co3marb
KJIaccu(UKaTopsl 1751 00pabOTKU BXOIAIIET0 U UCXOIAIIETO Tpaduka, a TakkKe HaCTPOUTh OUepeH

00CTyKUBaHMUS.

Knaccudpukartopsl

Ha crpanune QoS / Knaccudmkatopbl Brl MoxeTe co3nars kiaccuukaropsl Uit 00paboTKu
Tpaduka. Kiaccuduraropsl mo3BoJsSOT Kiaccu(GUIUPOBATh BXOAALIIMA M UCXOAALINHA TpaduK 1O
psiy mapameTpoB, YTOOBI OTHECTH €r0 K ONPEAETICHHON Ouepen 00CTyKUBaHNUS.

KnaccudukaTopsl

He cosgaHo HW oAHOMO KNaccupukaTopa +

3aeck Bl MoxeTe 400aBNTE Knaccugmkatop

PucyHok 101. Cmparuuya QoS / Knaccugukamopsi.

YroObl 100aBUTH HOBBIH Kitaccudukarop, Haxxkmute kHonky [JJOBABUTD ( -+ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

[obaBneHne knaccugmkatopa

HacTpoiiku knaccuduraTtopa

@ BuounTs

HMurepdeiic®

He enibpad A

MpoTokon

He enibpand -

PucyHok 102. CmpaHuuya 0obasneHusi Knaccughukamopa.

Ha otkpsiBiICiiCcS cTpanuile Bol MOXKeTe 3a1aTh ClIEAYIONINE NapaMeTPhI:

MapameTp OnucaHue

CZ[BI/IHLTC MEPCKIOYaTCIIb BIIpaBo, YTOOBI AKTUBUPOBATH

KJ1accuukaTop.
Bknountb
CasunbTE NepeKIoyareb BJIEBO, YTOOBI OTKJIFOYHTD
KJ1accugukaTop.
st Hasanue knaccudukaropa mis ynoOHOW uaeHTHduKanuu. Moxet

OBITh IIPpON3BOJIbHBIM.

CeTp Ha3HaueHHWs WIM CETb HCTOYHHMKA Tpaduka, KOTOpBIA OynaeT

OTHOCHUTBCS K Kiaccugukaropy. Bel moxxete 3anars [Pv4-anpec unu
CeTb Ha3Ha4eHus /

CeTb UCTOYHUKA

[Pv6-anpec.

®opmar [Pv6-aapeca y3nma — 2001 :db8:1234: :1, [Pv6-anpeca
nojacetd —2001:db8:1234: :/64.

WTepdeiic B packpeiBaroremcsi cnucke BbIOEpUTE HEOOXOAMMBIN HHTEpdeiic
MapuIpyTU3aTopa s Kiaccupukaropa.

VLAN ID Nnentudurarop VLAN-cetn mapuipyTuzaropa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Class of Service — knacc obcnyxrcusanus.

COosS 3nayenne metku CoS mns knaccudukaropa. Ykaxute 3HadeHue ot ()
1o 7.
MpoTokon [IpoTokon st mepeaayn ceTeBbIX MakeToB. Beibepure Heobxomumoe
3HAYCHHE U3 PACKPBIBAIOIIETOCS CIIHCKA.
MAC-agpec

MAC-aapec ycTpoiicTBa HMCTOYHMKA WJIM Ha3HAUEHHUS, KOTOPBII

Ha3HadyeHus /| MAC-
Oy/ieT OTHOCUTBCS K KilacCU(UKATOPYy.

agpec NCTOYHUKA

MopT Ha3HayeHus / ITopr IP-agpeca wWCTOYHMKA WM Ha3HAYCHHs, KOTOpBIA Oyrmer
MopT ucTouyHuka OTHOCHUTHCS K KIacCH(PHUKATOPY.

Differentiated ~ Services  Code  Point —  mouka  Koda

oughghepernyuposanHuvlx yciuye.
DSCP

3nauenue metku DSCP s knaccudukaropa. Ykakute 3Ha4€HUE OT
0 no 63.

Type of Service — mun o6caysHcu8anus..

ToS 3navyenne MeTku ToS Jis kimaccudukaropa. YKaxuTe 3HaueHue ot 0
1o 255.

[Mocne 3apanust HeOOXoAUMBIX apameTpoB HaxkmuTe kHoriky TPUMEHUTD.

UroObl 3amaTh Jpyrue mapamerpbl JUisl  CYHIECTBYIOLICTO  KIacCU(HKATOpa, BBIOECPUTE
COOTBETCTBYIOIIYIO CTPOKY B Tabmmie. Ha OTKpbIBuIEiCS CTpaHMIle H3MEHHTE HEOOXOIMMBIC
napameTpsl U HaxmuTe kHorky MTPUMEHUTD.

Uro0BI yIaluTh CyIIECTBYIOUINHA KIIaCCH(PHUKATOP, YCTAHOBHUTE ()IaXKOK CJI€BA OT COOTBETCTBYIOIIEH

cTpoku Tabmuisl 1 Haxmute kaorky YAANUTD ([1)).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

HacTtpouiku QoS

Ha crpanunne QoS / Hactponku QoS Bel mokeTe BKIrOuMTh Mexanu3Mm QoS, co3marh odepenn
Ui 00paboTKU Tpaduka U BEIOPATh aJITOPUTMBI ISl UX pabOTHI.

Hactpoiikn QoS

< QoS

Yerpodictso @ Bxnounts Qas

He co3aaHo HY 04HOI oYepeau +

Bul MmoxeTe JobaBuTE oYepesb

PucyHok 103. Cmparuya QoS / Hacmpoltku QoS.

YT10o0bI pa3pelnTh UCIONb30BaHUe Mexanu3ma QoS, CIBUHBTE Mepekioyaresib BKnounte QoS
BIIPABO.

YT00BI 100aBUTH HOBYIO O4Yepesb, B pasiene Ovyepeam naxmure kHonky JJOBABUTb (+ ). B
otobpasuBiiemcs: okHe Bblbop uHtepdpenca s none UHTEepdpenc seidepure WAN-unTEepdeiic
Mapuipytusatopa (ans ucxomsuiero Tpaduka) win LAN-unTepdeiic mapmpyTtuzaropa (s
BXoAsmiero Tpaduka), Tpapuk ¢ KOTOporo OyAeT OTHpaBISITBCA B CO3/aBaeMyl0 OdYepe.b
obcnyxuBanus, a 3areM Haxmute kHonky COXPAHUTD.

Ha otkpeiBmiciics ctpanuie B moine MMSA 3amaiite ums ouepenau OOCITy)KUBaHHS sl YIOOHOH
uaeHTuduKanuu. B packpbiBatomiemMcsi cricke AFIFOPUTM BBIOCPUTE ajIrOpuT™M 0OpPabOTKU st
odepend, a 3areM 3alaiiTe HeoOXOOMMBIE MapaMeTpbl B OTOOpasuBmmXcs nNomsix. [logpoOHoe
OTHMCAHUE AJTOPUTMOB MIPUBEICHO HIKE.

[Mocne 3apanust He0OXoAUMBIX NapameTpoB HaxkmuTe kHoriky TPUMEHUTD.

UYroObl 3a/1aTh Apyrue mapaMeTpsl s CyLIECTBYIOLICH odepenu, B pazaene Ouepean Boidoepute
COOTBETCTBYIOIIYIO CTPOKY B TaOmuiie. Ha OTKpBIBHICHCS CTpaHHUIlE HM3MEHUTE HEOOXOIUMbIC
napameTrpsl 1 Haxkmute knonky MPUMEHUTD.

UroObl ygamuTh CyIIECTBYIOIIYIO OYepelb, YCTAaHOBUTE (Ia’KOK ClIeBa OT COOTBETCTBYIOIICH

cTpoku TabmuIel M Haxkmute kHonky YAAJIATb (ﬁ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Aneopumm DSMark

AnroputM DSMark no3Bonser MapKupoBaTh BXOMSIIUN U UCXOIAMIMNA TpadUK C MOMOIIBI0 METOK
DSCP nns koppeKTHOro pacipeneneHus Tpaguka Ha BBIIIECTOSAIIEM YCTPONUCTBE.

B Ka)KI[Oﬁ ouepcau MOXKET OBITH HECKOJBKO KJIaCCOB OJHOI'0O YpOBH, Ka)I(I[LIfI N3 KOTOPBIX MOXKET
coziep)kaTh COOCTBEHHBIE MOAOUYEPEAM M MOIKIACCHI, MPHUOPUTET 0OpabOTKU KOTOpPBIX HuXke. J[ns
HaBUTallUU 110 YPOBHAM oqepe/:(ei/'l Hn KJIaCcCOB I/ICHOJ'IB3YI>1TC IIa”HEJIb HaBUT'allUHU B JIEBOM YacTHu
crpanunpl. B paznene HacTtpoukm amnroputma B none KonmmyecTBO KNaccoB ykaxuTe
HCO6XOI[I/IMOC YHUCJIIO KJIaCCOB.

Yrobsl 1006aBHTH Ki1acc, B pasaeie Knaccebl naxvure knonky JJOBABUTD ( -+ ).

= = Hactpoiikn QoS ()
< OCHOBHLIE HACTPOWKK HacTtpoiku knacca
» YCTpORCTBO . BKAKUNTL DSCP
w statip_70 ) Het h
class_1 o

class 1
HHTepdeltc
statip_70

Mo ymonyaHno

He co3gaHo HW O4HOR o4Yepean +

Bel moxeTe qofaBnTe oYepEdsL

He co3gaHo HW 0fiHOTO KnaccugUkaTopa +

34800 Bol MoxeTe 0BaBUTE KnaccudukaTop

PucyHok 104. CmpaHuya QoS / Hacmpoliku QoS. CmpaHuua dobasrneHus knacca 0r1s anzopumma
DSMark.

Ha otkpeiBiI€iiCS cTpanuiie Bel MOKeTe 3a/1aTh CIEAYIOIINUE TAPAMETPHI:

MapameTp OnucanHne

OCHOBHbIe HAaCTPOUKMN

CaBuHBTE MepeKIoYaTeNb BIPaBo, YTOObI aKTUBUPOBATH KJIaccC.
Bknountb
CIBUHBTE MTEPEKITFOYATEIh BICBO, YTOOBI OTKITFOUUTH KiIacc.
st Haspanme xmacca mis ymoOHOU wuaeHTHPUKAU. MoxkeT OBITh
MTPOU3BOIBHBIM.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

CI[BI/IHBTG MEPCKIOYATCIIb BIIPABO, YTOOBI KJIACC HCIIOIH30BAJICS 10

YMOJTYaHUIO i Tpaduka, HE TMOMANAONIET0 HU B KaKOH Jpyroi

Mo yMOS4aHuIo KJIaCC TOI'O X€ YPOBH UCPaApPXHUH.
Ecnmu  mepeknrodarenb — CABHHYT — BJIEBO,  Takod  Tpaduk
OT6paCBIBaeTCH.

Hactpowku knacca

3nauenue metku DSCP, kotopast OyneT npucBauBatrbes Tpaduky. B
DSCP PacKpBIBAIOIIEMCSI CIIMCKE BBIOEPUTE HEOOXOAMMOE 3HAUCHUE WITU
octaBbTe 3HaueHue HeT, eciu MeTKy npucBauBaTh He TpeOyeTcs.

Yrobsl 100aBUTH B Kiacc momodepens, B pasuene Ouvepeaun naxmurte kaonky [JJOBABUTb
(+ ). Ha oroOpa3uBmieiics cTpaHulle 3aJaiiTe HEOOXOMUMBIE TapamMeTpbl U HAKMHUTE KHOTIKY

NMPUMEHUTD.

YToOBI 3a1aTh ApPyrue mapaMeTpsl sl CyIIeCTBYoLIel ouepenu, B pasaeine Ouepeamn Boidoepute
COOTBETCTBYIOIIYIO CTpOKy B Tabmuiie. Ha oTKpwIBIIeHCsS CTpaHWIE W3MEHUTE HEOOXOIUMBIE
napameTrpsl 1 Haxxkmute kHonky MPUMEHUTD.

YT00B! yIamuTh CyHIECTBYIOLIYIO odepelb, B pasigene O4vepeam ycraHoBUTE (IIa)kOK ClieBa OT
COOTBETCTBYIOIIEH cTpoku TabyuIb! U Haxkmute knonky YAATUTb ([1)).
Yrobsl g006aBUTh B Kiacc kimaccupukatop, B pasgenc Knaccudpukatopbl HakxmuTe KHOIKY

OOBABUTb (+ ). B oTkpeiBiIEMcs OKHE B packpsiBaroiieMcs crrcke Knaccudumkatopsbl

BbIOCpHTE KiaccudukaTop, co3naHublii Ha crpanune QoS / Knaccudpmkatopbl (cMm. pasnen

Knaccugpukamopuwi, ctp. 149). Ilpu 3ToM B OKHE 0TOOpasuTcs craryc kinaccudukaropa. Haxxmure
kHonky COXPAHUTD.

UroObl M3MEHHTH yXKe BBIOpaHHBIA Kiaccudukatop, B pasienc Knaccudmkatopbl BeiOepute

COOTBETCTBYIOIIYO CTPOKY B Tabuiie. B OTKpBIBIIEMCsT OKHE 3a1aiiTe HEOOXOMUMBIE ITapaMeTPhl U
Haxxmure knonky COXPAHUTD.

YT0o0Bl ymamuTh cymiecTByrOLIMH kinaccudukarop, B pasziene KnaccudpmkaTopbl ycraHoBuTte
(br1askok cieBa OT COOTBETCTBYIOIIEH CTpoKK Tabmuisl 1 Haskmute kaonky YOANUTD ([11)).
Yr1o6bl m00aBuTh moikiacc, B pasmene Knaccbl naxmure xunonky JOBABUTD ( + ). Ha
OTKPBIBILCHCS CTPAHUIIC 3aaliTe HeoOXoauMbIe nmapameTpbl 1 Haxkmute kHonky MPUMEHUTD.

YroObl M3MEHHTH YK€ CO3JaHHBIM KiIacc WM Moakiacc, B pasaesne Kmaccbl na crpanwmie
COOTBETCTBYIOIIETO YpPOBHS HepapXHH BBIOEPUTE COOTBETCTBYIONIYIO CTpOKy B Tabmmue. Ha
OTKPBIBIICHCS CTpaHUIIE 3ajiaiiTe HeoOxoaumble mapameTpbl u Haxxmute kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YT1o0OBI ymanuTh CymiecTByloUMi kiacc, B pasnaene Knmaccbl Ha crpanuie mo0OaBieHHs O4epean
yCcTaHOBUTE (HJIaXKOK CIIeBa OT COOTBETCTBYIONICH CTPOKH TaOnuibl U Haxmute kHonky YOAJIUTb

().

[Tocne 3apanust HeoOxoAUMBIX apameTpoB HaxxkmuTe kHonky MTPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Anzopumm HTB

Anroputm HTB (Hierarchy Token Bucket, uepapxuuecxuti 6ygep moxenog) mO3BOISET Pa3NCIUTh
(GU3NYECKYI0 TOJIOCY MPOIMYCKaHUS HCXOMAMIETO Tpaduka Ha HECKOJIBKO TOJIOC Uil OTHPaBKH
pa3IMYHBIX TUIIOB Tpaduka. AITOPUTM MO3BOJISET 3a/1aTh apaMeTpsl Oydepa U TOKEHOB, KOTOPhIE
Oy/IyT OTpeeISITh TOJ0CY MPOMYCKAHUS TS Pa3INYHBIX BUIOB TpaduKa.

B Ka>KI[OI7I ouepcau MOXKET 6HTB HCCKOJIBKO KJIACCOB OJHOTO YPOBH, Ka)KI[LII\/'I N3 KOTOPBIX MOXKET
coiep)kaTh COOCTBEHHBIEC TOOYEPEAHN M MOIKIACCHI, MPHOPUTET 00paOOTKM KOTOPHIX HMXKe. J[is
HaBUTallUU 110 YPOBHAM O‘-ICpCI[CfI 1 KJIaCCOB I/ICHOJIB3YI71TC ITaHCJIb HAaBUI'allUKM B JIEBOM YacCTH
crpanunbl. B pasmene Hactpouku anroputma B mnoine [lpepaen ouyepeau ykaxwure
MAaKCUMAaJIbHOC KOJIMYECTBO ITAKETOB B OUYCPEIU.

Yr1o06bI 100aBUTH Ki1ace, B paznene Knaccebl naxvute kanonky [JJOBABUTD ( + ).

= £ VH}opMauWa o cucTeme Hacrpoiikn QoS

< OCHOBHLIE Hacrpoﬂm HaCTpﬂﬁKM Knacca
¥ ¥erpoifcreo ® cunouns
w statip_70 0
class_1 class_1 .
1000
statip_r0
0
Mo ymonuaHuo
Q
Q
0
He co3gaHo HW ogHOW ovepedw +
Bel moxeTe aofasuTe ouspegs
He cozaadHo HW 0QHOMO Knacca +
Bel moxeTe aofasuTe knacc
He co3gaHo HW ogHoro KnaccudukaTopa +

Jpecs Bel MoxeTe 40BEBNTE KNGCCHPUEATOR

PucyHok 105. CmpaHuya QoS / Hacmpoliku QoS. Cmparuya dobasneHus knacca 0ns aneopumma HTB.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

Ha otkpsiBiI€iicS cTpanuiie Bol MOKeTe 3a/1aTh CIEAYIONINE TApAMETPHI:

MapameTp OnucaHue

OCHOBHbIe HaCTPOUKMU

Bknountb

CI[BI/IHI:TC NEPCKIOYaTCIIb BIIPABO, YTOOBI AKTUBUPOBATH KJIACC.

CnBUHBTE TIEPEKITIOYATENb BIEBO, YTOOBI OTKJIFOUUTH KJIacC.

Nma

Ha3Banue xmacca mns ymoOHOW wupeHTHdukaruu. MoxeT OBITh
MIPOM3BOJIbHBIM.

Mo ymonyaHuto

CaBuHBTE MEepeKIIoYaTeNb BIPaBoO, YTOOI KJIACC MCIIONB30BAJICS TIO
YMOJYaHUIO0 A Tpaduka, He MOMANAOLIEro HU B Kakod Ipyroi
KJIACC TOTO K€ YPOBHS HEPAPXUHU.

Ecniu  nepexitouarens — COABUHYT — BJIE€BO, Takol  Tpaduk

oTOpachIBaeTCsl.

Hactpownku knacca

OnuHa 6ycepa

KonnuecTBo 0aiiT, KOTOpOE MOXKET HAKaIIUBAThCS B O4Yepend B
MOMEHT IPOCTOS.

MakcumainpHas rapaHTUpOBaHHAA CKOPOCTb OTIIPABKH IMAKETOB JJIA

CkopocTb
JAHHOTO KJIacCa M €ro JOYSPHHUX KIIACCOB.
MPU MuHHMaJBHBIA pa3Mep MmakeTa JUlsl anropuT™a (B 6airax).
MTU MaxkcuMalbHBIN pa3Mep MaKeTa JUIsl anroputMa (B 0anTax).
MakcumainbHasi CKOPOCTb, C KOTOPOH KJIacC MOXET OTIPaBIISATh
OrpaHuyeHune .
. MAaKeThl, €CIH POJUTEIBCKUI KJIacC TMO3BOISAET 3auMCTBOBAThH
MaKcuMarnbHoOMn
ckopocth. Eciiu ycraHOBiIeHO 3HaueHue 0, B Ka4ecTBE 3HAYCHUS I10
CKOpOCTH
YMOJIYaHHIO UCTIONB3yeTCs 3HaueHue mosisi CKOPOCTb.
[Mpuopurer kmacca. YeM MeHbIle 3HAUCHHE B JTAHHOM IIOJIE, TEM
Mpuopurer

BBIIIC IPUOPUTET Tpaq)I/IKa, OTHOCAIICTOCA K JaHHOMY KJIACCy.

UroObl 100aBUTH B Kiacc momodepensd, B pasaeine O4vepeam naxmure kHonky JOBABWUTb

(+ ). Ha otkpeiBmIClicS cTpaHUIlE 3a7aiiTe HEOOXOAMMBIC MapaMeTphl U HAKMHUTE KHOIIKY

NMPUMEHUTD.

Yt00BI 33/1aTh JpyrHe MapaMeTpbl Ui CyLIeCTBYIOLICH ouepenu, B pasneine Oyepeamn Boidepute
COOTBETCTBYIOIIYIO CTPOKY B TaOmuie. Ha OTKpbIBIIEiCS CTpaHUIlC HM3MEHHTE HEOOXOIMMBIC
napameTpsl U HaxmuTe kHorky MTPUMEHUTD.

YT00B! yHamuTh CyHIECTBYIOLIYIO odepelb, B pasigene O4vepeam ycraHoBuTe (ia)koK CiieBa OT

COOTBETCTBYIOIIEH CTPOKHM TabmuIel 1 HaxkmuTe knonky YAANUTb ([1)).
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Yr1oOb1 n00GaBUTH B Kiacc Kiaccudukarop, B pasuene KraccudmkaTopbl HaxMHTE KHOIKY

OOBABUTb (+ ). B orkpeiBmemMcsi okHe B packpbiBaromemcsi crucke KnaccudpmkaTopsbl

BeIOCpHTE KiaccuuKaTop, co3naHublii Ha crpanuie QoS |/ Knaccudpmkatopbl (cMm. pasmen

Knaccugpuxamopewt, ctp. 149). [Ipu 3TOM B OKHE 0TOOpa3uTcs craryc kiaccudukaropa. Haxmure
kaonky COXPAHUTD.

YroObl M3MEHHTH Yy)K€ BBIOpaHHBIM Kiaccudukarop, B pazueic Krnaccudumkatopbl BeiOepute

COOTBETCTBYIOIIYIO CTPOKY B Tabiuie. B OTKphIBIIEMCS OKHE 3aJaiiTe HEOOXOAUMBIE TTapaMeTphl U
Haxxmure knonky COXPAHUTD.

YToOBbl yHamUTh CYIICCTBYIOIIWI Kiaccudukatop, B pasuene Knaccudmkatopbl ycraHoBute
(braskoK cIeBa OT COOTBETCTBYIOMIEH CTPOKK Tabmuisl 1 Haxkmute kHonky YOANWUTD ([1]).
YtoObl mobaButh mojkiacc, B pasnene Knaccbl naxmure knonky JOBABUTD ( -+ ). Ha
OTKPBIBIICHCS CTPaHUIIC 3ajiaiiTe HeoOXxoaumbIe napaMeTpbl u HaxxmuTe kHonky MPUMEHUTDb.

YT1oOBl M3MEHHTH YyXKE€ CO3IAHHBIH KiIacCc WM Moakiacc, B pasmene Kmaccbl Ha crpanmie
COOTBETCTBYIOILIETO YPOBHS HEpPAapXUH BHIOCPHTE COOTBETCTBYIOLIYIO CTpPOKy B Tabimue. Ha
OTKpBIBILEHCS CTpaHUIIE 3aaliTe HeoOxoaumble mapamerpsl 1 Haxkmure kHonky MPUMEHUTD.

YroObl ynajauTh CyHIeCTBYROIIUI Kiacc, B paszaeiie Kmaccbl Ha ctpanuiie noGaBiieHHs Oodepenu
yCTaHOBHTE (DITAYKOK CJIEBa OT COOTBETCTBYIOIEH CTpOKH Tabuuisl U Haxkmute kHonky YOAJIUTb

().

[Mocne 3apanmst He0OXoAUMBIX TapameTpoB HaxxkmuTe kHonky TPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Anzopumm Prio

Anroputm Prio obecreunBaeT NpHOpUTH3AIMIO Tpaduka HA OCHOBE JFOOOTO mMapamerpa 0Oe3
OTpaHMYEHUsl MpPOIYCKHOM crnocobHocTu. Kaxaplii mnaker KiacCUPUIMPYETCcs CHCTEMON U
MIOMEIAETCsl B ONpENEICHHYI0 ouepeab npuopurteta. OTnpaBka Tpaduka u3 ouepeau ¢ Oomee
HU3KHM MPUOPUTETOM BO3MOYKHA TOJIBKO TOTJa, KOT/Ia BCe ouepenu ¢ 6ojaee BBICOKUM MTPHUOPUTETOM
IyCTBHI.

B pasnene Hactpounku anroputma B noie KonnmyecTBo NOMOC yKaKuTe HEOOXOAMMOE YHCIIO
nonoc. I1o YMOJIYaHUIO 3a/1aHO 3HAUYCHUC 3.

B pasnene ToS-Tabnuua Bl moxere BbIOpaTh napamMeTpbl 00CITYKHBAHUS VIS TTOJOC.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
nogaepxkoin MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,qCTBO nonb3oBarens

ToS-Tabnvya

MNapameTp Monoca
OfbiuHoe obomyxuBanne 1
MHUMM3HPOBATE 33TPaThI 2
MakcmansHan HagexHoCTE 2
Mmc+mr 2
MaxcimansHan NpomyckHan cnocobHocs 1
mmc+mt 2
mr+mt 0
mmc+mr+mt 0
MUHUMHIHPOBETE 33 0EPHKY 1
mmec+md 1
mr+md 1
mmc+mr+md 1
mit+med 1
mimc+mt+md 1
mr+mt+md 1
mmc+mr+mt+md 1
He cozgaHo HW ogHoro knaccudukatopa +

3gecs Bu momeTe gobaBnTs knacowdakarop

PucyHok 106. Cmparuya QoS / Hacmpoliku QoS. ToS-mabnuua 0ns anzopumma Prio.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

PacmmdpoBka cymecTByOMMX MapaMeTpoB 00CTy)KUBaHHUS:

MapameTp CokpalieHue

O6bI4HOE 06CcnyXuBaHue
(Normal Service)

MuHuMM3npoBaThb 3aTpaThbl
(Minimize monetary cost)

MakcumanbHasa HafeXHOCTb

(Maximize reliability) mr

MakcumanbHas nponyckHas
CNOCOOHOCTb mt
(Maximize throughput)

MuHMMU3NPOBaTL 3a8epPXKKY

(Minimize delay) md

YT1oObl M3MEHHTH IMOJOCY JJISl Mapamerpa, BBIOEPUTE COOTBETCTBYIOUIYIO CTPOKY B TaOJHIE H
Ha)XMUTE JICBYIO KHOIIKY MBIIIM. B OTKpbIBIIEMCs OKHE B packpbiBaromieMmcs ciiicke lonoca
BBIOCpUTE HEOOX0AUMYIO mostocy u Haxkmute kHoriky COXPAHUTD.

YT10oOBI HACTPOUTH KIIaCCU(PHUKATOPHI AJIsl TIosIoc, B paszaeie KnaccndukaTopbl HAXMHUTE KHOIIKY

OOBABUTb ().

Beibop knaccndukaTopa x
En. T

He emGpan -
T 1

0 -

PucyHok 107. OkHo ebibopa Knaccugukamopa.

B packpeiBatomemcst criricke  Knaccudomkatopbl BoiOepute Kiaccudukarop, CO3JaHHBIA Ha
crpannne QoS / Knaccudpmkartopbl (cm. paznen Kraccugpukamopet, ctp. 149). Ilpu sTom B
OKHe oToOpasuTcsi craryc kiaccudpukaropa. B packpeiBatoiemcs crnucke llonoca seibepute
MI0JI0CY, K KOTOPOH OyleT OTHOCHTHCS TpaduK C YKa3aHHBIM KJIACCH()PHUKATOPOM, 1 HAXMHUTE KHOTIKY

COXPAHUTD.

UroObl 3amaTh Jpyrue mnapamerpbl JUIs CYHIECTBYIOIIEro kiaccudukaropa, B pasjele
KnaccudgmkaTtopbl BoiOeprTe COOTBETCTBYIOIIYIO CTPOKY B Tabiuie. B OTKpBIBIIEMCS OKHE
U3MEHHUTE HeoOXoauMbIe mapameTpsl i HaskmuTe kHOnky COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Yr1o0bl ymanmuTh goOaBieHHBIH Kiaccupukarop, B pasaene KnaccudpukaTtopbl ycranoBute
(hrmaskoK ceBa OT COOTBETCTBYIOIIEH CTPOKK Tabmuisl 1 Haskmute kaonky YOANUTD ([11]).

[Tocne 3aganus HeOOXOMUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Anzopumm SFQ

Anroputm  SFQ (Stochastic Fairness Queueing, cmoxacmuyeckas 4YecmHdsi o4epeob) He
OTPaHUYMBAET CKOPOCTh 00pabOTKHU TpaduKa, a pacrpeesseT MakeTsl I Mepeaadn Mo MOTOKaM.
[Toroku oOpabarbIBarOTCS TO KpyroBomy Iukiny (Round Robin), 4ro oOecneunBaeT paBHYIO
BO3MO)KHOCTB 10 TIepeiave JAHHBIX TSl BCEX COCTMHEHUH.

HacTtpoiiku QoS

< OCHOBHbIE HaCTpDﬁKIﬂ HaCTpoﬁKH anropmntma
v ¥cTpoitcTeo . BEMHIUMTE EPEMA MEPEPSCHETA SNMHES NOTOKOH (8 CERyHIAKY
statip_70 1]
queue_1
stafip_70
SFQ -

NPUMEHHTE

PucyHok 108. CmpaHuya QoS / Hacmpoliku QoS. Anzopumm SFQ.

B pasnene HacTporiku anroputma s none Bpemsi nepecuyeTta AnNvHbI NOTOKOB yKaKHTeE
HEOOXOIMMOe 3HAYCHHE B CEKYHJaxX WJIM OCTaBbTE 3Ha4eHHE 1Mo ymomdanuto (0), 9roObl mepecyer
HE ITPOU3BOAUIICA.

[Tocne 3amanust HeoOxoaUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Anzopumm TBF

Anroput™m TBF (Token Bucket Filter, ounomp 6yghepa mokenog) o3BOISET OTPAHUIUTH CKOPOCTh
UCXOJSIIIEr0 MOTOKa MaHHbIX. OH OrpaHUYMBAET CKOPOCTh HMCXOMASIIETO IMOTOKA C TOMOIIBIO
BBIJICJICHUS] OTPAaHMYCHHOTO YK CJIa TOKCHOB, HEOOXOIUMBIX ISl OTITPABKH MMAKETOB.

= £ VHdopmauua o cucteme HacTpoiikm QoS

<  OCHOBHbIE HACTPOMAKM HacTpoiikn anropuTma
v Yorpoiictao ® Brnounms
statip_70 0
queue_1 ,
1000
statip_7T0
0
TEF -

MakcuManbHOE BpEMA (B MUKDOCEKYHOAX)

AMIALHOE SPEMA oA oHLE & ovepedy

PucyHok 109. Cmparuya QoS / Hacmpotiku QoS. Anzopumm TBF.

Ha OTKpBIBIJ.IGfICSI CTpaHUuLC BEI MoXkeTe 3a1aTh CJICAYIOIUC MapaMETPhI:

MapameTp OnucaxHune

HacTpoiiku anroputma

Pazmep Oydepa ouepenu (B 6aiitax), onpeaensomni MaKkCUMaabHOE

OnuHa 6ycepa

KOJMYECTBO OalT, A KOTOPBIX OJHOBPEMEHHO MOTYT OBITh

ouepeaAn JTOCTYITHBI TOKSHBI.

CkopocTb MaxkcumanbHasi CKOpOCTh Tiepeiadyn JaHHbIX (B Kout/c).
MPU MuHMMAaIBHBIA pa3Mep MmakeTa JUlst aropurMa (B 6airax).
MTU MaxkcumanbHbIN pa3Mep maketa Jyis anropurMa (B 0aiTax).

B packpeiBaromeMcss CIIMCKEe  BBIOCPUTE HEOOXOMAMMBIN — THUII
MapameTpbl ovepeaun

OorpaHnu4cHusd i1 Oo4YCpeAr OXUAaHuA: 110 BpECMCHU MWK 110
oXxXunaaHuA

KOJINYECTBY OAMT.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

MakcumanrHoe BpEMs, B TCUCHUC KOTOPOro0 TAKET MOXKCET
HaxoAuThCcs B oduepenu. llome oToOpakaercs, eciii B CIUCKE
MapameTpbl o4yepean OXUAAHUA  BBHIJEICHO  3HAYCHHC
MakcumanbHoe Bpems.

MakcumanbHoe BpemA

MakcuMalibHOE YHCIIO0 OallT, KOTOPBIE MOTYT HaXOAUTHCSA B OUEPETH.
Yucno 6aunt ITone orobpakaercsi, ecaum B crnucke [lapameTpbl ouyepenum
OXnAaHuA BbIAEIIEHO 3HaYuenue Yncno 6anT.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB HaxkmuTe kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Anzopumm WFQ

Anroputm WFQ (Weighted Fair Queueing, 636euwiennas cnpageonusas oyepeds) TO3BONISIET
ABTOMAaTHUYECKU pa30uBaTh Tpaduk Ha MOTOKH. ECIU MOTOKOB 0OOJbIe, YeM O4Yepe/eii, TO B OIHY
odepe/b TIOMEIIAeTCsl HECKOJIbKO MOTOKOB. [IpMHAUICKHOCTh MaKeTa K MOTOKY OIPEACNISIeTCs Ha
ocHoBe 3HaueHus1 ToS, nmporokona, IP-agpeca ucrtounuka, IP-agpeca HazHaueHus1, mopTa HCTOYHUKA
U TOpTa Ha3HAUYCHHUSI.

B kaxmoit ouepean MoKeT ObITh HECKOJIBKO KJIACCOB OAHOTO YPOBHSI, KQXKIIBIA U3 KOTOPBIX MOXKET
coiep)kaTh COOCTBEHHBIE TOAOYEPEAHN M MOIKIACCH, MPHOPUTET 00pabOTKM KOTOpPHIX HUXKe. s
HaBUTalMM II0 YPOBHAM OuepeAed M KJIacCOB HCHONb3YHTE NaHEdb HAaBUTALUHU B JIEBOW 4YacTH
CTPaHHULIBI.

Yto0sI 100aBUTH Ki1acc, B paszaeie Knaccebl naxxmute kHonky JJOBABUTD ( -+ ).

HacTpoiikun Qos

£ OCHOBHBIE HaCTPDF’IKIﬂ HaCTpDﬁKH Knacca
 ¥rrpolcreo . BRMHYNTE MAKCHMMANLHEIA DAIMER MaKeT
»w statip_70 0
class_1 ciass 1 -
0
statip_70
He cozgaHo HK D,[I,HDI-W odepegn +
Bel moxeTe gofagume ouspegs
He cozgaHo HKW oAHOro Knacca +
Bl mokeTe aobaBWTe knaco
He cozgaHo HW 0aHOro Knaccu{bukampa +

3pecs Bul mMomeTe 40baBUTE KNatcHdUEaTOD

PucyHok 110. CmpaHuya QoS / Hacmpotuku QoS. CmpaHuya dobaeneHus knacca 0ns anzopumma WFQ.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ha otkpeiBietics ctpanuiie Bol MmoxkeTe 3a7aTh cieayromme napaMmeTpsl:

MapameTp OnucaHwue

OCHOBHbIe HaCTPOUKMU

CnBuHBTE MEpEKIIIOYaTelb BIPABO, YTOOBI aKTHBUPOBATH KJIAacC.
Bknountb
CI[BI/IHI)TG r[epeKquaTenb BJIEBO, IITO6}>I OTKJIFOYUTH KJIaCC.

st Ha3Banue kmacca mns ymoOHOW wuaeHTH(duKaruu. MoxeT OBITh

ITPON3BOJIBHBIM.

HacTponku knacca

MakcumanbHbIV

MaxkcuMasbHBIH pa3Mep makeTa Uit kiacca (B 06aiTax).
pa3mMep nakerta

3HaueHMe Beca JUId Kiacca B IIEJIOYUCIEHHOM (opmare, Ha
Bec OCHOBaHUHU KOTOPOro Tpaduk pas3leisieTcss Ha MOTOKU. MoeT ObITh
IIPON3BOJIBHBIM.

Yr1oObl 100aBUTH B KiIacc mojpodepens, B pasaene Ovepean naxmure kHonky JOBABUTb

(+ ). Ha ortoOpasuBuieiics cTpaHule 3ajaiiTe HEOOXOOUMbIE MapaMeTpbl M HaXMHUTE KHOIIKY
NMPUMEHUTb.

YroOBI 3a1aTh Apyrue mapaMeTpsl Ui CyIIeCTBYIOIel ouepeny, B pasnerne Ouepeam BridGepute
COOTBETCTBYIOIYIO CTPOKY B Tabnmie. Ha OTKpBIBIIEWCS CTpaHWIle W3MEHHTE HEOOXOIMMBIC
napametpsl U Haxmute knonky MPUMEHUTD.

YT00Bl yIamuTh CyLICCTBYIOLIYIO odepelb, B pasgeinc O4vepeam ycraHoBUTE (IIa)koK ClieBa OT
=1

COOTBETCTBYIOIIEH CTpokH Tabmub! 1 Haxkmute kuonky YAATIUTD ([1)).

Yto0Obl m00aBUTH B Kiacc kiaccudukarop, B pasmene Knaccudukaropbl HaxMuTe KHOIKY

OOBABUTb (+ ). B oTkpbiBiIeMcsi OKHE B packpeiBaroieMcs crucke Knaccudumkatopsbl
BbIOCpHTE KiaccupuKaTop, co3naHublii Ha crpanune QoS / Knaccudpmkatopbl (cMm. pasmen

Knaccugpurxamopwt, ctp. 149). Ilpu 3ToM B 0KHE oTOOpa3uTcs craryc kiaccudpukaropa. Haxmure
kHonky COXPAHUTD.

YT1oObl M3MEHUTH YK€ BBIOpaHHBIN Kiaccudukarop, B pasuene KnaccudumkaTopbl Beidepute

COOTBETCTBYIOIIYIO CTPOKY B TabiuIie. B OTKpbIBIIIEMCsT OKHE 3a/1aiiTe HEOOXOANMBIE TTapaMEeTPhl 1
Haxxmute kHonky COXPAHUTD.

YT1oOBI yHamuTh CYIIECTBYIOIIWH Kiaccudukatop, B pasaene KmaccudmkaTopbl ycraHoBute

(brmaskoK ceBa OT COOTBETCTBYIOIIEH CTpOKK Tabmuisl 1 Haskmute kaonky YOANUTD ([11]).

UroObl m00aBUTH mojaKiIacc, B pasaenc Knaccbl naxmure kHonky JOBABUTb (+). Ha

OTKPBIBIICHCS CTPAHHMIIC 3aJ1aliTe HeOOX0oMuMbIe mapameTpbl u Haxmute kHonky MPUMEHUTD.

CtpaHuua 167 ns 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YT1oObl HM3MEHHTH YK€ CO3/aHHBIH Kiacc WM moakiacc, B pasaene Kmaccbl Ha crpanuie
COOTBETCTBYIOILIETO YPOBHS HEpapXUH BbIOEPHTE COOTBETCTBYIOLIYI CTPOKY B Tabmmie. Ha
OTKPBIBILIEHCS CTPaHUIIE 33aliTe HeoOxoaumble mapameTpsl 1 Haxxmure kHonky MPUMEHUTD.

YT1o0OBl yHaiauTh CymecTBYIOUMU Kiacc, B pasnene Kmaccbl Ha crpaHuiie mpoOaBiieHHs O4epean
yCTaHOBHUTE (DIaKOK clieBa OT COOTBETCTBYIONIEH CTPOKH TAaONWIBI M HAXMHUTE KHOIKY

YOAIUTB (1)),

[Tocne 3apanmst He0OXoAMMBIX TapameTpoB HaxkmuTe kHonky TPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Wi-Fi

B JAaHHOM pa3aciic MCHIO Br1 Moxerte 3a1aTb BCC H606XOI[I/IMBIC HaCTpOI\/’IKI/I JJIsA GGCHpOBOHHOﬁ
CCTH.

OCHOBHbIe HaCTpPOKMN

B pasnene Wi-Fi /| OCHOBHble HAaCTPOWKU Bbl MoXKeTe M3MEHHTh OCHOBHBIC HACTPOMKH IS
OecrnpoBOHOTO MHTEpdeEiica MapIIpyTH3aTOpa, a TaKkKe HACTPOUTh OCHOBHYIO M JIOMOTHUTEIHHYIO
OecnpoBoanbie cetu. [lns HacTpoiiku muamasona 2,4 [T wnm auanazona 5 I'Tn mepeiinure Ha
COOTBETCTBYIOILYIO BKJIAJIKY.

= < OCHOBHbIEe HAaCTPOMKM =

2410Tuy

QCHOBHbIE HAaCTPOWKM

Bbl MOXETe W3MEHWTb OCHOBHbIE HACTPOIikK Ans BECNPOBOAHOMO MHTEPdeElica yCTpoicTBa.

@ BiioumTs GecnposoaHoe coeamtere (D Cetb Wi-Fi
Wms cetu (SSID)*
CmaHa DlR XXX
RUSSIAN FEDERATION - )

. @ KonmyecTsa cMMBOAIOB A0/KHO BbiTs He Gonee 32
BecnpoBoaHoit pexim

802.11 B/G/N mixed e ) CkpbITb SSID

. BbibpaTh kaHan aBToMaTM4ecku @ Hazsarue becriposodHoii ceT (SSID) He GyAeT oToBpaxaTses B CrmcKe
AOCTYITHBIX BECrpOBOLAHbIX CETEH y KIMEHTOB. K CKDLITOH CeTH MOXHO MOAKOYMTECS,

@ ByAeT uChonb308aTLes 3arp) i Kakasn nepefaym AaHHbIX BpyHHyto yazas SSID Touikm AocTyna

BSSID

. Bi10YMTL [ONONHWUTENBHBIE KaHanbl
aa:cb:dd:20:a3:90

@ Brumarne! YcTporncTso aBToMaTnyeckn BoIOMPAET 0AHH 13 AOCTYIIHbIX
CTaHAAPTHBIX U JOROMHATENLHBIX KaHA/I08. HeKOTOpbIe KITMEHTLI HE MOAAEPKMBAIT MakcUManbHOE KOMMUECTBO KIMEHTOB®
PaboTy Ha AOMOIHUTENbHbIX KaHanax (12-/ i 13-i). Eciv Bel He Moxere 0
NOAKMOYMTLEA K BECNPOBOAHON CeTH B Ananasore 2.4 [TU B TeueHHe HECKOMbKIX
MUHYT, CABMHETE NEPEKTKoYaTENL "BKIOUHTE AONONHUTE bHEIE KaHans!" B/IEBO.
) BK/IIOYMTH OrpaH1yeHre cKopocTu
Kanan

auto (kanan 11) c . Bewatb 6ecnpoBoaHyto ceTb @

) BIIOUMTb NEpUOANUeckoe CkaHMpoBaHUe @ AanHas QyHKUNS TO3BONAET BKKOYHTE AN BbIK/TIOUYHTS BELaHINE AaHHOM
BECrPOBOAHON CETH, HE OTKAIOYas PAAHOMOAY/L YCTPOHCTBA. MoXeT BbiTh

. MCrOMb30BaHa COBMECTHO € pexuMom "KmeHT Wi-Fi"
@ YCTpokicTBo BYAET NEPHOANYECKI MPOBEPATS 3arpPyXEHHOCTh KaHaN08 i

1EPeKMOYaTLES Ha CamMbii CBOBOAHBIA
) M3onauma knueHTos

Mep1oa ckaHupoBaHus (B cekyHaax)

0

Q) BrokuposaTs TpaHK MEXAY YCTPOHCTBAMK, NOAKIIOHEHHEIMH K TOUKE A0CTYNA

PucyHok 111. OcHosHble Hacmpoliku 6ecripogodHoU fokanbHoU cemu 8 Ouana3oHe 2,4 Ty,
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B pasnene OCHOBHbIE HACTPOWMKMW OCTYITHBI CIICAYIOIINE TapaMeTpPhI:

MapameTp OnucaHue

UroObl pas3pemuTh wucnoib3oBanue Wi-Fi-coeqnHenus, CIBUHBTE
MepeKITIoYaTesh BIIPABO.

YtoO0BI 3allPpCTUThb HUCIIOJIb30BAHUC Wi-Fi-COGI{I/IHeHI/Iﬂ, CIABUHBTC
MEPCKIIOYATCIIb BJICBO.

UtoOsl BKIIFOUATH/BBIKIIOUATh Wi-Fi-coemuHenne mo pacmnucaHuio,

HaXMHTE Ha 3Ha40K 3aAaTb pacnucaHme ( (O ). B oTkpeiBIIEMCs

OKHE B packpsiBaroiiemcs crnrcke paBUmo BeiOepuTe 3HAUCHUE
Co3gaTtb npaBuno, utoOBl CO3AaTh HOBOE pacmucaHue (CM.
paznen Pacnucanue, ctp. 322) wiu Beibepute 3HaucHue BblOpaTh
cylwiecTBytoLlee, 4yToObl BOCIOIb30BATHCA YXKE CYILECTBYIOLIMM.
CyuiecTByromue pacnucaHusi 0TOOpaXkaroTCsl B PAaCKPBIBAIOIIEMCS

Bknouutb ciucke Umsa npasuna.
GecnpoBogHoe Urober BkmOuMTh Wi-Fi-coemHeHre BO BpeMs, YyKa3aHHOE B
coegunHeHue pacriucaHuy, U OTKIIOUYUTH B OCTaJIbHOE BpEeMs, BEIOEPUTE 3HAUCHUE

BknounTb 6ecnpoBoAHOEe COeAUHEHUE B PacKpHIBAIOIIEMCS
criucke [lencreue u naxxmure kuonky COXPAHUTD.

Uto6wr otkmtounth Wi-Fi-coemunenne BO BpeMsi, yKa3aHHOE B
pacTlviCaHWH, W AaKTHBHPOBATh B OCTAILHOEC BpeMs, BBIOCpUTE
3Hauenre BbIKNOYUTL OGecnpoBogHOe coeduHeHue B
packpbiBaromieMcsi  criicke [1J@eMACTBUE U HaXMHUTE KHOIKY

COXPAHUTDb.
qTO6BI HU3MCHHUTb WM YHOAJIUTh PACIIMCAHUC, HAKMHUTC HA 3HAYOK
PepaktupoBatb pacnucaHue ( (). B oTKpbBOIEMCS OKHE

usmeHute napametpel U Haxkmutre kHonky COXPAHUTb win
naxxmure kHonky YOANIUTb U3 PACINTUCAHUA.

CtpaHa Bame wmectononoxenue. BriOepute HEOOXOmMMMOE 3HAYCHUE W3
PaCKPBIBAIOIIETOCS CITUCKA.

Pexxum paboThl OGECIpOBOAHOTO COEIWHEHUS MapIIpyTH3aTOpa.
. AQHHBI MapaMmeTp ONpPEAENSIET CTAHAAPTHI YCTPOMCTB, KOTOPBIE
BecnpoBoaHON peXxnm A P b omp . P }: P ’ P
cMoryt paborarb B Bameit OecnpoBonHoil cetn. Bribepute

HCO6XOZ[I/IMO€ SHAQYCHNEC N3 PACKPBIBAIOMIETOCH CIIMCKaA.

BbibpaTb kaHan CaBuHbTE NEpeKIouarenb BIPAaBO, YTOOBl MAapIIPyTH3aToOp CcaM

aBTOMaTU4eCKH BBI6I/IpaJ'I KaHaJl ¢ HAUMCHBIIMMHU ITOMECXaMMU.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Ecnu nmepexirouarens CABUHYT BJIEBO, YCTPOMCTBO aBTOMAaTH4ECKH

Bknountb BBEIOMpAeT OAWH U3 JOCTYNHBIX CTAaHJAPTHBIX KaHaoB. Jlis
AonornHuTenbHbIe UCIIOJIb30BaHUS JONOJHUTENbHBIX KaHaioB (12-1 m 13- — B
KaHanbl muanazone 2,4 I'T, 100-it u Beime — B quana3one S5 ['T) ciBunbTe

MEPCKIOYATCIIb BIIPABO.

Homep kanana OeCrpOBOTHOTO COCANHCHUSI.

Uto0b!I BEIOpaTh KaHAJ BPYUHYIO, LIEJIKHUTE JIEBOM KHOIKOW MBIIIIH,
B OTKpBIBIIEMCS OKHE BBIOEpHTE KaHal M HaXMHTE KHOIKY
COXPAHWUTb. [leiicTBue [OCTYIHO, €CIIM  MEPEKII0YaTeb
BbiOpaTb KaHan aBTOMaTUYeCKM CIBUHYT BIIEBO.

Kanan

Yrobbl MapIIpyTH3aTOp BBHIOpaAi KaHall, HAMMEHEE 3arpy)KEHHBIN B
JTaHHBI MOMEHT, HaXXMHUTE Ha 3Ha40K OOHOBMUTDb ( C ). 3HAYOK
otoOpaxkaeTcsi, ecid  Mepekiaouareas BblopaTb  KaHan

aBTOMaTU4YE€CKM CIBUHYT BIPABO.
ChBuHBTE TeEpeKIuarelb BIPaBO, YTOObI  MapUIPyTHU3ATOP
Bknountb BBITIOJIHSUT  [IOMCK CBOOOJHOTO KaHaJla dYepe3 OIpeeICHHbBIC
nepuoaunyeckoe MPOMEXYTKU BpeMeHu. Eciu nepexirouaresb CABUHYT BIIPABO, MOJIE
CKaHupoBaHue I'Iepwo,q CKaHUpoBaHUsA CTAHOBHUTCI AJOCTYIIHBIM 1A

PCAAKTUPOBAHUA.

VYKaxuTe mnepuoj; BpeMeHHU (B CEKyHJax), 4epe3 KOTOpbIi Oyaer
I'Iepuon, CKaHnpoBaHus
IIPOUCXOJUTH IOBTOPHOE CKAHUPOBAHUE KaHAJIOB.

[Tocne usmenenus mapameTpos Haxxmure kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

YroObsl M3MEHHTh HACTPOUKHM OCHOBHOW OecrpoBomHoi cetd, B pasaenc CeTb Wi-Fi usmenure
HeoOxonumble napamerpsl 1 Haxxkmute kaonky MPUMEHUTD.

BbI Takxke MOXETEe CO31aTh JOMOJHUTEIbHYI0 OCCHpPOBOAHYIO CeTh. [l 3TOro HaKMUTE KHOIIKY
OOBABUTb WI-FI CETb. Ha oTkpbIBILeiics cTpaHulle 3a1aliTe COOTBETCTBYIOIIUE MTapaMETPBhI.

= < OcHOBHbIe HACTPOIiKu [dobaenexune Wi-Fi-cetu &
Cetb Wi-Fi HacTpoiikn 6e3onacHocTh
Wms cetu (SSID)* CeTeBas ayTeHTUDHUKALMA
DIR-XXX.2 WPA2-PSK v
@ KonmuecTBo cuMBOSIOB AOMKHO BbiTh He Bonee 32 MNapons PSK*
........ o
) CkpbITe SSID

@ AmaHa napons gomkra beite ot 8 go 63 ASCIT cumsonos
@ Hazgarue 6ecrposodHoit cetit (SSID) He ByaeT 0To6paxaTecs B Criicke

AOCTYIIHbIX GECTIPOBOLHLIX CETEH Y KIMEHTOB. K CKPLITOM CETH MOXHO NOAKMOYHTECS,
BPYUHYIO YKa3aB SSID Touku AocTyna

Tun wudposanus*

AES -
MaKCUManbHOe KONMUYECTBO KIMEHTOB*

0 Mepuoa 06HOBNEHMA rpynNNoBoro Knioya (B cekyHaax)*

3600

) BKNIOYMTL OrpaHUYeHne CKOpoCTH

. BewaTtb 6ecnpoBoaHyto CETb

@ JlaHHas hyHKUHS TO3BONAET BINIOYHTb MK BLIKIIIOYHT BelaHme AaHHOH
6EcrpOBOAHON CeTH, He OTKMIOYas PaaHOMOayb YCTPORCTBa. MOXKET BbiTb
WCIOMb30BaHa COBMECTHO € pesumom "Kmuent Wi-Fi"

). W3onaums knueHToB

(D Brokuposats Tpaguk MEXAY YCTPONCTEMMH, MIOAKIIOYEHHBIMM K TOUKE AOCTYNA

) BKNIOUMTb rocTeByio CeTb

@ BKIOYUTE rOCTEBYIO CETh, YTOBb! H30mMpoBaTs Wi-Fi-kmenTos ot LAN-ceTn

NPUMEHUTb

PucyHok 112. CozdaHue becrpo8o0HOU foKanbHoU cemu.

MapameTp OnucaHune

CeTtb Wi-Fi

Umsa cetun (SSID) Ha3zBanue 6ecripoBOIHOM CETH.

Ecnn mepexirouaresib CABUHYT BIIPaBO, IPYIHe IIOJIb30BAaTEIU HE
cmoryT Buaetrh Bamry Wi-Fi-cetb. He pexkomenayercs CKpbIBaTh

CkpbiTb SSID
CeTb, TaK KakK JaHHas  (QYHKIUS  YCIOXKHSAET  Ipolecc
IIEPBOHAYAJIbHOW HACTPOMKHU CETH.
VHaukaneHbli  uneHtu(dukatop Wi-Fi-cetu. JlaHHoe 3HaueHue
BSSID ONpEeNeNseTCsl apaMeTpaM MapLIpyTu3aropa, Bel He MoxeTre ero

n3MeHuTh. [lone oToOpaxkaeTcss B HACTPOIKaX yKe CYIIECTBYIOIIEH
CETH.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHue

MakcuMallbHOE ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPbBIE  MOTYT

MakcumanbHoe MOAKJIIOYHUTHCS K OecrpoBOHOM ceTr. Ecnm ycTaHOBIeHO 3HaYeHHE
KONMMYeCTBO KIIMEeHTOB | 0, yCTpOWCTBO HE OrPaHMYMBAET KOJIMYECTBO MOAKIIOYEHHBIX
KJIUEHTOB.

ChBuHbTE  MEpeKIIovaresib  BIOPaBO,  4YTOOBl  OTPAHUYMTH
MaKCHMAaJIbHYIO MPOMYCKHYIO0 COCOOHOCTh OecnpoBoaHOil cetu. B

BKNOYUTL orobpasuBineMcss 1oie OrpaHM4YeHUe CKOPOCTU 3ajaiire
orpaHu4YeHue CKOPOCTH | MAKCUMAIbHOE 3HaYCHHE CKopocTH (B MouT/C).

CoBuHBTE TEpEKIIOYaTellb BJIEBO, YTOOBI HE OrpaHHYUBATH
MaKCHUMAaJIbHYIO MTPOITYCKHYIO CTIOCOOHOCTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Ecnu Bemanne OecrnpoBOAHOW CETH OTKIIOYEHO, YCTPOWCTBA HE

MOTYT MOAKIIOYAThCS K OectpoBonHoii cetu. [Ipu atom DIR-853/SE
MOXET TMOJKIIOYAaThCS K JPYyrod TOYKE [OCTylna B KadecTBE
Wi-Fi-knuenra.

Yro0bl BKJIIOYATEH/BBIKIOYATE BEIAHKME 110 PACIHUCAHUIO, HAXKMHTE
Ha 3Ha40K 3afaTb pacnucaHue ( (U ). B oTkpeIBOIEMCS OKHE B

packpeiBatomemcsi  criucke  [lpaBuUIO  BelOepuTe  3HAYCHUE
Cospatb npaBunoO, 4ToObl CO37aTh HOBOE pachucaHue (CM.
paznen Pacnucanue, ctp. 322) wiu BeiOepute 3HaucHue BblOpaTh
cyLlecTBYyHOLWee, 4ToObl BOCIIONB30BATHCS YK€ CYIICCTBYIOIIUM.
CymecTByoIue pacnucanus O0TOOpakaloTCs B PACKPHIBAIOIIEMCS
cinucke Mmsa npaBuna.

Yr1o0ObI BKJIIOYNTH BEIIAHHE BO BPEMs, YKa3aHHOE B PACIMCAHHU, H
OTKJIIOYUTH B OCTalbHOE BpeMs, BeIOepHTEe 3HaueHHe BKNOYUTb
BewaTb 6ecnpoBogHylo| BellaHne 6ecnpoBOAHOW CETU B PAacKpHIBAKONIEMCS CIHCKE

ceTb OencrBue wu naxvure kwonky COXPAHWUTb. Ilpu
BBIKJTIOYCHHOM OECIPOBOHOM COCAMHCHHUH YCTPOWUCTBO HE CMOYKET
BKJIIOYMTH BELIAaHUE OECIIPOBOIHOM CETH 10 paCIIMCAHMIO.

Y100BI OTKIHOYUTH BCIIaHUC BO BpPCMs, YKAa3aHHOC B paClIMCaHUU, U
AKTUBUPOBATH B OCTaJIbHOC BpeMm4, BBIGGpI/ITe 3HAYCHUC
BbIKNIO4YUTb BellaHue 6ecnpoBogHoOM cetn B
packpeiBaromiemMcst  crrcke  JleMCTBME W HaXMHTE KHOIKY

COXPAHUTD.

YroObl M3MEHHUTHh WU YAQAJIWUThL PACIIMCAaHHUC, HAXKXKMUTEC Ha 3HAYOK

PepaktuposaTb pacnucaume ( © ). B oTkpbiBuIeMcs OKHe

usmeHute napametpel U Haxkmutre kHonky COXPAHUTb win
naxxmure kHonky YOANIUTb U3 PACINTUCAHUA.

Ecan Brel co3manu JAOIIOJIHUTCIIBHYIO CCTh, Bre1r moxeTte HaCTPOHUTD,
HU3MCHHUTH WM YAAJIUTh paCIUCAHUC IJId KaXKJI0M CETH. I[J'I}I 9TOIO
HaXMHUTEC KHOIIKY B CTPOKE CCTH.

CnBuHbTe  MepekstodaTeslb  BOPaBO,  YTOObI  IOJI30BATENN
M3onauma knmeHToB . .
OecIIpOBOJHOM CeTH HE MOIJIM B3aMMOJICHICTBOBATH APYT C APYTOM.

@OyHKIMS AOCTYNHA s JONOJHUTENBbHOM OeCHpOBOAHON CeTH.

CI[BI/IHBTG NEPCKIOYAaTCJIb BIIPABO, €CJIN XOTUTC, 4TOOBI yCTpOﬁCTBa,
BknounTb rocteByro

ceTh MOAKJIIOYMBIIHNECS K JIOTOJHUTEIHLHONH OEeCpoBOIHON CeTH, ObUIH

W30JIUPOBAHBI OT YCTPOWCTB W PECYpPCOB JIOKAJIBHOM CeTH
MapIIpyTH3aTopa.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
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PyKOBO,D.CTBO nonb3oBarend

B pasmene HacTponkm 6Ge3onacHOCTM Brl MoXxeTe H3MEHHTh IMapaMeTpbl 0e30MacHOCTH
0ecrpoOBOIHOMN CETH.

ITo ymomuanuto [uist 6ECIIPOBOIHOM CETH B 000HX JMala30Hax 3aaH TUI CETEBOM ayTeHTU(DHUKAIIMN
WPA2-PSK. B kauectBe naposst PSK ucnons3yercs WPS PIN ¢ Hakine#ku co mTpux-KoIoM.

HacTtpoiikn 6eaonacHocTH
CeTenan ayTeHTUDUKALKA

WPA2-PSK -
WPA

WPA-PSK

WPA2

WPA2-PSK

WPA/WPA2 mixed
WPA-PSK/WPA2-PSK mixed
WPA3-SAE

| WPA2-PSK/WPA3-SAE mixed

PucyHok 113. Tunsi aymeHmucgbukayuu, noddepxxusaemMbie Mapwipymu3amopom.

MapipyTH3aTop NoJIepKUBAET CIAEAYIOUINE TUIIbI Ay TEHTU(UKALIUU:

Tun ayTeHTUpMKauun OnucaHue

OTkpeiTasgs ayTeHTUQHUKALKA (C BO3MOXXHOCTBIO HCIOJIb30BaHUS
Open WEP-tmdpoBanuss s pexuMOB  OECIPOBOIHOM CeTH, He
NoJJIepKUBaroIuX ycTpoiicTBa ctanaapra 802.11n mnum 802.11ac).

AyTteHTudUKalus ¢ OOIMKM KIIOYOM C Hcmonb3oBanueM WEP-
mudpoBanus. JJaHHBINA THI ayTeHTU(PUKAIIMU HEJOCTYIIEH, €CITU Ha
WEP crpannie  Wi-Fi / OCHOBHble HaCTPOMKM B  CIHCKE
BecnpoBOAHOW pPEeXUM 3amaH pPEeKUM, IOIECPKUBAIOIINAN
ycrporctBa crangapra 802.11n unum 802.11ac.

Ayrtentudukanus 1o TexHonorun WPA ¢ ucnomb3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Aytentudukanus no texnonorun WPA ¢ ucnons3oBanuem PSK-
KJIHoua.
Ayrtentudukanus no TtexHomorun WPA2 ¢ wucnonb3oBaHHEM
WPA2
RADIUS-cepsepa.
WPA2-PSK Aytentudukanus no texnomorun WPA2 ¢ ucnons3zoBanuem PSK-

KJIro4a.

KomOunmpoBanHblii THn ayreHTH(uKanuu. [Ipu BeIOOpe AaHHOTO
3Ha4YeHHs K OSCIIPOBOJHOM CETH MOTYT IOIKIIIOYAaThCs YCTPOMCTBA,
ucnone3ytomue tun  ayreHtudukaumu  WPA, wu yctpoiicTsa,
ucnonb3ytomue tun ayrentudukammu WPA2.

WPA/WPA2 mixed
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Tun ayTeHTUpMKauun OnucaHwue

KomOunupoBanubiii tun ayreHtudukanuu. [Ipu BbiOOpe TaHHOTO

WPA-PSK/WPA2-PSK | 3HaueHus kK O€CIIPOBOIHON CETH MOTYT IMOJKJIFOYAThCSl YCTPOUCTBA,
mixed ucnone3ytommue tun ayreHtudukanun WPA-PSK, u ycrpoiictsa,

ucnonb3yrorue tun ayrentudukarnun WPA2-PSK.

Aytentugukanus no texuonorun WPA3 ¢ ucnonszoBanuem PSK-
kiroua u Metona SAE.

WPA3-SAE

KomOunmpoBanHblii Tun ayrentudukanuun. [Ipu BeiOOpe AaHHOTO

WPA2-PSK/WPA3-SAE | 3HaucHus K OSCIIPOBOJHOM CETH MOTYT MOAKIIIOYATHCS YCTPOICTBa,
mixed ucnons3ytommue tun ayrentudukanuun WPA2-PSK, u ycrpoiictsa,

ucnonb3ytomue tun ayrentudukarmun WPA3-SAE.

Jna _wcnonb3oBanus _tunoB ayreHtudukarmn WPA, WPA2 u WPA/WPA2 mixed
B  HeoOxommmo Hanmane RADIUS-cepBepa.

ITpu BeiGOpe 3Hauenuss Open wiu WEP B criucke CeTeBass ayTeHTUMKaALMUA Ha cTpaHuile
0TOOpaXKarTCs CIEAYIONUE HACTPONKHU (HEMOCTYITHBI ISl PEKUMOB pabOThl OECIIPOBOIHON CETH,
nojepxkuBaromumx cranaapt 802.11n unum 802.11ac):

Hactpoiiku BezonacHocTK

CeTesan ayTeHTHEHKaLWA

Open -

. BrniounTs Wwndpposarne WEP

Homep knioya no ymomdaHue

1 -

@ Peromerdysmcs

OFeceYeHUR COSMECTMUMOCITIU ¢ DOMbULIUM KOMUYECINEoM YCImpoUcma.

o ymonyasuo ans

J Kniou wudppoeaHna WEP kak HEX

@ HAnuta knrowa WEP dorwta Oeime 5 unu 13 cumeonos.

PucyHok 114. 3Ha4eHue Open 8 packpbigatouiemcs criucke Cemeeast aymeHmugukayusi.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp

OnucaHue

Bknountb
wucpposaHmne WEP

Tonvko ons muna aymenmuguxayuu Open.

YroOs! aktuBHpoBath WEP-mmdpoBanue, cIBUHBTE MEPEKITIOYATEND
BIpaBo. llpm 3TOM Ha cTpaHmIe OTOOPa3sATCS PACKPBIBAIOLIHIACS
cricok Homep knro4ya no ymonyaHuro, nepexirodarens Koy
wudpoBanua WEP kak HEX wu wuersipe mnons Knroy
wudpoBaHUA.

Howmep kntoya no
YMOS4aHuIo

Homep xmroda (ot 1-ro 10 4-r0), KOTOPBIA OyIeT MCTHOIB30BATHCS
s WEP-mmmdpoBanusi.

Kno4 wudpoBaHus
WEP kak HEX

C,[[BI/IHBTC NEPCKIOYaTCIIb BIIpaBo, 4TOOBI 3a14aTb
MeCTHAAUATCPUIHOC YUCIIO B KAUCCTBC KJItO4Ua JJI H_II/I(prBaHI/ISI.

MapameTp Onucanune

Knoy wudcpoBaHus
(1-4)

Kmroun nns WEP-mudpoBanus. [Ipu mmdpoBannu ucnonab3yeTcs
KJIFO4, HOMEP KOTOPOTO YKa3aH B pacKpbiBaroiieMcs ciucke Homep
KfnoYa Mo yMOnYaHuk. HeoOxomuMo 3amolHMTE BCE OIS
Haxxmure Ha 3Hadok [lokasaTb (&), 4roObl 0TOOpa3uTh
BBEJIEHHBINA KJIFOY.

ITpu Bei6Ope 3uHauenuss WPA-PSK, WPA2-PSK, WPA-PSK/WPA2-PSK mixed, WPA3-SAE
win WPA2-PSK/WPA3-SAE mixed Ha cTpanuiie 0ToOpakaroTcs CIASIYIONUE HACTPONKH:

HaCTpOI:;IKIH'I 6esonacHoCTK
CeTeBan ayTeHTMdUKALMA

WPA2-PSK -

Napons PSK*

POYTTTT o
® AniHa napoas 4oA%Ha Beits or 8 4o 63 ASCIT cumeonos

T WHHPOEIHNAT

AES -

MNepuog 0GHOBNEHNA TPYNNOS0To KK (B cekyHAax]™

3600

PucyHok 115. BHayeHue WPA2-PSK & packpbisaroujemcs criucke Cemeeast aymeHmugukayusi.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
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PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHue

[Mapons mns WPA-mmgpoBanus. Ilapoiar MoXeT cCOCTOSTh U3

udp, JTaATHHCKUX OYKB BEPXHEr0 M HW)KHETO PErucTpa W JAPYTrux
Maponb PSK CHMBOJIOB, JIOCTYIIHBIX B aMEPUKAHCKOM PacKiIalKe KJIaBuaTyphl'.
Haxxmure ©Ha 3Hauok [lokasaTb (%)), uToOBI 0TOOpA3UTH
BBEJICHHBIN TIAPOJIb.

Mexanusm mudposanus: TKIP, AES wi TKIP+AES.

s munos aymenmugpurayuu WPA3-SAE u
WPA2-PSK/WPA3-SAE mixed munvt wugpposanus TKIP u

Tun wundpoBaHnsa

TKIP+AES neoocmyntbi.

Ilepyon BpemMeHu (B CeKyHOax), IO HCTEYEHHUU KOTOPOTO
Nepuon o6HOBNEHUA TEHEPUPYETCS] HOBBIM KIIIOY JUIS MIMQPOBAHUS MO TEXHOJIOTHH
rpynnoBoOro Knio4a WPA. Ecim B jgaHHOM mone yka3aHo 3HaueHue 0, K04

OOHOBJIATHCS HE OyZIeT.

[Tpu BeIGOpe 3Hauenuss WPA, WPA2 win WPA/WPA2 mixed na crpanuie oToOpaskarTcs
CIEAYIONIME HACTPOUKU:

HaCTpOﬁIKH bezonacHoCcTH
CeTeEad ayTeHTMdUKaLMA
WPA2 -

) WPAZ npeaeaputentHaa ayTeHTMdUKauma

IP-agpec RADIUS-cepBepa®
192.168.0.254

MopT RADIUS-cepeepa™

1812

RADIUS kntou WndpoBaHua™

dlink

Tin Wyhpoearna™

AES -

Nepuo, 0BHOBAEHWA FPYNNOBOTO KNHUA (B CEKYHAAX)®

3600

PucyHok 116. BHaueHue WPA2 g packpbigaroujemcs criucke Cemesast aymeHmugbukayusi.

MapameTp OnucaHue

CIOBUHBTE TEPEKIIOYaTe]b  BIPaBO, YTOOBI  aKTHBHPOBATH

WPA2 npeaBapuTenbHas | npeiBapuTelibHyI0  ayTCHTU(DHUKAMIO TPU  HCIOJIB30BAHUU

ayTeHTUdukKaums texunonorun WPA2 (otobpakaercst Toapko it tunoB WPA2 u
WPA/WPA2 mixed).

14 0-9, A-Z, a-z, pober, !"#$%&'()*+,-./;<=>2@[\]*

L~
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

IP-apgpec RADIUS-
cepBepa

[P-agpec RADIUS-cepsepa.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

[Taposnb, ncnonb3yeMblil MapLIpyTU3aTOPOM Il B3aUMOIEHCTBHS

RADIUS kntoy
¢ RADIUS-cepBepoM (3HaueHHE 3TOTO MapamMeTpa OMpeAeTieHO B
wudpoBaHuA .
Hactpoiikax RADIUS-cepBepa).
Tun wudpoBaHusa Mexanusm mmmdposanus: TKIP, AES wi TKIP+AES.
Ileprox BpemeHu (B CeKyHOax), IO MCTEYCHHUU KOTOPOTO
MNepuoa o6HOBRNEHUSA TeHEePUPYETCs] HOBBIM KIIOY 7S HIM(PPOBAHUS MO TEXHOJIOTHUHU
rpynnoBoOro Knro4a WPA. Ecim B pgaHHOM mnoje YykKa3zaHo 3HadeHue 0, Kirou

OOHOBIIATHCA HE Oy/IeT.

[Tocne 3apanust HeoOxoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

Yr1oObl 3amaTh JApyrue mnapamerpbl A OCHOBHOH WM JOTOJHHUTENBHOW CETH, BBIOCPHUTE
COOTBETCTBYIOIYIO CTPOKY B TaONHIle M HaXMHUTE JIEBYIO KHONKY MbIU. Ha oTkpsiBIIeiics
CTpaHHUIIE U3MEHUTE HEOOXoAMMBbIe mapaMeTpsl 1 Haxkmute kHonky MPUMEHUTD.

Yt0o0BI YAAJIUTh AONOJHUTCIBbHYIO 6ecnp0B0;[Hy10 CCTb, YCTAHOBUTC (pnaxcox, paCHOHO)KCHHBIﬁ

clleBa OT COOTBETCTBYIONIEH CTpokM B Tabmuie, n Haxmute kHonky YOAJIUTb ([1]). 3arem
Haxxmure kaonky MPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

ynpaBJsieHVe K/iIneHTaMu

Ha crpannne Wi-Fi / YnpaBneHue KnueHTamMm Bbl MoXeTe NPOCMOTPETh CIHCOK
0ecnpOBOIHBIX KIMEHTOB, MOAKIIOUYCHHBIX K MapIIPyTH3aTODYy.

= < OcHOBHbIe HAacTPOKK Yn paBneHWe KnneHTamMu

YnpasneHune KnueHTamm

Bbl MoOXeTE NPOCMOTRETE CNWCOK SECI'IPOBO,EI,HbIX KNWEHTOE, NOAKNHOHEHHBIX K MapLUpyTU3IaTOpy.

Cnucok Wi-Fi-knneHToB OBHOBWUTH

D Kima }'CTpOI}i[TBa MAC-aapec AWanasoH Mma ceTu (SSID) YpoBeHk CUrHana Bpema noAknkueHna

D Galaxy—M21 66:C5:55:3D:D2:91 2.4 1Ty DIR-XXX = 100% 0 MWH.

PucyHok 117. CmpaHuuya 0ns yrpaeneHusi MoOKIHeHHbIMU 6ecripo8odHbIMU ycmpotlicmeamu.

Ecnmu HEoO0X0OMMO OTKIIOUUTH KaKoe-IMO0O YCTPOHCTBO OT OECHpOBONHOW CETH, YCTaHOBUTE
¢dnaxxok B cTpoke, coaepxkameid MAC-aapec 3TOro yCTpoHCTBa, MU HAXKMHUTE KHOMKY
OTKIIOYATD.

YroObl Ha CTpaHWIle OTOOpaswiach camas akTyajdbHas wuH(popMalus 00 YCTpOWCTBax,
MOKITIOYEHHBIX K OecrpoBoaHoi cetH, Haxkmute knonky OBHOBUTD.

Uto0bl MPOCMOTPETHh MOAPOOHYI0 HHPOPMAIMIO O MOJKIIOYEHHOM YCTPOWCTBE, IIEIKHUTE JIEBOH
KHOIIKOHM MBIIIN Ha CTpoke, copepxainieit MAC-aapec 3Toro ycTpoiicTaa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

WPS

Ha ctpanuiie Wi-Fi / WPS Bbi MokeTe akTHBHPOBATh (DYHKI[HIO HACTPOHKH OECITPOBOIHON CETH, a
TaKXe BbIOpaTh Coco0 MOAKIIOUEHHs K OECIIPOBOIHOM CETH.

Oynknus WPS mo3BonsieT aBTOMaTM4eCKd HACTPOUTH 3aIlUIIEHHYIO OECIPOBOIHYIO CETh.
YerpoiicTBa, moAkiIrouaeMbie K OECIIPOBOIHOM CeTH MapHIpyTHU3aTropa ¢ moMoIblo ¢GyHkimun WPS,
JTOJOKHBI TIOJIEP’KUBATh TaHHYIO (DYHKIIHIO.

' Oyukums WPS nmo3Bonser 100aBisTh yCTPONCTBA TOIBKO K OCHOBHOM OECIPOBOIHON ceTH
B MapmpyTHU3aTOpa.

JIsis MCoNb30BaHuUs TOW (QYHKIIMK HEOOXOIMMO 3apaHee 3aj1aTh s OECOPOBOIHON CETH
THI ceTeBoi ayTeHTH(ukaimu Open ¢ BeikaoueHHbiM mudposanrem, WPA2-PSK nnu
WPA-PSK/WPA2-PSK mixed ¢ meronom mubposanus AES. Ecnu 3ananel apyrue
HACTPOWKK Oe30macHOCTH, 37aeMenThl crpanuiibl WPS Ha BKjIa/ke COOTBETCTBYIOIIETO
TUANa30Ha HEJIOCTYIHBL.

= £ vnpaenenue kneHTaMu

2.4TTy

WPS

DyHkuMA WPS NO3BONAET ABETOMATUYLCKI NOAKMIOUNTECA K BecnpoBogHOR ceTn MapLipyTusaTopa. MNojkniouaenele YCTPOMCTEE A0MKHE
NOAJEPKVBaTE aHHYIO QYHKLMHD

BbIKNH4YUTE WPS

YnpasneHne WPS WHdopmauma
Cratyc WPS: CroHduryprposaHo

YCTAHOBWUTE COEQWHEHUWE
PIN-kog no ymonuaHuio: 12345670

MmA ceTwm (SSID): DIR-¥3CK

@ Bx0uaTh GyHKLMIO WPS € NOMOLLbIO annapaTHoi R
KHOMKW CeTeBan ayTeHTUOUKALNA: WPA2-PSK

LndposaHmne: AES

Mk SKAFYEHLUE GYHELUL

T Maponk PSK: 12345670

OBHOBUTbL

PucyHok 118. Cmparuuya 0nsi Hacmpouku gyHkuyuu WPS.

Bol moxere axtuBHpoBaTh (QyHKIHI0O WPS ¢ momomipio web-uHTEpdeiica U ¢ HOMOIIbIO
anmnapartHoii kHonku WPS Ha kopryce ycTpoiicTsa.

UroObl akTuBHpOBaTh (GyHKIMI0 WPS ¢ mOMOIIBIO KHOMIKH HA KOPITyCe, CABUHBTE MEPEKITI0YaTehb
Bknrovatb Wi-Fi npu aktmBaumm dpyHkumm WPS ¢ nomouwibio annapaTHOW KHOMKMK
BIIPAaBO Ha BKJAJKaX OOOMX TUAIMAa30HOB. 3aTe€M IMPHU BKIIOYCHHOM YCTPONCTBE HAXXKMHTE KHOTIKY,
yaep:xkuBaiiTe 2 cekyHAbl U ormyctute. CBeToanoaubii uuankatop WPS nomkeH HayaTh MHUTraTh.
Kpome Toro, nmpu Ha)kaTuu Ha KHOMKY BKIIFOYAIOTCSI O€CTIPOBOAHBIE HHTEP(ENChl yCTPOICTBa, €CIN
paHee OHU OBUTH BBIKITIOUCHBI.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ecnun Ber xotute 3ampetuTh aktuBanuio ¢GyHkimu WPS ¢ momompro KHONMKH Ha KopIryce, Ha
BKJIaJKax O0OOMX JMAala3oHOB CIABHHBTE Iepekiiodarear Bkniovatb yHkumwo WPS c
NOMOLLLIO annapaTHOW KHOMKM BiIeBO U yoeauTech, uto (yHkims WPS He akTuBHpOBaHA B
web-uHTepdeiice ycTponcTBa.

Yrobbl aktuBupoBarh ¢QyHkuuo WPS ¢ nomompro  web-uHTepdeiica, Ha  BKIaJKe
COOTBETCTBYIOIIEro quana3oHa Haxxmute kHonky BKITIOUUTb WPS.

Ecnu ynkiust WPS akruBupoBana, Ha cTpaHulle qoctyreH pasaen MHdopmaums.

MapameTp OnucaHue

Cocrosaue ¢pynknun WPS:

* CKoOHdurypupoBaHO  (3agaHbl  Bce  HEOOXOAUMBIE
HACTPOMKH, OTH HACTPOMKH OyIyT HCIONIb30BaHbl TIPH

CTAHOBKC 6GCH OBOJHOI'O COCANHCHHUA ),
Craryc WPS y POBOA a )

* He ckoHdurypupoBaHo (rocie akruanuu GyHkiun WPS
Ha3BaHWE CeTH M KiIou 1mmdpoBaHus OyayT 3aJaHbl
ABTOMAaTHYECKH, TUI CETEBOW ayTeHTH(UKAIIMN U3MEHUTCS Ha

WPA2-PSK).

PIN-kon mapurpyrusaropa. [laHHBIM IapaMeTp HUCIOIb3YETCS IPHU
PIN-koA No yMONYaHWIO | NOAKITIOYEHUN MapIIpyTHU3aTopa K YCTPOWCTBY-PETHCTPATOpPY VIS
3agaHus napameTpoB GpyHkimu WPS.

Umsa cetu (SSID) Haspanwue cetu mapmipyTu3aropa.
CeTteBasn Tum CeTeBOi ayTeHTU(HKaIUH, 3aJaHHbBIN TUIA ceTu
ayTeHTUd(uKaums MapuipyTH3aTopa.
LWudcpoBaHue Texymmii Tun mmdpoBaHus, 3aJaHHBINA IS CETH MapIIPyTH3ATOPA.
Texymmii apoJib muppoBaHus, 3aJaHHbBIN s ceTu
Maponb PSK Y P Pp
MapIIpyTH3aTopa.
Haxxmure xHOm JIs OOHOBJIEHUS NAaHHBIX, NPEICTABIEHHBIX Ha
OBHOBUTb A A pel

JTAHHOW CTPAaHMIIE.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHnmepgpelica

JIisi OJKITIOUeHUsT K OCHOBHOUM OecnpoBogHOM ceTu ¢ momoinbto Meronga PIN dynkmmm WPS
BBITIOJTHUTE MEPEYUCIICHHBIC HUKE ICUCTBUA.

1.

2
3.
4

7.

Haxwmure knonky BKITKOYUTb WPS.
B paznene YnpaBneHune WPS naxvure knonky YCTAHOBUTb COEOUHEHUE.
B otkpbiBiiemMcs okHe B packpeiBatoremcs crrcke WPS-MmeTopn seidepute 3naucnue PIN.

Beibepute wmeronq PIN B mporpamMmHOM obecrieueHHMH OeCHpOBOAHOIO YCTpPOICTBa,
HOAKJII0YaeMOro K 6eCIIpOBOJHOMN CETH.

Haxmute COOTBETCTBYIONIYIO KHOIKY B TMPOTpaMMHOM oOecredeHuH OeCIpOBOIHOTO
YCTPOMCTBA, MOAKITIOYaeMOT0 K OECIPOBOTHOM CETH.

Cpa3zy BBenute PIN-koi, yka3aHHBIN Ha KOpITyCe MOAKIIOYAEMOr0 YCTPOMCTBA WJIM B €0
nporpaMMHOM oOecniedenuu, B osie PIN-kog.

Haxxmure knonky COEAUHWUTD B web-untepdeiice mapiipytusaropa.

Jns moaxiroueHUs K OCHOBHOM OecnpoBogHOi cetu ¢ momomibio Metoga PBC ¢ynxuuun WPS

BBITIOJIHUTE ICPEYUCIICHHBIC HUXKE HeﬁCTBHﬂ.

1.
2.

Haxxmute knonky BKITKOMUTb WPS.
B paznene YnpaBneHue WPS naxmute knonky YCTAHOBUTb COEOUHEHUE.

B otkpbiBiiemMcs okHe B packpeiBaromemcs crrcke WPS-MeTon BoiOepute 3HaucHHE

PBC.

Breibepute meron PBC B mporpamMmmHOM obecrnieyeHHH OeCIpOBOIHOTO YCTPOMCTBA,
HOAKJII0YaeMOro K 6eCIIpOBOJHOMN CETH.

Haxxmute COOTBETCTBYIOILIYIO KHOIIKY Ha KOpIIyC€ WJIM B IPOrPaMMHOM 00€CIeYeHHU
0ecIIpOBOHOIO YCTPONUCTBA, MOJKIIOYAEMOr0 K O€CIIPOBOTHON CETH.

Cpasy naxxmute knonky COEQUHWUTD B web-untepdeiice mapmipytuzaropa.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdgelicy

Bbe1 Mmoxxete ucnonbs3zoBarh (yHkiuio WPS, He oOpamasice kK web-uHTepdeiicy mMapipyTuszaropa.

Jl1s 3TOro HEOOXOAUMO HACTPOUTH MAPIIPYTU3ATOP COOTBETCTBYIOIUM 00pPa3OM.

1.

3amaiiTe COOTBETCTBYIOIIME HACTPOWKM Oe3omacHOCTH i OeCpOBOAHON  CeTH
MapuipyTH3aTopa.

Yo6emutech, uto mepekitouarens Bkrnrodvatb ¢dyHkumwo WPS ¢ nomouwbio
annapaTHOW KHOMKW CIBHUHYT BIPaBO Ha BKJIAJKaX 00OMX JHAMAa30HOB.

Haxxmure kHonky BKITIKOMUTb WPS.

3aBepmute pabory ¢ web-untepdeiicom MmapupyTuzaropa (HaXKMHTE Ha CTPOKY MEHIO
Bbintn).

Briocnencteun Bol MokeTe 100aBIsATh YCTPOCTBA B OECIPOBOIHYIO CETh MPOCTHIM Ha)KaTHEM Ha

kHoriky WPS mapuipyrtuzaropa.

1.

Beibepute meron PBC B mporpammHOoM obecriedeHUH OeCIpOBOIHOTO YCTPOMCTBA,
MOAKJII0YaeMOT0 K O€CIIPOBOHOM CETH.

HaxMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyce WJIM B IMPOrpaMMHOM OOeCHeYeHUU
0ecIpOBOHOIO YCTPONUCTBA, MOJKII0YAEMOro K O6€CIIPOBOTHON CETH.

Haxwmure xnonky WPS Mapmpytusaropa, ynaepkuBauTe 2 CEKyHIObl W OTIYCTHUTE.
Caeronnoaubiii unaukarop WPS nomkeH HauaTh MUTaTh.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

WMM
Ha crpanune Wi-Fi / WMM Ber moxete aktuBuposars GyHkiuo Wi-Fi Multimedia (WMM). st
HacTpoiiku auanazona 2,4 I'T'q win quanazona 5 I'T' nepeliiuTe Ha COOTBETCTBYIOIIYIO BKIIAJIKY.

Oynknus WMM peanusyer mexanu3sm QoS st 6ectipoBomHbIX coenuHeHnid. OHa MO3BOJISAET
VAY4YIIUTh KauecTBO IMepenaud naHHeIX 1o Wi-Fi-cetn 3a cuer Ha3HayeHHs MPHOPUTETOB
pa3IMYHBIM TUIIAM Tpaduka.

YroObl HacTpouth ¢yHKIMIO WMM, BbIOCpUTE HEoOXomuMoe IeHCTBHE B cHucke PeXxum
paboTbi:

* ABTOMaTM4eCcKMu — napamerpbl pyHkunu WMM HacTpauBaroTcsi aBTOMaTHYeCKH (JaHHOE
3HAYEHHE 3a]IaHO 110 YMOJIYAHHUIO).

*  BpyuHyro — napamerpsl ¢pyHkimun WMM HactpauBatorcst BpyuHyto. [Ipu BbiOope 3TOro0

3HAYEHUS Ha CTPaHHIIe 0TOOpaXkaroTCs pas3aesibl Todka goctyna u CTaHuuA.

2.4 Ty

Wi-Fi Multimedia

MexaHnsm ynyJlleHna KavecTea paﬁDTbI E!efl'IFIDEID,CI,HDIﬂ ceTh. He pekoMeHAyeTCA CaMoCTOATEIEHO M3MEHATE 3adaHHble

napameTphbi.
Pemum paboTal

Bpy4Hyto -

Touka foctyna CtaHuws

AC  AIFSN  CWMin  CWMax TXOP ACM  ACK AC  AIFSN  CWMin CWMax TXOP  ACM
BE 3 15 63 0 off  off BE 3 15 1023 0 off
BK 7 31 1023 0 off  off BK 7 15 1023 0 off
vioo2 7 15 94 off  off vl 2 7 15 94 off
vo 2 3 7 47 off  off Vo 2 3 7 47 off

PucyHok 119. Cmparuya 0nsi Hacmpolku ¢yHkyuu WMM.

B cucreme 3agaHpl Bce HEOOXOOMMBIE IIapaMeTpbl JUIS gk WMM. H3MmeneHune
B  [mapaMeTpoB BPYYHVIO MOYKET OKA3aTh HETATUBHOE BIHMIHNE Ha Bamry 0eCcrIipoOBOIHVIO CETh.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Oynkuus WMM 1o3BojisieT Ha3Ha4YaTh MPHOPUTETHI JUIsl YEThIpeX Kareropui mocryna (Access
Category, AC):

*  BK (Background, ¢ponosuiii pescum) — Tpaduk ¢ HU3KHM PUOPUTETOM (3a/IaHUS HA TICUaTh,
3arpy3ka (haisos, mp.);

* BE (Best Effort, nyuwee kauecmeo u3 603M024#CH020) — TpaQUK OT YCTApEBIIUX YCTPOHCTB
WJIM YCTPOMCTB M PHIIOKEHUM, KOTOPBIEC HE MO KUBAIOT QyHKITHIO QOS;

* VI (Video, nepeoaua suoeo);
* VO (Voice, nepeoaua zonoca).

[TapameTpsl KaTeropuii JOCTyIa ONpeneNeHbl Kak Ul caMoro MapuipyTu3aropa (B paszene TouKa
[OCTYNA), Tak ¥ AJsi OECIPOBOAHBIX YCTPOMCTB, MOAKIIOUEHHBIX K HeMy (B pasnene CTaHLUmA).

YroObl M3MEHHUTh MNapaMeTpbl KaKOM-TMOO KaTeropuu JO0CTYIa, BBIOEPUTE COOTBETCTBYIOLIYIO
CTPOKY M H@)XKMUTE JIEBYIO KHONKY MbIIIM. B OTKpBIBIIEMCS OKHE H3MEHHUTE HEOoOXOAHUMBIE
napaMeTpBhl.

Pegaktn pPoOBaHWE TOYKKN

Aoctyna: Background

AIFSN*
7 -
CWMin
N -
CWMax
1023 -
TXOP*
0
0 ACM
0 ACK
3AKPBITb

PucyHok 120. OkHo 0n1s1 usMeHeHusi napamempoes pyHkyuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  koa¢hgpuyuenm
NePEeMEHHO20 MENCKAOPOBO20 UHMEPBAILA.

AIFSN OT0T napamMeTp BJIUMACT Ha BPCMCHHYIO 3aJCPXKKYy IJId JIaHHOM
KaTteropuu AOCTYyIia. YeMm MeEHBIIIC 3HAUYCHHUE IaHHOTO nmapamMeTpa,
TEM BBILIC ITPUOPUTET KATCTOPUN JOCTYIIA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Contention Window Minimum — MuHUMAanbHbI pasmep OKHA

KOHKYPEHRMHO2O0 docmyna.

Contention Window Maximum — maxcumanvhwiii pasmep OKHA
KOHKYPEHMHO20 00CMYNA.

CWMin / CWMax

OTH mapamMeTphl BIMSIOT Ha BPEMCHHYIO 3aJCPXKKy IS JTaHHOMN
kareropun goctymna. 3Hadenue mnons CWMax He momkHO OBITH
menbie 3Hadenus moiast CWMin. YUem MeHble pasHHIA MEXITY
snauenueM noyis CWMax u 3nauenuem noiass CWMin, tem Bole
MPUOPHUTET KATETOPHUHU JOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb nepedaiyu OaHHBIX.

TXOP Yem Oorbliie 3HAUYSHHE JAHHOTO MapamMeTpa, TEM BBIIIE TPUOPUTET
KaTeropuu JOCTyIa.

Admission Control Mandatory — o6sa3amenvHblii KOHmpoibL 0ONYcKa.

ACM Ecnu nepexirouarens CABUHYT BIPABO, YCTPOMCTBO HE MOMKET
HCIIOJIB30BaTh JJAHHYIO KATETOPHUIO JOCTYIIA.

Acknowledgment — noomeepaicoenue npuema.

Peakiuss Ha 3ampochl OTKJIMKAa BO BpeMs Iepelayd JaHHBIX.
OtoOpaxaeTcs TONBKO B pa3nene ToYKa AocTtyna.

ACK Ecnu nepexitouatens CIBUHYT BIEBO, MapIIPyTH3aTOP OTBEYAET Ha
3aIpoChI.

Ecnum nepexnmrouarens CABUHYT BIPAaBO, MapUIPyTH3aToOp He
OTBEYAET Ha 3aIllPOCHI.

Haxxmute knonky COXPAHUTb.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

KnueHT

Ha crpanuiie Wi-Fi / KnueHT Bbl MokeTe HACTpOUTHh yCTPOMCTBO B Ka4yeCTBE KIMEHTA IS
MOAKITIOYEHHUST K OECIIPOBOHOM TOYKE JOCTYIA WM K CeTH OSCIpPOBOIHOTO MHTEPHET-TIpOBaiiaepa
(WISP). [Ins wHactpoiiku nuanazona 2,4 1Tn wunmm puanazona 5 IT1 mepeiiaure Ha
COOTBETCTBYIOIIYIO BKJIAJIKY.

<{ WMM KnueHt =

2.4GHz

Wi-Fi-knneHTt

Bbl MOMETE HACTPOMTE YCTPOWCTEO B KAYECTBE KIMEHTA ANA NOOKMIOYEHMA K 6ECNPOBOAHON TOUKE AOCTYNA WK K CETH BECNPOBOHOTO
MHTEpHET-NIpoBaligepa (WISP).

® Bvounts

. Beuwats becnpoBoanyo cets 2.4 Ty

COTH COBHHYT BASE0, YCTPOHCTES HE MOryT
(337003, [IpH 3TOM MIDLIDYTHIATOD

@ Ecmit nep

THCA K JPYION TOUKS J0CTYS 8 K34ecTae WiF-KaHeHT3.

MogknioueHme K CeTi

BuibpaTk ceTh W3 cnucka -

EECI'IDOBO,E[HbIE ceTn OBHOBWTbL CNUCOK
WMms ceTu (SSID) HacTporkKn 6e30nacHoCTH Katan
=u DIR-882-6339 [WPA2-PSK] [AES] 13
=a [SDK2] DIR-620-2097 [WPA2-PSK] [AES] 9

PucyHok 121. Cmparuya 05151 HacmpoUKU Mapuwpymu3amopa 8 kadecmee KrueHma.

YToObl HACTPOUTH YCTPOMCTBO B Ka4eCTBE KIIMEHTA, CABUHBTE MepeKiouareh BKMOYUTL BipaBo.
[Tpu 5TOM Ha cTpaHUIE OTOOPAKAIOTCS CIEAYIONINE IIEMEHTHI:

MapameTp OnucaHue

Bewartb 6ecnpoBoagHyto| Eciu nepekirouarens COBHHYT BJIEBO, YCTpPOICTBA HE MOTYT

cetb 24 IMTy/ noaxmodarecsi K Wi-Fi-cetm  mapmpyrtuzaropa. Ilpu  stom
BewaTtb 6ecnpoBOAHYI0| MapuIpyTH3aTOp MOXKET MOAKIIOYATHCS K JAPYrod TOYKE JOCTYyIa B
cetb 51Ty kagecTBe Wi-Fi-knuenra.

MoakniovyeHue K cetn | CriocoO MOAKITIOUYEHHUS K IPYTrOi TOUKE AOCTYIIA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B pasnene BecnpoBogHble CeTU 0TOOpa)KaeTcs CIUCOK JIOCTYIHBIX OCCIPOBOIHBIX CETEH.

YT1o0OBI Ha CTpaHUIe 0TOOpA3MIIaCh camas akTyaslbHas WHpOpMAaNus O AOCTYIHBIX OeCIPOBOIHBIX
cersix, Haxxmute knonky OBHOBWUTb CINUCOK.

YroObl NOAKIIOUUTECS K KaKOM-TMOO CeTH W3 CHMCKA, BBIACIUTE HEOOXOMuMYyH ceTb. CIBUHBTE
nepekitouarens [apameTpbl CceTUM BmpaBo, YTOOBI B OKHE OTOOpasmiachk Ooiee MoApoOHas
UHOPMAIUS O CETH, K KOTOPOH MOJKII0YAeTCs MapuIpyTu3aTop. Ecnu A MOAKITIOUeHUs K ATOH
CeTH HYXEH Iapojib, BBEIUTE €ro B COOTBEICTByMOLlee moje. Haxmure KHOIKY

NOAKIKYUTBLCA.

YroObl MOAKIIOYMTHECS K CKPHITOM CETH, B packpeiBaromemcs crrcke [NogknioyeHne K cetu
BeIOepuTe 3HadeHrne MOAKNIOYNTLCA K CKPbITOM CeTWU. Beeaurte HasBanue cetu B none UMsA
cetn (SSID). Eciu nHeobxomumo, 3amonuute noine BSSID. 3arem BoiOepute HEOOXOMUMBIH THIT
ayTeHTU(uKanuu B ciiucke CeTeBasi ayTeHTUMKaLMA.

Jus tunoB ceteBoit ayrentudukanun Open u WEP na crpanuie otoOpaxkarorcs ciieayromme
HaCTPOMKU:

MapameTp OnucaHue

Tonvko ons muna aymenmuguxayuu Open.

UtoOmI aKTUBUPOBATH WEP-mmdpoBanue, CIIBUHBTE

Bkniountb HepeKIoUarelb BpaBo. Ilpu 3ToM Ha CTpaHMIE OTOOpas3sTCs
wudgposatue WEP packpeiBaronmiics crnucok Homep Krnwya no ymosnyvyaHuio,
nepekitouares Knrow wmndposanHma WEP kak HEX u detsipe
nosst Koy wudppoBaHus.

Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbiii OyAeT HCHOIb30BaThCS
yMoOS4yaHu1io st WEP-tmudgpoBanusi.
Kntoy wudpoBaHmna | Crusunbre HepeKIIIoYaTenb BIIPaBO, 9TOOBI 3a/1aTh
WEP kak HEX [IECTHAANATEPUIHOE YHCIIO B KAUECTBE KITFOUA /IS ITU(PPOBAHMUS.

Kntoun nns WEP-umdpoanus. [lpu mumdpoBanun ucnonb3yeTcs
KJIF0Y, HOMEp KOTOPOTO yKa3aH B pacKkpsiBatomemcs crucke Homep
Kno4ya no ymonuyaHuio. HeoOxooumo 3amoiiHuTh BCE IOJIS.
Haxmure Ha 3Hauok [lokasaTb (&), 4T0OBI 0OTOOpa3’UThH

Knou wucppoBaHus
(1-4)

BBEJICHHBIN KITIOY.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Jnst Tunos cereBoii ayrentudukannu WPA-PSK, WPA2-PSK, WPA-PSK/WPA2-PSK mixed,
WPA3-SAE 1 WPA2-PSK/WPA3-SAE mixed Ha crpanuiie 0ToOpa)xaroTcst CICAYIONINE OIS

MapameTp OnucaHue

[MTaponms  mgna  WPA-mmdpoBanus. Haxmure Ha  3HAYOK
MNMoka3aTb ( & ), uroObl 0TOOPA3UTH BBEICHHBIN MAPOIIb.

Mexanusm mmdposanus: TKIP, AES wiun TKIP+AES.

s munos aymenmugpuxayuu WPA3-SAE u WPA2-PSK/WPA3-
SAE mixed munvi wugpposanus TKIP u TKIP+AES
HeOOCMYNHbl.

Maponb PSK

Tun wudpoBaHusa

[Tocne 3amanus napamerpoB Haxkmute kHonky MPUMEHUTD.

[Ipn moakmtoueHHM K OECIPOBOTHOM TOUKe AOCTyma KaHan OecmpoBomHoit cetn DIR-853/SE
ABTOMAaTH4YCCKHU HepeKHIOqHTCH Ha KaHaJl BTOI\/'I TOYKHN I[OCTyrIa.

Kpome Toro, Ha cTpanuiie otoopasutcs pasaen UHpopmaumsa o noaknovYeHUmn, B KoTopom Ber
CMOXETE MMOCMOTPETD CTATyC NMOAKIOYECHUA K CETH 1 OCHOBHBIC €€ IapaMETPhI.

Ecnu Bel mogkmogaerecs kK ceTu 0ecrpoBogHOTO HHTEpHET-nipoBaiinepa (WISP), mocne HacTpoiiku
YCTPOMCTBA B KaueCTBE KIMEHTa HeoOXomammo co3naTh WAN-coequHEeHHEe C COOTBETCTBYIOIIMMHU
napamerpamu s uarepdeiica WiFiClient_2GHz B nmuamazone 2,4 I'T'p unmn WiFiClient_5GHz
B nuamasone 5 I'Tm.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

AononHutenbHoO

Ha crpanune pazaena Wi-Fi / [lononHUTeNbHO Bbl MoxeTe ONpeAenuTh JONOIHUTEIbHBIC
napameTpsl, BIMsAOLIME Ha pabory Bamelt OecripoBogHoi cetu. s HacTpoiiku auamasoHa
2,4 I'T'u nnmn nuanasona 5 I'T'n nepelanTe Ha COOTBETCTBYIOILLYIO BKIIAJIKY.

I/I3M€HCHI/I$I Ha[zaMeTQOB Ha QaHHOﬁ CT[!aHI/Ige MOFYT OKAa3aThb HCIraTrTMBHOC BJIHUIAHHUC HaA
B  Bamy 0ecupoBOIHVIO CETh.

= < Kenr JlononHUTENBHO =

2410Ty

[JononHuTenbHble HacTpoikn Wi-Fi

Bbl MOXETE OMpenenuTh 4ONOMHUTENBHLIE NAPaMETPLI, BAMSIOWME Ha paboTy Bawei GecnposogHoi ceTun.

LLlupwnHa kaHana B/G-3awmTa
Auto - Auto

@ Hcrione308aHme WHpHHbl OAHOMO MK HECKOSbKMX KaHAaNos GecrpoBoAHol ceth Short GI
OAHOBPEMEHHO BKJ'”O"IMTI:

@ Tekywjas wmpuHa kanana: 40 Mru

) AstocornacosaHue 20/40 (Coexistence)
@ ABTOMAaTHHECKOE HIMEHEHNE LHPHHLI KaHana 8 3arpy»rem-roﬁ cpene

MoLWHOCTL M3NyYeHUs (B NpoLeHTax)

100 -
Mpeambyna*
ABTOMaTNYECKN -

) 3anpeTuTb MynbTMKacT

@ 3anpewaer ucnone3osarne multicast-rpaguka (IGMF, SSDP 1 T. n.) 8
6eCNpPOBOAHGH ceTH. B HEKOTOPLIX CY\4asX N03BONAET MOBLICHTY
POHM3BOAHTENLHOCT

. BintoumTb TX Beamforming

@ Auramuyeckoe uaMeHeHne AnarpaMmbl HarpasIeHHOCTH aHTeHH. B HekoTopbix
aiy4asnx Mo3s0/s€eT NoBbLICHTE MPOH3B0ANTEIbHOCTE

@® sTBC

) Brnouuts 802.11k

PucyHok 122. CmpaHuya 0onosiHumernbHbix Hacmpoek 051 becrnpog8odHoU cemu.

Mepron Bewanus beacon-dpeiMos (B MunvcekyHaax)®

100

Mopor RTS (B Gaittax)*
2347

Mopor dparmeHTaumn (B Gantax)*

2346

Mepuop DTIM (B beacon-tpeimax)*
1

Bpemsa Ge3neAcTBIA A0 OTKIOYEHHUA (B cekyHaax)*

0
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ha CTpaHULEC MMPEACTABIICHBI CICAYIOMIUE DJICMCHTHI:

MapameTp OnucaHwue

[Hupuna xaHana st ycrpoiicts crangapra 802.11n B nuanasoHe
2,4 I'Tu (Briaaka 2.4 'Ty).

* 20 MI'y — wmentsl crangapra 802.11n pabortaroT Ha
KaHajax mupuHon 20 MI'w.

* 20/40 MI'y — wmentsl cranmapra 802.11n paboraror Ha
kaHanax mmpunoi 20 MI' wim 40 MI'm.

* Auto - wMapmpyrH3atop aBTOMAarH4eCKH BBIOHMpaeT
HanOoJee TMOIXOMAIIYI0 IIMPHHY KaHala i KIUCHTOB
cranaapra 802.11n.

[upuna kanana ans ycrpoicts cranaapra 802.11n u 802.11ac B

LLunpuHa kaHana
P nuarnasone S [T (Bknaaka 5 I'Ty).

e 20 MIy - xmentsl crangapta 802.11n u 802.11ac
paboTaroT Ha KaHaiax mupuHor 20 MI.

* 20/40 MI'y - xmuentsl cragmapra 802.11n u 802.11ac
paboraroT Ha kaHaiax mupuHo 20 MI't nim 40 MI 1.

* 20/40/80 MI'y — xauentsl ctangapra 802.11ac paboraroT Ha
kaHanax mupunoit 20 MI'n, 40 MI'u unu 80 MI'.

e Auto - wmapmpyTH3aTop aBTOMAaTHYECKH BBIOMpAeET
HanOoJiee TOAXOAINIYI0 IIUPUHY KaHaIa IS KIHWEHTOB
cranaapra 802.11n u 802.11ac.

Hocmynno na exnaoxe 2.4 I'T'y.

CaBUHBTE MEpeKIoYaTelb  BIOPaBO, YTOOBI  MapLIPyTH3aTOP
aBTOMATHUYECKU BbIOMpan mmpuHy kaHaiua (20 MI'n wim 40 MI'n),
ABTOCOrnacoBaHuWe | pauGonee HOAXOMANIY0 I paboTBl ¢ MOAKIIOYEHHBIMH
20/40 (Coexistence) | ycrpoiicteamu (Takas HACTPOIKA MOXKET CyLIECTBEHHO CHH3HTH
CKOPOCTh  Tepefaud  JaHHbIX B ceTH). llepekirodarens
orobOpaxaercs, eciu B cnucke LUWpuMHaA KaHama BeiiescHO
sHayenne 20/40 MMy, wumm Auto.

MoLHOCTb M3ny4YeHusa | MomurHocTh nepenaryika (B IpoIeHTax).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Jannenii mapamerp omnpenenser umHy Onmoka CRC-mpoBepkw,

nepeaBaeMoro  MapiipyTH3aTopoM —TPH  B3aHUMOJICUCTBHU  C
0ecrIpOBOTHBIMH YCTPOMCTBAMH.

B packpeiBaroiiemMcs ciicke BbIOEpUTE HEOOXOAUMOE 3HAYCHHE.

Mpeambyna « ABTOMaTM4YeCKM — |umHa OJIOKa  OmpeesseTcs
ABTOMATHU4YCCKU,

e  OnNwWHHaA — UIMHHBIH OJIOK;

» KopoTkaa — kopoTkmii ONOK (JaHHOE  3HAYCHHE
PEKOMEHIYETCSI ISl CeTH C MHTEHCHBHBIM TPAQHKOM).

HHocmynno na éxnaoxe 8 Ty,

CaBuHBTE TEpEKIoYaTeb BIPABO, YTOOBI BKIIOUHUTH MEXaHH3M
DFS (Dynamic Frequency Selection, Ounamuueckuii 8vl00p
yacmomst). [lpu 3TOM MapIIpyTH3aTOp HCHOJIb3YyeT KaHajbl, Ha
KOTOPBIX MOTYT paboTarh pajapbl WM APYrHe MOOWIbHBIC HWIIH
Bkniounts DES CTallMOHAPHbBIE paI[I/IOCI/ICTCI\fLI, HO TEPeKIIYaeTcsl C HHUX, €CIH
9TOro TpeOyIOT Takue ycrpoiicTBa. il HCIONB30BAHUS MEXaHH3Ma
DFS HeoO0xomumMo BKITIOYMTH aBTOMAaTHYECKUN BBHIOOp KaHAJOB (HA

crpanuie Wi-Fi / OCHOBHbIe HACTPOMKM).

CIBHUHBTE MEpeKJoYaTeNlb BJIEBO, YTOObI MapuUIpyTH3aTop He
UCIOJb30BaJ KaHajbl, Ha KOTOPBIX MOTYT paboTaTh pajapel u
JIpyrue MOOUJIbHBIE WM CTAllMOHAPHBIE PAIUOCUCTEMBI.

CnBuHbTE NIEPEKIII0YATEIb BIIPABO, YTOOBI 3aIpeTUTh
MHOTOQIPECHYIO pacchuiKy (multicast) mas OecrnpoBOIHON ceTH
3anpeTuTb MynbTUKACT | MapmpyTtu3atopa. CHOBHHBTE MEpEKIOYaTeib BIIEBO, YTOOBI
paspemuTh npueM multicast-tpaduka ¢ WAN-coennmHEHUH,
BBIOpaHHBIX Ha cTpanuie flononHutensHo / IGMPXx.

TX Beamforming — 310 TexHomorust oOpaboTku U (HOpMHUPOBAHUS
CHTHaJIa, KOTOpasl MO3BOJISAET MOAACPKUBATh JOCTAaTOYHO BBICOKYIO

Bknrouutb TX CKOpOCTh Ilepefayd B MeCTaX, I[A€ paclpoOCTpaHEHHE CUrHana
Beamforming 3aTPYIHCHO.
CI[BI/IHBTC MEPCKIOYATCIIb BIIPAaBO, YTOOBI YVIy4lIUTh Ka4C€CTBO
CHUTHAaJIA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Texnonorust STBC (Space-time block coding, npocmpancmeenmo-

eépemenHoe  OlOYHOe  KOOupoeaHue)  TIO3BOJISET  TOBBICUTH
HAJICKHOCTH Mepeayn JAHHBIX Jake JUIS MOPTATUBHBIX YCTPOMCTB,
OCHAILIEHHBIX CJIa0bIMU aHTEHHAMHU (cMapT(OHOB, IUIAHILIETOB U Ap.)
STBC

3a CYHCT OpraHu3alunu HCCKOJBKHX ITIOTOKOB AAHHBIX U 06p2160TKI/I
HECKOJIBKHUX Bepcnﬁ IMMOJTYYCHHBIX TaHHBIX.

C[[BI/IHI:TC HepeKJIIO‘-IaTeJIB BHpaBO, cClin H€O6XOI[I/IMO HCIIOJIB30BaTh
texuooruo STBC.

Poymuar mo crammapry 802.11k mo3BOsieT COKpaTHUTh Bpems
MEePEKITIOYCHHUST KIIMEHTa MEXJy TOYKaMH JocTyna B ceTu. Eciu
KIMeHT noaaepkuaet crangapt 802.11k, To mpu ocnabnenun
CUTHAJIA TI0 3aMpOoCy KIHEHTa (POPMHUPYETCS CIIUCOK COCETHUX TOUCK
JIOCTYTa C JaHHBIMA 00 YpOBHE CHTHAja M KaHAJOB, HA KOTOPHIX
Bknrouutb 802.11k o

OHH paboTarOT. YCTPOHCTBO HE CKAHUPYET BCE TOCTYITHBIC KAHAIIBI, a
BBIOMpAET TOYKY JOCTyNma U3 TOJYYEHHOrO CIUCKAa  JJIS

HEePEKITIOUCHHUSI.

CaBuHBTE NEPEKIIIOYATENh BIIPABO, €CIIM HEOOXOIMMO HCTIONB30BaTh
crargapt 802.11k.

Poymunr mno crangapty 802.11v mo3BossieT yiIy4IIWTh IpoLEce
0aJlaHCUPOBKH KJIMEHTOB O€CIPOBOIHOM CETH.

Ecnmu OecnpoBomHast TOYKa JOCTyHa TOAJACPKHBAET CTaHAAPT
802.11v, To mpu GONBIIOM KOJIMYECTBE YCTPOUCTB, MOAKITIOYCHHBIX K
JAHHOM TOYKEe, YacTH KJIMEHTOB MOXKET OBITh HANpaBlIeH 3arpoc O
nepexozie Ha MeHee 3arpyKeHHYIO TOUKY ¢ TAKUMH e IapaMeTpaMu
CeTM WM O TMEepeBOJle W3 3arpy’KeHHOTo Jauamna3oHa B Ooiee
CBOOOIHBII JIara3oH (pu OJITHAKOBBIX 3HAUEHUSIX
Bkniountk 802.11v uneatudukaropa SSID u HacTpoek Oe3omacHOCTH B 00OHX
YAaCTOTHBIX JHANa30Hax), YTO IMO3BOJHUT YAyUIIUTh paboTy KaXKIoro
KJIMEHTa. 3arnpoc HOCHUT PEKOMEHIATENbHBIH XapakTep, NP 3TOM

YCTpOfICTBO HE OTKIIOYACT KIIMCHTOB IIPUHYAUTEIIBHO.

CaBuHBTE TIepeKITIOYaTeNb BIPaBO, €CIH HEOOXOAMMO HCIIONB30BaTh
cranaapt 802.11v.

[Tepexirouarens oTOOpaXkaeTCs, €ClIM MepeKiodarer BKNHOUYNTL
802.11k cnBuHyT BiipaBo.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Hocmynno na exnaore 2.4 I'ru.

OyHKuus 3ammThl  ycTpoiictB crangapra 802.11b m 802.11g
UCTIONIB3YETCS Ui YMEHBIICHUS! KOJIMYECTBA KOH(IMKTOB MEXIY
ycTpoiictBamu Bareii 6ecripoBoHO# ceTu.

Bo3MmoxHBIE 3HAYCHUS:

* Auto — o¢yHkuusA 3aMMTHl BKJIKOYACTCA U BBIKJIIOYACTCS
B/G-3awuTa ABTOMAaTHYECKd B 3aBUCHMOCTH OT COCTOSHHS CETH
(pexomenayercsa, ecnu B Bamielr cetu ecTtb ycTpoiicTBa
cranmapta 802.11b u ycrpotictBa crannapra 8§02.11g),

* Always On — ¢QyHkuus 3ammThl BCerna akTUBHA (Takas
HACTpOiiKa MOXKET CYIIECTBEHHO CHH3HTh
MIPOU3BOIUTEIBLHOCTH OECITPOBOIHOM CETH),

* Always Off — dynkius 3anmThl Bcerja HeaKTUBHA.

3aluTHRIM MHTEpBajd (B HaHOCEeKyHAax). JlaHHBI mapamerp
OTpeseNsieT MHTEpBal MEXAYy CHMBOJAMH, IEpPelaBaeMbIMU IPU

B3aUMOJICHCTBUHU MapuIpyTusaropa c 0ecrpOBOAHBIMU
YCTPOHCTBaMU.
* Bknwuntb - MapmpyTH3aTOp HCHONB3YET KOPOTKHN

3alIUTHBIA ~ HUHTEPBaJ, MNPOAOHKUTEIBHOCTh  KOTOPOTO
Short Gl cocraBimsier 400 wuc. Tompko IS pPEeXUMOB  PabOTHI
OecrpoBOAHON ceTH, moaaepxkuBaromux cranaapt 802.11n
i 802.11ac (cM. 3Ha4YeHHME PACKPBIBAIOMIETOCS CITHCKA
BecnpoBogHon pexum Ha crpanune Wi-Fi [/

OCHOBHbIe HaCTPOMKN).

*  BbIKMIOYUTE — MapuIpyTH3aTOP MCHOJNB3YET CTaHIAPTHBIN
3alIUTHBIA ~ WHTEPBANl, MPOJOKHUTEIFHOCTh  KOTOPOTO
cocrasisaet 800 Hc.

MNepuop BewaHus WuTepBan (B MWIIMCEKYHJIaX) MEXIy OTIPaBKOW MAKETOB IS
beacon-thpenmos CUHXPOHM3AINH OSCIIPOBOTHOM CETH.

MunuManbHBI pasMep makera (B Oaiitax), IS KOTOPOro OymeT
Mopor RTS pasMep ( ) A p YL
nepenaBarbesi RTS-kanp.

MaxkcuManbHbI  pazMep HepparMeHTHpyeMoro  (HEIEeITUMOro)
MNMopor ¢pparmeHTauum | makera (B Gaifrax). [lakeTsl Gonbliero pasmepa (GpparMeHTHPYIOTCS
(pa3buBaroOTCs Ha YacTH).

Ctpanuua 195 ns 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

KomuectBo beacon-¢dpeiimoB mexay ornpaBkoit DTIM-coobmienmii
MNMepnop DTIM (yBemomuieHHIA O TOCHIEIyOIIel IHMpoKoBemarenpbHoi (broadcast)
WIK TPynmnoBoii (multicast) nmepenaue).

WurtepBan (B ceKyHAax) MeXJAy IPOBEpKaMU aAKTUBHOCTH

Bpemsa 6e3gencTBusa oo .
OeCITpOBOAHBIX YCTPOMCTB, BXONAIIUX B JIOKAJIbHYIO ceTb. Ecim

OTKNn4YeHus

3a/1aHo 3HaueHue 0, MpoBepKa HE BHIIIOIHSIETCS.

[MTocne usmenenus napameTpos Haxxmure kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

MAC-¢punbTp

Ha crpanune Wi-Fi /| MAC-cbunbTp Bl Mokere onpenenuts cricok MAC-apecoB yCTpOICTB,
KOTOphIe OyIyT HMMETh JOCTyn K OecmpoBomHOi ceru, nubo 3amarh MAC-aapeca yCTpOKCTB,

KOTOPBIC HE CMOTYT INOAKJIIKOYATbhCA K HEH.

' Pekomennvercs Hacrpansare Wi-Fi MAC-duinsTp yepes npoBoaHoe noakiaroueHue Kk DIR-
m Q53/SE.

= < ZononHuTtensHo MAC-¢unbTp

MAC-¢unbTp

Bbl MOXeETe onpefeniThb cnucok MAC-afpecoB yCTPONCTE, KoTopbile ByayT UMeTe AocTyn k GecnpoBogHoii ceTu, anbo 3agate MAC-agpeca
YCTPOIACTB, KOTOPbIE HE CMOTYT NOAKIKIHATLLH K HEM.

I PEKOMeHﬂyETCﬂ HaCTpauBaTe Wi-FI MAC-LPM}'H:TP Yepes NpoBojHOE NOAKNHYEHNE K yCTpOﬁCTBy

241T1Ty, 51Ty
DIR-XXX DIR-XXX-5G
() OTknroueHo @ orknroueHo

DUALTPSLI +
He co3gaHo HW ogHoro npaeuna Ana MAC-punsTpoB
PucyHok 123. Cmparuuya 0nsi Hacmpotku MAC-¢bunbmpa 0nisi 6ecripogodHou cemu.

[To ymomuanuto Wi-Fi MAC-Qunbsrp OTKIIOYEH.

Jnsa nHactpoiiku MAC-punbsrpa cHadana HeoOXonuMmo 3aaaTh npaBuia (ykazarb MAC-aapeca
YCTPOWCTB, Ul KOTOPBIX OydyT NPUMEHATHCS PEXKHUMBbl OTPAHWYEHUH, 3aJlaBaeéMble Ha JIaHHOU

crpanute). Jlyis atoro Haxkmute kHonky [JJOBABUTb (+ ).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

JobaBneHne npasuna X
SCTOTHEIA gWanazot

2.4y -
DIR-XXX v

@ Ang denrod cemu MAC-furamps) omeanyess

G:l Kaoausecman cumennos doamsHo Seams we Gonee 32

® Brxiounts

PucyHok 124. OkHo 0nisi dobaeneHus npasuna MAC-gunsmpa.

Bb1 MoxxeTe 3a1aTh cienyromme napaMmeTpsl:

MapameTp OnucaHue

. B packpriBarolriemMcsi CIIUCKe BBIOEPUTE OHAIIa30H O€CIIPOBOLHON
YacToTHbIM Anana3oH packp p p
CCTU.

becnipoBogHast cethb, I KOTOpOW OyleT IeHCTBOBaTh JTaHHOE

SSID npaBuiio. Beibepute HEOOXOAUMOE 3HAYCHHUE B PACKPBIBAIOIIIEMCSI
CIIHCKE.
Beenute B mone MAC-aapec ycTpoicTBa, JUIsi KOTOPOro Oymet
MAC-agpec . N 4 . v
JIEHCTBOBATh 3a/IaHHBIN PEKUM OTPaHUYCHUM.
Umsi Haspanue yctpoiictBa [ist ymoOHO#M wumeHTUUKauu. MoxkeT
OBITH POU3BOJILHBIM.
Ecnm nmepexntodarenb CABUHYT BIIPaBO, NPABWIO AKTHBHO.
Bknountb CnBuHBTE TMEpeKoYaresb BJIEBO, €CJIM XOTUTE OTKIIOYUTH

AAHHOC IIpaBUJIO.

[Mocne 3amanus HeoOxoauMbIX mapamerpoB HaxkmuTe kHoky COXPAHUTD.

YroObl HM3MEHUTHh TapaMeTphl CYMIECTBYIONIETO MpaBwia, B pasaene OUALTPbI BIOEpUTE
HeO6XOI[I/IMOC MIpaBHUJIO WU HAXMUTC JICBYIO KHOIIKY MBIIIH. B OTKPBIBIIEMCS OKHC H3MCHUTC
Hactpoiiku u Haxxmure kHonky COXPAHUTD.

YroOBl ymanuTh Kakoe-THOO TPABWIO C JAHHOH CTpaHUIBl, B pasaeine ®OUNBTPbI yCTaHOBHUTE
Graxxok, pacmoNOKEHHBIM CcJeBa OT COOTBETCTBYIOIIETO TMpaBWia, W HAXMHTE KHOIKY

YOANUTL ( [ ).
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

[Tocne 3aganus npaBui HEOOXOAUMO HACTPOUTDH PEKUMBI OrPAaHUYECHU.

UToOBI OTKPBITH OECIPOBOIHYIO OCHOBHYIO WJIM JOTIOJHUTENBHYIO CETh IS ycTpoicTB, MAC-
ajipeca KOTOPBIX yKa3aHbl Ha JaHHOW CTPAHHUIEC, M 3aKPHITh €€ U1 BCEX JIPYTHX YCTPOMCTB, B
paszene, COOTBETCTBYOImEM 3ToMy nuana3ony (2.4 'y wimm 5 I'TW), Beigenure cTpoky cetd u
HOKMUTE JICBYIO KHOIIKY MBIIIH. B OTKpBIBIIEMCS OKHE CIABHHBTE Mepekirodareib BKAOYUTBL
MAC-¢unbTp Bropaso. Ilpu 3ToM  OTOOpa3suTCsS  PaCKpPHIBAIONIUICS CHOHUCOK  PeXum
orpaHndyeHnn MAC-cbunbTpa. Beibepute 3Hauenue PaspewlaTb U HaXMUTE KHOIKY
COXPAHUTD.

YT1oObI 3aKphITh OCCIPOBOAHYIO CETh JJIsl YCTPOMCTB, ajpeca KOTOPHIX YKa3aHbl Ha JAHHOM
CTpaHHUIle, B pacKpbiBamomemcs crucke Pexum orpaHnyeHnn MAC-cdunbTpa BbizenuTe
3HaueHue 3anpewartb 1 Haxvute kHonky COXPAHUTD.

YT10o0bI HACTPOUTH pacnucanue padoTsl s npaBuwia MAC-¢uisTpa, HAKMHUTE Ha 3HAYOK 3aAaTh

pacnucanue ( (U ) B cTpoke 5Toro nmpasuiaa. B OTKPBIBIIEMCS OKHE B PACKPHIBAOMIEMCS CITMCKE
MpaBuno Bribepute 3HaucHue Co3AaTb MPABMUIIO, YTOOBI CO3/1aTh HOBOE pacHucaHue (CM.
pasnen Pacnucanue, ctp. 322) win BbiOepute 3HaucHre BblOpaTh cyuwiecTBylowee, urols
BOCIIOJIb30BAaThCsl  yXke cymiecTByromuM. CyIIeCTBYIONIME paclUCaHus OTOOPaKalTCs B
packpsiBaroiiiemcs cnucke UMa npasuna.

Yt00BI akTUBHPOBATH MpaBmiio MAC-duiisrpa BO BpeMs, yKa3aHHOE B PACIIMCAHUH, H OTKIIIOYHTH B
oCTalbHOE BpeMs, BbIOepuTe 3HaueHHEe BKMAOYUTL MPaBUIO B pacKpBIBAIOIIEMCS CITHCKE
DenctBue u naxxmure knonky COXPAHUTD.

YroOb! oTKITI0UNTE MpaBmwiio MAC-¢gunsrpa Bo BpeMsi, yKa3aHHOE B paCMCAHUH, U aKTUBUPOBAThH B
oCTalbHOE BpeMs, BbiOepuTe 3HaucHHe BbIKMHOYUTL NPaBUNO B PacKPHIBAIOIIEMCS CITHCKE
HDencrBue u naxvure knonky COXPAHUTD.

UroObl M3MEHHTh WJIM YIATUTh PACIHCAHHUE /I KaKOrO-JIMOO TpaBmia, HAXKMHTE HAa 3HAYOK
PepaktupoBatb pacnucaHme ( (Y ) B cTpoke 3Toro npapmia. B OTKpHIBHIEMCS OKHE U3MEHUTE

napametpbl u Haxkmure kHonky COXPAHWUTb wm naxmure xHonky YOAJIUTb W3
PACIMUCAHUA.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

PoyMuHr

Ha crpanune Wi-Fi / POyMUHr Bbl Moxere akTUBHpOBAaTh (DYHKIHIO HHTEIUICKTYaJbHOTO
pacnupenenenust Wi-Fi-kimneHToB.

JanHas QyHKIMS MpeaHa3HadeHa Ui OCCIPOBOJHBIX CETEH, MOCTPOCHHBIX Ha 0a3e HECKOJIbKUX
TOYEK JIOCTyIa Wi MapuipyTtu3aropoB. Eciau nanHas (yHKIUS akTHBHUpPOBaHA Ha BCEX TOYKAX
Joctyna (MaplipyTusaTtopax), o0pasyomux 0eclpoBOIHYIO CETh, OECIIPOBOIHBIE KIIMEHTHI BCETIa
OyayT MOJKITIOUATHCS K YCTPOUCTBY C MAaKCUMAJILHBIM YPOBHEM CUTHAA.

< MAC-punstp MHTennekTyansHoe pacnpegeneHve

WHTennekTyansHoe pacnpepenenue Wi-Fi-knneHToB

OYHKUMA MHTENNEKTYaNLHOTO pacnpeaeneHna Wi-Fi-kIMeHToB NpegHasHadeHda AnA GecnpoBOAHbIX CeTel, NOCTPOeHHLIX Ha Base
HECKOMNBKMX TOYeK AOCTYNA UMW MapLUpyTU3aTopoB. ECNK JaHHasA (QYHKUWS aKTUBMPOBaHa Ha BCEX TOYKax ACCTyna
[MapwpyTuzaTopax), obpasyiowmx BECNPOBOAHYID CETh, BECNPOBOOHLIE KNMEHTH BCEraa ByayT NoAKTHYaTECA K YCTPOWRCTBY C
MaKCMManbHbIM YPOBHEM CHIHANA.

[0Na KOPPEKTHOI paBoThl YHKLUWK ANA BCEX YCTPOHCTE HEOBXOLMMO HACTPOWTE OAWHAKOELIE NAPAMETPE! BECTPOBOJHON CETH —
SSID, TMN ayTeHTUdUKALMK M Naponb.

BEIKNKOUUTE

Mopr™ J°  Wcnonb2oBats multicast ans o6MeHa

7890 cryxebHol uHdopMaLumei
Q) YerawosiTe nepexmousTeNs 8 MDIB0E TONONEHKE, ECIH TOHH
JOCTYITE HAXOARTCA 8 PAsHEX TOJCETAX

24 1Ty 50y

MEKCMMArsH0s BDEMA XDaHeHA MHEODMaLIMA (B CeryHnax)* MaKCrMankHoe BpeMA XpaHerns nedopMalm (B cexykaax)™

60 60

Q) MakcuHansHoe BpeMT XDIHEHIT HHEOPMIHH O BHIHMEX KTHEHTIX Q) MakomansHoe Bpems XPIHEHHT HHDOPMILIN O BHIHMGIX KIHEHTIX

MUHMMENEHE YPOSEHs KBUeCTsa coeqnHesus (B npousHTax)™ MARKMENEHSIR YDOBEHE K3YECTEE CosOMHEHMA (B npouerTax)™

60 60

"MepTaaa” 2oH2 (0T -50% g0 50%) "MepTEaR” z0Ha (0T -50% go 509%)*

15 15

MoporoBsii YpoBeHE KayecTea CoagMHEHNR (B NpouexTax)™ MoporoBsiit ypoBess Ka4ecTsa COEIMHERUA (B mpoueHTax)™

40 40

NPUMEHNTE

PucyHok 125. Cmparuuya Wi-Fi / PoymuHe.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Yrobel axkTuBHpOBaTh GyHKIHIO, Haxkmure kHOnKy BKITHOMUTb. Ilpu stom Ha crpanwmie
JOCTYIIHBI CJICAYIOUINE HACTPOUKH:

MapameTp OnucaHue

Mopt Homep mopra, KOTOpBIM HCTONB3yeTCs i OOMEHa [TaHHBIMU
MEXy TOYKaMH JI0CTyna (MapuIpyTU3aTOPaAMH).

ChnBuHbBTE TeEpeKIoyareilb BIPAaBO, YTOOBI  HCIIOJIb30BaTh
multicast-Tpaduk ans oOMeHa cityxe0HONM HH(pOpMaLuen MexIy
TOYKaMU JocTyna (Mapuipytuszatopamu). Takas HacTpoiika

. HeoOXoAMMa, €cClId YCTPOMCTBAa, Ha KOTOPBIX AaKTHMBHpPOBaHa
Ucnonb3oBaTtb multicast

" | QyHKIMS MHTEIUIEKTYaJlbHOTO pAacCIIpelesIeHus, HaxXoaATcs B
Ansa obmeHa cnyxebHown

pasHbIX moxaceTsax. Ecnu mepekirouartens CIBUHYT BIIpaBO, Ha

WH(opmaLnen cTpanunie orobOpaxarorcs monsi Multicast TTL u Appec
multicast-rpynnbi.
Ecnu mepekiroyarens CABHHYT BIEBO, Ui OOMEHa CiTy:KeOHOM
uHopmMalueil ncnonb3yercs broadcast-Tpadux.

Multicast TTL 3anaiite 3nauenue mapamerpa TTL (Time to live, spems scusnu).

Appec multicast-rpynnbi | 3anaiite agpec multicast-rpymmsr (13 moxcetu 239.255.0.0/16).

24TTu /5Ty

MakcuManbHbI TepHox BpeMeHH (B CEKyHJaXx), B TEYCHHE
MakcumanbHoe BpemMA

KOTOPOI'o TOYKa AOCTYyIIa (MApLIPyTU3aTOP) XPaHUT UHPOPMALIUIO
XpaHeHus1 Hopmaumm P AOCTyna (Mapuipy P) Xp Gopwan

00 YPOBHEC CUT'HaJIa KJIIMCHTA, 06Hapy)KeHHOFO B CBOCH CETH.

o ypOBeHB CHUI'HaJia (B HpOI_ICHTaX), IIpu KOTOpPOM TOYKa AOCTYyIIa
MuHnmanbHbIN YPOBEHb

MapIIpyTH3aTop) HAYMHACT OIpPOC I'MX YCTPOMCTB JIs
KayecTBa COeANHEeHMUs (Mapmipy P) poc  apy yeTp it

IIOMCKa YCTpOﬁCTBa ¢ OoJree BRICOKUM YPOBHCM CUT'HAJIA.

JlaHHBINl MapaMeTp WUCHONB3YyeTCA i BBIUHCICHHS YPOBHS
CHUTHaNa, Tpu  KOTOopoM OymeT  cpabarbiBath  (YHKIHUS
MHTEIJIEKTYaJIbHOTO pacnpeneneHus. Ecium ypoBeHb CcurHana,
o0ecrieyrBaeMblii IPyTUM yCTPOHCTBOM, OOJBIIE CYMMapHOTO
sHayenust mnoneii MUWHMManbHbIA  YpOBeHb KavecTBa
coeaunHeHus u «MepTBasi» 30Ha, TO KIMEHT OTKIIIOYAETCs OT
TOYKH JOCTyMNa (MapuipyTuszaropa). Bel Moxxere 3a1aTh 3HaueHHE
or -50% 10 +50%.

«MepTBasi» 30Ha
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

MapameTp OnucaHue

MoporoBbin ypoBeHb
KayecTBa CoeAUHEHUA

VYpoBeHb curHana (B MPOLEHTax), MPH KOTOPOM TOYKA JOCTYTIa
(MapmpyTH3aTop) OTKJIOYAET KJIMEHTa OT CBOEH OecrpoBOIHOMN
CEeTH HE3aBUCUMO OT YPOBHEH CHUTHaJla JAPYTHX YCTPOMCTB.
JlanHHO€ 3HaYeHHWE HE JOJDKHO OBITh OOJbIIe 3HAYCHHS,
ykazanHoro B mnoie MWHMManbHbLIN ypOBeHb Ka4decTBa
coefVHeHus.

[Mocne 3apanmst He0OXoAUMBIX apameTpoB HaxkmuTe kHoniky TPUMEHUTD.

UroObl BBIKITIOYUTH (YHKIMIO HHTEUIEKTYaJIbHOTo pactpeneneHuss Wi-Fi-KIueHToB, HaXMHTE

kHonky BbIKITIOUUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

lMpunm-cepeep

Ha crpanune MNpuHT-cepBep Bl MoxeTe HACTPOUTH MapIIpyTU3aTOP B Ka4€CTBE MPHHT-CEPBEPA.
Takas HacTpolika IO3BOJIUT IOJb30BaTeNsAIM Bamieil 10KaabHOM CETH COBMECTHO HCIIONB30BaTh
IIPUHTEP, NOAKIOYeHHbIN K USB-nopry MapupyTtusaropa.

YroObl MOAKIIOYUTH MHPUHTEP K MAapUIpyTU3aTOPy, BBIKIIOYMTE MUTaHHE OOOUX YCTPOMCTB.
[Topkmrounte mnpuntep Kk USB-mopry MapmpyTusatopa, BKIIOYMTE IPUHTEP, a 3areM —
MapILIpyTH3aTOP.

MNpuHT-cCEpBeEp

[MpUHT-cepBep

Bl MOXETE HACTPOMTE MapLUPYTM3aTOP B KaUeCTBE NPUHT-cepBepa. Takar HacTPOMKa MO3B0MT NoNb30BaTenAM Bawen
NOKaNEHON CETW COBMECTHO UCMONb30EaTE MPWHTER, NOAKNKYEHHEIR K USB-NopTy MaplpyTWzaTopa.

@ EBknouuTE NpUHT-CepBep
AnrA paboTel NpUHT-cepeepa TpebyeTca
HacTpoRKa KnWeHTckoro MK, MNogpoBHyo

1 MHGOPMALMIO NO HACTPOMKE NPUHT-CEpBEPa
MOXHO HaWTK Ha caliTe www.dlink.ru B
pazgene F.A.Q.

NpuHTEp

He BbibpaH -

CTaTyc NpUHT-CEpEEpa: He nogknioueH

PucyHok 126. CmpaHuua lMpuHm-cepesep.

YT10o0OBI MapupyTH3aTop MOT paboTaTh Kak MPHHT-CEPBEP, CABHHBETE NEpeKitodaTens BKAOUYNTL
NPUHT-CepBep BmpaBo. YOemurech, 4TO B packpbiBamomeMcs crucke [MPUHTEp BbiieneH
NPUHTEP, MOAKIIOUSHHBIN K Mapupytusaropy. Haxmure knonky MPUMEHWUTD. B none CtaTtyc
NPUHT-CepBepa oToOPa3nuTCs CTATyC MOIKIIOYCHHOTO YCTPOHCTBA.

Ecnmu Bbl He XOTMUTE HCIONIB30BaThb MapLIPYTH3aTOp B KAayeCTBE IPUHT-CEPBEpA, CIBUHBTE
nepexiroyare b BKNOUYUTL NpUHT-cepBep BieBo u Haxxmute kHonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

USB-Hakonumesnb

JlaHHBI pa3nen MeHro npeaHasHadeH it padbotsl ¢ USB-HakonuTenem. 3necs Bel Mmoxkere:
* mpocMoTpeTh HH(popManuio o noakiaodyeHHoM USB-HakonuTene;

* CO3JaTh yYETHBIC 3aIlUCH II0JIb30BaTelIel, KOTOPhIe OyIyT UMETh JOCTYI K COIEPKUMOMY
USB-HakonuTes;

*  aKTUBUPOBATh BCTPOCHHBIN cepBep Samba MapHIpyTH3aTOpa;

* axkTuMBHUpOBaTh BCTpoeHHbIH FTP-cepsep mapuipyrusaropa;

* NPOCMOTPETH cozepkaHue noakiaoueHHoro USB-HakonuTens;
* aktuBHpoBaTh BcTpoeHHBIM DLNA-cepBep MapiipyTuzaropa;

*  3aJaTh HACTPOWKH JJIsl BCTPOCHHOTO torrent-KireHTa Transmission ¥ ynpasisiTh MPOIECCOM
CKauMBaHUs U Tepenayn paninos;

* aktuBupoBars gononHenrne XUPNPD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

NHdpopmaumns

Ha crpanune USB-Hakonutenb / UHdopMaums npencrasiena HHGOpMAIUS O MOJKIIOYCHHOM
Kk Mapupytusaropy USB-Hakonurene.

< TpuHT-cepeep |/|H¢0pMaLl,HFI =
JetFlash TS2GJFV30 JetFlash TS2GJFV30

usb1_1 usb1_2

06LWwmiA obbem: 1.04 GB 0Bwmii obbem: 882.00 MB

CeobogHO: 1016.00 MB CeofiogHo: 859.00 MB

®aiinoBas cucTema: FAT16/32 Daiinosan cucTema: NTFS

PASMOHTUPOBATb PA3MOHTUPOBATE
PASMOHTWPOBATEL BCE HAKOMUTENWA

PucyHok 127. CmpaHuya USB-Hakonumesns / UHghbopmayusi.

Ha ctpanuiie otoOpakeHO HazBaHue, oOmMiA 00BeM MaMaTH U 00beM cBOOOmHOW mamsatu USB-
HAKOIIUTENS, a TAaKXKe THI ero (ailyloBo cHCTeMbI (TOAIEpKUBAaeMbIe (DaiJIOBBIE CHCTEMBI:
FAT16/32, NTFS, ext2/3).

Ecnmu USB-HakonuTens pasleneH Ha HECKOJbKO TOMOB, Ha CTpPaHMIIE OTOOPA3HTCS HECKOIBKO
pazznenoB ¢ uHpopmMaimeit o kaxaom Tome (pasaene) USB-HakonuTens.

Yr0o0bl Oc30macHO oTKIROUNTh USB-Hakonurtens wiu tom USB-Hakonutemns, Ha)XMHUTE KHOIKY
PABMOHTUPOBATDbL B coorBercTByIOIIEM pa3ielic Ha CTPAHHIE M IMOJOXKIUTE HECKOIBKO
CEeKYH/I.

Yrobsr otkimounth Bce ToMa USB-nakomurens, naxxmute knonky PASMOHTUPOBATb BCE
HAKOMWUTENMW.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

Monb3oBaTtenu USB

Ha crpanune USB-HakonuTens / Nonb3oBaTtenu USB Ber MoxeTe co3narh ydeTHbIE 3amicu
HOJIb30BATeNCH /I OpPraHu3aluKk J0CTyna K JaHHbiM Ha USB-Hakommrene, MOJKIIOYCHHOM K

MapLIpyTU3aTOPY.

€ CuctemHoe Bpema Mone3oBatenn USB

He co3gaHo HKX 04HOro Noib30BaTend

Bbl MoxeTe aobaBuTe NepeOro NoAL30BaTens

NOBABUTb

PucyHok 128. Cmparuya USB-Hakonumens / lNMonb3oeamenu USB.

YrtoObl co3/1aTh HOBYIO YUETHYIO 3alUCh Mojib30oBaresis, HaxMute kHonky JJOBABUTD ( ~+ ).

AobaeneHwne

none20EBaTeny

TonbKo YTEHKE

PucyHok 129. OkHo OobasrneHus rnonb308amerisi.

B orkpeBmemcs okne B noie MMA nonb3oBaTens 3amaiiTe MMS TOJB30BaTels, a B IOJIE
Maponb — napoins y4yerHoit 3anucu. Vcons3yiiTe tudpsl, JaTHHCKHE OyKBBI BEPXHETO U HHKHETO
perucTpa u IPyrue CUMBOJIBL, IOCTYITHBIE B AMEPUKAHCKOM PAaCKJIa/Ke KIaBUATyphl".

' Bbl He MOXeTe cO3/1aBaTh YYETHbBIC 3alIMCH C UMeHaMu admin u nobody.
[

Jlis HakomuTeNel WM pa3aesioB HakonmuTenel ¢ ¢aiinoBoii cucremoit ext2, ext3 u FAT Bo3M0OXHO
CO3ZIaHUE TIOJIb30BaTEell C OrpaHMYCHHBIMH TpaBamu. CIABHHBTE MEpEKIIOYaTeIb [OFIbKO
YTeHUe BIpaBo, YTOOBI MOJb30BATEIb HE MMEJ MpaB JUIsl CO3JaHMs, U3MEHEHUS WJIN YJaJIeHUS
¢aiinos.

Haxxmute knonky COXPAHUTb.

15 0-9, A-Z, a-z, pober, !"#$%&'()*+,-/;<=>2@[\]* " {[}~.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

UYroObl Ha cTpaHulle OTOOpa3WIMCh MApPOJIM BCEX YUETHBIX 3aluced MOoJib30BaTeliel, CIBUHBTE
nepekirouarenb [loka3aTb naposb BIpaso.

YToOBI U3MEHUTE mapaMeTphbl KakoI-1100 yquHOﬁ 3aIllucCu, BBI6€pI/ITe COOTBCTCTBYHOLIYIO CTPOKY B

tabnune. B oTKpbIBIIEMCS OKHE BBEAWTE HOBOE 3HAYEHHE B COOTBETCTBYIOIIEE IOJE, a 3aTeM
Haxxmure knonky COXPAHUTD.

YroObl ynanuTh Kakyro-ITHOO YYETHYIO 3alliCh, YCTAHOBHUTE (DIaXKOK clieBa OT COOTBETCTBYIOIIEH
F—1

cTpoku Tabnmuibl ¥ HaxmuTe knonky YOAJIATD ( [ ).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Samba

Ha crpanunie USB-HakonuTenb /| Samba Ber MoxeTe BKIIOYHTH BCTPOCHHBIH cepBep Samba
MapiipyTu3aropa [uisi opraHuzanuu noctynma k USB-Hakomutento Juis mosib3oBarelnei Bareit
JIOKaJIbHOU CETH.

= < TNonszoBatenu USB

Samba

Ha 3Toi4 cTpaHWLLe Bbl MOXETe BKIHYKUTL BCTPOEHHEIR cepBep Samba MapLupyTu3aTopa Anf opraHu3alm goctyna k USB-HakonuTento gns
nonb3osarteneil Baweii nokanbHOR ceTn.

. BknounTe cepeep Samba

Hactpoliika cepepa Samba Oupextopun +

@ AHoHUMHBI BXOA
Mg Nyt

@ Eciut BbikAMGHEH SHORMMHBIT BX04, 477 0OCTYNE & cogepxatmony LSE-

HAKONUTENA NOTPEBYETeR CO34aTh NONL30BATENEH

Pafiouan rpynna

WORKGROUP

KpaT(DE onvcaHKe

D-LINK SERVER

NetBIOS
D-LINK

NMPUMEHUTb

PucyHok 130. Cmparuya USB-Hakonumesb / Samba.
YroOsl BKIIOUUTH cepBep Samba, ciBUHBTE TIepekiodares BKNounTb cepBep Samba srpaso.

[Mepexitouarenns AHOHUMHbIM BXOA, (10 YMOJYaHUIO CIBUHYT BIPABO) pa3periacT aHOHUMHBIN
noctyn K cogep:xkumomy USB-HakonuTesnst monp3oBaresnsm Baiiel mokanbHOM CETH.

Ecin Bbl xoTure opraHu3oBaTh aBTOPU30BaHHBIM JOCTyn K coaepxkumoMmy USB-nHakonurens
[I0JIb30BaresIM Balel JIOKaJlbHOM CEeTH, CIBHMHBIE IEepeKitodarens BieBo. llocne nmpumeneHus
napaMeTpoOB, 3aJaBacMbIX Ha JAaHHOW CTpaHwmIile, nepeiaure Ha crpanuny USB-Hakonutenb /
Monb3oBaTtenu USB u co3naiite HeOOXOIUMBIEC YUCTHBIC 3AMUCH.

B mone Paboyvas rpynna ocrasere 3HadeHue 1mo ymoauanuio (WORKGROUP) il BBEIWTE HOBOE
uMsi paboueil Tpymmbl, YYaCTHHKaM KOTOpOW OymeT paspelieH AocTynm K coaepkumomy USB-
HAKOITUTEIS.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B mone KpaTkoe onucaHue Bnl MoxkeTe 3aaaTh AOMOJHUTENIBbHOE omucanue maaa USB-
HAKOMUTENsI. 3HAYeHHWE [aHHOTO TOJS OTOOpa)kaeTcsi B HEKOTOPBIX OMEPAlMOHHBIX CHUCTEMaX.
Hcnonp3yiite maTnHCKHUE OYKBHI U (WIH) TUDPHL.

B none NetBIOS 3anaiite naszBanue mins USB-nakomurtess, kKoTopoe OyaeT oToOpakarbes y
M0JIb30BaTENICH JIOKAIbHOM ceTH. Mcronb3yiTe JaTHHCKUE OYKBBI U (HITH) IIU(PHI.

Yt0o0BI pa3peinTb AJOCTYII TOJIBKO K OHpCI{CJ’ICHHOﬁ ITarike USB-HaKOHI/ITeJ'IH, Ha)XKMHUTC KHOIIKY

OOBABUTb (+ ) B pasznene [Jupekropum.

Ao6aBUTE AMPEKTOPUWIO

PucyHok 131. [JobaeneHue dupekmopuu.

B oTkpbIBIIEMCSI OKHE OIpeeuTe MECTOMONIOKEHHE Manku ¢ ¢aitnamu. st 3Toro HaxXMuTe Ha

snagox Momck ( Q) B none MyTb. 3arem mepeiinure B HyXHYI0 HalKy M HAKMHUTE KHOIKY
BbIBPATD.

B mnone WMMmA BBeauTe Ha3BaHue IS BBIOPAHHOW IMalKd, KOTOpOe OymeT oToOpakarbes y
MoJIb30Baresel JoKanbHOU ceTh. Vcronb3yiiTe naTHHCKUE OYKBBI U (MJTH) [UQPHI.

Haxxmute knonky COXPAHUTb.

YroObl yIauTh KaKyro-JIMOO TanKy W3 chucka B paszneie [UPEKTOPUU, ycTaHOBHTE (IIaXKOK
ClieBa OT COOTBETCTBYIOILEH cTpoku Tabmuipl 1 Haxkmute kHonky YAAJTIUTD ( @ ).

[Mocne 3apanust HeOOXOAUMBIX TapameTpoB HaxxkmuTe kHoniky TPUMEHUTD.

UroObl OTKIIOYUTH BCTPOCHHBIM cepBep Samba MapmipyTu3atopa, CABHHBTE MEPEKIHOUYaTEh
Bknrountb cepBep Samba sieso u naxxmute kaonky MPUMEHUTDb.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

FTP

Ha crpanunie USB-Hakonutenb / FTP Bwr Moxkere Bkarounts BeTpoeHHBI FTP-cepsep
MapIIpyTu3aropa Juis opraHuzaiuu jpoctyna k USB-nHakonurtenro i mosb3oBarenied Bareit
JIOKaJIbHOU CETH.

= ¢ Samba B

FTP

Bbl MOXETE BKIK4YNTE BCTPOEHHBIA FTP-cepBep mapLupyTi3aTopa ANA opraHu3aumin AocTyna Kk USB-HakonnTento ana nonssoearenei Bawei
NOKaNsHOR ceTi.
@ Bxnrounts cepsep FTP

(D 415 koppeKTHOrD OTOBPANEHIA KNDHATHHECKHX CHMEOAOE B HA3BaHUAX QaitN0E, Ha FTP-KIMEHTE HYXHO MCHOALI0BATE KOAMPOBKY UTF-8

HacTpoiika cepeepa FTP

) AHOHUMHBIA BXOA

() Ecnn seixarouen aHoHMMHENT BX04, ANR 4OCTYNA K CoAepsiamomy LISE-

HAKONUTENA RoTpebyercr cos4are nonssosarensi

@ TMpit MENOALIOBAHMN AHOHMMHOID JOCTYIA BCE NOALIOEATENN, NOJKAIOUERHbIE

yepes cepeep FTR nsmeroT npasa AoCTyila TONbKD Ha YTEHWE

Mopt
21

[OupexTopus Q

NPUMEHWTE

PucyHok 132. Cmparuuya USB-Hakonumens / FTP.
Yroos! BritounTh FTP-cepBep, caBunbTe nepekiouarens Bknounte cepsep FTP Bnpago.

CaBunbTe nepekimodareb AHOHUMHBIA BXOA BIPaBO, YTOOBI pa3pelInTh aHOHUMHBIN JOCTYI K
conepxxumomy USB-nakomurenss momp3oBatessiMm Bameit nmokanpHOM cetu. Ecnmu Bber xotute
OpraHU30BaTh aBTOPU30BAHHBIN NOCTYN K coaepxkumomy USB-Hakonutens nmons3oBaressm Barmei
JIOKaJbHOW CETH, CABUHBTE NEPEKIodarenas BiIeBo. [locie npruMeHeHus: nmapaMeTpoB, 3a1aBa€MbIX
Ha JIaHHOW cTpaHuIue, nepeiiaure Ha crpanuny USB-Hakonutenb / MNonb3oBatenu USB u
co3/aiTe HeOOXOAUMBIE YUETHBIE 3aITUCH.

Ecnu Heobxonumo, U3MEHHUTE MOPT MapIIPyTU3aTOpa, KOTOPBIA OyzneT ucnoiabszoBarb FTP-cepsep, B
nosie MopT (1o yMom4anuro 3aaH CTaHAapTHBIN mopT 21).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Uto0Bl pa3pemuTh OOCTYN TOJBKO K ompeneiaeHHoW mnamnke USB-HakomwTens MOIb30BaTENIsIM
Baeii nokanpHOM ceTH, OnmpeaennTe MeCTONOI0KEeHHE Manku ¢ ¢ainamu. J[as 3Toro HaxxMHUTe Ha

snagox Momck ( Q) B nmone [AUpeKTOpPUA. 3arem nepeiiuTe B HyKHYIO HAlKy U HAKMHTE
kHoniky BbIBPATbD.

[Mocne 3apanust HeoOXoAUMBIX TapameTpoB HaxkmuTe kHoniky TPUMEHUTD.

YroObl CHOBa pa3pemuTh JOCTYN KO BceMy coaepxumomy USB-HakonuTesnst MOIb30BaTENIsIM

Bamieit nokampHOW CceTH, ymanuTe 3HaueHHe moyii [UPEeKTOPUA U  HaXMHUTE KHOIKY
NMPUMEHUTD.

YroObl OTKIIOUNTH BCTpoeHHBIH FTP-cepBep MapuipyTusatopa, CIBHHBETE IEPEKIIOYATENb
Bkntountb cepBep FTP Bieso u naxxmure knonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

dannosbi 6paysep

Ha crpannne USB-Hakonutenb / ®annoBbin Opay3ep Bsl MokeTe OpOCMOTPETh
conepxumoe USB-HakonuTens, MOAKIIOYEHHOTO K MAapIIPYTHU3aTOPY, a TAK)KE YIAJIUTh OTJEJIbHbBIE
nanku u ¢aitnel, Xxpanaupecs Ha USB-HakonuTerne.

= <(FP ®alinoBblil 6pay3sep 8

®alinoBelli bpay3ep

Bbl MOXETE NPOCMOTPETE COAepXIMOe USB-HakoMUTENs, MOAKNHUEHHOTO K MaPLUPYTUIATOPY, @ TAKKE YAANTE OTAENEHEIR
nanki 1 painel, xpaHALLMecs Ha USB-HakonuTtene,

,T\ usb1_1

o fseventsd
o System Volume Information

PucyHok 133. Cmparuua USB-Hakonumens / ®alinoebil 6pay3sep.

Jns mpocMotpa conepxkumoro USB-HaKkomuTelNs MISTKHUTE 1O 3HAYKY HAKOMUTEIS WM pasjelia
HakoruTels. Ha cTpaHuiie oToOpa3uTest CHMCOK Marnok 1 (aitios.

Jlns nmepexosa B Kakyro-1100 Marnky MIETKHUTE TI0 CTPOKE, COOTBETCTBYIOIICH STON Marke.

Jnsi OOHOBIICHHS COJCPKUMOIO TAaNKH INEJKHUTEe Mo 3Hauky [lencTBua ( : ) B CTpoke,

COOTBETCTBYIOILICH 3TOM marke, U Beioepute 3HaueHrne OOGHOBUTD.

Jlns ynaneHus: Kakoro-iu6o Qaiiia WM manmku IejKHUTe 110 3Hauky [AeACTBMA ( ) B CTpOKe,

COOTBETCTRBYIOIICH ATOMY (haiiily WK Tarke, ¥ BbIOepuTe 3HaUeHHe YAANUTb.

CtpaHuua 212 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

DLNA

Ha ctpanunie USB-HakonuTtenb / DLNA Ber Mmoxere Bximtounts DLNA-cepBep MapIipyTu3aTopa
JU1st opranu3anuu foctyna k USB-HakonuTento 1 moabs3oBareseil Baiel 1oKkalbHON ceTu.

Bcerpoennsiit MmeauacepBep obecriednBaeT BocIpon3BeneHne MeauakonTeHTa USB-Hakonurens Ha
DLNA-coBMecTUMBIX yCTpoiicTBax Bameii nmokanbHOlM ceTtu. BocmpousBenenne MeauakoHTEHTa
BO3MOYKHO, TOJbKO eciii USB-HakonuTens NOAKIIOUEH K MapUIpyTH3aTOpYy.

= £ ®aiinoselil 6payzep

DLNA

Ha cTpaHiue DLNA Bbl MoxeTe Bkno4nTe DLNA-cepBep MapLIpyTH3aTopa ANA OpraHusaumnn goctyna k USB-HakonuTeno 4nA nonb3osatenei

Baweil nokanbHoii cetn.
BcTpoeHHbIil Meguacepeep obecneynBaeT BOCNPOU3BEAEHNE MenakoHTeHTa USB-HakonuTens Ha DLNA-COBMeCTUMBIX YCTpoiicTBax Ballen

NOKaNEHOMA ceTu. BOCHPOMBEE‘AE‘HHE MeJWaKoHTEHTa BO3MOXHO, TONbKO ecni USB-HakonuTenb NojknoYeH K MapLpyTU3aTopy.
A BKAOHEHMA cepBKca HEOGXO,&HMO yKa3aTk X0Ta Bl OAHY MEAWAANPEKTOPKHD.

OCHOBHbIe HacTpoliku MeanaanpekTopun

) Brnwounte
MyTe Tin

WHTepean o6HoBAEHWA®

900

Wma DLNA-cepeepa™
D-Link DLNA Server

PucyHok 134. Cmparuya USB-Hakonumenb / DLNA.
Yroos! Brrounth DLNA-cepBep, cCABUHBTE NIepeKioyares BKNHOYNTB BIipaBo.

B mone WUHTepBan OOHOBNEHWUs 3amaiite mnepuoa BpeMeHH (B CEKyHAax), IO HCTEYEHUH
KOTOPOTO MenuacepBep oOHOBIseT ciucok (aitmoB Ha USB-HakonuTene, win OCTaBbTe 3HAYCHUE

o ymonuanuto (900).

B mome WUma DLNA-cepBepa Beeaure HasBanue it DLNA-cepBepa, kotopoe Oyaer
0TOOpaXkaThCsi y TMONB30BaTeNel JIOKAJbHOW CETH, WM OCTaBbTE 3HAUEHUE 10 YMOIYAHHIO
(D-Link DLNA Server). lcnonp3yiiTe maTHHCKUE OYKBBI M (MJIH) HUQPHI.

UroObl pa3pemuTh 10CcTyn K coaepkumomy USB-Hakomutens monp3oBaresnsM Bameit nokanbHON

cetn, HaxkmuTe kHonky JIOBABUTDb (+ ) B pasnenc MeauagupekTopun.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YKkazate

MelWuajipekToprUD

Bece -

PucyHok 135. [JobaeneHue meduadupekmopuu.

B oTkpbIBIIEMCSI OKHE ONpEAETUTe MECTOINONOKEHNE Nanku ¢ Qaitmamu. /g 3TOro Ha)KMuTE Ha
snagox Momck ( Q) B none MyTb. 3arem mepeiinure B HyXHyI0 NalKy W HaKMHUTE KHOIKY
BbIBPATD.

Jns kaxnoil manku Bbl Takxke MOXeTe ONpeAenuTbh TUIl (DailiioB, KOTOpbEe OyayT AOCTYIHBI
MOJIb30BATENSIM  JIOKAaJbHOW ceTH. [IJii 3TOro B pacKpbIBaroIIeMcs CIUCKe TWM  BbiOepuTe

HeoOXoauMbIi TUN (aiinoB. UTOOBI OTKpPBITH JOCTYN KO BceM (paiiylaM B mamke, B CIUCKe TWM

BbIOepUTE 3HaUeHUE Bcee.

Haxxmure knonky COXPAHUTD.

YroObl yHamuTh Kakylo-JIHOO MamnkKy M3 chnucka B pasaene MeauvagaupeKTOpUM, yCTaHOBHTE
F—N

(brmaskoK ceBa OT COOTBETCTBYIONIEH CTpoKM Tabmuisl u Hasxkmute kaonky YOANUTD ( [ ).

[Mocne 3amanust HeoOXoaUMBIX mapameTpoB Ha ctpanuiie USB-Hakonutenb / DLNA naxwmure
kHonky MPUMEHUTD.

Yt1o0bl OTKIIOUMTH BCTpoeHHbIE DLNA-cepBep MapuipyTuszaropa, COBHHBTE IEPEKIIIOYATEIb
BkntounTb BieBo u Haxxmure kHonky MPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nopaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

HacTpoiika maplwpyTusaTtopa

Torrent-KieHT

Ha crpanunie USB-HakonuTtenb / Torrent-knueHT Bol mMoxkeTe 3amarh Bce HEOOXOAUMBIE
HACTPOMKH JJIs1 BCTPOCHHOTO KiineHTa Transmission.

Torrent-knueHT

Transmission

C nomowek web-nuTepdeiica BcTpoeHHoro torrent-knvienTa Transmission Bel MoxeTe ynpagnATe NPoLECCoM CKa4WMBaHUA
dainoe Ha USB-HakonWTenk, NOAKNHYEHHEIA K MApLWPYTUIaTopy.

® sBrniounts

OCHOBHbIE HacTPOMKK
Mopt#
52666

yrer Q

AupexTopnak

torrents.

@ razpewuts ouepegs 3arpysku

Pa3amep o4epean 3arpyaku®

1

KonuuecTeo nupos*

4

() Pexowendyemoe MakcuMansHoe KoAusecmso nupos 4. Mpu

UCROIEI0EaRUL BOIbIERD 3HOUEHUA E0IMONHE HECMOOLUAsHOS PG‘ES.'T?G‘

yempodcmea.

J©' BKNKOYUTL OrpaHUYeHI e CKOPOCTYA 3arpy3ku

1 Mcnone3oBaTe UTP

MopT web-uHTepgeRca*

9091

CTpanuua web-wHTepdeiica: httpy/192.168.0.1:9091

NPUMEHWUTB

ABTOpU3aUUs

1 BKIOYATH

PucyHok 136. CmpaHuya USB-Hakonumesns / Torrent-ksiueHm.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

Br1 MmoxkeTe 3aaaTh CIICAYIOIIHE IapaMCTPhI:

MapameTp OnucaHue

Transmission

C)IBI/IHBTC NEPECKIOYATCIIb BIIPaBO, YTOOBI AKTUBUPOBATH KJIIMCHTA

BkniounTtb .
Transmission.
OCHOBHbI€e HAaCTPOMKM
Mopt [Topr MmapmipyTH3aropa, KOTOpPBIH OyIeT WCIOIb30BaTh KIMEHT
Transmission.
OnpenenuTe MECTONONOKEHNE AAaHHBIX KiaueHTa Transmission. st
MyTb sroro HaxkmuTe Ha 3Hauok MMomck (Q,), BoiGepute Hyx)HOE
3HaueHue U Haxxmute kHonky BbIBPATD.
[Tanka USB-HakomuTens, B KOTOPOHl OyayT XpaHHUTbCS JTaHHBIC
OupekTopus

kiauedTa Transmission.

Paspewntb ovyepeab
3arpysku

CI[BI/IHbTe HepeKJIIO‘-IaTCJIB BHpaBO,
KOJIMYCCTBO OAHOBPEMCHHBIX IIPOLCCCOB 3arpys3KHu. HpI/I 3TOM
otoOpasurca noie Pasmep oyepeam 3arpysku.

€CJI1 XOTHUTC OI'PaHUYHUTH

CaBuHBTE TMEpEeKITIoYaTellb BJIEBO, YTOOBI HE OTrpaHUYHUBATH

KOJIMYCCTBO OJHOBPCMCHHBIX ITPOLICCCOB 3arpy3KHu.

Paamep o4vyepeau
3arpyskm

MakcuMalbHOE KOJIUYECTBO OOHOBPCMCHHBIX MPOLCCCOB 3arpy3KHu.
Ilo YMOJIYaHUIO 3aJIaHO 3HAYCHUEC 1.

KonuyectBO nupos

MakcumanbHOE KOJTHMYECTBO MOJIb30BaTelNeii cepBHCca, y KOTOPBIX Bbl
MOXETEe CKauMBaTh (paniiibl.

Ucnonb3oBaTtb UuTP

CI[BI/IHbTe MNEPCKIOYATCIIb BIIpaBo, t-ITOGI:I OrpaHU4UTHb
MaKCUMaJIbHYI0 CKOPOCTh 3arpy3ku (aitioB. B ortoOpasuBmiemcs
Bkniounts nmone  OrpaHMuYeHWe  CKOPOCTM  3arpy3KuM  3ajaiite
OrpaHUYeHne CKOPOCTU | .y cimanbHoe 3HaYCHNE ckopoctu (B Kout/c).
3arpysku
CaBuHBTE TEpEKNIIOYaTe]h BIEBO, 4YTOOBI HE OTpPaHUYMBATH
MaKCHMaJIbHYIO CKOPOCTb 3arpy3KH.
CnBuHbTE  mIepekodarenb — BIpaBO,  4YTOOBl  Pa3peLIUTh

ucnonb3oBanue nporokona WTP (Micro Transport Protocol,
sapuanm  MpPaAHCNOPMHO20 0114 opeaHusayuu

cosmecmnoeo odocmyna k ¢painam). Takas HacTpoiika MOXET

npomokoaa

MOBBICUTH HArpy3Ky Ha MapLIpyTH3aTOP.

CaBuHBTE NEpeKIIouaTesb BIEBO, YTOOBI 3alPETUTh UCIIOIb30BaHHE
nporokona puTP.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

MopT web-nHTepdenca

IMopr, mo koTopoMy JgocTymeH web-uHTEepdeiic  KIueHTa
Transmission.

ABTOpU3auuns

Bknountb

CaBuHbTE NeEpeKiIouyareib BIPaBO, €CIU XOTHTE, YTOObI KIMEHT
Transmission 3ampammBan HWMs TOJIb30BaTelst W Hapoib JUis
noctyma K ero web-unrepdeiicy. 3amomuute nons  Uma
nonb3oBaTensa u I'Iaponb.

Uma nonb3oBaTens

NMs monp3oBarenst misg JOCTyNa K web-HHTepdeicy KineHTa
Transmission.

Maponb

[Tapone s moctyna k web-uHTEpdeiicy kimueHTa Transmission.
Haxvure Ha 3Hayok [lokasaTb (&), 4ToOBI 0TOOpa3UTH
BBEJICHHBII TIAPOJIb.

[Mocne 3aganust HeoOxoaMMBIX HacTpoek Haxxmute knonky MPUMEHUTDb.

B mone CrtpaHumua web-uHtepdenca orobpaxkaercs aapec web-unTepdeiica KimeHTa
Transmission. YtoOsl oOpatuThest kK web-unTepdeiicy kirenTa Transmission, HAXMHTE CCBUIKY .

B Transmission Web In

(2@ U] e

€« C | [} 192.168.0.1:9091/transmission/web/#cancel Tl =

[obaenAiTe Ha 3Ty NaHeb 3aKN3AKW, K KOTOPLIM XOTUTE MMeTk BbICTpbIA gocTyn. UMNopTUMPOBaTs 3aKNaaKM...

show | All | Al | 0 Transfers ~0kBfs ~0kEfs

o

Upload Torrent Files
Flease select a torrent file to upload:
| Bribpate daiinel | Taiin He BeibpaH

Cr enter a URL:

Free space : 5.29 GB.

¥| Start when added

| Cancel | | Upload |

@ 2 =)=

PucyHok 137. Web-unmepdbelic torrent-knueHma Transmission.

CtpaHuua 217 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

C nomompio web-unTepdeiica BCTpoeHHOTO torrent-kiaueHTa Transmission Bel MokeTe ynpaBiisTh
nporeccoM ckaunBanus (aiiiaoB Ha USB-HakonuTess, MOAKIIOYEHHBIN K MapIIpyTH3aTOopy.

Ha ctpanune 1ocTynHbl Clenyronme KHOMKHU:

MapameTp OnucaHue

Jobasumu torrent-gpatiin.

HaxxmMuTte KHOIKY, 4yTOOBI A00AaBUTh B OuYepedb 3arpy3Kd HOBBIi

& torrent-chaitn (¢paiin ¢ MeTagaHHBIMH, B COOTBETCTBHU C KOTOPBIM
I KaMeHT  Transmission  BbINONHAET — 3arpy3ky  ¢aitioB). B
Open Torrent 0TOOpa3uBIIEMCs AUAJIOTOBOM OKHE BbIOepuTe (hailsl, XpaHsamics
Ha JIOKaJILHOM JMCKe KOMITbtoTepa, u Haxxmurte kHonky Upload
(Baepysums).
@ Yoanums evibpannvle torrent-gatinoi.

Brigenute torrent-paiii, KOTOpbhlii Bel XOTUTE yHaluTh U3 OUYepEAU
Remove Selected ¢ P y p

3ar 3KH, U HAOKMHUTEC KHOIIKY.
Torrents PY3KH, Y

@ Bozobnosumu 3azpy3ky eviopanmsix torrent-ghaiiios.

Breimenute torrent-¢aiisi, COOTBETCTBYIOIIMI MPOIIECCY 3arpy3KH,
Start Selected Torrents | xoTopsiii HEOOXOTUMO BO30OHOBUTH, U HAKMHUTE KHOTIKY.

Boszobnosumy 3aepysky ecex torrent-ghaiinos.

HaxmuTe KHOMKY, 4TOObI BO30OHOBHTH BCE MPOIECCHI 3arpy3KH.
@ Ecnu Bel orpannymin MakCUMaibHOE KOJIMYECTBO OJHOBPEMEHHBIX
MPOIIECCOB 3arpy3KH, KIMEHT Transmission HauyWHaeT paboTy c
Start All Torrents 3aJlaHHBIM KOJM4YECTBOM torrent-¢ailioB, a moclie 3aBepIleHUs
3arpy3Kd IepBoro ¢aitia mnepexoautT K cienyruiemy dainy B
OYEpE/IH.

J_I U Ocmanosums 3a2py3Ky 6bl0paHHbIX torrent-ghatinos.

Brinenure torrent-¢aiisi, COOTBETCTBYIOIIUM MPONECCY 3arpy3ku
Pause Selected (aiin, Y p y 3arpysKw,

KOTOpLIﬁ H606XO,[[I/IMO OCTaHOBHTB, U HAXKMHUTC KHOHKy.
Torrents

|_H I_H Ocmanosums 3a2py3Ky 6cex torrent-ghaiinos.

Ha)KMI/ITe KHOIIK '-ITO6BI OCTAHOBUTH BCEC ITPOLECCCHI 3a 3KH.
Pause All Torrents Y P Py

Brxnrouums/Beiknouums  pescum  npocmompa  uHgopmayuu - o

0 torrent-ghaiine.

Breigenute torrent-aitn ¥ HAKMUTE KHOMNKY, 9TOOBI TIPOCMOTPETh
Toggle Inspector N
cBeieHus 00 3ToM daiire.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

XUPNPD

Ha crpanune USB-Hakonutenb / XUPNPD Bsi MmokeTe akTHBHUPOBAaTh BCTPOESHHOE JTOTIOJTHEHHE
XUPNPD. Ono 1no3BOJS€T TpPAHCIMPOBATH MEIUAKOHTEHT, IIOJIyYEHHBI W3 HCTOYHHMKOB B
Wurepuere, win yenyry IPTV, na DLNA-coBMecTuMBbIe yCTpoiicTBa.

= < Torrent-knveHt XUPNPD

XUPNPD

® 3ra nporpamma ABARETCA npoctein UPNP mequa-cepaepom 4as ocyujectenerits IPTV rpancanyuid & paskax Jomawsed cern Ha DLNA cosmectimenx ycrpoicreax 6es

NOAA480KKN MyRLTUKICTHHIS AW IABENMCTOR Co CNACKOM MHTEPHET-3APECOE METOUHMKOE KOHTEHTS (4nR paGors! IPTV vapes XUPNPD Heobxogumo BkawunTs UDPXY)

® Bxounts

[OupekTopus® Q,

Cepeic XUPNPD: http://192.168.0.1:4044

NMPUMEHWUTE

PucyHok 138. CmpaHuua USB-nakonumens / XUPNPD.

st ucnonb3oBanus gononHeHuss XUPNPD moaxmounte USB-HakonuTens kK MapuipyTuzaropy u
C/IBHHBTE Tiepekitouarer BKNHOUYNTB Bripago.

[Ins paGorel IPTV-ycnyr uepe3 pononHenue XUPNPD Heo0X0nuMo BKIIIOYHTH
®  npunoxenue UDPXY.

B nose JMPEKTOPMUA onpenennte MECTONOIOKEHUE TIAllKK, B KOTOPYIO OyIyT COXPAHSTHCS IICH-
JHCTBI, [o0aBneHHbIe Ha cTpanwuiie gornoiaHeHus XUPNPD. Jlns storo Haxxmurte Ha 3Hauok Mouck

( Q, ), 3arem nepeiiauTe B HYKHYIO TIanky U Hakmute kHonky BbIBPATb.

Haxxmute knonky MPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

B none CepBuc XUPNPD oto6paxaercs aapec web-untepdeiica nononsenus XUPNPD. Uro6bt
oOparutkcs k crpanuie gononHeHuss XUPNPD u 3agate Bce HeoOXoqMMble HACTPOIKH, HAKMUTE
CCBUIKY.

UPnP-IPTV

UUID: 60bd2fb3-dabe-cb14-c766-0e319b54c29a
Uptime: 0 days, 0:05:22 refresh

SSDP Interface: 192.166.0.1

WWW Port: 4044

Model: xupnpd-1.032

Manufacturer: Anton Burdinuk <clark15b@gmail.com=>
eXtensible UPnP agent

Copyright (C) 2011-2015 Anton Burdinuk <clark 15b@gmail com>
License: GPL-2.0

www: hifp:iixupnpd.erg

PucyHok 139. CmpaHuya dononHeHuss XUPNPD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

USB-Mmo0em

JlaHHbI pa3nen MeHo npenHasHaveH 1 pabotsl ¢ USB-mogemom.

HCKOTOQBIC MOIOCIN USB-MOQCMOB HC MO3BOJAIOT BLIIOJHUTH OHNCPAUU, JOCTYIIHBIC B
| JaHHOM PA3NCJIC MCHIO, YEPC3 Web—HHTe[Z{lZCﬁC MapHipyTu3aTropa.

Ecnmu ans SIM-kaptei, ycranoBieHHoil B USB-momem, He oTkitodueHa npoBepka PIN-koma, B
MIPaBOM BEPXHEM YIUIy CTPAHMIIBI OTOOPA3UTCSI COOTBETCTBYIOIIEE YBEIOMIICHUE.

G Yeenomnenve
SIM-kapTa 3aGnokMpoBaHa

~+ E3131: BBECTM PIN

PucyHok 140. YeedomneHue o nposepke PIN-koda.

Haxxmure kaonky BBECTWU PIN u Beemute PIN-komq B oroOpasuBiiemcst okHe. Haxmure Ha
3Hayok [lokasaTb (&), 4YTOOBI OTOOpa3sWTh BBEACHHBIH KOJ. 3areM HAXMHTE KHOIKY

NMPAMEHUTD.

[

PucyHok 141. OkHo 0nis egoda PIN-koda.

Jns vexkoropeix USB-MoneMoB B pexxume mapuipyTtuzaropa u HeKoTopbix Android-cMaptdoHOB B
pexume moaema yctaHoBieH I[P-agpec w3 moaceTw, coBmajaromieid C JOKaJIbHOM MOJICETHIO
MapuipyTusatopa. B atom crnyuae web-untepdeiic MapipyTuzaropa MoxkeT ObITh HeqoCTyMeH. J{is
KOPPEKTHON paboThl OTKIIOYHTE ycTpoiicTBO oT USB-mopra u mepesarpy3uTe MapIipyTHU3aTop.
3arem oOparurech Kk web-untepdeiicy, nepeiiaure Ha crpanuily Hactponka coeamHeHun /
LAN wu usmenute 3HaueHuwe mons IP-agpec na Brianke IPv4 (Hampumep, 3amaiiTe 3HaueHUe
192.168.2.1). Jloxxaurech nepe3arpy3ku MapuipyTu3aropa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

OCHOBHbIe HaCTPOMKN

Ha crpanune USB-mopnem / HazBaHme mopmema / OCHOBHble HacTpPOWKU Bbi Moxere
npocMarpuBath uHbopMaruio o noakitroueHHoM USB-momeme, m3menuts PIN-xox SIM-kapthbl
Bamero USB-mMonema, OTKJIFOUUTB MM BOCCTAaHOBUTH IIpoBepKy PIN-koxa.

< WAN OcCHOBHbLIE HaCTpOIT"II(M &
MHdopmauus MHdopmauus o cetn
Mogenb E3131 Pexum 3G
NpousBoguTeNns RssI -67 gbM
IMEI 862733019089559 YpoBeHb curHana atll74%
WHTepoeiic HaspaHwe onepatopa 'MTS5 RUS"

PeBU3MA 21.158.13.03.143 POYMIHT BulknoueH
CepuiiHelid Homep - IMsI 250015602723576
Craryc PIN VeTpoiicTeo pazbnoknpoBaHo
SMS 5
BbIKNK4YUTL 3ANPOC PIN-KOQA
CMEHA PIN-KOOA

ussD

PucyHok 142. Cmpa+uya USB-modem / HazeaHue modema / OCHOBHbIe HAaCMPOUKU.
Ecmu nna SIM-kapter Bamero USB-monema orkimrouena nposepka PIN-koma, To mpu moaKIrOueHAH
USB-Monmema k MapmpyTtu3aropy OyneT aBTOMaruuecku co3fgaHo akTuBHOe WAN-coenumHeHue ¢
HacTpoiikamu 1o ymondauuio (a1 LTE-mMonemoB) uinm HacTpoiikaMu onepaTopa MOOMIIBHOMN CBS3H
(w1t GSM-monemoB). CoennHenne orobpasutcs Ha ctpanuie Hactponka coeanHennm / WAN.

Ecnu USB-MoneM nofxitoueH K MapipyTH3aTopy, Ha CTPaHUIIE JOCTYIHBI CIEAYIONINE JaHHbIe:

MapameTp OnucaHue

UHdopmauuna

Mogent VYcioBHoe  OyKBEHHO-IIM(pPOBOE  O0O3HAYEHHE  ONpEIesICHHOM

moaudukanuu USB-monema.
MpounsBoautenb Komnanusi-npousBonurens USB-monema.
IMEI VYHUKaNbHBIA ~ MEXAYHAPOAHBI  HMIEHTU(PHUKATOP MOOMIBHOTO
yYCTpOMCTBa. DTOT KoJ XpaHuTtcs B naMatu USB-Monema.
UHTepdenc HasBanue cereBoro unrepdeiica.
PeBususa Bepcus BayTpennero [10 USB-monema.
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PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

VHUKaTbHBIA ~ WACHTU(PHUKATOpP, TPUCBAMBAEMBIH  yCTPOWCTBY

CepuinHbIN HOMEP .
KOMITAHUCHU-TIPOU3BOJUTCIICM.

UHdopmauumsa o cetu

Pexum Tun cetu, x KoTopoii nogxirouern USB-moznem.

RSSI MorurHocTh curHana, npuaumaemoro USB-mMonemom.

VYpoBeHb paguocurHasia Ha Bxoge B mnpueMHuKk USB-mozema.
YpoBeHb curHana HyneBoii ypoBeHb curHana IMOKa3bIBaeT, 4To0 Bbl HaxoauTech BHE
30HBI JICCTBUS CETH OTepaTopa.

HazBanue oreparopa COTOBOM CBA3H, KOTOprfI o0ecrieunBaeT
Ha3BaHue onepartopa
INOAKJIIFOYEHUE K CETH.

Craryc pexuma poymuHra ycraHoBieHHo B USB-momem SIM-

PoymuHr
KapThl.
IMSI YHUKaTbHBIA MEXAYHApOIHBIN wuaeHTUUKaTOp aboHEeHTa. DTOT
koq conepxkurcs Ha SIM-kapre USB-monema.
Craryc 3ampoca PIN-xoma ycranosienHod B USB-momem SIM-
Cratyc PIN 4 P Aay A
KapThl.
Uucno  TEKCTOBBIX  COOOIIEHUH, XpaHSAMMXCS B HAMSITH
SMS ycra"oBieHHoN B USB-Monem SIM-kapTsl.
M

Haxmute Ha Yucino cooOmeHuWd B CTpPOKe [UIsl mepexofa Ha
crpanuiry USB-mogem / HasBaHne mogema / SMS.

Eciu nns SIM-kaprel Bamero USB-monema He orkitoueHa npoBepka PIN-xoma, Ha crpanwuie
orobpaxaercs knonka BBO[ PIN.

Ecmu Bor xotute 3anpetuts 3anpoc PIN-koma, Haxxmure kHonky BbIKITHOMUTb 3AMPOC PIN-
KOQOA (xnomka otobOpaxaetcs, eciu 3anpoc PIN-koma BKitoueH). B OTKpBIBIIIEMCSI OKHE B TIOJIE
PIN-kopa Beeaute Texymmii PIN-kox n naxxmute knonky BbIKITIOUUTD.

Ecnau Ber xotute paspemmnts 3anpoc PIN-kona, Haxkxmute knonky BKITIOUUTb 3AIMPOC PIN-
KOQOA (xHomka otoOpaxaercs, eciu 3anpoc PIN-koga otkiroueH). B OTKpbIBIIEMCSl OKHE B TIOJIE

PIN-koa BBenute PIN-kom, meicTByrommMiAi HAa MOMEHT OTKJIroueHHUs 3ampoca PIN-koma, a 3arem
Haxxmute kHonky BKITKOUYUTDb.

Eciu Bbi xotute wusMenuts PIN-kom, Haxkmure kHonmky CMEHA PIN-KOOA (kHomka
orobpaxaercs, ecnu 3anpoc PIN-koma BiroueH). B OoTKphIBIIEMCs: OKHE BBEAHMTE JCHUCTBYIOIIUN
koz B nojie PIN-koA u HoBrIit ko1 B oast HoBbIn PIN-koa u NMNoareepxaeHne HoBoro PIN-
KopAa, a 3arem Haxxmute kHonky COXPAHUTD.
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PyKOBO,D.CTBO nonb3oBarend

Ecnu npu BeImonmHennn kakou-mu6o omneparuu ¢ PIN-komom Bbl Tpmkapl BBeneTe HENMpPaBUIHLHOE
3HaueHune B noje PIN-koA (konmmuecTBO ocTaBImXcsi MombITOK BBoma PIN-koma oroOpakaercs B
okHe BBoAa PIN-kona), SIM-kapra Bamero USB-monema GrokupyeTtcs.

Beog PUK X

o

Hoebii PIN-kog* [N

leHue Hororo PIN-kona® L

@ Yueno ocraslunxes nonsitok: 10

PucyHok 143. CmpaHuya USB-mo0em / HazeaHue modema / OcHoeHble Hacmpoliku. OkHo 05151 eoda
PUK-ko00a.
Jlnst manpHeiiiero ucnons3oBanus kaptel Haxkmute kHonky BBOLO PUK, Beeaute ee PUK-kox B
COOTBETCTByIOIIlee Tone, a 3areM BBeauTe HOBBIM PIN-kom B momsix HoBbi PIN-koa u
NMoaTBepxaeHne HoBoro PIN-kopa. Haxwmure Ha 3Hadok [lokasaTtb (& ), 49ToOBI
otoOpa3uth BBeneHHbIe 3HaYeHus1. Haxxmute kHonky MPUMEHUTD.

s nepexona Ha crpanniny USB-mopem /| HazBaHme mopema / USSD HaxmuTe KHOIKY
USSD.
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PyKOBO,D.CTBO nonb3oBarens

SMS

I[Ipy mony4YeHUH HOBOTO TEKCTOBOTO COOOIICHHSI B MPABOM BEPXHEM YINIy CTPAHUIIBI OTOOPAa3UTCS
cootBercTBytolee yBegomiaernue. Haxmure kHonky MOCMOTPETbD. Ilocne Haxarust Ha KHOTIKY
otkpoercs crpanuiia USB-moaem / HasBaHne mogema / SMS.

Ha crtpanunie USB-moaem /| HasBaHue mopema / SMS Bri Moxere co3marh W OTIIPaBHTH
TEKCTOBOE COOOIIEHHUE, a TaKkKe MPOCMOTPETh UCTOPUIO M CTATyC OTMPABIEHHBIX U MOTYYEHHBIX
CO0OIIeHNH, XpaHsAmuxcs B namsiti SIM-kapThl.

= £ OcHosHble HacTpoiiku

SMS
SMS: SIM 1
DHNLTP coofLeHMA
Bxopawmne -
Bxogawine OBHOBMWTb
D Aata v epema oT CoobuweHne CraTyc

OTBETUTE

I:‘ 03.11.2020 10:29:21 79537421033 ] MpounTtaHo

NEPECNATE

PucyHok 144. CmpaHuya USB-modem | HazeaHue modema | SMS. Bxnadka SMS.

Urobsr Ha Bkiagake SMS oro0pa3uianch Bce BXOMAIIME WIIM HUCXOMSIIUE COOOINEHUS, BBIACTHTE
COOTBETCTBYIOIIEE 3HAUCHHE B PACKPBIBAIOIIEMCS Cricke PUNBTP COOOLLEHUNA.

YroObl B pazaene oToOpa3wiiach camas akTyajbHas HH(POPMAIHS O TOJNyYCHHBIX U OTIPABICHHBIX
cooOieHusx, Haxmure knonky OBHOBUTbD.

CtpaHuua 225 n3 357



DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
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PyKOBO,D.CTBO nonb3oBarens

Yrobbl cO31aTh W OTIPAaBHTh TEKCTOBOE COOOIIeHHE, HakmuTe KHONKy HoBoe coobueHue

()

HoBoe coobuieHne

Homep

NOBABUTb
CoobweHne™

Bsegure coobuieHue. ..

BeejgeHo cumBeonos: 0

PucyHok 145. OkHo 0151 co30aHusi HOB020 MEKCMOB020 COOBWEHUS.

B orkpeiBmiemcs okue B none Homep BBemure Homep Tenedona nomyyarens. Ecim HeoOxoxumo
OTIPaBUTh TEKCTOBOE COOOIICHHE HA HECKOJBKO HOMepoB, Haxkmure kaonky [JJOBABWUTb u B
oroOpasuBIIeiics cTpoke BBeauTe Homep Tenedona. B mome CoobuweHmne seeante Tekct SMS-
coobmienus u Haxxmure knonky OTNPABUTD.

Uto0s! ynanmuTh Kakoe-1ub0 COOOIIeHHE, yCTAaHOBUTE (PIIaXKOK ClieBa OT COOTBETCTBYIOIIEH CTPOKH
F—N
Tabnuisl 1 Haxmute kHonky YOAJIUTD ([1]).

Yrobsl OTBEeTHTH Ha Bxoasmiece coobmenne, Haxmute kHOonky OTBETUTb B crpoke,
COOTBETCTBYIOIIEH COOOIIEHUIO.

Yrobsl mepecnath Bxomasmiece coodmenune, Haxmure KHonky [MEPECJIIATb B crpoke,
COOTBETCTBYIOIIEH COOOILICHHIO.

Ha Bxiagke MamaTbe SMS Bl MokeTe mpocMoTpeTh HHPOPMAIIUIO O KOJIHYECTBE COOOIICHHM U
coctostHUH maMsTu SIM-kapTel.

OCHOBHbIE HACTPOKK

MNamate SMS

Mamare SMS: SIM 1

Bxogaiuwe:
WMoxogawme:
Beero:

Wcnonb3oBaHo NaMaTu: 0/5

PucyHok 146. CmpaHuya USB-modem / HazeaHue modema / SMS. Bknadka Mamssimb SMS.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
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PyKOBO,D.CTBO nonb3oBarens

USSD

Ha crpannne USB-mopem / HassaHune mopema / USSD Bui moxere ornpasuts USSD-
KoMaHy'’.

USSD (Unstructured Supplementary Service Data, necmpykmypuposauHvie OONOIHUMENbHbLE
cepsucHble OaHHble) — ITO TEXHOJNOTHs, KoTopas oOecreuyuBaeT OOMEH COOOLICHHSIMH MEXIy
A0OHEHTOM W CIEIMAFHBIM MPUJIOKEHUEM OIepaTopa MOOWIBHOM CBSI3U B PEKUME pPEajbHOTO
BpemeHn. USSD-koMaH/IpI 4acTO UCIONB3YIOTCS AJs MpoBepku Oananca SIM-kapTel, TOTy4YeHUS
uHbopMaIuu 0 Tapu(HOM IIIaHe, MaKeTax YCIyr U T.II.

SMS USSD

USSD: SIM 1

Bbl MOXeTe oTnpaBuTe USSD-3anpoc
Homep*

OTBeT

PucyHok 147. CmpaHuuya USB-modem / HazeaHue modema / USSD.

B none Homep Beenute USSD-komanay u Haxkmute kHonky OTIMPABUTb. Yepes nexoropoe
Bpems B nosie OTBET 0ToOpas3uTcs pe3ylibrar.

16 Obparurecr k Bamemy omeparopy s monydeHHs uHpopManumu o0 wncmombdyeMmblx USSD-komaHmax u ux

(hyHKIHAX.
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PyKOBO,D.CTBO nonb3oBarend

HononHumenbHoO

B nanHOM paszzene MeHIO MpeAcTaBieHa pacIIMpPEeHHas BEpCHUs HACTPOEK MaplipyTu3aropa. 31ech
Br1 moxerTe:

* coznarb win penakruponarb VLAN-ceTH;
*  ONpEeIeIHTh IPyNIbl HHTEP(HEHCOB;

* ucnonb3oBath LAN-opTsl MapuipyTusaropa B KauecTBe JONOIHUTENbHBIX WAN-IOpPTOB, a
Takke ucnonb3zoBate WAN-niopt B kauectBe LAN-niopra;

*  BKJIIOUUTH U HacTpouTh SNMP-areHT mapuipytuzaropa;
*  1100aBUTH CepBEPHI UMEH;
* HactpouTh DDNS-cepBuc;

° HAaCTPOUTH aBTOCOITIACOBAHHEC WJIM BPYYHYIO HACTPOUTH CKOPOCTH W PCKUM AYIUIICKCA IJIA
kaxaoro Ethernet-nopra Mapiipyrtuszaropa;

* Hactpoutb kiueHTta TR-069;

*  aKTUBHUPOBATH (PYHKIIMIO 3€pKATHUPOBAHUS MIOPTOB MAPIIPyTH3ATOPA;
e BriIrOunTh pyHknuo UPnP;

*  aKTUBHUPOBaTh BCTpoeHHOE npuiiokenue UDPXY;

*  aKTHBHUPOBATH MEXAHU3MBbI RTSP, H.323, SIP ALG " byHKINU
PPPoE passthrough/IP passthrough;

*  pa3pemmTh MapuIpyTU3aTOPy UCIIONIB30BaTh cayx0y IGMPX;
* nHactpoutb cepBuc CoovaChilli;
*  pa3peuuTh UCNoNb30BaHuE poTokona VRRP;

*  pa3peluTh Ucnoib3oBaHue nporokosia TWAMP.
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PyKOBO,D.CTBO nonb3oBarens

VLAN

Ha crpanune JononHutenbHo / VLAN Brl MoxeTe peqakTHpOBaTh CYIICCTBYIOIINE WITH
co3naBaTh HOBbIe BHpTyasibHble ceTd (VLAN), Hampumep, A pasrpaHHueHHs Tpaduka WIH
co3anus JonoaHuTenbHbIX WAN-nHTepeiicoB.

ITo ymonuaHuto B cuctemMe Mapupytusaropa co3nano 2 VLAN-ceru.

* LAN - mma LAN-unrepdeiica, comepxur LAN-moptsl u Wi-Fi-cetn. Bbl He Moxete
yaaiauTh 1aHHyr0 VLAN-ceTs.

*  WAN - qi1s WAN-untepdeiica, conepxut noptr WAN. Bel MoXkeTe peTakKTHPOBATh JAHHYIO
VLAN-ceTh uiu ynanuTh ee.

= £ ViHdgopmauwa o cucteme

VLAN

Bkl MoskeTe CO38aTE rpynnel HHTE D ¢E HcoB W NOpTORE MapLUpyTZaTOpd, HANpUMED, ANA PasrpaHAUEHHA pa3nMUHEX THNOE TPaQWES.

Crnncok VLAN 4

O W e enpomesercpre  Herposn
] - LAN - DIR-XXX, DIR-KIC5G, LANT, LANZ, LANG, LAN4
O - WAN - WAN

PucyHok 148. Cmparuuya ononHumernsHo / VLAN.

Hnst Toro utoObl no0aBuTh HererupoBaHHble LAN-moptel wiam poctynueie Wi-Fi-cetn B
cyniecTByroIyr0 win HOByl0o VLAN-ceth, nx HeoOxomumo uckimounts u3 cetu LAN Ha manHOM
crpanuie. s storo Beioepure ctpoky LAN. Ha orkpeiBiieiics crpanuiie B crucke TWR s
anieMeHTa, coorBeTcTBytomero LAN-niopry win Wi-Fi-cetu, BoiOepute 3HaueHue WCKMKOYEH u
naxxmute knonky MPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
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PyKOBO,D.CTBO nonb3oBarens

Yro06sl co3narh HOBYIO VLAN-cets, Haxkxmute kHonky JJOBABUTD ( + ).

VLAN/AobaBneHne

WVLAN NHTepdeiic

Ecmm dyHxumA "Co3gate wHTepdeic” otemouena, To VLAN-cete
GypeT paboTaTs B pEXMME MOLT3 W NAKETh], NPOXDAALWE YEpES
Hee, He BygyT OTCNaMNEITECA.

1% Coszpate wHTepdeic

LANL LAN3 LANZ
Tean T Tin

TervpoeaHHE - Wernioren -
LAN1 WEAN

Tin Tm

WcxmioqeH - Weanioraen -

BecnpoBogHbIE MHTepdeRCEl

DIR-X¥¥-5G
Ll

WcxmioqeH - Weanioraen -

PucyHok 149. CmpaHuua 0obasneHusi VLAN-cemu.

Br1 MoxkeTe 3a1atTh ciaenyromue napameTphbl:

MapameTp Onucanne

Uma Hasanne VLAN-ceTn my1st yioOHOM UASHTH(DUKAIIH.
VLAN ID Wnentudukarop VLAN-ceTH.
QoS MerTka npuopuTeTa i1 epeaaBaeMoro Tpaduka.

ChBuHbTE MeEpeKitodaTeNb BIPaBO, 4TOOBI co3/aTh HHTEpdeiic,
KOTOPBIM MOKET MCIIOJIb30BaThCs Npu co3nannn WAN-coequHEHMI.

Co3paTb MHTEPMENC | Cppunsre nepexmouarens BIeBo, uto6si VLAN-ceTs paGorana B
pexuMe Mocrta. Tako THO CeTH OOBIYHO HCIOJNB3YETCS IS
noaktodenus [PTV-npucrasok.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
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PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

Bribepure THI U KaXKAOTO MOpPTa, BXOASAIIEro B gaHHyt0o VLAN-
CETh.
* HeTernpoBaHHbIN — wuepe3 yKa3aHHBIA MMOPT OyaeT
MIPOXOUTH HETETUPOBAHHBIN TpadHK.

MopTbl * TernpoBaHHbIA — depe3 yKazaHHBIA mOpPT OymeT
poxoauTh TerupoBaHHbId Tpaduk. Ecim B VLAN-cetsb
no0aBIeH XOTsl Obl OJMH TMOPT TaKOTO THIA, HEOOXOIUMO
3anoaauTh 1oyt VLAN ID 1 QoS.

OcraBbre 3HaucHHe WMCKNKOYEH IS MOpTOB, HE BXOASIIUX B
naHHyo VLAN-cets.
Bribepure 3naucHne HeTerMpoBaHHbIM qis kaxmoro Wi-Fi-
BecnpoBoaHble unrepgeiica, Bxoxsmero B faHHy0 VLAN-ceTs.
UHTepdenchl OcraBbre 3HaucHue WMcknwoveH s Wi-Fi-unrepdeiicoB, He
BXOAAMMX B JaHHYI0O VLAN-ceTsb.

Haxxmure knonky MPUMEHUTD.

YroObl pemakTHpoBarTh cymiecTBymomyo VLAN-ceTb, BbIOEpUTE COOTBETCTBYIOLIYIO CTPOKY
B Tabnuie. Ha oTkpeiBIIelics cTpaHuile H3MeHHUTE mapaMeTpsl 1 Haxxkmute kHonky MTPUMEHUTD.

UroOwl ymamuth cymiectByromyro VLAN-ceTs, ycTaHOBHTE (IaXKOK CIIEBa OT COOTBETCTBYIOIICH

cTpoku Tabmuisl 1 Haxmute kaonky YAANUTD ([1)).
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PyKOBO,D.CTBO nonb3oBarens

MpynnmnpoBaHue nHtepdenicos

Ha crpanune [JononHutenbHo / pynnupoBaHue uHTepdencoB Bel MoxeTe cO31arh
IPYIIbl HHTEP(ENCOB, TOPTOB M COCAMHEHHWI MaplIpyTH3aropa, HalmpuMmep, Ui pasrpaHudeHHsI
pasM4HBIX THIOB Tpaduka. Takas (yHKIMs UCIIONB3YETCs TPEUMYILECTBEHHO B ceTsx Triple-play.

[To ymonuaHuio B cucteMe Mapiipytusaropa coszfaHa rpymnmna Default. Ber He moxere ymamutsb

JAHHYIO TPYIIILy.

auuA o cucTeMe MpynnupoBaHwne nHTepdeicos

rpynnUpoBaHWe MHTEpgEeRcoB

Bl MoETE CO3AaTE rPYTINEl MHTeppeficon M NOPTOE MapLIPYTUIATORA, HaNPUMER, 4R PAZrPaHUUEHNA PE3NMUHEIX TUNOES Tpaduka.

TpynnuposaHne WHTepbeicos +

WA B, WDk
WA WHIN-

Tun

D ¥R R Wurepdeic . . S .
pynne COBIMHEHHA COENMHEHWUA
LANT, LANZ, LAN3, LAN4, WiF_2GHz_1,
D Default MAT WiFi_5GHz 1 WAN -

PucyHok 150. Cmparuuya JonosnHumernbHo / [pynnupoeaHue uHmepghelcos.

Jns co3maHWs HOBOTO TpaBWiIA JJsi TPYyNmUpoBaHUS uWHTepdencoB (rpynmnbsl HHTEP(EICcOB)

naxxmute kHonky JIOBABUTD ( + ).

rpynnupoBaHune nHTepgeiicos/JobaBneHne

MHTepbdenckl
LAN
TN rpymnes Bkl MoMETE CO3Z3TE rPYNINEl MHTERGDEHRCOE M NOpTOE
MAT - MapLIPYTH3aTOpa Ha crpanmue YLAN.
CoeHeHWA
CoeguHeHue HaaHauaHue
WAN
YOANMUTE 1FUMEHNTE

PucyHok 151. CmpaHuuya 0obasneHus rpasusna 0515 epynnuposaHusi uHmepghelicos.
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PyKOBO,D.CTBO nonb3oBarend

Ha otkpsiBiI€iicS cTpanuiie Bol MOKeTe 3a/1aTh CIEAYIONINE TApAMETPHI:

MapameTp OnucaHwue

Umst Ha3Banue s HOBOWM rpynmbl  uHTepdeiricoB. MoxkeT ObITh
IIPOU3BOJIBHBIM.

Tun rpynmnst.

* NAT - rpynna paHHoro Tuma OOBIYHO HCIIONB3YETCS IS
MOAKIIIOYEHUSI K ceTu VMHTepHeT W OO0beNUHSAET BHEIIHUE U
JIOKaJbHbIE WHTEPQEHCH MapipyTH3aTopa, sl KOTOPBIX
JIOCTYTHA TpaHCIALUs ajapecoB (cMm. pasznen Mackapaoune,

Tuvn rpynnbl ctp. 306).

* JlokanbHbIW — rpymma JaHHOTO  THUMA  SIBJISETCS
BHYTPEHHHM  COCIMHCHHEM TOPTOB  MapIIpyTHU3aTopa;
OOBIYHO  UCMOJNB3YyeTCA Ui  OOBCIMHEHHS  YCTPOWCTB
JIOKAJILHOW CETH B H30JMPOBAaHHYIO CeTh 0e3 JocTyma K
UNutepnery.

B nannom paszaene otrob6paxkarorcss VLAN-cetu, comeprkamue B cede
LAN-noptel u GecnipoBopHble UHTEpdeiichl MapiipyTuzaropa. s
nobaBiieHnsi UHTEP(ENCcoB B TPyMIy HEOOXOIMMO CHayajga CO31aTh
OTAEIBHYIO VLAN-ceTb, COIEPIKALLYIO HEOOXOAUMEIE
WLAN-unTepdeiicel 1 mopTel Mapmpytuzaropa (cm. pasaen VLAN,
cTp. 229).

Jns noGaBieHusT Kakoro-nuOo 3JIeMEHTa B TPYIy YCTaHOBUTE
COOTBETCTBYIOLIUH (hIIaXkKOK.

UHTepdencsl

Jns  ynanmeHuss Kakoro-aiubo 3JeMeHTa W3 TPYyNNbl CHUMUTE
COOTBeTCTByIOIUI  ¢naxok. JloOGaBnsemas rpynma  JOKHA
coJiepKaTh O/IMH UHTepderic.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Omobpasicaemcs monvko ons muna cpynnot NAT.

B nanHOM pasnene oToOpakaroTcsi CO3AaHHBIE HAa MapIIPyTU3aToOpe
WAN-coenunenusi, VPN-coequnenust u VPN-cepsepsl.

Jnst nobaBieHus Kakoro-mu0o COENWHEHUS WU cepBepa B TPYIITY
BBIJICTTUTE COOTBETCTBYIONIYIO CTPOKY TaOnuIpl. B OTKpEIBIIEMCS
OKHE B packpeiBaronieMcs crucke Ha3HayeHue BriOepuTe
HEOOXOAMMOE 3HAUECHHUE:

* WAN - wucnoms3oBaTh Bce€ MapuIpyThl Ui JIaHHOTO
COEIUHEHHUS C BO3MOXKHOCTBIO H00aBUTh WAN-coequHeHune
o ymonmuanuto. Hegoctynno mst VPN-coenuuennii u VPN-
cepBepoB. ['pynma nomwkHa conepxarb XoTsa 0b1 oqHO WAN-
CO€JIMHEHHE.

CoeanHeHun

* VPN - wucnosnp3oBaTh BCE€ MapHIPYThl IS JAHHOTO
COCIIMHCHUSI WM cepBepa 0€3 BO3MOKHOCTH JOOABUThH
WAN-coennHeHmne no yMoaI4aHuIo.

* He BbIOpaHO — Kcr0I630BaTh COCAMHEHUE WU CEPBEP IS
TPYIIIIBI.

Haxxmure knonky COXPAHUTD.

Omobpasxcaemcs, ecmu 6 pazoere COEOUHEHUST 6bibparo
LLInto3 no ymonyanuto | coedunenue c nasnauernuem WAN.

IPv4 / Lno3 no Jlnst BBI60pa WAN-COEIMHEHHUS 110 YMOTYAHHIO JUTS JTAHHOM TPy Ik
ymonyanuto IPvé YCTAHOBHTE MEPEKITIOYATEND B TIOJIOKEHUE, COOTBETCTBYIOIIEE ITOMY
COEIMHEHHIO.

[Tocne 3aganus HeoOXoMUMBIX TapameTpoB HaxkMmuTe kHonky MPUMEHUTDb.

YrtoObl 3a/1aTh ApyTUe MapameTpsl Ui paBuiia, BEIOEPUTE COOTBETCTBYIOILIYIO CTPOKY B TaOJHIIe.
Ha otkpeiBIICHiCS CcTpaHuUIle W3MEHUTE HEOOXOIWMBIE TapaMeTphl W HAXKMHUTE KHOIIKY

NMPUMEHUTb.
YT10oOBI yoamuTh NpPaBHIO, YCTAHOBHTE (PIa)KOK CIIEBa OT COOTBETCTBYIOIICH CTPOKM TAaOJIHIBI U

naxvure kaonky YOAJIUTD ([ ). Ber Takxke MoxeTe ylaiuTh Ipymnily Ha CTPAaHMIIE M3MEHEHHUS
apaMeTPOB.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI

mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

Hactpowka mapwpyTtusatopa

PyKOBO,D.CTBO nonb3oBarens

Ha3sHaueHne WAN

Ha crtpanune fJlononHutenbHo / HasHayeHne WAN Bri mokere ucmons3oBate LAN-mopTeI
MapIIpyTU3aTopa B Ka4eCTBE AOMOTHUTEIbHBIX WAN-MOpPTOB, a Takke ucnoib3oBatb WAN-mopt B

kagectBe LAN-nopra.

£ Wudopmauwa o cucteme HasHaueHne WAN

HazHaueHne WAN

Bl MOXETE MCNONBI0EATE O4WH W HECKONBLKO NOPTOS MaPLUPYTW3aTOpa ANA NOAKNKYEHWA K BHELUHER CETW. 3TH
NopTeE ByAyT MCNONL30BATECA B KadYecTee WAN-nopTa. AR gansHerWen HACTROWKK NepenauTe Ha cTpaduuy VLAN

“ o “ - “ o “ - ﬁ 2

PucyHok 152. CmpaHuya fJononHumenbHo / HazHayeHue WAN.

Ucnonb3zoeaHue LAN-nopmoe e kadyecmee WAN-nnopmoe

UroObl HACTPOWUTH OAWH HIM HECKOJIbKO LAN-mOpTOB MapmipyTu3aropa Ui HCIOJIB30BaHHUS B
kagecTBe WAN-IOPTOB, BBITIOJIHUTE NTEPEUHCICHHBIE HUXKE IEHCTBHUS.

1.

Ha crpanune flononHutensHo / HasHavyeHne WAN Bribepute LAN-OpTHI 1 HAKMHTE
kaonky MPUMEHUTDb.

[Mepeiinure Ha crpanuiyy flononHutenbHo / VLAN u co3naiite nononuurensabie VLAN-
CeTH, B KAXIYI M3 KOTOPBIX OymeT BXOAUTH ONWH BhIAeIeHHBIM LAN-mopT (cM. pasmen
VLAN, ctp. 229).

Yro0bl _co31aTh ceTeBOi uHTepdelc, K KOTOPOMY MOHO mnpuBa3ate WAN-coenmHeHuE,

npu_no6asinennn VLAN-cetn mnepekirodarenr Co3natb WMHTEpdenc Heobxommmo

CIBHHYTH BIIPABO.
[epeiinure nHa crpanuny HacTtpouka coeauHeHun /| WAN u cospaiite  WAN-
COEIMHEHMS, KOTOpble OyAyT HIpUBSI3aHbl K CETEBBIM HHTep(elicaM COOTBETCTBYIOLIUX
VLAN-cereit (cm. paznen WAN, ctp. 61).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ecnu Bbel Oonbllie HE XOTHUTE HCMONB30BaTh Kakoh-mu00 LAN-mopt B kadectBe WAN-mopra,
BBITIOJTHUTE TIEPEUNCIICHHBIC HIKE IEHCTBUS.

1. Ha crpanunie Hactpownka coeaumHeHun /| WAN ynamure WAN-coenuHenue,
npuBsizaHHOE K ceTeBoMy uHTepdeiicy VLAN-ceTH, B KOTOPYIO BXOTUT COOTBETCTBYIOIIHIA
LAN-mopr (cMm. paznen WAN, ctp. 61).

2. Ilepeiinure Ha crpanuiy JlononHutenbHo / VLAN u ymamure sty VLAN-cets (cm.
pasnen VLAN, ctp. 229).

3. Tlepeiiaure Ha crpanuiyy JlononHutenbHo / HasHayeHne WAN, ciumuTe BbIIEIEHHE C
coorBerctBytomiero LAN-mopra u naxmute knonky TPUMEHUTDb.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Ucnonb3zoeaHue WAN-nopma e kasecmee LAN-nopma

Yrobsl HacTpouth WAN-MOpPT MapmipyTu3aropa JUis HCIOJIb30BaHUS B KadecTBe LAN-mopra,

BBITIOJTHUTE ICPEYUCIICHHBIC HUXKE HGI)’ICTBHSI.

1.

Ha crpannne Hactponka coeguHeHun | WAN ymamutre WAN-coeanHeHue,
npuBsizaHHOE K cereBoMy mHTepdeiicy VLAN-cetn, B kotopyto BxomuTr WAN-mopt (cMm.
paznen WAN, ctp. 61).

[Mepeiinure Ha crpanuiy JononHutenbHo / VLAN u ymamute 3ty VLAN-ceth (cMm.
paznen VLAN, ctp. 229).

Ha crpanunie flononHutenoHo / HasHayeHne WAN cuumute Bhizenenue ¢ WAN-
nopta u Haxxmute kHoniky MPUMEHUTDb.

Eciu Bwr Gonbine He xorute ucrmonib3oBarth WAN-mopT B kadectBe LAN-mopra, BBIMOTHUTE

NEPCUNCICHHBIC HUXKC JIGﬁCTBHS[.

1.

Ha crpanune flononHutensHo / HasHayeHne WAN Brioepute WAN-1OPT U HAKMHTE
kaonky MPUMEHUTD.

[Mepeiinure Ha crpanuity JlononHutenbHO / VLAN u cosnpaiite VLAN-ceTh, B KOTOPYIO
Oynet Bxoauts WAN-nopt (cm. paznen VLAN, ctp. 229).

YroObl _co31aThk _ceTeBOr MHTEPdENC, K KOTOPOMY MOKHO mpuBsa3aTb WAN-coeIHHEHHE,

npu__noGaBinennn VLAN-ceT nepekiaodarenb Co3patb wmHTepdenc HeobXomammo

CIABUHYTH BIIPABO.

[Mepeiinure Ha crpanuny Hactpowka coeguHeHun /| WAN u cospmaiite  WAN-
COEIMHEHME, KOoTopoe OymeT mpuBs3aHO K ceTeBomy mHTepdeiicy stoit VLAN-cetn (cm.
paznen WAN, ctp. 61).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

SNMP

Ha crpanunne [JlononHutenbHo / SNMP Ber moxere Brimouuth u HacTpouth SNMP-areHT
MapIpyTru3aropa.

SNMP-areHT — 310 ciy»06a, KOTOpasi OTIPABIISAET JaHHBIE O COCTOSSHMHM W HACTPOWKAX YCTPOMCTBA,
Ha KOTOpOM OHa BkJtoueHa, SNMP-MeHexepy (cucteme ympasieHus: ceTblo Bariero nposaiinepa
WIN CUCTEMHOI'0 aIMUHUCTPATOPA).

SNMP

Bl MOMETE BENOYWTE W HACTPOWUTE SNMP-areHT MaplupyT3atopa. SMMP-areHT - 3To cnyx6a, koTopaR OTNPaBnReT AaHHbIE O
COCTOAHWMM W HACTPOMKAX YCTPOWCTEE, HA KOTOPOM OHa BrAtoyYeHa, SMMP-meHepxkepy (CHCTEME yNpaBneHwa CeTeto Bawero
npoBadgepa MK CUCTEMHOND afMUHUCTpaTopa).

KoHdurypauwms CoobllecTBa

) BrnounTte SNMP NOBABWThH

Wmn yorpoiicrea

Router

KoHTakTHas mHdOpMaLM=a AN agMUHWCTRATORS

Admin <roct@localhost>

Pacnono#eHWe CHCTEMBI
Test room
MonbzoBaTenu +

He co3gaHo HW ogHOrC NONL30BaTENA

PucyHok 153. Cmpanuya ononHumernbHo / SNVP.

UrobOsr BkarOuuTh SNMP-arent, B pasnene KoHdUrypauumsa casuHbTe nepexiroyareib
Bkntountb SNMP eripaBo. 3arem 3aaiiTe HEOOXOAUMBIE TAPAMETPHI:

MapameTp OnucaHwue

KoHdurypauus

. HasBanme wmapmpyrtuszaropa 8 wuaeHTUGukanmu B SNMP-
Nma ycTponcTtBa PHIpY pa A A rkan

MEHEIDKEPE.
KoHTakTHas
JononuurensHas MHGOpMANMs Ui CBA3M C  aIMHHUCTPATOPOM
MHcpopmauuma ana
MapuIIpyTU3ATOPA.
agMMHUCTpaTopa
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue
PacnonoxeHue JononaurenbHas MHGOpMAIUS O (aKTHYECKOM MECTOTONOKESHUU
cucTemMbl MapuIpyTHU3aTopa.

Ecmm SNMP-menemxep paboraer mo mpotokomry SNMPv2c, cosmaiite cooOIIECTBO € MpPaBOM
yTeHHs, depe3 koropoe SNMP-MeHemkep CMOXKeT Toiydarh JaHHbIe 00 ycrpoiictBe. Jlist 3Toro B
pasnene CoobwecTtBa naxvure kHonky JOBABWUTb u B oroOpasusiieiics cTpoke 3agaiite
Ha3BaHKE HOBOTO COOOIIECTRA.

YrtoObl ynaauTh cOOOLIECTBO, HAKMUTE Ha 3HAYOK YAANUTb (¥ ) B COOTBETCTBYIOIIEH CTPOKE.

Ecin SNMP-menemxkep padortaetr mo mporokorny SNMPv3, cosmaiite mosib3oBatens ¢ MpaBoOM
yTeHUs, yepe3 Kotoporo SNMP-MeHemkep CMOXKET MoJy4arh AaHHbIe 00 ycTpoicTBe. st 3Toro B

pasznene Monb3oBaTtenu naxmure knonky JOBABUTb (+ ).
Napont ayTeHTUMUKaLuu® o

1* Q

COXPAHWUTb

PucyHok 154. OkHo dobasreHus ronb308amerisi.

B OTKPBIBHICMCS OKHC 3amaiTe HeO6XOIlI/IMBIe napameTphbI:

MapameTp OnucaHue

Nma 3agaiite UMs TOJIb30BaTeNs sl Joctyna u3 SNMP-menemxkepa.
MpoTokon Breibepute u3 crnmcka HEOOXOIUMBIM METON ayTeHTU(UKANUN WU
ayteHTUpukKaumm octaBbTe 3HaueHe HeT, ecin ayreHTHUKAUA He TpeOyeTCs.

3amaiiTe maposb sl ayTeHTU(PUKAIUKA TTOJIb30BaTeNsl I JOCTYIa

Maponb 3 SNMP-menemxepa. Ilone oroOpaxaercs, €cid B CIIHCKE
ayTeHTUpUKauum NMpotokon ayTteHTUdMKauum seigeneHo 3HaueHne MDS wim
SHA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

BeiGepute U3 cromcka HEOOXOAMMBIM METOA MIHM(POBAHUS WIN

ocraBbre 3HaueHue HeT, ecnu mmdposanue He Tpedyercs. Crrcok
oroOpaxkaercs, ecnmu B crnucke [lpoTokon ayTeHTUdMKauum
BoiieneHo 3HaueHne MD5 wiu SHA.

MpoTtokon wucgpoBaHus

3anaiiTe KiIr0d mudpoBaHus A1 oOMeHa JaHHBIMU Mexay SNMP-
arenToM u SNMP-menemxkepom. Ilome oroOpaxkaercs, eciau B
ciucke MNMpoTokon wudgpoBaHna soinencHo 3nauenne DES wn
AES.

Knoy wudcppoBaHus

3amaiiTe CTPYKTypHBIA dnemeHT ©O0a3bpl MIB, kotopeiii Oymet
noctyrnen SNMP-menemxkepy.

Haxxmute kHonky COXPAHUTD.

NMoppnepeso MIB

YroObl 3aaTh Apyrue mapaMeTpsl UIsl KaKoro-1u0o MoJb30BaTelisi, BEHIOEPUTE COOTBETCTBYIOIIYIO
CTPOKy B Tabmuie. B OTKpbIBIIEMCS OKHE M3MEHHTE HEOOXOMUMbIe 3HAYCHHS] M HAKMUTE KHOIKY

COXPAHUTD.

YroObl yIaauTh MMOJIB30BATENs, YCTAHOBUTE (DIa)KOK ClIeBa OT COOTBETCTBYIOMICH CTPOKH TaOIHUIIBI
u Haxxmurte kHonky YOAAJIUTb (le ).

[Tocne 3amanust HeoOXOAUMBIX MapameTpoB HaxkmuTe kHOky MPUMEHUTD.

YroObr BeIKIIOUATE SNMP-arent, B pasaene KoHdpuUrypaums capuHere mepexovareib
Bkntountb SNMP siieo u Haxmure knonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
nogaepxkoin MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,qCTBO nonb3oBarens

DNS

Ha crpanune fJononHutenbHo / DNS Brl moxere 1o6aButh B cucteMy cepepbl umeH (DNS-
CepBeEpHI).

HacTpoiiku

DNS

DMNS5-cepeepel (Cepeepsl MMeH) MCNOAL3YITCA 408 onpejensHnd IP-agpeca no MeHW cepeepa BO BHYTPEHHWX CETAX MW
ceT¥ MHTepHeT. Bel MOXeTe 3a4aTk agpeca DNS-CepBepoB BRYHHYH MW HACTROWTE AETOMATHHECKOE NONYHYeHNe OT
npoeaigepa Npy YCTaHOBKE CoBfMHEHMA.

IPv4 IPv6

J© BpyuHyto J© BpyuHyro

. L3 no ymon4aHnuH . LLINt03 No yMmon4aHum
WHTERdENC MiHTEpdeic

statip_o

CepBepbl MMeH

anﬂ,HEIEiHEI'L'IEHI:I ANA MCNOMBE30BAaHUA KNWeHTaMW NOKaNnsHOW CeTu.

IPv4
1.1.1.1 a
1.0.0.1 a

PesepBHble cepBepbl

anﬂ,HEIEiHEI"-'IEHI:I ANA UCNONL30BaHWMA MapLWPYyT3aTopOoM, eCn HELAOCTYNHBLI ajgpeca, 3a4aHHbIe BRYUHYH WK NonyYeHHbLI2

JdETOMATNUECKK.
IPv4 IPv6
NOBABWTL CEPBEP NOBABWTL CEPBEP

NMPUMEHUTE

PucyHok 155. Cmparuya JononHumensHo / DNS.

Ctpanuua 241 n3 357



DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

DNS-cepBepbl ucnonb3yrorcst s onpenenenus [P-agpeca mo MMeHM cepBepa BO BHYTPEHHUX
ceTsix wnu ceTd VHTepHeT (Kak NpaBUIIO, YKAa3bIBAIOTCS MPOBAWIEPOM WU Ha3HAYAIOTCS
aIMHUHHUCTPATOPOM CETH).

Bbl MoxeTe BpydHyIO 3aJaTh ajpeca TaKHUX CEPBEpOB Ha JAaHHON CTpaHMIIE WJIH HACTPOUTH
aBTOMaTu4eckoe noiaydeHue aapecoB DNS-cepBepoB OT mpoBaiiiepa Mpu yCTAaHOBKE COCIMHEHUS.
Taioke 31ech Bbl Moxere 3amarh aapeca pesepBHbIX DNS-cepBepoB, KOTOpbIE MapIIpyTH3aTOP
MOXKET HCIIONIb30BaTh, €CIU aJpeca, 3aJaHHble BPYYHYIO WJIM IOJy4Y€HHbIE aBTOMAaTHUYECKH,
HEIOCTYIIHBI.

H[}I/I HCNOJIL30BAHUW BCTPOCHHOIO DHCP-CG[ZBC[!& HA3HAYCHUEC CCTCBLIX IMAPaAMCTPOB (B

| ToM urcie DNS-cepBepoB) KIMEHTAM OCYIIECTBIIETCS ABTOMATHYECKHU.

3agaiite HeOOXoAMMBIE HACTpoWKu ais nporokona IPv4 B pasznene IPv4, nns nporokona [Pv6o — B
pasnene IPv6.

YroObl HACTPOUTH aBTOMaTHUECKOe MonyuyeHue aapecoB DNS-cepBepoB, CIBUHBTE MEpEKIII0YaTENb
BpyuHyto BneBo. 3arem caBuHbTE Tepekiouarens LLINKO3 No yMonyaHuio BieBo u BeIOEpHTE
WAN-coenuHeHrne, KoTopoe OyIeT HCIOIb30BaThCs JUISI aBTOMAaTWYECKOTO TONyYEHHs aJlpecoB
DNS-cepsepos, B crincke UHTepdenc. Eciu Ber xotute, 4To0BI MapipyTH3aTOp HCIIOIB30BAIT
WAN-coenuHeHue 1o yMOJ4YaHUIO Juid noiaydeHus anapecoB DNS-cepBepoB, cABUHBTE
nepexirodarens LLIN0O3 no ymonyaHuio Bipago.

YroOsr 3agate DNS-cepBep Bpy4HYyI0, CABHHBTE Iepekimouareas BpyUYHyr BrnpaBo. B pasnerne
CepBepbl UMeH cootsercTBylomieii Bepcun IP-mporokona waxmute kHonky [JOBABWUTb
CEPBEP u B oro6pasusiieiics ctpoke BBenute [P-anpec DNS-cepsepa.

Yrobwl 3amath pesepBHblii DNS-cepBep, B pasnene Pe3epBHble cepBepbl COOTBETCTBYIOIICH
Bepcun [P-mpotokona naxkmure kHonky JJOBABUTb CEPBEP u B oToOpa3suBiieiics cTpoke
BBeaute [P-angpec DNS-cepsepa.

Yro6s! ymamuts DNS-cepep co crpanmisl, Haxmute kaonky YAAJIUTD ([ ) B crpoxe anpeca.

[Mocne 3amanmst Bcex HeoOXonuMbIxX 3HaueHui HaxmuTe kHonky MPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

DDNS

Ha crpanune [lononHutenbHo /| DDNS Ber moxere omnpenenuts napamerpsl DDNS-cepBuca,
KOTOPBIii TIO3BOJISICT CO3/IaTh COOTBETCTBHE JOMCHHOIO UMEHH C AMHaMUueckumu [P-anpecamu.

= < DNS DDNS &
DDNS
Bbl MoxeTe on PEAENTE NapaMeTpbl DDNS-CEPBM(E, KGTOprﬁ NO3BONAET CO3aTb COOTBETCTBE JOMEHHOND MMEeHW C AMHAMWYeCKUMK
IP-agpecamu.
Cnncok DDNS +

He pobaeneHo HM ogHoro DDNS-cepsuca

PucyHok 156. Cmpa+uya JononHumesnibHo / DDNS.

Yro6sl mo6aBuTh HOBBIH DDNS-cepBuc, Haskmute kHonky JJOBABUTbD ( + ).

DDNS/[Jo6aBneHue

. BKAKUWTL
Mma none3osarens™
Mwms xocTa
Hanpumep: host.ru Mapons* ©
AOBABWTL XOCT
Twun uHTepdeiica
Tpynna hd
DDMNS-cepawnc®
changeip.com hd MuTepdeiic
Default -
Mepwog ofHOBNEHWA (B MUHYTaX)*

COXPAHWTE

PucyHok 157. CmpaHuuya dobasneHus Hoeo2o DDNS-cepsuca.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ha otkpeiBietics cTpanuiie Bel MoxkeTe 3a7aTh ciieayomue napaMmeTphl:

MapameTp OnucaHwue

CaBuHBTE NepekItodaTeNb BIpaBo, 4To0bl akTuBHpoBaTh DDNS.
Bknouutb
CnBuHBTE TIEpEKIIOYaTeNb BJIEBO, 4TOOBI OTKIFOUNTh DDNS.

BBenure nomHoe gomMeHHOE MMs, 3apeructpupoBaHHoe y DDNS-
IpoBamnzepa.
Ecnmn Bpl XoTHTE HMCHONB30BaTh €Ile OAHO JIOMEHHOE HWMS DTOIO

MUma xocTa DDNS-npoBaiinepa, naxvute kaonky JJOBABUTb XOCT wu B
0TOOpAa3MBIICHCS CTPOKE BBEIUTE HEOOXOMUMOE 3HAUYCHHE.

YroObl ynaiuTh TOMEHHOE MM, HAKMHUTE Ha 3HAYOK YAANUTb (*)
B CTPOKE UMEHHU.

B packpeiBatoremcst criucke Boioepute DDNS-mposaiinepa. Ecmu
Bamero mpoBaiizepa HET B CIUCKEe, BBIOEpUTE 3HAYCHHE
NMpoBanaep nonb3oBaTens u 3aIT0JIHUATE T0JIS,
oToOpa3uBIIMECS Ha CcTpaHune. 3agaite Ha3Banue DDNS-
npoBaiinepa B moiae UMsA, nomeHHoe uMms cepBepa mposaiiiepa — B
nojic CepBep u mecrononoxenue HacTpoek — B nosie My Thb.

DDNS-cepBuc

Uma nonb3oBaTens Nwmst monw3oBarens amnst aBropusaiuu y DDNS-mipoBaiinepa.

[Tapons nns aBropuszanmu 'y DDNS-npoBaiinepa. Haxmure Ha

Maponb N
3Ha4yok Moka3aTb ( & ), 4ToOBI 0TOOPa3NUTh BBEACHHBII MAPOIb.

o B packpbiBatomieMcsi ChucKe BBIOEpPUTE HEOOXOAMMBIA  THM
Tun nutepcenca N .
uHTepdeiica, uepes Kotopslit Oyaer paborars DDNS.

B packpsbiBaronemMcs CIUCKE BBIOEPUTE HEOOXOIUMOE COETMHEHUE
UnTepdbeiic Mapuipytusatopa st paborst DDNS. Ecnau BbeiOpana rpymnma
P coemuHEeHH, OymeT wucmonb3oBathess  WAN-cOoenWHEHHE — TI0

YMOJTYAHUIO JJIs1 BBIOpAHHOM TPYIIIbI.

WuTepBan (B MUHYTax) MEXy OTHPAaBKOW JaHHBIX O BHemIHeM [P-
Mepuop o6HOBNEHMUA

ajZipece mMaplipyTuzaropa Ha coorBeTcTByrommii DDNS-cepBuc.

[Mocne 3apanus HeoOxoauMbIX apamerpoB HaxkmuTe kHoky COXPAHUTD.

UYroObl 3ajmarb JApyrue napaMmerpel Ui cymiectByromero  DDNS-cepBuca, BbiOepute
COOTBETCTBYIOIIYIO CTpOKy B Tabmuie. Ha oTKpwIBIIelCs CTpaHWIE H3MEHUTE HEOOXOIUMBIE
napametpbl 1 HaxmuTe kHonky COXPAHUTD.

Uro06s! ynanuth cymiectByronmii DDNS-cepBuc, yctaHOBUTE (PlIaXKOK clieBa OT COOTBETCTBYIOIICH

CTpOKH TabmuIbl 1 Haxkmute kHoniky YOAJIUTb (@ ).
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Hactpowka mapwpyTtusatopa

PyKOBO,D.CTBO nonb3oBarens

HacTtpouiku noptoB

Ha crpanuiie flononHutenbHo / HacTponku NOopToB Bbl MOXkeTe HACTPOUTH WIIH OTKITFOYHMTH
aBTOCOITIACOBAHUE CKOPOCTHU U PEKUMA AYIJIEKCA, a TAK)KE BPYUHYIO HACTPOUTH CKOPOCTh U PEXKUM
nyruiekca s kaxkaoro Ethernet-nopra mapiipytuzatopa.

B pexxume aBrocornacoBanus Bel Takoke MOKeTe BKJIIOYUTD MM BBIKIIOUUTD (DYHKIIMIO yIIPaBIECHUS
IIOTOKOM JIaHHbIX. JlaHHas QyHKLUS UCHOIb3YEeTCs Ul pABHOMEPHOTO pacIpesieeHnsl Harpy3Ky B
CeTAX IMpoBaiiiepoB. YTOYHHUTE Yy CBOEro IpoBaiiiepa, TpeOyeTrcs JM BKIIOYEHHE (QYHKIUH

YIpaBJICHUA ITIOTOKOM.

= < DDNs HacTtpoiikn nopToB 8

HacTpoliikv nopTtoB

Bbl MoxeTE HACTPOUTb MW OTKNHYNTE aBTOCOMNACOBAHNE CKOPOCTK W pEXMa OYMNNEKCE, 8 TAaKKe BPYYHYH HacTpoOWTb CKOPOCTb W
PEXUM AYNNEKCa ANA Kam[oro EthernetﬂopTa Y(TPOﬁCTBa. B pexuMe aBTocornacosaHnA Bbl TaKOKe MOXETE BKAKYUTL WAKW BLIKNKYUTL
prHKLl'Ir'IHJ YNpaeneHNA NOTOKOM AaHHBIX.

MopT Craryc ABTOCOTNACOBAHWNE CkopocTe KOHTpoAb NoToka

LAN4 @ OTknoveHo BrntoveHo
LAN3 @ OTkntoveHo BrntoveHo
LANZ @ OTknoqeHo BratoveHo
LAN1 @ nNogxnouero Brar4eHo 1000M-Full OTKNHOYeHO
WAN @ nogknwoueHo BraueHo 1000M-Full OTKNOYeHo

PucyHok 158. Cmparuya ononHumensHo / Hacmpoliku nopmos.

YroObl HACTPOUTH ABTOMATHYECKOE COIIACOBAaHME WJIM BPYYHYIO HACTPOHMTH CKOPOCTb U PEXKHUM
nyruiekca ans kakoro-iu6o Ethernet-mopra, BeiOepute COOTBETCTBYIOIINIM MOPT B TAONIHUIIE.

ABTOMATHYECKOE COIIACOBAHME JIOJDKHO OBITh BKIIOYEHO HA O00OMX YCTPOWCTBAX,

OPra"Hr3yromux COCANHCHUC.

H[!I/I BBIKJIIOYCHHOM aBTOMATHUYCCKOM COITIaCOBAHHUH HaCTIZOfIKPI CKOPOCTH W PEKMUMA
AYIIJICKCA  JOJIZKHBIL OBITh ONMHAKOBBIMHW __ JIJIA 00oux YCTEQOﬁCTB, OPTraHHU3YyIOMNX

COCTMHCHUC.

CtpaHuua 245 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

ABTOMATHYECKW -
Pexxmmbl aBTOCOrNnacosaHmns

@® 1000M-Full

® 100M-Full

® 100M-Half

® 10M-Full

® 10M-Half

KOHTPOﬂb NoTOKa

® CvmMeTpHUHbI KoHTPONL NoToKa

COXPAHWUTE

PucyHok 159. OKHO usMeHeHuUs1 HacmpoeK ropma Mapupymusamopa.

B OTKPBIBIIEMCA OKHE 3az[a171Te HCO6XO,Z[I/IMBIG mapaMETphI:

MapameTp OnucaHwue

Beibepute 3HaueHue ABTOMATUYECKW, 4YTOOBI  BKIIIOYUTH
aBTOMaruyeckoe cornacoBanue. [Ipu BeIOOpe ATOro 3HaUeHUs B OKHE
HACTPOEK O0ToOpakaroTcs paszessl PeXUMbl aBTocornacoBaHus
u KoHTponb notoka.

Bri6epure 3naucaue 10M-Half, 10M-Full, 100M-Half ui 100M-
Full, uToOb1 BpyuHYI0 HACTPOUTH CKOPOCTH M PEXKUM JYIUICKCA JIJIsI
BBIOPAHHOT'O TIOpPTA:

* 10M-Half — nepemaya nmaHHBIX BeAETCSA TOJIBKO B OIHOM
HampaBJICHUM B OJMH MOMEHT BpeMeHH (0o mpuem, JTudo

CkopocTb nepefaya) ¢ MaKCHUMaJbHO  BO3MOXHOH  CKOPOCTBIO
10 Mowur/c;
* 10M-Full - nmepemaya gaHHBIX BeaeTcs B JIBYX

HaIpaBJICHUAX OOAHOBPEMCHHO (HpI/IeM U Iepeaada JaHHbIX B
OMH MOMEHT BpEMEHM) C MAaKCUMaJIbHO BO3MOXKHOM
ckopoctbio 10 Mo6wut/c;

* 100M-Half — nepenaua maHHBIX BelETCS TOJIBKO B OIHOM
HaIpaBJICHUHN B OJIMH MOMEHT BpeMeHu (1100 mpueM, Judo
nepefada) €  MakCHMalbHO  BO3MOXHOH  CKOPOCTBIO
100 Mowurt/c;
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PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

* 100M-Full - nmepemawa maHHBIX BeaeTcs B JIBYX
HAIpaBJIeHUSX OJHOBPEMEHHO (IIPUEM M Tepeaava JaHHBIX
B OIMH MOMEHT BpPEMEHH) C MAaKCHMaabHO BO3MOKHOMU
ckopocthio 100 Mourt/c.

Pexxnmbl aBTOCOrnNacoBaHusi

Yro0bl BKIIIOYHTH HGOGXOI[I/IMBIG PEXKUMBI INICp€aadr JaHHbIX, CABHUHBTC COOTBETCTBYIOIIMC
MEPCKIOYATCIIN BIIPAaBO.

KoHTponb noToka

CaBuHBTE meEpeKIouaTesb BIPAaBO, YTOOBI BKIIIOUUTH (PYHKIIHIO
CUMMETPUYHbBII yIPaBJIEHUsI IOTOKOM IS [TOPTa.

KOHTPOnb noToka CaBHHBTE TEPEKIIOYATeNh BJIEBO, YTOOBI OTKIIOYHTH (DYHKIIUIO
yIpaBJIEHHs TIOTOKOM IS IOPTA.

[Mocne 3amanus HeoOxoauMbIX apamerpoB HaxkmuTe kHoky COXPAHUTD.

Ecnu BnocneactBuun Bam monanoOutes 3aaath Ipyrue mapaMmerpsl Ui MOpTa MaplLIpyTH3aTopa,

BBIOCPHUTE 3TOT MOPT B TaOiuie. B OTKpHIBIIEMCS OKHE M3MEHUTE HEOOXOAMMBIE MapaMeTpbl U
Haxxmure knonky COXPAHUTD.
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KnuneHT TR-069

Ha crpanune JlononHutenbHo / KnueHT TR-069 Bri MokeTe HACTPOUTHh MapIIpyTU3ATOP VIS
B3aMMOJICHCTBUSA C ylalleHHBIM cepBepoM aBTokoHurypammu (Auto Configuration Server, ACS).

Kmuent TR-069 ucnonb3yercst aiis yaaaeHHOTO HaOMIOIEHUS 32 pab0TON yCTPONCTBA U yIIPaBICHUS
UM.

= 4 MapLpyTtusaums KnueHnT TR-069 B8

KnueHT TR-069

Bbl MOXETE HAaCTPOMTL MapLIpyTU3aTop ANs B3aUMOAENCTBUS C YAaneHHbIM cepBepoM aBTokoHpuMrypaumm (Auto Configuration

Server, ACS).
KnueHT TR-069 ucnonbayetcs Ans yaaneHHoro Habnaexns 3a paboToit yCTpolicTBa W ynpasieHus uM.

@ BxounTs KneHT TR-069 HacTpoliku onoeLleHus
Wirepdpelict ® Bxouero
ABTOMaTUYECKNIA -
WHTepBsan (B cekyHaax)
120
HacTpoliku cepeepa aBTOKOHDUIypaLm Hactpoliku Connection Request

. Monyuyate URL-agpec no DHCP
Mms nonb3aosarensi

URL-agpec
Maponb o
Mms none3osarens Mopt 3anpoca
8999
Maponb o
MyTb 3anpoca
NPUMEHUTb

PucyHok 160. Cmpa+uya Hacmpolku knueHma TR-069.

Bb1 MokeTe 3a1aTh cienyromnme napaMmeTpsl:

MapameTp OnucaHwue

KnueHT TR-069

BKNOYMTb KNUEHT CaBHHBTE TEPEKIIIOYATENb BIIPABO, YTOOBI BKIIOYNTH KineHTa TR-
TR-069 069.
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MapameTp OnucaHue

Wutepdeiic, koTopblii OyneT HUCIONB30BaTh MapUIPyTU3ATOP JUIS
B3alMOJIEUCTBUS C CEpBEpoM aBTOKOHpuUrypauuu. OcTaBbTe
UHTepdenc 3HaueHHe ABTOMATUYECKUN, uTOOBI YCTPONMCTBO CaMO BHIOHMPAJIO
uHTepdeiic Ha OCHOBAaHMM TAONWIBI MapUIPyTHU3ALUH, WM

BBIOEpUTE pyroe 3HaueHue, eciiu 3Toro Tpedyet Bamn nposaiinep.

HacTpowkn onoBelueHus

ChBuHBTE TEpeKIouarelb BIPaBO, YTOOBI  MapUIPyTHU3ATOP
BkrnoyeHo OTIpaBisil  oT4eThl (MHGOpManKio 00 YCTPOWCTBE M CETEBYIO
CTaTUCTHUKY) CEPBEPY aBTOKOH(HUTYpAITHH.

UHTepBan 3anaiiTe mepruo] BpeMEHH (B CEKYHJ1aX) MEX/1y OTIIPABKON OTYETOB.

Hactpowku cepBepa aBTOKOHUrypauum

Ecnu nmepexitoyarenb CABUHYT BIPaBO, MapUIPyTHU3aTOp IMOIy4YaeT
URL-agpec  cepBepa  aBTOKOH(QUTYypallii  TpU  YCTaHOBKE
Monyyatb URL-appec | COCAMHEHMS THIIA OvHamuyeckun IP.

no DHCP Ecnin neoOxomumo 3amate URL-agpec BpyuHylo, CHBHHBTE

MNEPCKIIOYATCIIb BJICBO U BBCIUTC HeOGXOI[I/IMOC 3HAQYCHHUEC B IIOJIC
URL-agpec.

URL-agpec cepBepa  aBTOKOH(UTypamuu, IIPEIOCTaBICHHBIN
URL-agpec _ pBep Guryp p
MpoBaiiiepom.

Nwms M0JIb30BATENS ISt NOAKIIIOYEHUS K cepeepy
Uma nonb3oBartens
ABTOKOH(HUTYpaIHH.

[Taposs 1715 MOAKITIOUEHHS K cepBepy aBTOKOHuryparmu. Haxxmure

Maponb .
Ha 3Ha4oKk oka3aTb (&), uroOsr 0TOOPA3UTH BBEICHHBIN TAPOITh.

Hactpownku Connection Request

Wms monp3oBaTens, UCIOJIb3YeMOE CEPBEPOM ABTOKOH(UTYpAIUH
MUma nonb3oBatens ST Tepeayd  MapLIpyTH3aTtopy — 3ampoca Ha  COCJMHEHUE
(ConnectionRequest).

[Tapons, ucmonb3yemblii cepBepoM aBTokoH(Urypamuu. Haxmure

Maponb .
Ha 3Hauok MokasaTb (&), uToObI 0TOOPA3UTh BBEICHHBIH MApPOIIb.

Ilopt HCHOJB3YEMBIII  CEPBEPOM  aBTOKOH(HUIYpallUH. ITo
MopT 3anpoca P Y PBEP $uryp
YMOJIYaHUIO 3aJ1aH 1opT 8999.

MyTb 3anpoca [1yTb, ncnonb3yeMblii cepBepOM aBTOKOH(PUTYPALIUH.

[Mocne 3ampanust HeoOXoAUMBIX TapameTpoB HaxxmuTe kHoniky MTPUMEHUTD.
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3epKanvipoBaHu/e NOpTOB

Ha crpanuiie [lononHutenbHo / 3epkanupoBaHMe MNOPTOB Bbl MoXxeTe aKTHBHPOBATh
(GYHKIHMIO 3epKAMPOBAHUS I[MOPTOB MAapIIPyTH3aTOpa. 3epPKaJHpPOBAHHE TOPTOB IO3BOJISIET
KONHMpOBaTh TPa(UK C OJHOTO WM HECKOJBKHX IMOPTOB B TMOPT HAa3HAYEHHS IS MOHHUTOPUHTA
HEHCIPABHOCTEW B CETH MPH TIOMOIIH TPOrPaMM-aHaIn3aTopOB TpahHKa.

= < KnvenT TR-069 3ep|<anmp03a HWe NnopToe

3epKkannpoBaHve NOpPToOB

Bbl MOXeTe akTMBUPOBaTh GYHKUMIO 3epKanpoBaHus NopTos MapLUpyTH3aTopa. 3epKanipoBaHine NopToB No3BoseT KoNNpoBaTk
Tpaguk C OAHOTO WK HECKONBKMX NOPTOB UCTOYHWKA B MOPT HA3Ha4eHWA ANS MOHUTOPWHIA HEWCNPABHOCTE B CETH NpPK MOMOLLM
nporpamMM-aHann3aTopoe Tpaduka.

BbIKNHO4YATL

I'Iupr Ha3Ha4eHnA

LAN1 -

MopT NCTOYHKKA

LAN1 LAN2 LAN3
Pexum Peskim Pexmm
None (@ None + None
LAN4 WAN

Pexum Pesnm

None None =

PucyHok 161. Cmparuuya JononHumensHo / 3epkasiuposaHue nopmos.

Yrobsl axkTuBHpOBaTh ¢yHKIMIO, HaxkMmute kHOMKy BKITKOMUTbL. Ilpu stom Ha crpanwuie
JOCTYIHBI CIICAYIOIINE HACTPONKH:

MapameTp Onucanue

HOpT MapaipyTusaropa, B KOTOpBIfI 6y,[[CT HAIIpaBJIATBCSA KOIINA
I'IopT Ha3Ha4vYeHusA Tpa(bm(a C OJHOIo0 HJIM  HECKOJbKHUX  IIOPTOB. BLI6CpI/ITC
COOTBCTCTBYIOIICC 3HAYCHUC U3 PACKPBIBAOIICTOCA CIIMCKA.
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Hactpowka mapwpyTtusatopa

MapameTp OnucaHwue

MopT uctouHuka

Bribepute pexxuM ISl KaXKIOTO TOpTa, TpaduK ¢ KOTOPOTO HYKHO
KOTIMPOBATH B MOPT Ha3HAUCHUS.

* Both - xommpoBare BxomsAmmii W HCXOMANIMNA TpapuK ¢
MOPTAa-UCTOYHHUKA B IMOPT HA3HAUCHHS.

e TX - xonupoBarh MCXOAANMHA TpapUK C MOPTA-UCTOUYHHKA B
HOPT Ha3HAYCHUSI.

* RX — xomupoBaTh BXOIAIMIUN TpapuK C MOPTA-UCTOYHUKA B
HOPT Ha3HAYCHUSI.

OcraBere 3HaueHue None mis mnoproB, TpaduK C KOTOPBIX
KOTIMPOBAaTh HE TpebyeTcs.

[Tocne 3aganus HeOOXOMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTD.

YroO6bI BRIKIIIOYHATE (QYHKIIMIO 3¢pKaaupoBaHus mopros, HaxkmuTe kHonky BbIKITIOUYUTDb.
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UPnP

Ha crpanune JononHutenbHo / UPNP Ber moxete HacTpouts Gynkuuro UPnP. ®ynkius UPnP
NIO3BOJISIET AaBTOMATHYECKH CO3/1aBaTh IPaBWIAa TIEPCHANPABICHHS TOPTOB U MPUIOKCHUI B
JIOKaJILHOM CETH MapIIPyTH3aTOpa, KOTOPBIM TPeOyeTCs MOAKIIOUCHNE U3 BHEITHEW CEeTH.

= £ WrdopMaums o cucTeme

uPnP +

IPv4

GD MNpoTokan |P-agpec BHyTpeHHWA nopT BHEWHWA nopT Onucaxue
IPvG

GD Mpotokon P-agpec BHYTpEHHWA NOpT BHEWHWA NopT Pinhole ID

PucyHok 162. CmpaHuuya fJononHumesnsHo / UPnP.

Yr1o0bl 106aBuTh mpaBmio padotsel pyHkiuu UPnP, naxxmute kHonky [IOBABUTD ( ~+ ).
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= < UPnP UPnP/do6aeneHvne 8

UPnP

Bl MOKETE BRANHWTE dyHKLMo UPNP, yTobbl SETOMATHYECKW C0343B3Th NPAEMNA NEPEHANPABNEHWA NEPTOS ANA NPUAGKEHMA B NOKANEHORA
CETH MapLUpYTH3aTOp4, KOTOPbIM TpeGyeTcA NogKAIOHEHWE U3 BHELLHER CETH.

@ BxuounTs

MIONMTLKS NG YMOAUIH @ BrnwouuTs npofipoc NAT-PMP
JanpewaTs -
PCP
Tun wHTepdeiica i
MakcumansHoe BpemA npofpoca (2 cexyHaax)
WHTepdenc -
b 86400
EHyTREHHWE MHTEpdefc®
MusHMansHoe epemn npobpoca (2 cekyHgax
He emibpax -
P 120
EHewHmi uhTepgeic®
He exiBpaH - UPnP

@ ©ExnouuTs npobpec UPNP IGD

@ ExnounTs BezonacHkIR pexmM

Mpasuna pasrpaHu4eHuna JocTyna +

Cnmcox Npasna pasrpaHu4eHnA QoCTyna nycT

PucyHok 163. Cmparuya dobasneHus npasuna UPnP.

Ha orkpeiBieiics ctpanuie Bel MokeTe 3a1aTh CIECAYIOIIUE TapAMETPBI:

MapameTp Onucanue

CnBuHBTE MepeKIovareb  BIIPaBo, 9TOOBl ~ pa3peIuTh

HCITIOJIB30BAHUC Q)YHKHI/II/I.
Bxknountb
CI[BI/IHBTC nepewnoanenL BJIEBO, 1ITO61)I Sal'lpeTI/ITB HCITIOJIB30BAHUC

(GyHKITUU.

[lonutuka, comtacHo Kotopoil pabGoraer ¢yukuuss UPnP. B

MonuTuka no PaCKpBIBAIOIIEMCS CITHCKE BhIOEPUTE HEOOXOIMMOE 3HAYCHUE:!

yMoOn4aHuio * Pa3spelwaTb — nepeHanpanieHie IOPTOB Pa3perieHo.

+ 3anpelaTb — nepeHanpaBieHHe OPTOB 3aMPEIICHO.

B packpeiBaroriemcsi CECKe BBIOEpUTE HEOOXOMUMBINM  THII

Tun uHTepcpenca . .
uHTepdeiica, KOTOpbIil OyeT NCIOIb30BaThCs A paOOThI (PYHKIMH.
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PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp OnucaHwue

B packpsiBaromeMcsi crnucke BblOepUTE HEOOXOAMMYIO TpYIITY

WAN rpynna WAN-unTepdeiicoB  mapmpyruzaropa v(I[OCTyrIHO, ecnmu B
packpbIBaroIIeMcs CIIECKe TUMN MHTepdenca BolieIecHO 3HaUeHUE
WAN rpynna).
LAN-untepdeiic  mapmipyTtuszaropa, Ha  KOTOpHIM  OymeT
BHyTpeHHuMn nepeajgpecoBbiBaThCsl  Tpauk € BHEMIHEro  HMHTepdeiica
mHTepcenc MapuIpyTH3aTopa (JOCTYIHO, €CIH B PACKPBIBAIOLIEMCS CIIUCKE TUM

nHTepdenca sriaeieno 3naucuue UHTepdenc).

BHewHun nutepcenc

WAN-coennHenre MapupyTusaropa, Tpadpuk ¢ KOTOporo Oyner
nepeaapecoBriBatbest Ha [P-agpec knmenTta (moctymHO, eciu B
pacKpbIBaroIeMcs criucke TUN MHTepdIenca BoiICICHO 3HAUYCHHE
UHTepdhenc).

BknounTtb Npobpoc
NAT-PMP

ChnBuHbTE  TepeKiodyaredb  BOPaBO,  YTOOBI  pa3peliuTh
ucnonbs3zoBanue nporokona NAT-PMP (NAT Port Mapping Protocol,
npomokon — nepenanpagnenus — nopmoe  NAT).  Ilporoxon

UCIIONB3YeTCsl JUI aBTOMATUYECKOW HACTPOWKH IepeHANPABICHHS
nopToB 0€3 yyacTHs OJIb30BATEII.

PCP

MakcumanbHoe Bpems

MuHuMaNbHbI 1 MaKCUMAaJIbHBIN Meproj BpeMeHH (B CEKyH/ax), B

BknounTtb npobpoc

npobpoca /
poop TE€UeHHe KOToporo wucnonb3yercs mpotrokoin PCP (Port Control
MuHumanbHoe Bpems
Protocol, npomoxon ynpasnenus nopmom,).
npobpoca
UPnP
CnBuHbTe NIEPEKIII0YATEITb BIIPAaBO, yTOOBl  pa3pelIuTh

ucnoas3oBanue nporokosa UPnP IGD. IIporokon ucnonb3yercs st

UPnP IGD aBTOMAaTHUYECKOW HACTPONKM TepEeHAINPaBICHUS TIOPTOB 0e3 yJ4acTust
HOJIB30BATEIIS.
CHBUHBTE  MEpeKNIovYarellb ~ BOpPaBO,  4YTOOBI  Pa3pelinTh
HEepCHANpPaBICHHe IOPTOB  TOJBKO JUIA  KJIMEHTA, KOTOPBIH
Bkntountb 6e3onacHbIn | OTIPABIAECT 3aIPOC.
Pexum CnaBuHbTE HepeKITIoYaTelb BJICBO, 9T00Bl  pa3pelInTh

NepeHaripaBlieHue MOPTOB JJIsl TFOOBIX YCTPOMCTB B JIOKAJIBHOM CETH
MapHIpyTH3aTopa.
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PyKOBO,D.CTBO nonb3oBarens

UroObsl n00aBUTH TpaBWIIO pa3rpaHuueHus poctyna s GyHknuu UPnP, HaxxmMuTe KHOMKY

OOBABUTb (+ ) B pazneine NMpaBuna pasrpaHnyeHns gocrtyna.

,ﬂ,OﬁE!BJ'IEHI-‘IE npasuna

Momemuxa

Pa3pewars -

H bHEIM BHYTPEHHI *

COXPAHWTL

PucyHok 164. CmpaHuua dobasneHus npasuna UPnP. OkHo 0obaesrneHus npasuna pa3zpaHuY4eHusi
docmyna.

B otkpeiBlieMcst okHe Bbl MoeTe 3a1aTh CIEAYIOLIME TapaMETPhL:

MapameTp OnucaHune

[TonmutHka, cormacHO KOTOpoW paboTaeT maHHOE TpaBwio. B

PaCKpBIBAIOIIEMCS CITUCKE BBEIOEpUTE HEOOXOAMMOE 3HAYCHHUE:

b Pa3 ellaTb — IIpaBUHIIO a3peniact IMncpCcHalIpaBJICHUC
Monuntuka P p pasp p p
IOPTOB.
* 3anpewaTtb - MOpaBWIO 3ampeniaer IepeHarpaBicHHe
IIOPTOB.

Ha4yanbHbIN BHeWHMN | HauaibHblii 1 KOHEYHBIH TIOPT JUara3oHa MOPTOB MapIIpyTH3aTopa,
nopt / KoHeYHbIN Tpaduk C KOTOpbIX OyneT mepeaapecoBbiBaThcsi Ha [P-ampec
BHELWHUN NopT KJIUCHTA.

HavanbHbIN
BHYTpPeHHun nopt /
KoHeYHbI BHYTPEHHUN
noprt

HavanpHblli W KOHEUHBIA TOPT JuanazoHa noptoB IP-ampeca
KIIMEHTa, Ha KOTOpbI OymeT mepeanpecoBbIBaThC TpapuK C
BHEIITHETO IMOPTa MapIIpyTHU3aTopa.
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PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

IP-appec [P-anpec xMeHTa, HAXOIAIETOCS B JIOKAJBHON CETH.

Haxxmure kHonky COXPAHUTD.

[Mocne 3amanust HeoOXoAUMBIX NTapameTpoB HaxkmuTe kHoriky TPUMEHUTD.

UroObl 3a71aTh Apyrue mapameTpsl JJIsl CYIIECTBYIOLIETO MpaBUila, BIOEPUTE COOTBETCTBYIOIIYIO
CTpoKy B TabOmuue. Ha oTkphwiBIIelcs cTpaHUIle M3MEHHTE HEOOXOAMMBIE MapaMeTpbl U HAXMUTE
kHonky MPUMEHUTD.

YroOb! yIamuTh CyIIECTBYOIIEE TPABUIIO, YCTAHOBHUTE (IIAYKOK CJICBA OT COOTBETCTBYIOILCH CTPOKH
rF—N
Tabnuis! 1 Haxmute kHonky YOAJIUTL ([1)).

[Ipu wucnonbp3oBaHUM (GYHKUMH Ha CTPAaHHUIE OTOOPaKAIOTCS  CIEAYIOLIME IapaMeTpbl

MapIIpyTu3aTopa:
IPv4 | IPv6
IGD Wnenrudukarop mpasBuia.
MpoTokon [TpoTokos 0OMEeHa CETEBBIMH MAKETAMH.
IP-appec IP-anpec kreHTa, HAXOISIIETOCs B JIOKAJbHOW CETH.

. [Topt IP-agpeca kinueHTa, Ha KOTOPBIA OyJeT mepeaspecOBBIBATHCS
BHyTpeHHMVI nopT
TpaduK ¢ BHEIIHETO MMOpTa MapIIPyTH3aTOPA.

o Bremmuii mopt Mapuipyruzaropa, TpaduK ¢ KOTOpPOro OyaeT
BHeluHWM nopTt P pHipy pa, Tpad p Y
nepeaapecoBslBatbes Ha [P-agpec kinuenra.

Tonvxo ons IPvA4.

Onucaxue
Wudopmarus, niepenaBacMast KIIMEHTCKHUM CETEBBIM TIPHIIOKEHUEM.
Tonvxo ons IPV6.

Pinhole ID Wnentudukarop mpasuia, cO3AaBacMOro KIMCHTOM Ul BXOMASIINX

MOAKJIFOUEHNH K MapLIpyTHU3aTopy.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

Hactpowka mapwpyTtusatopa

UDPXY

Ha crpanune [ononHutenbHo / UDPXY Brl Moxere paspeminrts MapuipyTH3aTOPy
ucnosb3oBath BerpoeHHoe npuiokenue UDPXY. Ilpunoxenne UDPXY npeo6pazossiBaer UDP-
tpadpuxk B HTTP-tpaduk. I10 mpunoxkeHue Mo3BOJISET MOIYYUTh JOCTYNl K IOTOKOBOMY BHJIEO
YCTpOICTBaM, KOTOPbIE HE MOTYT IPUHUMATh IMHpoKoBenarenbasie UDP-noToku.

=  { VWndopmaums o cucTeme

UDPXY

Bil MOMETE DASDELLMTE MAPLLPYTHIA

TOpY MCNONB30BaTh BCTPOEHHOE NpunoxeHwe UDPXY. Mpunoxerne UDPXY npeofpasoesisaer UDP-

'pa-1mk B HTTP-TPEOHK. I10 NpUNOXEHHUE NOIBONAET NOMHUTE JOCTYN K NOTOKOBOMY BWAS0 YCTPOWCTEAM, KOTODBIE HE MOMYT NPUHMMATE

WHpOKOBELLaTENbHbIE LDP-NoTOKK.

® Bunounts
S

4022

BroaHol nHTepdeic®

He emibpan

131071
32768

BLignaHoi MHTERSE

- He enibpax -

PucyHok 165. Cmparuuya JononHumensHo / UDPXY.

YT1oOBI AKTUBUPOBATH NPHUIIOKCHUEC, CABUHBTC IICPECKIIHOYATCIIb Bknountb BIIpaBO.

HpI/I 9TOM Ha CTpaHUIIC OT06pa)KaI-OTC$I CJICAYIOIUC TTOJIA:

MapameTp OnucaHwme

MopT

[MopT MapmpyTH3aTopa, KOTOphIid OyleT HCIOIb30BaTh MPHUIOKESHUE
UDPXY.

MakcumanbHoe
KOJNin4yecTBO KITUEHTOB

MakcumanbHOE KOJIMYECTBO YCTPOMCTB M3 JIOKAJIbHOW CETH
MapIIpyTHU3aToOpa, Ut KOTOPBIX OyJeT padoTaTh MPUIOKEHHE.

BxopgHoun uHtepdenc

B packpriBaromiemcss cniucke BblOepute WAN-coenvHeHue wWin
LAN-unTepdeiic, KOTOpblii OyaeT HCHONb30BaThes i IpueMa
IIOTOKOBOTO BHJIEO.

Pa3amep G6ycepa ansa
BXOOALWMX OAAHHbIX

Pa3mep npomesxyTounoro Oydepa 11t IpUHUMAEMbIX JaHHBIX.

IIo YMOJTYAaHUIO YCTAHOBJIICHO PCKOMCHIOBAHHOC 3HAUYCHUC.

Pa3mep O6yhepa
OaHHbIX ANA nepega4v
KITUEHTY

Pa3mep npomexxyTounoro Oydepa i meperaBaeMbIX JaHHBIX.

ITo YMOJIYAHUIO YCTAHOBJIICHO PECKOMCHJOBAHHOC 3HAUYCHUC.
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PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHwue

B packpeiBaromemcst criucke Bbibepute WAN-coennHeHHE WIH
BbixogHown nHtepdenc | LAN-untepderic, KOTOpbIii OyIeT HCIOIb30BaThCS JUIS OTIPABKU
HIOTOKOBOT'O BHJICO.

[Tocne 3amanus HeoOXOAMMBIX TapameTpoB Haxkmute kHonky MPUMEHUTD.

YTo0OBI O6paTI/ITLC$[ K CTpaHHUIIC CTAaTyCa MMPUTTOKCHHUA, HAJKMHUTC CCBUIKY CTaTyc.

udpxy status:

Server Process ID | Accepting clients on | Multicast address | Active clients
1447 192.168.0.1:4022 192.168.161.235 0

Restart
Available HTTP requests:

Request template Function
hitp:faddress:portiudp/mcast_addrmpart/ | Relay multicast traffic from mcast_addr:mport
http:/faddress portistatus/ Display udpxy status
http://address:portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Mon Dec 16 12:08:29 2019]
udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

PucyHok 166. Cmparuya cmamyca npunoxeHust UDPXY.
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PyKOBO,D.CTBO nonb3oBarens

ALG/Passthrough

Ha crpanuiie [lononHutenbHo /| ALG/Passthrough Brl Moxere akTHBHpPOBAaTh MEXaHU3MBI
RTSP, H.323, SIP ALG u ¢ynkiuu PPPoE passthrough/IP passthrough.

[Tporokon SIP ucmonb3yercst sl opraHU3aiuy, MOIU(PUKAIIUA U OKOHYAHUSI CEaHCOB CBS3U. JTOT
MIPOTOKOJI TIO3BOJISIET OCYIIECTBIATh TeJe(OHHBIE BBI3OBHI Uepe3 ceTh MIHTepHeT.

[Tpotokon RTSP ucnonb3yercs ans nepefayd MOTOKOBOIO MYJIBTUMEIUA B PEXUME pealbHOIo
BPEMEHHU. DTOT MIPOTOKOJI MO3BOJIAET HEKOTOPHIM MPUIIOKEHHUSAM MOIYy4aTh IOTOKOBOE ayano/BHIE0
n3 cetn MHTEpHET.

[Tpotokon H.323 wucnome3yercs sl mepeiadd MyJdbTHMeaua-Tpaduka Mo CeTIM ¢ NaKeTHOU
nepeadeii TaHHBIX, HE MMOIEP’KUBAIOIIMM TapaHTHPOBAHHOTO KaueCcTBa 0OCTYKIBAHUS.

Oynkuust PPPoE passthrough mosBonsier PPPoE-knmmeHTaM KOMITBIOTEpOB M3 JIOKAJIBHOW CETH
IIOJIKJIFOUaThCS K ceTH VIHTepHeT yepe3 NOAKII0YEHU MapIIpy TU3aTopa.

Oyukrust [P passthrough mo3Bonsier OgHOMY KIMEHTY W3 JIOKQJIBHON CETH MapHIpyTH3aropa
MOJIKITIOUAThCS K ceTH VIHTepHeT, ucnomb3ys myonuunsiii [P-anpec mapiipyTtuzaropa.

= £ Wnpopmaums o cucTeme ALG/Passthrough

ALG/Passthrough

Bl MOMETE pA3PELLMTL MAPLLPYTW3ATOPY MCNONb306aTh NpoTokon RTSP, a Takwxe axkTBMpoBaTh Mexarnsm SIP ALG w dyrkigmin PPPoE
passthrough.

SIP J© Npobpoc PPPoE

TWIN IP (IP Passthrough)

@ Bxmounts

WAN rpynna®

He enibpado -

NPUMEHWTE

PucyHok 167. Cmparuya JononHumensHo / ALG/Passthrough.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ha cTpanure npencraBieHbl CICIYIOIINE JIEMEHTHI:

MapameTp OnucaHue

CnBuHbTE  NepeKoYarenb  BIOpaBO,  YTOOBl  Pa3peLIUTh
ucnoib3oBanue mnporokona SIP. Takas HacTpoiika M03BOJSET
SIP ucnonp3oBarb  Mexanm3sM  SIP ALG. JlaHHBIH  MeXaHU3M
obecrneunBaeT nmpoxoxacHue VolP-tpaduka depes mapmipyrusarop,
BBITIOJHAIONIMI peobpasoBanue ceTeBbix anapecos (NAT)'.

CnBuHbTE  mepeKiodarelb  BIOpPaBO,  YTOOBl  Pa3peLIUTh

ucnoap3oBanue nporokosia RTSP. Takas HacTpoiika MO3BOJIAET
RTSP VIPaBIATH TOTOKOM JIaHHBIX: BBITIONHATH TIEPEMOTKY MOTOKOBOTO

ayano/BUIEO, OCTaHaBJINBaTh U BO300HOBIIATH ero

BOCIPOU3BEICHHE.

CaBuHbTE  MEpeKIoYarTeslb  BIOPaBO,  4TOOBl  pa3pelIuTh
H.323 ucrnonb3oBanue npotokona H.323. Takas HacTpoiika NO3BOJISIET
' YOPaBJIATh BbI30BAMH M MYJIBTHUMEHA, TapaHTUpPYys KadyeCTBO

00CITy)KHBaHHUS.

ChBuHbTe  MEpeKioYaresib  BIOPaBO,  4YTOOBl  pa3pelIuTh

MNpo6poc PPPoE
poop ucnomnb3zoBanue Qynkuuu PPPoE passthrough.

TWIN IP (IP Passthrough)

CnBuHbTe  TepeKiovarelb  BIPaBO,  YTOOBI  Pa3pelIUTh

Bknountb
ucnoib3zoBanue Gpynkuuu I[P passthrough.

MAC-anpec ycTpoiicTBa U3 JIOKaJIbHOW CETH MapuipyTu3aropa. Bel
MOXeTe BBIOpaTh YCTPOMCTBO, MOAKIIOYEHHOE K JIOKAJIBHOW CEeTH
MAC-aapec MapIIpyTU3aTopa B JaHHBIM MOMEHT. /[[J1s1 3TOro B paCKpbIBAIOIEMCS
CIHCKE BbIOEpUTE COOTBETCTBYIOILEE YCTPOMCTBO (MIpH 3TOM MoOJie
3aIl0JTHUTCSL aBTOMAaTHYECKH ).

B packpeiBatoneMcs crnimcke BBIOGpHTE TPYIIy HHTEp(ENcoB,
WAN-rpynna WAN-coenrHeHue Mo yMOTYAHUIO KOTOpPOW OyleT HMCIONb30BaThCs
st pabotsl Gyskiuu [P passthrough.

[Mocne 3apanust HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

17 Co3naiire WAN-coenunenne na crpanune Hactpomka coeguHeHun /| WAN, casunbre mepexirodarens SIP
BrpaBo Ha crpanune JlononHutenbHo / ALG/Passthrough, noakmrounte Ethernet-kaGens k LAN-mopry
Mapmpytuzaropa u k IP-temedony. Ha camom IP-temedone 3amaiite mapamerpel SIP u Hactpoiite ero Ha
aBTOMaTnueckoe nomydenue [P-agpeca (B kauectse DHCP-kimenTa).
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PyKOBO,D.CTBO nonb3oBarens

IGMPx

Ha crpanune [dononHutenbHo / IGMPx Bei Mokere paspeiiuTh MapuipyTH3aTopy
UCIob30Barh ciyx0y IGMPX, a Takke 3a1aTh HACTPONKH, HEOOXOAUMBIE IS €€ UCTIOIb30BAHMS.

[Tpokcu-ciy:x6a IGMPx wnanpasmsier motok multicast-pacchiiku OT TIpoBaiifiepa K yCTpOHCTBaM
nokaneHOM cetu. OHa mo3BomsieT 0onee 3(H(PEeKTUBHO HCTIONB30BATH PECYPChl CETH ISl HEKOTOPBIX
NPUIOKEHHH, HAIPUMED, I TOTOKOBOTO BHJIEO.

OBLwe HacTpoRKK

® BxnounTs

G} [GMPx-gepCUA WEHREMICR GEMOMOMTHECKL. TERYILTA BEpouR; 2
MiHTep=an 3anpoca  knnexTy™

125

Mepwog OTEETE OT KNUEHTaY

100

Last response period®

10

Upstreams +

D MHTEpdErC OrpaHv4eHWe NoToKa TTL PaspelwerHHule ceTK JanpeweHHEIE CeTH
[] wan 0 1

Downstreams —+

D UHTepderc OrpaHr4eHWe NoToka TTL PaspeleHHble ceTi 3anpeleHHsIe CeT
(] an 0 1

PucyHok 168. Cmparuya ononHumesnbHo / IGMPx.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Ha cTpanurie npencraBieHbl CICIYIOIINE JIEMEHTHI:

MapameTp OnucaHwue

O6uwme HacTponkmn

CnBunbTE MepEeKITI0YaTesb BIIPABO, 9TOOBl  pa3pelunTh
ucnosb3oBanue ciayxosl IGMPX.
BknounTtb
CaBrHBTE MEpEKIIoYaTesb BIE€BO, YTOOBI 3alPETUTh UCIIOIb30BaHUE
ciyx6n1 IGMPx.
UHTepBan 3anpoca K | [leprox BpeMeHHU (B CEKYHIAaX) MEXAY PETYJISPHBIMH 3allpOCaMHu K
KIMUeHTy yIaJI€HHOMY KJIUEHTY.
MNepuop oTBeTa oT [leprion BpeMeHu (B AelUMCEKyHIaX), BBIICICHHBIH Ha OXHUJaHUE
KNueHTa OTBETa Ha 3aMpocC K yIaJIeHHOMY KJIHEHTY.

Ilepron BpeMeHHM (B IELHUCEKYHAAaX) MEXIY MOIYYEHHEM OTBETa OT

Last response period .
KJIMEHTA Y OTIPABKOU CIEAYIOLIETO 3ampoca.

UroOsl no6aBuTh Bxoasamuit (Downstream) unu ucxomsimuii (Upstream) NOTOK Nepeadn JaHHBIX, B

cooTBeTCTBYIOIIEM pasnelne HaxmuTe kHonky [JJOBABUTD ( + ).

JobaBuUTE NOTOK

OrpaHuueHine NoToka WHTepdeiict

0 statip_70 -
1

PESDELIJBHHbIe CETH 3aﬂpELI.I,BHHbIe CETH

G} He dofmaneno v ooHol cemu G} He dodmaneso v odHoll cemu

OOBABWTbL CETb OOBABWTbL CETb

NPAMEHHTE

PucyHok 169. CmpaHuua 0obasrieHus 8xo0su4e20 unu ucxodsuweao nomoka.

Ha otoOpa3uBmietics crpanuiie Bel MoxkeTe 3a/1aTh CleIyIonye mapameTphl:

MapameTp OnucaHwue

TTL 3anaiite 3nauenue napamerpa TTL (Time to live, spems scuznu).
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

B packpsiBaromemcs criucke Beioepute LAN-unTepdeiic nmm WAN-
UHTepcenc COCIUHEHHE, JUIi KOTOPOro HeoOXomuMmo paspemuTh multicast-
Tpaduk (HarpuMep, MOTOKOBOE BUJIEO).

Uro0bl pa3pemmTh WIA 3alpeTUTh HCIONb30BaHuEe cioykO0bl IGMPX s OTHENBHBIX CETeH,
naxxmute kaonky [JJOBABUTb CETb B pasaenc PaspelueHHble ceTu win 3anpeLlieHHble
CeTU COOTBETCTBEHHO. B oToOpasuBIieiics cTpoke BBeaute [Pv4-ampec u Macky JOKanbHOM
MOJICETU JJIsi UCXOASIINX MOTOKOB WJIM YIAJI€HHOW MOACETH JUIsl BXOASIIMX MOTOKOB. Bbl Moxkere
N00aBUTh HECKOJIBKO ceTeil. UTOOBI ynaauTh CeTh M3 CIKMCKA, HAKMUTE Ha 3Ha40K YAANUTb (%) B
COOTBETCTBYIOILLIEH CTPOKE.

[Mocne 3apanust HeoOXoAUMBIX apameTpoB HaxkmuTe kHoriky TPUMEHUTD.
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

CoovacChilli

CepBuc CoovaChilli mo3BossieT opraHu3oBaTh aBTOPU30BAaHHBIA JOCTyn K cetu MHTepHer ans
nonp3o0Bareneil Bamiell koproparuBHoi wiu myOnuuHO# cetr. Ha crpanune [JJononHutenbHo /
CoovaChilli Ber Mmoxere 106aBUTh cepBep aBTOPU3ALINH.

£ KoHdurypaums CoovaChilli

He coagaHo HU ogHoro cepeepa

Bel moxeTe nobaeuTb cepeep

AOBABUTH

PucyHok 170. Cmparuuya fonosnHumesnbHo / CoovaChilli.

Yro0bl m0baBuTh cepBep aBropusaimu, Haxmute kHonky JOBABWUTb (+ ). Ha

0TOOpa3MBILCHCS CTPaHMIE CIBUHBTE MEpeKiIodaTe]r BKMHOUYMTBL BrpaBo, 4TOOBI pa3peiinTh
ucnons3oBanue cepsuca CoovaChilli.

OCHOBHbIE HaCTPOMKA
MuTepdeiic®

He enibpan -

5|Z-'.-'.'ﬁ ApeEHgE |B CERYHEAX]

86400

YpoBEHE ¥yPHANMDOSIHKA

Coobwerma ob owwbkax -

Ping

PucyHok 171. CmpaHuuya dobasrneHusi cepeepa asmopu3sayuu. Pasdes1 OcHO8HbIe HacmpoUKuU.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B pasnene OCHOBHbI€ HACTPOMKU Brl MoXeTe 33/1aTh CICAYOIIHE MapaMETPhbI:

MapameTp OnucaHue

B packpeiBaromeMcst crircke BbhIOEpUTE HHTEpPEC, K KOTOPOMY
OyZIeT NpUBsI3aH CEpBEP aBTOPU3AITUH.

WUHTepdpeiic B kauectBe wmHTepdeiica ucnonp3yercss VLAN-ceTb, B KOTOPYIO
BXxomuT oTnenbHblii LAN-nopt wnu Wi-Fi-cets (cMm. pazgen VLAN,
cTp. 229).

WuTepBan (B CeKyHJax) MEXIy OTIPAaBKOW KJIMEHTY 3allpOCOB Ha
Bpems apeHabl pBan (B CexyHax) y ornp Ty 3amp

aBTOPHU3ALIHIO.
YpoBeHb Tun cooOmmeHuit u mpeaynpexaeHuii, KoTopsle OyIyT 3aHOCUTHCS B
XXypHanupoBaHus ’KyPHAJ COOBITHI.

Beegute B mone IP-ampec wmapmpytuzatopa, KOTOphIM Oymet

IP-appec WCIIONIB30BaThCsl  JUIsl  OpraHU3allMM  aBTOPU30BAHHOTO  JOCTYIIa
KJINEHTOB.
Macka noaceTtun BBenute B mosie Macky MojCeTH.

Ecnu nepexnrouarens CABUHYT BIIPaBO, MaplIPyTU3aTOP OTBEYAET Ha
ping-3ampockl 10 YyKa3aHHOMYy Ha cTpanune IP-ampecy. s
MOBBIIIEHUST 0€30MacCHOCTH PEKOMEHIYETCSl OTKIIIOYaTh JaHHYIO
GbyHKIHIO.

Ping

CtpaHuua 265 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

RADIUS-cepeep

MopT RADIUS-cepeepa

1813

MopT ayTeHTHRHKELMN

1812

PucyHok 172. CmpaHuuya dobaerneHusi cepsepa asmopu3sayuu. Pazdenn RADIUS-cepeep.

B paznene RADIUS-cepBep Bbi Moxete 3a1aTh ClieAyOIIUe MapaMeTphl:

MapameTp OnucaHue

Appec nepBuYHOro
RADIUS-cepBepa / Beeaure [P-anpeca nepuynoro u Bropuanoro RADIUS-cepBepa B
AApec BTOPUYHOTIO COOTBETCTBYIOIIKE TIOJISL.

RADIUS-cepBepa

[Taposnb, UCIONB3yeMbIii MapUIPYTU3ATOPOM JIJIsI B3aUMOJICHCTBUS C
RADIUS kntroy RADIUS-cepBepoM (3HaueHHE 3TOTO TMapaMeTpa OIpPENeieHO B
wudpoBaHunA Hactpoiikax RADIUS-cepBepa). Haxmure Ha 3Hadoxk lMokasaTb
(%), uT00BI 0OTOOPA3UTH BBEICHHBIN MAPOIb.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

Howmep nopra mapupyrusaropa ais cesazu ¢ RADIUS-cepsepom. Ilo

MopT ayTeHTUdUKaLuumu
pT ay b u YMOJTYaHUIO 33/IaHO 3HadueHne 1812.

Unentudukarop cepBepa CETEBOro JOCTyna (3HAU€HHE HTOTO

NASID
napameTpa omnpezaeseHo B Hactpoiikax RADIUS-cepsepa).

MAC-ayTeHTUhK1KaLna

) BxnounTs

PucyHok 173. CmpaHuua 0obasrneHusi cepeepa asmopusayuu. Pasden MAC-aymeHmudpukayusi.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

B pasnene MAC-ayTeHTUdMKaumna'® Brl moskeTe 3a1aTh CIeAyIONIME TapaMETPhI:

MapameTp OnucaHue

MAC-ayrentudukarus nozponser RADIUS-cepBepy HCIonb30BaTh
MAC-anpeca KJIHMEHTOB BMECTO YYETHBIX 3amuceil. CHBUHBTE
BKNIOYUTL NepeKIIIoYaTesb BIPaBo, 4ToOb! pazpemutb MAC-ayTeHTHPHUKALIUIO.

ChaBuHbTE TEpeKIIovaTesib  BJIEBO, 4YTOObI 3ampetuTth MAC-
ayTeHTU(UKALIHIO.

Ecnu HeoOX0auMo, BBEIUTE MAPOITb s Ay TCHTH(UKAIMK KIHMEHTOB
Maponb no MAC-anpecam. Haxmure Ha 3Hadok lMokasaTb (&), 4roOb
0TOOpa3nTh BBEJCHHBIN MapOJIb.

Cydcdukc VYxaxute cypduxc 11 anoHumMHo MA C-ayTeHTHPHUKAIIH.

UAM

. BrnounTe CHAP-3yTEHTUOMKALIWKD

G} Ei PRERAYamEeNs fﬁ?!."-‘}o’.‘il a4ea0, GyMEeEHMUDURTYLA eLMN0SHAEMCR N0

G} AruHa kasa

biame &4 cuMaosg

¢ npomoroan Mepwsep: httpz¥adlinkry

COK peCyproe (Yepe: ), & Komopeind dosmsed Beme docmyn dowe y

ININBOHHLLY K7L

PucyHok 174. CmpaHuua 0obasrneHusi cepeepa asmopusayuu. Pazden UAM.

18 Bymer moctymHO B cnenyromux Bepeusx [10.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

B paznene UAM Brr MmokeTe 3a1aTh ClieayONIHE TapaMeTph:

MapameTp OnucaHue

Meton ayrtentudukanuu onpeneneH B HacTpoiikax RADIUS-

cepsepa.
Bkntountb CHAP- ChasuHbTE  TepeKiioyareinb — BOPaBO,  YTOOBI  BBITIOJNHATH
ayTeHTUdMKaumio ayTeHTUHKauio mo mportokory CHAP.

ChaBuHbTE  TeEpeKiouaredb  BJIEBO, UYTOOBl  ayTeHTH(UKAIUSA
BBITOJIHSUIACH 1O TPOTOKOITy PAP.

Howmep nopra mapurpytusaropa ans aBropusauuu Ha UAM-cepsepe.

MopT aBTO
p pusaumm | YMOTYAHHIO 3a/1aH0 3HadeHne 3990.

UAM-kntoy Benute kimtou mudposanus ans UAM-ayrentudukanuu. Haxxmure
wudpoBaHuaA Ha 3Ha4ok Noka3aTb (), uToObl 0TOOPA3UTh BBEICHHBIN KITFOY.

Beenute URL-angpec UAM-cepBepa, 00eCieunBaIoniero mpoueaypy
UAM-cepBep aBTopu3anuu kiueHToB. Anpec UAM-cepBepa JOKEH HAYMHATHCS
C MpoToKona, Harpumep: http://dlink.ru

VYkaxuTe pecypchl, K KOTOpbIM IOJIydaT JOCTYI  Jlaxke

ocTVn
a y HEaBTOPU30BaHHbIC KIMEHTHL. Bbl Moxere ykazare URL-aapec u
HeaBTOPU3OBAHHbIX
. HOMEp IOpTa ISl OHOTO WIIM HECKOJIBKUX PECYPCOB YEpE3 3aIATYIO,
nonb3oBaTeneun

Harpumep: dlink.ru: 80

[Mocne 3ananns HeoOXxoaUMBIX HacTpoek HaxxmuTe kHonky MPUMEHUTDb.

[Tocne moGaBieHusi cepepa aBropusaiuu Ha ctpanuiie JlononHutenbHo / CoovaChilli B
paznene CTaTyc oToOpaxaeTcs TEKyIlee COCTOSIHUE MOAKIIOUCHHUS K CEPBEPY.

YroObl M3MEHUTH MapaMeTpbl JUIsl KaKoro-aiubo cepBepa, BbIOEPUTE COOTBETCTBYIOLIYIO CTPOKY B

tabnmuue. Ha oTkpeiBiIelcs cTpaHulle M3MEHUTE HEOOXOAMMBIE MapaMeTpbl U HAXXKMHUTE KHOIKY
NMPUMEHUTD.

YroObl ynaiauTh cepBep, YCTAHOBUTE (IIaXKOK cCjJeBa OT COOTBETCTBYIOIIEH CTPOKHU TaOMUIBI U

Haxxmute kHonky YOATTUTD ( ﬁ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

VRRP

Ha crpanune fononHutenbHo / VRRP Brl moxere pa3pemmTh HCHONB30BAaHUE IPOTOKOJA
VRRP (Virtual Router Redundancy Protocol), KOTOpbIi TpeqHa3HAuY€H A TOBBIIICHUS
JOCTYIHOCTH MapIIpyTH3aTOpPOB, BBIMONHSIOMMX POJb IUI03a MO yMmMom4yaHuio. OH TO3BOJISET
O00BEIMHUTh HECKOJIBKO YCTPOMCTB B OAMH BHPTYAJIbHBIA MapuipyTH3aTop ¢ oommm IP-ampecom,
KOTOPBIY Ha3HAYAETCS IIUTIO30M 10 YMOIYAHUIO JUIS KIIMEHTOB JIOKAIBHON CETH.

= £ Wrdopmaumd o cncreme

VRRP

Virtual Router Redundancy Protocol - 3To ceTes0M NpoTOKON, NPESHA3HAYEHHEIN 408 NOBLILLEHUA A0CTYNHOCTY MAPLUPYTW33TOPOS, KOTOpbIe
BbINONHAKT POk WAK3E N0 YMONHaHUK.

@ BxnounTs VRRP

Pexmm: Backup
MNpruopUTeT: 100
Cratyc: Buiknmover @
Vikepdeiict J Ha3HauMTs BUMpTYansHeIR MAC-aapec
LAN -
@ Pexum preempt

VRID*
1 ABTopUEaymMA

Be3 asTopU3aumMmn -
MpHopuTET*
100 1% BrmoumnTe Object Tracking

Jagepxxa (B cexyrgax)®

1

NPAMEHHTb

PucyHok 175. Cmparuya JononHumensHo / VRRP.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YT0OBI pa3pelinTh MapIIpyTHU3aTOPy HCIOIb30BaTh mpotokon VRRP, caBuHbTE mnepekirodarens
Bkntountb VRRP Brpago. [Ipu 310M Ha cTpaHuie 0TOOpa)KaroTCsl CISAYIONINE SIEMEHTHI:

MapameTp Onucanue

PexxuMm, B koTOpoM paboTaet MapiipyTH3aTop:

* Master (Ocuosnoti) — mapiuipyTu3zarop, 00eCHEUHBAIONINI
nepeady JTaHHBIX B HACTOAIIME MoMeHT. B pexxum Master
MEPEKITI0YaeTCsl  YCTPOMCTBO ¢ 0Oojee  BBICOKUM

Pexum MIPHOPHUTETOM.

* Backup (Pesepsnviti) — pe3epBHBIH MapIIpyTH3ATOP,
KOTOpBIN mepekiatouactes B pexxum Master mpu orkase
OCHOBHOTO MapUIpyTH3aTOpa B COOTBETCTBUU C YpPOBHEM
MIPUOPUTETA.

Texkymuii ypoBeHb IIPUOPUTETA YCTPOUCTBA. MOXKET OTIMYATHCA OT
MpuopureTr 3aJJaHHOTO IOJIb30BATENIEM, €CIIK Tepekimodareb BKNoUYnTb
Object Tracking casunyT BrpaBo.

Craryc cepBuca, padoTtaroriero mo mporokoiay VRRP:
Cratyc * BbIKMIOYEH — cepBHC HE aKTHBEH.

* BKnroYeH — cepBUC aKTHBECH.

UHTepdenc HHtepdetic, yepe3 koTopbiii padoTtaeT nmpoTokon VRRP.

3anaiite YHUKaJIbHBIHI UACHTU(PUKATOP BUPTYaJIbHOTO

VRID

MapuipyTtuzatopa. [lo ymonuanuio 3aiano 3nauenue 1.

YpoBeHb [IpUOPUTETA MapLIpyTH3aTopa HaJ JIpYyruMu
YCTPOMCTBAMH, KOTOPBIM CIIYKUT IJI IEPEKIIIOUYEHUs] YCTPOUCTBA B
pexkum Master. VYkaxute 3Hauenue B jguamnasone 1~255. Ilo

Mpuopurter
YMOJIYaHUIO 3a7aHo 3HadueHwe 100. Eciu i HECKONIbKHX
YCTPOMCTB 3alJaH OJMHAKOBBIA mpHopUTeT, B pexum Master
MEPEKIIFOYUTCS] MapuIpyTU3arop ¢ 6onpium IP-agpecom.
IP-appec [P-anpec, koTopblii  OygeT  HUCHOIB30BaTbCcs  yCTpOMCTBaMHU
P JIOKaJIbHOM ceTH JiIsl 0OpalleH s K BUPTYyaJIbHOMY MapIIpyTH3aToOpy.
Macka noaceTtum Macka nojiceTs BUpTyalbHOI'O MapuIpyTH3aTopa.
WutepBasn (B CEKyHJax) pAacChUIKM CIYXKEeOHBIX COOOIICHHUH,
3apepxka coziepKalux MHGOpMaLUI0 00 ypOBHE NPHOPHUTETA U COCTOSTHUU

ycrpoiicta B pexxume Master. [1o ymonuanuto 3a1ano 3HaueHue 1.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

CIIBI/IHLTG MNEPCKIOYATCIIb BIIpaBo, YTOOBI HCIIOJb30BAThH

Ha3Hauutb 5
BUDTVaNbHbII BuptyanbHbii MAC-anpec nans  oOpaiieHuss K BUPTyaJIbHOMY
MpAg-anpec mapiupytusaropy.  Bupryameneii  MAC-agpec  remepupyercs

AaBTOMAaTHYCCKH.

Pexxum  preempt 1o3BOJsSIET  PE3EPBHOMY  MAapLIPYTHU3ATOPY
nepekirouarbess B pexkum Master, ecnu ero npropureT BbIIIe, 4eM
y TeKyIero ycrpoiictsa B pexxume Master.

Pe)KVlM preempt C}IBI/IHBTG nepeKJHoanenL BJIEBO, ‘—ITO6LI SaHpeTI/ITI) HCITIOJIB30BAHUC
pexxuma preempt. Ecam  ycTpolicTBO — sIBIsieTcsl  BlajeliblieM
yKa3aHHOTO Ha JaHHOW cTpanmie oomero I[P-aapeca, oHO
UCTIONB3yeT PEeXHUM preempt HE3aBHCHUMO OT  IOJIOKEHUS

MEPCKIOYATECIIA.

Bribepute crioco® aBTOpH3aIUM AJsi YCTPONCTB, pabOTAIOIMIUX IO
nportokony VRRP:

* bBbe3 aBTOpPU3aLUUN — aBTOpHU3aLUI HE TPEeOyeETCH.
ABTOpU3auumna P P pedy

*  PW - aBropuzanus ¢ nmomoripio mnaposis (Kiroda B Gpopmare
HEX). MakcumanbeHas JiuHa Kiaroda — 8 cuMBoJoB. Kitou
JOJKEH HauMHaThes ¢ npedukca 0x.

CI[BI/IHLTG MEPCKIOYATCJIb BIIPABO, I-ITO6I:.I OTCJIC’)KMBATL CTATyC
coeauHeHuss  Mapuipytuzaropa. Ilpy  3ToM Ha  cTpaHuUUE
otobpaxarorcs mojist Tun uMHTepdenca u CoeauHeHue ans

Bxmiounte Object Object Tracking. B ciyuae oOpbiBa COCTHHEHHS MPHOPUTET

Tracking MapuIpyTu3aTopa Oy/ieT MOHUKEH.
CaBuHbBTE MEpeKiIoYaTeab BIIEBO, YTOOBI HE OTCIIEKUBATh CTaTyC
COETUHEHMUSI.
B packpeiBaromiemcsi ciEicke  BBIOEpHTE HEOOXOIWMBIA  THIT
Tun untepdenca uHTepdeiica, KOTOPBIM OyIeT HCMONB30BATHCSA AJI OTCICKUBAHUS

craryca COCAMHCHUA.

B packpeiBaromiemcsi cnuicke  BbIOepuTe Heobxomumoe WAN-

COCANHCHUC MappyTusaropa cTraryc KOTOPOIro 6 TIET
CoeavHeHue onAa pripy pa, Y p Y

Object Tracking

orcnexxuBarbesi. Ecnu  BpiOpana rpymma uHTepdeiicoB, OyneT
ucnoib3oBarbcs WAN-coequHeHHe 0 YMOTYaHHIO JIJIsl BHIOpAHHOM

IpYTIIHL.

[Mocne 3apanmst HeoOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YT0oOBI 3alpeTHTh MapIIpyTU3aTOpy HCIOIb30BaTh MpoTokosn VRRP, ciBuHBTE mepekirodyarensb
Bkntountb VRRP Bneso u Haxxmute knonky MTIPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

TWAMP

Ha crpanune fJononHutenbHo /| TWAMP Bel MoxeTe pa3peiinTs UCIONb30BaHHE MPOTOKOIA

TWAMP (Two-Way Active Measurement Protocol, 08yxcmopoHuuii npomoxon axKmueHo20
usmepenus). Ilporokon TWAMP onpenenser rubkuil Metoa u3MepeHus Mpou3BOAUTEIbHOCTH [P-
MPOTOKOJIa MEXKAY JABYyMs JIFOOBIMU yCTPOHCTBAMU CETH, KOTOphIe nozaepkuBator TWAMP.

= < Wudopmaums o cucTeme

TWAMP

TWAMP &

TWAMP (OBYXCTOPOHHUI NPOTOKON aKTHBHOMO M3MEPEHUS) ONPeaenseT rMBKUIA MEeToA M3MEPEHUS NPOH3BOAUTENLHOCTM [P-NpoTokona Mexay
nByMA NioBbIMK YCTPOIACTBaMK CceTU, KOTopble noaaepxusaoT TWAMP.

® sBxounTs

CraTtyc:

MopT ans Control-coobuweHuid*

862

Bepcus IP
IPv4

Tun uHTepdeiica

CoenuHenue / UHTepdbeiic

WHTepdeic*

He BbibpaH

NPUMEHWTb

Boikniouen @
Pexamm*
0
Wurepean oxwpanua Test-coobeHua®
- 0
WuTepsan oxwmpanna Control-coobweHus*
A 0

PucyHok 176. CmpaHuua fJononHumensHo / TWAMP.

YtoObI Pa3pCIINTh UCIIOJIB30BAHUC MMPOTOKOJIA, CABUHBTC NNCPCKIIIOYATCIIb Bknouutb BIIpaBoO.

Bb1 MokeTe 3a1aTh CIeAyIOIUe MapaMeTphl:

MapameTp Onucanue

Cratyc

Craryc cepBuca, padotaroriero o nporokoiny TWAMP:
* BbIKNIOYEH — cepBHC HE aKTHBCH.

* BKnKYeH — cepBuC aKTHUBEH.

MopTt ansa Control-
coobOLeHnn

[Topt, ucnonb3yeMplil a1 oOMeHa YNPaBISIIOIMIUMU COOOIICHUSIMHU
nporokoia TWAMP. [1o ymonuanuto 3a1an nopt 862.

Bepcus IP

B packpeiBaromemMcsi Cimcke BBIOEpUTE HEOOXOMUMYIO Bepcuio IP-
IPOTOKOJIA.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

B packpeiBaromeMcsi CUCKe BBIOGPUTE HEOOXOAMMBINA  THUI

Tun uHtepcpenca uHTEepdeiica, KOTOPBHIH OyAeT WCHONb30BaThCs ISl  TPOBEPKU
HPOU3BOIUTEIBHOCTH CETH.

B packpeiBaromemcs crnucke BbiOepuTe HeobOxomumoe WAN-
COCIMHEHUE MapIIPyTU3aTOpa U TPOBEPKU MPOU3BOIUTEIBHOCTH

UHTepdpenc .
cetn. Ecnm BeIOpana rpymnma uHTepeiicoB, OyIeT HCIOIb30BaTHCS
WAN-coeuHeHe 10 YMOTYaHUIO /711 BBIOPAHHOM TPYIIIIBL.
Pexum ayTeHTHUKAIMK A YCTAHOBJIEHUSI CECCUU IO MPOTOKOIY
Pexum TWAMP. Ecnu ycraHoBieHo 3HaueHHe 0, ceccusi yCTaHaBIUBACTCS

6e3 ayrenTrudukanuu'’.

Bpewmst oxxugaHus OTBeTa Ha OTIIPABIEHHOE TECTOBOE COOOIICHHE (B
UHTepBan oxunaaHus

CEKYHIax). Ecim CTaHOBJIEHO 3HaueHue O CTPOUMCTBO HE
Test-coobLueHus v ) Y SRAR

OrpaHUYMBACT BPCMA O KU AAHUS.

Bpemss oxupaHuss oOTBeTa Ha OTHPABJICHHOE  YINPABISIONIEE
UHTepBan oxuaaHus

coobuienue (B cekyHaax). Ecnu ycranoBieHo 3HaueHue 0, HHTEpBa
Control-coobwweHus

oxxkuganus cocrasisier 900 cekyH.

[Tocne 3amanmst Bcex HeoOXonUMBIX HacTpoek HaxkmuTe kHonky MPUMEHUTD.

19 [pyrue pexuMbl ayTeHTH(PHUKAINN OYIyT TOCTYIHEI B cienyommx Bepeusx [10.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Mapwpymu3sayus

B nannom pasnene meHio Bbl MOXkeTe HACTPOUThH TaOIUIBI U TIPABUIIA MApIIPY TU3ALMH:
*  pa3pemmTh HCroiab30BaHue poTokoaoB RIP u RIPng;
*  1100aBUTH WM YJAJIUTh [10JIb30BATENbCKUE TAOIUIBI MAaPILIPYyTU3ALIUY;

* TIIOCMOTPETh CBEACHUS O CHCTEMHBIX MapuipyTax U J00aBUTh IOJIb30BaTEIbCKHE
MapIpyThl;

*  HACTpPOWTH MpaBuiia 00paboTKu Tpaduka.

RIP/RIPng

Ha crpanunie Mapwpytusauma / RIP/RIPng Bbl MokeTe paspemidTh HCIOIb30BaHUE
npotokonoB RIP (Routing Information Protocol, npomoxon mapwpymmuou ungopmayuu) nis
IPv4-coenunennii u RIPng (RIP Next Generation, RIP Hosoeo noxonenus) nns [IPv6-coeqmHenmit
MapipyTusaropa. [IpoTOKoIbl MPUMEHSIOTCS B HEOONBIIUX CETAX M TMO3BOJSIOT YCTPOHCTBAM
JTUHAMHYECKH OOHOBIISITH MAPIIPYTHYIO HHGOPMAIIUIO, MTOTYIaeMYyIO OT COCEHUX YCTPOUCTB.

= < Wndopmaums o cucteme RIP/RIPng i
RIP RIPng
) BrnounTb ) BrnounTb
CoeguHenus + CoeguHeHuns —+

CoeauHeHwe CoeguHeHne

PucyHok 177. Cmparnuya Mapwpymu3ayus / RIP/RIPng.

UroObl pa3pemuTs wucnoib3zoBanue mpoTokona RIP wimm RIPng, cinBuHbre mnepexiodaresb
BKMIOYMTb B COOTBETCTBYIONIEM pa3/eiie BIIPABO.

Yt0o0BI BLI6paTL COCAMHCHUS, IS KOTOPBIX 6yz[eT HCIIOJIB30BATHCS IIPOTOKOJI, HAXKMHUTC KHOIIKY

OOBABUTb (+ ) B COOTBETCTBYIOIIEM pa3zielie.
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PyKOBO,D.CTBO nonb3oBarens

CeTb X

WAN-uHTEpdEC*

He BbibpaHo A

COXPAHWUTb

PucyHok 178. OkHo OobaerneHusi COeOUHEHUS.

B oto0OpasuBiiemMcst OKHe BBIOEpUTE HEOOXOAMMOE coenHeHre B packphiBatornemcs crucke WAN-
uHTepdenc, a sarem Haxkxmute kHorky COXPAHUTD.

[Tocne 3amanust HeoOxoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.
YroObl yiaauTh COCAMHEHHE, YCTAHOBUTE (DJIAYKOK CJIeBa OT COOTBETCTBYIOIICH CTPOKH TaOIHIbI U

Haxxmute knonky YOAINIUTb (@ ).
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
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PyKOBO,D.CTBO nonb3oBarens

Tabnunuybl

Ha crpanuiie Mapwpytusauma /| Tabnuubl Bbl Moxere [100aBisTh U yAaliTh
M0JTb30BATEIbCKHE TAOMUIBI MapIIpyTH3aiui. CHCTEMHBIE TaOIUIBI MAPIIPYTU3AI[HH HETOCTYTHBI
JUTSL pEAKTUPOBAHUS U YIATICHHSL.

ALWA O CUCTEME Tabnwukl

Tabnuuel +

|:| D Ha3seanue
D 254 main

[] 2s3 default

[] 99 unreachable
|:| S98 resolve

D 997 failover

[] 2s6 dhcp_1

|:| 257 group_1

PucyHok 179. Cmparuua Mapwpymusauyus / Tabnuuybl.

YrtoObl co31aTh HOBYIO TabmuIly MapuipyTu3anuu, Haxmure knonky JJOBABUTbD ( + ).

JobaBneHue Tabnuupbl

ID*

Haseanne*

COXPAHUTB

PucyHok 180. OkHo GobaerneHusi mabnuybl.
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PyKOBO,D.CTBO nonb3oBarens

B OTKPBIBHIEMCS OKHE BEI MmokeTe 3aaaTh CIICAYIOIINE IMapaMETPHhI:

MapameTp OnucaHwue

D [opsiakoBelid HOMEp TaOMMIBI A7 YNOOHOW HIACHTU(UKAIHH.
MoxxeT OBITh IPOU3BOJIBHBIM.
Hazpanue Ttabmuupl s ynoOHoW uneHTH(UKanuu. MoxeT ObITh
HasBaHue
IPOU3BOJIBHBIM.

[Mocne 3apanus HeoOxoauMbIX apamerpoB HaxkmuTe kHoky COXPAHUTD.

UYroObl WU3MEHHUTH MOJBH30BATEIBCKYI0 TAOIHMIy MapIIPyTHU3AlMH, BBIOEPHTE COOTBETCTBYIOIIYIO
CTPOKY B TaONlMIIe ¥ HOKMHTE JICBYFO KHOIKY MbIIM. Ha oToOpa3uBIICHCS CTpaHHIE M3MEHHUTE
HeoOxonumble napamerpbl 1 Haxmute kHonky COXPAHUTD.

UYroObl ynanuTh MONb30BATENbCKYIO TaOJMIy MaplIpyTH3allid, YCTaHOBHUTE (UIaKOK CJieBa OT

COOTBETCTBYIOIIEH CTpOKHM TabmuIe! 1 HaxmuTe knonky YAANUTb ([1)).
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PyKOBO,D.CTBO nonb3oBarens

MapLipyTbl

Ha crpanune MapwpyTtusauma /| MaplupyTbl Ber MoxeTe OCMOTPETh CBEICHUSI O CHCTEMHBIX
MapuipyTax M J00aBUTh I0JB30BAaTEIbCKUE MapuIpyThl. YTOOBI HACTPOUTH MApIIPYTHI IS
npotokona IPv4 unu nporokona IPv6, nepelinure Ha COOTBETCTBYIOLLYIO BKIIAJIKY.

= £ VHHOPMALLWMA O CUCTEME Map LIPYThI

Monb3oBaTeNbCKKe MapLUpYTh +

Haznauenwe Wintos HiHTepdenc abnuub CocToRHme ©

CUCTEMHbIE MapLUPYThI

Ha3Haqenue N3 WHTepdenc Tabmusl CocToRHWe

410
0.0.0.0/0 192.168.161.1 VAN 410 BrntoueHo i
c410
224.0.0.252 - LAN 0 BrntoueHo i
224.0.0.251 - LAN 0 BrntoueHo @
.0
1.1.141 192.168.161.1 - o BrnoueHo i
1.0.0.1 192.168.161.1 - -0 0 Brntouero @

PucyHok 181. Cmparuya Mapwpymu3ayusi / Mapwpymb..

B paznene CUMCTEMHbIe MapLUpPyTbl mpeacTaBieHa HHGOPMAIUS O CHCTEMHBIX MapIipyTax. B
tabmuie mnpenacrabieHbl [P-aapeca W momceTH Ha3HAYEHMs, IIUTIO3bI, COOTBETCTBYIONIUE WM
uHTep(delchl U TaOIUIBl MAPIIPYTU3ALIMH, & TAK)KE COCTOSIHHE MapILIPYyTOB.

YroObl co31aTh MOJB30BATEILCKAN MapuipyT, B paszaenie [lonb3oBaTenbCcKkue MapLipyTbl
Haxxmure kHonky JJOBABUTD ( -+ ).
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PyKOBO,D.CTBO nonb3oBarens

= < Mapupym MapwpyT/[OobaBneHue i
Tabnuubl +
MapwpyT
ms Metpuka
. BinounTs
WUHTepdeiic
ABTOMaTUYeCKU v
CeTb HazHayeHus™
routing_netmask*
LWnto3*
IP-anpec UcTouHMKa
He BbibpaH v

NPUMEHUTb

PucyHok 182. Cmparuya dobasreHus Mapuwpyma.

Ha oto6pa3uBmeiics crpanuiie Bel MoxkeTe 3a/1aTh CIeyIONINe apaMeTphl:

MapameTp OnucaHue

MapuwpyT

UroObl  pa3pemMTh  UCHOJB30BAaHME  MaplLIpyTa,  CABHUHBTE

MIEPEKII0YaTeIb BIIPABO.
Bxnountb
YroObl  3ampeTUTh  HCHONb30BAaHHUE  MapLIpyTa,  CIBHUHBTE

MEPCKIOYATCIIb BJICBO.

B packpsiBaroriemcsi criicke BeiOepuTe MHTEpdEHc (CoOenUHEHHE),
yepe3 KOTOPBIi Oy/eT BHIOIHATHCS OOMEH JAHHBIMU C yAalleHHOU
NuTepdenc ceTbio. B ciydae BbiOOpa 3HaueHuss ABTOMATUYECKU uHTepdeiic
OyIeT BBIYMCIICH MAapIIpyTU3aTOPOM HA OCHOBAHMU JAHHBIX O
CYLIECTBYIOIIUX JUHAMHUYECKUX MapIIPyTax.

CeThb Ha3ZHAYEHUS] VYnaneHHass ceTb, JOCTYI K KOTOPOM OOECHEUMBACT JIaHHBIN

MapuipyT.
Macka cetun .
Macka ynaneHHO# ceTH.
Ha3HavyeHus
LWino3 [P-anmpec, yepes KOTOPBIN TOCTyIHA CETh HA3HAYECHUS.
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PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

B packpeiBaromemcs crucke BeiOepute [P-ampec  ycTpoiicTsa,
IP-agpec nctoyHuka .
HU3BECTHOI'O MapIlIPyTU3aTOPy B JaHHBIM MOMEHT.

YT00BI JOOABUTH MApLIPYT B TAONHIly MapIIpyTH3alUH, B pazaene Tabnuubl HaXKMHUTE KHOIKY

OOBABUTb ().

JobaeneHwe Tabnuupl

Hua*

main -

COXPAHWTL

PucyHok 183. OkHo 0obaeneHusi mabnuybl.

B oTkpsIBIIIEMCSI OKHE B packpsiBaromemcs criucke MMA BeiGepure TabIuIly MapIipyTH3alliH, B
KOTOpYIO OyzeT mobasieH MapipyT, a B oie MeTpuKa ykaxuTe 3HaueHHE IPUOPHUTETA MapIIpyTa
u Haxxmurte kHonky COXPAHUTD.

[Tocine 3aganus HeOOXoMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTDb.

YT1oObl HACTPOUTH pacmucanue pabOThl IS MapuipyTa, HaKMHTE Ha 3Ha4oK J3aAaTb

pacnucanue ( (Y ) B cTpoke 3TOro mpasuia. B OTKpBIBIIEMCS OKHE B PACKPHIBAOLIEMCS CIIUCKE
MpaBuno Bribepute 3HaucHre Co3AaTb MPAaBMUIIO, YTOOBI CO3/1aTh HOBOE pacHucaHue (CM.
pasnen Pacnucanue, ctp. 322) win BeiOepuTe 3HaucHne BblOpaTh cyuwecTBylowee, uTo0s!
BOCIIOJIb30BAThCSl YK€  cymiecTByromuM. CyIIECTBYIOIIUE pPACHHCAaHUs OTOOPAKAlTCS B
packpbiBatoiemcs ciicke UMsi npaBuna.

YT0OBI aKTHBUPOBATH MapIIPYT BO BPEMs, YKa3aHHOE B PACIUCAHUH, U OTKIIIOYHTH B OCTAJILHOE
BpeMsi, BbIOepuTe 3HaueHHe BKMOYUTBL NpaBUNO B packpeiBaroiemcsi crnucke [leMcTBUe u
Haxxmute knonky COXPAHUTD.

YT0OBI OTKJIIOYUTH MapIIPyT BO BpeMs, YKAa3aHHOE B PACIMCAHUM, U aKTHBUPOBATh B OCTAIBHOC
BpeMsi, BeIOepuTe 3HaueHHe BbIKMHOYUTBL NpaBUMoO B packpbiBaroiiemcs criucke [JlencTtBue u
Haxxmure knonky COXPAHUTD.

UYroObl M3MEHUTh WM YHAAJIUTh PACIUCAHUE IS KAaKOro-mub0o MapuipyTa, HaKMHTE Ha 3HAUOK
PepaktupoBatb pacnucaHuve ( (O ) B cTpoke 3TOro Mapuipyra. B OTKpBIBIIEMCS OKHE

u3mennte napamerpbl u HaxmuTe KHoKy COXPAHUTDL wiu naxmure kuonky YOAANIUTb U3
PACIMUCAHMUA.
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PyKOBO,D.CTBO nonb3oBarend

YT1oOBI M3MEHUTH MapaMeTphl IMOJB30BATEIbCKOr0 MapipyTta, B pasaene [Nonb3oBaTenbckue
MapLUpPYThbl BEIOEPUTE COOTBETCTBYIOUIYIO CTPOKY B TAaOJHIIE W HAXKMHUTE JIEBYIO KHOIIKY MBIIIIH.

Ha oroOpasuBmieiics cTpaHuIle H3MEHHUTE HEOOXOOUMBIE NapaMeTpbl M HAXKMUTE KHOIIKY
NMPUMEHUTb.

YrtoOBl yHalUTh TONB30BATEIBCKUA MapIIPyT, YCTAHOBUTE (PIAKOK CIIEBa OT COOTBETCTBYIOIICH

F—N
ctpoku Tabmuusl 1 Haxmute knonky YOAJIUTb ([1)). Ber taxke moxere ynanute MapmpyT Ha
CTpaHUIIC U3MEHEHHUS TApaMETPOB.
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noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

MpaBuna

Ha crpannne MapwpyTtunsaumsa / lNpaBuna Bsl MmoxeTe HacTpanBaTh MpaBHia MapIIpyTH3ALUH
Tpaduka. YToObl HacTpouTh NpaBuia s npotokoia IPv4 umu mportokona IPv6, mepeiinute Ha

COOTBCTCTBYIOLIYIO BKIIAZKY.

= £ Wndopmauma o cucTeme Mpaewuna
IPv4
Mpasuna +
[] cocronrue TaBniua :F:;'I_I Tas MHBEPTHPOBATE o]
|:| BrnrodeHo group_1 - LAM - - 0 false (0]
D BrnroveHo dhep_1 - - - - 0 false ©
|:| BrnroyeHo group_1 - - - - 0 false ©

PucyHok 184. Cmparuya Mapwpymu3sayus / [lpaguna.

JI1s Ka’KI0T0 CO3AaHHOTO Ha MapUIpyTU3aTOpe COSTMHEHUS U TPYIIbl COSTUHEHUI aBTOMaTH4YECKU
J00aByIsIeTCs MPaBUIIO MapIIPyTU3ALUH.

HsmvmeHenune wiu yAAJICHUE CO3MAHHBIX ABTOMATHYCCKHU MPABUII MApPINPYTU3ANNUNNA MOKET
. OKa3aTh HETATUBHOC BJIMAHHUE HA [2&60!y Bamieii cetu.

UYroObl 100aBUTH HOBOE MpaBmiio, Haxkmute kHonKy JIOBABUTD ( -+ ).
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PyKOBO,D.CTBO nonb3oBarens

JobaeuTe Nnpaswno

® Exnounts

Tabnmua*

main -

WHTepheiic ncTouHWKa

He sriBpan -

WHrepheiic HazHaueHUA

He sriBpan -
TS
0 -
FevMark
a
I WHBepTWpOEATH
COXPAHWTBL

PucyHok 185. OkHo OobaeneHus npasuna.

B otkpriBieMcst okHe Bbl MoxeTe 3a1aTh ClIEAYIOIME TapaMeTpPhbl:

MapameTp Onucanune

YUtoO0BI pa3pe€IInuTh HCIIOJIB30BaHUC IpaBHJa, CIBHHBTC

HepeKJ'IIO‘-IaTeJIB Bl'[paBO.
Bxnountb
UtoOmI 3alpPETUTH HUCIIOJIb30BaHUE fpasuia, CIIBUHBTE

MEPCKIOYATCIIb BJICBO.

B packpsiBatomiemMcsi ciucke BbIOepuTe TaOIHMIly MaplIpyTH3aIUH,
Tabnuua COIMIacCHO KOTOpoil Oyzmer oOpabaThiBaThCs MOMAJAIOUINN 1O
IPaBUIIO TpauK.
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PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwme

Beenure IP-anpec cetn ucrounuka (c ykazaHueM win 0e3 yKazaHus
npedukca A nporokona [Pvo6).

CeTb UCTOUYHUKA
OCTaBBTe I10JIC HYCTLIM, I-ITO6I>I HpaBI/IJ'IO HpI/IMeHHJ'IOCL JJIA BCEX

ceTel.

B packpsiBatomieMcsi ciucke BeIOEpUTE UHTEPQEc UCTOUHMKA, IS

. KOTOPOTo OyJeT MPUMEHSATHCS MPABUIIO.
UHTepdenc ncroyHuka
YroObl MpaBUIO MPUMEHSIIOCH K JIOOBIM HHTepdelicam, ocTaBbTe

3nauenre He BbIOpaH.

Beengute I[P-aapec cetm HasHaueHus (C ykazaHueM win 0e3

ykazaHus npedukca ams npotokona [Pvo).
CeTb HasHa4yeHusA
OcrtaBbTe TOJNE MYCTHIM, YTOOBI MPABUIIO NMPHUMEHSIIOCH JUIS BCEX

ceTel.

B packpsiBarolieMcst ciucke BelOepuTe UHTEpGEc Ha3HAUSHHUS, JUIs
WUHTepdbeiic KOTOPOTO OyJeT IPUMEHATHCS IPaBHIIO.

Ha3Ha4eHus YT100BI MPaBWIO MPHUMEHSIIOCH K JIIOOBIM HHTEpdecaM, OCTaBbTE
3nauenre He BbIOpaH.

Type of Service (mun ycayeu).

B packpsiBatomemcsi cnucke BbiOepuTe 3HaueHue Oaifita ToS,
ToS KOTOPBIN omnpesesser TUIl OOCITyKUBaHHUs MakeTa, YTOObl MPaBUIIO

PacrpoCTPaHsIOCh TOJIBKO HA MAKEThl C COOTBETCTBYIOIIEH METKOU
ToS.

BBenure 3HaueHue Ui MapkupoBKu Tpaduka. Eciu mapkupoBka

FWMark
Tpaduka He TpedyeTrcs, ocTaBbTe 3HaYeHHUE 0.

C)IBI/IHBTG nepeKJHoanenL Bl'IpaBO, tITO6I,~I I/IHBepTI/IpOBaTB YCJ'IOBI/IH
MHBepTMpOBaTb npaBHna, 3aJaHHBIC BO BCCX IIOJIAIX, KpOMe paCKpLIBaIOI_L[eFOC}I
criucka Tabnuua.

[Mocne 3aanust HeoOXoAUMBIX apameTpoB HaxmuTe kHoniky MTPUMEHUTD.

YToObl HACTPOUTH paclUCaHWE I MpaBWiia MapIIPyTH3allMM, HAXMUTE Ha 3Ha40K 3aAaTb

pacnucanue ( (Y ) B cTpoKe 3TOro npasuiia. B OTKPBIBIIEMCS OKHE B PACKPHIBAOLIEMCS CITUCKE
MpaBuno Bribepure 3Hadenne Co3AaTb NPaBUMO, yTOOBI CO3[aTh HOBOE pPACIUCAHUE (CM.
pasnen Pacnucanue, ctp. 322) unu Bbibepute 3HaucHne BblIOpaTbhb cyliecTBylOWee, uToOb
BOCIIONIB30BAThCS YK€  CylnecTByrOmuM. CyIIeCcTBYIOIIME PACIUCAHUS  OTOOpaXarTcs B
packpbiBaroiemcs crniucke UMs npasuna.
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PyKOBO,ElCTBO nonb3oBartens

YT00bI aKTUBHPOBATH TPABUIIO MapIIPYTH3AI[MH BO BPEMsI, YKa3aHHOE B PACTUCAHUH, M OTKITIOYHUTD
B OCTalbHOE BpeMs, BbIOepuTe 3HaueHHe BKMIOYMTb NPaABUIO B PACKPHIBAIONMIEMCS CIIHCKE
OencrtBue u naxmute kHonky COXPAHUTD.

YToObl OTKIIIOUNTH MPABUIIO MAPIIPYTH3AIMHA BO BPEMsl, YKa3aHHOE B PAaCIMCAaHUH, U aKTUBUPOBATH
B OCTaJbHOE BpeMsi, BbIOepHTe 3HaucHHe BbIKIIIOYUTbL NPaBUNO B PacKPHIBAIOIIEMCS CITHCKE
HOenctBue u naxxmure knonky COXPAHUTD.

YroObl M3MEHUTh WM YIAJIUTh PACIUCAHHE I KaKOro-JnOO MpaBWia, HaXMHTE Ha 3HAYOK
PepaktupoBatb pacnucaHme ( (Y ) B cTpoke 3Toro npapuia. B OTKpHIBIIEMCS OKHE U3MEHUTE
napametpbl U Haxmure kHonky COXPAHWUTb wm naxmure xHonky YOAAJIUTb W3
PACIMUCAHUA.

YroObl M3MEHUTH NapaMETpPhl TpPaBWIIA, BBHIOEPHTE COOTBETCTBYIONIYIO CTPOKY B Tabmuie u
HaQ)XMHTE JIEBYIO KHONKY MBIIIM. B OTKpBIBIIEMCS OKHE HM3MEHHUTE HEOOXOIUMBIE MapaMeTphl U

naxkxmute kHonky COXPAHUTD.
YT1oOBI yIaIUTh MPABUIIO, YCTAHOBHTE (DIaKOK CJIEBA OT COOTBETCTBYIONIEH CTPOKH TAOIHUIIBI M

Haxxmute knonky YOAAJIUTb (ﬁ ).
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PyKOBO,D.CTBO nonb3oBarens

Mexcemeeou akpaH

B nannom paszzaene MeHro Bbl MokeTe HACTPOUTh MEKCETEBOM HKpaH MapIlIpyTH3aTOpa:
*  3a3/aTh OrPaHUYEHUS Ha MOCELIEHHE HEKOTOPhIX Web-CalToB;
*  BKJIIOYHTH (QYHKIHUIO OJTOKHPOBKH PEKIAMHBIX OOBSIBICHHIA;
*  U3MEHHUTH U JOOABUTH 30HBI;

® HU3MCHUTH H I[O63.BI/ITB IMMOJINTUKH, ONPCACIIAOIINC JEHUCTBUS C Tpa(bHKOM MCKAY 30HaMH 110
YMOJIYAHUTIO;

® I[O63.BI/ITB 1 U3MCHUTD ITpaBUJia, OIIPCACIAOIINEC UCKITFOUCHHUS U3 TTOJIUTUKS

*  pazpemmTh Hcnoiab3oBanue NAT.

URL-punbTp

Ha crpanuiie MexceteBon 3kpaH / URL-cpunbTp Bel mMoxere 3amaTh OrpaHMYCHHS Ha
MOCEIIEHHEe HEKOTOPhIX Web-caliToB, a TakKe ONpeNesiuTh YCTPOMCTBA, Ui KOTOPBIX OyIyT
NPUMEHATHCS 3aIaHHbIE OTPAHHYECHUS.

URL-puneTp

URL-punbTp

He cozaaHo HW 0gHoro npaenna anA URL-gunLTpoE

OOBABWUTb

PucyHok 186. Cmparuua Mexcemeesol 3kpaH / URL-chunbmp.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

UYroObl nobaButh HOBOE mpaBuiio it URL-¢puisrpa, Haxxmute knonky JJOBABUTD ( + ).

= < URL-gmneTp URL-¢pmneTp/dobaeneHne

URL-dpmneTp

Bl MOMETE 384aTh OrpaHy4eHMA Ha NOCELWEHWE HEKOTOPBLIX web-caiTos. HPEEIJ'IIIG MOMHD MPAMEHNTE K }'CTPOF‘ICTEEM. KOTOpBIE
,-.'IIZIC'EE»'IEHbI B CNHCOK, MW KO BCEM, KpOMeE }'CTPDF‘ICTE W3 CNWCKa.

BrntouwTh
Tan §unsTpa WAN rpymina®
He eribpaHo -
PANETRIUMA agpecos PUALTRaYMA KAMEHTOR
BnoKMpoRaTh BCE aApeca, KpoMe YKE3aHHbIX - Bce, KpOME YCTROWCTE W3 CNIMCKa -
Anpeca + KnueHTol +
IRL-aapec Coenagedwe ¢ wabnoHom AC-appec

NMPAMEHWTE

PucyHok 187. CmpaHuuya dobasneHust Hogoz2o URL-gunbmpa.
Ha otkpsiBiIEliCS cTpaHulie Bel MOXKeTe 3a1aTh CIEAYOMINE TapaMeTphl:

Yr1o6er Bkimrounth URL-¢unerp, cnBuHbTe mnepekmiodarens BKAWYUTL  Bopaso. B
packpeiBaromemcsi ciucke WAN rpynna BeiGepure rpynmy uHTepdeicoB, s KOTOpoil Oyaer
npumensaTbes URL-punbTp, a 3arem BeiOepuTe peskuM B crircke DUnbsTpaumsa agpecos:

* brnokupoBaTb ykasaHHble agpeca — npu BbIOOpE STOr0 3HAYEHHUS MapIIPyTHU3ATOP
OJIOKHMPYET JOCTYIT KO BCeM web-caiiTam, 3aJaHHbIM B pasaeie Agpeca,;

* BHOKMpOBaTb BCe agpeca, KpomMe YyKa3aHHbIX — IIpu BBI60pe 3TOr0 3HA4YCHUS
MapIIpyTH3aToOp pa3pemraeT JOCTYH TOIbKo K web-calitaM, 3alaHHBIM B paszneine Agpeca, u
OJIOKMPYET JOCTYII KO BCEM OCTAJIbHBIM caiiTam.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Uro6wr nobaButh URL-anpeca, kK KOTOpbIM OyieT MPUMEHSTHCS 3aJIaHHBINA PEXXUM (UIBTPALNH, B

pasnene Appeca naxwmure kaonky JOBABUTb (+ ). B orkpeiBmieMcss okHe Bbl MoxeTe
3aJ1aTh CICAYIOIIUE apaMeTpPhI:

MapameTp Onucanue

URL-agpec URL-agpec, vacte URL-aapeca nuiu kiito4eBoe CI0BO.

Bri6epute HE0OX0MMMOE 3HAUEHHE B PACKPBIBAIOIIEMCSI CITHCKE.

° MonHoe — 3aHpaH_II/IBa€MI>1ﬁ aaApeC JOJDKCH TOYHO COBIAATh
CO 3HAYCHUEM, 3aJITaHHBIM B I10JIC BBIIIC.

* Havano - 3ampammBaeMslii agpec JODKSH HAYMHATHCS CO
CoBnageHue c

3HA4YCHUsA, 3aJaHHOI'O B I10JIC BBIIIC.
LabroHoM

* KoHew, — sampammBaemblii aJpec JOMKEH OKAHYMBATHCS
3HaYE€HUEM, 3aJaHHBIM B I10JI€ BEIIIIE.

*  YacTuyHoe — 3ampammBaeMblil aJpec JOJKEH COIepPKaTh

3HAUYCHHUE, 33JaHHOE B I10JIC BBIIIIE, B JTI000H CBOCH YacTH.

Haxxmure knonky COXPAHUTD.
Uro6sl ymanuTh Kakol-nmubo ampec u3 crucka URL-aapecoB, yctaHoBuTe (Iakok cieBa OT

F—
COOTBETCTBYIOIIEH CcTpoku Tabmuusl U Haxmute kHonky YOAJIUTb ([1]). Bu Taxke moxere
YAJIUTh aJpec B OKHE U3MEHEHUS TapaMeTPOB.

UroOBl OMpeneNnTh yCTPOWCTBA, IS KOTOPBHIX OyayT JeiCTBOBATH 3allaHHBIE OTPAHUYCHUS,
BbIOEpHUTE HEOOXOIMMOE 3HaYCHHE B criucke PUNBTPaLUA KITMEHTOB:

* YcTrpoucTBa U3 CMMUCKA — mpu BHIOOpPE ATOTO 3HAYCHUS] MAPIIPYTH3AaTOp MPUMEHSET
OTPaHUYCHUS TOJBKO K YCTPONCTBaM, 3a/laHHbIM B paszeic KnneHTsl;

* Bce, Kpome yCTPOUCTB U3 CNMUCKA — MpH BHIOOPE 3TOr0 3HAYCHHUSI MApILIPYTH3aTOpP HE
NPUMEHSIET OTPAaHMYCHUSI K YCTPOMCTBAM, 33aHHBIM B paszene KnuMeHTbl, Ho npuMeHser
OTrpaHUUYEHUS K OCTAJIBHBIM YCTPONCTBaM.

YroObl 100aBUTH KIMEHTA B CIIKUCOK, B pa3nene KnneHTbl naxvure knonky [JJOBABUTb (+ ).
B orkpeiBuiemcs okue B none MAC-agpec Beenute MAC-aapec ycTpoiicTBa U3 JOKaIbHON CETH.
Bbl MOkeTe BBIOpaTh yCTPOMCTBO, MOJKIIOUEHHOE K JIOKAJIbHOW CETH MapIIpyTH3aTopa B JAHHBIH
MOMEHT. /IJis1 3TOro B pacKphIBAIOIIEMCsl CIIMCKE BHIOEPUTE COOTBETCTBYIOIIEE YCTPOHCTBO (IpU
ITOM TI0JI€ 3aMOJTHUTCS aBToMarnieckn) u Haxmute knonky COXPAHUTD.

YT1oObl ymanuTh KIMEHTAa M3 CIHMCKA, YCTAHOBHUTE (IAKOK CJIEBa OT COOTBETCTBYIOIICH CTPOKH

F—1

Tabmuipl u Haxkmute kaonky YOAJIUTD ( [ ). Ber Takke MokeTe yqanuTh KIMEHTa B OKHE
U3MEHEHHS TIapaMETPOB.

[Tocne 3aBeprienus Hactpoiiku npaswia URL-dunbrpa nHaxkmute knonky MPUMEHUTD.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

UroOsl HacTpoWTh pacnucanue paborsl mpaBuina URL-dunsrpa, HaxMHTe Ha 3HAYO0K

3apgatb pacnucaHme ((Y)). B oTkpeiBIIEMcs OKHe B pacKpbiBatommemcs crucke [paBuno

BbIOepuTe 3HaueHue Co3paTb MPaBUIO, 4TOOBI CO3/1aTh HOBOE pacmucaHue (CM. pasaeln
Pacnucanue, ctp. 322) win BeiOepuTe 3HaucHue BblOpaTb cyuwecTByrowee, dYToObI
BOCTIOJIB30BAaThCsl  yXe cymiecTByromuM. CyIIeCcTBYIONIHE pacluCaHus OTOOpaKkaloTcsl B
packpeiBatoriemcs crcke UMa npasuna.

YroObl akTuBHpoBaTh MpaBmiio URL-dunbsTpa Ha Bpems, yka3aHHOE B PaclMUCAHUU, U OTKIIOYUTH B
ocTaibHOE BpeMs, BbIOepuTe 3HaueHHEe BKMAOYUTL MPaBUIO B pacKpBIBAIOIIEMCS CIHCKE
OencTtBue u Haxmute kHonky COXPAHUTD.

Uro6s! oTkirounth npaBuwiio URL-punsrpa Ha Bpemsi, ykazaHHOE B pacllMCaHHUH, U aKTUBUPOBATh B
oCcTallbHOE BpeMs, BbiOepuTe 3HaucHHe BBIKMIOYUTL MPaBUNO B PaCKPHIBAIOIIEMCS CITHCKE
OencTtBue u naxmute koonky COXPAHUTD.

YroObl M3MEHHUTh WIH YAANUTh pacnucanue padotel npasuia URL-punsrpa, HaMHUTE Ha 3HAYOK
Pepnaktuposatb pacnucanue ((D) B pasmene URL-pMnbTp. B oTkphIBIIEMCs OKHE

u3menute napamerpbl u HaxmuTe KHoky COXPAHUTDL win naxmure kuonky YOAANIUTb U3
PACIMUCAHUA.

YroObl ymamuth Kakoe-nbo mpaBwio i URL-gunbrpa, ycranoBute ¢uiakok cieBa OT

COOTBETCTBYIOIIEH CTPOKH Tabmuie! 1 HaxkmuTe kaonky YAATUTD ([1)).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

bnokupoBKa peksiaMbl

Ha crpanunie MexceteBoun akpaH /| BrnokmpoBka peknamMmbl Bl MoxeTe BKITIOYUATH (YHKIIHIO
ONIOKUPOBKH PEKIAMHBIX OOBSBICHHH, BOZHUKAIONIUX MPU MPOCMOTPE cTpaHUI] B web-Opaysepe.

£ URL-GueTp BnokupoBka peknambl (i

BnokupoBka peksiambl

MexaHuzmM 5110KMPOBKH peknaMbl N BpeAOHOCHBIX caiiToB.

O6Luyme HacTpoiikn URL
. Brknouynte @ 3gece Bel MoxeTe J0BABNATE, PEAIKTHPOBATE U YAANATE J4peca
aiinos, CoqepKaLmx CIMCKM Y308,
ryre Q  nosasuTs

) CoxpaHAaTb B NaMATA yCTpONCTBa

NMPUMEHUTE

PucyHok 188. Cmparuua Mexxcemeeoli 3kpaH / briokupoeka peknamsl.

YroObl BKIHOYHTH (DYHKIHIO OJOKHPOBKHM pekiambl, B pasiene OOLMe HACTPOMKW CIBUHETE
nepexirodarens BKNOYNUTBL Bripago.

B mone lyTb ompenenwute MeCTONMONOKEHUE TAlKH, B KOTOPYIO OYIET COXpaHATHCS (aill co
CHHCKOM peKJIaMHBIX caiitoB. Jljis oToro Haxmute Ha 3Hadok Mouck ( Q, ), nepeiinure B Hy*)HYIO
nanky u Haxmute kHonky BbIBPATb.

3arem B paznene URL naxxmure kHonky JJIOBABUTD u B otoOpasusiieiics crpoke BBeaure URL-
azpec Qaiina, copepiKaliero ClMCcoOK PEKJIaMHBIX CATOB, KOTOPbIE HEOOXOAMMO 3a0I0KUPOBATh.

Haxmure xnomky MPUMEHWUTb wu nomoxaure, moka ¢aitn 3arpyxkaercs B mamsath USB-
HakoruTes. BBl Takke MoXeTe COXpaHHTh (ailil CO CIIMCKOM pPEKJIAMHBIX CAaWTOB B TaMSTH
ycrpoiictsa. JIjist 3TOr0 cABMHBTE Nepekimodarer COXpaHATb B NaMATU YCTPOUCTBA BIIPaBo,
a 3arem Haxxmute kHonky MPUMEHUTD.

DaiNbl, COXpaHEHHBIC B TaMATH _YCTPOWCTBA, OOHOBISIOTCS KAKIBIA _pa3 Tpu
nepe3arpy3ke MapiipyTH3aropa win o0HoBineHuH BHyTpeHHero I10. Ecian B 3T0T MOMEHT

(haliy HeJOCTVYITEH, CIIUCOK CAWTOB JUISL OJIOKUPOBKM HE OVIIET MOIYUYEH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Ecnu Bl Oonpliie He XOTUTE MCHOIB30BaTh KaKOW-IM00 Gaiin 17151 OIOKUPOBKH PEKJIaMbl, HAKMUTE

Ha 3Hauok YAanuTb (*) B crpoke URL-agpeca coorBercTByromiero ¢aiina. 3areM HaXMUTE
kHonky MPUMEHUTD.

YroObl OTKIFOYHTE (QYHKIHIO OJOKMPOBKH PEKJIAMbl, CIIBUHBTE Mepekioyaresi BKMIOYUTB BiieBo
u Haxkmute kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

30HbI

Ha crpanurie MexceteBon 3kpaH / 30Hbl Brl MokeTe peakTHpOBaTh W JOOABIATH 30HBI, a
TaKXK€ PpENaKTUPOBAaTh BXOMALIME B HHUX OJIEMEHTBL. /[leneHue Ha 30HBI — DJTO JIOTHYECKOE
pasTpaHMYeHHe MEXAy CeTeBbIMH HHTepdelicaMu Uil HPOCTOTHI  HACTPOMKH  MOJUTHK
0€30MaCHOCTH MEXKCETEBOro JKpaHa. PexomMeHayeTcss He OOBENUHATH B OAHY 30HY HHTEP(ENCHI
pasHoro Tumna. YtoObl HACTpOUTh 30HBI JJs nporokona IPv4 unu nporokona IPv6, nepeliaure Ha
COOTBETCTBYIOILYIO BKJIAJIKY.

ITo ymom4aHuIO A1 KaXKA0T0 MPOTOKOJIA B CUCTEME MAPILIPYyTH3aTOpa CO3/1aHO 3 30HBI.
» fw — 1 camoro ycrpoiicTBa. Bbl He MOXKeTe yIalIUTh WM PEIAKTUPOBATh IAHHYIO 30HY.

* wan - i1 WAN-untepdeiica mapumpytuszaropa. Copepxur WAN-coenuHenue,
CYLIECTBYIOIIEE B CUCTEME II0 YMOJMYaHMIO. BBl MOXeTe penakTUpOBaTh BXOIALINE B
JTAHHYIO 30HY UHTep(QeiChI.

* lan — mis LAN-unTepdeiica Mapupytusaropa. Bel MoxeTe pemrakTUpOBaTh BXOISIINE B
JTAHHYIO 30HY UHTEep(EiChI.

< WHgpopmaums o cucteme

IPv4

30Hbl +

D KA Tun MHTepdeaiic

\:\ fw firewall -
D wan ipvd WAN
D lan ipvd LAM

PucyHok 189. CmpaHuya Mexcemeeol 3kpaH / 30HbI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

UYroObl co3nark HOBYIO 30HY, HaxkmuTe kKHonky [IOBABUTD ( ~+ ).

[o6aBneHne 30HbI

*

Mma

@ Konn4ectso cumMBOI0B JO/IKHO BbiTh He bosee 32

Twvn

IPv4 -
) [octyn Mexay uHTepderdcamu

[locTynHble HTepdenchl
CeoboaHble MHTepdERCH OTCYTCTBYIOT.

COXPAHUTb

PucyHok 190. OkHo OobasneHusi 30HbI.

Bb1 MoxeTe 3a1aTh cienyronme napaMmeTpsl:

MapameTp OnucaHue

st Ha3Banue 30HBI M1 yOOOHOH wuIeHTUPHKAIUH. MOXeT OBITh
IPOU3BOJIEHBIM.
B packpsiBaromeMcsi CIHCKe BBIOEPUTE THUI BXOISIIINX B 30HY
UHTEpQEICcoB.
Tun  IPv4/IPv6 — s BeiOopa goctymHbIX — IPv4/IPv6-
coenunennii 1 VPN-cepBepos.
* IPsec — nns Beibopa [Psec-TyHHenek.
CaBuHBTE TMEpPEKNIIOYaTeIb BOPABO, YTOOBI pa3peluTh TpapHK
noc-ryn Me)KAy MCXKAY BXOAAIIMMU B 30HY HHTep(beﬁcaMH.
uHTepcencamm CIBUHBTE MEPEKITIOYATeNh BICBO, YTOOBI 3alIPETHTh TPAPHUK MEKITY
BXOJSIIIIMU B 30HY HHTEp(eicamH.
HocTtynHble YroOs! BkItounTh UHTEpdeiics, VPN-cepseps! nwinu [Psec-TyHHenu B
MHTepdencol 30HY, YCTAaHOBHTE (PIIAYKOK CIIEBA OT COOTBETCTBYIOIIHX JIEMEHTOB.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HadeHUi Haxkmute kHonky COXPAHUTD.

Uro0bl M3MEHUTH CYIIECTBYIOIIYIO 30HY, BBEIOCPUTE COOTBETCTBYIONIYIO CTPOKY B TaONUIE H
HAXXMUTEC JICBYIO KHOIIKY MBIIIIH. B OTKPBIBHICMCSI OKHC HU3MCHUTC HGO6XO,I[I/IMI>IC napameTpbl U

Haxxmure knonky COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

19 Toro 4ytoObl _mepeHectd uHTEpPdeEncel, VPN-cepBepbl  wnn  [Psec-TyHHENHW B
CYIIECTBYIOIIYIO WJIM HOBVIO 30HY, WX HEOOXOIMMO CHayaja WCKIIOYWTH W3 30HLL, B

KOTOPOW OHU HaXOIATCS.

YTo0OBI YAAaJIUTh 30HY, YCTAHOBHUTC Cpna;xox CJICBa OT COOTBeTCTBYIOH_Ieﬁ CTPOKH B Ta6J'II/II_IC n

naxxmute knonky YOAITUTb (ﬁ ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

Monntukm

Ha crpanunie MexceteBon 3kpaH / MNMonuTukn Bel MoxeTe pemakTHpOBaTh W J00ABIATH
MOJMTUKH, ONpEAETSIoIne JEHCTBUS € TpapUKOM MEXIy 30HAMH IO YMOJTYaHUIO. YTOOBI
HACTPOUTh NOJUTHUKY Ul npoTokona IPv4 wnn nporokona IPv6, nepeiiaure Ha COOTBETCTBYIOILYIO
BKJIAJIKY.

[To ymom4aHHIO B CHCTEME MaplIpyTH3aTopa CO3laHO 4 MOJMTHKU: OJHA 3alpeliacT Iepenady
NIAaKEeTOB M30 BCEX 30H BO BCE 30HBI, OCTAJbHBIC YTOUHSIOT €€ M Pa3peliaroT rnepeaady Tpapuxa u3
30HbI fW BO BCe 30HBI, U3 30HbI lan B 30Hy fw 1 13 30HbI lan B 30Hy wan.

< WH $hopMaLMA O cUCTEME MonnTUKK
IPv4

Monutnkn —+

\:| MCTOUWHWE HazHaueHKe dencrene YpoBeHs XypHANUpoBaHWA
\:| all all DROP OTKNKYEHD

D fw all ACCEPT OTENOYEeHO

|:| lan fr ACCEPT OTKNHUYEHD

|:| lan wan ACCEPT OTKN4YeHo

PucyHok 191. Cmparuya Mexxcemeeol 3kpaH / lMonumuku.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

UYrtoObl co3naTh HOBYIO MOMUTHKY, HaxxmuTe kHOKy [JJOBABUTD ( -+ ).

Ao6aBneHne NOANTUKN

WIcTouHMK®

Het -
Ad3Ha4YeHne™

Het -
JdencTene

DROP -
¥poBeHb XypHaNWpOBaHKA

OTKn4eHo -

COXPAHWUTE

PucyHok 192. OkHO OobasrneHusi Nonumuku.

Bbl MoxeTe 3a1aTh clenyoue napameTpsl:

MapameTp OnucaHue

B packpeiBatomeMcsi Crimcke BBIOGPHTE OIHY W3 CO3JAHHBIX Ha
MapuipyTH3aTope 30H, TpahuK U3 KOTOpor OyneT oOpadaThiBaThCs B
UcTo4yHuk COOTBETCTBUH C NONUTUKON. Beibepute 3nauenue all (sce), uToOb B
KauecTBE 30Hbl MCTOYHUKA HCIIOJIIb30BaTh BCE 30HBI, WU 3HAYCHHE
all(-fw), uTo0Ob1 HcnoB30BaTh BCe 30HBI, Kpome fw.

B packpbiBaromemMcsi CIHUCKe BBIOCPUTE OAHY W3 CO3JaHHBIX Ha
MapIIpyTH3aTOpe 30H, B KOTOPYIO OyIeT HampaBisiThCs Tpauk B
HasHauyeHue COOTBETCTBUH C MONUTHKOH. Bridoepute 3Hauenue all (6ce), 4ToObI B
Ka4eCTBE 30HBI Ha3HAYEHMS WCIIOJIB30BaTh BCE 30HBI, MM 3HAUCHHUC
all(-fw), uTo0sI ucmonL30BaTh BCe 30HBI, Kpome fw.

B packpeiBaroiiemcsi crvcke BbIOepuUTe JIeHCTBUE, KOTOpoe Oyner
OPUMEHATbCA K TpaduKy MEXKIy 30HOW HCTOYHMKA U 30HOMU
Ha3HAYCHUS.

OewcTBue * ACCEPT - paspemmts nepeaady makeTos.
* DROP - orGpachiBarh MakeThI.

« REJECT - 3amperuth mepemady ITaKeTOB C OTIIPABKOM
coo0rmieHus1 00 OMMOKE HCTOUHUKY.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHue

B packpsiBaroieMcsi CIucke BBIOEPHTE YPOBEHb JEeTATU3AINH
YpoBeHb

COOOIICHNH, 3alUChIBAEMBIX B KYpHal COOBITHH, WM OCTaBbTE
XypHanmpoBaHusi

3HAYCHUC 110 YMOJIYAHUIO.

[Tocne 3amanust Bcex HeoOxonuMbIx 3HaueHui Haxxmute knonky COXPAHUTD.

YtoObl U3MEHUTH CYIIECTBYIOIIYIO MOJUTUKY, BEIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B Taliuile U
HaQXMUTE JIEBYI0 KHOTKY MBIIIA. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOAMMBIC MapaMeTphl U

Haxxmure knonky COXPAHUTD.
YTo0bI yIaliTh MOMUTHKY, YCTAHOBUTE (DIAKOK CIIEBa OT COOTBETCTBYIONICH CTPOKH B TaOIHIE U

nascmue krorky YOANUTB ().
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MpaBuna

Ha crpannne MexcereBon akpaH / lpaBuna Bsl moxere m00aBisTh U peIaKTHPOBAThH
NpaBUiIa, OMPEIEISIONINe UCKIIOUEHUS U3 MOJUTHK, TPUMEHseMbIX K TpaduKky. UToObl HACTPOUTH
npasuiia s nportokona IPv4 unu nporokona [Pv6, nepeiinure Ha COOTBETCTBYIOLIYIO BKIAJKY.

( WMHpopmaLna o cicTeme M pa BlANa

IPv4

Mpasuna +

3Aeck Bbl MoxeTe obaBWTL NpaBuno

PucyHok 193. Cmparuua Mexcemeeoll 3kpaH / lpasuna.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
nogaepxkoin MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,qCTBO nonb3oBarens

YroObl co3marh HOBOE TpaBwio, HaxxMuTe kHonky JJOBABUTD ( + ).

= < Mpasuna Mpasuna/dobaBneHve i

OCHOBHbIE HACTPOWKK

@ BxnouuTs Npasuno ©

Wma*

DedicTene WHaexe (#)*

DROP - 5
CocTosiHne COEAWHEHMA npOTOKOJ'I bl

@ He no6asneHo Hi OAHOrD COCTORHNSA COBMMHERMS @ He noGaaneqo vy 0gHoro npoToKkona
AOBABWTb COCTOAHWE AOBABWTbL NPOTOKON

WcTouHmk HasuaueHve
3oHa* 3oHa*

Het - Her -
Anpeca WUCTOYHKKE Anpeca HasHa4yeHusa
A WckniounTh yKasaHHble agpeca A WckniounTh yKasaHHble agpeca

@ He noGasneno HiH 0HOro aapeca @ He noGaanens i 0HOr aapeca

OOBABWUTL AOPEC OOBABWMTE AOPEC

OOBABWTE CCBINKY AOBABWTbE CCbINKY

CpaBHeHue TTL

MeTop cpasHeHua

CpaBHWBaEMOE 3HaYeHNE*

-1

NPUMEHWUTE

PucyHok 194. CmpaHuya dobaeneHus npasurna.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Br1 MmoxkeTe 3aaaTh CIICAYIOIIHE IapaMCTPhI:

MapameTp OnucaHue

OCHOBHbIe HaCTPOUKMU

UroObl  pa3peliuTh  KCIOJb30BaHWE  MpaBuia,  CABUHBTE
MepeKIIoYaTensb BIPaBo.

YT1o0BI 3allpCTUTDH HCITIOJIB30BAHUC ImpaBujia, CABUHBTEC
MCPCKIIOYATECIIb BJIICBO.

UToOBI BKJIFOYATh/BLIKIIIOYATh IMpaBUJIO 1O paclIHUCaHUIO, HAXMUTC

Ha 3Hauok 3agaTb pacnucaHue ( (D). B orkpeiBIIEMCS OKHE B

packpeiBaromemMcst  cniucke  [lpaBuNoO  BeiOepuTe  3HAYCHUE
Co3pgaTtb npaBuno, uTtoObl CO31aTh HOBOE pacmucaHue (CMm.
pasnen Pacnucanue, ctp. 322) winu BeiOepute 3HaueHne BblOpaTb
cylwiecTBytoLlee, YToObl BOCIOIh30BAThCS YIKE CYIIECTBYIOIIHM.
CymiecTByom#e pacrnyucanusi O0TOOPaKarOTCA B PACKPBHIBAIOIIEMCS

cnucke MM npaBuna.
Bknountb npaBuno
YroO0bI AKTUBUPOBATH IIPAaBUJIO BO BPEMs, YKAa3aHHOC B paCIIMCaHUU,

" OTKJIIOYUTH B OCTAJIbLHOC BPEMA, BLI6CpI/ITe 3HaueHue BKMOYNTDL

NpaBuUIIO B packpeiBarolieMcs crucke [@MCTBUE U HAKMHUTE
knonky COXPAHUTD.

YT10OBI OTKIIOYHUTH MPABUIO BO BpeMs, yKa3aHHOE B PACIUCAHUH, U
aKTUBHPOBATH B  OCTAIbHOE BpEMs, BBIOCPHTE  3HAUCHHUC
BbIKMIOYMTL NPaABUIIO B packphiBaiolieMcs crucke [eAcTBue
u Hakmute kHorrky COXPAHUTD.

YroOBI U3BMEHUTH UIN YAQJIWUTH pacliuCaHuC IJId IMpaBHJid, HAXKMUTE

Ha 3Hauox PegakTupoBaTtb pacnucanue ( (O ). B oTkpeiBIIemMcs

okHe m3MenuTe mapamerpsl U HaxkmMute KHonky COXPAHUTD wiu
naxmure kHonky YOAJIUTb U3 PACINTUCAHUA.

JeiictBue, koTopoe OydeT NPUMEHSAThCS K MOMAJAIoUIEMy MO
ycinoBus TpaBwia Tpaduky. Beibepure HeoOXoauMMmoe 3HAUCHHE B

OdencrtBue . .
packpsbiBaromiemcst crucke. CIHUCOK IOCTYMHBIX JCHCTBUI CM. B
pasnene /eitcmeus npasu, ctp. 305.
Tonvxo ona oeticmeus LOG.
YpoBeHb B packpsIBarorieMcst CIUCKe BbIOEPUTE YpPOBEHb JETATN3AIHH
XypHanupoBaHus COOOIIIEHHH, 3aMUChIBAEMBIX B JKypHal COOBITHH, WA OCTaBBTE
3HAYCHHUE 110 YMOIYAHHIO.
Umisi Haspanue mpaBwiaa mis ymoOHON uaeHTH(HKaimu. MoKeT ObITh

IMPOU3BOJILHBIM.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

I/IH,Z[GKC IpaBujia. YeM MEHBIIIE 3HAYCHUE JAaHHOI'O II0JIsA, TCM BBIIIIC

UHaekc
MIPUOPHUTET MPaABHUIA.

CocTosiHMe coeguHeHus

YroObl MpaBUIIO MPUMEHSIIOCH TOJIBKO K ITaKeTaM B OIpPEeNCHHbBIX
COCTOSIHUSIX, HaKMUTE KHOIIKY, a 3aTeéM BbIOepuTe HEOOXOIMMOe
3HAYEHUE B PACKPHIBAIOLIEMCS CIIUCKE:

* NEW - nepBblii maket npu yCTaHOBKE HOBOTO COCAMHEHHS;

OOBABUTb * ESTABLISHED - naker, npunaaiexamuii yCTaHOBICHHOMY
COCTOAHUE COEIUHEHHIO;

* RELATED - naker, mnpuHaUICKAIIUNA COCAUHCHHIO,
UHUIIMMPOBAHHOMY YK€ YCTaHOBJICHHBIM COCTUHCHUEM.

YToOBI yIamMTh COCTOSIHME, HAKMHTE Ha 3Ha4OK YAAnuTb (*) B
COOTBETCTBYIOILIEH CTPOKE.

MpoTokonbl

YT1oOBI MPaBWJIO MPUMEHSIIOCH TONBKO K  OINPE/ICIICHHBIM
OOBABUTb MPOTOKOJIaM, HaXXMHTE KHOIIKY, a 3aTeM BBIOEpHTE HEoOXOoaumoe
NMPOTOKOI 3HaueHHe B pacKphIBarolieMcs crucke. YToObl yqaluTh MPOTOKOI,

Ha)KMHUTE Ha 3HAYOK YAANMUTb (*) B COOTBETCTBYIOIICH CTPOKE.

UcTouHuk/HasHaueHue

UYroObl OrpaHUYUTH JEWCTBUE TMpaBHJa OINpPENEICHHOW 30HOM
30Ha MapuIpyTHU3aTopa, BBIOEPUTE COOTBETCTBYIOLIEE 3HAUEHHE WM
OCTaBbTE 3HAYECHUE I10 YMOIYAHUIO.

Appeca ncrouyHuka/Agpeca HasHauYeHus

UcknounTb yKasaHHble | COBuHBTE NEpeKiIouarelb BIPaBO, YTOOBI MPABHIO MPUMEHSIIOCH
agpeca KO BCEM aJjpecaM, KpOMe yKa3aHHBIX B JAHHOM pasfelie.

Haxwmute KkHOMKY, 4YToObl OrpaHUYUTh JIEHCTBHE TMIpaBHIIA
onpeneneHHsiM [P-aapecom wim guanazonom [P-aapecoB. Cw.
OOBABUTb AOPEC | onucanue snemenTtoB B pasuene Jodasnenue IP-adpecos, ctp 304.
YroObl ymanuTh ajpec, HaXMHUTE Ha 3HAY0K YAANUTb (*) B
COOTBETCTBYIOILIEH CTPOKE.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarend

Hactpowka mapwpyTtusatopa

MapameTp OnucaHue

OHOBABUTb CCbIJIKY

HaxxmMuTe KHOmNKY, e€ciM HeoOXomuMo HcIoib3oBaTh [P-ampeca,
OTHOCSIIIMECS] K ONPEJEICHHBIM COEIUHEHUSIM MapipyTu3aropa. B
0TOOpa3MBIIEMCS PACKPBIBAIOIIEMCSI CIIUCKE BEIOEPUTE COEAUHEHHE,
Ha [P-aapeca xoToporo OyzmeT pacmpoCTpaHATHCS MPaBWiIO. YTOOBI
VIAIUTh COCMUHCHHE, HAXMHTEC Ha 3HAY0K YAANUTb (*) B
COOTBETCTBYIOIIIECH CTPOKE.

Ucnonb3oBaTb noaceTu
BMeCTO afpecoB

C)IBI/IHI)TG NEPCKIOYATCIIb BIIPaBO, YTOOBI IMpaBUJIO MMPUMCHAIIOCH
KO Bcel IoaACCTH COCAMHCHMA.

MopTbl ucTtoyHukal/llopTbl HA3HAYEHUA (01 npomokona tep um udp)

UcknounTb yKasaHHble
nopTbl

CI[BI/IHBTC NEPCKIOYaTC]ib BIIPaBO, 4TOOBI MMpaBUJIO NPUMCHAIOCH
KO BCEM MOpTaM, KPOME YKa3aHHBIX B JAHHOM pa3aciic.

AOBABUTDb MNOPT

Haxwmure KHOIIKY, €CJIK HGO6XO)II/IMO OTpaHUYHTH )Ief'ICTBI/Ie

MpaBWwia  ONPENEICHHbIMU  IOpPTaMU  MapluipyTtuszaropa. B
oTOOpa3uBIIeHca CTPOKE BBEAUTE OJUH MOPT WM JMANa30H MOPTOB
yepe3 aBoeroune. UToObl yganuTh HOPT WIM JAHANa3oH I[OPTOB,

HOKMHUTE Ha 3HAYOK YAANMUTb (*) B COOTBETCTBYIONICH CTPOKE.

NAT Appeca (0zs npasura muna DNAT, DNAT- unu SNAT)

NOBABUTb AAPEC

Haxxmute kHOmMKY, 4roObl 3amath I[P-ampeca, kotopele OymyT
YKa3bIBaTbCsl BMECTO (PaKTUUECKUX aJJPECOB YCTPOMICTB B JIOKAJIbHON
CeTH MapuIpyTH3aropa IpH MpeoOpa3oBaHUM CETEBBIX AaJIPecOB
(Network Address Translation, NAT). Cm. omnucanue Tmoineld B
pasnene /lobasnenue IP-adpecoe, ctp 304. Utobwl ynmamuth [P-
aJipec, HAXMHUTE Ha 3HaUYOK YAASNUTb (*) B COOTBETCTBYIOIICH

CTpOKE.

AOOBABUTb CCbIJIKY

Haxwmute KHOMKY, ecnu HeEoOXonuMo ucHoib3oBark [P-aapeca,
OTHOCSIIIMECS] K ONPEIEIICHHBIM COCIUHEHUSAM MaplupyTu3aropa. B
0TOOpa3UBIIEMCS PACKPBIBAIOIIEMCS CIIUCKE BBIOEpUTE COEAUHEHHE,
[P-anpeca xoToporo OyayT HMCIONB30BaThCS I MOAMEHBI. UTOOBI
yAaJUTh COCJMHEHHE, HAXMUTE Ha 3HAYOK YAanuTb (%) B
COOTBETCTBYIOILIEH CTPOKE.

Ucnonb3oBaTtb
noaceTn BMecTo
appecoB

CI[BI/IHLTG HepeKmoanenb BHpaBO, ‘ITOGBI HpaBI/IJ'IO HpI/IMeHSIJIOCB
KO BCEU MOACETH COESIUHEHMS.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

NAT NopTbl (0rs npasuna muna DNAT, DNAT- unu SNAT u npomoxkona tep uiu udp)

UYroObl 3amaTh MOPTHI, KOTOpbIe OyAyT YKa3bIBaThCsi BMECTO
MopTbl (bakTHUeCKUX NpU NpeoOpa3oBaHUM CETEBBIX aJIpEecOB, BBEIUTE
OIVH MOPT WJIM JUAMa30H IOPTOB YEPE3 IBOETOUHE.

CpaBHeHue TTL

B packpbIBaroniemMcsi Clucke BEIOEPUTE METOJ CPAaBHEHUS 3HAUCHUS
MeTon cpaBHeHUA i )
TTL (Zime to live, apems sicusnu) iepeaBaeMbIX MAKETOB.

CpaBHuBaemoe Nsmenute 3Hauenue nmapamerpa TTL mnm ocraBsre 3HaueHue IO
3Ha4yeHue ymonuanuto -1, ecnu cpaBuenue TTL ne TpeOyercs.

DewnctBue ¢ TTL (0xs npasura muna TTL)

B packpeiBaromemMcst criucke BbIOEpUTE HEOOXOIUMOE 3HAUCHUE IS

OencrtBue .
neycreus ¢ napamerpom TTL.

. N3meHuTe 3HaueHHWE WIM OCTaBBTE 3HAUEHHWE IO yMOIYaHHIO -1,
3HavyeHue gencTBus
eciu MeHATh mapametp TTL He TpeOyeTcs.

[Tocne 3amanmst Bcex HeoOXonuMbIx 3HaueHni Haxkmute kHonky MPUMEHUTD.

YTt00Bl M3MEHUTH CyHICCTBYIOLICC IIpaBHJIO, BBI6epI/ITe COOTBCTCTBYIOIIYIO CTPOKY B Ta6n14ue n

Ha)XMHUTE JIEBYIO KHOINKY MBIIIKM. B OTKPBIBIIEMCS] OKHE W3MEHHTE HEOOXOAMMBIC MapaMeTpbl H
Haxxmurte knonky COXPAHUTD.

YroObl yoaluTh MpPaBUIIO, YCTAHOBUTE (IAXKOK CJIE€Ba OT COOTBETCTBYIOIIEH CTPOKM B TaOIUIE U

naxxmute knonky YOAJIIUTb (ﬁi ).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Ho6aeneHue IP-adpecoe

st yxazanusi [P-ampeca B KakoM-TuOO pasjiene HACTPOSK Ha JAHHOM CTpaHUIIC HAXMHUTE KHOIKY

OOBABUTb ALPEC.

fAobaeneHue IP-agpeca

IE} Bur mrosweme yrazants duonazow [P-adpecos,

aduroured IP-adpec wa

10.70.00.10/24)

u [P-odpec nodcemu (HanpuMep,

I303TE KK

NanazoH WNK ogWHOYHLIR IP-agpec -
HavyaneHen IP-agpec* -

KoHeunsd IP-agpec -

COXPAHHTE

PucyHok 195. OkHo dobaeneHus IP-adpeca.

B otkpsiBIIEMCS OkHE BBl MOXeTe 3a/1aTh ClIeAyIOLIUe TapaMeTphbl:

MapameTp OnucaHue

3a,anb KakK BBI6epI/ITe HCO6XOI[I/IMOC 3HAYCHUE U3 PACKPBIBAIOIICTOCA CIIMCKA.

Hauanensiii [P-agpec. Ecian HeoOXoauMo 3a1aTh OMMHOYHBINA aJipec,
ocraBeTe mojic KoHeyHbIn IP-agpec nycTeim.

HauanbHbiii IP-agpec Ber  moxere  BweIOparh  11000€  YCTPOMCTBO,  M3BECTHOE
MapUIpyTHU3aToOpy B TAHHBIM MOMEHT. [[J1st 3TOTO B pacKphIBaromIeMcs
cnucke BbIOepuTe coorBercTByromMit [P-agpec (mpu sTOoM mone
3aIOJTHUTCS] aBTOMAaTHUYECKH ).

Koneunsrit [P-ampec nmamasona. Bbel moxeTre BbIOpaTh r000€
YCTPOMCTBO, M3BECTHOE MapLIPyTHU3aTOPy B JaHHBIA MOMEHT. Jlis
ATOTO B PACKPBIBAIOIIEMCS CITUCKE BHIOEPUTE COOTBETCTBYIOMMMA [P-
azpec (IIpU 3TOM MOJI€ 3aMOTHUTCS aBTOMATHUECKN).

KoHe4yHbin IP-agpec
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MapameTp OnucaHue

[P-anpec noacern.

IP-appec noacetn [Tone oroOpaxkaeTcs, ecid B choucke 3aAaTb KaK BBIIEICHO
3Hauenue MoaceTnb.

MAC-anpec ycTpoicTBa U3 JIOKAJIbHON CETH MapIipyTH3aTopa.

ITone oTobpakaeTcst TONBKO B paszaeiie Agpeca UCTOYHUKA. [Tone
ABIIIETCS 00s3aTeNILHBIM, €ClIM He 3anoiHeHo noine HavanbHbI
IP-agpec.

Haxxmure knonky COXPAHUTD.

MAC-agpec

Helicmeusi npasun

JeiictBus ¢ TpadukoM B CHUCTEME MapIIpyTH3aTOpa OMPECNSIOTCS JIOTUKOW pabOThl YTHUIIHTHI
netfilter/iptables. Tabmupl ¢ AOMYCTUMBIMH  JEHCTBUSMHU U IIEIOYKAMH B  CHUCTEME
MapIIpyTH3aTopa:

Oencrteue Ta6bnuua Llenouyku
ACCEPT filter INPUT, OUTPUT, FORWARD
ACCEPT+ nat PREROUTING
DROP filter INPUT, OUTPUT, FORWARD
REJECT filter INPUT, OUTPUT, FORWARD
REDIRECT- nat PREROUTING
filter FORWARD
REDIRECT
nat PREROUTING
POLICY filter INPUT, OUTPUT, FORWARD
filter FORWARD
DNAT
nat PREROUTING
DNAT- nat PREROUTING
SNAT nat POSTROUTING
LOG filter INPUT, OUTPUT, FORWARD
TTL mangle PREROUTING, POSTROUTING
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

MackapaguHr

Ha ctpanune MexceteBon akpaH /| MackapaauHr Bel MoxeTe pa3peliuTh HCIOIb30BAHUEC
NAT (Network Address Translation, mpanciayus cemesgvix aopecog) Al TpeoOpa3OBaAHUS
IP-anpecoB TpaH3UTHBIX MakeToB. UTOObI HAaCTPOUTH MacKapaguHr Juisl mpoTtokosna IPv4 wmm

nporokona [Pv6, nepeiinnte Ha COOTBETCTBYIOIIYIO BKIIAJIKY.

£ ViHdopmauma o cucTeme MackapaguHr

IPv4

MackapaguHr —+

BxogHon BxogHo BrixoqHON BeixogHOM
D - : ; MpoTokonsl MNopTh Cratyc
MHTepheAc P-appec WHTepdec IP-agpecc :
BrntoueHo
D LAN - WAN - - - °

PucyHok 196. Cmparuua Mexcemeeoli 3kpaH / MackapaduHa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Yrob6sl co3nars HoBoe paBmio NAT, naxxmure kHonky JJOBABUTD ( + ).

MackapaauHr/JobaBneHue

® sxnounts
NcTouHMK HasHaueHwue
Twun nHTEphEACa Tun wHTepdeica
CoenuHenue / MHTepdeic - CoegmnHeHune [ Mutepdenc -
BuogHOM UHTEpdeRc* BBINOAHOM MHTEPd R
He BblbpaH - He BbibpaH -
A,.{J,peca WMCTOYHWKa Aﬂ,peca Ha3HayeHWAa
) WMekNiYnTe YkazaHHelE aapeca A MckniounTe YKa3aHHBIE ajgpeca
(i) He dobasnerio Hu odHozo adpeca () He dobasaero Hu odnozo adpeca
OOBABWTbL ALPEC OOBABWTbL AOPEC
MpoTokonsl

() He dotiaeneso Hu odHozo npomokana

OOBABUTE NPOTOKON

PucyHok 197. CmpaHuya dobasneHus npasuna NAT.
YroObl akTuBUpoBaTh mpaBuio NAT, caBuHBTEe mepekiaodare)ib BKIOYMTBL BhpaBo. 3areM B
pasmenax WMcToyHMK u Ha3HauyeHue BwiOepuTe HEOOXOOMMOE 3HAYEHHWE B CIHCKEe [WM
umHTepdenca. Ilocie s1oro BeIOEpHTE HEOOXOMUMOE COCIMHEHHE, TPYIIy HHTEP(HEHCOB HIIH
VPN-cepBep B ciuckax BxogHon uHtepdenc u BeixogHon nHtepdenc.

YrtoObl OrpaHUYUTh ACHCTBHE MpaBUiIa OnpeneneHHbM [P-anpecom ninn auanazonom IP-anpecos, B
pasnenax Apgpeca MCTOYHMKa u Apgpeca HasHaveHuss naxmure kHonky JOBABWUTb
A[PEC. B orkpsiBIIeMCSI OKHE HM3MEHHTE HEOOXOAWMBIC MapaMeTpbl W HAKMHUTE KHOIKY

COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

[obasneHne IP-agpeca

@ Bbl MOXETE ykazats ananasown IP-agpecos,
oguHouHBIE IP-agpec umm IP-agpec nogcety (HanpuMep,
10.10.10.10/24)

3anath Kak

OwanasoH unu ognHodHbIn IP-agpec ~

HavaneHbin IP-agpec® v
KoHe4Hbir IP-agpec v
COXPAHNUTb

PucyHok 198. OkHo dobaeneHus IP-adpeca.

Bb1 MoxkeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp OnucaHue

3agaTb Kak Bri6epute HEOOX0aMMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CITUCKA.

Hawaneubiii  IP-ampec  amanasoHa aapecoB HUCTOYHUKA WM
HazHadeHus. Eciu HeoOXoauMo 3a1aTh OJMHOYHBIN aJpec, OCTaBbTe
noie KoHeuHbIn IP-agpec nyctoim.

HavyanbHbin IP-agpec | By voxere BBIOpaTh  JII00OE  YCTPOMCTBO,  W3BECTHOE
MapIpyTU3aTopy B JaHHBIH MOMEHT. J[Jist 3TOr0 B pacKphIBAOIIEMCS
CIIMCKE BHIOEpHTE COOTBETCTBYIOIMM IP-ampec (mpu 3TOM TOIE
3aII0JIHUTCS aBTOMATHYCCKH).

Koneunsiii [P-afgpec nuanazoHa MCTOYHUKA WM Ha3zHaueHHs. Bbl
MOJKETE BBIOPATH JII000€ yCTPOICTBO, H3BECTHOE MAPIIPYTU3ATOPY B
KoHeuHbIn IP-agpec | nanHbI MOMEHT. [IJis 3TOTO B pacCKPHIBAIOIIEMCS CIIUCKE BHIOCPHUTE
coorBercTBytomuid  [P-ampec  (mpu  3TOM  mosie  3amOJHUTCA
aBTOMaTUYECKN).

[P-anpec moaceTn HCTOYHMKA WIIM HA3HAYCHHS.

IP-appec noagcetun [Tone oroOpakaeTcs, ecnu B croucke 3afaTb KaK BbIICICHO
snaueHne floaceTnb.

YroObl yHamuTh aapec WM JUala30H aJpecoB, HaXMHTE Ha 3HAUY0K YAANUTb (*) B
COOTBETCTBYIOIIEH CTPOKE.

YroObl MpaBWIO MPUMEHSIIOCH KO BCEM aJapecaM, KpOMe YKa3aHHBIX, CIBUHBTE MEPEKIIOUaTesb
UcknounTb yKasaHHble agpeca BrpaBo B COOTBETCTBYIOIIEM pa3/elie.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

YroObl MpaBUIIO TMPUMEHSIIOCH TOJNIBKO K OINPEIEICHHBIM MPOTOKONIaM, B paszienc [MpoTokonbl
naxmute kHonky JOBABWUTb MPOTOKOIJ, a 3arem BbiOepuTe HEOOXOIUMOE 3HAYCHHUE B
packpbIBaromemMcsi crucke. UToOBl ymaauTh MPOTOKOJ, HAKMUTE Ha 3HA40OK YAANUTb (*) B
COOTBETCTBYIOILIEH CTPOKE.

[Tocne 3amanus Bcex HeoOXoAMMbIX 3HaueHHM HaxxmuTe kHonky MPUMEHUTD.

UroObl M3MEHUTH CYIIECTBYIOIIEE MPABUIIO, BHIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOJNHIEC H
HaQXMUTE JIEBYI0 KHOTKY MBIIIA. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOAMMBIC TapaMeTphl U

Haxxmure knonky COXPAHUTD.
Yro0bl yAalIuTh MPaBUIIO, YCTAHOBUTE (IaXKOK ClieBa OT COOTBETCTBYIOIIECH CTPOKH B TabmHIEe U

Haxxmute knonky YAAJIUTb (ﬁ ).
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

Cucmema

B nannom pa3aciie MEHIO Bb1 MOXXeTe BBITTOJITHUTD CJICAYIOIINC JEUCTBUS:

W3MEHUTH Napoib Ui JOCTyNa K HACTPOMKAM MapIIPyTHU3ATOPA;
BEPHYTh MapUIPyTU3ATOP K 3aBOJCKAM HACTPOMKaM;

c/IerIaTh PE3ePBHYIO KOIUI0 KOH(PUTYpaIii MapIIpyTH3aTOPa;
BOCCTaHOBHTbH HACTPOUKH U3 KOHPUTYPAIIHOHHOTO (aiia,

COXPaHUTh TEKYIIUE HACTPONKH B YHEPTrOHE3aBUCUMOIl MTaMSITH;
nepe3arpy3uTh MapIipyTU3arop;

M3MEHUTH A3bIK Web-unTepdetica;

PCAAKTHUPOBATL U I[O6aBJ'I$ITB KOMaHAbI JJIA allllapaTHBIX KHOIIOK;
OOHOBHUTH TIPOrpPaMMHOE 00eCIIeUueHIEe MapIIPyTH3aTOPa;

HACTPOMThH ABTOMATHUECKOE YBEIOMIICHHE O HaIM4YuK HOBOM Bepcuu [10;

HACTPOUTHh TPaBHWIA BKIIIOYCHHS/BRIKIIIOUCHHsI OecrpoBogHoii cetu u  Wi-Fi-dpumsrpa,
ABTOMATUYECKYI0  Iepe3arpy3Ky yCTpPOWCTBA W  COXPAaHEHHE PE3EPBHOM  KOIUU
KOH(Urypanuu yctpoiicTBa Ha nojkiatoueHHbli USB-HakonuTenb no paclucaHulo, a TaKxke
HACTPOUTH pacIucaHue paboThl MPABUII U HACTPOEK MEKCETEBOTO SKpaHa;

IMPOCMOTPETh KypHaJ COOBITHI M HACTPOWTH MNEpeAady KypHaja Ha yAaJeHHBIH y3eln U
USB-HakonuTenb, MOAKIFOYEHHBIN K MapLIpyTH3aTOpPY;

NPOBEPUTH JOCTYIHOCTh KAaKOTO-THOO y37a CETH HEMOCpPEeACTBEHHO u3 web-uHTepdeiica
HaCTPOWKH U yNPABIICHNUS,

OTIPECTUTh MAPIIPYT CIESTOBAHHMS 10 KAKOTO-TMOO0 y3Ia;
MIPOBEPUTH MPOIYCKHYIO CIOCOOHOCTh Baieit cetu ¢ momonipio yTuinutsl iPerf3;

BKJIIOYUTh WJIM BBIKIIIOUUTH JIOCTYNl K HACTpPOMKaM MapIipyTHU3aropa IO MPOTOKOJIAM
TELNET u SSH;

HACTPOUTHh ABTOMATUYECKYI0 CHHXPOHM3AIMI0 CUCTEMHOTO BPEMEHH WJIM BPYYHYIO 3a/1aTh
JaTty v BpeMsi AJi1 MapLIpyTH3aTopa;

aKTUBHPOBATh PyHKIHIO Auto Provision.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

KoHdurypauyms

Ha crpanunie Cucrtema / KoHdurypauma Brl MokeTe M3MEHHTH Maposib YYCTHOW 3alMCcCH
aJIMUHHUCTpaTopa JuId 10cTyna K web-untepdeiicy MapupyTusaropa u Ui 10CTyla K HacTpoiikam
no nporokosiaM TELNET u SSH, BoccTaHOBUTB 3aBOICKHME HACTPOMKU MapILIpyTH3aTOpa, CO31aTh
WIA HACTPOUTHh ABTOMATHUECKOE CO3JaHHWE PE3epBHONM KOMHMM TeKylled KOHPHUrypaluu o
pacrucaHuiO WJIM BOCCTAaHOBHUTH paHee COXPaHEHHYI0 KOoH(purypauuioo u3 daiina, COXpaHUTh
W3MEHCHHBIC HACTPOWKM B JIHEPrOHE3aBUCUMOM NaMATH, IE€PE3arpy3uTh YCTPOMCTBO, a TaKXKe
U3MEHUTH S3bIK Web-uHTepdeiica.

= < Vndopmauus o cucreme KoHdurypaums &
u
Monb3oBaTenb Hencreue
) 3aBoACKME HACTPOMKK
admin BOCCTaHOBNEHWE 3aBOACKKX HAcTPOEK YCTPOWCTBA
PesepBHas konusa
Hoswiri naponb o CoxpaHeHue Tekylwen Kondurypaumu 8 dann
@ AmHa napons AomkHa bsiTs ot 1 go 31 ASCIT cumBona BoccTaHOBUTL
3arpyska paHHee COXpaHeHHOIU KOHdbUrypaunu B
YCTPOWCTBO
MoaTBepxgeHue napons ©
CoxpaHutb
CoxpaHeHve Tekylei KoHdurypaumm
COXPAHWTB v i purypaul
MNepezarpy3nTb
Mepesarpy3uTb YCTPOWUCTBO
PazHoe TOUKW BOCCTAHOBNEHUS —+
A3bIK
P i Pexum Mo
yecKkni T J o Vs
paboThi YMON4aHMIO
Bpems Ge3geiicTans (B MUHYTaxX)*
5 |:| 1 ABTOMaTHYe... Firewall Het
@ FEcnn BiomodeHa @yHkuma «OCTaBaThcs B CUCTEME», TO M0M1b30BaTe/M He ByAyT D 8 ~ Firewall Her
rnepeHanpasieHbl Ha CTpaHuLly aBTopH3alUii HECMOTPA Ha 3afjaHHOe BPpeMs
be3fedcTeusd.
COXPAHUTb

PucyHok 199. Cmpa+uya Cucmema / KoHgpuaypayus.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

J1yis Toro 4yTOOBI U3MEHHTH MAPOJIb YUCTHOW 3alMCH aJIMUHUCTparopa, B pasnene lNonb3oBartenb
BBeAMTE HOBBIM maposib B ot HoBbIM naponb u NoarBepxaeHue napons. lcnons3yiite
UQpHI, JaTUHCKHE OYyKBbI BEPXHEr0 M HW)KHETO PErucTpa W APYrHe CHUMBOJBI, JTOCTYIHbBIE B
aMEpMKaHCKOM packinagke knapuarypel”’. Haxwvure na 3madox [lokasaTtb (& ), 4ro0bI
orobpasuTh BBeeHHbIE 3HaYeHus. 3areM HaxkmuTe kHonky COXPAHUTD.

3anoOMHUTE WJIM 3alMIIUTE HOBBIA NAapoiib aJAMUHUCTparopa. B ciaydae yTepu HOBOrO
[apoJsis aagMUHUCTparopa Bl cMOXeTe MONyYuTh AOCTYN K HACTPOMKAM MapIIpyTHU3aTopa

! TOJIbKO TIOCJI€ BOCCTAHOBJIEHHUS 3aBOJICKUX HACTPOCK M0 YMOJYAHUIO MPH TOMOIIKN
armaparaor  kHonkn RESET. Takas mporenypa YHUYTOXKHT BCe 3ajaHHBIC  Bamm
HacTPOMKK MapuipyTHU3aTopa.

I[J'I}I TOT0 YTOOBI U3MEHHUTH SI3BIK web-HHTep(beI‘/'Ica, B pasaciic Pa3Hoe B PACKPBIBAOIICMCA CITUCKC

A3bIK BEIOCpUTE HEOOXOAUMOE 3HAYCHHE.

st Toro 4ToOBI M3MEHUTH BPEMsI MPOCTOS, 110 MUCTEYEHUH KOTOPOIr0 MapUIPyTHU3aTOp 3aBEPIIMUT
ceanc pabotel umHTep(eiica, B pasaene Pa3Hoe B mome Bpema 6e3pencTtBusA ykaxurte
HEoOXoauMoe 3HaueHue (B MUHYTax). [1o yMoadaHuio 3aaHo 3HaueHHe 5. 3aTeM HaXXMHUTE KHOTIKY

COXPAHUTD.

B pasnene [leMCTBUE 1OCTYITHBI CIIEAYIONIME KHOIKH:

dneMeHT OnucaHue

Kuomnka JJIs CGpOC& HAaCTPOCK MapuipyTusaropa K 3aBOACKUM

3aBoaCKMe HACTPOMKY ycTaHoBkaM. JlpyruM BapuaHTOM cOpoca HACTPOEK SBISETCS
ucnonb3oBanue kHONku RESET (cMm. pasnen 3aousasa namens, ctp.

21).

Knonka myis coxpaHeHus KoHQUrypauuu (BCeX MapaMmeTpoB
MapuipyTu3aTopa) Ha JIOKaJbHOM JHCKE KOMIIBIOTEpa WU
Pe3sepBHas konus MOJAKIIOYeHHOM K  MapmpyTtuzaropy USB-nakomutene. Cw.
noApoOHOE ONMUCAaHWE CO3JaHHUS pPE3epBHOM KONMUU B paslele
Co3zoanue pezepenoit konuu, ctp 314.

20 0-9, A-Z, a-z, npoGen, !"#$%&'()*¥+,-./;<=>2@[\]"* " {|}~.

CtpaHuua 312 n3 357



DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

dneMeHT OnucaHue

Knonka mms BbiOOpa paHee COXpaHEHHOW KOHQUTyparuu (Bcex

napamMeTpoB MaplIpyTH3aTOpa) Ha JIOKAJbHOM JHCKE KOMIIbIOTEpa
WIM TOAKIIOYEHHOM K MapupyTtusaropy USB-nakonurene u ee
3arpysKu.

YrtoObl  3arpy3uTh KOHQUTYpalMioO C  JIOKQJIBHOTO  JHCKa
KOMITbIOTEpa, B packpsiBatoiiemcs crucke MecTtononoxeHue
cdanna seibepure 3HaucHue JloKanbHasi namATb. Haxwmwure
kHonky BbIBPATb  ®AWMIT  u  crexyiite  MHCTPYKIMAM

BoOCCTaHOBUTHL JAUaJIOrOBOI0 OKHa.

UtoOpl  3arpy3uTh  KOHPUTYypalio ¢  TOAKIIOYEHHOTO K
Mapuipytuzatopy USB-Hakomutesnsi, B pacKpbIBAIOIIEMCS CIUCKE
MectononoxeHune damna Boibepure 3naucane USB-
HakonuTenb W  ONpEACTUTEe  MECTONONIOKeHHe  (aiina

koHduryparmu. Jlas storo Haxkmure Ha 3Hauok IMouck ( Q) B
noje [lyTb. BreiOepute HyXHBIH (aiil W HaKMUTE KHOIKY
BbIBPATD.

st 3arpy3ku koHuryparuu Haxmute knonky MPUMEHUTD.

Knomnka IJIs1 COXpaHCHHUA HACTPOCK B 3HeprOH633BHCHMOﬁ IIaMsATH.

MapuipyTu3arop CoXpaHsieT M3MEHEHHS HACTPOEK aBTOMATHYECKH.
CoxpaHuTb Eciu u3MeHEHHbIE HACTPOMKH HE COXpPaHEHBI aBTOMAaTHUYCCKH, B
[PAaBOM BEPXHEM YLy CTPaHHIBI OTOOPAa3HMTCS COOTBETCTBYIOIIEE
yBEIOMIICHHE.

KHOHKa JJI [Iepe3arpy3Ku CT OﬁCTBa. H N TICPC3arpy3KEe BCEC
MNMepe3arpy3uTb p p}: yerp p p Py
HECOXpaHEHHbIE HACTPOUKU OyIyT yTEepsHBI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Co30aHue pe3epeHoOU Konuu

st co3maHusl pe3epBHOM KONMWMK KOH(HTyparuu yCTpoWcTBa Ha)xkMmMHuTe KHONKYy Pe3epBHas

KonuA B pazzaenc [lencraeue.

MecTononoxexue daiina

USB-HakonuTenb A

() CoxpaHuTb Bpy4Hyio

(® CoxpaHsaTb No pacnucaHuio
MyTb ANA coxpaHeHwna no pacnucanmio®

MyTb He BbIGpaH Q.

Wma caitna*

tar.gz

@ BHimarme! Mpexae yem nzsneys USB-Hakom1rens,
DA3MOHTHPYHTE ero B MeHio 'USB-Hakonutens/

Wropmauns’

PucyHok 200. OkHo co30aHusi pe3epeHoU Konuu.

YToOBI COXpPaHUTHh PE3ECPBHYIO KOMHMIO KOH(PUIYypalid MapIipyTH3aTopa Ha JIOKAJIbHOM JHCKE
KOMITbIOTEpa, B pacKpbiBarolieMcsi crnucke MecTononoxeHue cpanna seiOepuTe 3HAUCHHUC
NokanbHaa namatb u Haxmvure kHoiky COXPAHWUTb. PesepBhasi xomust Hactpoek Oyaer
HaXOIMTHCS B MAIKe 3arpykaemMbix ¢aitioB Bamero Opaysepa.

YToOBI COXpPaHUTHh PE3EPBHYIO KONHMIO KOH(PHUIYpallMH YCTPOWCTBA Ha TONKIIOYEHHBIH K
mapiipytuzaropy USB-Hakomutesnb, B packpeiBatomemcsi crrcke MecTtononoxeHue damnna
BeIOepHTe 3HaueHHe USB-HaKkonNUTernb 1 ycTaHOBHUTE Mepekioyarelis B nojiokeHne CoOXpaHUTb
BpyYHyr. Haxwmure xHomky COXPAHWUTb. B otkpeiBiiemcst okue B moie Uma danna
BBE/IUTE Ha3BaHue JUlsl (aiiia KOHPHUrypaluu. 3areM MEepednuTe B HYKHYIO HalKy U HOKMHTE
kHonky BbIBPATb i coxpanenus ¢aiina.

YT100BI HACTPOHMTH ABTOMATHYECKOE CO3JaHUE PE3CPBHOM KOMMH KOH(HUIYpAIUH YCTPOMCTBA IO
pacHiCaHuio, YCTAaHOBUTE IMepeKiouareib B mnojokeHne COXPaHATb MO pacnuMcaHuIo u
OTpeJIeNTUTE MECTOTIONOKEHNE MankKu ¢ (ailylaMu (IOCTYIHO, €CIM B PACKPHIBAIOIIEMCS CITHCKE
MecTtononoxeHue danna soiaeneto 3nadeHrne USB-HakonuTenb). Jlins 3T0ro HaKMHUTE Ha

smayok Mowmck ( Q, ) B none MyTb ANA coxpaHeHUsA MO pacnMCaHUIO. 3ateM mHepeiinure B

HY)KHYIO manky u Haxkmute kHonky BbIBPATbD.

B none Uma channa seeaure Hassanue mus daiiaa koudurypanuu. Haxmure knonky SAOATb
PACIMUCAHMUE.

B oTkpeiBIIEMCS OKHE 3ajaiiTe MMS paclHCaHMs, a TAaKK€ MHTEPBAT W BPEMs €rO BBITIOJHEHUS
(moapoOHOE omnMcaHue Mmoiei cM. B pasnene Pacnucanue, ctp 322).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Haxxmute kHonky COXPAHUTD.

YroObl M3MEHUTH WJIH YIAIUTh paclicaHKe, HAKMUTE Ha 3Ha4oKk PeAakTupoBaTb pacnucaHue
(®). B orkpeiBmemcs okne Haxmure knonky U3MEHUTb PACMUCAHMUE, wusmenwte

napametpel u Haxkmutre kHonky COXPAHWUTb wmun wmaxvmure xuonky YOAJIUTb W3
PACIMUCAHUA.

B paznene Toukn BocCCTaHOBMEHUSI Bbl MokeTe cO31aTh TOYKY BOCCTAHOBJICHHUS TEKyIIEH
KOH(UTYpAIUH YCTPOWCTBA, & TAK)KE MCIIOIB30BATh ABTOMAaTUYECKU CO3/TaHHYIO TOUKY.

HpI/I KaXXA0OM COXPAHCHUH U3MCHCHHBIX HACTPOCK B 3HepFOHC3aBHCHMOﬁ NaMsITU MapupyTu3aropa
B CHCTEME aBTOMAaTHYCCKH CO3JAeTCs OAHA TOYKa BOCCTAHOBJICHHUSI. Bbl HE MOXeTe PCAAKTUPOBATH
TAKYIO TOYKY.

YT0oOBI cO3MaTh TOYKY BOCCTAHOBIICHHUS BpYUHYt0, HaskmuTe kHONKY JIOBABUTD ( -+ ).

[JobaBneHune X

Mma*

2022-08-12T711:40:42.4257
® KOAMUECTEO CHMBONDE JOM%HO BbiTe He Bonee 32

Mcnonb3oBate No YMONYaHWHD

COXPAHUTb

PucyHok 201. OKHO co30aHusi mOYKU 80CCMaHOBIIeHUS].

B ortkpeiBmiemcs okHe B moie MMSA 3amaiite HazBaHWE TOYKM BOCCTAHOBJICHUS Ui yHOOHOM
uaeHTHGHUKAIUK (MOXKET OBITh MPOU3BOJBHBIM). Ecim HeEoO0XoauMo, COBUHBTE MEPEKIOYaTeib
MUcnonb3oBaTb MO YyMOMYaHUIO BrpaBo, YTOOBI Mociie cOpoca HACTPOCK MapIIpyTH3aTOP
UCIOJIb30BaJl HACTPOMKHU STOW TOYKM BOCCTAHOBJIEHHS B Kaue€CTBE 3aBOJACKHX. 3aT€M HAXKMUTE

kaonky COXPAHUTD.
B cucreme MoxeT XpaHUTHCS 10 8 TOUEK BOCCTAHOBJICHUS.

UroObl BOCCTAaHOBHTH HYXHYI0 KOH(QUIYpaluiO, BBIOEPHTE COOTBETCTBYIOIIYIO  TOYKY
BOCCTAHOBJICHHsT B TaOmuie. B OTKpbIBIIEMCs OKHE BbLIEIHTE CTPOKy BoccTaHOBUTb
KOH(PMrypaumIo i HaKMUTE JICBYI0 KHOIKY MbImH. 3ateM Haxmure kHonky TNEPEUTU u
JOXIUTECH Mepe3arpy3ku MapIpyTU3aTropa.

Urto0sI 3a/1aTh IPyroe UMs ISl KAKOW-THMO0 TOYKU BOCCTAHOBJICHHSI, BRIOEPUTE COOTBETCTBYIOILYIO
CTPOKY B TaOJHIle M HAXXMUTE JIEBYI0 KHOMNKY MBIIIH. B OTKpBIBIIEMCS OKHE BBIICTUTE CTPOKY
NMepenmeHoOBaTb U HAXMUTE JICBYIO KHOIKY MBI, 3aTeM B nojie UMA BBenuTe HeoOXoaumoe
3HaueHue u Haxxmure kHonky COXPAHUTDb.

YroObl ymamuTh KaKylo-IMOO TOUKY, YCTaHOBHTE (hJIaXKOK CJIeBa OT COOTBETCTBYIOIIEH CTPOKHU

tabauibl 1 HaxmuTe kHonky YOAJIUTb (ﬁi ).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoiika maplpyTusatopa

PyKOBO,D.CTBO nonb3oBarens

KoHdurypaumsa KHonok

Ha crtpannie Cuctema / KoHdurypauma KHONOK Bbl MoxeTe perakTHpOBaTh M J00ABIATH
koMmaH bl i1 anmnaparHbix KHomok RESET, WIFI u WPS.

= < KoHdurypaums KOHd)I/IF\/paLl,VIH KHOIMNOK B

KoHdurypaums KHOMoK

Ha naHHol cTpaHuLe Bbl MOXETE HACTPOUTL AECTBMSA annapaTHLIX KHOMOK YCTPOHCTBA.

Reset +

D Komanga [Oeiictene Bpema HaxxaTus KHOMKK
I:l C6pocuTh KOHMIypaLmio U Nepesarpy3nTb YCTPOWUCTBO [nutenbHoe HaxaTue 7-60

Wi-Fi -+

D Komanga [evictene BpeMst HaxxaTus KHOMKK

I:I BxnounTb Wi-Fi [AnuTensHoe HaxaTtue 0-7

WPS +

I:I Komanaa [evicTBne Bpems HaaTtusi KHONKK

D Brnounte WPS [AnuTenbHoe HaxaTve 0-7

NPUMEHWUTb

PucyHok 202. CmpaHuua Cucmema / KoHghuzaypauyusi KHOMOK.

Ha ctpanune ortoOpaxaroTcss KOMaHbl, Ha3HAu€HHbIE KHOMKAM [0 YMOJYaHUIO (HoapoOHOe
omnucaHue paboThl KHOMOK C KOMaHJIaM{ IO YMOJTYaHHUIO CM. B pasaene Buewinuii 6uo
ycempoiicmea, ctp. 19). Bbl MoXxeTe peakTUpOBaTh UM YAAIUTD UX.

YroObl mobaBuTh KOMaHAy Jas  KHomku, Haxwmure kHonky JOBABWUTb (+) B

COOTBETCTBYIOIIEM pa3Jiele.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

JobaBneHne KoMaHAbI X

KomaHga

PyKOBO,D.CTBO nonb3oBarend

CoxpaHeHne Tekylwei KoHpurypaumn

feiictene

[BoiHOE HaMaThe -
COXPAHUTb

PucyHok 203. OkHO 0obasneHusi KoMaHObI.

B oTkpbIBIIEMCS OKHE 3aaiTE CIEAYIOIIUE TapaMETPhI:

MapameTp OnucaHwue

Reset / Wi-Fi / WPS

KomaHpa B packpeiBatoiiemMcs Ciicke BbIOEpUTE KOMaHYy .

B packpeiBatoiieMcsi ciucke BbIOEpUTE JEHCTBHUE ISl BHITIOJHEHUS
KOMaH/IbI.

« OpHoOKpaTHOe HaXaTue — OJHO KOPOTKOE HakaTue Ha

. KHOTIKY JUTUTEIbHOCThIO MEHEE OJTHOM CEKYHJbI.

Oencteue .

° HBOVIHOG HaXaTue — 1Ba KOPOTKUX HAXKATHUA HA KHOIIKY.

° ﬂnMTeanoe HaXaTue — HaXXaTue Ha KHOIIKY B TCUYCHUEC
HECKOIBKUX CeKyHH. [lpm BbIOOpEe OTOro 3HAYCHHS
otoOpaxaercs paznen BpeMsa HaXXaTusa KHOMKMU.

VYKaxxuTe WHTEpBall BpeMeHHU (B CEKyHIax), B Mpeaenax KOTOPOro
Bpemsa HaxaTus KHOMKW| HEOOXOAMMO yAEp)KHUBaTh KHOINKY JUISL BBINOJHEHHS 3aJaHHOTO
nercteus. Bul Mmoxete 3agars 3HadueHust ot 0 1o 60.

Haxxmure kHonky COXPAHUTD.

UrtoObl 3a/1aTh Apyrue mapameTpbl Uisl Kakoi-T11u00 KOMaH[bl, BhIOEpUTE HEOOXOIUMYIO CTPOKY B
Tabnuie. B OTKphIBIIEMCS OKHE HM3MEHUTE HEOOXOIMMBbIE MapaMeTpbl W HAXMHUTE KHOIKY

COXPAHUTD.
YT1oObI yIamuTh KOMaHIy, YCTaHOBUTE (MIaXKOK CJeBa OT COOTBETCTBYIOICH CTPOKH TaOJMIIBI U
naxmute kaonky YOAJIUTb ([1]).

[Tocne 3amanust HEOOXOAUMBIX MapaMeTpoB Ha crpanuie Haxmure kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

O6HoBneHue NO

Ha crpanunie Cuctema / O6HoBneHune MO Bri MoxeTe 0OHOBUTH BHYTPEHHEE MPOrPaAMMHOE
obecrieyeHre MapIIPyTH3aTOpa, a TaKkKe HACTPOUTh ABTOMATHYECKYIO IPOBEPKY HAIHYUSI
oOHoBnenuit 1y [10 ycrpoiicTsa.

Oo6uoBnenne BHyTpeHHero 110 MappyTu3aropa pEKOMEHIVETCS BBIOIHATE TOJBKO IIPU
[ ] IPOBOJTHOM MOJKIIOYCHUN MapIIPyTH3aTOPa K KOMIBIOTEPY.

= < Wndopmaumn o cucteme O6HoBnenue MO i
JlokanbHoe o6HoBNEHUE YaaneHHoe o6HOBNeHWe
@ Texywas sepous 110: 4.0.0 Anpec cepeepa 06HOBNEHUIA

)7 BOCCTaHOBWTb 3aBOACKME HACTPOHKK Nocne 06HOBNEHUS fwupdate.dlink.ru
no
LOBABUTH

BbIBPATb ®AW/... Daiin He BbIbpaH
@ AsToMaTuuecku NpoBepsTL OGHOBNEHUS

WHTepBan (B cexkyHaax)*

43200

@ ®arin obrosnenus MO oTCYTCTBYET Ha yAaeHHOM cepsepe

NPOBEPUTE OBEHOB/EHWUA

PucyHok 204. Cmpa+uua Cucmema / O6HoeneHue [10.
Texymias Bepcust BHyTpenHero [10 ycrpoticTBa otoOpakaercs B mojiie Tekywasa sepcus M0O.

[Io ymomuaHWI0O B CHCTEME HACTPOCHAa aBTOMAaTWYEeCKas TMpPOBEpKa HAIM4YUs OOHOBIEHUI
BHyTpeHHero [10 mapmpyTuzaropa.

Ecin oOHOBIEHHE AOCTYIIHO, B IIPAaBOM BEPXHCEM YIIIy CTPAaHHUIIbI 0T06paSI/ITC$I COOTBCTCTBYHOLICC
YBCOAOMIJICHHUC.

YToOBI OTKIIOYUTH ABTOMAaTHYECKYIH0 MPOBEPKY OOHOBICHHMH, B paszaene YaareHHoe
OGHOBMEHMe cIBHUHBTE TIepeKoyaTel ABTOMaTMYECKU NPOBEPATL OOGHOBIEHWUS BIIEBO U
naxmure kHonky MPUMEHUTb HACTPOWMKM.

YT0oOBI BKIIFOUUTH ABTOMAaTHYECKYO TPOBEPKY OOHOBIICHHIA, B pa3neie YaaneHHoe o6HOBMeHue
CIBUHBTE IepeKiouareis ABTOMATMYECKU MPOBEpPATb OOHOBMEHUs BrpaBo. B momne
WHTepBan 3anaiite nepuoa BpeMeHH (B CEKYHAAX) MEXK/Iy MPOBEPKaMH MITH OCTaBbTE 3HAYCHHUE T10
ymomdanuto (43200).

B mone Aapec cepBepa OOHOBMEHMW 1O yMONYAaHHIO yKa3aH aapec cepBepa OOHOBICHUIA
D-Link — fwupdate.dlink.ru. UYrtoObl 100aBUTH e€ImIe OOUH aApEC, HAKMHUTE KHOIKY
OOBABWUTb u BBenute ampec B oroOpasuBiieiicss cTpoke. UToObl ymaquTh ajpec, HaXKMHTE

kaonky YOAAJIUTb (ﬁ) B CTPOKE ajpeca.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Hasxwmute kaorky TPUMEHUTb HACTPOMKM.

Ber moxere o00HOBUTH BHyTpeHHee [IO wmapmpyTuszaropa JOKaIbHO (C KECTKOTO JHCKa
KOMITBIOTEpA) WK YIAJICHHO (C cepBepa OOHOBICHUH).
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

JlokanbHOe o6HOoB8/1IeHUe

Baumanue! Bo BpemMsa OOHOBIEHHS INPOrPAMMHOIO 0O0ECIIEYeHUs HE OTKIIYanTe
[IMTAaHUE MapIIPyTU3aTopa. ITO MOXKET HOBJIEYD 3a COOOM BBIXOJ YCTPONCTBA U3 CTPOSL.

st nokanmeHOTO 0OHOBIeHUS [10 MapmpyTH3aTopa BEITIOTHUATE IEPEUNCICHHBIC HIDKE IEHCTBHUS.

1.
2.

Ckayaiite (haiin ¢ HOBOI BepcHei mporpaMMHOro obecrieueHus Ha caiite www.dlink.ru.

Ha crpanunie Cuctema /| O6HoBneHue O B pasgene JlokanbHoe ob6HOBReHue
naxmure kHonky BbBIBPATb ®AWMI, 4ro6bl ompeeinTs MECTOMONIOKeHHE (aiima ¢
HoBol Bepcuei I10.

Ecnmu Bbl xotute mnocne oOHOBieHust BHyTpeHHero IIO mapmpyrtusatopa cpasy
BOCCTAaHOBHTH 3aBOJICKME HACTPOMKH, CIBUHBTE TNepekiouarens BoccTaHOBUTb
3aBoAckue HacTpouku nocne o6HoBneHus MO snpaso.

Haxxmure knonky OBHOBUTbD MMO.

Joxnurech nepe3arpy3kyu MapLpyTu3aTopa (IoJaTopbl-ABE MUHYTHI).

Beenurte ums nosib3oBarens aiMUHHCTparopa (admin) u TeKyIIMd mMapoiib IS A0CTyNa K
web-uHTepdeiicy.

Ecnu nocne o6HoBienust BHyTpenHero 10 mapuipyTusarop He paboTaeT KOPPEKTHO, HEOOXOAUMO

BOCCTAaHOBHUTh 3aBOJCKME HACTpoiiku ycrpoictBa. Jlns »toro Ha crpanune Cuctema |/
KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokauTech Iepe3arpysku
MapIIpyTHU3aTopa.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

YOaneHHoe o06HO8/1I€HUE

Baumanue! Bo BpemMsa OOHOBIEHHS INPOrPAMMHOIO 0O0ECIIEYeHUs HE OTKIIYanTe

u OUTAaHKE MAapIIPYTHU3aTOPa. DTO MOKET IMOBIEYD 34 COOOM BBIXO YCTPONCTBA U3 CTPOSL.

s ynanennoro ooHosieHust [10 mMapmpyTr3aTopa BEIIOTHUATE IEPEUNCIICHHBIC HIDKE JEHCTBUSA.

1. Ha crpanune Cuctema / O6HoBneHue MO B pasnene YaaneHHoe oGHoBreHue
naxxmute kHonky MPOBEPUTb OBHOBJIEHUA, uto6sr y3uath, cymiecTByeT in HOBas
Bepcus [10.

2. Haxwmure kuonky OBHOBWUTb MO (kHomka oToOpakaeTcs: Mpu HaJIWYUK HOBOW BEPCHH
MIPOrPaMMHOTO 0OCCIICUCHHS).
3. Joxaurtech nepesarpy3ku MapupyTusaropa (I1oJaTOpbl-IBE MUHYTHI).
4. BaeauTe uMs MoJib30Barels afMHUHUCTparopa (admin) U TeKymMid mapoib A JOCTyna K
web-uHTepdeiicy.
Ecnu nocnie o6HoBienust BHyTpenHero 10 mapuipyTusarop He paboTaeT KOPpEeKTHO, HEOOXOAUMO
BOCCTAaHOBHTh 3aBOJCKHE HACTpoiiku ycrpouctBa. Jlns storo Ha crpanune Cuctema |/

KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokauTech Mepe3arpysku
MaplIpyTU3aTopa.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

PacnucaHue

Ha crpannne Cuctema / PacnucaHue Bbl MoxeTe HACTPOHTH BKJIFOYCHHE/BBIKIIOUCHUEC
OecripoBogHOi cetn M Wi-Fi-QpuibTpa, aBTOMaruyeckyro Iepe3arpy3Ky yCTpPOHCTBa IO
pacrucaHmIo, a TAK)Ke HACTPOUTh paclucaHue paboThl MPABUI U HACTPOEK MEXKCETEBOI0 IKPaHa.

He[zeg! CO31aHUEM PACTIMCAHUA HGO6XOZ!I/IMO HAaCTPOUTHL aBTOMATUYCCKYIO CUHXPOHU3AIUIO

! CHCTEMHOTO BPEMEHH C CepBepOM BpeMeHU u3 cetw MHTepHeT (cM. paznen Cucmemmoe

epema. ctp. 340).

£ O6Hoenenne N0 PacnuncaHue

ABTonepesarpyska

CocroaHne OTKHYEHO

NEPE3ArPY3KA MO PACMWUCAHWIO

Bce 3agaHma +

HET HW ogHoOro 3agaHnA no pacnucaHn

PucyHok 205. CmpaHuya Cucmema / PacnucaHue.

UtoOBl HACTPOUTH ABTOMATHYECKYIO IIepe3arpy3Ky yCTPOMCTBAa 10 pACIUCaHUIO, B pasjele
ABtonepe3sarpy3ka naxxmute knonky MEPE3AMPY3KA MO PACIMACAHUIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

Bbibop pacnucaHus X

3anaHwe GyneT BbINONHATLCA, TONBKO ECM CMCTEMHOE
BpeMs YCTPOIACTBA CMHXPOHU3MPOBaHO ¢ NTP-cepeepoM.

PyKOBO,D.CTBO nonb3oBarens

CucrtemMHoe Bpemst: 2 nexabps 2022, 18:18

Pexum

YNpOLWEHHbIA PEXXUM -

Mmsa pacnucaHusa™

(D Kom4ecTso ciMBO/0B AOAXHO BblTb He Gonee 32

MHTepBan BLINONHEHUS!

Kaxaeiv geHs -

Yac (0-23) MuHyTb! (0-59)

Bpema 0 : 0

(D pin BBOAE HECKO/bKHX NAPAMETPOB HCMIONb3YHTE CHMBOA <, »
wm «-» (Hanpumep, «2, 5, 12» i «2-12»)

PucyHok 206. OkHO Hacmpoliku asmomMamu4yeckol rnepesagpy3ku ycmpolicmea rno pacrucaHuro.

B otkpsiBiieMcst okHe B mojic CUCTEMHOE BPeMSA 0ToOpakacTcsi CHCTEMHOE BPEMS YCTPOMCTRA.
B packpeiBaromemcs criiricke PeXXum Bor MokeTe BoIOpaTh YNPOLWEHHbIW PEXUM pacriicaHus |
3aJ1aTh CIEAYIOIIUE apaMeTPhI:

MapameTp OnucanHue

YNpoLweHHbIN peXxum

3amaliTe HasBaHHE paclUcaHus I YIOOHOW HIEHTHU(UKALMH.
Uma pacnucaHus P Y ¢
MoxeT OBITh TPOU3BOITHHBIM.

3aaiiTe NEpUOJUYHOCTH Mepe3arpy3Ku yCTpONCTBa.

* Kaxablh AeHb — mpu BeIOOpE 3TOTO 3HAYCHHUS B paszeie
oroOpakaercs mosiec Bpems.

WHTepBan BLINONHEHMs  Kaxpayro Hepenw — mpu BbIOOpPE 3TOr0 3HAYCHHS B
pasjene OTOOpaXkarOTCs HA3BaHWS JHEW HEOead W IoJe

Bpewms.

*  Kaxpabln mecsil — nipu BbIOOpE TOTO 3HAYCHUS B pasjielie
orobpaxarorcs nosist [leHb mecsiua u Bpems.

Bpems VYkaxkute BpeMsl mepe3arpy3ku yCTPOMCTBa.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Bribepute neHb WM JAHU HEAENIW, B KOTOphIe OyIeT MPOUCXOIUTH
OHu Hepenun aBTOMaTHYeCKasl mepes3arpyska ycrpoucTsa. i1 3Toro ycraHoBUTE
(koK ciieBa OT COOTBETCTBYIOIIETO 3HAUCHHUSL.

VYkaxure 4uciio Mecsana. Bel MoxkeTe yka3arb OJHO WJIM HECKOJIBKO
OeHb mecsina

3HAYEHUN Yepe3 3aIATyIO.

B pacmimpennom pexume Bpl MokeTe 3aaarh Oonbllle mapaMeTpoB JUIsl pacIUCaHMs, HUCIONIb3Ys
dopmar crpoku cron. Jlns astoro BbeiOepuTe 3HaueHHe PacCWMPEHHbIN peXuM B
packpbiBaroiiieMcs criucke PeXWUM u 3amaiite HeOOXOAMMbIC 3HAYECHUS B OTOOPA3UBIIMXCS IMOJISX.
Bel MoOxere yka3arb OIHO WJIM HECKOJBKO 3HAUCHUM uYepe3 3amaTyro. Bel Takke Moxere
UCIIOJIh30BaTh CUMBOJ * (3BE3/10YKa), YTOOBI 33]aTh TIOJHBIN AMAa30H BO3MOKHBIX 3HaYeHHA. [1pn
srom nonie PacnucaHue 3zamonuutcs aBromarnyecku. B mone UMA pacnucaHua 3anaiite
Ha3BaHUE PACIIMCAHUS JJIs yIOOHOU uaeHTU(DHUKAIIMH (MOXKET OBITh TTPOU3BOJIBHBIM).

Haxxmure kHonky COXPAHUTD.

UroObl M3MEHUTH pacIMCaHHE aBTOMAaTWYECKOW Iepe3arpy3ku, B paszneiic ABTOnepesarpyska

Haxmure kHOoKy USMEHWUTb. B oTkpbiBiieMcss OKHE HM3MEHHUTE HEOOXOMUMBIC MapaMeTpbl U
Haxxmure knonky COXPAHUTD.

YToOBI OTKJIIOYHUTE ABTOMATUYCCKYIO IICPE3arpys3Ky YCTpOﬁCTBa o pacClinuCaHulo, B Pas3aciic

ABTtonepe3sarpy3ka naxvute knonky ASMEHWUTD u B oTkpbiBiieMcs OKHE Ha)KMHUTE KHOIIKY
BbIKIMIOYUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

YT0o0BI cO3AaTh pacmlucaHue Ui 3aaHus Ha MPUMEHEHHE KaKoro-Iu0o MpaBHiIa WM HACTPOUKH
MEXXCETEBOr0 3KpaHa, BKIIOYEHHE/BBIKIIIOUeHHE OecripoBogHol cetn uiau  Wi-Fi-¢puibrpa, B

pasznene Bece 3apgaHusa naxvute knonky [JOBABUTb (+ ).

PacnucaHue X

3apaHne ByAeT BbINONHATHCA, TONBKO EC/M CCTEMHOE
BPEMA YCTPOHCTBA CMHXPOHM3MpoBaHo ¢ NTP-cepsepom.

CucteMHoe Bpems: 2 nekabps 2022, 18:18
) BbinonHATL 3aAaHKe No pacnucaHu1io

Pexim
YNpOoLWEHHBIA pexum v
Wms pacnucaHus®

@ Konmnyectso cumBonos JOMKHO bbITs He 6onee 32

MHTEDE&H BbINONHEHWA

Kaxabii neHb -
Yac (0-23) MunyTsl (0-59)
Bpema 0 : 0

@ [py BBOAE HECKO/LKMX NAPAMETPOB HCIIONL3YITE CHMBON «,»
it «-» (Hanpumep, «2, 5, 12» wm «2-12»)

AnuTenbHOCTb
Yacos* MunyT* CexkyHp*
0 0 30

PucyHok 207. OkHo GobasrneHusi pacriucaHusi Ot 3a0aHusl.

B otkpeiBuiemMcst okHe B mojie CUCTEMHOE BPeMSA 0ToOpakaeTcsi CHCTEMHOE BpeMsl yCTPOUCTBA.
Bb1 MoxeTe BBIOpaTh YNPOUICHHBIH PEXHUM pacnucaHus. i 5TOro B pacKpbIBAIOIIEMCS CIIUCKE
Pexum Bribepute 3HaucHie YNPOLWEHHbIN PEXWUM U 3a/1aiiTe CIeAYIONIHE TapaMeTPhI:

MapameTp OnucaHwue

BbINONHATbL 3agaHne | UTOOBI aKTMBMPOBATh 3a[aHKE, CIBMHBTE [IEPEKIIOYATEb BIIPABO.

no pacnmucaHuto YToOBI OTKIIFOUUTD 3a/IaHKE, CIBUHBTE TIEPEKITIOUATEND BIIEBO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

YNpoLueHHbIN pexum

3ajmaiite Ha3BaHME paclUCaHUs I YIOOHOH HACHTU(UKAIHH.

Uma pacnucaHusn
MoxeT OBITh IMMPOU3BOJILHBIM.

3aﬂaﬁTe MNEPUOJANIHOCTD BBIIIOJIHCHHUA 3aJaHHA.
*  Kaxayro MUHYTY.

* Kaxablh 4yac — mpu BbIOOpE ITOTO 3HAYECHUS B pasjieie
orobpaxaercs noie Bpems.

* Kaxpbln geHb — npu BeIOOpE ITOTO 3HAYCHUS B pasiese

WHTepBan BbinonHeHus
orobpaxaercs noie Bpems.

+ Kaxayro Heaento — rpu BEIOOpE 3TOTO 3HAUEHHS B pas3jiesie
oToOpaXkaroTCs Ha3BaHMs THEH Henenn u nojie Bpems.

*  Kaxabin mecsily, — npu BEIOOpE 3TOTO 3HAYEHHS B pasjiese
otobpaxarorcs noist [leHb mecsia u Bpems.

.U‘.l'l UTeNbHOCTb Vkaxure MPOAOJKUTCIIbHOCTD BBLIITOJIHCHUA 3a/IlaHHA.

BpeMﬂ Vkaxure BPCMs BBIIIOJIHCHUA 3aJaHHUA.

BBIGCPI/ITG ACHb WJIM OHHU HEACIIU, B KOTOPLIC 6YI[6T BBITIOJIHATHCA
OHn Hepenu 3amanme. Jlms  oToro  ycraHoBuTe — (prmakok  cieBa  OT
COOTBETCTBYIOIIETO 3HAYCHHS.

Vkaxute 4nuciio mecdna. Bel MOXKeTe yka3aTb OJHO WJIM HECKOJIBKO
[deHb mecsiua

3HAUYCHUH Yepe3 3amsiTylo.

B pacmimpennom pexume Bpl MokeTe 3aaarh Oonbllie TapaMeTpPOB ISl paCIUCAHUS, UCIIONbB3Ys
dopmar crpoku cron. Jlius atoro BeiOepuTe 3HaucHHe PacCWMPEHHbIN pPeXuM B
packpbiBaroremMcst crincke PeXUM u 3amaiite HEOOXOAMMBIC 3HAYCHUS B OTOOPA3HMBIIUXCS TTOJISX.
Bel MoOxeTre yka3arb ONHO WJIM HECKOJbKO 3HAUCHUN 4Yepe3 3amaTyr. Bbl Takke MoOxere
MCITIOJIb30BaTh CUMBOJI * (3BE3/10YKa), YTOOBI 33/1aTh MOJHBIN JUANa30H BO3MOXKHBIX 3HaueHUH. [Ipu
stoM moiie PacnucaHue szamonHutcs aBToMatuuecku. B mome UMSA pacnucaHua 3anpaiite
Ha3BaHUE paCIUCaHus A y100HO! uaeHTUu(UKAUU (MOXKET ObITh IPOU3BOJILHBIM).

Bbl Takke MOXKETE UCIOJNB30BATh KAJEHIAPHBIA PEXUM JJIl HACTPOMKHM pacnucaHusa. i sToro
BeIOcpuTe 3HaueHne KaneHaapHbIN peXnuMm B packpsiBaroniemcs crircke PexXum. B more UmaA
pacnucaHuva 3ajiaiiTe Ha3BaHWE paclUCaHus i YIOoOHOW wuaeHTH(GHUKAIUU (MOXET OBITh
NPOM3BOJIBHBIM). B Tabnuile BbICIHTE SYCHKH, COOTBETCTBYIOIIME HEOOXOMUMBIM YacaM M JIHSAM
Henenu. YToObl yOpaTh BBIJICICHHUE C SYCHKY, HAKMHUTE Ha Hee emle pa3. UToObl yOpaTh BhIICICHHE
CO BCex stueeK M BHIOparh apyrue, Haxmure kHonky CBPOCUTb HACTPOWKWU u Beienute
HOBBIC STYCHKH.

Haxxmure kHonky COXPAHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Yr1oObl 3amaTh Jpyrue mapaMeTpsl Ul pacnucaHus, B pasiene Bce 3apaHus BeiOepute

COOTBETCTBYIOILYIO CTPOKY B Tadiuie. B OTKpBIBIIEMCs] OKHE M3MEHUTE HEOOXOMMMbIC APaMETPhI
u Haxkmute kHoky COXPAHUTD.

YrtoObl ymanmuTh pacnmcaHue, B pasnene Bce 3apaHuA  ycraHoBuTe (uiakok cieBa  OT
COOTBETCTBYIOIIEH cTpokyu Tabmuie! 1 HaxvuTe kaonky YOAANUTb ([i)).

YroObl HA3HAUUTH CYLIECTBYIOIIEE PACIIUCAHUE IS 3aJJaHNs HAa IPUMEHEHUE KaKoro-110o npasuia
WIN HACTPOMKU MEXKCETEBOTO 3KpaHa, BKIIIOUYEHHUE/BBIKIIIOUECHHE OecrpoBOogHON cetn uiau Wi-Fi-
¢buibTpa, nepeiuTe Ha COOTBETCTBYIOLIYIO CTpaHUIly web-uHTepdelica ycTpoiicTsa.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n
nopaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,D.CTBO nonb3oBarens

HacTpoiika maplwpyTusaTtopa

XXypHan cobbiTuni

Ha crpannne Cuctema / XypHan coObITUMA Bbl MoxeTe HAacTpOMTh MapaMeTphbl KypHaia
COOBITHIA, a TaKKe HACTPOUTH Iepenady >KypHana Ha BHemHud y3en u USB-Hakomurens,

HOI[I(J'IIO‘-IGHHBIIZ K MapmpyTu3aropy.

= < Pacnucanve XypHan cobbITnia

XypHanuposaHmne

Bibl MOXETE HACTPOWTE NapaMeTphl ¥ypHana cobeITHiA.

® srnounts
Tun
NokansHLIA W yoaneHHbIA A
@ Hyproa cofeimull xpOHUMCA 8 ROMEMI MOpLWpYmUEamopa U nepedoemoa Ho

yzea, sodormeil & nose "Cepeep”

Mopr*

914

3annce Ha USB

Bbl MOXETE HACTROWTE Nepedady xypHana cofeimi Ha USB-
HAKONKTENE, NOAKAKYEHHEIA K MAPLWPYTHIaTOpRY.

. CoxpaHATb ®ypHan Ha USB-Hakonutens

e

fusb1_1 Q,

Mms dakina®

log

NPMMEHWTE

Hactpoiikn

YpoBeHe

WHhopmMaumoHHsle coobleHna -

USB-HakonnTens

JetFlash TS2GJFY30

g PA3MOHTHPOBATb
'{J Le;;'laszh T52GJFV30 PA3MOHTMPOBATb

@ Npexcde sew uagseve USE-woxonumens, poamoHmupyime ezo

MaxcumaneHeIid paamep oaHoro daiina (B kunobaiTax)*
G_} 0 - RenzpariqenHEl] poavep godam

KonWuecTED CoXpaHAeMalx pafinos

1

PucyHok 208. Cmpa+uya Cucmema / XypHan cobbimull. Bknadka Hacmpolku.

Yto0Bl paspemnth (HOPMHUPOBAHUE KypHana COOBITHI, mepeiiaure Ha BriIaaky HacTpouku u

CABUHBTC MCPCKIIIOIATCIIb Bknountb BIIpaBoO. 3arem 3amaiTe HCO6XOILI/IMI>IG napamMeTpBhl.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

XypHanupoBaHue

B packpeiBaromemMcst  CIIUCKE  BBIOEPUTE HEOOXOMUMBIH  THII
KYPHAIMPOBAHUS.

* JlokanbHbIA — >XypHaln COOBITHH XpPAHUTCS B IMaMSTH
mapiipytusaropa. Ilpu BbiOope 3TOro 3HA4YeHUS MO

T CepBep u lNopT He oToOpakaroTcs.
mn
* YpaneHHbIW — >xypHaln COOBITHH TIepeaeTcss Ha y3ell,

3aganHbii B oae CepBep.

* JlokanbHbIW U yAANEHHbIN — XypHAIl COOBITHI XPaHHUTCS
B IMaMSTH MapIIpyTH3aTopa W MepeaaeTcs Ha y3el, 3adaHHbIin
B niosie CepBep.

Tun coobuieHuit U NpenynpexaeHuid, KOTopble OyIyT 3aHOCUTHCS B

YpoBeHb .
KYpHaJ COOBITHH.

IP- unmun URL-aapec y3ma u3 JIOKaJIbHOW WM INIOOANBbHOM ceTH, Ha
KOTOPBII OyJeT nmepeaaBaThCst )KypHasl COOBITHH.

CepBep

[opr y3na, 3amannoro B moie CepBep, Ha KOTOpbId OyneT
MopT nepenaBarbes KypHasl coObiTuil. [1o ymMomuaHuio 3a1aHo 3HaYeHHE
514.

3anucb Ha USB

Ecnu x wmapumpytuzaropy noaxmoueH USB-Hakomutenb, B mose

oToOpakaeTcs ero Ha3BaHUeE.
USB-HakonuTtenb
Uto6nr 6e30onmacHO OTKIHOUMTh USB-HakomuTenb, HAKMHUTE KHOMKY

PASMOHTUPOBATbD.

CnBUHBTE TEpEKIIIoYaTeb BIPaBO, YTOOBI YCTPOMCTBO MepenaBao
JKypHaJl coObITHII Ha moakmoueHHbI USB-nakonutens. [Ipu sTom
Ha cTpaHmie orobpaxatorcss moiast  [yTb, Wma danna,
MakcumanbHbIM pa3mep opgHoro chamna u KonuyecTtBo
coxpaHsieMbix hannos.

CoxpaHATb XypHan Ha
USB-HakonuTenb

Haxmute Ha 3Hauok Mowuck ( Q,), pacmonoxeHnslii crpasa oT

MyTb HoJisi, 4TOOBI OMPEICTUTh MECTOIOJIIOKEHUE IallKh, B KOTOPYIO
OyIoyT coxpaHAThes (ailiibl )KypHasia COOBITUH.

NUma danna Hazpanue s ¢aitioB xypHasia COOBITHA.

MakcumanbHbIM pa3Mep| MakcuMaibHbIH pasmep (B KuiobOaiiTax) omHoro daitna xypHaia
ogHoro dauna COOBITHIA.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBOﬂCTBO nonb3oBartens

MapameTp OnucaHue

MakcuManbHOE KOJIMYECTBO (haillioB, KOTOPHIE YCTPOWCTBO MOXKET

3anucate Ha USB-nakonutens. Ilpu mnpeBblllieHUH 3aJaHHOTO

Konu4yectBo KOJTM4YecTBa (ailll, comepKalliii caMble paHHUE 3alHCH JKypHaja,
coxpaHsieMbIx pannoB | mnepe3anuckiBaeTcs. [loje MOCTYNMHO Ui peJaKTUPOBAHUS, €CIIH B
noie MakcumanbHbIM pa3mep opHoro ¢anna ykasaHo
3HaYeHUE OOJIBIIIE HYIIA.

[Mocne 3apanmst HeOOX0AUMBIX 3HaYeHUH Haxkmute KHOonKy MPUMEHUTD.

YT1o0OBbl 3ampeTuTh (OPMHUpPOBAHHE >KypHaja COOBITHIA, CABHHBTE IepeKiIouaresib BKAYUTL
BiieBo u Haxkmute kHonky MPUMEHUTb.

YToOBI MPOCMOTPETH )KypHAI COOBITHIL, TIepeliauTe Ha BKiIaaky XKypHan.

£ Pacnucanue XypHan cobbITnin

XKypHan

OEHOBWTL  3KCMOPT B ®AAN

:49 [INFO] dhcp opt print[7716]: Option(1): 755 255.255.0

:49 [INFO] dhcp_opt print[7716]: Option(3): 192 1.

:49 [INFO] dhcp_opt print[7716]: Option(6): 1.1.1.1 1.8.8.1

:49 [INFO] dhcp opt print[7716]: Option(51): 600

:49 [INFO] dhcp opt print[7716]: Option(54): 192.168.161.1

:49 [ DBG] update udhcpc[7716]: action=renew; stop on fail=0;

vice.Network.Inte Ethernet.2.;
7 17:19:25 [NOTE] AUTH[7 Attempt to proceed a RPC with invalid token: 125e9c85-b930-4b79-95f6-cde95f024714
7 17:19:25 [NOTE] AUTH[ Attempt to proceed a RPC with invalid token: 125e9c85-b930-4b79-95f6-cde95f024714

:23:49 [INFO] udhcpc[4 sending re ] 51

:49 [INFO] udhcpc[4 ase of 192.168.161. obtained, lease time 600

:49 [ DBG] update_udh [8641]: action=send renew; stop on_fail=0;

vice.Network.Interf Ethernet.2.;

:49 [ DBG] renew[86 default gateway=192.168.161.1

:49 [ DBG] DynPortMap[8649]: could not open lease file: /tmp/miniupnpd/1.lease

:49 [INFO] dhcp_opt_print[8643]: Option(l): 5 .6

:49 [INFO] dhcp_opt print[8643]: Option(3):

:49 [INFO] dhcp_opt_print[8643]: Option(6): 1.1

:49 [INFO] dhcp opt print[8643]: Option(51): 600

:49 [INFO] dhcp opt print[8643]: Option(5 192.168.161.1

:49 [ DBG] update udhcpc[8643]: acflon renew; stop _on fail=0;

vice.Network.Interface.Ethernet.2.

3 [ ERR] d_url _parse[8738]: Can'r parse scheme in url=;
a RPC with invalid token: ba2eb528-752 c2-8cbe-75304424360a

U ) a RPC with invalid token: ba2 2 -8cbe-75304424360a
8 [ ERR] d url_parse[8928]: Can't parse scheme in url=;

PucyHok 209. CmpaHuya Cucmema / XXypHan cobbimul. Bknadka XKypHan.
Jist oToOpaxkeHust caMbIX TOCIIeAHUX coObIThii Haxkmute kHonky OBHOBUTD.

Jnis 3anmucu KypHasa COOBITHI B (aiil Ha JIOKaJbHOM JHUCKE KOMIBIOTEpa HAXMHTE KHOIIKY
AKCTOPT B PAWII. daiin Oyaer HaXOAUTHCS B MMaIKe 3arpykaemMbix (aiioB Barirero Opaysepa.

Ctpanuua 330 ns 357



DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

MuHr

Ha crpanunie Cuctema / MNMuHr Bol MokeTe MpOBEpUTHh AOCTYMHOCTh KaKOTO-THOO y37da B
JIOKaJbHOM MM I100aJbHON CeTH C MOMOIIBIO YTUINTHI Ping.
Yrunuta Ping ormpaBisier 3X0-3alpochl yKa3aHHOMY Y31y CeTH U (DUKCHpYeT MOCTYMarolue

OTBCTHEI.

= < KypHan coBbitnii MuHr B
MnHr
Bbl MOXeTe NpoBEpUTE JOCTYNHOCTL Kakoro-nubo Y3na B NOKANLHOR WK roBanbHoi ceTk ¢ NOMOLLHY YTHANTLI piﬂg.

KonuyecTeo nonbirok™

3 IPv6 BONbLUE HACTPOEK

CTAPT OYUCTUTE

PucyHok 210. CmpaHuya Cucmema / lNuHe.

J1st IpoBEepKU TOCTYIMTHOCTH KaKoTo-1u00 y3ia BBenute [P-anpec ninm ums storo y3na B moie XoCT
U 3a/1aliTe KOTUYECTBO 3apPOCOB, KOTOPbIE OyIyT OTIPABIEHBI JIJIsl TPOBEPKU JOCTYMHOCTH, B TOJIE
KonuyecTtBo nonbITOK. Eciu 11 NpOBEpPKH TOCTYITHOCTH HEOOXOIUMO MCIIOIh30BaTh MPOTOKOI

[Pv6, cneunbTe niepexitouarens IPV6 Brpago.

YToObI 3a1aTh TOMOJIHUTENbHBIC HacTpoiiky, HaxxmuTe kHonky BOJIBLUE HACTPOEK.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Pazmep naxeTa (B OaiTax)™

56

@ 33A3ET KOTHYECTED OFHT JaHHBE, KOTOpoE Byger

OTIIOIEAEHD

PucyHok 211. CmpaHuya Cucmema / NMuHe. OKHO oronHUMernsHbIX Hacmpoex.

B ortkpeiBiemMcst okHe B nojie Pa3mep nakeTa 3anaiite 00beM JaHHBIX (B 0aiTax), mepeaaBaeMbIX
B 3anpoce. B noie OxxnaaHue oTBeTa yKaxuTe Iepruoj 0XKUIAHHs OTBETa Ha 3alIpOC B CEKYH/aX.
YroObl BOCCTAaHOBUTH 3HAYCHMs TOJIEH, 3aJaHHBlE 110 YMOJYAaHUIO, HAXKMUTE KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocne 3a1aHust JONOIHUTEIBHBIX TApaMeTPOB HaxxMuTe KHONKY OK.

Yto0b! 3amycTuTh mpoBepky, HaxmuTe kHOnKy CTAPT. Uepe3 HekoTopoe BpeMsi Ha CTpaHUIIC
0TOOpa3UTCs Pe3yNIbTaT MPOBEPKU.

Ecnu Bam HeoOxomumo tipepBath mpoBepky, Haxxkmute kHonky OTMEHWUTD (kHonka cranoButcst
JIOCTYITHOW C MOMEHTA 3aIyCKa IIPOBEPKH).

UYrtoObl yaamuThk pesynbrar npoBepku, Haxxmure knonky OYUCTUTD.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

TpaccmpoBKa MapLupyTa

Ha crpanuinie Cuctema / TpaccupoBKa MapupyTa Bbel MokeTe OmpeneauTh MapiipyT
CJIETOBaHUS JAHHBIX JI0 KAKOTO-TMOO0 y3J1a CeTH C MOMOIIBI0 YTUIIUTHI traceroute.

& Nuwr TpaccupoBka MapLupyTa &

TpaccupoBKa MapLupyTa

Bbl MoXeTE ONpejennTe MapLpyT CnefjoBaHWA AaHHbBIX 40 Kkakoro-nnbo ¥3na CeETW C NOMOLLBH YTUNWUTEI traceroute.

IPv6 BONbLUE HACTPOEK

PucyHok 212. CmpaHuua Cucmema / Tpaccupoeka mapuwipyma.

Jnis onpeneneHus MapuipyTa ciieloBaHus BBexuTe ums wim IP-agpec xakoro-nubo ysnia B moje
XocT. Ecnu 1 onpesiesieHus MapiipyTa cieoBaHHs HEOOXOANMO MCIIOIb30BaTh MPOTOKONI [PV6,
cnBuHbTE nepekmodaresb IPv6 Bopago.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

YroObl 3a7aTh TOMOIHUTEIbHBIE HACTPOIiKH, HaxkmuTe KHONIKY BOJIBLUE HACTPOEK.

MakcuMansHoe sHaveHne TTL®

30|

@ MIKCHMATEHOE KOTHYECTBD NPOMEXYTOUHEX Y2108

K OODSLYEHIT K

Q) Owugarme oraera (B cexyrgax)

PucyHok 213. CmpaHuya Cucmema / Tpaccupoeka mapwpyma. OKHO G0NOIHUMENbHbIX HACMPOEK.

B otkpriBIieMcst okHe Bbl MoeTe 3a1aTh CIEAYIONIME TapaMeTphl:

MapameTp Onucanue

MakcumanbHoe 3anaiite MakcuMmaibHoe 3HaueHue mapamerpa TTL (7ime to live,
3Ha4yeHue TTL epemsi dcusnu). 3HaYeHUE 1o yMmoyanuto — 30.

KonuyecTtBo nonbIToK | KoianyecTBo MombITOK 00parieHus K IPOMEKYTOYHOMY Y31y CETH.

BpeMﬂ OXngaHusa HCpI/IO,Z[ OXUIAaHUA OTBCTA OT IPOMCIKYTOUHOTO y3JIa CCTH.

YUtoOBl BOCCTAHOBHTH 3HAYCHHUS HOJ’ICfI, 3aJaHHbIC 110 YMOJJYaHHWIO, HAXMHUTC KHOIIKY

HACTPOWKM NO YMOJTYAHUIO.
[Mocre 3aanust JONOIHUTEIBHBIX ApaMeTPOB HaxkmuTe KHONKY OK.

Yto0b! 3amycTuTh mpoBepky, Haxmute kHOnKy CTAPT. Uepe3 Hekoropoe BpeMsi Ha CTpaHUIIC
0TOOpAa3UTCs Pe3yIbTaT MPOBEPKH.

Ecinu Bam HeoOxomumo mpepBath npoBepky, Haxkmure kHoKy OTMEHWUTD (kHomka cranoButcs
JIOCTYITHOW ¢ MOMEHTA 3aIycKa IIPOBEPKH).

YT0oObI yIanuTh pe3ynbrar nmpoBepku, Haxkmute kHonky OYUCTUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

iPerf3

Ha ctpanuiie Cuctema / iPerf3 Bol MoxkeTe npoBepuTh MPOIYCKHYIO CIIOCOOHOCTH Barieit cetu ¢
MOMOIIIbIO YTHIIHTHI 1Perf3.

Yrunura iPerf3 usmepsier MakcuManbHyI0 CKOPOCTh MEepPEAayy TaHHBIX MEX/Y JABYMs y3JIaMU CETH.
BbI MOXeTe HACTpOUTH YCTPOHCTBO B PeKKUME cepBepa Wi kiueHTa. [lo ymomuaHuio npoBepsieTcs
ckopocTth nepenaun TCP-nakeToB.

Yr1ob6bl HacTpouTh yTwiuTy iPerf3 B pexume cepBepa, nepeiiaure Ha BKiIaaky CepBep, 3arem
CIBHHBTE Iepekiouarer BKNOYUTL cepBep BIpaBo.

= ( iperf3 iPerf3

Cepsep

iPerf3

IPerf3 - kpocc-nnaTdopMeHHan KNMeHT-cepBEpHaA NporpaMmMa, reHepupyrowan TCP-, UDP- n SCTP-Tpaguk ANA TECTMPOBaHNA NponyckHoi
CnocoBHOCTH ceTu.

@ BiiouuTs cepeep

Mopt*
5201

@ Ecaut Bel XoTHTe MCRoAL308aTs iPerf3 ana Tecriposar

¢ HEOGXO QMO

WHTepdeiic

Bce nHTepdeicsl -

1 [eTanuanpoBaHHLIi BLIBOL

PucyHok 214. Cmpa+uya Cucmema / iPerf3. Bkrnadka Cepeep.

B none MNMOpT ykaxure HOMEp MopTa cepBepa, K KOTOPOMY OyleT MOMKIHUarbes KineHT. Ilo
ymom4yaHuio 3amaH mopt 5201. Ecnmu Bwl XOoTUTE TPOBEPUTH MPOMYCKHYHO CIOCOOHOCTH
YCTpOICTBa W3 BHEUIHEH ceTH, He0OX0IMMO J00aBUThH MPABUIIO, Pa3pelIatoliee JOCTYI BXOASIINX
MaKeTOB Ha yKa3aHHbIH mopT. YToObl 100aBUTH MpaBmIlo, nepeiaure Ha crpanuiyy MexceTteBomn
3aKpaH / NpaBwuna (onucanue cTpaHullsl cM. B paznene Ilpasuna, ctp. 298).

B packpsiBaromemest criucke MHTepdpenc Boibepute muTEpdeiic, Ha KOTOpoM Oymer paborarhb
cepBep, WM OCTaBbTe 3HaueHne Bce WuHTepdencbl, uToObl cepBep paboTanm Ha BCex
CYIIECTBYIOIIUX UHTEpPeiicax.

CaBunbre mepekiouarens [leTanu3mpoBaHHbIA BbIBOA BIPaBO, €CIM  XOTHUTE, YTOOBI
BBIBOZIUJIACH OoJiee moapoOHas nH(opMaIus 0 MpoBEpKe.
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DIR-853/SE BecnpoBogHon ABYXAnanas3oHHbIA rMrabuTHbIN
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactpoika maplpyTusaTopa

PyKOBO,ElCTBO nonb3oBartens

[MTocne 3apanmst HeoOXoAMMBIX apameTpoB HaxkmuTe kHonky TPUMEHUTD.

YTOOBI OTKIIOUHTH CEpBEp, CABHHBTE Nepekiouarens BKMHOUYMTL cepBep BICBO M HAXMUTE
kHonky MPUMEHUTD.

qTO6BI HpOBepI/ITB CKOpOCTL Hepenaqﬂ JaHHBIX B pemHMe KJIIMCHTA, nepeﬁm/ITe Ha BKJ'IaI[Ky
KnueHT.

= ( iperf3 iPerf3 )

KnueHTt

iPerf3

iPerf3 - kpocc-nnaTgopMeHHanA KNMeHT-CEpBEPHan NporpaMMa, reHeppytowan TCP-, UDP- n SCTP-Tpadmk AnA TeCTUPOBaHNA NponyckHOR
cnoco6HOCTU ceTu.

5201 IPv6 BONbLIE HACTPOEK

PucyHok 215. CmpaHuya Cucmema / iPerf3. Bknadka Knuenm.

Jns mpoBepKM CKOPOCTH Iepenadd NaHHbIX Bameil cetu BBeaute IP-agpec win IOMEHHOE UM
cepBepa, K KOTOPOMY HEOOXOIUMO MOAKIIOYMTHCSA, B mone XOCT. B mone MopT ykaxkwure mopr
cepepa. Ilo ymomuanuto 3aman mopt 5201. Ecnu s mpoBepkH HEOOXOIMMO HCIIONB30BATh
npotokoin IPv6, caBunbTe mepekiouaress IPV6 Bopaso.

YToObI 331aTh TOMOJIHUTEIbHBIC HacTpoiiky, HaxxmuTe kHonky BOJIBLUE HACTPOEK.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

HacTtpoiiku

) UDP

@ Hcnoassosars UDP smecto TCP
)= OBpaTHBLIA pexmnm

® Cepsep OTAPABATET, KAKEHT MPUHUMAET

WHTepBan (B cexyHpax)®

9

Yucno napannensHelx aanpocos®

1

AnwHa (B Gaidtax)*

131072
@ Aauna Bydepa 3anucin/yrenns

Mepegava

) Konwuectgo baiitoe
Bpemn (B cekyHgax)®
10

@ Bpema inau kosmvecrso balitos 408 nepeqavn

Butpenr

@ be3 orpaHuyenmil

PucyHok 216. CmpaHuya Cucmema / iPerf3. Bkrnadka KnueHm. OKHO 00rnonHuUmMeribHbIX HacmpOeK.

B otkpriBieMcs okHe Bbl MokeTe 3a71aTh CIEAYIONIUE TapaMeTphl:

MapameTp Onucanue

UDP ChBuHbTE MeEpeKouarTesab BIPABO, YTOObI MPOBEPUTH CKOPOCTh
nepenayn UDP-nakeros.

CaBuHbTE mepeKiIoyareilb BIPABO, YTOOBI BKIIOUUTH OOpPATHBIIM
OOGpaTHbIN peXxum pexxuM. IIpu 3TOoM cepBep OTHpPaBISAET NaHHBIE KIMEHTY, KIUEHT
NPUHUMAET HX.

VYkaxxure HUHTEPpBAJI BPEMCHU MCKAY NMPOMCEIKYTOYHBIMU OTYCTAMU B
UHTepBan
CEeKyHax.

Yucno napannenbHbIX

KomuuectBo napaJjiiCJIbHbIX HO,[[KJIIO‘-IGHI/II\/’I K CCPBEPY.
3anpocos

OnuHa Pa3smep ogHoro makera (B Oaiirax).
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHwue

Mepepayva

B VYkaxute oOlee BpeMs BBIMOIHEHUS MpoBepku (B cekyHaax). Ilo
emMsd
P YMOJTYaHHIO 3aJ1aHO Bpemst 10 CeKyH/I.

Ecnu HeoOXomuMo yKa3arh 00beM JTaHHBIX [UIS [Iepeadn, CIBHHBTE
nepekirouarens KonumyectBo 6amMtoB BmpaBo. 3arem B

KonuyectBO GantoB
orobpasuBIIeMcs mojie YNCNO yKakuTe HEOOXOIUMOE 3HAYCHHE, B

PACKPBIBAIOIIEMCA CIIUCKEC — CAMHULY U3MCPCHUSA o0bema JaHHBIX.

BuTtpent

Jns TCP-naketoB MakcHMaibHasi IMPOMYCKHAash CIHOCOOHOCTH TIO
yMoluaHuto He orpanuyeHa. [[ng UDP-naketoB mo yMon4aHuro
3aano orpanuuenue 1 Mour/c.

UroObl  OTrpaHUYUTH  NPOMYCKHYIO  CIIOCOOHOCTh,  CIBHHBTE
nepekimouarenns Be3  orpaHMyeHumM  Bieso.  3ateM B
otoOpasuBieMcs 1ojie YNCO ykakuTe HeoOXOIMUMOe 3HAaUYCHHE, B

Be3 orpaHu4yeHumn

PaCKphIBaArOMIEMCA  CIIMCKE — CAWHUIY H3MCPCHUSA CKOPOCTH

niepeIaym.

UToObl BOCCTAHOBUTH 3HAYEHUS HOHeﬁ, 3aaHHBIC 110 YMOJIYaHHWIO, HaXMHUTEC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Tocrne 3aganus AOMOTHATENBHBIX MTapaMeTpoB HaxxmuTe KHonky OK.

Yr1o6bl 3amycTuTh mpoBepky, Haxmute kHONKy CTAPT. Uepe3 HekoTOopoe BpeMsi Ha CTpaHUIIE
oroOpazurcss pesynbTar npoBepkH. Ilpu mpoBepke ckopoctu mnepenaud UDP-makeToB Taxoke
oTo0Opa3uTcs uHGopMaIHs O KOTHUECTBE MOTEPSHHBIX MAKETOB.

Eciau Bam HeoOxomaumo mipepBarh npoBepky, Haxmute kHonky OTMEHWUTDb (kuomka craHoBuTcs
JIOCTYITHOM C MOMEHTA 3aIyCKa IIPOBEPKH).

YT0o0bI ynanute pe3ynsrar npoBepku, Haxmure kionky OYUCTUTD.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Telnet/SSH

Ha crtpannne Cuctema / Telnet/SSH Bri MokeTe BKIHOYMTH WM BBIKIIOYHTH JOCTYH K
HacTpoiikaM Mapupytusatopa no nporokosam TELNET u (unu) SSH u3 nokanshoii cetu. Ilo
ymomuanuto goctyn no TELNET u SSH otknrouen.

= < Vndopmauus o cucTeme Telnet/SSH i
Telnet/SSH
Bbl MOXETE BKMIOYWTE AWM BBIKMIOYWTL AOCTYN K HAaCTPOMKaM YCTPORCTBa no npoTokonaM TELNET w SSH 13 nokaneHo# cetw.
. BrnrounTs Telnet ) BrmounTb SSH
Mopt* Mopt
23 22

PucyHok 217. Cmpa+uuya Cucmema / Telnet/SSH.

Yrobwl paszpemuth goctyn no TELNET wu (wnmm) SSH, caBunbTe nepexirouarenu BKrouuTb
Telnet u () Bkntountb SSH Brpaso. B mosie MopT BBemuTe HOMEp MopTa MapuIpyTH3aTopa,
yepe3 KOTOpbIi OyAeT pa3pelieH A0CTym (10 yMOT4aHuo s npotokona Telnet 3aman mopt 23, muis
nporokona SSH — 22). 3arem Haxxmute kaonky MTPUMEHUTDb.

YroOb! cHoBa 3anpetuTh Aoctyn mo TELNET u (wm) SSH, casunbTe nepekinrouareny BKNOYUTD
Telnet u () Bknountb SSH sieso u naxxmure kHonky MPUMEHUTD.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

CncTtemHoe BpemMs

Ha crpanune Cuctema / CuctemHoe BpeMsi Bel MoxeTe BPyYHYI YCTaHOBHTH CHCTEMHOC
BpEMsI MapIIpyTH3aTOpa MM HACTPOUTH aBTOMATHUYCCKYH0 CHHXPOHH3AIHIO CHCTEMHOTO BPEMEHH C
CepBepoOM BpeMeHH U3 ceTu MHTepHeT.

< Telnet/ssH C1cTeMHOe Bpems

cucremMHoe BpeEMA

Bbl MO¥ETE HACTPOWTL ABTOMATUYECKYD CMHXPOHW3aL MK CUCTEMHOrD BpeMEHW C CEpBEPOM BpeMEHW M3 CeTW MHTepHeT.

. BKNHOYNTE NTP MHTepean Bpemeri mexgy NTP-3anpocania NoCne CMHXDOHWIaUMK
€ NTP-cepaepom
ABTOMaTUHECKH v

y) Hactpolika cvewleHna ot UTC

MHTepean Bpemen mexgy NTP-3anpocami gns
HECUHXPOHWIWpOBaHHara NTP-KAWEHTE
ABTOMaTWYECKK -

@) HactpouTh neTHee Bpems BpyUHYi0

) Mony4nTe agpeca cepBepoB BpeMeHit No
DHCP
HacoBoW noack
-
) 3anycTuThb B KayecTBe cepeepa ANA Europe/Moscow
nokansbHoN ceT

CUCTEeMHaRA AaTa: 24.06.2021 .
ONPEOQENUTEL YACOBOW NOAC

44

[

CUCTEMHOE BpemMA:

CUHXpOHW3aLWA: Brinondexa

CepBepbl BpeMeHun

pool.ntp.org x

OOBABWTE CEPBEP

PucyHok 218. Cmpa+uya Cucmema / CucmemMHoe epemsi.
Jlns1 HacTpOWKHM 4acoB MAPIIPYTU3ATOPA BPYUHYIO BBITIOJIHUTE NEPEUHCICHHBIE HUKE JEHCTBUS.
1. Cnunsre nepekmodarens Bknounts NTP Bieso.

2. B pasgenc HacTpOMKM BpeMeHM 3aaaiite HeoOXoauMbIe 3HaueHHs. UToOBI 3a1aTh Bpems,
yCTaHOBJICHHOE Ha BallleM KOMIbIOTEpEe MM MOPTATHBHOM YCTPOMCTBE, HAKMHUTE KHOIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMAI.

3. Haxwmure xaonky MPUMEHWTD. Ilpu stom nonss CuctemHas pata u CucrtemHoe
BPEMS 3aIOIHSTCS] ABTOMATHYECKH.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

Jlis aBTOMaTn4ecKord CHHXPOHHU3AIMU YacOB MapUIPyTHU3aTOpa ¢ KaKUM-JIUOO CepBEpOM BpEeMEHU

BBITIOJTHUTE NICPECUYUCIICHHBIC HUXKE }IeﬁCTBHSI.

1.
2.

CnsunbTe nepexirouaresis Bknrountb NTP Brpaso.

B paznene CepBepbl BpeMeHM 3anaiite apyroit NTP-cepBep miam ocTaBbTe 3HAYCHHE,
3aJ]aHHOE 110 YMOYaHuto0. Eciin Heo0X0MuMo 3a1aTh HECKOJIBKO CEPBEPOB, HAKMHUTE KHOIIKY

OOBABUTb CEPBEP.

B packpeiBaromemcsi ciucke YacoBorM nosic BoiOepute Bamr wacoBoit mosic. YToOsl
yKa3aTb 4YacoBOW TMOSC, COOTBETCTBYIOIIMM HAacTpolkam Bamlero kommbroTepa win

OPTAaTHBHOTO ycTpoiicTBa, Haxkmute kornky ONMPEQENUTH YACOBOW NOSAC.

Haxxmure xHonky MPUMEHWUTb. [pu stom nmons CuctemHaa paata u CuctemHoe
BpeMs 3anoyHATCS aBromMarndecku. B ciydae ycmemHoil cuHxpoHmsanuu ¢ NTP-
cepBepoM B roie CUHXPOHU3aUmA otobOpasurcs 3HadeHne BbinonHeHa.

Ecnau mapmipyTusaropy He yaaioch MONYYUTh JaHHbIE OT cepBepa, B moie CUHXpOHU3auus

OTO6paBI/ITCH 3Hauenne He BbINOsHeHa. HpI/I OTOM YCTAHABJIMBAIOTCA OaTa W BPEMA CO3HdaHUA

tekyuei Bepcuu 110 mapupyruzaropa.

Ha CTpaHUIEC TAKXKEC JOCTYIIHBI JOIMOJIHUTEIbHBIC HaCTPOﬁKHI

MapameTp OnucaHue

Hactpowka cmelweHus

CIBHUHBTE TEPEKNIIoYaTelh BIPAaBO, YTOOBI 3aJaTh CMEIECHUE
BpeMenu ot UTC (Coordinated Universal Time, 6cemupnoe
KOOPOUHUPOBAHHOE 8peMsl) ISl 4aCOB MapLIpyTH3aTopa BpyUHylo. B
orobopasuBmiemcss mone  CmeweHne ot UTC  ykaxwure
HE00X0IMMOE 3HaUYCHHE CMEIEeHHUs (B MUHYTaX ).

ot UTC

HacTtpouTtb netHee | oroOpasuBiiemcs pasznene JleTHee BpeMsl yKaxuTe 3HAYCHUC
BpeMs BpYy4HYyLO cmemenus ot UTC s neTHero BpeMeHH (B MUHYTax) U 3a/aiTe

CaBuHbTE MEpEKIIOYaTeNlb BIIPABO, YTOObI HACTPOUTH MapaMeTpbl
JIETHETO BpPEMEHU [UIsi YacoB MaplipyTu3zaTopa BpydHyo. B

HeoOXoMMBIe 3HaUeHHs B paszaeinax Havyano netHero BpemMeHu u
KoHeu neTHero BpemMeHwu.

MonyunTe agpeca MPEAOCTAaBIISIET aJpeca CEpPBEPOB BpEeMEHU. YTOUHUTE y Barero
cepBepOB BPEMEHM No mpoBaiiepa, TpeOyeTcs In JaHHas HaCTPOMKa.

CnBuHBTE TEPEKIIOYATETh  BIPABO, €CIM  TpOBaiiiep cam

DHCP Ecnu  mepexiiouarens CcABHHYT BmpaBo, pasaen CepBepbl
BpeMeHMU He oToOpakaeTcsl.

3anycTtuTb B KayecTBe | CaBuHBTE  IEpeKIoYaresib  BIPaBO,  4YTOObI  Pa3pellinTh

nokanbHoOM ceTu Bpemenu [P-agpec Mapuipytusaropa B JIOKaJIbHOMN MOACETH.

cepBepa ansd MNOAKIIFOUYCHHBIM YCTPOﬁCTBaM HCIIOJIB30BaTh B Kad€CTBE CEPBEpaA
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

MUHTepBan BpemMeHun
mexay NTP-
3anpocamu nocrne
CUHXPOHU3aL UM C
NTP-cepBepom

B packpeiBatomemMcs CHUCKEe BbIOEpHTE TNepUOi BpeMeHH (B
ceKyHIax), d4epe3 kotopblii NTP-cepBepy OymeT oTmpaBisThCs
3ampoc Ha OOHOBJIEHHE CHCTEMHOTO BPEMEHH, WM OCTaBbTE
3HaueHHne ABTOMaTUYECKMU.

[Tepron Bpemenu (B cekyHax), uepe3 kotopsiii NTP-cepBepy Oymer
OTTIPABIIATHCS 3aIIPOC HA CHHXPOHHU3AIUI0 CHCTEMHOTO BPEMEHH.

WHTepBan Bpemenn | g PaCKpBIBAIOIIIEMCS CITUCKE BBIOEPUTE HEOOXOMMMOE 3HAUCHUE.

mexay NTP-
3anpocamu ans « ABTOMaTM4YeCKM — T1epHoJ BpPEMEHU OIPEACISIeTCS
HECMHXPOHM3UPOBaHH dBTOMATHICCKH.
oro NTP-knueHTa * Bpy4yHyro — nepuom  BpeMeHH ~ ONpeeNiseTcs B
COOTBETCTBUM CO 3HAYEHHEM, YKa3aHHBIM B I0jIe 3HA4YeHue
MHTepBana.

3agaiiTe Iepruoa BpeMeHH (B ceKyHIax). MUHUMAaIbHOE TOIMYCTUMOE
3Ha4yeHue nHTepBana P P ( Y ) Y
3Ha4YeHUE — 3.

[Mocne 3apanmst He0OXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

[Ipy BLIKAIOYEHWU NWTAHWUS WU Tepe3arpy3ke MaplipyTH3aropa MPOHMCXOIUT cOpoc
IaThl ¥ BPEMEHHM YCTPoMcTBa. EciIy MapIipyTH3aTop HACTPOEH HA aBTOMATHUYECKVIO

! CUHXPOHU3AINIO BPEMCHHU, TO HPHU YCTAHOBKC COCANHCHUSA C CCTHIO I/IHTGQHCT HOKa3aHHWA
YacOB YCTPOMCTBA aBTOMATHUYECKH BOCCTaHOBATCH. Eciay yackl Mapuipytu3aropa ObLIu

HACTPOCHLI BPYYHYIO, HeO6XOQI/IMO CHOBA 3aJaTh J1aTy U BpeM4 (CM. BBIIIIR).
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarens

Auto Provision

Ha crpanuiie Cuctema / Auto Provision Ber Mmokere akTrBrpoBaTh GyHKIHMIO Auto Provision.

Oyuknust Auto Provision mo3BossieT mpoBaiiiepy yJaJeHHO YIpPaBIsTh HACTPOMKaMH yCTPONCTBA:
DIR-853/SE cBs3bIBacTCSl ¢ CEpBEPOM MpOBaAEpa, CpaBHUBACT TEKYIIUN (aiii KOHPUTYypaIuu ¢
GaiinoM KOHGUTypaK Ha 3TOM CepBepe U, eciau (ailyibl OTIMYAOTCsI, OOHOBISIET CBOM HACTPOUKH.

< CuctemHoe Bpems Auto Provision

Auto Provision

) Bxnroumte Auto Provision Cratyc: MpoBepKa He 3anycKanack

NMPOBEPUTBL CTATYC

J Mcnonb3oeate BOOTP-onuwnio

Afpec cepeepa a BTOKOHQUIrypUpoBaHUA

Mma daiina

Mepuog npoeepkw gaiina (8 cexyHaax)

1800

Tun npoTokona

TFTP -

PucyHok 219. Cmparuya Hacmpouku gyHkyuu Auto Provision.

Bb1 MokeTe 3a1aTh CIeAyIOIUe MapaMeTphl:

MapameTp OnucaHune

CnBuHBTE TEPEKIIOYATeTh BIPABO, YTOOBI BKIIOYUTH (PYHKITHIO

BKNOYUTL Auto Provision.

Auto Provision CIBHHBETE TEPEKIIOYATENIb BJIEBO, YTOOBI OTKIIOYHTH (DYHKIIUIO
Auto Provision.

Ecnm  mepekimrouarens CIABMHYT BIPaBO, TapamMeTpbl CepBepa
mpoBaiiiepa (aapec, MecromojiokeHue (haitia KoH(UTypaluwu,
MIPOTOKOJI) aBTOMAaTHYECKHU 3a1aroTcsi ¢ momoisio DHCP-onmuit 66
u 67. Ilpu stom Ha crpanune Hactponka coeamHenun /| WAN
JOJKHO OBITh HACTPOEHO coeAnHenue tuna Junamuaeckuii [Pv4.

Ucnonb3oBaTtb
BOOTP-onuuto

Ecmm MEPEKI0Yareiib CABUHYT BJICBO, IapaMETpbl CEPBEpa

npoBaiiziepa He0OXOAUMO 3aJaTh BPYUYHYIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

MapameTp OnucaHue

ecC cepBepa
Aap PBep IP- wiim URL-agpec cepBepa mposaiiiepa, Ha KOTOPOM XPaHUTCS
aBTOKOHUrypmuposa- .
Gbaiin KoHpHUTyparyy.
HUA
Uma danna Mecromnonoxkenue (aiiyia KOHGUTYpaIK Ha CepBepe poBaiaepa.

Ilepuon BpemeHu (B CEKyHOax) MEXIY IOMNBITKAMH CPaBHHUTH
TeKymii  Qain xoHpurypauuu c ¢aitiom KoH(MUTypauuud Ha
cepBepe MpoBaiiaepa.

Mepuon npoBepku
¢danna

[IpoTokon i B3aMMONEWCTBHSL € CEPBEPOM IIpOBaKjepa, Ha

Tun npotokona .
KOTOPOM XpaHUTCs (aiin koHurypamuu.

[Tocne 3amanus HeoOXoMUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.

Ecnu Bam Heo0XoauMO BpPYYHYIO MPOBEPUTH, COOTBETCTBYET JIM TEKYIIMH (aill KOHUTyparuu
daitny xkoHpurypanuu Ha cepsepe npoaiiaepa, Haxmure kHonky NMPOBEPUTb CTATYC.
Pesynsrar mnpoBepku otoOpasurcs B mnoie CTatyc. Eciu daiinbl OTIHYAIOTCS, HACTPOWKH
yCTpoiicTBa OylyT OOHOBJICHBI.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarend

SkyDNS

B nannoMm pasnene Bl Mmoxere HacTpouTh padoty cepuca SkyDNS.

SkyDNS — 3710 cepBUC KOHTEHTHOH (puiIbTpanuu, KOTOPbI 00€CIEeYUBAIOT 3alUTY YCTPOWCTB,
HNOAKIIIOYEHHBIX K CETH MapuipyTHU3aTopa, OT BpPEAOHOCHBIX CalTOB, a Takke I03BOJISET
HacTpauBaTh (WIBTpAIMIO, 3alpeniath JOCTYI K pecypcam, HEXKeJaTeslbHbIM JJIs IPOCMOTpa, U
UCII0JIb30BaTh O€30IacHbIN MOMCK MpU OOpALeHUH K MOMCKOBBIM cucTeMaM. [l MCIOJIb30BaHMs
cepBHCa HEOOXOAMMO 3apEeTUCTPUPOBATH YUETHYIO 3aIUCh Ha caiite cepBuca SkyDNS.
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DIR-853/SE BecnpoBoaHoI AByxAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n

noaaepxkoin MU-MIMO, 3G/LTE 1 USB-noptom Hactpoika maplpyTusaTopa

PyKOBO,D.CTBO nonb3oBarens

HacTpoiikmn

Ha crpanune SkyDNS / HacTponku Ber moxete Brimtounth cepuc SkyDNS u 3aath HaCTpOHKH
JUTS €70 PaOOTHI.

< Ycrpoiictea

W SO0

Hactpoiiku

SkyDNS

CEDBL’IC ana KOHTEHT*qJVIﬂpraLI,InIr‘I u BesonacHoro A0CTYNa B MHTEPHET.

ﬁ BesonacHbiin MHTEpPHET ANs AoMa
ypofHoe cpeAcTBO POAWNTENLCKOTO KOHTPONS U

obecneyerns bezonacHoli paboTbl B MHTEpHETE Ana
AOMALLIHWX MONb30BaTeneii.

0 3awwra oT BpEeLOHOCHBIX NporpamMm

CepBuc Takxe obecne4nBaeT 3aLmTy 0T BPEAOHOCHBIX,
ULLINHIOBbLIX CaiiToB U BoT-ceTeil.

e KoHTenT-chnnstpauvs nyGnuyHbix ceten Wi-Fi

HaplexHas 3alyuTa Ana ny6auuHbIX WI-FI-X0TCnoToB B
kade, pecTopaHax, pUTHec-K1ybax, KMHOTeaTpax 1
APYrVX 00LECTBEHHbIX 3aBEAEHINSX.

o YnobHoe ynpaenexue

MaKcManbHo rubkue HacTpoiikK GUILTPaLIK, @ Takke
MOHATHBIA U NPOCTOR WHTepdeiic.

OCHOBHbIe HaCTpOKw YuéTHas 3anucb

BbIKIIOYUTh flotra”
test@dlink.ru
Mpoeaiigep
SkyDNS Napone*
@ Nposaiigep goctyned  MepeiiTin B AMYHBIA KabuHeT e 2
Mpoduas no ymonuaHmo™ Tapud
OcHOBHON v BuaHec

@ YcnelHo asTopn3oBaH

NMPUMEHUTE

PucyHok 220. Cmparuya SkyDNS / Hacmpoliku.

YroObl BrOUMTH cepBuc, Haxkmute kHOonky BKIMHOYWUTD. 3arem B nomsx Mouta u Maponb
BBC/IUTC JIaHHBIC YYETHOW 3amucH (aZpec OSJIEKTPOHHOW IOYTHI M Mapoiib COOTBETCTBEHHO),
yKa3aHHbIC MPHU peructpanuu Ha caite cepsuca SkyDNS. Haxxmure knonky MPUMEHUTb. Ha
CTpaHHULIe 0TOOpa3aTcs JaHHbIe 00 y4eTHOM 3anucu (CTaryc aBTOpU3aluU, UCIIOIb3yeMblil Tapud) u
packpsiBatoiuiics criucok NMpodune no ymonyanuto. Eciu HeoOxonumo, B crincke Mpodunb
no ymorn4yaHuio Beibepute npyroi nmpoduins GuiabTpanuu, KOTOpPhId OyIeT UCIOIb30BaThCS IS
BCEX YCTPOMCTB JIOKaJbHOM ceTH, u cHoBa Haxkmute kHonky MPUMEHUTDb.

JUis BHOBB TMONKIIOUEHHBIX K CETH MaplLIpyTH3aTopa YCTPOWCTB OyaeT JeicTBOBAaTh MPOQHIIL
¢dunpTparyy, Ha3HAYSHHBIA TI0 YMOTYAHUIO.
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DIR-853/SE BecnpoBoaHoI ABYXAMana3oHHbIA rMrabuTHbI
mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika mapwpyTusaTtopa

PyKOBO,D.CTBO nonb3oBarend

UroOsl W3MEHUTh mapaMmeTpbl Bamreit yudetHo#t 3ammcu Ha caiite cepuca SkyDNS, Haxmwute
ccouiky NMepenTu B NUYHLIN KabMHeT.

ITo YMOJIYAaHUIO aBTOMATUYCCKAA CUHXPOHU3AIUA IMapaMETPOB yquHOﬁ 3alucu C CauToOM CEepBUCA

SkyDNS npoucxoaut oguH pa3 B 4ac. YToObl BpPY4YHYIO 3allyCTUTh MPOIECC CHUHXPOHHM3AIWH,
Haxmute knonky CUHXPOHU3UPOBATb BPYYHYIO.

YT0oOBI UCTIONB30BaTh JPYTYIO YUETHYIO 3alUCh, 3a/1aiiTe ee nanHble B nosx Moyta u Maponb u
Haxxmure kaonky MPUMEHUTD.

Yro0s! oTkirounth cepBrc SkyDNS, naxkmute knonky BbIKITHOUYUTD.
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PyKOBO,D.CTBO nonb3oBarens

YcTpoiictBa U npaBuia

Ha crtpanuiie SkKkyDNS / YctpouctBa M npaBuna Bbl Mokere Ha3HAYMTh KaKOMY-THOO
YCTPOMCTBY JIOKAJIBHOM CETH OTACIbHBIN MPOGUITL PHUIBTPAIHH.

< Hactpoiikn B’CTpOI}:ICTBa 1N npaBnna

M3BecTHbIe KNNEHTLI

IP-aapec MAC-agpec e Mpoguns
192.168.0.129 d0:17:c2:00:29:85 android-c2dfesfag60d5ed1 OcHOBHOM
MNpaBwna +

@ Ana Beex ycpolicTs, He AOBABAEHHBIX B TAGAULY, GYAET NCAOALI0BAH NPOGUAL N0 YMONYAHUIO, YCTAHOBNEHHBIN B HACTPOIKAX.

MAC-agpec Npogune WA ycTpoRcTea

PucyHok 221. CmpaHuuya SkyDNS / Yempoliicmea u npasuna.

B paznene U3BeCTHbIE KNMEHTbI 0TOOpakaloTCs yCTPOICTBA, MOAKIIOYCHHBIE K JIOKAJIbHOW CeTH
MapuUIpyTU3aTOpa B HACTOSAIIMNA MOMEHT, U COOTBETCTBYIOIUN UM IPOPHIIb PUIBTPALMH.

UYroObl HAa3HAYUTH OTHENbHBIN NPOPMIb (UIBTPALMKM ISl KaKOTo-ITMOO YCTpOMCTBa, B paszzene

MpaBuna naxmure kuonky JOBABUTb (+) wii B paznene M3BeCTHble KNUEHTbI

IIEJKHUTE JI€BOM KHONKOM MBIIIM Ha HAa3BaHUU NpOoQuis (GUIBTPALUN B CTPOKE YCTPOWCTBA, JUIS
KOTOPOT0 HEOOXOANMO HA3HAYUTH MPOPHUIIB.

No6aBnexue X
MAC-anpec”
Npoduns™
OCHOBHOW -
Wma ycTporcTBa
COXPAHUTE

PucyHok 222. CmpaHuya SkyDNS / Yecmpoticmea u npaeusna. OkHo 0obaeneHus rpasusa.
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B oTkprIBIIEMCS OKHE 3aaiiTe CeIyIOlIe apaMeTphl:

MapameTp OnucaHue

MAC-anpec ycTpoicTBa U3 JIOKAJIBHOW CETH MaplipyTHU3aTropa,
Ui KOToporo OyaeT JAeWCTBOBaTh  3aJaHHbIM  Mpoguiib
¢unbTpann. Bel MoxeTe BRIOpaTh YCTPOMCTBO, MOIKIIOUEHHOE K

MAC-agpec . .
JIOKaJIbHOM CEeTH MaplIpyTH3aTopa B JAHHBIH MOMEHT. [l 3TOro
B PacKphIBAIOIIEMCS CIIMCKE BBIOEPUTE COOTBETCTBYIOIEE
YCTPOWCTBO (TIPU 3TOM T10JI€ 3aTIOJIHUTCS] aBTOMaTUYECKH).
B packpeiBatomemcs cnmcke BblOepute npoduib (GuUIbTpanuy,
Mpodunb KOTOPBII OyleT HCHONb30BaThCs ISl YCTPOMCTBA C 3aJaHHBIM

MAC-aapecom.

< 3anmaiiTe Ha3BaHWE IS YCTPOWCTBA B CETH IS YIOOHOM
Uma yctponcrtea .
uneHTuUKaum (Heobs3amenvhbli napamemp).

[Tocne 3amanust HeoOxoauMBbIX mapameTpoB HaxkmuTe kHonky COXPAHUTD.

YrtoObI 334aTh Apyrue napaMeTpsl A Kakoro-au0o npaBuia, BEIOEPUTE COOTBETCTBYIOLIYIO CTPOKY
B TaOmuie. B oOTKpbIBIIEMCS OKHE H3MEHUTE HEOOXOIMMBIE MapamMeTpbl W HAXMHUTE KHOIIKY

COXPAHUTD.
YroObl ynanuTh NpaBUIIO, YCTAHOBUTE (DIa’KOK CJieBa OT COOTBETCTBYIOIICH CTPOKH TaOIHMIBI U

Haxxmute kHonky YOAJNTUTD ( ﬁ ).
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mapwpyTtusatop AC1300 Wave 2 c MO Security Edition (SE) n PekoMeHZAaLMM N0 UCMOMNb30BaHMIO
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTu3atopa

PyKOBO,D.CTBO nonb3oBarend

MABA 5. PEKOMEHOAUMMX NO WUCIMOJIb3OBAHUIO
MAPLUPYTU3ATOPA

ﬂpaeuna u ycsrioeusi 6e3onacHoli SKcnsiyamauyuu

BaumarenbHO mnpouMTaiiTe JaHHBIM pa3fen nepel yCTaHOBKOW W MOAKIIOYEHHEM YCTPOMCTBA.
Y6enureck, 4TO YCTPOHUCTBO, alaniTep MUTAHUS U KaOelnu HE UMEIOT MEXaHUUYECKHUX MOBPEXKICHUM.
YCTpOHCTBO MOMKHO OBITH HCIOIB30BAHO TOJBKO TO HA3HAYEHHIO, B COOTBETCTBHH C
JIOKyMEHTAaI1EN.

YCTpONCTBO NpeaHa3HAYeHO I DKCIUIyaTallud B CyXOM, YHCTOM, HE3albUIEHHOM M XOPOIIO
IPOBETPUBAEMOM IIOMEILICHUU C HOPMAJIbHOW BIIaXXHOCTBbIO, B CTOPOHE OT MOIIHBIX MCTOYHHUKOB
teruia. He ncnomnp3yiite ero Ha ynuile 1 B MECTax ¢ NOBBILIEHHOMN BIaXKHOCThIO. He pa3smemaiite Ha
YCTPOWCTBE MOCTOPOHHHME IpeaMeThl. BEHTWIALMOHHBIE OTBEPCTUS YCTPONCTBA JOJKHBI OBITh
OTKpPBITHL. TeMmIiepaTypa OKpYy)Karolleil cpeibl B HENOCPEICTBEHHOH OJIM30CTH OT yCTpOWCTBa U
BHYTpPH €ro KopIyca AoikHa 0bITh B nipenenax ot 0 °C no +40 °C.

I/ICHOHBBYﬁTe aanTep NUTAaHUS TOJIBKO M3 KOMINICKTA ITOCTAaBKH YCTpOﬁCTBa. He sBximrouaiite
aIanTep NUTaHusd, €CJIM €ro KOpPIIyC WA Kaben IMOBPEKIACHEI. HOHKHIOqaﬁTe ananTep HNUTaHUA
TOJIBKO K UCIIPABHBIM PO3C€TKaM C MapaMCTpaMu, YKa3aHHbIMU Ha aJallTCPC IMUTAaHU.

He BckpeiBaiite kxopmyc ycrporcta! Ilepen oO4MCTKOM yCTpOMCTBa OT 3arpsA3HEHHM W TBUIA
OTKIIFOYUTE THTAHWE YCTPOWCTBA. YHansdiiTe MbUIb C TIOMOINBIO BiakHOW canderku. He
UCIOJIB3YUTE JKUIKHE/adPO30JIbHbIE OYMCTUTEIN WM MarHUTHbIE/CTaTHUECKHE YCTpOMCTBa IS
Oo4yuCTKU. V30eraiiTe monananus BiIard B yCTPOMCTBO U aJanTep MUTAHMUS.

Cpok cy>KObI yCTpOHCTBa — 2 Tojia.
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PyKOBO,D.CTBO nonb3oBarend

PexomeHdauyuu no ycmaHoeke 6ecrnpoeodHbIX ycmpolicme

becnpoBognoit mapmpytuzarop DIR-853/SE mosBonser momyuuts goctyn Kk Bameit cetu ¢

IIOMOIIIBIO 6€CHp0BOI[HOl"O COCOAUMHCHUS IMPAKTHYCCKU U3 JII000H TOYKH B pagnyce ,Z[CI\/'ICTBI/ISI

66CHp0BOI[HOI>i CCTH. O,[[HaKO CJICAYCT YUUTBIBATDH, YTO KOJIMYCCTBO CTCH U HeperLITHfI, KOTOpPBIC
6y,I[eT IIPeOAO0JICBATh CUTHAJ, UX TOJIIWHA U PACIOJIOKCHUC MOT'YT YMCHBIIUTH panycC ﬂeﬁCTBHH

CCTH. Pa,[[I/IyC OXBaTra CETU B OONBIIOM CTCIEHH 3aBUCUT OT THUIIOB Marcpualla U YpPOBHHA

CONIYTCTBYHOIINUX PAAUOYACTOTHBIX ITYMOB B AOMC HIIN O(i)I/ICe. Y1oOsl MaKCHMaJIbHO YBCIUYUTD

paauyc neictBus Bameit 6ecripoBOIHOM CeTH, BBIMIOJIHUTE TIEPEUHCICHHBIC HIKE PEKOMEH IAINH.

1.

PacrionoxxuTte MapmpyTu3arop Tak, YToObl KOJIMYECTBO MPEMSATCTBUI (CTEH, EPEKPBHITHHA U
T.I.) MEXIY MapIHIpyTU3aTOPOM U JPYT'MM CETEBBIM 00OPYIOBAaHHEM ObLIO MHUHHUMAJIbHBIM.
Kaxxgoe mpensTcTBHE COKpamiaeT paguyc IeHCTBHUsS OECIPOBOAHOW CETH Ha HECKOJIBKO
meTpoB (ot 1 10 30 m).

MBICIIEHHO TPOBEAMTE JIMHUIO MEXIy MAapIIPyTH3aTOPOM U CETEBBIM YCTPOWCTBOM.
PexoMeHIyeTcsl  pacrolioKUTh  YCTPOHCTBa TakK, 4YTOOBI dTa JIMHUSA  IPOXOIUIIA
NEPIEHINKYISIPHO CTEHAM WJIM MEPEKPBITUSAM, HAXOMAIIMMCS MEXIy MapIIpyTH3aTOpOM U
CETEBBIM YCTPOMCTBOM (IUIsl CHTHANa, MPOXOSIIEro MPEeNsTCTBUE MO YIVIOM, TOJIIMHA
MIPETNSATCTBHS TOPa3io OOIbIIE).

OOparuTe BHHMMaHME Ha MarepHuall, U3 KOTOPOIO CJIENaHO MpensTcTBHE. MaccuBHas
JKeJe3Hasl J1Bepb WJIM aJIIOMUHUEBBbIE OajlKH, OKa3aBIIMECs B 30HE OECIpOBOJHOM CeTH,
yMeHbIIAOT ee paauyc neiictBuda. Ilocrapaiitech pacnonoxuth Bam maprpyTtuszarop,
TOYKHM JIOCTyIla U KOMIIBIOTEPBI TaK, YTOOBl CHUI'HAJ MPOXOAWJ 4Yepe3 TOHKHE CTEHbI WU
JBEpHblE IpoeMbl. Ha curHan HEraruBHO BIMSIOT CTEKJIO, CTallb, METAJUI, CTEHBI C
U30JIAIMEN, Bosla (aKBapuyMBl), 3epKaja, MKadbl, KHPIUYHbIE U OETOHHBIE CTEHBI.

Hepxxute MapuipyTuzaTtop Brand (Kak MHHHMYM, Ha paccTOsHMM 1-2 MeTpa) OT
AIIEKTPUYECKUX MPHUOOPOB WIIH YCTPOICTB, CO3AAIOIINX PAIHOYaCTOTHBIE TOMEXH.

Pamnorenedonnl ¢ Hecymei uwactotoir 2,4 I'Tm wnm obopymoBanue cranmapra X-10
(GecrrpoBOIHBIC YCTPOMCTBA THIIA IMOTOJIOYHBIX BEHTHIATOPOB, OCBETUTEIBHBIX MPHOOPOB
WM JIOMAIIHeW CHUCTEMbI O€30MacCHOCTH) MOTYT OKa3aTh HEraTMBHOE BIWsSHHUE Ha Bare
OecnipoBOIHOE coeauHeHue. Yoemutech, uTo 0Oa3a Bamero pammorenedona ¢ Hecymien
yactoTtoit 2,4 I'T'1 MmakcumanbHO yrnajeHa oT Bammx OecrpoBomHBIX ycTpoiicTB. OOpaTuTe
BHHMaHHE, 4To 0asza paauorenedoHa MepemaeT CUTHaAJ Jaxe Torma, korma TenedoH He
UCTIOJB3YyeTCsl.
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AGGpeBMaTypbl U COKpaLLeHUs

MABA 6. ABBPEBUATYPbI U COKPALLUEHUA

TpeTbe MOKOJIEHHE TEXHOIOTHIA

3G Third Generation .
MOOHMIIBHOM CBSI3U
AC Access Category Kareropus noctyna
AES Advanced Encryption Standard ViyunieHHblH CTaHAapT WUPPOBAHUS
AP Access Point Touka jocryra
. IT MAC-
ARP Address Resolution Protocol POTOKOI AT onpeneneﬁmi
anpeca no [P-anpecy ycrpoictsa
BPSK Binary Phase-shift Keying JBonyHas dazoBas MOIYISALUSA
5 .
BSSID Basic Service Set Identifier A30BbIH HﬂeIiTH(bHKaTOp
0OecIpOBOIHOM CETH
CCK Complementary Code Keying Monynauys JONONHSAIOIMNM KOAOM
. I
Challenge Handshake Authentication POTOKOT ayTeHTHpHIALIH ¢
CHAP peaBapUTEIHHBIM COITIACOBAHUEM
Protocol
BBI30Ba
CoS Class of Service Knacc obcnyxuBanus
: S . : O
DBSK Differential Binary Phase-shift Keying THOCHTEINbHAS IBOMIHA (pasoBas
MOIYIISIIUS
DDNS Dynamic Domain Name System JlmHamMu4eckast cucTeMa JIOMEHHBIX
UMEH
o : : P
DDoS Distributed Denial of Service ACTIPE/ICICHIA aTaKa THITA OTKAS B
00CITyKUBaHUH
DES Data Encryption Standard Crannapt mudpoBaHUs JaHHBIX
. . II 7 i
DHCP Dynamic Host Configuration Protocol y;(:omﬂ FHHAMHHPCROM HACTpOMH
DMZ DeMilitarized Zone Jemunurapu3zoBaHHas 30Ha
DNS Domain Name System Cucrema JIOMCHHBIX IMEH
. [IpoTokon oOHapyKeHHS
DPD Dead Peer Detection
HepaloTaroIero nipa
DQPSK Differential Quadrature Phase-shift OtHocuTenpHAs KBaapaTypHas (azoBas

Keying

MOOyJIAI A
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AGGpeBMaTypbl U COKpaLLeHUsA

DSL Digital Subscriber Line Lindposast aGoHEHTCKas THHHS
) [[InpoxkoronocHas MOLYJISALHS C
DSSS Direct-sequence Spread Spectrum P Ay
NPSIMBIM PACHIMPEHUEM CIIEKTpa
. . Coo0b11eHne ¢ yBeOMIICHUEM O
DTIM Delivery Traffic Indication Message o yBeA
nepenade Tpaduxa
Ethernet over Generic Routing WNukancynsuus Ethernet-kaapos no
EoGRE .
Encapsulation npotokony GRE
. . Cpennee Bpems 1o [ puHBHYCKOM
GMT Greenwich Mean Time pedl P P Y
MEpUHaHy
GRE Generic Routing Encapsulation OO01mast MHKANCYIISAINS MapIIPyTOB
Global System for Mobile
GSM y . ['moGanbHas cucteMa MOOMIIBHOM CBS3H
Communications
HTTP Hypertext Transfer Protocol IIpoTokon nepenauu rurneprekcra
Pacmmpenue nporokona HTTP qnst
HTTPS Hypertext Transfer Protocol Secure TOJIEPKKH IH(PPOBAHUS B LIEIAX
0e30MmacHOCTH
[TpoTOKOIT MEKCETEBBIX YIPABIISIONIIX
ICMP Internet Control Message Protocol P . yip B
COOOLIEHU I
ID Identifier UnenTudukarop
«MHTepHET-IILTI03», TPOTOKOJ
IGD Internet Gateway Device yIpaBJICHUS YCTPOMCTBAMH Yepe3
UHTEPHET-IILTI03
[IpoTokon yrnpaBiieHUs TPpyMIaMu B
IGMP Internet Group Management Protocol P yip by
cetu MHTEpHET
[Iporokonm oOMEHa KIIOYaMU MEK,
IKE Internet Key Exchange P . o
nByMms y3iamu VPN-coennHeHnit
. . . YHUKaJIbHBIA MEXIYHAPOIHBII
International Mobile Equipment AYHAPOA
IMEI . UICHTU(PHUKATOP MOOUIIBHOTO
Identity .
yCTpOiCTBa
. . : YHUKaIbHBIA MEXIYHAPOIHBII
International Mobile Subscriber FIYHApOR .
IMSI ) uaeHTudukarop aboHeHTa MOOMIIBHOM
Identity B3
BA3U
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AGGpeBMaTypbl U COKpaLLeHUsA

ITporoxon UHuTepHETA, MEKCETEBOM
IP Internet Protocol P P
HPOTOKOJ
IPTV Internet Protocol Television TeneBunenwue mo [P-npoTokomy
[IpoTokoin it o0ecTiedeHus 3aIIUThI
IPsec Internet Protocol Security JIAHHBIX, TIEPEIaBaEMbIX 110
MEXCETEBOMY IpOTOKOIy [P
ISP Internet Service Provider UHTepHeT-nIpoBaiiaep
L2TP Layer 2 Tunneling Protocol TyHHETBHBIN MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
) [IpoTokon ynpaBieHus KaHAJIOM
LCP Link Control Protocol P yop
nepeiadn JaHHBIX
LED Light-emitting diode Caeronuon
«/lonrocpouHoe pa3BuUTHEY», CTAHAAPT
LTE Long Term Evolution BBICOKOCKOPOCTHOH O€CITpOBOIHOM
CBSI3U
. YnpasieHue T0CTyIOM K cpelie
MAC Media Access Control P HOCLY b
(mepenayu TaHHBIX )
. . . . Heckonbko naeHTH(pUKATOPOB
MBSSID Multiple Basic Service Set Identifier Hu ¢ P
0OeCcIpOBOIHOM CETH
MIB Management Information Base Baza ynpapnsiomei nHpopMaIum
Merox npoCTpaHCTBEHHOTO
. . KOJIMPOBAHUSI CUTHAJIA, UCTIONIB3YIOIINI
MIMO Multiple Input Multiple Output AP Yot
CHCTEMY C MHO)KECTBOM KaHaJIOB
nepeiadn v nprueMa
[Tpotokoin mmdpoBaHUs TaHHBIX,
MPPE Microsoft Point-to-Point Encryption | Mcrons3yemblii HOBEPX COEIMHEHHMI
PPP
MPU Maximum Packet Unit MakcuMmanbHbIi pa3Mep nakeTa
. [IpoTokon mpoOBEpKH NOAIMHHOCTH
MS-CHAP Microsoft Challenge Handshake : ce I; o P i[ on Ges
- . MEX BEPOM U KJIHEHTOM
Authentication Protocol 7Y CCpBEp
nepeaadn mapois
. . . MakcumanbHbIN pazme
MTU Maximum Transmission Unit P P
nepe1aBaeMoro makera
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AGGpeBMaTypbl U COKpaLLeHUsA

NAT Network Address Translation [IpeoOpa3oBaHme CETEBBIX AIPECOB
NIC Network Interface Controller CereBoii aganTep
NTP Network Time Protocol CeTeBoii POTOKON CITY>KOBI BPEMEHH
o MynpTUILIEKCUPOBAaHUE C
Orthogonal Frequency Division 3 P
OFDM . OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3ziereHueM CUTHAJIOB
PAP Password Authentication Protocol [IpoTokon ayTeHTUhUKAIMK IO TAPOIIIO
: Hacrpoiika ¢ moMompro HaxxaTus Ha
PBC Push Button Configuration P B
KHOIIKY
PCP Port Control Protocol [TpoToxon yrpaBieHHs TOPTOM
PFS Perfect Forward Secrecy CoBepieHHas psiMasi CEKPETHOCTh
PIN Personal Identification Number JInuHbIi UIeHTH()UKAMOHHBIA HOMED
PMP Port Mapping Protocol [Tpotokon mpoOpoca NOpToB
PoE Power over Ethernet [Muranue no cetu Ethernet
PPP Point-to-Point Protocol [TpOTOKOM THIIA «TOYKA — TOUKAY
pppd Point-to-Point Protocol Daemon Hemon npotokoa PPP
) ) [IpoTokomn Tuna «To4ka — TO4YKa» 1o
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHEIBHBIN MPOTOKOJI TUIIA «TOYKA-
PPTP Point-to-point tunneling protocol 4 P
TOYKa
PSK Pre-shared key OO0uwmii K04
PUK PIN Unlock Key Kitrou st paz6iokupoBanust PIN-koma
. . KBanparypHnas ammuuryaHas
QAM Quadrature Amplitude Modulation APatyp A
MOJTYJISIIUS
QoS Quality of Service KagectBo ycmyr
QPSK Quadrature Phase-shift Keying KBaparypHast (hazoBast MOLYIISIINS
RADIUS Remote Authentication in Dial-In User |Cayx6a ynaneHHo# ayreHTH()UKAUN
Service TI0JIB30BATENS] KOMMYTHPYEMOIl CeTH
. . [TpoTokon oOMeHa TaHHBIMHU IS
RIP Routing Information Protocol P A %

MapILIpyTH3aLU
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AGGpeBMaTypbl U COKpaLLeHUsA

Next Generation Routing Information

[Ipotokon oOMeHa JaHHBIMU IS

RIPn MapUIPYTU3AIUH CIETYIOLIETO
g Protocol PIIpyTH3aL AyIoHt
HOKOJICHHSI
RTS Request To Send 3anpoc Ha OTIPABKY
. . [IpoTokon NOTOKOBOM Iepenayu B
RTSP Real Time Streaming Protocol P pe
pEXHMe peabHOr0 BPEMEHH
. . Coenunenue obecrniedyeHus
SA Security Association A
0e30MmacHOCTH
: o OnHOBpeMeHHas! paBHOIIPaBHAs
SAE Simultaneous Authentication of Equals AHOBD P P
ayTeHTH()UKAIHS
SIM Subscriber Identification Module Momyib uaeHTUDHUKALUE a00OHEHTa
SIP Session Initiation Protocol [IpoTokoa ycTaHOBIIEHUS CeaHca
«bnok cooOIeHnii cepBepay, MPOTOKOI
SMB Server Message Block B P pv P
JUIst 001Iero octyna K daitnam
. [IpocToii MPOTOKOI CETEBOTO
SNMP Simple Network Management Protocol P P
yIpaBJICHUS
CeTeBoii MPOTOKOI yAaJICHHOTO
SSH Secure Shell P b
yIpaBJIeHUS
SSID Service Set Identifier Wnentudukarop 6ecripoBOIHON CETH
. ) [IpocTpaHCTBEHHO-BPEMEHHOE OJI0YHOE
STBC Space-time block coding POCIp P
KOIUPOBaHHUE
. [Iporoxon ynpasnenus nepenayei
TCP Transmission Control Protocol P yip pel
JTAHHBIX
. IIpoTOKON BPEMEHHOM 1IEIOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P i
KITFOUei
ToS Type of Service Tun oO6cmyXKuBaHUS
UAM Universal Access Method YHHBepCcaIbHBIA METOJ JOCTYIIa
[TpoTOKOI MOJTB30BATEIBCKHX
UDP User Datagram Protocol P
JararpaMmm
: YHUBEPCAIbHBIN PEKUM «BKIFOYH U
UPnP Universal Plug and Play pv P
paboraii»
URL Uniform Resource Locator Enuneiii ykaszarens pecypcoB
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PyKOBO,ElCTBO nonb3oBartens

AGGpeBMaTypbl U COKpaLLeHUsA

YHI/IBepCaJ'H)HaSI nociucaoBaTciIbHasn

USB Universal Serial Bus
HIMHA
VLAN Virtual Local Area Network BupTtyanbHas q0KalibHas CETh
VPN Virtual Private Network BuprtyanbpHast yactHas ceTb
i ) Nnentuduxarop BUPTyaIbHOTO
VRID Virtual Router Identifier A ¢ b BUpTY
MapIIpyTH3aTopa
. [Iporokon pezepBupoBaHus
VRRP Virtual Router Redundancy Protocol P pesepsup
BUPTYaJbHOTO MapIIpyTHU3aTOPa
WAN Wide Area Network I'moGanbHas ceTh
. ) ) be3omacHOCTh, aHATOrUYHAS 3aITATE
WEP Wired Equivalent Privacy . B
MPOBOJHBIX CETeH
— . s «becnpoBoiHas TOYHOCTHY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOIL . ap
0ecrpoBOAHOM CBSI3U
WISP Wireless Internet Service Provider BecrnpoBoaHoii UaTEpHET-IIpOBaiiiep
WLAN Wireless Local Area Network BecnpoBoHas nokagbHas CETh
- : : [epenaua MyTbTUMEAMIHBIX TaHHBIX
WMM Wi-Fi Multimedia P H ) Y A A
o Wi-Fi-cetn
R 3anMIEeHHbIA JOCTYII TT0
WPA Wi-Fi Protected Access H vﬂ Y
0ecrpoOBOTHON CeTH
e Bbe3onacHas HacTpoiika 6ecripoBOIHON
WPS Wi-Fi Protected Setup P poBoA
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