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IPS Signature License of 90 days is 
shipped with the equipment. Please 
register your product at
http://security.dlink.com.tw.

NetDefend IPS Firewalls

D-Link Gateway Security consists of NetDefend 
IPS and UTM Firewalls.

NetDefend IPS Firewalls include 
DFL-210/800/1600/2500, which 
provide critical protection for networking 
infrastructure with powerful �rewall/VPN features 
and innovative NetDefend IPS service.

IPS & Anti-Virus Signature License 1 year and 
Web Content Filtering License of 90 days are 
shipped with the equipment. Please register 
your product at http://security.dlink.com.tw.

NetDefend Security 
Service for UTM 
Firewalls

D-View 6.0 NetDefend Plug-in inherits the 
powerful management ability of D-View 6.0 and 
provides a central management platform to 
manage D-Link's gateway security products. 
Customers can take the advantages to ease the 
e�ort of daily maintenance by D-View 6.0 
platform and easily to monitor, apply the 
security rules, policies and speci�c security 
functions, such as VPN, UTM Services, 
ZoneDefense etc.

For more details, refer to page 37-38

Network Management 
System (D-View NetDefend 
plug-in)

NetDefend Security 
Service for IPS 
Firewalls

10/100BASE-TX x 6
(WAN x 1 / DMZ x 1 / LAN x 4)

DFL-210 External
Power Supply

External
Power Supply

• Stateful Inspection
• Intrusion Detection Prevention (IDP)
• WAN Failover
• IPSec/PPTP/L2TP VPN
• Bandwidth Management
• URL Filtering
• P2P Blocking
• Transparent Mode
• Anti-SPAM

10/100BASE-TX x 10
(WAN x 2 / DMZ x 1 / LAN x 7)

• Stateful Inspection
• Intrusion Detection Prevention (IDP)
• WAN Failover
• ZoneDefense
• IPSec/PPTP/L2TP VPN
• Bandwidth Management
• URL Filtering
• P2P Blocking
• Server Load Balancing
• Transparent Mode
• Anti-SPAM

• Stateful Inspection
• Intrusion Detection Prevention (IDP)
• WAN Failover
• ZoneDefense
• IPSec/PPTP/L2TP VPN
• Bandwidth Management
• URL Filtering
• P2P Blocking
• Server Load Balancing
• Transparent Mode
• High Availability
• Anti-SPAM
• LCD Panel

• Stateful Inspection
• Intrusion Detection Prevention (IDP)
• WAN Failover
• ZoneDefense
• IPSec/PPTP/L2TP VPN
• Bandwidth Management
• URL Filtering
• P2P Blocking
• Server Load Balancing
• Transparent Mode
• High Availability
• Anti-SPAM
• LCD Panel

DFL-800

10/100/1000BASE-T x 8
(WAN / DMZ / LAN Configurable)

DFL-1600

10/100/1000BASE-T x 6
(WAN / DMZ / LAN Configurable)

IPS Signature Upgrade License (12-Months)

License Model Firewall Model

19" Rackmount 19" RackmountDFL-2500

DFL-210DFL-210-IPS-12

IPS Signature Upgrade License (12-Months)

DFL-800DFL-800-IPS-12

IPS Signature Upgrade License (12-Months)

DFL-1600DFL-1600-IPS-12

IPS Signature Upgrade License (12-Months)

DFL-2500DFL-2500-IPS-12

License Model Firewall Model

Anti-Virus Signature Upgrade License (12-Months)

DFL-260DFL-260-AV-12

IPS Signature Upgrade License (12-Months)

DFL-260DFL-260-IPS-12

DFL-260DFL-260-WCF-12
Web Content Filtering Signature License (12-Months)

Anti-Virus Signature Upgrade License (12-Months)

DFL-860DFL-860-AV-12

IPS Signature Upgrade License (12-Months)

DFL-860DFL-860-IPS-12

Web Content Filtering Signature License (12-Months)

DFL-860DFL-860-WCF-12

Apart from IPS Firewalls capabilities, NetDefend 
UTM Firewalls DFL-260 and DFL-860 
further provide comprehensive security services, 
such as NetDefend IPS, Anti-virus and Web 
Content Filtering.

NetDefend UTM Firewalls

™ ™

IPSEC-ENHANCED

VPNC
C E R T I F I E D

B a s i c
I n t e r o p

DFL-260

• URL Filtering
• P2P Blocking
• WAN Failover
• Transparent Mode
• Web Content Filtering
• Anti-Spam

• Anti-Virus
• Stateful Packet Inspection
• Intrusion Detection Prevention (IDP)
• PPPoE
• IPSec/PPTP/L2TP VPN
• Bandwidth Management

10/100BASE-TX x 6
(WAN x 1 / DMZ x 1 / LAN x 4)

External
Power Supply

DFL-160
10/100BASE-TX x 1 (WAN)
10/100/1000BASE-T x 5
(DMZ x 1 / LAN x 4)

• IPSec/PPTP/L2TP VPN
• Web Content Filtering
• IPSec NAT Traversal
• Transparent Mode

• Anti-Virus
• Stateful Packet Inspection
• Intrusion Detection Prevention (IDP)
• PPPoE

External
Power Supply

DFL-860
10/100BASE-TX x 10
(WAN x 1 / DMZ x 1 / LAN x 7)

• URL Filtering
• P2P Blocking
• Server Load Balancing
• Transparent Mode
• Web Content Filtering
• ZoneDefense
• WAN Failover

• Anti-Virus
• Stateful Packet Inspection
• Intrusion Detection Prevention (IDP)
• PPPoE
• IPSec/PPTP/L2TP VPN
• Bandwidth Management
• Anti-Spam

External
Power Supply

VPNC
C E R T I F I E D

A E S
I n t e r o p

IPSEC-ENHANCED
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C E R T I F I E D
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VPNC
C E R T I F I E D

A E S
I n t e r o p

Standalone Equipment with the following
features need management separately
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Conventional Network Protection Model
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InternetInternet

High Speed Virus Scan by Hardware Over 8,000 IDP Signatures

DFL-860

Network Protection with UTM
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Firewall Anti-Virus

DFL-260 80Mbps 20Mbps
DFL-860 150Mbps 40Mbps

DFL-160 70Mbps 15Mbps

Each new feature added to the network will 
increase the network complexity.

Management load increases when more areas
of maintenance are required, and bottleneck 
issues can arise as a result.

Complete network protection in a single
device – D-link UTM Firewall.
 
Multiple security features in one GUI 
reduces management load tremendously.

Stream based anti-virus scanning technology is used. Files with all 
sizes are scanned directly. This method re-constructs the data that
is scanned because there is no restriction in size. It is recorded 
to the hardware memory and this improves inspection efficiency.

Component based signatures recognize and protect against known
and unknown attacks. The database includes attack information, 
data from a global attack sensor grid, and exploits collection from
public sites such as National Vulnerability Database and Bugtraq.

Security Switch 
DGS-3400 Series

Security Switch 
DGS-3400 Series

License Model Firewall Model


