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ABOUT THIS GUIDE

Scope

Use this document to learn, use, and configure the different features of
D-View.

Audience

This document is written for network managers, system administrators, and IT
personnel who needs to work with D-View.

Reader Alert Conventions

Reader alerts are used throughout this document to notify you of essential
information. The following table explains the meaning of each alert.

READER ALERT MEANING

@ Alerts you about supplementary
Tip information that is not essential to
the completion of the task at hand.
Alerts you about supplementary
Note 2 information.
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Style Conventions

The following style conventions are used in this guide.

ELEMENT MEANING

Bold font Use for describing user interface

elements and characters that you
type into the interface.
For example, Hierarchy Topology
Workplace and type
http://192.168.1.1.

Italic font Variables for which you supply a
specific value.
For example: Filename.ext can refer
to any valid file name.

Courier New font Samples of code and file paths and
names.
Command A command that is typed at the

command prompt. For example,

ipconfig.
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OVERVIEW

-Link strives to provide easy-to-use devices and software for users.
Networking is a core technology for data communication. Based on
abundant experience and profound understanding on end-user network

management requirements, D-Link introduces D-View 6.0.

Network administrators can now efficiently manage and monitor

e device configuration,

o fault tolerance,

e performance,

e and security

of multiple networks and management switches with D-View, a Simple

Network Management Protocol (SNMP) Network Management System.

This is a comprehensive standards-based management tool designed to

centrally manage critical network characteristics such as availability, reliability

and resilience in a consistent manner. D-View accommodates a wide range of

devices including:

e Wireless bridges

e Access points

e SNMP capable Smart/Managed switches

e SNMP capable routers

e OLT/ONU devices

e Broadband CO devices

e Windows Server

{HHHHH,
, A : : .
This guide does not discuss network design, management concepts or provide

detailed explanations of SNMP, MIB, RMON and associated concepts. We assume the
reader is familiar with these networking concepts, hence variables defined in D-View

menus are self-explanatory.

D-View is designed for SMB, Enterprise, and Telecom administrators to
efficiently manage their networks.

What’s Included

D-View 6.0 comes with:
¢ D-View 6.0 and User Manual on CD-ROM
e User Manual
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PRODUCT LINE

There are two editions of D-View:

D-View 6.0 Standard Edition: D-View standard edition targets
novice-intermediate users that have a small/mid-scale network of less than
1000 devices with basic requirements.

DBMS: Access 2000

Operating System: Windows XP, Windows 2000 Server or Advanced
Server (English Version), Windows 2003 (English Version)

D-View 6.0 Professional Edition: D-View professional edition targets
advanced users that have a small/mid-scale network of more than 1000
devices with higher requirements.

Operating System: Windows Server 2000 or 2003 (English Version)
DBMS: SQL Server 2000/2005

Hardware and Software Requirements

Hardware Requirements

CPU: 1.4GHz or above

DRAM: 1GB or above

Hard Drive Space: at least 200 MB

Ethernet Adapter

D-View supports the following:

D-Link Switches:

DES-3200-10, DES-3200-18, DES-3200-28, DES-3200-28F, DES-3526,
DES-3528, DES-3528P, DES-3528DC, DES-3550, DES-3552, DES-3552P,
DES-3828, DES-3828DC, DES-3828P, DES-3852, DES-6500,
DGS-3100-24, DGS-3100-24P, DGS-3100-24TG, DGS-3100-48,
DGS-3100-48P, DGS-3200-10, DGS-3200-16, DGS-3200-24,
DGS-3308FG, DGS-3324SR, DGS-3426, DGS-3427, DGS-3450, DGS-3612,
DGS-3612G, DGS-3627, DGS-3627G, DGS-3650, DGS-3700-12,
DGS-3700-12G, DXS-3326GSR, DXS-3350SR

D-Link Wireless APs:

DAP-1353, DAP-2553, DAP-2590, DAP-3220, DAP-3520, DWL-2100 AP,
DWL-2200AP, DWL-2700AP, DWL-3200AP, DWL-3260AP, DWL-7700AP,
DWL- 8200AP
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Software Requirements

D-View 6.0 Standard Edition

Software Requirements
e Microsoft Internet Explorer 6 with Service Pack 1 or later
¢ Microsoft XML Parser and SDK

Operating System Service Pack Version

Microsoft Windows 2000 Server (English Version) Service Pack 4
Microsoft Windows 2000 Advanced Server (English Version) Service Pack 4
Microsoft Windows Server 2003 (English Version) Service Pack 2
Microsoft Windows XP/Home/Professional Service Pack 2

D-View 6.0 Professional Edition ‘

Software Requirements
e Microsoft Internet Explorer 6 with Service Pack 1 or above
¢ Microsoft XML Parser and SDK

Operating System Service Pack Version

Microsoft Windows 2000 Server (English Version) Service Pack 4
Microsoft Windows 2000 Advanced Server (English Version) Service Pack 4
Microsoft Windows Server 2003 (English Version) Service Pack 2

¢ Database Management System

Database Management System Service Pack Version

Microsoft SQL Server 2000 English version Service Pack 2
Microsoft SQL Server 2005 English version N/A

The differences between the two editions are described in the following table:

STANDARD EDITION PROFESSIONAL EDITION
Standalone architecture Client-Server architecture
Single user login Multiple user login
Supports ~ 1000 nodes Supports ~ 5000 nodes
Supports Microsoft Access* Supports Microsoft SQL

*A separate installation of Microsoft Access is not required.

Both editions use COM (Component Object Model) technology.

% D-Link recommends using a display with 1024 x 768 resolution.

Client-Server Architecture (Professional Edition)

By using the remote access feature of SQL Server, D-View 6.0 Professional
Edition implements Client-Server architecture allowing workstations to share

10
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database information. Given below is an illustration of the SQL Server Remote
Access chart.

D-View
Station QNP

D-View
D-View R
Station ' p , |SQESENEr |l patabase
" 4 DBMS
Server

D-\iew
Station v

Figure 1: SQL Server Remote Access

To configure and connect to the SQL Server database, refer to Installation
Steps and To Create a Database (for Professional Edition).

Upgrade

To upgrade from D-View 5.1 or earlier versions to 6.0, uninstall all the
programs related to the old version and then re-install the new version.

i
QDownload the latest version of the User Manual from http.//dview.dlink.com.tw

for the added new features.

Technical Specifications

MIB Utilities Security Management Functions
e Device SNMP Configuration e SNMP v3 covering security
e MIB II Information and functions such as packet
Statistics encryption/decryption, user
e IF Information Tables levels for different classes of
e Spanning Tree Information access right, MPD (RFC
and Port Configuration 2572), TARGET (RFC 2573),
e Bridge 802.1d Information USM (RFC 2574) and VACM

11
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and Port Configuration
RMON Statistic, History and
Event Group

Transparent Bridge
Forwarding and Static Filter
Tables and Port

Counter

802.1p Priority Configuration
L3 Utilities

MIB Browser

MIB Complier

(RFC 2575)

SNMP v3 Configuration
Device Module Access Right
Control

NMS System Access Control
NMS System Function
Module Access Right Control
Local and Radius
Authentication Modes when
Login

System Management Tools
e Performance Monitor (switch

should support RFC1213

Interface and RMON)

Device Panel Simulation

Module

Batch Program

Link Capacity Check

Safeguard Check

Get All ARP Information

Device Type Check

Topology Generator

Topology Import / Export

Hierarchy Topology Manager

Device Type Extension

Web Configuration

Telnet Configuration

TFTP file transport

Trace Route

MAC Locator

Ping

Resource Management Functions
e Device Resource Manager

e User Locator

e Device Locator

User Statistics

Device Statistics

Device System Information

Manager (RFC 1213 System)

Device Port Status Manager

Performance Management Tools
Performance Monitor

e Port Packet Monitor

Fault Management Tools
e Trap Filter

e Trap Log

e Ping Poll Filter

Ping Poll Log

SNMP Poll Filter

SNMP Poll Log

Event Config Manager

Event Viewer

Supported Devices

D-Link Devices:

- SNMP capable
Smart/Managed switches

- OLT/ONU devices

- Wireless bridges and

access points
- SNMP capable routers
- Multi-tenant broadband
CO devices
Windows Workstation, DC

12
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and Server
Device Panel Simulation

13
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INSTALLATION STEPS

To install D-View 6.0 for both Standard and Professional Edition, follow these
procedures:

For Professional Edition:

Prior to installation, ensure the environment on your designated server is

compliant with the software requirements given below:

e Ensure the authentication mode on MS SQL 2000 is Mixed Mode (SQL
Server and Windows) when installing SQL Server. Use Enterprise
Manager for configuration settings.

¢ Click Microsoft SQL Server > SQL Server Group > Local Windows NT.

e Right-click on Local Windows NT, and select Security.

e Configure Authentication as SQL Server and Windows

1. Insert the CD and navigate to D-View Standard.exe/D-View
Professional.exe. If the installer does not start automatically, start the
installer by double clicking the D-View Standard.exe/ D-View
Professional.exe.

The InstallShield Wizard screen displays.

N .

D-View"

Standard Edition

Version 6.0 l

©Copyright 1997-2007 D-Link Corporation. All Highgﬁwed.

J g _ .

InstallShield Wizard

D-Wiew Setup iz prepanng the InstallShisld® Wizard, which wil
gusde you through the rest of the setup process. Please wait

ANRENRERENNANEN Cancel |

Figure 2: InstallShield Wizard screen
D-View Setup initiates the InstallShield Wizard, which after loading, will take you
through the installation process.
The License Agreement screen displays.

15
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InstallShield Wizard i x|

License Agreement y
Please read the following license agreement carefully. @

D-View 6.0 will be installed in your computer. Please read the software license agreement
carefully.

D-Link D-View B.0 fl
Software License Agreement
|IMPORTANT READ CAREFULLY:
This Software End-User License Agreement [EULA")is a legal
agreement between you (etther an indrvidual or a single  entity)
and D-Link for the SOFTWARE(s] identified above, which includes

|Iha User's Guide, any associated SOFTWARE components, any media, :l

Press Mo’ to exit the installation. Press *Yes' to continue.

Instalishield

Figure 3: License Agreement screen

2. Click Yes to proceed.
The Choose Destination Location screen displays.

InstallShield Wizard : ll

Choose Destination Location
Select folder where Setup will install files.

Setup will install D-View in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder =
C:\Program Files\D-Link\D View Browse...

InstaliShield

<Back [ New> || cancel |

Figure 4: Choose Destination Location screen
3. By default D-View is installed in c:\Program Files\D-Link\D-View.

Alternately, you can choose to install D-View in your preferred designated
folder. Click Browse to select the target location and then click Next to

continue.
The Select Program Folder screen displays.

16
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l InstallShield Wizard = 1]

Select Program Folder
Please select a program folder.

Setup will add program icons to the Program Folder listed below. ‘You may type a new folder
name, or select one from the existing folders list. Chck Next to continue.

Program Folders:

InstalShield

< Back Cancel I

Figure 5: Select Program Folder screen
The Setup will add program icons into the Program Folder.
4. Click Next to continue.
The Start Copying Files screen displays.

| InstallShield Wizard : _ x|

Start Copying Files
Review sattings before copying files. : @

Setup has enough information to start copying the program files. |f you want to review or
change any setlings, click Back. f you are salisfied with the settings, click Mest to begin
copying files.

[User 'IJnfuI Al

[Application Info):
0S Directory  C:AWINNTY
Setup Directory :C:\Program Files\D-Link\D -View

f i

InstalShield

<Back Next > Cancel |

Figure 6: Start Copying Files screen
5. Verify the settings before clicking Next. To make changes, click Back.
The Setup Status screen displays.
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InstallShield Wizard - x|

Setup Status

DView Setup is performing the requested operations.

InstalShield | =

Figure 7: Setup Status screen
6. This screen indicates that D-View installation is in progress.

[

To stop the installation, click Cancel.

InstallShield Wizard i1

Setup Status

DAiew Setup is performing the requested operations.

| rstallShield

Camell

Figure 8: Setup Status screen
Once D-View installation is successfully completed the Welcome to the
Microsoft XML Parser and SDK Setup Wizard window displays.

18
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{& Microsoft XML Parser and SDK Setup i x|
Welcome to the Microsoft XML
Parser and SDK Setup Wizard

The Setup Wizard will install Microsoft XML Parser and SDK on
your computer, Click Next ko continue or Cancel to exit the

Setup ‘Wizard,

Cancel

Figure 9: Welcome to the Microsoft XML Parser and SDK Setup Wizard
7. Click Next to continue installing Microsoft XML Parser and SDK on your

server.
The End-User License Agreement screen displays.

|:§'A Microsoft XML Parser and SDK License Agreement A 5'

End-User License Agreement |
Please read the following license agresment carefully @

EMND-USER LICENSE AGREEMENT FOR MICROSOFT SOFTWARE il

MICROSOFT XML CORE SERVICES (MSXML) 4.0

IMPORTANT-READ CAREFULLY: This Microsoft End-User License

Agreernent (“ELTLA") is a legal agreement between you (either an mdnidual ora

aingle entity) and Microsoft Corporation for the Microsoft software identifisd

above, which may include computer software, associated media, printed materals,

jand “online™ or electronic docurmentation (“SOFTWARE”). By dowrloading, _:j

vt T el dan vmives tha SOTTITA DT wrme sorves $om s Tnmsnwed

[5" 1 accept the terms in the License Agreement: ]
" 1do not accept the terms in the License Agreement

< Back I Mext > I Cancel I

Figure 10: End-User License Agreement screen
8. Select I accept the terms in the License Agreement and click Next to

continue.
The Customer Information screen displays.

19
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[ Microsoft XML Parser and SDK Setup x|

Customer Information
Please enter your customer information s

User Mame:
link

Organization;
|dink

< Back Mext = Cancel I

Figure 11: Customer Information screen

9. Enter the User Name and the name of your Organization. Click Next to
continue.

The Choose Setup Type screen displays.

]

jiF Microsoft XML Parser and SDK Setup : ‘5'
Choose Setup Type ~ “;
Choose the setup type that best suits vour needs t"_’&

Install Now
Install MSXML 4.0 at C:iProgram FilesiMSXML 4.0

Customize...

Bllows users ta choose which program Features will be installed
and where they will be installed. Recommendead For advanced
Users,

< Back I Mext = I Cancel |

Figure 12: Choose Setup Type screen
10. Use the Customize option to select the program location. Click Install Now
to continue with the installation (recommended).

20
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The Completing the Microsoft XML Parser and SDK Setup Wizard screen
displays.

ﬂ_a Mll:rusclﬂ; XML Parser and SDK Setup ] x|

Completing the Microsoft XML
Parser and SDK Setup Wizard

Click the Finish button to exik the Setup Wizard,

Figure 13: Completing the Microsoft XML Parser and SDK Setup Wizard screen
11. Click Finish.
The Device Modules Setup screen displays.

Device Modules Setup

Choose Destination Location

Select folder where Setup will install files.

Setup will inztall Device Modules in the following folder.

Toinstall to this folder, click Mext. Toinstall to a different folder, click Browse and select
another falder.

" Destination Folder

C:%Program FilezhD-LinkAD evbd odule Browse... |
|metallEhield
¢ Back | Mext » I I Cahcel |

Figure 14: Device Modules Setup screen
12. To install to this folder click Next. To install to a different folder, click
Browse and select another folder.
The Setup Status screen displays.

21
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Device Modules Setup

Setup Status

Device Modules Setup iz performing the requested operations.

Irztallirg:

I

|mztallShield

Cancel

Figure 15: Setup Status screen
The Setup is installaing the required device modules. Once completed, the
Installation Completed screen displays.

Device Modules Setup

Installation completed!

The device modules have been ingtallad!

¢ Back “ Finizh ! [Canze| |

Figure 16: Installation Completed screen
13. Click Finish to exit and complete the installation.

22
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' X
D-View"
Version 6.0

Setup Completed

D-Uiew has been installed in your
computer successfully.

Press “complete* to finish the
intallation process.

Figure 17: Setup Complete screen
The screen indicates that D-View 6.0 and Microsoft XML Parser and SDK
software have been installed.
14. Click Complete to close this window.

15.To start D-View, double click the E on the desktop.

The Login D-View screen displays. Refer to Getting Started to continue
working with D-View and D-View 6.0 Licensing to receive the activation code.

Creating a Database (for Professional Edition)

Once D-View and Microsoft XML Parser and SDK software installation is
complete, create a database for D-View.

To create a database, SOL 2000 server must be installed with SQL service
p

running on the server.

To create a database, follow the steps below:
1. Copy the following files to a folder:

¢ Make DB.exe

e Task.SQL

e DBCreate.SQL

For example as seen in the following figure, the files are stored in:
E:\D-View 6.0\SQLDBScript\SQLDBScript

23
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2. Double-click MakeDB.exe.

& E:D-¥iew 6.04,50LDBScripth SQLDBScript

E =101 %]
File Edit Wiew Favorites Tools Help

QBack - - (T | ) search | Folders | & 3 X ) | -

Address || E:D-view 6,0\SQLDBSEript\SQLDBSCript = Go
Mame = I Size I Type I Date Modified I Attributes I
[£) DBCreate, 50L | 135KE  S0L Seript File 12042007 12:32 6M A

[ MakeDB.exe Z08KE  Application

[Z] task.50L

9/20/2007 11:57 PM A

13KB  SC0L Script File 12/26/2006 3:38 PM &

Figure 18: MakeDB screen

The D-View Database Tool window displays.

D-Yiew Database Tool

DBEME Canfig

@+ SOl Server 2000 Datahaze

(" BQL Server 2005 Datahase

|

Zreatef

Zloss

Figure 19: D-View Database Tool screen

D-View Database Tool is in the process of creating a database.

MakeDB

B

¥ "-n., D-Wiew Database has been created successfully |
L

Figure 20: MakeDB screen

3. Click OK to close the window.

4. To edit information in the hosts file, go to:
C:\WINNT\system32\drivers\etc\hosts

24
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B C:\ WINDOWS! system 32\ driversatc

file Edit Wiew Favortes Tools Help

Qeack - - (F | Pmearch [DFolders |16 2 X 9| B

Adrress [[) C:\WINDOWS\system32\driversiete

Name = [ Size | Type [ Date Modified [ attributes |
[ am ks 3,361K8 DLS File 2/17/2007 307 4M
z 2 ] Chonse the program you want to use to open this file:
File:  hosts
[ Brograms

& Internet Explorer

& snaglt s

@ wfindows Media Player

&) wiindows Picture and Facx Yiewsr
B winraR archiver

A wordrad

™ sliays use the selected program ko open this kind of file

Browse. ..

Cancsl

Figure 21: Etc Folder screen

5. Right-click hosts and select Open With. In the Open With window, select
Notepad.

e
D-Link recommends using notepad to edit the hosts file.

[P hosts - Notepad
File Edit Format Wiew Help

hew T+ 3-199% microsoft Corp.
Cpen... Chrl+0 - 1 3
= HOSTS file used by Microsoft TCRAIP for windows.
: CEr+a
Save fAs... n= the mappings of IFP addresses to host names. Each
ept on an individual Tine. The IF address should
Page Setup... first column followed bg the caorresponding host name.
Bl ctrier nd the host name should be separated by at least one
Exit

ments (such as these) may be inserted on fndividual

# lines or fDﬁWDwing the machine name dencted by a '#' symbol.
i For example:

: 102.54.594, 97 rhinc. acme. com # source server
#* 38.25.63.10 X, ACmE. Com # x client host
127.0.0.1 localhost

10.%0.90.101 dview-test
10.90.90,101 SQL-Server

Figure 22: Hosts File screen
6. Update the host file with the following information, for example:
e 127.0.0.1: localhost
e dview-test : 10.90.90.101

e 10.90.90.101: SQL-Server (Follow this format to connect to the server, i.e.
“IP Address: SQL-Server”).

ﬂﬂﬂﬂﬂﬂﬂ@
To implement the client-server architecture, ensure to install D-View 6.0

professional edition in required servers to connect with the SOL database.

25



D-Link D-View 6.0 User Manual

7. Click Save to save the file.

T
7 D-View utilizes SQOL-Server alias name to query the SQL database, so therefore

make sure the name entered is the same as the alias name. Ensure to add the IP
address of your server in the hosts file. Check with the system administrator for the

correct IP address of your server.

8. Restart your computer to complete the installation.

The Login D-View screen displays. Refer to Getting Started to continue
working with D-View.

26



D-Link D-View 6.0 User Manual

D-VIEW 6.0 LICENSING

Trial Version

When you install D-View, the trial version is automatically installed and allows
you to evaluate the product for a period of 30 days. During this 30-day period,
D-Link recommends you request a permanent license for D-View. For every
single license key obtained, you can run D-View on up to five different
computers.

Skip the Activation step as seen in Figure 23 and continue working with
D-View.

UU‘]QUQU@
During the trial period, every time D-View is started, a message is displayed

>

indicating the time remaining before the trial version will expire.

Obtaining the Activation Code

If you opt to buy D-View, there are three ways to request for your activation
code, which are as follows:
OPTION A
To register, go to http://dview.dlink.com.tw and enter user related information
such as license key and MAC address of the server where D-View is to be
installed. You can find the license key on the back cover of the user manual.
OPTION B

1. Start D-View.
The D-View 6.0 Activation Wizard screen displays.

D-View 6.0 Activation Wizard

D-\flﬂ‘iff Welcome to the D-View 6.0 Activation YWizard,
Versis This wizard will guide vou through the product activation process.

T upgrade the product from the trial version, click "Mest' to obtain
the activation key with the license key purchased. The trial version
allowws vou to evaluate the product for a period of 30 days.

Click "Skip" to exit the Activation Wizard without completing activation.

Figure 23: D-View Activation Wizard screen

27


http://dview.dlink.com.tw/�

D-Link D-View 6.0 User Manual

2. Click Next to continue.
The Input Activation Key screen displays.

D-View 6.0 Activation Wizard

D- " nput Activation Key

Flease enter the Activation Key and click "Activate”.

After successfully activating D-Yiew, you can experience all its
features. If you do not have an Activation Key, click "Register” to
register your product online.

Activation Key ; |
CFormat s SO e O SO D OO )

Activate Rengister Skip

Figure 24: Input Activation Key screen
3. Click Register to open the registration website and update the information
on-line.
OPTION C
Start D-View, go to Help>D-View Activation Wizard. Follow the steps

accordingly to register for D-View.
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MODULAR ARCHITECTURE

D-View 6.0 is a vendor-independent platform with user plug-in modules. This
new adaptive architecture comprises multiple components such as DBMS
access, basic and plug-in modules.

D-View 6.0
System Architecture

$
QE
s s ‘

Basic Modules Plug-In Modules
[ Domain Manager [ Security Plug-in ]

[ NetMap Manager [ Wireless Plug-in ]

[ MIB Compiler [ NetDefend Plug-in ]

[ Other Functions [ Reporting Plug-in ]

D-View Platform ’

Figure 25: D-View System Architecture
D-View follows three-tier architecture that is client-server architecture in which
an application is executed by more than one distinct software agent. For
example, an application that uses middleware to service data requests
between a user and a database employs three-tier architecture.

D-View modules are also compatible with HP’s OpenView Network Node
p

Manager (NNM v6.40, NNM v6.41, NNM v7.50, and NNM v7.51).
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FEATURES

With the addition of new features to D-View, Administrators can now:

Automatically create topology maps of device relationships.

Graphically represent the real-time status of devices.

Centrally manage multiple D-Link devices. Administrators can view and
manage multiple devices within the LAN.

Customize third party devices to integrate with D-View.

Define trap events using the Trap Editor.

Manage multiple identical devices at the same time using Batch
Configuration (Firmware updates, Save config, RMON Enable and more).
Manage third-party devices using the MIB Compiler and MIB Browser.
Supports SNMPv3 for major MIBs.

Monitor the status of network devices by polling network devices
periodically.

View and check the status of the Safeguard Engine from the topology
map.

Handle events based on severity and notify the users with email or sound
alerts.
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FUNCTIONS

The following section briefly describes the various functions of D-View:

New Device Identifier: D-View constantly monitors the network for new
devices. Once a device is plugged in, administrators can add the device into
the topology.

Database Access Component: Provides interface to access Microsoft
Access and SQL Server 2000/2005 out of the box. If required, functional
components can be changed to access other DBMS such as Oracle or
Sybase.

Domain Management: D-View allows administrators to categorize
network devices into single or multiple domains.

Multiple Views: D-View supports tree and list views for viewing devices in
the domain.

Polling: D-View polls network devices and displays any abnormal behavior
on the Message Board. Devices are polled using ICMP (Internet Control
Message Protocol) or SNMP (Simple Network Management Protocol).
Performance Management: D-View provides flexible mechanism to
retrieve SNMP OID information. For example, using Performance
Monitor function, the administrator can monitor data ratio per port.
Syslog Management: Maintain user action log information.

System Config: Configure global parameters of the network, for example,
Local and Radius Authentication.

SNMP v3 Support: For major MIBs including MIB 11, IF- MIB (RFC2233),
Entity MIB (RFC2737), Bridge 802.1D(RFC1493), RMON, 802.1P (RFC2674)
and 802.1Q (RFC2674).

Resource Management: Manage, add, or remove network device
resources from/to a topology.

Device Customization: Include customized network devices by manually
entering device type information.

Layer 3 Utilities: Layer 3 utilities include IP forwarding, RIP 2 (Routing
Information Protocol), OSPF (Open Shortest Path First), IP MRoute,
DVMRP (Distributed Vector Multicast Routing Protocol) and PIM (Protocol
Independent Multicast) functions for managing switches and advanced
routers in enterprise networks.

Topology Generator: Create diagrams and schematics for network
design and layout planning.

Topology Import/Export: Import or export topology information
to/from XML.
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INTRODUCTION

D-View’s user interface provides access to all views and tools from a single
location.

D D-View 6.0 - [lomain_1::Met-177.17.5.07260]

m Fle View Topology dopicsfion System MstToaols Advanced Hep MAIN MENU =

22953 DB @R °P°® —_[TOPOMANAGER TOOLBAR |
HEIESRARESRE L 28 {manToosar

By B = 5 <] APPLICATION TOOLBAR |

EE&RF SR G

@ ¥ 2 % A A | —{NETTOOLBAR |

*% G ™M <—{ ADVANCED TOOLBAR |

Hierarchy Topolooy Workplace - X | i

- \
o Test L - i
S R 750 ey TV VLTS5 AR S 1 A 17176182 172ATE 180

& Nek_172.17.5.241 \ ot
& Het_172.47.5.242 [:Netrnap e T P T

¥ Met_172.17.5.243 e
» NEE_IT2.175.2M = - =
&P Neb_172.17.5.245 \’ﬂ \Q‘ﬁ == - :
r;|' Met_Lnknos AT 448 AFIATATH. 175175 148 17217 5:7'&‘.],-'*-‘—"'—'17‘1.175.& [EEREX R

0 ponain 2 TOPOLOGY .
HIERARCHY MIEWEVANCEINE |, st ;

{

{

TOPO W ‘J '.J '.J 'd ‘J
WORK PLACE AT £264 Wet_172.17... Het_I72.17. . Met_T72.17.. Wes_172A7... Het 17207,
£ -
x| Time Saoncee Devies 1P Tesription -
2006H)1-02 12:22:50 192166.11.11 1
i 18316
1
21
0812 ]
3 §§ } MESSAGE BOARD
& (408 oz 1117
0B 192168.11.16
? 0B 102168 1115 e
sl 8
Prink curreni boco | STATUS AREA
Figure 26: D-View User Interface

The key interface elements are:

¢ Domain: A subnetwork comprised of netmaps. Dividing the network into
domains improves performance and security.

¢ Netmap: A netmap is a graphical representation of your domain/network.
You can also refer to it as a network topology map.

¢ Menu Toolbar: Access different functional modules from the Menu

toolbar.

o Hierarchical Topology Workplace: Displays a tree-like structure of the
topology.

¢ Main Toolbar: Use the Main toolbar for quick access of the functional
modules.

¢ Topology View Window: Displays the net cells that include devices, links
and netmaps.

¢ Message Board: View event messages of various devices in the domain.

¢ Advanced Toolbar: Use the Advanced toolbar for quick access of the
functional modules.

¢ Net Toolbar: Use the Net toolbar for quick access of the functional
modules.
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e System Toolbar: Use the System toolbar for quick access of the functional
modules.

e Application Toolbar: Use the Application toolbar for quick access of the
functional modules.

¢ Topo Manager Toolbar: Use the Topo Manager Toolbar for quick access
of the functional modules.

e Status Area: Provides context-sensitive information about the current
state of what you are viewing in the window.

Refer to Main Menu for the different functional modules.

L

Drag and drop the toolbar to rearrange elements around the user interface to suit

your working model

Context-sensitive Menus

Most items in D-View have context-sensitive menus. Select an item and then
right-click the mouse to view additional details.

Topology Workspace

Refrezh Reload the hierarchy topology data

&dd Metmap... Add Hetmap into the current topology

Topo Export/lmport... Backup or Restore the topology data

Lramain Manager... Call domain manager

Palling Corfig... Config the poll device list

Ewent Yiwer by Metmap... Retieve the event data of devices

Topology Generatar... Call Topology Generator to create topology
Figure 27: Context-sensitive menu accessed from the Topology Workspace
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Topology View Window

Copy Cirl+C Copy the selected device

Paste Cirl+ Add the device into the topology from clipboard
Delete To delete the selected net cell

Property... To modify the property of the selected net cell
D-iew Module... Call the device module to manage the selected dewvice
Telnet... Call Telnet tool to manage the selected device

web... Call Web browser tool to manage the selected device
Fiun Batch... Call batch tool to operate the selected devices

Add ta Paoll List Add the seleted devices into poll device list

Delete fram Poll List Delete the seleted devices from poll device list

Rearange Topology » | Rearrange the topology after selecting one device

Wiew Option... Set the display option for topology

Background Setup... Set the topology background

Upper Layer Activate the upper topology

Zoom |n 2oom in the netcell in the topology

Zoom Dut Zoom out the netcell in the topology

Zoom Fit Display all the netcell according to window size
Device Manager » Operate the net cell : Device

Link Manager * | Operate the net cell : Link

Netrnap M anager * | Operate the net cell : Hetmap

Topalagy Rollback Reload the topology data and cancel all the modification
Figure 28: Context-sensitive menu accessed from the Topology View Window

Hierarchy Topology Workspace

Menu Toolbar Display or Hide the HMain Henu window
w | Hierarchy Topalogy Workplace | Display or Hide the Topology UWorkplace
Z Meszage Board Display or Hide the message board window
Figure 29: Context-sensitive menu accessed from the Hierarchy Topology
Workspace
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MAIN MENU

D-View’s Main Menu is the entry point for accessing most of the features. It
runs along the top of the screen. This section briefly describes the available
menu options.

File

The following table lists the File menu items and their descriptions.

MENU ITEM DESCRIPTION

Save Save the current topology.

Startup Wizard The wizard guides you to create a
topology. Refer to Startup Wizard for
more information.

Close Close the current Topology View
window.

Print Print the current topology.

Preview Preview the current topology.

Page Setup Set printer options, properties and
paper size.

Lockup Locks D-View; only the current user

or an administrator can unlock the
system.

Logout admin Logout of D-View and sign in as a
different user.
Exit Exit D-View.
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View

The View menu enables you to view or hide various D-View Toolbars. The
following table describes the different toolbars.

TOOLBAR DESCRIPTION

Advanced Toolbar Access Link Capacity
Check, Safeguard Check
°8 9
and ARP info.

Net Toolbar Access Device
d & % — % Discovery, Trace route,
% .
! E“’.g ol m File Transport, NET
Toolbox, Performance

monitor, MIB browser
and MIB compiler.

System Toolbar Access System Log,
|E E % & @ g @ Event Viewer by IP,
i Device Group Manager,

Device Event Configure,

System Config,
Administrator
Management, and
Change Password.
Application Toolbar Access Batch config,

5 Run Batch Program,
B % = ﬁ Topo Export Import,
Device Customization.

Topo Manager Toolbar Access Select netmap,

: ' d A | i @ Add netmap, Edit

"-‘E '{'g "'9 32 | @ netmap, Delete netmap,

I Select device, Add

@ @ Rt ,E‘ device, Edit device,
Delete device, Select
link, Add link, Edit link,
Delete link.
Main Toolbar Access Save, Copy,

a = Bn | - = Paste, Print,

H & @ Q C?“ Background, Zoom out,
M= m T T Zoom in, Zoom fit,

@ -l % E‘% ‘i‘ﬁ t P @ Domain Manager,

Configure the devices

want to be polled, Query

the event log by

netmap,
Search the devices in

the network and create
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a topology
automatically, Upper
Layer, Startup wizard,
Help

Hierarchy Topology Workspace Access Main Menu,

Topology, and Message

Board
Message Board Access Message Board
Cascade Cascades the different

topologies one behind

the others

Tile Vertically Arranges the different
topologies one below
the other

Application

The following table lists the Application menu items and their descriptions.

MENU ITEM DESCRIPTION

Batch Config: Execute a sequence of operations in
¢ Advanced Option D-View. For example, Save
e Run Batch Configuration, Retrieve Port Status,

and so on. Refer to Batch
Configuration for more information.

Topo Export Import Restore and backup D-View. Refer
to Using Topo Export/Import for more
information.

Device Customization Add, modify and delete devices. Refer

to Customizing Devices for more
information.

System

The following table lists the System menu items and their descriptions.

MENU ITEM DESCRIPTION

System Log Store logged events. Refer to System

Log for more information.

Domain Manager Manage domain information. Refer
to Domain Manager for more

information.
Event Manager Monitor and manage events. Refer
¢ Event Viewer by to Managing Events for more
Netmap information.
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e Event Viewer by IP

e Device Group Manager
e Polling Config

e Device Event Config

e Trap Editor

Resource Manager Locate devices using IP or MAC
¢ MAC Locator address.
¢ Device Locator
e User Locator
e Device Collector
e User Statistic
e Device Statistic

System Config Configure the root domain name,
management station and
authentication information. Refer
to Login D-View for more
information.

Administrative Manager Create user groups and provide
access rights for certain functional
modules to an administrator. Refer
to Administrator Manager for more
information.

Change Password Change password after login. Refer
to Changing Password for more
information.

NetTools

The following table lists the NetTools menu items and their descriptions.

MENU ITEM DESCRIPTION

Device Discovery Search devices using IP address.

Refer to Device Discovery for more
information.

Trace Route Lists all the intermediate routers a
connection must pass through to get
to reach its destination. Refer

to Trace Route for more information.
TFTP (Trivial File Transfer Upload/Download/Update

Protocol) configuration files to and from

devices. Refer to TFTP for more
information.

NetToolbox Manage devices through Telnet, Web
and Ping using the IP address. Refer

to Net Toolbox for more information.
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Port Packet Monitor Monitor the port packet performance.
Refer to Port Packet Monitor for more
information.

Performance Monitor Monitor the RMON performance of a
device. Refer to Performance Monitor
for more information.

MIB Tools Manage and configure non D-Link
e MIB Compiler devices. Refer to Managing Devices
e MIB Browser with MIB Compiler for more
information.
Topology Generator Tool to generate a Topology. Refer

to Using Topology Generator for more

information.

Advanced

The following table lists the Advanced menu items and their descriptions.

MENU ITEM DESCRIPTION

Link Capacity Check Monitor and modify the link status.
Refer to Monitoring the Link Status
for more information.

Device type Check Check the network for new and
updated devices. Refer to Using
Device Type Check for more

information.

Safeguard Check Check the safeguard status of
devices. Refer to Using Safeguard
Check for more information.

All of ARP info Retrieve ARP information from
devices in the topology. Refer

to Retrieving ARP information for

more details.

Help

The following table lists the Help menu items and their descriptions.

MENU ITEM DESCRIPTION

D-View Help Opens D-View online help.

Module supported Displays a list of devices supported
by D-Link.

D-View Activation Wizard Helps you obtain the activation code.

About D-View Displays the About D-View window.
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GETTING STARTED

Before proceeding with this section, D-Link recommends you familiarize
yourself with the User Interface. Refer to Introduction section.

Login D-View

After successfully installing D-View, type the default Account and Password for
D-View. The default Account is Admin and the default Password is 111111.

ID Login D-View : Local Mode

Bececount admin

Enter your account and passworid: r‘\l

%)

e

ko

Password

®

Lagin

Cancel ‘ Gptiun}}‘

Figure 30:

D-View Login screen

[ID[IQ[ID[I@

Click Option to login to D-View by using different domain-specific

administrator accounts to view different topology maps.

Managed IP Feature

The Managed IP feature enables the administrator to control which domain

can be managed by which user. After the user has successfully logged in with
the domain’s managed IP, the user will only be able to see that domain. The

Managed IP feature differs between Standard Edition and Professional

Edition.

¢ Standard Edition: Since D-View Standard is a standalone platform, the
Managed IP feature is used to control which user can manage which
domain locally. The domain can be divided by different departments or
locations, with each department or location having a dedicated user who

monitors the network status.

¢ Professional Edition: D-View Professional supports Client-Server
architecture, thus allows for users to install D-View Professional to different
locations. Each user can manage and monitor their responsible domain.
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The administrator at the company headquarters can user the Super
Domain account to manage and monitor all domains.

The user can also configure each account’s access rights to limit features
available while using D-View. This can be done by accessing System >

Administrator Manager.

To enable Managed IP click Option on the D-View login screen.

Aeccount admin

I Login D-View : Local Mode [§|
Enter your account and password: ﬁl
Account
Password
Login Cancel ‘ Optionz= ‘
Figure 31: D-View Login screen option button
ID Login D-¥iew : Local Mode [?|
Enter your account and passworid: ml

Password

Managed IP | 172 . 17 . 5 _ 41|

Login ‘ Option== ‘

Figure 32: D-View Login screen Managed IP feature

To configure Managed IP:
1. Click System > Domain Manager.
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e ]
oystem iﬂetT-:u:uIs Avanced
oystem Log... E
| Darmain Manager... DSJ
Ewent bdanager
Eesource Manager r
2ystem Config...

Administrator Manager...

Change Password...
0 T

Figure 33: Domain Manager selection

2. Select a domain.
3. Click on the Workstation tab.

D Domain Manager

Diomain Mame:

Diomain Information | YWorkstation

Super Domain
D-Link H Manage Station
D-Link Taiwan

Workstation Mame | Workstation IP

Super Admin 17217.5.40

Station Info
Station Mame: Super Admin
Station 1P 172 0017 . 8 . 40
Create | Madify | Delete Close
Figure 34:  Domain Manager

4. Enter the Station Name and Station IP.

Repeat the above process for all domains.

When logging in using Super Domain, the administrator can manage and
monitor all domains.
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I D-¥iew 6.0 - [Super Domain::Root21]
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Figure 35: Super Domain

When logging in using the account for the company headquarters, the
administrator can only manage and monitor the devices situated in the
headquarters.

I D-¥iew 6.0 - [D-Link HQ:-Net-172.17.5.07236] =)

0] File Yiew Topology Application System MetTools Advanced Plugn Userar Help -8 x
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Figure 36: Headquarters account

When logging in using the account for branch office, the administrator can only
manage and monitor the devices situated in the branch office.
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Figure 37: Branch office account

System Configuration

D-View supports two modes of authentication - Local and Radius
Authentication. To configure the root domain name, management station
and authentication information, go to System > System Config.

By default D-View uses Local Authentication.

ID System Config rg|

-Basic Config -Authentication Config
& Local Authentication Radius Authentication

Root Topo Mame : ; :
-Management Station IP Config Radiusg IF | Fort | ey

ManagementIP:  17217.5.101

< |
Local P 172175154 N =

2 I Key: elete
Apply

Figure 38: System Config screen
Local Authentication

e The account and password information is stored in the D-View
database.

Radius Authentication

e The information is stored in the Radius server database.

e If the account and password information entered is valid, the server
accepts the authentication and allows the administrator to manage and
monitor the network.
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Domain Manager

In a real environment administrators often need to manage multiple domains
of the network. D-View can divide the entire network into many designated
domains for administrators to manage different network.

An administrator needs to create a domain before working on any topology.
When creating a new domain, the administrator should allocate IP address of
the workstation.

Use Domain Manager to create, delete and modify the domain information.

tiHiS

After logging in, D-View creates a Super Domain and the IP address of the

workstation by default. A super domain is a virtual domain which manages the
topologies of all the domains. Refer to Creating a Topology to manually create a

topology using Domain Manager.

Startup Wizard

The Startup Wizard helps you create a Topology. The Wizard will
automatically create a new topology based on the information you provide.
To create a topology using the Startup Wizard:

5. Click File> Startup Wizard. The Startup Wizard screen displays.

D-¥iew 6.0 Startup Wizard

D-View™ Wielcome to the D-View 5.0 Starup Wizard.
Version 5.0

The Wizard will guide you to finish the initial startup
procedure and help you create a topolooy.

Please follow the procedure and input appropriate
information to finish the process.

Cancel

Figure 39: Startup Wizard screen
6. Click Next. The Domain Manager screen displays.
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ID Domain Manager |Z|

Diomain Mame: —

. I-Zlnmairi-lnfurma'ti.nn - il
Super Domain \Workstation

Domain Name @ Test

Flease specify a domain name to create a dormain for
management.

To modify or delete a domain, select it ftom the Domain
Mame list and then click "Modify® or"Delete”.

Create Madify Delete ] Mext

Figure 40: Domain Manager screen
7. Enter the name of your new Domain.
8. Click Next. The Add Netmap screen displays.

D Add Netmap |Z|

- Metmap Info -

Mame:  Topology

Description:  Test

Figure 41: Add Netmap screen
9. Enter the Netmap Name and Description.
10. Click Next. The Select Network Adapter screen displays.
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Select Network Adapter

Select a network adaptor and proceed.

IF Address MAC Address

0.0.0.0 00:16:41:B2:FA:A9
102540134 00:18:DEAFAEAS
192 168.11.10 00:18:F3:A4:93:84

Figure 42: Select Network Adapter screen
11. Select a network adapter to build the topology.
12.Click OK. The Topology Generator Wizard screen displays.

Topology Generator Wizard

The Topaology Generator Wizard will help pou
generate a Topology

-Analyziz Mode

" Local Network

" Desighated Metwork

~ Topology Mame

Enter the Mame far the Topalogy:

Topology_1

| Hest > | Cancel

Figure 43: Topology Generator Wizard screen
13. Select either Local Network or Designated Network.
Local Network accesses devices in the local network and Designated
Network accesses devices by specifying the IP range.
14. Enter a name for Topology Generator analysis.
15. Click Next. The Topology Analysis Configuration screen displays.
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Topology Generator Wizard &|

Topology Analysis Configuration

Topology Generator will start to analyze local
rietwark,

Local IP

Subnet Mazk

SHMP Community String S etting

Fead Only :
Read write : lprivale—

< Back | Finish | Cancel J

Figure 44: Topology Analysis Configuration screen
16. The topology generator analyzes the local network for the IP address and
subnet mask. The SNMP Community String Setting is by default defined

in D-view.
17.Click Finish to generate the topology. The Topo Export screen displays.
I} Topo Export E|
Topo Export

Select a Domain to export the generated topolooy

From - CAProgram Files\D-LinkiD-ViewAdelconfigiTopology 1 Browse...

Diomain: Metrmap:
To: test T
Export Cancel
Figure 45: Topo Export screen

18. Click Export to export the generated topology to the Netmap. D-View
displays the status of the export.

After completing the startup wizard’s initial process, you can manage and

monitor devices as described in the following chapters.
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CREATING A TOPOLOGY

In D-View there are two ways to create a topology. They are:

e Using Startup Wizard: The wizard guides the users to create a topology.
Refer to Startup Wizard create a topology.

e Create a topology manually

To manually create a topology:

1. Go to System > Domain Manager and create a new Domain to manage
the topology.

D
7 Super Domain is by default a virtual domain from which the topologies of all

>

other existing domains can be managed.

ID Domain Manager @

Domain Mame:

Camain Information i
Super Domain Winrkstation

Dormain Marme @ Domain_1

Flease specify a domain name to create a domain for
managerment.

To modify or delete a domain, select it from the Domain
FHlame list and then click "mModif® ar"Delete”.

Cpen Create hl ity Delete Close

Figure 46: Domain Manager screen
2. Create a netmap. To create a netmap, right-click on the domain in the
Hierarchy Topology Workplace, and select Add Netmap.
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|Hiﬂlﬂl[:h_',l Topology Workplace = X
=& Root
=] U Darnain_1
=l Topalogy_1
" Net-172.17.5.0
o Mef_172.17.5.241
o Met_172,17.5.242
o Mef_172,17.5.243
o Mef_172,17.5.244
o Mef_172,17.5.245
: .-_Q‘ Mek_nknow
=] U Dornain_2
:D" Topalg Befresh

I Add Metmap... I

Damain Manager...
Palling Config...
Event Yiwer by Metmap...

Topology Generator. .

Figure 47: Hierarchy Topology Workplace screen
3. The Add Netmap screen displays.

DD Add Netmap @

MNetmap Info

Mame:  Topology

Description: | Test

Save the Topology.

QK Cancel

Figure 48: Add Netmap screen
4. Enter the Name and Description for the Netmap.
5. Click OK.

1S
Make sure to save the changes made to the database before you proceed.

6. There are three ways to accomplish the next task. They are:
e Go to NetTools > Device Discovery to search for and add devices
into the Netmap manually. Then create links between the devices.
Refer to Device Discovery for more information.
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ID Device Discovery g]
Start IP: | 192 . 168 . 11 . 10 E]
End IP: | 192 . 168 . 11 . 252
Community: | public
Close |
Type: |SNMP Devices -]

Current IP: 192.168.11.62

Search | top I

Device Name Type IP Address Description T
2168111 T

Dev-192.168.11.16 DES3828P 192168.11.16
Dev-192.168.11.18 DG93324.. 1921681118
Dev-192.168.11.22 DWL2700 182.168.11.22
Dev-192.168.11.23 DWL3200 1892.168.11.23

[ »

-

Add to Topo Select All |

Figure 49: Device Discovery screen

From the Topo Manager Toolbar, Click Add Devices [ @ 1. OR use

the Copy/Paste function. Refer to Copy/Paste for more information.
Continue to Export your topology. Refer to Using Topo Export/Import
for more information.
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CREATING ADMINISTRATOR-SPECIFIC TOPOLOGIES

D-View manages the entire topology in domain mode; administrators can

create different topology maps to be managed by different administrators.

Only the administrators in the Super Domain can manage the entire network.

To create multiple topologies with Domain Manager:

1. Login to D-View with Super Domain administrator access.

2. Go to System > Domain Manager and then create two domains. For
example: Domain_1, Domain_2.

ID Domain Manager

Domain Marme:

Domain Infarmation i
Super Domain Wiarkstation

Dnmainlz
Domain Mame ¢ Domain_1

Flease specifi a domain name to create a damain far
management.

To modify or delete a domain, select it from the Domain
Hame list and then click "Modify" or "Delete".

Dpen Create Modify Delete Close

Figure 50: Domain Manager screen
3. Select a domain, update the Workstation information and then click
Create to define the management workstation in D-View. For example:
Domain_1, Station_1 and IP address.
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ID Domain Manager

Damain Mame: — W .k t t.' ;
i i orkstation
m Diomain Infarmation
llanage Station
Domain_2 ) T .
| Workstation Name | Warkstation [P
Station_1 172.231.25511
i~ Btation Infa
Station Mame:
Station IP:
Qpen Create I | Crelete Close
Figure 51: Domain Manager: Workstation screen

4. Repeat the previous step for the other domain.
5. Create a topology for each domain.

|Hieran::hy Topology Workplace = X

= E Rook

: U Darnain_1

E gQ- Topology_1
El-dg® Net-172.17.5.0

L Met_172.17.5.241
L' Met_172.17.5.242
L Met_172.17.5.243
L Met_172.17.5.244
oLt Met_172.17.5.245
e :Q' Met_nknow
=- U Drarnain_2

&M Topaology_2

Figure 52: Hierarchy Topology Workplace
6. Login to D-View by using different domain-specific administrator accounts
to view different topology maps. For example: Click Option to login with
Domain_1 administrator account by using Domain_1 Station:
172.231.255.11.
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ID Login D-View : Local Mode

Enter your account and passworid:
Account admin

Password ™

Managed IP | 172 . 231 . 285 . 11

Lagin

Cancel | Clption<«<

Figure 53: Login screen

7. This administrator can view only the Domain_1 topology.

D D-View 6.0 - [Domain_1::Net-172.

E File ‘iew Topology Application System MetTools Adwanced Help

17.5.07274]

R s AL LS

% egoR- PR

HEREEIERIRXREHES 1 P|Q

N 5

I|Hietalchy Topology Workpl... ~ X |
El---a Root

=0

- ElL Topalagy_1

E G Met-172,17.5.0

o Net 172075241

L Net_172,17.5.242
A Net_172,17.5.243
o Net_172,17.5.244
L et _172,17.5.245
e Q Met_Unknow
EI g Domain_2
e Topology_2

172 1?54‘]¥ ﬁ

=

17217 5183

==

17217 6 184

{

172.17.9.30

"

172.17.5.185

172176244, 172175246

‘-

Met_172.17 ..

Met_172.17...

172.17.45.254

Met_172.17 .. Met_172.17...

Figure 54: Domain_1 window
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USING TOPO EXPORT/IMPORT

D-View allows you to export to or import from an XML file. Use this feature to
make regular backups.
To export or import topology information:

1.

o u AW

Go to Application > Topo Export/Import. The Topo Export/Import
screen displays.

I} Topo Export/import
Topo Exportfimport

i« Expor " Import Ciomain: Metmap:
Darmain_1 ~ Topology_1

Selectthe source or destination:

CAProgram FilesiD-LinkD-Viewidelconfigindex xmil Browse. ..

Apply Close

Figure 55: Topo Export/Import screen
Select either Export or Import.
¢ Export: Backup/save topology data to an external XML file.
¢ Import: Restore topology data from an XML file.
Select the Domain.
Select the Netmap.
Browse to select the file to export to or import from.
Click Apply.

Refer to Restoring and Backing Up D-View to restore and backup D-View.
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TOPOLOGY GENERATOR PRINCIPLE

Using ARP (Address Resolution Protocol) and forwarding table information in

devices, D-View creates a topology for a specific network. The following steps

describe the principle behind the Topology Generator:

1. Discovers the devices by getting the ARP information in devices, and
identifies the relationship among devices by their MAC or IP address.

2. Identifies the device type.

3. Retrieves the forwarding table information in switches to obtain the
relationship among switch ports and MAC address of the devices.

4. Creates a Topology.

ﬂﬂl]ﬂ[]ﬂ[]@
The generated topology can be incorrect if the switches’ forwarding table

information is incorrect or incomplete. The topology created by Topology Generator

can be considered as a reference in completing the actual topology map.
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USING TOPOLOGY GENERATOR

Use the Topology Generator to create the topology map.

To use the Topology Generator:

1. Go to NetTools > Topology Generator. The Topology Generator
Wizard screen displays.

Topology Generator Wizard

The Topology Generator ‘Wizard will belp you
generate a Topology

Analyziz Mode

¥ Local Metwark

" Designated Network

- Topology Mame

Enter the Mame for the Topalogy:

Topology_1

| Hest » | Cancel

Figure 56: Topology Generator Wizard screen

2. Select the Analysis Mode.

3. Enter the Topology Name.

4. Click Next. The Topology Analysis Configuration screen displays. The
topology generator analyzes the local network for the IP address and
Subnet Mask. The SNMP Community String Setting is by default defined
in D-View.
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Topology Generator Wizard

X]

Topology Analysis Configuration

Figure 57:

D

Local IP :

Subnet Maszk :
— SMKP Community String Setting ]

Fead Only :

ReadMrite :

Topology Generator will start to analyze local
network,

||:|rivate

Cancel

< Back I Finish |

Topology Analysis Configuration screen

5. Click Finish to generate the topology. The new topology displays in the

window.

b

For a designated network, enter the IP address and ensure that the D-View

management console can access the designated subnet.

D Topology Generator

- [Topology Generator::121::Net-172.17.5.0]

E] File “iew Topology About . = & X
SL=380Q_ 4
I‘Hlemlchy Topolngy W’mkpl v X | ~
=] ' Topology Generator Data | »
U 121 — MR GenSHP Geng NP GenSHP Geng NP GenSHP
= Q het-172,17 5.0 - '
P met_t7za7 5201 b @’ W @’ N
g Net_172.17.5.242 m«‘_l?z 17.5.40 1?2;:-«5‘1’%?2 172.17.5.183 1
: Met_172,17.5.243
o / - 4 o
kP Met_172.17.5.244 = V4 > - il
i Q Met_172.17.5,245 DG5-3450 “‘x_‘__‘_‘ oG :3499 MS%D Wﬂ DG5-3450 o
o Net_Unknow — ~_ r =
e U testme w % W w W_‘
& Net-172.17.5.0 i b, \32\ b, &\ A
| k172175241 1?21?52\3\\ 172.17.5.2 1?21?52\313\ 172.17.5.2 % 1?21?52}5 "
' ' '
o Nek_172.17.5.242 . \ Y N ™,
i , , “,
B e;ﬁ' Met_172.17.5.243 " Metmap \\ Hetmap " Metmap \\ Metmap N\
P Met_172.17.5.244 N \ N ™ N
e Met_172,17.5.245 ‘ ' ‘ ‘ |
L Net_Unknow
[ test Net_172.17... Net_172.17... Net_172.17... Net_172.17... N
L Net-172.17.5.0
P Met_172.17.5.241 o
. lrheramarssey M| 3
> | Time | In process of operation ... | Description
2005-01-03 17:45:30 ----Metwork Topology Analysis starks--—
20058-01-03 17:45:30 Devices discavery starks...
= | 2008-01-03 17:45:30 Get ARP information From devices, .,
B | 2008-01-03 17:45:33 Get ARP information from device : 172,17,5.254
em | 20056-01-03 17:45:33 Finish getting ARP information
L 2008-01-03 17:45:33 Stark to identify the device type...
g 2003-01-05 17:48:51 Identify device : 172,17.5.105
“
o
E| 4 | ¥
Ready /A
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Figure 58: Generated Topology window
6. Go to Topology > Topo Export or select and right click on the netmap of
the generated Topology to select Topo Export.

ID Topo Export |z|
Topao Export—

Select a Domain to export the generated topolooy

From : CAaProgram Files\D-LinkiD-ViewldelconfigiTopology_1  Browse..

Cromain: Metmap:

test T

Export Cancel

Figure 59: Topo Export screen
7. Click Export to export the generated topology.
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REARRANGING THE TOPOLOGY

Manually rearranging multiple devices and links in a topology is a laborious and
difficult process. But with D-View, you can:

¢ Rearrange Totally

¢ Rearrange by step

Using Rearrange Totally

Open and select a device in the topology. Go to Topology > Rearrange
Totally. The system will rearrange the linked devices in hierarchy considering
the selected device as the topmost device.

Using Rearrange by step

Open and select a device in the topology. Go to Topology > Rearrange by
step. The system will rearrange the linked devices in hierarchy considering the
selected device as the top device.

Before Rearranging After Rearranging
E =
-/
-~ <= | ~ |
L« = o | S o
Figure 60: Topology before and after rearranging
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Rolling Back a Topology

After rearranging the topology, you can restore the saved topology that was
created initially from the database.

To Rollback a Topology:

Go to Topology > Topology Rollback. The Topology reverts to the previous
settings. The following screenshots displays the sequence of steps by using the
Topology Rollback function.

D D-View 6.0 - [Domain 1 Wel-192 168.11.07251] =13
[0] e View Iopclogy Applicstion Sysem MetTock Advanced Help i X
5 @@ "= % B, [
M IELRRAQEHDL t P QTm
A3 I RNOTLD cece -7
Oy ’; (B
BER&E @86
D DK ARG
LY R
Hierarchy Topology Workplace - x | A
= & Root
= ) Domain_1
- 3?‘:%_1 DS IIMGER Cisoo 2611 DES.I840 DGLMET DGS34T DES. 38R DES.
= 4F Herl92166.110 |
= 4 HeL1m2168.11.18 ’ W s‘l
& Het 19216811252 VTLAT 81 354 AL 1921681112 W288.11.13 |W,n.m.u. 19117
= ) Domain 2 o
& Topalogy 2 ,‘__.—-’ -
DS IIMSR DWL2T00 (/M 200 ,’_z’ DES340
1921881118 W61 32 102.!”.”.}52.
Metmap i . Netmap
oet_192.16... et _192.16._.
ad
¢ 3

ID D-¥iew 6.0 - [Domain_1::Net-192.168.11.02251]

[F] Fib ¥iew Iopobey Applissfion Systm Metfook Advansed Hlp L -8 x
HEHIELKQEDRY 173 cDm
RIS wr-7o%

TR AR
B e =
[Hierarchy Topology Workplace - X | — A
= Cisco 2611
=B ltljnul ON5-3320 3R i DES-3338F
= ) Domein | @
5§ Topology_t ’ @ %
ol Met Unknow 192.188.11.11 2Ll ’_,.z/
=kt Net-192.168.11 0 172.17.81.254 0633627 _,,.—""'" 2 188.11.16
L Wet_192.166.11.18
L et 192.168.11.252 @
=) Doimadn_2 m;s-:sﬁ‘ﬂ/‘92 151118
Topology 2
& Topology ! g e /.‘ oA X
192.168.11.12 1/” DES-6500 o
o 1
192168.11.22 /// 1021681267, ﬂ\
.r""”-“ / \P“” 1”7
e
-
DES-33245R / B ’ B
et . :1 “.. Hetmap
@" Net_162 16 L -
-
102.188.11.1% foy. ety d
Hat_taz.16..
)
£ 2
Ready 7
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LB

D D-View 6.0 - [Domain_1:Net-192.168.11.07251]
[¥] Bk ¥ew Iopolozy Applicstion Syt MeiTock Advanced Help
HREIEARRRAEHRAL t P QeGm
B LR B e

ER&E 286

P 2EARE

- 8 3

|0 B =
Hierarchy Topology Workplace - x| ~
= [ Root
= ) Domain_1
=& Topology_1
J;l' Het_Unk DS JI26GSA Cisco 2611 DES-3550 DOs-2T D657 DES-J822P DES.
= 4P Net192.168.110 — e e - ——
;’ Met_192.168.11.18 ’ = = X = -
& Hel_192.168.11.252 12T 254 (R RIRT] 192.168.11.12 11117
= If) Domain_2

& Topalogy 2

DOSIIMSR

WIN68.11.23 192.168.11 252

1921681178
Het_102.18... Het_102.18...

Figure 61: Sequence of steps displaying the Topology Rollback function
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IDENTIFYING DEVICES

To view the installed device modules, go to Help > Devices Supported.
Information about all the supported devices is displayed. D-View, by default,
supports all D-Link devices that have been added to D-View.

HtHhS
If you cannot find the device modules in the list, download and install the device

management modules from the D-Link Website.

ID Devices Supported E|
Yender Device Type Device Alias
D-Link DES3526 DES-3426
D-Link DES3550 DES-3550
D-Link DES3828 DES-3828
D-Link DES3828DC DES-33280C
C-Link DES3828P DES-3828P
D-Link DESES00 DES-6400
D-Link DGE23308FG D35-3308FG
D-Link DGS33245R DG5-33245R
D-Link DGS3426 DG5-3426
C-Link DG53427 D35-3427
D-Link DG53440 DG3-3440
D-Link DGE36E126G DGE-3612G
C-Link DGS3627 D5-3627
D-Link DGIIE2TG DGE-3627G
D-Link DGS3650 DG5-3650
C-Link DyyL2100 CiyL-2100
D-Link DiL2700 DiwL-2700
C-Link L3200 DiwyL-3200
D-Link DWyL7700 DWWL-7700
D-Link DXE3326GER Di5-3326G5R
C-Link D¥533505R D5-33505R

Refresh | Close

Figure 62: Devices Supported screen
Refer to Customizing Devices to extend the device module list.
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MULTI-VENDOR SUPPORT

Only the following modules can be used by third-party devices:

GenSNMPDeviceModule: D-View recognizes SNMP enabled devices
irrespective of device type, vendor and model number. Refer to Retrieving
OID of the device for more information.

MIB Browser/Compiler: The MIB compiler translates the MIB from its
normal ASN.1 format to a format that is comprehensible by other
applications. Refer to Managing Devices with MIB Compiler for more
information.

Telnet, Web management tools: Refer to Management Methods for
more information.

Monitoring performance status by ICMP/SNMP. Refer to Setting the
Devices to Poll for more information.

Extension of supported device types with Device Customization
functional module. Refer to Customizing Devices for more information.
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CUSTOMIZING DEVICES

D-View provides a flexible method to extend devices that can be identified and
managed by configuring the interface between platform and device module.
To customize devices:

Go to Application > Device Customization. The Device
Customization screen displays.

1.

I} Device Customization

Vender Information

“ender : D-Link = Apply

LOGOD : CNINDOW S system 32\Resource Browse... | Delete |

Device Type Info

IES3526 - Apply
Max Pors : 26 Delete

Alias DES-3526

Device Type

SystemoiD:  1-38.1.41.171.10.641

Up leon CAProgram FilesiD-LinkiDeviodulelR Browse..
Diowen leon CAProgram FilesiD-LinkiDeviodulelR Browse. .
Unpall lcar : CAProgram Files\D-LinkiDevhloduleiR Browse. ..

Program : CAProgram Files\D-LinkiDevhloduleiD Browse..

Refresh | Close |

Figure 63: Device Customization screen

From the Device Customization screen, you can modify the device type
properties in the dialog.

Vendor: Select/enter a vendor from the drop-down list.

Logo: Select a logo for the device module.

Device Type: Select/enter the device type.

Max Ports: Enter the maximum number of ports, depending on the
device.

Alias: Enter an alias name for the device.

System OID: Enter the OID value of the device. Refer to Retrieving
OID of the device to obtain the OID of a device.

Up, Down, Unpoll icons: Browse to define and customize the device
icons.

Program: Specify the location of D-View module. Double-click on the
device icon in the topology to manage multiple devices through a
D-View Module (graphic interface).

Click Apply to save the Device Type info into the database.
Click Refresh to clear the fields.
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How TO CONFIGURE DEVICES NOT IN SUPPORTED LIST

To verify if a switch is supported by D-View 6.0, go to Help > Devices Supported.

D D View 6.0 [HQ::5F?7225]
E File ¥iew Topology Application Svstem NeiTools  Advanced Eelpi
2 B By y | [] - 3 "'EE ;3 ™ D-Tiew Help
H !] ‘3 ’:| b Sim :;3 ‘l’-.“& | Devices Supparted... |
AR IR COSG [0 F-29 e
|Hi.emrchy Topology Workplace - K| About D-Fiew...
= E Root
B HG
=& 5F
o MNet17217.5.0
L Net_Unknow
- 8F
Netmap Netmap
Net-172.17.5.0 Net_Unknow
Figure 64: Devices Supported function

ID Devices Supported

Figure 65:

Vender Device Type Device Alias
D-Link DES1228 DES-1228
D-Link DES1242 DES-1242
D-Link DES3028 DES-3028
D-Link DES3028P DES-3028P
D-Link DES304a2 DES-3042
D-Link DES3052P DES-30482F
D-Link DES3260TG DES-3260TG
D-Link DES3526 DES-3526
D-Link DES3628 DES-3528
D-Link DES344a0 DES-3540
D-Link DES3828 DES-3828
D-Link DES38280C DES-3828D0C
D-Link DES3828P DES-3828FP
D-Link DESREAO0 DES-6500
D-Link DEST206 DES-T206
D-Link DEST210 DES-T210
D-Link DFL1600 DFL-1600
D-Link DFL1E10 DFL-1610
D-Link DFL1BGO DFL-1660
D-Link DFL210 DFL-210
D-Link DFL2500 DFL-2500
D-Link DFL2510 DFL-2510
D-Link DFL2810F DFL-2510F
D-Link DFL2560 DFL-2560
D-Link DFL2860F DFL-25R0F
D-Link DFL2E0 DFL-260
lml Cloze

Devices Supported list
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Discover Devices

In order to discover a device, follow the steps below. The DES-3028 will be used as an example
for Device Discovery.

To search for the device and then add it to the topology map go to NetTools > Device
Discovery.

D D-View 6.0 - [HQ:TP-5F2225]

E] File Miew Topology &pplication  System | NetToolks l,Aglvanced Help

H E | \;E‘I ‘ |E|| 'E’# [.ij“ E| Devi:.aﬁiscovery.:.. | ‘ P |Q|
= = i Trace Route...
|Hieralch_l,l Topolo... ~ 'X'l ;FTF’
=B Root SRS
2-F1 Ho Met Toolbos...
Lol TREGF Port Packet Moritor..

Performance Manitar. .,
MIB Tools 3

Topology Generator

Figure 66: Device Discovery function

Enter the information related to the switch:
® [P address.
® Community name.
Next, click Search. Select the discovered device and click Add to Topo.
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ID Device Discovery x|

StartIP: [ 10 . 80 . 80 . 80 m
End IP: [ 10 . 80 . 80 . g0

Carnmunity: | public

Close |

Tyrie: SMMP Devices -

CurrentP; 10.90.90.90

Il Search l Etan |
| Device Mame: | Type | |P Address | Description |

Diey-10.90.50 90 Genshih.. 1090590090

Select Al

Add o Topo

Figure 67: Device Discovery screen

To change the device type:

1. Double click the device icon on the topology map to launch the
D-View module.

GenSHLP

I D-Link DES-3028 Fast Fthernet Switch

| Devicelnfo  DeviceManags Torl Help

Rouker Teble,
Eovwiardirg Table. ..
RMON

Spanninig Free

Figure 68: GenSNMP D-View module

2. Check device’s OID information, go to DeviceInfo > System Info.
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D 5ystem Information GenSNMPDeviceModule B E!

- Diescriptian
Marme: || -
D-Link DES-3028 Fast
Ethernet Switch
Contactor;
Lacation:

Rut Tirne: 2 Hours 9 Minutes
System OID;
1.36.1:44.971.10.63.6

—SERiCE
I Physical @ Link T Metwork [T Transport [ Application

Eefresh | Al | Close

Figure 69: System Information screen

3. Launch the Device Customization tool and add the OID information to D-View'’s
database, go to Application > Device Customization.

D D-View 6.0 - [HQ:TP-5F2225]

E] File  Miew  Topology | Application Eﬁ}lstem MetTools Advanced Help
u e Sl Batch Config Ty
H BB 3 b D8t 2 |G

Topo Esport/import...
[Hierarchy Topolo... = x| |
EE Root
=- £ Hy
b _& * TP-SF

Device Customization .|

GenSHP

Figure 70: Device Customization function
4. Enter the vendor’s information.

® Vendor: Enter vendor’s name.
® Logo: Upload a logo for the vendor.
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5. Enter the device type.
® Device Type: Enter the model name.

6. Enter the alias name & OID.
® Alias: The name entered is displayed on the topology map.
® System OID: Device’s OID number.

7. Click Apply.

I Device Customization

(Vender Information
Vender : - Apply
LOGD Browse... Delete |
\_ J
Device Type Info
Device Type ; - Apply
Max Ports a Delete
r
Alias
\Svstem QD
Up lcon: Browse...
Dowvn lcon Browse. .
Lnpall lcan Browse...
Program : Browse. .
Refresh | Close
Figure 71: Device Customization screen

There are two Apply buttons in the Device Customization window:
Vendor Information:
® If the vendor’s name is not seen in the list, you can create a new one.
® Enter the vendor’s name and click Browse to upload a logo, then click
Apply.
Device Type Info:
® To add a new device module into D-View’s database, enter the vendor's
information.
If the model name did not change, be sure to execute Device Type Check to update the
database. Save the changes.
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ID Device Customization _EI

—wender Information

Yendet D-Link - Apply |

LoE0: COWINDOWSisystern32ipanelbmpmD- Browse.., | Cielete |

Device Type Info
Dievice Type | DES-3028 - ALy |

Max Farts | ] Delate

i

Alias: DES-3028

Figure 72: Device Customization

The purpose of Device Type Check is to update the customized information to the database.
1. Launch the Device Type Check function, go to Advanced > Device Type Check.

D D-View 6.0 - [HO:TP-5F2225]

E] File Miew Topology Application  System  MetTook . Advanced l Help:
[l e 3l A= B " = Link ity Check...
H |3| ‘ IE|| |_._JJ* [i.,)‘ H ‘ :.E ink Capacity Chec J Q|

| Device Type Check...
(e iRy Vonoke ] S afequard Check.
=& Root 241eg
|_:_|r:] HO All of ARF Infa...
Ll TR-SF

Gen S MHhiP

=

10.90.90.90

Figure 73: Device Type Check

2. Click Check to load the data from the database.
3. Click Update to update the database with the correct model name.
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I
| Device Name [ 1P | Twpe | Checked Type | Read Commu.. | wirite Commu.. |

_________ GensNMPDevice DES-3028 puhlic nrivate

[ Check I Stap || LUpdate “ Close |

Figure 74: Device Type Check

In this case, the model name changes from GenSNMP to DES-3028. Click Save to save the changes.

D D-View 6.0 - [HQ:TP-5F2225]

E] File “iew Topology Applicstion System  MetTook Advanced Help

B3 ERAREZHES

|Hielalch_'.l Topolo... = 'X'l

= & Root
= U HE

E]

DES-302%

—
——

10.90.90.90

Figure 75: DES-3028 identified in the topology

In order to configure the Batch Config support for DES-3028’s firmware update, the associated
function OID for the device has to appear in the list.
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x

Resource I Config File Manager | Port Status |
Save I Rebaot | RrON | Safequard Engine I Spanning Tree Firmware Update
| Device MName | Deviee Type | IP | Statys | |- Config By Device Type
Dew-10.90.30.90 GenSMMPDevice  10.90.30.30 [ ™ Galact
DE533505R f— Sefting
DGS3E12G 5 332665R. had
ngggggﬁ flFz.18.192102
YFDATE
DES3627 |
ACTIVE
[DE53450 WiAGET
DG53427
DGES3426
DIGS33245Ri
DGS33245R
L DGS33125R
DES33805R !
un Cocal TETE 1 JimeQutfms): 3000

~Indization

Note: Before-pertarming Firmware Update.
please ensure TRTP Server has been
funring an the designated warkstation, and
the server i reachable far the devices.

The status infarmation showr on the panel
only indicates a SMMP operation has been
zent to the devices successfullp. :

Close | Apply

Figure 76: DES-3028 not in the list

To customize DES-3028’s associated OID functions, add DES-3028 to the firmware update
supported device list
1. Open Advanced Option to customize the OID function, go to Application > Batch
Config > Advanced Option.

D D-View 6.0 - [HO:TP-5F2225]

E] File Miew Topology | &pplication Eﬁystem MetTook Advanced  Help

4 |3||| Batch Canfig [ advancedpien.. [y ‘Q|

= Topo Exportdmport... Bun Batch...
|H|eralchjl Yonols = .x.| Device Customization... I
EE Root
B0 Ha
o L ® TR-SF

DES-302%

10,90 9090

Figure 77: Advanced Option function

2. Select FIRM in the functions list and then click Next.
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3. Search for DES-3028 in the Device Types supported by... list.
4. Click Add to add to the Configured Devices Types list.

x|
 Function List
| FunclionMame | Function Description
Firmware update
COMFIGURE Config update
RESOURCE Fesaurce Manager
PORTSTATUS Fart status
SAVE Save config
SPANMING. Spanning tree config
FRrON RrOMN zonfig
SAFEGLUARD Safeguard Engine config
REBCOOT Feboot devices
~Function Info
MName:; FIRHM
Deseription:  Fimware update

& Hack I Meut s> I Close

Figure 78: Firmware Update function
x
’vaime Type |nformatior \\ - —~ Indization
— —— - - — T add ar Delete devices to suppart
Device Types supported by .. | - Configured Device T_l,lpes_| fa “Batch® configuration,
DFLZ560F DGS3426 The device list o the left shows
DwL3200 DGS533245R) all device types cuently managed
DiwL2100 NG533245R by Ddiew. _
DG53627G NG5SR The device list on the right showes
DGS33245R DES 33605F allthe de e Doe s toet sunp it
DFL16D DE 53850F iR :
DES3520 HEC 3052 Mate: The non-configlied devices
pesame W | e kil
T A ECAnoaDr peitorm the batch configuration.
GenShMPD evice DES3828
DGS3450 [ES32265
DFLZE0 [ES3560
DFL2510 DES3526
DES3828 DHS3626
\ DGES3ET2G HS53226 =4
\IF1 25010 9 kc_a:ﬁ o 7
N
Add l Lielete | Property.. |

<gack [ Fmsh | e |

Figure 79: Adding DES-3028 to the support list

5. Select DES-3028 and then click Property to configure the OID function.
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x|
~ Device Tupe |nformation ~ Indication
— —— - — — édd ar Delete devices to support
Device Types suppotted by . | | [ Configued Devica Types [ 1] | | "Biateh” confiouation.
DIFLZ560F DES3829P The device fist or the left shows
Dw/L3200 DES38280C all device types cunsntly managed
DwL2100 DES3823 buDMisw ,
DG5S 36275 DES 32265 The devics list on the right shons
DG533245 DES3550 all the devics tynes that support
DFLIEED DES3526 “batchi configuratiah,
DESI52G DHS 3626 Mate: The non-corfigured devices
displaved in grey. when wou
DES-3028 DH53226 ate displaved in giey, when you
DwL7P00 DH53218 pertorm the batch configuration.
GenSHMPDevice DHS3210
DGS53450 DH522265
GiFL2E0 DH522185
DFLZ510 DH522105
DES3528 DH53528
DES3IE12G
FiFl QRF!FI E
cBack | Fnsh | ol |
Figure 80: Device Type Config
0ID Config

010 List - Indi

oID Narme | Type | Description | Readirite | =8

- OID Canfig. ~DID alue Config
oo: || Mame | Walue
Type: -
Description:
Readitite - e
Valug!

Figure 81: OID Config screen

Follow these steps to retrieve the OID information:
1. Open the MIB compiler to query the OID information.
Go to NetTools > MIB Tools > MIB Compiler.
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D D-View 6.0 - [HQ:TP-5F2225]

E] File  “iew Topology  Application  Svstem | MetTooks | Advanced . Help

H ‘ ' ‘.3; | IE” E;JQ- I-% E Device Discaveny... ‘ P |@‘

Trace Route...
Hi ; lo... = %
| ierarchy Topolo. | TFTP..
EE Root
E‘U HQ HMet Toolbox...
g .Q‘ TReSF Part Packet Monitor...
Performance Monitar..,

i\_dJETst 3 MIE Browser.,
Topology Generator MIE Coripiler...

DES-3025

=

10.90.90.90

Figure 82: MIB Compiler

2. Click Compile to open the dialog window.
Browse and open the Genmgmt.mib file for compilation.
4. Enter the MIB file's location.

w

%, Choice Imported MIB Source Path

Module I[' LINE-D-BEC-MIE

Imported MIB Module Path
ID ASwitchhDES 30284 BADE 5 30xxp-MIB e-far-lab-0701 22_E]

Figure 83: MIB Compiler
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-Link MIB Compiler

e Ed Yiew Window Help
Ga %lﬁlglgl =l

Bromse Agent 1P |

ok in: | 9 DES30kpMIBs forlab 070122_b23 ] 4= (&1 £ E~

AAC,mib desan'52p-L2mgmt.mrn
aCL.mib [ desz7zap-Lamamt.mib
Auth.mib d353?52p-L2mgmt.m|'b
des3028-L2mamt: mib EH bLINK-ID-REC-MIB.mib

des3028p-L2mgrt. mib {,- dotlxmgmt it
des3052-L2mgmk, mib ‘5enmamt, mib

Fﬂ&ﬂam IGenmgmt.mib

Files of ype:  |*.mib

Figure 84: MIB Compiler

5. Select agentBscSwFileLoadType from the MIB Tree, the OID is displayed in the
right window. This allows you to view information about uploaded and downloaded
firmware.

® The number in the Value List will control the upload or download action.

E-5 MIB Tree

Ea iso

agentGeneraltgrt
agentB asiclnfo
& agenttdamtProtocalCapability
agenthdibCapability T able
@ agenthibCapabilityE ntry
agenttibCapabilitylndex
@ agenttibCapabilityD escr
o agentM|bCapab|I|ty\u"er3|on
agenttibCapabilityType
-8 agentStatusConsolelnllse
-4 agentStatusS avelfg
-4 agentStatusFileTransfer
=1-4% agentCPUization
¥ agentCPUutzationinSsec
W agentCPUutiizationin min
W agentCPUutiization!nSmin
= agentDuaIIm_ageSt_:ﬁtLgs
Ella agentB asicConfig
E-EE agentBsciwFieT able
E@ agentBzcSwFileE niy
gl agentBacSwhileindes
4 agentBacSwhilelDzcr
48 agentBacSwhiladddr
4 agentBzcSwrileTransferType
4 agentBzcSwhile
- agentBscSwFlIeLDcateld

Figure 85: MIB Compiler screen

This slide refers to the DGS-3450 model’s configuration; please configure the same for
the DES-3028.
OID 1.3.6.1.4.1.171.12.1.2.1.1.7 refers to the file name.
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1.3.6.1.4.1.171.12.1.2.1.1.7.1, here 1 refers to the index.
Value list defines the types of actions:

® 2: Upload (backup firmware).

® 3: Download (update firmware).

agentBocsuFileloadType
s R B Ll
AGENT-GENERAL-MIB

age - Syntax Integer
Composed syntax INTEGER
Access Read-Write.
Status CUrren

uploadiz)

doymload(3)

Parent rigde a.g\_ent;ﬁ's uSmFi-LeEnﬁxg' ;
First child None
escription Thig ohject provy de}: the user to sel

Figure 86: MIB Value description screen

~ Ol List -
0ID Narme |_Twpe | Descrigion | Readwrits |

1.36.1.41.171.121.21.1.51 STRING  File Mame READWRITE
1.3.6.1.4.1.171.12.1.2.1.1.3. IPADDR  Server IP READPRITE
1.361.41.171.421.21.4.71 INTEGER Operation Type| READPWRITE
1.3.6.1.4.1.171.12.1.2.1.1.8. INTEGER Pracedurs READWRITE
1.361.41.171.421.21.1.104 INTEGER Image READWRITE

~OIB Config: Q1D ¥alue Config

e Marne | value |

Type: 2

Figure 87: OID Parameter screen

6. Check the File Name’s OID number and update the fields in OID Config, as seen in
the screen below. Use the MIB-Compiler to enter the parameters.
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x|
— 0ID List - Indication:
CID Mame: | Type | Description | Readiwrite | bCaan:_uneme r(\J}IDpr?rpertiesl:lofl:;'-tr.uafldet:\p'ice
1 261.44471424214.54 STRING  File Name READ|WRITE RS IRES e DR BEE R
—0lD Gonfig. ~0ID Yalue Conflg
[OID_f 136141171.121.2.11.51 ] [ Mame | walue
ﬂpe.‘ STRIMNG -
Description: File Mame
Readiirite READ|WRITE - Mame:  FILENAME
\ 4
Valua  MNULL
Add Detete | =
sg | peiee |
Closa |

Figure 88: OID Config screen

4 agentStatuzConsalelnllse
4 agentStatuzSaveClg

o agentStatuzFileTransfer
= {3 agentCPUutilization

qf agentCPUutiizationlnSzec
-4 agentCPUutiizationind min
o agentCPUutlizationtnBmin
ol agentDuallmageStatus
E—]a agentBazicConfig

=B agentBscSwFiIeTéble B rent serith eyt dinty
Bl agentBecSwFilsEntry e Hose:

& agentBscSuieindex hesord j The naile of the Eile to be download:
& agentBscSwhilsDscr [ R T ' ' -

& agentBscSwhileddd
& agentBscSwFileTransferType
& Ehf
&

Figure 89: OID Information Query in MIB Compiler

7. Select FileName and enter the values of the OID Value Config information.
® Name: Enter file name.
® Value: Defines the input format and the space to store data.
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0ID Config

O List

oID Mame

| Type | Deseripion | Readiwirite |

1.3.6.1.41.171.121.21.1.5

STRING  File Mame

READIWRITE

- QID Config.
olD:  1.26.1.41171.121.211.5.1

Type: STRING -
Description: File Mame
Readnirite READIWRITE

/01D value Conflg

Mame:  FILENAME

| MName | Valie |

x|

- Indication:

Configure the OID properies of the device
by entaring the Marme, Type-and Decription.

8. Add Server IP to the OID list.
Follow the on-screen icons.
There is no “value” description in MIB file, please enter 1.

01D Config

Valug!  MWULL
Add It = j
= e l Add | Gieleta |
Clase |
Figure 90: OID Value Configuration

Ao

\ow [WEEDEN |

Add | Delete |

Close: |

~ CID List - Indication:
0ID Mame | Twpe | Deseripion | Readmrite | bCBn{igyrE ;I':e gID pr?rpeﬁiesdnfD-thE ldet_\tice
entering the ame, Type and Decription.
1.36141171.12.1.21.1.5.1 STRING _ File Mame EEADIWRITE ¥ 2 e i
1361 41171121.211.31 IRADDR  Server IP READIWRITE]
ﬂD-Can‘ﬂg. \\ —(Qﬂﬁvaluet‘.anﬂg =\
olD;  1.361.41.171.121.211.3.1 Mame | value |
P 10.90.90.90
Type: IPADDR -
Description: Server [P
Read/iite READWRITE - Mame: 1P

Figure 91:

Server IP Parameter Configuration
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9.

Lol agentDuallmageStatus
B agentB azicConfig
= agentBscSwFileT able
LRk @ agentB scSwrileEntry
- agentBzcS wFilelndex
agentBscSwFlIeDscr

agentBzcSwrile
agentBzcSwhileLocateld
agentBzcS whileLoadT ype
agentBzcS wrileChl

- gl agentBscS whileB hcrement

agentBzcs wF|IeT ransferType

Figure 92:

= --u

IP Lddress
IpAddress
Read-Write
Current

=oSwTil=Entry
Nl:tn&
The IF address where the File
whetre the: Eile will be uploade

Beé‘crlpﬂ on

OID Information Query in MIB Compiler

Add Operation Type to the OID list.

® Repeat the previous procedure.
® Enter the values: 2 for backup and 3 for update.

0ID Config o

- Indication:

Canfigure the OID properies of the device

~0ID List

OID Mame. | Twpe | Description | Readiite |
1361 4117112121181 STRING  File Mame READ|WRITE
1361 41171121.21.1.31 |PADDE _ Server P READIWRITE

13 6141171121211.71

IMTEGER._ Operation Type READIWRITE)

by enteting the Mame, Type and Decription.

/01D Config: \\ ﬁ:vamwanﬂ_g_ \\
oD 1.2B1.41471121.211.7.1 MName | wvalue |

BACKLUP 2
Type: INTEGER - IUFDATE 3
Cescription: Qperation Type
Readifirite READWRITE - Nioee:
\_ J e y

Add Delete | —
ag | peste |

Close: |

Figure 93: Operation Type Parameter Configuration
=B @ agentB scSwhileE niry ; ;
----- " agentBzcSwhilsindes 5.6, 1.4 1 1;’-?1 N 1.92 L BT
----- " agentBscSwrileDsor LGENT-GENERAL-MTE
----- " agentBzcSwFiledddr b '
----- " agentBecSwhileTransferType Integer
----- " agentBzcSwFile IH'PEBE’R
“oq@ agentBrcSwFisLocateld R?ad'.—.'ﬁlffix.e-
" agent whileLoadT ype E:u.f;re,n_t
----- " agentBecSwFileChl Pifs nt.‘r;erél;
----- " anentBzc5wFileBlncrement : : :Pomcgo;ﬂ.{aj
----- gl agentMultimageChiD X 2
Figure 94: OID Information Query in MIB Compiler

10. Add Procedure to the OID list.
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Repeat the previous procedure.
Enter the values: 2 for inactive and 3 for active.

0ID Config _B

~0ID List

0ID Name | Type | Description | Readmrite |
1.3.61.41.1071.12124.1.51 STRING  File Name READIWRITE
1.361.4147142.1.21.1.31 IPADDR  Server IP READ|WRITE

- Indication:

Configure the OID properties ofthe device
by entering the harme, Typecand Decription

1.3.61.41.171.121.21.1.7.1
13614 1171121.21.1.81

INTEGER_ Qperation Type READIWRITE
INTEGER _Procedure READIWRITE

7010 Config: \\ |0 alue Config \\
QD 1.36.141171.121.211.81 MName | Walue |
INACTIVE 2
Type: INTEGER - ACTIVE 3
Description: Frocedure
Readiitite READ[WRITE - M
N / Walue) /
Add Dalets -
— . I Add | Dielete I
Close: |
Figure 95: Procedure Parameter Configuration

=P agentBscSwhileEnty
: 4 agentBzcSwhilelndex
& agentBacSwhileDizor
4 agentB zcSwRiledddr
4 agentBacSwrileTransferType
4 agentBzcSwFile
agentBscSwFileLocateld

4 agentBscSwhileLoadType
ileCtrl
& agentBzcSwhileB | ncrement
: gl agenthulilmageCtilD

4 agentSystemBeset
: agentH s232PartCanfig

Tnteger

Fead-rite

Current
i otheril)

2 & dAnactive(2)

3% starci(3)
tidelete(d)
ticonfig-as-hoatup~£w [ 5)

Figure 96:

OID Information Query in MIB Compiler

11. Add Image to the OID list.
® Repeat the previous procedure.
® Enter the values: 1 for Imagel and 2 for Image2.
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oconig zl
— 01D List - Indication;
01D Mame | Type | Description | Readmirite | bCu:mtﬁg_urEme E}IDprﬁ_peﬂiesdnfD-theld?yice
1.361.41471.12.1.21.1.84 STRING  File Narre READIWRITE A RHISERG RIS ERG B S CARS: S
1.3.61.41471.42.4.21.1.34 IPADDR  Sewver P READIWRITE
1.361.4117112.1.21.1.74 IMTEGER Operation Type READIWRITE
1.2.6.1.41.171.12.1.2.1.1.8.1 IMTEGER Procedure READ[WRITE
(h.361.41171.121.21.1.10.1 INTEGER Image READWRITH
701D Canfig: \\ —frﬁvamﬂt:anﬂ_g_ \\
oD 1.2E71.41171.124.211.10.1 Mame | value |
IMAGE1 1
Type: INTEGER - IMAGE2 2
Description: Image
Readiiite READ[WRITE & Mame:
= A )
Add Delete | —
= - ag | [ peete |
Close: |

Figure 97: Image Parameter Configuration

[ agentBscSwrilsEnty niA A F]

L@ agentBrcSwhilsindex ; ] TS 0 R 00 . O 2 W B R
agentBscSwFileD sor Madu, _' ﬁ?EIIT—GENERAL—MIH -
agentBzcSwiledddr ' - :
& agentBscSwRileT ranster Type se ; Integer

48 agentBscSwFile : s : IHTEGER

48 agentBscSwilsLocateld ! Rgad‘.-éhl?r—ﬂ;e-
<48 agentBecSwhileloadType R Current

-4 agentBzcSwhileCtl

1 agentBscSwrileB ncrement
¥ - sgenthdultiimageCllD

agentBsc$uF 1emntry
Tones
The seotion ID of Firumare imd

Figure 98: OID Information Query in MIB Compiler

12. Launch the Run Batch function. Go to Application > Batch Config > Run Batch.
Be sure to enter the parameters correctly to avoid error messages.
D D-Yiew 6.0 - [HQ:Net-172,17.5.02226]

E] File Miew Topology | &pplication Eﬁystem MetTooke Advanced Help

H . ‘ 3 ‘ [Jl Batch Contfig 4 Advanced Option...

Topa Exportdmpat... | Run Batch... |
|Hieralchy Topolo... « 'X'| . o
Device Customization... I
=B Root
=61 Hy
E|--;Q‘ TPEF
Lol NeE172.1

Figure 99: Run Batch function
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D Run Baich

Save | Reboot | RMON | Sefeguard Engine | Sponning Tree Fimware Update | Resoure | Conig File Menager | Fort Status |

| Device Naime | Device Type | P | Stats | [ ‘Config By Device Type

fv Dev-10.90.90.90 DES3026 10.90.90.40 DES3028 = m

_ ConfigName | Betting |

File Wamne L00EA had

Berver [P NULL
oad Type NULL
ile Ctil NULL

BatchGroup | 2L NULL

' Confisuntion icinvati | PPEO%  [102b10Rad |
LAY JE]

Local TETE [ TimeQutims): 2000

ation
Jote: Before performing Firmware Tpdate,
pleaze ensure TFTP Server has been nunning

on the designated workstation, and the server
iz reachable for the devices.

The statuz tnformation shown on the panel
only indicates a SNMP operation has been
zent to the devices successfully.

Cloe | ZAW |

Figure 100: Error message during first process initiation

® DES-3028 is now in the list.

® The parameters you configured are in the list now. Select the appropriate
information to proceed with the firmware procedure.

® Select Run Local TFTP to implement the firmware procedure.

=loix
About
Mame - [D%iew Managsr IP Address 10,9030, 100 S
Opened 55500 PM AdtionSession B —
Index__| Action [P | Type | Titp File Marie | Status :
1 10:50.90.90 | Get F102B10.had 0K
2 - 10.90.90.90 REL - R102B10.had Ok
Bl i
5:59:01 PM : Start tranzfering
5:59:06 PM | Transfer QK
B:00:35 PR | Start transfering
E:00:40 Pr ; Transfer QK

Figure 101: TFTP Server
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i
Resaumce I Config File Manager | Port Status I
Save I Febaot I RhON I Sateguard Engine I Spanning Tree Firware Lipdate
| Device Name | Device Type | P | Btatyz | [ Config By Device Type
Iv Dev-10.90.90.90 DE 53028 10.80.90.90 Success [ DE5-3028 - [ Edt ]
f( ConfigMame | Setting \ |
File Name F102B10.had
Server IP 10.90.90.100
Operation Type UPDATE
Frocedure ACTIVE
Image IMAGEZ
O phion: URDATE -

Bun Local TETE v JTimeOutims], 3000

i Indication

Mote: Before performing Firmware U pdate, -
please ensure TFTR Server has been
tunhing on the desighated warkstatior, and
the server is reachable for the devices.

The status infarmation shown.on the panel
only indicates & SMMP operation has been
zent tothe devices successhully. '

Closs | Apply |

Figure 102: Configured Parameters in Run Batch screen

In order to Batch Config the reboot function for the DES-3028 follow the steps below:
® As seen in the screen below, DES-3028 is greyed-out which means that the reboot
function does not support DES-3028 model.

D Run Batch “Then i
Resaurce I Config File Manager | Port Statuz
Cave Rebaat I BHMON I Safequard Engine | Spanning Tree | Firmware Lpdate I
| DeviceNa_me | Deviee Twpe | IP | Sratus | M Cthig_B_'g Device Type
31 01970509 yEC. 3000 0.90.90
| INEEREDEDE] DES-3020 10gngnon) % | St
Config Mame | Setting |
R eboot MULL
Dptior: =

~ Indization:

Note: Please select the devices for
performing operations according to device
tupe:

Then press “Apply'’ buttan b reboat the
selected devices. The status information
shown on the panel only indicates aSMMP
opetation has been sent to the devices
successfully.

TimeOut{mz] 3000

Close | Apphy |

Figure 103: DES-3028 not in supported list

1. Open Advanced Option and select Reboot.
® Please refer to previous session on how to launch the Advanced Option.
2. Select DES-3028 and add it to the Configured Device Types list.
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3.

® Click Property to edit OID.

x

— Function List
Function Name | Function Description

FIR Firrrivaare update
COMFIGURE Config update
FRESOURCE Fesource b anager
PORTSTATUS Poart status
SAVE Save config
SPAMMIMG Spanning tree config
Fkd0M FrOM config
SAFEGUARD Safeguard Engine config
{REEOOT

~Furnction Info
Manne; REBOOT

Desciption;  Reboot devices

¢ Back l Mewt> Il Clase:

Figure 104: Reboot function

ID Device Type Config .ﬁi

Dlelete Breperty.. |

— Device Tupe [nformation: ~Indication
- - - — Add or Delete devices o support
Device Types suppatted by .. | [+ Corfigued Device Tupes | "B aich' corfiguration:
DFLZ5E0F DGS3E12G The dewice list o the lef shows
ChwiL3200 DGES3627G all device tpes clrently managed
Ciw/L2100 DGS3627 by Dz\"]!?.‘_"\!- . .
DGES2E27G DG53650 The dewlca lizt on the right shaws
DGS33245R DiG5 3450 al the device lypes that support
DFL1B60 DGS3427 el .
DES 3528 DG53476 Mote: The non-corfigured devices
DES36280C e s v
DLy 700 DES 2525P peiform the batch canfiguration
GenSMMPD evice DES3828
LGS3450 [ES 3550
CFL2E0 DES 3526
DFLZ510 DES-3028
DES 3828
DGS3E126
FiFL 9500 B2

<Back [ Fnsh | s |

Figure 105: Adding of DES-3028 to list

Update the fields in the OID Config as seen in the screen below.

) DES-3028 can now be seen in the list.

® Click Apply to reboot the switch.
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DID Config _oapn

~0ID List

- Indication:

oiD Name

,fo.ia-'oo.nﬂg_. \\ 701D Walue Config =N\
oD 1.361.41171.121.230 Mame | walue
cold-start 2
Type: INTEGER - arm-start 3
no-reset 4
Cescription: Reboot
Readiiite READ[WRITE - M
- J e )
Add Detete |
a | peete |

Close |

Configure the OID properties of the device
by enteting the MName, Type-and Dectiption.

Figure 106:

Reboot Parameter Configuration

Drunsarsy

Resource I Config File Manager
Save Reboat I AMON | Safeguard Engine
| Status
[V Dev-10.90.90.90 DES-3028 10909090

| Port Statug
| Spanning Tree |

~ Canfig By Device Type-

Firnwears Lpdate

DE5-3028 T [V Select
Corfig Mame | Setling |
Feboot warm-start
Opticr: usairr-star =
—Ihdication-

Note: Please select the devices for
performing operations according to device:
type.

Then press "apply'" button to reboot the
zelected devices. The status infarmation
showiri on the panel only indicates a SHMP
operation has been sent to the devices
suscessiully.

TimeOutfms}, 3000

Figure 107:
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THIRD PARTY DEVICES: Cisco CATALYST 2960

For Cisco’s Catalyst 2960 follow the steps below:
1. Double-click the icon to launch GenSNMP D-View module. Confirm the Catalyst
2960’'s system OID information, go to DeviceInfo > System Info.

D System Information GenSNMPDeviceModule &l

~Description

Cisco 105 Software,
C2960 Software
Contactar: ‘ (C2960-LAMBASE-N),
Wersion 12.2{39)5E%,
RELEASE SOFTWARE

Marne: iEW“Ch

Location: ] (ic1)
Copyright {c) 1986-2007
RunTime: 0 Hours 24 Minutes by Cisco Systems, Ine.

Compiled Thy 19-Jul-07

Systern OID: 20:06 by nachen

1.3.6.1.4.1.9.1.694

- Sevice -
[T Physical [ Link ™ Metwark [T Transport [ Application

Figure 108: System OID Query

D D-View 6.0 - [HOuNet-172.17.5.02226] =18l %]

m File Miew Topology Application System  NetTook  Advanced Help R s

BEEIERARIELRS 121G

- x|l

Interface Info..

ARP Table...
Router Table .
Eotwarding Table...
RMON *
Spanning bree...

GenSNhiP

=

172476231

Figure 109: GenSNMP D-View module

2. Open Device Customization to configure the Catalyst 2960.
® Update the necessary fields.
® The updated content will be displayed in the topology map.
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ID Device Customization I ﬁl

~Wender Infarmation

Yendar: Ciseo o Anply |

LOGO - CHAMMNDOWSisystern32ipanelbmpicis Browse.., | Dielete |
Drevice Type Info
63\:11:& Type | - Apply

0l

MaxPorts; O Delete

Alias Cayalyst 2960

Srstern o 1.261.41.9.1.694
Up lzon: Browse. . |
Down lcon : Browese.. |
Wholl lean Browse.., |
Progran Browse.., I
Refesh | ciose |

Figure 110: Parameter Configuration

D D-View 6.0 - [HQ:Net-172.17.5.02227]

m File “ew Topology | Application Eﬁ}rs’(em MetTook: Advanced  Help

BB = 'BESL PSS

Topa Expartdmpaort....
|HIBIalG‘|‘I}'-TDDU|U... - X| | T |
=-61 Ho
=L Tr-5F
i, &P N@t-—l?;é.:].

Gen S NP GenSHP

=

P2 A7 6232

Figure 111: Device Customization
To perform the Device Type Check:

1. Open Device Type Check... to update the database, go to Advanced > Device
Type Check.
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ID D-¥iew 6.0 - [HQ:Net-172.17.5.02227]
E File e Topology Application  System ﬂet-Toaf&. Agvanced | Help
e, = = | Link Capacity Check... |
4 BB || =) & & | ] s
BB SE AR [E e |
i 7 ——— e RaTL et
| ierarchy. Topolo. | Safeguard Check...
=& Root
E‘U HO Al ot ARP Info...
B TP-F
{1 Q N@t—l?‘:?;.:].
GenSHhP Gen S NP
172.176.232 172.17.5.231

Figure 112: Device Type Check

2. Click Check and then press Update to update the database.
® Save the changes.

I Device Type Check N ,ﬁl

Device Mame. | e | Twpe | checked Type | Read Commu.., | wite Somimu... |
Dev-172.17.5231 17217523 GenSHMPDevice  GenSHMPDevice public private
Dev-17217.5.232 172475232 GenShMPDevice  Catalyst 2960 public private

[ Update I Close |

Figure 113: Device Type Check screen
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D D-view 6.0 - [HQ:Net-172.17.5.02227]

E} File Wiew Topology Application  System  MetTook  Advanced: Help

HEREEIERARELES 1 PG

|Hielamhy.Top'uIiJ... - 3X3|
EE Root
=61 Hy
B TPEF
il 'g’]- N.Qt—l?':zl.:;l.

Catalyst 2960 Gen 5P

-

172.17.5.231

Figure 114: Saving changes

To set up Batch Config to support Catalyst 2960:
1. Open Advanced Option... to configure 2960.
® If the device type is not activated it means the device is not supported by
D-View.
D D-¥iew 6.0 - [HQ:Net-172.17.5.07226]

m File  iew Topolagy | Application kﬁpsfsm MetToolz  Advanced: Help

DL — . ]
J

Topo Exportdlrmpart... Bun Batch...

|Hielamh}'-Tu]:|'lJli:r._. . 1X1| ) .
Device Customization. .. [

=+ Root

=6 Ho
Bl TP-SF
ey Q Né&—l??.l
Gen s NhiP Catalyst 2960
172175231 T2

Figure 115: Advanced Option Function
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i

Resource | Config File Manager | Part Status.
Save Reboot | AMON I Safequard Engine I Spanning Tree | Fimware Update
| Dievice Mame | Device Type | IP | Status | ~ Eanfia By Device Type-
[eulzo17 805 Gt Neyics 179175 27 = :
(Devi72175232  Catalust 2560 172175232) S
Confighame | Setting |
Feboot MULL
O ptiar: "

~ Indication-
Mote: Please select the devices for.
performing operations according to device
type,

Thien press "dpply’! buttan ta reboat the
selected devices. The status information
shawm an the panel only indicates a SNMP-
operation has been sent to the devices
successfully.

Timelutims); 3000

Cloze | Apply |

Figure 116: Cisco 2960 not in the supported list

2. Select Firmware and then click Next.
3. Add Catalyst 2960 into the list and click Property to configure the OID information.

x

— Function List
| FunclionName | Function Description
Firrware update
COMFIGURE Config update
RESOLURCE Fesource Manager
FPORTSTATUS Pait status
SAYE Save config
SPAMMING. Spanning tree config
FrON Fird0M zarfig
SAFEGLIARD Safeguard Engine config
REBOOT Reboot devices
~Function Infa
Mame; FIRM
Desorption:  Fimware updats

& Haok I Mewt > I Clogze I

Figure 117: Firmare Update Function
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x
~ Device Tupe |nformation —quii:;;:'tibu T
Add ar Delete devices to-support

| Device Types supported by .. | [= | Configured Device Types | = | "Batch" configuration, i
D=53326G5R DES 3828 The device list on the left shows
DL 3260 DES32265 all device twpes cumently managed
DFF500 DES 3550 by Deiep, .
DG53612 DES3626 The dewice list on the right shaws
DELZ510F DHS 3676 aII_ the: d_ew_oa_typg_.that support
D200 DHS 3228 Belah g .
CiwfL7100 DHS3218 ND:?: The Epn-bon_flg_lﬂzd devices

are displayed in grey. when pou
Egtgli:tzgssﬂ gﬂg gg;gs peiform the batch conhiguration.
DG5S 3427 DHS 22185
DES382800C DHS 22105
[ G53627 DFM3012E
DGES3200-10 DHS53828
DFLE00 DES-3028
DFL2560 Cal
[l E2| jiasd |

Aidd | Delate | I Property. . “

<Back [ Fnish | s |

Figure 118: Adding Cisco 2960 to list

4. Update the related OID information as follows:
® Configure the Protocol Type.
® Configure the Source File Type.
i

—OID List - Indication:
0ID MName: | Tupe | Deseription | ReadiAirite | bCen{Tg_l_.lre:Ee E}lD pr?rpertiesdofD-the ldete:vice
. INTEGER Protocol READIWRITE RS SRR e S
4 an INTEG reeFileType R ITE
1.361.41.9959611.11.4100 INTEGER DestFileType  READPWWRITE
1.361.41.9959611.11.5100 IFPADDR  ServerlP READ|WRITE
1.361.41.995961111.6100 STRIMG  FileMame READ|WRITE
1.361.41.995961.1.11.14100 INTEGER Operation READ|WRITE
- 0lD Ganfig. - OID Value Config
oD 1.361.41.99961.1.1.1.3100 Mame | wvalue |
MetFile 1
Type:  INTEGER - StartConfiy 3
FunningZonficd
Description: SourceFileType ICSFile 7
Readiirite READMRITE i Marne:
Valus!
Add Calete
Ao | Delete
Cloge |

Figure 119: Parameter Configuration

® Configure the Destination File Type.
® Configure the TFTP server IP address.
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=
~0ID List - Indicatian:

OID Name: | Twpe | Description | Readwiite | bCE‘”?Q:_“[E‘IEE r?}lerDTperﬁesdorD.theldetyice
1.361.41.9.0061.1.1.1.2100 INTEGER Protocel READIWRITE HERSHE R R R R S
1.3.6.1.4.1.9.9.96.1.1.1.1.3.100 INTEGER SourceFileType READMRITE

INTEGER DestFileType READMRITE
1 - 00 ADOR P RE ITE
1.3.6.1.4.1.9.8.06.1.1.1.1.6.100 STRING  FileMName READPRITE
1.3.6.1.4.1.9.9.96.1.1.1.1.14.100 INTEGER Operation READWRITE
~0lD Canfig. ~0ID Valug Conflg
oD 1.3.614.1.9.99611.1.1.5100 Mame | Walue
P NULL
Type:  IPADDR -
Description: ServerlP
Readiitite READ[WRITE - Mame:
Valug!
Add Delete
Add | Delete |
Figure 120: Parameter Configuration
=

- OID List

- Indication:

1.3.6.1.41.99961.1.1.1.4100
1.3.6.1.41.9886.1.1.1.1.5100
1.3.6.1.41.99961.1.1.1.6100
1.3.6.1.41.98961.1.1.1.14100

| Twpe | Description | Readtirite
INTEGER: Pre R TE
INTEGER SZourceFileType READWRITE

INTEGER DestFileType  READMRITE
IPADDR  ServerlP READRITE
STRIMG  FileMame READIMWRITE
INTEGER Operation READIRITE

Configute the OID properties of the device
by entering the Marme Tvpe and Decription.

~ OID Config: - OlD Walue Config

oD 1.3614199209614.11.2100 Mame | Wvalue
TFTP 1

Type:  INTEGER - RCP 3

Description: Frotocol

Readnirite READWRITE - A

Figure 121:

Parameter Configuration
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x|
~0ID List - Indicatian:

BN BT | Description | ReadWiite | bCon?g_urerIEe rC\)}IDproTpertiesdofl:).thnafldEt!_\rice
1.361.41.9.0061.1.1.1.2100 INTEGER Protocel READIWRITE HERSHE R R R R S
1.3.6.1.41.9.896.1.1.1.1.3.100 INTEGER SourceFileType READIWRITE
! A 0 INTEG Fi REA TE
1.3.6.1.4.1.9.8.96.1.1.1.1.5.100 IPADDR  ServerlP READ[WRITE
1.3.6.1.4.1.9.8.96.1.1.1.1.6.100 STRING  FileName READIWRITE
1.3.6.1.41.9.986.1.1.1.1.14100 INTEGER Operation READ[WRITE

~ 0l Config: - QD valug Config
QD 1.36.1.41.9.8.8611.1.1.4400 MName | value |
MetFile 1
Type:  INTEGER StartConfig 3
Runningconficd
Description: DestFileType I05File 2
Readiiite READ[WRITE 5 Mame:
Valug:
Add Delete
A | Delete
Close: |
Figure 122: Parameter Configuration
® Configure the File Name.
® Configure the Operation, Create or Delete.
x|

- OID List

- Indication:

2D Name

| Type | Description | Readtirite |

1.3.6.1.41.99961.1.1.1.2100
1.3.6.1.41.9886.1.1.1.1.3.100
1.3.6.1.41.99961.1.1.1.4100

1.3.6.1.4.1.9.996.1.1.1.1.5100
1.3.6.1.41.9996.1.1.1.1.6.100
i 1.1.1:1.14100

INTEGER Pratocal

READIWRITE

INTEGER SourceFileType READWRITE

INTEGER DestFileType
IPADDR  ServerlP

STRING  FileMame
INTEZE i

READMRITE
READMRITE
READIRITE
eration

Canfigure the OIC properies of the device
by entering the Marme Tvpe and Decription.
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— 0ID Config: - OlD¥alue Config
oD 1.3614190209614.11.14100 Marne | Walue |
CreateAndGo 4
Type:  INTEGER Delete G
Description: Qperation
Readitirite READIMWRITE 5 arme:
Valug!
Add Delete
A | Delete
Close: |
Figure 123: Parameter Configuration
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x|
- 01D List - Indication:

G T e Casuion s ot OOt e
1.3.61.41.80061.1.1.1.2100 INTEGER Protocel READWRITE ¥ - D plien:
1.3.6.1.41.8.0961.1.1.1.2100 INTEGER SourceFileType READWRITE
1.3.6.1.4.1.8.0061.1.1.1.4100 INTEGER DestFileType  READWRITE

: IPADDR  ServerlP READWRITE

416100

6.1.1.1.1.14.100

Filellame
INTEGER Operation

READIWRITE
READ|WRITE

— OIE Config ~ OlDYalue Config
QD 1.36.1.4.1.9.8.9611.1.1.6100 Mame | alue |
FileMame MULL
Type: STRING
Cescription: FileMame
Readnrite READMWRITE * Blame:
Value:
Add Delete
Add | Delete |
Close |
Figure 124: Parameter Configuration

To back up Catalyst 2960’s configuration file:

Because of the difference in the MIB design between D-Link and Cisco, you have to
implement the backup via Firmware Update function. There are a few limitations in the
current design, such as:

There are no problems with one to one relationship (backup one config to
a tftp server).

One to many is the appropriate way to run this function (one config file to
many switches). Use the config file for multiple switches, the IP address
for each device needs to be modified.

Many to one relationship is not recommended (many switches to a tftp
server). The configuration file will be overwritten on that single config file.

The terminology definition:

NetFile: refers to TFTP, please select this option if the destination is TFTP
server.

Operation: please select Create and Go to process the task.

According to Cisco’s MIB document, the IOS update via SNMP is not
supported.

Follow these steps to backup 2960’s configuration file:

1. Open Run Batch.

2. Select the Firmware Update tab to back up the configuration.
3. Select the appropriate action and enter the information.
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D D-View 6.0 - [HQ:Net-172.17.5.02226]

E} File View Topology | -Application | System  NetTook  Advanced: Help

H ‘ . ‘ &,) | [“ Batch Contig * Advanced Optior... ‘ @|
= Topo Expart/lmport. .. | ‘Bun Batch... |
|Hielalc+|jl-TD1:ll:llu... - 'X'| . . !
Device Customization. .. [
=& Root
=6 Ho
Bl TP-5F
e J;F N@t—l?é.:l
GenSHuP Cayalyst 2960
17247523 172.17.6.232

Figure 125:

Run Batch function

=i

Resource Canfig File Manager | i
CSave | Reboot | AMON I Safequard Engine I Spanning Tree Fimmware Lipdate
| Device Mame | Device Type | P | Status | '(cinhg By Device Type \
Dew-17217.523 GensHMPDevice 17217523 :
Catalyst 2960 - :
¥ Dew17217.6232 Catalyst 2360 172175232 Failed ki IV Select
Confighlame | Seiting |
Frotocol TFTP
S ourceFileT ype StartConfig
DrestFileType MetFile
ServerlP 17217553
FileM amne C2360E ackup0s09
Operation CreatedndGo
\ Option:  [C2960Backup050d |y
AN 4

Run Local TETR W TimeOutims); 3000

i Indication

MNote: Before-pertorming Firmwars U pdate,-
please ensute TFTR Server has been
wning on the designated workstation, and:
the serve is reachable for the devices.

The status information shown on the: panel
only indicates a SNMP operation has been
zent tothe devices successfully,.

Cose | fppl

Figure 126:

4. After all the parameters are set, click Apply.

® The status is displayed in the TFTP’s directory
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% C:Program Files), _Iﬂlﬂ
File Edit Wiew Favorites Tools: Help | ?Ft'
QBack ~ 3 - P | S search [ polders | S 3 X 9 | [~
Address |'C} C!\Program FilesiD-Link|D-Yigw j Go
Folders % || Mame = | Size: | Type | Date Madified =
) discozos0 ﬂ ) BrpResource File Foldar 5/5/2006 5:12 FM
() DE5-3200-10 =) delcanfig File: Folder SI5/2008 5:22 PM
= .j My Compuker | devrnodule File: Falder 412912008 2:53 PM
& S Flappy (83 | Mibsalution File: Folder S/8/2008 5:01 PM
£ e Lacal Disk () |-_,jpanelhn_1p File Folder 5/5/2006 5:12 FM
15 Dacumenits and Setti |2 perconfig File: Folder 518/2005 5:13 PM
=1 £5) Program Files | tmpeanfig File Folder 5/8/2008 5:30 PM
¥ [ Adabe ) mlinstall File Folder 55 2008 5:13 PM
& |5 cmak 2960backup ZKE File S/E/2006 4142 PM £
[ [5) Common Files L’;‘-:lndvancednpp.dll 152 KB Application Extension  3/12{2008 1:12 PM A
1) ComPlus applicat L:ﬁ-]nuthentication.dll 1,045 KE  Application Extension  3/12/2005 1:12 PM £
= 15 DLink Lﬂ AutoDiscover. dll 72KB Application Exkension  3/12/2003 1:12 PM £
& ) DevModule | AukaDiscover. sl 1KE #ML Document 4129/2005 4;42 PM £
3 D-Link SHMp = m.ﬂ.utoTopor.exe Sa4 KB Application AM2[2008 1:13 PM £
B & Bvidn Lﬂ AutoTopaorConn,di 40KE  Application Extension  3/12/2008 1:13 PM £
|b EmpResc LE'] BatchCom. dil 44 KB - Application Extension  3/12/2008 1:13 PM =
I delconfig mBatchCustomCFg:exe 9ZKE Application 311212008 1:13 PM £
) devmody Z80KE  Application 3212008 113 PM £
u':—:l Mibsolti 9 ZKE File ;3,1'9,!'2008 9:26 AM £
) panelbri c2960-lanbase-mz. 122-35,5E5.bin 5,101 KE  EIN File S18/2005 5:30 PM =
() perconfic |_‘Q Carnmaon.dll 43KE Application Extension  7/6/1995 11:06 P £
© tmpconfi-n l-_‘aDBrowser.exe 1,671 KB Application 412512005 11:43 PM £
2 smiirstal E]DBStorel EXE 44 KE  Application 711212007 9:54 AM £
# 3 Module mDBStore.exe 45 KE - Application E12/2005 1:13 PM =
[ [5 Gigabyte ﬂ DCompiler, exe 2,419KE  Application 412512005 11:43 PM £
(=) Hypersnap-Dx 4 !_‘-ﬂDevResMg.dll 168 KB  Application Exkension  3/12/2008 1:13 PM £
& 53 Instalishield Iﬁll mDevapeCFg.exe 40KE Application 3/12/2008 1:13 PM _.ij
4| | » < | bl
Figure 127: File Backup Configuration
D Run Batech x|
Resource I Config File Manager | Part Status
Save I Feboaot I RMON I Safequard Engine I Spanning Tree Firmware Lpdate
| Device Name | Device Type | IP | Status | [ Config By Device Type
[eulZ217 529 GG P iee 170975 579
Catalyst 2960 b
T Dev172176232 Catalyst 2360 172175232 Success| | T I Select
| Config Name | Setting
IPro_t_oc_oI FTP
Jli.o-Link TFTR Server _|ojx tc"tﬁm“g
etFile
Bbhout 7217559
5 T — 29608 ackup0509
Marme: D 4iew Manager P Address: [17F217.553 7 izatedndG op
Opened  5:24:25 PH Achion Session 10 o
— - : S Totdl  [JB ackup0509
Index | Action P | Type | Thp File Name | Status
1 172175032 Eut 2960 anhase e 127-35 k.
2 172.17.5.232 Put L2960 ackup503 Ok ] imeQutims): 3000
Clear |
ing Firmware Update -
srver hias beer)
ﬂl ated wiorkstation, and-
= for the devices.
4] | ] n shawn on the: panel
 operation has been
5:30:03 PM - Transter OK. coesshully.
9:26:34 AM - Start ransfering
9:26:34-AM : Transfer OK

Cloze |

Apply

Figure 128: Apply to back up

To configure Batch Config to support the reboot function for Catalyst 2960:
1. Open Advanced Option and select Reboot to add 2960 into the list. Click Next to
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continue. Go to Application > Batch Config > Advanced Option.

X
— Function List
Function Mame | Function Descrption
FIRkd Firrvsare update
COMFIGURE Config update
RESOLURCE Fesource Manager
FPORTSTATUS Pait status
SAYE Save config
SPAMMING. Spanning tree config
FrON Fird0M zarfig
SAFEGLIARD S afeguard Engine config
REBOOT Reboat «
~Function Infa
Name: REBOOT

Description:  Pebont devices:

Figure 129: Reboot function selection

2. Add Catalyst 2960 to the list and click Property to configure the OID information
® Follow the on-screen icons to add the 2960.

D Device Type Config __Toape x|
— Deviee Tupe Information  Indication
- - - — Add or Delete devices tosupport:
Cievice Types supported h}_l_g |E| Cenhgured Device T}'DES_| “Batch” configration,
DL 3260 DPM3012E The dewice list on the lett shaws
DFPFR00 DGS3E12G all device types clmently managed
DES3612 DGS3627G by Diew. :
DOFLZ510F CIG5S3627 The dewice list an the right shaws
Diw/LE200 DG53650 Bl e
Diw/L7100 DG5S 3450 el aivame .
DG52477 Noctln_a: ':"he Epn-CanlgLﬂgd devices

Catalzst 2360 DGS3426 e el
BT DG 320040 perform the batch configuration:
DES38280C CES382800
DGES3IEZT DES3828P
DGE53200-10 DES3828
DFLEOD DE 53560
DFL2EED [ C e
DES 3525 - ]

Add Eele_te | I Proparty... l
< Back I Finish I Cloze

Figure 130: Device Type Config

3. Enter the OID information and click Add.
4. Select the added OID information.
5. Add the OID value as seen in the screen below.
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01D Config i x|
Ol List - Indication:
01D Name | Type | Description | Readiyn Configure the OID properies of the device

136141020900 INTEGER Reboot READWRITE by entering the Marme, Type-and Decription.
@.ognﬂg_ \ @value Config

oD 13614182880 | mame | vaue |

Type: INTEGER -

Cescription: Reboot

Readiirite READIWRITE - Mame: Rehoot

@ue: 2
\ Add Dele‘tey Add | Daletejl
Cloge. |

Figure 131: Reboot Parameter Configuration

6. Select the Reboot tab to reboot the switch.
® Follow the on-screen icons to reboot the switch.

x|

Resolrce I Config File Manager | Faort Statug
Save RO | Safequard Engine I Spanning Tree I Firmware Update
| Device Mame | Deviee Type | IP | Status | [ Corifig By Device Type
Dew-17217.5.23 GenSMMPDevice  17217.5.231 ]
Catalyst 2960 -
W Dev172175232  Catabst2960 172175232 2 b8 det
Carifig Name | Selting |
R eboot Reboot

Dphicr:

~ Indication:
Note: Please select the devices for
petforming operations according to device
tipe;

Then press “Apply'! button to reboot the
selected devices: The status infarmation
showr on the panel only indicates a SHHP
operation haz been zent to the devices
succassfully..

TimeOutims 3000

mose [ oot ]

Figure 132: Reboot Function execute
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MANAGING DEVICES WITH DEVICE PANEL

SIMULATION

Double-click on a switch icon in the topology window of D-View 6.0 to open a new window. This
window graphically represents the front panel of the switch. Different management tasks can be
started via context menus that appear in the Device Panel Simulation.

E] File ‘iew Topology Application System  MetTool  Adwanced Help ., - =

=) SDERAAAEDERL t P I
BRI RS ceR-70

|Hielamhy Topology Workplace x | [AE =
< I
= & Root Do |8 |0 | i
= U Darmain_1 ( ] 5 m
=" Metmap_t !' %
= L Met-172.17.5.0 | e
[ARF] =
L Net_172,17.5,241 —/—] iﬂ“‘
Met_172.17.5.242 % @ @3
A etz 175 203 GenSHIP GenSHIR GenSHhiR DFL&6D GenSHIR GenSHAR GenSHhiP s
L Net 172175 244 en e en i en en en A @
L Net_172.17.5.245
& Net_172.17.5.246 L = \gﬁ’ L = =} g
& Net_172175.247 1720752 172.175.46 172.17.670 172.f7.5.100 [EEREENT 172.17.5.184 172.17.6.186 =
' Met_Uinknow % Eﬁ
[T DG3-3200-10 DES 10024 DES-3528 DES-3028 DGS-3450
= W W_W ‘«W .:--"W
17207 5.186 17207 5.211 172.|?5m 172.17.5.25,/ 17 I?W 172.17.5.24
: - @
3 1 s s s B S e
Combo1/3 Combeozsl0
Console " 5: ’2“7 m MIM m SF'F ; s;p '
nmoEm o | u
o TIED (MMM ) (] Ee ) (W]
r 4 & B
Get: (DISNMP++) Ok! Request: Led Status. Receive at 04:16:36 PM.,
FareFa T T TETTET T T T
(]
3 [ [
x Time Source Device IP Description

Message Board

Figure 133: Opening the Device Panel Simulation

The Device Panel Simulation also displays LEDs situated on the physical switch. The following image
shows the Device Panel for the DGS-3100. The context menus can be seen on the upper part of the
window, ports and LEDs are shown in the graphical representation of the switch. LEDs show status
information about Power, Console, RPS, Fan Errors, and individual ports.
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| D'DGS-3100-24: 172.17.5.212
Device Manager ~ PublicMIE  Tools  SNMPv3  About

|2!l§lTC 90"“13“151&

r R

Figure 134: Panel Simulation for the DGS-3100 switch

Point the cursor to the context menu to start management tasks for the correspondlng switch.

| I}ewce Parameter Configuration

—SMMP FParameter

Device IP: I WE = dE = 5 . 22

Timeout: |3'3”:”3I

Apply | oK Close

Figure 135: Device Parameter Configuration

Point the cursor to a port and click on it to open the Port Configuraton Window.

"D Port Configuration

—Fort Information

Index|DupIexﬁdminMode DuplexCperiade BackPressureMode | Taggedmode

a | ]
—Fort Configuration
Fart 1D I BackPressureMode: [~ TaguedMode: [

FlowCaontralMode: I vl LockAdminStatus: [ DuplexfAutoNegotiation: [

Refresh | Apply I Cloze

Figure 136: Port Configuration window
Several switches can be managed and monitored at the same time using the Device Panel
Simulation.
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2005-08-14 10:40:51 172.17.5.46 Dormain_1::Net-172.17.5.0 Dev-172.17.5.46 Up -> Down

Message Board

Figure 137: Device Panel modules
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MANAGING DEVICES WITH MIB COMPILER

The MIB Compiler is used for configuring non-D-Link devices, through a MIB

file. The MIB compiler translates the MIB from its normal ASN.1 format to a

format that is comprehensible by other applications. The benefits of using the

MIB compiler are that you can query data and configure the settings for a third

party device with the help of D-View.

To manage devices with MIB Compiler:

1. Go to NetTools > MIB Tools and then select MIB Complier. The D-Link
MIB Compiler screen displays.

[ D-Link MIB Compiler M=
File Edit Yiew Window Help

ale|seB] & 8=z a
lemAgent IP: [172.17530 j

Look in: IEB SHMIDE j = I‘j( -

§ifi Eridge-MIE.mib i rfcz6 74, mib il SHMPv2-5ML mib
§ill IAMAIFType-MIE.mib Bl REC2737.mib il SHMPw2-TC ik
Bl RFC1155-SMLmib Bl REC2ZE63.mib il SMMP2-TH. mib
i RFC1212 MIB il RFC2933.mib

RFC1213.MIB Bl SHMPYZ-CONF b
§ifl RFC1215.MIE il SHMP2-MIE. mib

File name:  [RFC1213MIB

Files of type: I *.mib

B
ey

1A
T
ol e
o
f

R
5l
% iG]
{515
f

Figure 138: D-Link MIB Compiler screen
2. Open the rfc1213 file for modification. D-View loads the compiled MIB file.

% Typically, D-View identifies the device type by retrieving the OID value

1.3.6.1.2.1.1.2.0 from the RFC1213 MIB file.
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& D-Link MIB Compiler
File Edit Wiew ‘Window Help

NS
Mm ,]1?21?530 B J_l

Loading compiled MIB module [ RFC1213-MIB ]

Figure 139: Loading compiled MIB Module screen

3. For example, right-click on sysLocation and select Info in the MIB tree.

[ D-Link MIB Compiler, - [RFC1213-MIB]
* File Edit VYiew Window Help

NEEBEEEE
leqwzwsw - '

Q RFC1Z13MIE

IB

w sysSerwces
interfaces
4 iMumber
=B ifTatle
=P fEntry
4 iflndex
4 iDescr
4 iiType
A M
4 iSpeed
4 ifPhpedddress
T
|

Figure 140: MIB Tree screen
The Browse Result Node: sysLocation screen displays.
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& | Browser Result Node - sysLocation

= Eet Yalue [z| b—_d
s [ | Remoer I Polevey [0 sec

1921681115
Name | 0D [ Syntan | Access | |
sysLocation 1... Displ. HRead. Object Name

sysLocation

~Object ID
1.361.21.1.60

Symtax
Display Stiing

Commumnity String
Read Community Sting \wirite Community Sting
]pum: private

Vahue to Sat-

D-Link HO =l

o T corcor

Cout:1 | Aovess Mode - SNMP V2 Port:16]  QueryOK! = 5 I

Figure 141: Set Value screen
4. Click Query to get the value of the device.
5. Click Set to set change the value for sysLocation.
6. Make a note of the OID value of the device.

Use MIB Browser to browse MIB files after compilation.
G

Setting Up SNMP Configuration to Retrieve Device

Information

1. Click SNMP Configuration from the MIB Complier screen. The

SNMP Configuration screen displays.

SNMP Configuration E|
—SMMF Protocol Wersion
(ol C SMMPvZe SNMPY3
~General
{Eead Cornmunity String : ||:|ub|ic: ‘:J ‘ ‘ Time-out: |2 Betries: |1 |
‘ “wfrite Commmunity Skring : Iprivate _;j ‘ ‘ Part: 161 |
| &
~SMRPY3
User Name: I _;‘ Secuiity Level, I?‘1:Z:i'-\L.'ii"!"l':'_-F:i:\.' Ll Delete | zer
Auth Pagzword: I Prive Pazsword; I
Auth Protocol: ||’J=:i|’lE l! Friw Frotocol: In’ll:iu’JE ;,I k. I
Contest Engine [0 | Context Marne: I ‘:J Garical I

Figure 142: SNMP Configuration screen
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2. Select the SNMP Protocol Version.
3. Enter the community string to access devices through SNMP.

HitHhS

If you select SNMPV3, update the SNMPYV 3-specific fields and access devices

respectively.

4. Click OK and manage the selected device using MIB Compiler.
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RETRIEVING OID OF THE DEVICE

To identify non D-Link devices, the administrators must first retrieve the OID
of the device and then customize them to add to D-View.

% Ensure the device is online to retrieve the OID of the device.

To retrieve the OID of the device:
1. Go to NetTools > MIB Tools > MIB Compiler. The MIB Compiler
screen displays.

@ D-Link MIB Compiler
File Edit View ‘Window Help

NEEEE R E TN
B‘ rovse Agent [P+ m&l

Figure 143: MIB Compiler screen
2. Enter the device IP address.
3. Set the SNMP Configuration. Refer to Setting Up SNMP Configuration to
Retrieve Device Information from devices.
4. Compile the rrFc1213 MIB File and select sysObjectID from the MIB tree.
5. Right-click sysObject1D and select Info. The Browser Result screen
displays.
6. Make a note of the OID value of the device.

1. For a non-designated device module, D-View will identify the device as
GenSNMPDevice type.

2. Double-click on the device. The graphical interface of the device displays.

3. Go to Device Info and then select System Info. The System
InfoGenSNMPDevice Module screen displays.
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ID System Information GenSNMPDeviceModule E|

; Description
M |Fr|ntSewerF'S—1DElSTEI

D-Link DP-301F + Print
Server

Contactor: |

Location: |RD1

Run Time: 462 Hours 13 Minutes

Svsterm Ol1D:
1.361.41171.11.101

Service

™ Physical [ Link [~ Metwork ™ Transport ¥ Application

Figure 144: System InfoGenSNMPDeviceModule screen

4. From the System InfoGenSNMPDeviceModule screen, modify the
device type properties in the dialog.

Name: Enter the name of the device.

Contactor: Enter the name of the user responsible for managing the
device.

Location: Enter the location of the device.

Run Time: Displays the run time of the device.

Service: Displays the OSI layers the device supports.

5. Click Apply to save the changes.
6. Click Refresh to view the updated information.
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BATCH CONFIGURATION

The Batch Configuration tool allows you to execute a sequence of operations
in D-View, for example: Save Configuration and Retrieve Port Status. With
Batch Configuration you can configure multiple devices simultaneously. Since
all the configurations are similar, only one has been described below.

[ID[IQ[ID[I@

Remember to configure the OID information before using the Run Batch tool.

To configure the OID information of SafeGuard Engine:
1. Go to Application > Batch Config> Advanced Option. The Advanced
Option screen displays.

D Advanced Option
Function List
Function M ame . Function Description
FIRM Firmwware update
COMFIGLIRE Config update
RESOURCE Fesource Manager
FORTSTATUS Pt status
SanE Save config
SPANMIMNG Spanning tree config

ROM RtOM corfig

SAFEGUARD Safeguard Engine config

Function Info
MName: SaFEGUARD

Description: Safeguard Engine config

| Mest » | Close

Figure 145: Advanced Option screen

2. D-View supports a list of batch function templates. They are:

FIRM: Download firmware from the switch to the TFTP server or upload
firmware to the device.

CONFIGURE: Download/Upload config information in the device.
RESOURCE: Retrieve/Set the information about name, location,
contact of the device.

PORTSTATUS: Retrieve/Set the Port Enable status.

SAVE: Save the configuration changes in a device.

SPANNING: Enable/Disable the STP status in device.

RMON: Enable/Disable the RMON status in device.

SAFEGUARD: Enable/Disable the SAFEGUARD status in device.

3. Select SAFEGUARD and then click Next to continue. The Device Type
Config screen displays.
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ID Device Type Config

MG AIRNS R

Device Type Information - Indization

- - - 4dd or Delete devices to support

Device Types suppotted by ... | |+ | | Configured Device Types “Batch” configuration.
DL 3200 DGS3E12G The device lizt on the 18ft shows
Dw/L2100 DGS3IE27G all devi_ce twpes currently managed
DGE536276 DG53627 by D-View. ,
DG5S33245R DGS3E50 The device lizt on the right shows
D L7700 DG5S3450 all the device types that suppart
GenSNMPDevice DGS3427 e Gl :
DGS2450 DG5426 Nl:uctln_e. ':'he Qqn-conflgukrled devices
are displaped in grey, when pou

ggsségﬁgﬁ ggggggggc perform the batch configuration.
DES3828F CES3828
DGE53650
(R e i]
DES3550
DG53308FG
DESES00 =

Delete Froperty.. I

< Back I Firizh | Cloze

Figure 146: Device Type Config screen

4. The devices can be added or deleted to support batch configuration.
5. Click Property to configure the OID properties of a device type. The OID
Config screen displays.

0ID Config

OID List

(%)

Indication:

S b e
1.3.61.41.171.12.19.1.1.0

CID Config -
ol 1.361.41171121811.0

Type: INTEGER -
Description: Safeguard

Readirite READIWRITE

Readmme Caonfigure the OID propetties of the device

Type | Description |
. ; ; by entering the Marne Type and Decription.

INTEGER Safeguard  READWRITE

QID Value Config

Mame Value

i Mame: COTHER

Walue: 1

Delete
‘ Delete ]

Close

Figure 147: OID Config screen

6. Enter the values of the OID Config information.
7. Enter the values of the OID Value Config for each OID.

e 1 - Other
e 2 - Disable
e 3 - Enable
8. Click Add to configure the OID value of Safeguard Engine.
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Backup and Update the Devices’ Configuration

Use the Batch tool to backup and update the devices’ configuration.

1. Go to Application > Batch Config > Run Batch or right-click and select
Run Batch from the popup menu after selecting the devices in the opened
topology. The Run Batch screen displays.

ID Run Baich E|
Save ] Reboot l Rr40OMN ] Safeguard Engine ] Spanning Tree ] Firmware |Jpdate l
Fesource | Canfig File Manager I Part Statuis |
Device Name Device Type IP Config File Mame Stat, «
[ bev-i-?E.W.S.ZM DG5S 3450 17217.5.241 _17217.5.241_DGS3450_cfg
v Dev-172175.242 DG5S 3450 172.17.5.242 _17217.5.242 DGS34E0_cfg
W Dev-17217.6.243 DG5S 3450 17217.5.243 _17217.5.243 DGS34B0_cfg
v Dew17217.5.244 LGS 3450 172175.244 _17217.5.244 DGS3450 cfg
[V Dev-17217 5245 DG5S 3450 17217.5.245 _17217.5.245 DGS34B0 _cfg
[~ Dew17217.5.254 D5 3326G5A 172.17.5.254 -
4 »
Setting Canfig File Marne - Indication
TFTF Server [P File: Browsze. . Mote: All the operation waill
| 192 . 168 . 119 . be implemented in the
m working folder of TFTP
Operation:  Backup - Server. Please un TFTP
Select devices server before any operation.
TimeOut(ms]; 3000
et Select 4l | Select None| DE53450 = I S
v
Close Apply

Figure 148: Run Batch screen

2. A brief description of other tabs is given below:

Save: Save device configuration.

RMON: Enable/Disable RMON status to monitor device
performance.

Safeguard Engine: Enable/Disable safeguard status. Refer

to Using Safeguard Check for more information.

Spanning Tree: Enable/Disable the status to prevent undesirable
loops in the network.

Firmware Update: Upload/Download firmware through TFTP
server.

Resource: Select to update the resource information for a specific
device.

Config File Manager: Update and backup configuration files from
the TFTP server.

Port Status: Select to view the port status of the device.

3. Select the Config File Manager tab. The Config File Manager tool helps
the administrators to perform the following actions.

TFTP Server IP: Enter the IP address on which the TFTP server
program runs.
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e Operation: Select the mode of operation- Backup or Update.
¢ TimeOut: SNMP timeout value.
e Run Local TFTP: Select to use the TFTP server tool provided by
D-View. The D-Link TFTP Server screen displays.
4. Click Apply and monitor the running status of the TFTP Server.

=————
Jl.: D-Link TFTP Server =B
About
M ame [D4iew Manager IF &ddress 192163119 5
Opened  [0R0O7Z22 Action Session 10
[ndex J Action [P ] Type I Titp File Mame Statug
1 192168.11.12 Put 1921681112 DESSSA0...  OK
2 192.168.11.282 Put _192168.11 252 _DES3SR .. Ok
s ! S
06:02:04 : Transfer Ok
06:08:05 : Start tranzferring
06:02:05 : Transfer Ok

Figure 149: D-Link TFTP Server screen
5. The Config File Manager enables uploading of the configuration files to
the device through TFTP server. Administrators can make the required
changes to the file and then upload this file to the device. It reduces the
administrators' time when a similar configuration has to be made to several
similar devices. The status displays OK, when the transaction is
successfully completed. Refer to TFTP for more information.
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Using Device Type Check

Use Device Type Check to check the network for new and updated devices.
1. Open the Topology and select the device that needs to be monitored.

GanSNMP

N

Netmap

172.18.192.254
- Gen SR
Net_172.18.. e, Dwulrnn
/@ ) i ~— Hetmap
- iy N w '

DWL-:II(!B /" \ 172.18.102.240 ;

. \\ Nei_172.18..,

— o o
. - \

.J - /Au 193251 318,102 245

Ne_172.16... :
\ ~
» Genshmp” N ~\ ) GenSHMP
. u , e SHMP \Benship Ny
MNet_172.18.. @ g .. Hetmap
172,18.192.240 Taieioaze 17110029 172.18.192.20 .
Net_172.13...

Figure 150: Generated Topology window
2. Go to Advanced > Device Type Check. D-View scans the devices in the
open topology.

ID Device Type Check [g|
| Device Name | 1P Type | Checked Type | Read Commu.. | Write Commu... |
Dev-17217.5119 17217.51149 GenSNMPDevice GenSMMPDevice public private
Dev-17217.5.181 172175181 GenSMNMPDevice GenSHNMPDevice public private
Dev-17217.5.182 172175182 GenSMNMPDevice GenSHNMPDevice public private
Dew-172.17.5.183 17217.5183 GenSMMPDevice GenSHMPDevice public private
Dev-17217.5.184 172175184 GenSMNMPDevice GenSNMPDevice public private
Dew-172.17.5.241 172178241 DE53450 DGE3450 public private
Dev-17217.5.242 172175242 DE53450 DGE3450 public private
Dev-17217.5.243 172178243 DE53450 DGE3450 public private
Dew-172.17.5.244 17217.5.244 Di53450 DG53450 public private
Dev-17217.5.245 172178245 DE53450 DGE3450 public private
Dev-172.17.5.254 17217.5254 DHE3326GER DKE3326GER public private
Dev-17217.5.40 172.17.540 GenSMNMPDevice GenSHNMPDevice public private
Dev-17217.5.30 17217.5.30 GenSMNMPDevice GenSNMPDevice public private

Check | Eiaf, l Update ‘ Close

Figure 151: Device Type Check screen
3. Click Check to manually scan the device.
4. Select one or more devices and click Update. D-View refreshes the
information of the selected devices.
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Using Safeguard Check

Malicious hosts on the network could attack the Switch through various
methods (for example, packet flooding). To overcome this situation, D-View
uses Safeguard Engine to protect switches from malicious traffic flood. This
minimizes the workload of the switch during the attack. The Switch, therefore,
is capable of forwarding essential packets even during limited bandwidths.

alzlylglyly)

4 By default, the safeguard status of all devices is disabled.

To configure the safeguard status:

1.

Go to Application > Batch Config > Run Batch

Or

In the opened topology select the device and right-click and select Run
Batch.

The Run Batch screen displays. You can now enable or disable the devices’
Safeguard Engine.

Resource ] Config File Manager ] Part Status ]
Save ] Feboot ] FikdON | Safeguard Engine | Spanning Tree ] Firmware Update ]

Device Mame Device Type IF Status Config By Device Type
1 f DIGS3450 T [V Select
Config Mame Setting
Safeguard EMAELE
W Dev172175241  DESM50  17217.5.241
¥ Dev-172.17.5.242 DGS3450 17217.5.242 ) .
W Dev-172.17.5.243 DGS3450 172.17.5.243 Olptian: EMABLE [ ]
W Dev172.17.5.244 DIGS3450 17217.5.244 OTHER
W Dev-172.17.5.245 DGS3450 17217.5.245 R ionron |DISABLE

EMABLE
Mate: Please select the devices for
performing operations accarding to device
type.

Then presz “Apph" button to config the
Safeguard status of the designated devices.
The status information shown on the panel
only indicates a SMMP operation has been
zent to the devices successfully.

TimeOutmsz]: a0an

Cloze ‘ Apply |

Figure 152: Run Batch: Safeguard Engine screen
Check the devices and then select ENABLE from the Option drop-down
list.
Click Apply to enable the Safeguard Engine status of the selected
devices.
Go to Advanced > Safeguard Check for the updated enable status of the
selected devices. The Safeguard Check screen displays.
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D Safeguard Check

Check I Btop | Update I Close

Figure 153: Safeguard Check screen
5. Click Check to manually scan the safeguard status of the device.
6. Click Update to refresh the updated information.
7. Click Close to exit the window.
The Safeguard Engine icon is displayed on the top left-hand corner of the
device in the topology.

172.12.102.240

172.16.192.241
? 17218 iea,m\
172.18.192.254 \ ?
172.16.182.236
172.18.102.238 ¢
17218 102248
Met_172.1%...
. Net_i72.18..
fTe 8220 ame Net_172.1.192.231
o (e bt
Het_172.13...
Net_172.13... 172.18.102.230

Figure 154: Topology indicating the Safeguard Engine enabled for certain switches

The Safeguard status is not saved into the database; the status value is only for
p

the opened topology.
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Labeling Devices

There are two types of labels in D-View:

e Device Label - Used to label the device. Administrators can set what
details should be displayed.

¢ Link Label - Used to label the connectors connecting two or more devices.

By default, D-View displays the IP addresses under the device icon in a
L/

topology.

Device Label

To change the Device Label, go to Topology > Device Label and select a

type.
The following table lists the different types of Device Labels.

DEVICE LABEL DESCRIPTION EXAMPLE
Device Name The device name is displayed under the device
icon. e
Device IP The device IP address is displayed under the
device icon.
Device Type The device type is displayed above the device DG E-3450
icon. .
172.17.5 244
Safeguard The Safeguard status is displayed on the top left e
Engine corner of the device icon. The Safeguard status i
can be checked and updated by calling Using w
Safeguard Check function module.
Hide Info Hides the information of the devices.
- = fjﬁ#
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Link Label

To change the Link Label, go to Topology > Link Label and select a type.

The following table lists the different types of Link Labels.

DEVICE DESCRIPTION EXAMPLE
LABEL
Link Port | Displays the port
number used to
connected the two
devices. ﬁ
Dew-172 ...
Dew-172 ...
Link Displays the maximum
Speed connection speed @
between the two P w
devices.
Dew-172 ...,
Dew-172 ...

Editing Device Information

D-View can store device-related information such as name of the device, the

port it uses, interface configuration details, vendor, and so on.

To edit device information:

1. Select the device from an open topology and then go to Topology >
Device Manager > Edit Device. The Edit device screen displays.

OR

Right-click on the device and select Property to edit the properties of the
device. The Edit Device screen displays.
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D Edit Device

Basic Infarmation

Mame: Dev-17217.5.30 Descriptian:
Wender: COthers =
Type: GenSHMPDevice -

Interface Configuration

Interface [P Type =

17217.5.30 Ethernet ; ]
4 > :

Detailed Informatian

Location: ard floar
Buyer: ABC Buy Date: 20085 1025 L]
Modules: 0 Fart Murm: 0
Serial Ma: 221133 Firmware:
Mate 1: Test
Mote 2:

mManagement Method

SHMP wIZe e

SME Ve

Canfig..

Customize

Figure 155: Edit Device screen

2. Enter the Basic Information for the device. Basic Information comprises
Name, Vendor, Type, and Description of the device.

3. Configure the Interface IP. Click Add to add a new Interface IP, Edit to
update an existing Interface IP, or Delete to remove an existing Interface
IP.

4. Enter the Detailed Information for the device. Detailed Information
comprises the Location, Buyer, Modules, Serial No., Buy Date, Port
Num, and Firmware of the device.

5. Configure the Management Method. Refer to Management Methods for
more information.

6. Click Apply.

Management Methods

D-View allows administrators to manage multiple device modules
simultaneously, using different management methods. When administrators
need to configure the device, D-View opens the designated management tool.
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Device Management Method

SNMP v1iv2e | SNMP v3 | TELNET | WEB | customize

Read Community.  public

Wirite Community,  private

Cancel

Figure 156: Device Management Method screen

D-View includes the following methods for managing a device:

e SNMP v1/v2c: D-View will use device modules that support SNMP v1/v2c
to manage the device.

e SNMP v3: D-View will use device modules that support SNMP v3 to
manage the device.

e TELNET: D-View will use the telnet tool embedded in the OS to manage the
device.

e WEB: D-View will use web browser (IE) tool imbedded in the OS to manage
the device.

e Customize: D-View will use the designated program to manage the
device.
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MANAGING EVENTS

Events are one of the core functions of D-View. In fact, the main function of
D-View can be described as detecting changes within the network, and every
change can be thought of as an event. The following sections will discuss
Events in detail.

Setting Poll Parameters

Parameters for the polling include poll interval and poll timeout.
To set the Polling Parameters:
1. Go to System > Event Manager > Polling Config > Set Parameter tab.

ID Polling Config [gj
=4 Domain_1 Set Parameter | Select Poll Device | Poll Device List |
= Topology_1

J;]' Met_ 172175241
@" Met 172175242
L Net_172.17.5.243
J;]' Met_172.17.5.244
@' Met_172.17.5.245
" Met_Unknow
[#-4J* Domain_2

Foll Interval: 5 :I_; 3

Foll Timeout: 5 __J: g

Apply | Close

Figure 157: Set Parameter screen
2. Set the Poll Interval in seconds. D-View polls the devices at the set time
interval.
3. Set the Poll Timeout in seconds. D-View stops polling the device after the
timeout period.
4. Click Apply.
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Setting the Devices to Poll

To monitor the status of the devices, add the devices to the poll list. You can
also delete the devices if you no longer want to monitor the device status.

Hit S
When the devices are added to the poll list, the device icon color changes from

v

grey to green.

To configure the Poll List:
1. Go to System > Event Manager > Polling Config > Select Poll Device

tab.
I) Polling Config
=" Domain_1 Set Parameter | Select Poll Device | Poll Device List
=" Topology_1

Bl Net-172.17 5.0
P Net 17247524
LF Net_172.17.5.242 Poll Protocol:  SHMP 2
LF et 172175243

Device Group: Access Points b

£ Net_172.17.5.244 P

QN91_1?2_1?_5_245 ] Device Mame ~ Device Type IP et

i g:;‘ Met_ Unknow WV Dev-17217.5254 DX53326G5R 1721745254 4
L Domain_2 M Dev-17217.512 MonSMMPDevice  172.17.612 P
W Dew-17217A464 MonSHMPDevice 172175454 3

W Dev-17217A74 MonSHMPDevice 172174875 3

[~ Dew1721742 MonSHMPDevice 17217582 L

[ Dew17217.4820 MonSHMPDevice 7520 t

I 2 g KonSkMPDevie 7 540 !

| Dew17217.463 MonSHMPDevice 17217563 3

[~ Dew17217.864 MonSHMPDevice 17217564 3

[ Dew17217.8E8 MonSHMPDevice 17217565 3

[ Dew17217.4878 MonSHMPDevice 17217578 3

[ Dew17217.5124 MNonSHMPLevice 17217.5.124 1

[ Dew17217.5134 MNonSHMPDevice 172.17.5.134 3
I PewdTr 4T R 4472 FlanCkIMPCiawviea ATIATE 147 rv

1 »

Select All | Select Mone ‘ Add to Poll Close

Figure 158: Select Poll Device screen

2. Select the Device Group. Refer to Grouping Devices using Device Manager
for more information on grouping devices.

3. Select the Poll Protocol. The two options to poll the network devices
periodically are SNMP (Simple Network Management Protocol) and ICMP
(Internet Control Message Protocol). The default poll protocol is ICMP.

4. Select devices and then click Add to Poll to add to the poll list.

4
From the topology, select the device and right-click to select Add to Poll List or

Delete from Poll List from the popup menu.
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HDI](}[](}[]Q
By default, when the topology is imported, the devices are in an unpoll status.

v

The status of the device is changed to Up or Down when the device is added manually.

Viewing the Poll Device List

The Poll Device List displays the list of devices after generating the Topology.
1. Go to System > Event Manager > Polling Config > Poll Device List

tab.
I Polling Config
=4 Domain_1 Set Parareter | Select Poll Device |Poll Device List
= Topology_1
= ‘D Met17217.5.0 IP Device Marne Device Type Pratocol
e Netald dag o) ¥ 17217520 Dev-172.17.5.30 GenSMMPDevice ICMP
o Net 172.17.6.342 17217524 Dew-172.17.5.24 DGS3450 ICMP
& Net 17217.5.243 Il 172,17 5344 144 DGS3450
L Met 17217.5.244 W 172175243 Dev-172.17.5.243 DF53450 ICMP
LF Net_172.17.5.245 [~ 172176242 Dev-172.17.5.242 DFE3450 ICMP
o Met_Unknow [T 1724178241 Dev-172.17.6.241 DFE3450 ICMP
+ J Domain_2 [ 172175185 Dev-172.17.5.188 GenSMMPDevice ICMP
) - [ 172178184 Dev-17217.5.184 GenSMMPDevice ICMP
[T 172175183 Dev-172.17.5.183 GenSMMPDevice ICMP
[T 172175182 Dev-172.17.5.182 Gen3SMMPDevice ICMP
[T 172475181 Dev-172.17.6.181 Gen3SMMPDevice ICMP
[T 172175119 Dev-172.17.5119 Gen3MMPDevice ICMP
[~ 17217540 Dev-172.17.5.40 Gen3SMMPDevice ICMP
Select All | Select Mone Delete Close

Figure 159:

Poll Device List screen

2. From here you can delete devices you've added to the list.

[

From the topology, select the device and right-click to select Add to Poll List or

Delete from Poll List from the popup menu.

Grouping Devices using Device Manager

For monitoring similar devices, you can group devices of the same type using

the Device Group Manager.

1. Go to System > Event Manager > Device Group Manager. The Device
Group Manager screen displays.
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2.

o u AW

ID Device Group |‘X|

|& pomain_1 Device's Group

& Domain_2 | Marne :_DESCri.[iiUn
-Device List
| Mame _Type | Interface Desetiption
EDev—1?2.1?.5.30 GenSMMPDevice  172.17.5.30
5Dev—1?2.1?.5.40 GenSMMPDevice  172.17.5.40
5Dev—1?2.1?.5.119 GenSMMPDevice  17217.5.119
5Dev—1?2.1?.5.181 GenSMMPDevice 172175181
5Dev—1?2.1?.5.182 GenSMMPDevice  17217.5.182
5Dev—1?2.1?.5.183 GenSMMPDevice  17217.5.183
5Dev—1?2.1?.5.184 GenSMMPDevice  17217.5.184
5Dev—1?2.1?.5.185 GenSMMPDevice 17217.5.185
5Dev—1?2.1?.5.241 DGE3450 172175241
| Dew-172.17.5.242 DGE3450 17217.5.242

Del Group |
Set Community == ‘ Add To Group | Del From Group ] Cloze

Figure 160: Device Group screen
Click Add Group to create a group. The Add Group screen displays.

D Add Group

Domain: Domain_1

Group: Access Foints

Description;  Fortest

Add Close |

Figure 161: Add Group screen
Enter the name of the Group.
Enter a brief Description of the group.
Click Add. The group is created.
Next, select devices from the device list you want to add to this group and
click Add To Group. The Add Device to a group screen displays.
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I Device Group

&= Domain_1 -~ Device's Group

] Access Points e

& Domain_2

-Device List

MName

| ;I'ype

[x]

.EQ_escription

Dew-17217.5.30

Dew-17217.5.40

Dew-17217.5.1149
Dew-17217.5.181
Dew-17217.5.182
Dew-17217.5.183
Dev-17217.5.184
Dew-17217.5.185
Dew-17217.5.241
Dev-17217.6.242
Dew-17217.5.243
Dew-17217.5.244
Dev-17217.6.245

GenSHMPDevice
GenShMPDevice
GenSHMPDevice

Add

172175430
17217.540
172175114

Cloge

MY 2AIIRGER

17317 A 2R4

DA T2AT 5 264
i

Add Group | Del Group |

Set Community == | | Add To Group I | Close |
Figure 162: Add device to group screen
7. Select the group from the list.
8. Click Add. The devices are added to the group.
D Device Group |z|

E—[_)‘;,.Ta"izi - Device's Group

U Ac_cess Foints I"r:J-ame “i_-D-ESCEi-[_J.t_i.Dn %

i Romain. 2 | access Points DESCRIFTION

|!

-Device List
guName -\";I'ype | face m[l_:_)_z_ag_c_ription
B GenShMPD 1
Dev-172.17.5.40 GenSMMPDevice 172.17.5.40
Dev-172.17.5.1189 GenSMNMPDevice 1721751149
Dew-17217.5.181 GenSHMPDevice 172175181
Dev-172.17.5.182 GenSMMPDevice 172175182
Dev-172.17.5.183 GenSMNMPDevice 172175183

Add Group | Del Group |

Set Community == | Add To Group I Del Fram Group | Close
Figure 163: Device Group screen

9. Click Set Community to change the read/write community of devices.

Configuring Device Events

After defining the poll list, configure the event process mechanism for a device
or a group of devices when an event occurs.
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To configure Device Events:
1. Go to System > Event Manager > Device Event Config. The Event
Configuration screen displays.

I Event Configuration [X|

=& Domain_1

-4 Topology_1 " Device Group:
+ Q Met172.17.5.0
& Met_Unknow

& Domain_2 « Device Mame: Dev-172.17.51 ¥

Event Type: Up -= Down A
Severity: Critical -

[~ Filter event of this type

-Motice of event

|v Sound
f* Heep

 Sound File _]
Py I - |

Iv Flash

¥ EMailto: [Usemame@123.com| |

Mail Server Config... |

Apply | Close ‘

Figure 164: Event Configuration screen
2. Select a Device Group or a Device Name.
3. Select the Type of event. The different events are:
TRAP INDICATION

Up -> Down The link between the device and the workstation
(D-View) is disconnected.

Down -> Up The link between device and the workstation is
connected.
Cold Start Device sends Cold Start trap message when the

device is powered off/on.

Warm Start Device sends Warm Start trap message when
the device has been rebooted.

Link Down Device sends Link Down trap message when the
status of an attached communication interface
has changed from up to down.

Link Up Device sends Link Up trap message when the
status of an attached communication interface
has changed from down to up.

Syslog Event Device sends log messages to the syslog server.

Device Device sends Authentication Fail trap when the
Authentication Fail agent received a request from an unauthorized
manager.

EGP Fail In routers running the Exterior Gateway
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Protocol (EGP), an EGP Neighbor has changed
to a down state.

Self-Defined Trap Device sends the private trap defined by the
users.
Threshold Event Device sends the trap message, when D-View

detects a threshold event. Whenever the

exceeded count reaches the trigger value then a

threshold event is generated.

4. Enable Filter this type event if you do not want to notify users of this
event.

5. Set the notification options as required:

¢ Sound: D-View plays the selected sound file or beeps to notify users that
an event has occurred.

e Log: Saves the event into database. Set the color of the Log messages
displayed in the message board.

e Flash: The netmap icon in the Hierarchy Topology Workplace will flicker a
warning sign.

e EMail: D-View notifies administrators of an event through an e-mail.

¢ Mail Server Config: Click to configure the mail.

EMail Configuration

Sender
Mame: Usert

ENaiE Uzen@l 23.com

Authority;  Fassword Authentication &
User Marne

Account

e

Fasswaord:

SMTP Server

SMTP Server:  172.18.192.120

SWTIP Port; 25

Test | [0]54 Cancel

Figure 165: Email Configuration screen

o Sender: Update the Sender’s information by entering the name, email,
authority, account and password.

o SMTP Server: Enter the IP address of the device. SMTP is a server
program that lets you send email messages directly from your
computer.

o SMTP Port: Enter the SMTP Port number to connect to the server.

o Click Test to connect to the mail server.
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Retrieving Device Event Logs

D-View saves all events into the database as and when they occur. Retrieve the

Device Event Log to view event information.
1. Event Viewer by Netmap: To view events occurred for a selected Netmap

go to System > Event Manager > Event Viewer by Netmap.

I Event Viewer [ZI
+ Q Domain_1 Type Severity Time IF Descfiption Count.
Q Domain_2 1 Critical 2008-02-21 10:47:38 172.17.5.183 Up -= Down 1
2 Informational  2008-02-2019:42:26 17217.5.182 Dowen -= Up 1
1 Critical 2008-02-2019:41:43 172.17.5.182 Lip -= Down 1
Filter Setting
Event Time
v Type: All Event Type T o All
O Sevetity: " Period  From: | J To: | _J
Device Event Source
vendar. Al Venders i  Datahase
Type: All Device Type i  File |
Device: Al device =
Count: 3 Query | Statistics | Print | Clear | Save | Close |

Figure 166: Event Viewer by Netmap screen
2. Event Viewer by IP: To view events occurred for a selected IP address go
to System > Event Manager > Event Viewer by IP.

ID Event Viewer El
Type Sewerity Time IP Description Count
2 Informational  2008-02-2019:42:26 172.17.5.182 Diowen -= Up 1
1 Critical 2008-02-2019:41:43 172.17.5.182 Up -= Down 1
Filter Setting
Event Time
* Type All Event Type v > All
™ Geverity ©° Period  From J To | J
Device Event Source
o)
Device IP: 7z 17 . 5 e Sibdatace
© Filg | ]
Count: 2 Query Statistics I Print ‘ Save ‘ Close |

Figure 167: Event Viewer by IP address screen
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3. From here, you can further filter the events. Select from the following to
filter the events:
o Filter Setting: Administrators can set filters such as event type and
level of severity.
o Device: Select device information such as the IP address, vendor name
and device type from the drop-down list.
o Time: Set the time interval at which the event has occurred.
o Event Source: Select the source of the event saved in the database or
stored in a file.
4. Save the settings and click Query to query the database and a list of
devices are displayed depending on the filter setting.
5. Click Statistic to view event statistics by event type, manufacturer,
severity and device type.
D Event Statistics X

Bar Ghart | pie Chart |

1000 %, =

oo N £

« Statistcs By Event Type, & ST

" Statistics By Manufacturer (" Statistics By Type Device

Zloze

Figure 168: Event Statistics: Bar Chart screen
o Bar Chart: Illustrates the event statistics by Event Type,
Manufacturer, Severity and Device Type.
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I Event Statistics El

Bar Chart Pie Chart l

Fﬁ \ J

& Statistics By Event Typei " Statistics By Serverity

" Statistics By Manufacturar (" Statistics By Type Device

Cloge

Figure 169: Event Statistics: Pie Chart screen
o Pie Chart: Illustrates the event statistics by Event Type,
Manufacturer, Severity and Device Type.

Defining Trap Information

D-View monitors device events by polling devices by sending ICMP or SNMP
packets positively and using Trap Editor to retrieve trap information
passively.

D-View retrieves and parses trap information from devices. In order to receive
and parse the private trap information from a designated device,
administrators need to customize the private trap information.

To customize trap information, retrieve the definition format from the device
b

vendor.

To define trap information:
1. Go to System > Event Manager > Trap Editor. The Trap Editor screen

displays.
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D Trap Editor E]

Trap List:

Specific Num Description

1 mplsL3VpnviUp

2 mplsL3VpnyriDown

x) mplsL3VpnYrRouteMidThreshExceeded

4 mplsL3vpnyrumyrRouteMaxThreshExceeded
5 mplsL3VpnNumViriSeclllgiLbiThrshExcd

B mplsL3VpnNumVrRouteMaxThreshCleared

[¥ By Device Type Enterprise OID; |1.3.6.1.2.1.10.166.11 ~|
Vender. |D-Link 4 Specific Num: |8
Device Type: |DES3526 '] Description: ImplsLSVpnNumVrlRouteMaxThreshCleared
Add Modify | Delete ‘ Close |

Figure 170: Trap Editor screen
2. Check By Device Type to select the Vendor name and Device Type from
the drop-down list.
3. Enter the Enterprise OID. Contact D-Link support to obtain the trap OID.
4. Enter the Specific Num. The Specific Num associates with the specific
trap action. The Enterprise OID and the Specific Num define the
designated type of trap.
5. Type the Description of the message, for the designated trap.
For example:
The enterprise OID is 1.3.6.1.2.1.10.166.11
The specific number 6 here represents
mplsL3VpnNumVrfRouteMaxThreshCleared trap message.

Locating the Switch Port

D-View provides an easy and effective way to inspect and report which network
devices are connected to each switch port. Therefore it solves the problem of
having to trace cables in order to see which port a network device is connected
to, making it a very valuable tool for network and IT administrators.

Locate the switch port of the end user’s computer with the MAC or IP address
using MAC Locator.

1. Go to System> Resource Manager > MAC Locator. The Mac Locator
screen displays.
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D MAC Locator

- Locate the switch port the device links with

MAC or IP Address:

192.168.11.23 by IP Z Locate

- Search device from topology in database

Device IP: 1921681116 Port: g Search |

| By Manag

Cpen Topo
Figure 171: MAC Locator screen
Enter the MAC or IP address. Click Locate.
D-View locates the specified device, if found.
DXS-3326G5R Ciseo 2611 DES-3550 DGS-3827 DGS-3427 DES-3828P
172.17.91.254 192.168.11.11 192.168.11.12 192.188.11.13 w‘,ﬁ,i’/wz.we.m

DUWL-2700

D65-33245R
e ——NG 22 102.168.11.23 192.162.11.352
102.168.11.12
-, MNetmap
Netmap
Net_192.16...

Net_192.16...

Figure 172: Specified device located in the Topology using MAC Locator
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Monitoring the Link Status

D-view lets you monitor and modify the link status in a topology.

To monitor the Link Status:

1. Open the topology.

2. Go to Topology > Link Label and then select Link Speed. The status of
the links is displayed.

Figure 173:
3. Go to Advanced > Link Capacity Check, to monitor the link status of all
the devices in a table.

The Topology displays the Link status of the devices

ID Link Capacity Check [3_<|
LinkName [ Capacity | Deulame-t | DevP-1 | DevPord [ Devdame [ DewP-3 | Devartd | LinkiD | FstDevCamm | SndDevComm
Dev-17217.5.242  100M Dev-17217.5.242 172175242 13 Dew-17217.51... 17217.48.1149 240 puhblic puhblic
Dev-172.17.5242  100M Dev-17217.5.242 172175242 148 Dew-17217.530  17217.58.30 o 241 public public
Dev-172.17.5.242  100M Dev-17217.5.242 172175242 24 Dew-17217.51... 17217.5.181 1] 242 puhlic puhlic
Dew-17217.5242 10M Dev-17217.5.242 172175242 23 Dev-17217.51.. 172175183 0 243 public public
Dev-17217.5244  1000M Dev-17217.5.244 172175244 48 Dew-17217.51... 172175182 0 244 puhlic puhlic
Dew-17217.5245 1000M Dev-17217 5245 172175245 48 Dew-17217532 1724745254 10 245 public public
Dev-172.17.5245  100M Dev-17217.5.245 172175245 35 Deyw-17217.540  17217.5.40 o 246 public public
L e
LT oo | (] | o

Figure 174: Link Capacity Check screen
4. Click Check. D-View checks the capacity of each device link port and
displays the minimum capacity value of the link as seen in figure below.
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100 106M

[\
o o=

Figure 175: The Topology displays the link status after the Link Capacity check

100M.

By default, when a link is created between devices the link capacity is set to
p

To modify the Capacity Value:

1. Go to Topology > Link Manager > Edit Link. The Edit Link screen

displays.
OR

In a topology, right-click on a link and then select Property. The Edit Link

screen displays.

Link Mame : Dey-172.17.5.2432
Dewq i Dewlyziv.5242 : |Dew-7
Fart: 15 \Port: 0

Calar - Browse..

Capacity

100

O Redundant Lirghid
1000

Drdinary Link

Link Type : Ethernet

10G

Ok

Cancel

Figure 176: Edit Link screen

2. Update the Capacity. Select from 10M, 100M, 1000M, or 10G.

3. Click OK.
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e
In order to obtain accurate results from the link capacity, ensure the port

numbers between the devices are entered correctly.

Locating Devices

In D-View, you can locate devices using the Device Locator tool. Use Device
Locator to find devices in multiple topologies by entering the Device Name or
IP address.
1. Go to System > Resource Manager > Device Locator. The Device
Locator screen displays.

I Device Locator [Z|
Input Device Mame or Device |P; 17217.5.30
Device List

.Devi.ce.ll.] D.eviﬁe.r%.lame .Il.:' '__.El_y-rnﬂ.éuna_gm

4 1 Fr]
Detailed Path:Root-=Testl-=Testl-=Met-172.17.5.0 :

Qpen Topo

Figure 177: Device Locator screen
2. Enter the name or IP address of the device to be located.
3. Click Search to locate the device. The results are displayed.
4. Click Open Topo to locate the device in a topology.

140



D-Link D-View 6.0 User Manual

172.17.5.118 %ﬁi’:ﬁ*’
/,-n"

- 172475131

VI

N T
*
172.17 .5 .40
\‘\ Input Device Marme or Device 1P 17217430 Seatch

~Device List
| Dewvice I.D : | Device Nar_’ﬁe IP _ Ely Manane:
992 Dev-172.17 5,30 17217 5.30 N
- T
ﬂﬁ—l ’. S _-. —_ - S
% Detailed Path Root-=Testl-=Testl-=Met172.17.6.0

2.17.5.254

Cpen Topa

Figure 178: The Topology indicates the device located after using Device Locator tool

Entering User Information

In D-View, you can use the Device Collector tool to enter User Information.

To enter user information:

1. Go to System > Resource Manager > Device Collector. The Device
Collector screen displays.

2. Use filter options to select the vendor’'s name and device type. A list of
devices is displayed.

D Device Collector |Z|
= . Root ~Filter
= Tast1 Wendar-  All\Vender - Type ; All Type 7
| B Testt
B fF Met172
: QQ Net Humber 125
o Met, | Link status |
& Net. i ) 917530 Connect
& et Dev-17217.540  GenSNMPD.. 17217540 Cannect
& tests Dev-17217.5119  GenSMMPD . 1721751 Connect
i - Met_Un Dev17217.5181  GenSNMPD.. 1724751.. Connect
] Test Dev17217.5182  GenSNMPD.. 1724751.. Connect
Dev17217.5183  GenSNMPD.. 1724751.. Connect
Dev-17217.5184  GenSNMPD.. 1721751.. Connect
Dev-17217.65241  DGS3450 1721752, Connect
Dev-17217.6242  DGS3450 1721752, Connect
Dev-17217.6243  DGS3450 1721752, Connect
Dev-17217.6244  DGS3450 1721762, Connect
Dev17217.6245  DGS3450 1721762, Connect
Dev17217.6254  D¥S3326G.. 1721752.. Connect
Dev17217.5108  MonSNMPD.. 1721751.. Connect
Dev17217.520  MonSNMPD.. 17217520 Connect
Dev-17217539  MonSNMPD.. 17217539 Connect
Dev-17217.547  MonSNMPD.. 17217547 Connect =
:.'.'.\.".N..'"?’!..".?.5..‘.!.\... o hlon CRIRADITY AT AT E AN e s i3 =
Detailed PathRoot-=Testl-=Testl->Net-172.17 £.0
< i >
User Infa. .

Figure 179: Device Collector screen
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3. Select a device from the list and then click User Info. The User Info
screen displays.

D Device Dev-172.17.5.30 Users Information |z|

zers List -

| Users Information I Fort I

| User1 1
zer2 2
IJser3 3

zer Infarmation
Fort Kumber 3

Detailed Infio ; Ilser3

Add Delete Cloze

Figure 180: User Information screen
4. Add/Edit/Delete user information of the selected device.

Locating Users

In D-View, you can locate users using the User Locator tool. Use User

Locator to find users connected with a particular device.

To Locate Users:

1. GotoSystem > Resource Manager > User Locator. The User Locator
screen displays.

ID User Locator El

Search Users with keywords. Seperate multiple enries with cammas

Lizer List
Userinformation | Device Name  Device Type | Port
' Dev-17217.5.30 GenShMPD.

Open Topo

Figure 181: User Locator screen
2. Enter the user’s name. Separate multiple entries with a comma (,).
3. Click Search. The search results are displayed.
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4. Click Open Topo to locate the device in a topology.

User Statistics

User Statistics displays the users connected to particular devices.
To view User Statistics:
1. Go to System > Resource Manager > User Statistics.

D User Statistics [Z|
= ' Root User List
E U Liomaln.! Userinformation | Port Device Marne
: & Topology_1 Usert 1 Dev-172.17.5.30
- tost User2 2 Dev-172.17.5.40
Met 17
P Met 17
LF Net 17
L met 17
L Met 17
L Net_Unkne
p Nurmber: 2
Figure 182: User Statistics screen

2. The users are displayed.

Device Statistics

Device Statistics can display information related to a vendor, buyer, or buyer
date. For example, you can view all the devices sold by a particular vendor.

To view Device Statistics:
1. Go to System > Resource Manager > Device Statistic. The Device

Statistic window displays.
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D Device Statistics

Type : = Statistics
Raoot Damain_1

Total 142 142

Others 142 142

Figure 183: Device Statistic screen
2. View the devices in the domain. You can sort them by Vendor, Buyer, or
Buy Date.
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View Options

Go to Topology> View Options to turn on or off the view options of the
topology.

ID View Options

¥ Display Tip
v Display Direction

¥ Display Redundancy

] cancel

Figure 184: View Options screen
o Display Tip: Mouse over to view the net cell information in the topology.
« Display Direction: Displays the direction of link in the topology.
¢ Display Redundancy: Display the redundant link in the topology map.

Copy/Paste

Use Copy/Paste function to add devices to the topology.

IP Address Conflict
Device Mame Conflict

Chanoe I[P Address to;
Change Device Mame to;

Figure 185: Device Name Conflict and IP Address Conflict

e Copy: Select a device and then go to Topology > Copy to copy the device
icon from the topology map.

¢ Paste: Select a device and then go to Topology > Paste to paste the
device icon into the opened topology.
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UU‘]QUQUQ
Rename the device and IP address to paste the copied device icon in the

topology.

Zoom In / Out / Fit

You can zoom in to get a close-up view of your topology or zoom out to see
more.

e Go to Topology > Zoom In to zoom into the topology.

e Go to Topology > Zoom Out to zoom out of the topology.

e Go to Topology > Zoom Fit to fit the topology map in the current window.

Set Background

Go to Topology > Set Background to modify the background color of the
topology.

I Set Background

Set Backaround

i+ Background color

(" Bittnap File

(0] 4 Cancel

Figure 186: Set Background screen

Upper Layer

Use Upper Layer to move to the parent level.

Go to Topology > Upper Layer or click " from the Main Toolbar to get

back to the first layer of the topology.
For example, if you are in the topology level, and you click Upper Layer,
netmap level is displayed. Eventually, you will go to the root level.
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D D-View 6.0 - [Domain_1::Net-172.17.5.07232]

m File View Topology Application System  MetTools Advanced Help . = B X
BRI RO e -Pon
| B EHERS k<)
HEEIIEIRARESRS| PG
T Y
IL BE&BEO8®
H hy Topok Workpl. r X »
ut opology Workplace ] GenSHMP ]
EQomant | R Gef3hE
" Topology_1 ‘J
= Net_172 17 T2
E 17217 5.119
Gen SHMP
o Net_172.17.5.243 ﬁ Genspive
C el Met_172.17.5.244 GenSHMP
C el Met_172.17.5.245 [172.17.5.30)
Erietlinkion 17275182 @
) pomain_z S GenSHMP
172,17 6.160
172.17 5.181
172.17.6.183
b
05 il | & £l 2]
A

D D-View 6.0 - [Domain_1::test?231]

[¥] Eile ¥ew Topology Application System MetTools Advanced Help - 8 X
ELEL I L ]
HEBE =G EHRL[t]r I
b e B

IL BaES8 3

=

o Met_172,17 5,241
e Met_172,17.5.242
o Met_172,17.5.243
P Met_172.17.5.244 herman i

L et 172.17.5.245 - ‘ 1
P Het_Unknaw ‘J 1

) pomain_z Nat-172.07.5.0 Het_Linknouw

g

05 i |
Ready

e
|A
|v

L
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D D-View 6.0 - [Domain_1::Domain_12228]

m File View Topology Application Sesten MetTools Advanced Help

EEEE L M ded 7

HEEI=ERAREHES[ ]2 S

P = @‘
*mmam&s@

;--J;]' Het_172.17.5.24% q q
L ooy Topolagy_1
8 U Domain_2 -

s i | ¥ |< ,:!

Ready - == v

D D-View 6.0 - [Super Domain::Root?1]
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Figure 187: Sequence of steps navigating from the topology level to the domain.
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System Log

The System Log stores logged events. The log records events such as
additions, deletions, updates or error messages. Helps users identify and
diagnose the source of current system.
To view logged events of the topology:

Go to System > System Log. The System Log screen displays.

D System Log

Mumber: 10
Cperation Time Domain Mame ... Admin Name Operation Module Description
2008-01-03 15:41:50 Super Domain admin Topalogy Manager Testl:Met_172.17.5.241 Add device Dew-17 ..
2008-01-03 15:41:41 Super Domain admin Login Login successiully
2008-01-0315:41:14 Super Domain admin Topalogy Manager Testl:Met_172.17.5.241 Add device Dew-17 ..
2008-01-0315:41:14 Super Domain admin Topalogy Manager Testl:Met_172.17.5.241 Confirm to save top
2008-01-0315:41:12 Super Domain admin Topalogy Manager Testl:MNet-172.17.5.0 Canfirm to save topala
2008-01-03 15:38:32 Super Domain admin Administrator Manag...  Add group successfully.
2008-01-03 11:49:48 Super Domain admin Topalogy Manager Testl:Met_172.17.5.241 Delete device Dey-.
2008-01-03 11:47:54 Super Domain admin Topology Manager Testl:Met 172.17.5.242 Add device Dew-17..
2008-01-03 11:47:29 Super Domain admin Topalogy Manager Testl:MNet_172.17.5.243 Add device Dew-17 ..
2008-01-0311:47:19 Super Domain admin Topalogy Manager Testl:Met_172.17.5.245 Add device Dew-17 ..
< %
Date Type

From: ‘m( 13 ;l v Operation Log

Cluery | Delete Clean Cloge
To: ‘EDDBI 14 3 j W ErrarLog

Figure 188: System Log screen
1. Select the From and To date, to view the events occurred in that time
interval.
2. Select the type of log, Operation or Error Log or both.
Click Query to find the events that match the search criteria.
4. Click Clean to clear log messages.

w

Administrator Manager

Using the Administrator Manager, authorized administrators can create

user groups. Administrator’s define the access rights for each user group and

then add users into the group.

To create a User Group:

1. Go to System > Administrator Manager. The Administrator Manager
screen displays.
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ID Administrator Manager rg|
€ Super Domain  Administratr | Domain Na.. | Group Name | Description
/3 Super Group | Adrnin Domain_1 Super Group 0

) Domain_1

Super Group

Add Group I Cielete Group ] Set Rights ] Add Administratar I

Celete Adminstratar I Change Passwaord ] Change Group ] Close ]

Figure 189: Administrator Manager screen
2. Select the domain for which you want to add a group.
3. Click Add Group. The Add Group screen displays.

D Add Group [Z|

Domain Mame:  Domain_1
Group Rame:  General Lser

Description:  Dormain_1
Add Close

Figure 190: Add Group screen

4. Type the name of the group with description to which you want to assign
this right and click Add to continue.
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I Administrator Manager [E|
) Super Domain Administrator | Domain Na.. | Gtoup Name | Description
2% super Group | Admin Domain_1 Super Group 0

4% Super Group

“{4% General User

Add Graup I Delete Group ] SetRights ] Add Administrator I

Delete Adminstratar I Change Password ‘ Change Group ] Close I

Figure 191: Administrator Manager: Add Group screen
5. Click Add Administrator to provide access rights to the user. The Add
Administrator screen displays.

D Add Administrator

Group Mame:  Super Group
Mame: Lser
Password: =

Confirm Password:

Description: Dormain_1

Add Close

Figure 192: Add Administrator screen
6. Update the fields and then click Add to create an administrator account.
7. Click Set Rights in the Administrator Management screen. The Set Rights
screen displays.
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D Set Rights X
Function Module Execute Fead | }f‘-_{r_i_te_

Batch It

Device Extension r

MetTools Ir3

FPerformance Manitor r

Event Managet r B

Topology Manager [ I

Systern Log 3 B

Resource Manager r [
= [

Systern Caonfig

8] 28 ancel

Figure 193: Set Rights screen
8. Check the specific functional modules boxes to assign rights (execute, read,
write) to the user.
9. Click OK to apply the changes.
The changes made are reflected in the System Log.

Changing Password

D-Link recommends changing the password immediately after logging on for
the first time and also on a frequent basis after that.

To change the password:

1. Go to System > Change Password.

ID Change Password

Old Password: [reemeees
Mewe Password, =

Confitrn Password: [

Cloze |

Figure 194: Change Password screen

2. Enter the old password and then type your new password.
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Restoring and Backing Up D-View

To restore and back up Topology data:

1. Select a topology.

2. Go to Application > Topo Export/Import to restore & back up topology
data.

3. For data in D-View :

a. D-View 6.0 Standard Edition - Back up dvision3.mdb file, in the
installation folder. The file can be used to restore D-View by
overwriting the current database dvision3.mdb.

b. D-View 6.0 Professional Edition
Backup Procedure:

o Use the SQL Server 2000/2005 management tool to back
up Division3.mdf and Division3_Log.ldf files.
Restore Procedure:
o Use the SQL Server 2000/2005 management tool to
restore Division3.mdf and Division3_Log.ldf files.
o Restart the SQL Server service.
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NetTools

Device Discovery

D-View identifies a SNMP supporting device as a GenSNMPDevice and an
ICMP supporting device as a NonGenSNMPDevice.

Use the Device Discovery tool to search and identify the type of devices in the
designated network.

To manually add devices into the opened topology:

1. Go to NetTools > Device Discovery. The Device Discovery screen

displays.
Start IP: | 192 . 168 . 11 . 10 m

End IP: | 192 . 168 . 11 . 252
Community: [public

Close |
Type: [SNMP Devices LI

Current IP: 192.168.11.62

Search ] |

Device Name Type IP Address Description -~
i i 192.168.11.11

192.168.11.17

168.11. DGE3427  192.168.11.15
Dev-192.168.11.16 DES3828P 192.168.11.16
Dev-192.168.11.18 DGS3324... 1921681118
Dev-182.168.11.22 DWL2700 192.168.11.22
Dev-192.168.11.23 DWL3200  192.168.11.23

4 »

Add to Topo Select All

Figure 195: Device Discovery screen
Enter the IP address range to locate devices.
Enter the Community name.
Select the device Type.
Click Search to locate the devices based on the search criteria.
Select and click Add Topo to add devices to the topology.

oA wWN

Trace Route

The Trace Route utility enables you to view a network packet that is in transit
and determine the number of hops necessary for that packet to reach its
destination.

To Trace Routers:
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Go to NetTools > Trace Route to open the Trace Route function.

I Trace Route Tool

Host: m %
sEQ | Timeims)| P | Information
Trace Target=168.95.1.1
1 & EEERERGERE =+ Mo response (TTL=1)
2 E TR, =+ Mo response (TTL=2)
3 16 10221 10.2.241
4 16 61.66.238.254 f1.66.238.254
a & EEERERRER, ** Mo response (TTL=5)
B M 211.78.150.200 211.78.150.200
7 15 2117814966 211.78.149.66
8 16 211.22.41.246 211.22.41 246
9 16 211.22.32.78 211.22.32.78
10 18 2201282.34 220.128.2.34
11 15 2201282417 220128217
i profl e = Mo response (TTL=12)
13 15 1688511 168.951.1
HOST Reached

|
bl

Run Option ‘ CLS I Stop

Figure 196: Trace Route Tool screen
1. Enter the host address and click Run to trace the routers.
2. Select Option to configure the ICMP parameters.

-|CMP Config -

Ping Buffer Size: |54 bvies
Ping Timeout: |3|;||;||:| msec
hax Hops: |3|;|

i T Cancel |

Figure 197: Option screen
3. Modify and customize the Ping Buffer Size, Ping Timeout and Max
Hops parameters according to your requirements.
4. Click CLS to clear the list.
5. Click Stop to stop the search.
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TFTP

The TFTP server enables the client to upload or download configuration files
between the server and the client.
1. Go to NetTools > TFTP to call the TFTP Server tool.

J|.. D-Link TFTP Server

About
M ame D-iew M anager IF &ddress 192163119
Opened  [0R0O7Z22 Action Session 10
[ndex | Action [P ] Type I Titp File Mame Statug
1 192168.11.12 Put 1921681112 DESSSA0...  OK
2 192.168.11.282 Put _192168.11 252 _DES3SR .. Ok
i 5 3
06:02:04 : Transfer Ok
06:08:05 : Start tranzferring
06:02:05 : Transfer Ok

Figure 198: D-Link TFTP Server screen

e Index: Displays the number of connections between the devices and the
TFTP server

e Action IP: Displays the device IP address.

e Type: Get/Put action of the configuration files.

e TFTP File Name: The uploaded or downloaded files through the TFTP
server.

e Status: Displays the file transfer status.

2. Click Clear to erase the actions.

Retrieving ARP information

D-View provides a tool to retrieve the ARP (Address Resolution Protocol)

information from devices and then create a table for the network. The table

lists the IP and MAC addresses of all the devices in the topology.

To retrieve the ARP information:

1. Go to Advanced > All of ARP Info. The ARP Information Retrieve
screen displays.
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D ARP Information Retrieve rZ|
L 2 {6 2
17217.583 00112F8AT359 =
17217594 0o080cae7yates
172175115 O00EAGEBE3T1
17217.5134 000CEED3ASTT
172.17.5.150 00EQ0G095566
[172.17.5.154 001 AA0CA5294
17247.51T1 0014853268218
172.17.5.254 000F307E6ED4
172.17.5.255 noooaoooonon
172.17.50 FFFFFFFFFFFF
172.17.82 00128BBABDFE
172.17.83 001CFOA73300
172.17.58 000FBODEADFE
172.17.810 00112FE42CaA
172.17.811 0014C2E2ED47
172.17.812 0015F2948F28
17217515 00037FBEFOFE
17217523 001B11EBCESS
17217526 001902AEDDTT
172.17.539 00185BBF4FAF
17217.542 00112FEDEA40
172.17.5.48 001485F98CT8
17217554 001302149A1C B
A 0 T L i pereen | [ son | oo |

Figure 199: ARP Information Retrieve screen
2. Click Refresh to refresh the information. Click Stop to stop retrieving
information.

Net Toolbox

D-View provides two ways to manage a device in the topology - Telnet and
Web. Using Net Toolbox, administrators can configure the method of
management for each device. Net Toolbox also allows administrators to ping
device from the topology.
To select the management method:

1. Select the device you want to manage.

2. Go to NetTools > Net Toolbox to open the Toolbox

Het Toolbox

P Address : Telnet...
172 . 18 . 192 . 233 Web..
Eing.

Figure 200: Net Toolbox screen
3. Enter the IP address of the device to manage.
4. Click Telnet or Web.
You can also Ping the device from here.
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Port Packet Monitor

D-View helps you monitor and troubleshoot Switch Ports for traffic, utilization
and errors of a specific device. D-View pinpoints the port flow in real time and
identifies their impact on the network.

ﬂﬂﬂﬂﬂﬂﬂg
Ensure the devices support RFCI1213 to monitor the port flow in devices.

To monitor the Port Packet flow:
1. Go to NetTools > Port Packet Monitor. The Port Monitor screen displays.

I Port Packet Monitor - [Utilization]

E] File “iew ‘window About

4 9 .
Workplace * | || Port Index Utilization | moctets [outoctets
2

Fort Index | Port Speed
110
w7
[
(e}
=
CIA=:
[m
CIA=s
EA s
Ol =7
==
O

2

Chart Case
B R e e

[~ Utilization
v InOctets
W OutOctets

coocoo-oo0oDOo o oo

EMz  1000m

AMz+  100m
EM=  1o0m

Oz 1oom ~1.00E01 e —— Time Interval(s) :

A RS
me 100mM 17:19:5 17:20:37 17:21:2 17:22:07 17:22:52 3 i‘
Oz 100m

Statistic =
ax Walue 110212 Min Yalue 0 Avevalue : 55108

Max Walue X 17:22:27 Min Yalue 3 17:20:33 Clear[C]

]

a

B
o o oua

Figure 201: Port Packet Monitor: Line Chart screen

n
=

2. Select the ports and then click the Utilization button from the toolbar.

S
The formula to calculate the port percentage usage.

>

Utilization: (InOctets + OutOctets)*8 / Port Speed / Time Interval

- InOctets: The total number of octets received, including framing characters
- OutOctets: The total number of octets transmitted, including framing
characters.
3. Set the Port Packet options. These values are calculated tracking the

number of packets received and/or transmitted over a period of time.

o Port Index: Represents the diameter of the network cable.

o Color: Represents the different port packet types.

o InUcastPkts: Number of subnetwork-unicast packets delivered to

a higher-layer protocol.
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InNUcastPkts: Number of non-unicast packets delivered to a
higher-layer protocol.

InDiscard: Number of packets which are chosen to be discarded to
prevent from entering the higher-layer protocol.

InErrors: Number of error packets.

InUnknown Packets: Number of unclassified/unknown packets
discarded.

OutUcastPkts: Number of out-going packets transmitted from
higher-level protocols to a subnetwork-unicast address.
OutNUcastPkts: Number of out-going packets transmitted from
higher-level protocols to a non-unicast address.

4. Click Clear[C] to clear the current data on the graph.

Line Chart

The statistical graph (X-Y) shows the usage of packets of a specified device in

real time.

¢ Port Index: Displays the number of ports of a specific device.

¢ Port Speed: Displays the link speed between devices.

¢ Max/Min Value: Displays the maximum/minimum number of packet flow
in real time.

¢ Max/Min Value X: Displays the current time stamp of the packet flow
graph.

¢ Chart Case: Filter options to monitor the packet flow.

¢ Time Interval: Enter the time period to refresh the packet flow.

Bar Chart

The Bar Chart displays the percentage of packet flow in real-time.

m Filz  Wiew ‘Window Ahaut

I) Port Packet Monitor - [Utilization]

204 7 .

wWorkplace

X | |IPort Index

O =
I 1
I z0
O 21
CI 22
I =3
m]
I 2
B 26
]
CI/A 2=
122
m
I/ =1
=2
1™ ==
A 34
B s
CI 3
I 37
O ==

Port Index | Pork Speed # |

0

Oooooogooooooo
=
=

1o00mM

100
100m
100
100
100
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Figure 202: Port Packet Monitor: Bar Chart screen

Grid Data

The Grid Data shows the packet flow in a table format. Click Packet Info

to view the packet type options.

ID Port Packet Monitor - [Utilization]

E] Fle Wiew ‘Window About

R
|Workplace X | llPart Index Utilization | InOctets
Port Index | Port Speed & 26 ;
O 15 2§ e ]
™ 1o 34 2

O[] zo

OS2t
M=z
Ol = Part Index Utilization |noctsts |outoctsts
Oz« 26 000167 2116047769.00000 2100030042.00000
O s 32 0,00039 384564380.00000 4161560352.00000
A 26 17815567.00000 320304474,00000
: 4523907003.00000 1030449965, 00000
48 000455 236:3415617.00000 916002375.00000

|outoctsts

|

Ol =
Ol 2=
]
i [ ETS

R e R e R e e~ B~ B = N = = = = R =

Figure 203: Port Packet Monitor: Grid Data screen

Performance Monitor

The Performance Monitor tool is a comprehensive bandwidth performance
management application that allows you to directly view the real-time
statistics of your network. D-View’s Performance Monitor tool will monitor
and collect data from routers, switches, servers, and any other SNMP-enabled
device.

1S
Ensure the RMON status of the devices is enabled to start monitoring devices.

5

To monitor the performance of devices:
1. Go to NetTools > Performance Monitor. The Performance Monitor
screen displays.
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ID Performance Monitor - [Error Ratio]

m File  “iew ‘window About

Hre 9.

[workplace x|

Port Index \ DrapEvents

|CRCAI\gnEerr5 \Undersizedets |Oversizedet5|Fragments Jabbers |Callisions

Port Indey A
Interface #1
Interface #2
Interface #3
Interface #4
Interface #5
Interface #6
Interface #7
Interface #5
Interface #9
Interface #1(
Interface #1
Interface #1:
Interface #1:

Index

I/«
OA:
CI

Interface #1:
Interface #1¢
Interface #1¢
Interface #1°
Interface #1t
Interface #1¢
Interface #2(
Interface #2
Interface #2:
Interface #2:

-1n I —
17:25:18  17:26:03

L
17:26:48

Statistic

i
17:27:33 17:28:18

Chart Cage
[ DropEvents
v CRCAlignEtrors
v UndersizedPkts
v OversizedPlis
[v Fragments
v Jabhers
[w Collisions

Time Interval(s) =

F

2. Select the ports and then click the Errors Ratio

ik

Interface #2¢ Mt Value ] Min Walue ] Avevalug: 0
Interf #2
I:t::f:E: 2 Max Value X: Min Walue % 17:26:15 M
Interfare #27

Figure 204: Performance Monitor screen

button from the toolbar.

The graph displays a list of different types of error packets.
3. Set the Port Packet options. These values are calculated tracking the
number of packets received over a period of time.

Drop Events: Represents the total number of events, when packets are
dropped due to lack of resources.

CRCAlignErrors: Represents the total number of packets received that
are between 64 and 1518 octets in length. These include packets of either
a bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a non-integral number of octets (Alignment
Error).

UndersizePkts: Represents the total number of packets received that are
less than 64 octets in length.

OversizePkts: Represents the total number of packets received that are
longer than 1518 octets in length.

Segments: Represents the total number of packets received that are less
than 64 octets in length. These include packets of either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment Error).
Jabbers: The total number of packets received that are longer than 1518
octets in length. These include packets of either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a non-integral number of octets (Alignment Error).

Collisions: An estimate of the total number of collisions on this Ethernet
segment.

4. Click Clear[C] to clear the current data on the screen.
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Line Chart

The Statistical graph (X-Y) shows the usage of packets of a specified device in

real time.

e Port Index: Displays the number of ports of a specific device.

e Port Speed: Displays the link speed between devices.

¢ Max/Min Value: Displays the maximum/minimum number of packet flow
in real time.

¢ Max/Min Value X: Displays the current time stamp of the packet flow
graph.

e Chart Case: Filter options to monitor the packet flow.

¢ Time Interval: Enter the time period to refresh the packet flow.

Bar Chart

The Bar Chart displays the percentage of packet flow in real-time.

ID Performance Monitor - [Error Ratio]

m File “iew ‘Window About

Hnge R .
[Waorkplace i x| PortIndex  |DropEvents  |CRCalignErrors |UndersizedPkis |OversizedPkis |Fragrments |Jabbers |Collisions
Index Port Index &) 11
D!l Inketface #1 12
D!Z Interface #2 15

D!S Interface #3
O+ mterface #4 w Bar Chart [IE R
DHS Interfare #5
D!s Interface #6
DHT Interface #7 100 %
D!S Interface #8
DHQ Interfare #9 g
OO0 mterface #10 75 -
Hll Interface #10 = ]
M1z Interface #1:

Oz mterface #10 -
M4 Interface #1: 50 7l
EMis  Interface #10
! 16 Interface #1¢
OO mkerface #1: 55
M1z Interface #10 -
Oz mterface #1¢
OP=0  nterface 220

D!Zl Interface #2: 0
OP=z  tnterface #2:

OMzz  mnterface #2: Configure
Oza  nterface #2:
CMzs  tterface 22 ¥ Rate

Ozc  mterface #2:
™27 Interface 427

Figure 205: Performance Monitor: Bar Chart screen

Grid Data

The Grid Data shows the packet flow in a table format.
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D Performance Monitor, - [Error Ratio]

E] File  View ‘wWindow About

nEe .
Workplace * | |lPort Index. | DropEvents |CRCA\|gnErr0rs |Undersizedrkts |OversizedPkts |Fragments | Jabbers |collisions
Index Port Index 4 11 2 2 2
OIS imerface 1 _ d
OB nterface #2 15 __ g
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DHS Interface #5
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Figure 206: Performance Monitor: Grid Data screen

Data Distribution Chart

The Data Distribution Chart monitors packet types of different sizes
received by their designated ports.

1. Click the Data Distribution | & | button from the toolbar. The Data

Distribution Chart screen displays.

D Performance Monitor, - [Data Distribution Chart]

E] File View ‘Window About
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Figure 207: Performance Monitor: Data Distribution Chart screen
2. The packets are classified by its length:

e 0~640ctets: Total number of packets received that are 64 octets in
length.

e 65~1270ctets: Total number of packets received, between 65 and 127
octets in length.

e 128~2550ctets: Total number of packets received, between 128 and 255
octets in length.
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256~5110ctets: Total number of packets received, between 256 and 511
octets in length.

512~10230ctets: Total number of packets received, between 512 and
1023 octets in length.

1024~15180ctets: Total number of packets received, between 1024 and
1518 octets in length.

Port Flow Chart

The Port Flow Chart retrieves the statistical performance data to monitor the
designated ports’ performance status.

1. Click the Port Flow | @ | button from the toolbar. The Port Flow screen

displays.

D Performance Monitor - [Port Flow Data]

[ File Wiew Window About
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Figure 208: Performance Monitor: Port Flow Data screen

The different types of packets displayed in the graph are:

Octets: Total number of octets received.

Packets: Total number of packets received.

BroadcastPkts: Total humber of packets received and directed to the
broadcast address.

MulticastPkts: Total number of packets received and directed to a
multicast address.
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