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Introduction

This document provides users with a quick guide that explains the essential operation of the Smart Wireless System (DES-1228P,
DWL-3140AP, and Smart Wireless Manager). For detailed functions, please refer to the User Manual for each device.

The diagram below shows a very basic L2 edge network configuration with one DES-1228P smart switch and two DWL-3140AP access
points. All devices and the DHCP server are all in the same L2 domain.
The objectives in this setup are as follows:

* Understand the minimum configuration for operation.
* Discover the switch and APs.

e Understand the essential D-Link Web Smart Thin Access Point features.

wsi1
192.168.1.x/24

DHCP Server

192.168.1.101~200/24
Smart WLAN
Manager
AP1
192.168.1.v/24 AP2

> SSID: diink 192.168.1.2/24

= SSID: dlink

Clientl

The overview of the configuration steps for the Smart Wireless System is as follows:
1.

Enable the wireless awareness function on the DES-1228P.
2. Discover the switch and APs.

3. Save the configuration.
4. Perform tests.
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The table below shows the IP addresses used in this scenario. The following steps will guide you through the configuration of the Wireless
Switch and the Access Point.

Device Subnet
Wireless Switch 192.168.1.x/24
AP1 192.168.1.y/24
AP2 192.168.1.2/24
DHCP Pool 192.168.1.100~199/24

To begin the Wireless Switch configuration, connect APs to ports 9 and 17 (or any other unused ports). Continue to connect from a PC
that is installed with the Smart Wireless Manager and on the same subnet (192.168.1.0/24) to port 1 (or any other unused port).

Enable the Wireless Awareness Function

1. Launch the Smart WLAN Manager (no default password). Choose Tools > Switch Discover Utility or directly press the icon. The
Discovery List window will appear. Click the Discovery button on the top right portion of the utility, and the Smart WLAN devices will
be listed as shown below:

Y] D-LINE Smart WLAN Manager
¢ Swstern View Tools Log  Help

NGEEEERE L

s o) i - oo —~

| kil | Wigw by: @i O Tree () Topalogy
= | S [} D-Link WLAN Smart Console Utility - =
L Client

[T 0eoeo moem

| & Group | Eoni| | 4} Utility Settings
|@Um‘z"mn | |\=_j Log | o 1921680.1... |  O01oDbazfae 2.002.003 DWL-3140_WLS... | DWL-3140_WULS... enab
|I/ Firmware Upgrade | ' o 192.188.0.1... |  DD1efObazfaf 2.002.003 DAVL-3140_WWLS .. | DWL-3140_WILS... enab
|"F:|I. | | —| Trap | 4 192.168.0.1... | 001850085420 2.001.003 DES-1228P SV_1 enab

—Log

&
|3 WLAN Smart Console Utility| ] Fite

|J.:Q' Help |

Note: DWL-3140AP with firmware version 1.00 cannot be discovered by the WLAN Smart Console. Please refer to the Firmware Upgrade
section in the User Manual to upgrade the access points.
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2. Select DES-1228P, and then click the device setting icon, the device setting window will appear. Enable DHCP Setting, LLDP Setting
and SNMP Setting then click OK. (Note: The default password is admin). If the DHCP server is not in your environment, insert the
manual IP address directly into the device setting window.

[1) Device Settings [l
Product Name [DES-1228P
Product Name DIWL-3140_MLS_SiA
1P Address 192 168 . 0 . 1 e ————————
MAC Address 001950099420 1P:Addvess = . .
Gateway 192 . 168 . 0 . 254 MAC Address 001cfbazfaf
Subnet Mask 255 . 255 . 255 . 0 ] 52 d
Gateway I—
System Hame
Top1p T T Subnet Mask 255
Group Interval 120 System Name DAVL-3140_WWLS_ St
System Key [
Group Interval 120
- DHCP Setting - LLDP Setting
o Enabled © Disabled © Enabled 1 Disabled — DHCP Setting
@ Enabled " Disabled
~SNMP Setting

¢ Enabled (¢ Disabled

Confirm Password

oK. Cancel

Confirm Password

Note: The password for the DWL-3140AP in the Smart WLAN console is the SNMP community name, and the default value is “private”.

DES-1228P with firmware version 1.20 or earlier cannot configure LLDP and SNMP setting on the WLAN Smart Console Utility directly.
Please refer to the following step to enable these two functions or find local technical support to upgrade the DES-1228P.

3. If you cannot find the LLDP/SNMP setting in the device setting window, click the web access icon to launch the Web-based
Management Utility for the DES-1228P. (Note: The default password is admin).

[¥] D-LINK Smart WLAN Manager
- Svsem  ¥iew Tools Log Help

|%Lng

| 5. WLAN Sman Console tility

@ Moni | : Wl a
| o g Wigt by e:ﬁt‘ ) Tree ) Topology
. P = i W
= EWE )] D-Link WLAN Smart Console Utility x
L Client =
E T Status
~_sumnary 000
= o I N
& Group oni |2 Uity Settings |
| @ =i | 1 Log J 192 168.0.1.. 001 cflbazfae 2.00z2.003 DUWL-3140_WLS... | DWL-3140_WLs... enab
| { Firmware Upgrade | q/ 102.A68.0.1... 001 cibaztat Z.002.00% DUWL-3140_WLS... | DWL-3140_WiLS... znat
| w 19246804, | 00125600940 2.001.003 DES-1228P Si_1 enab

9 Fie
»:.} Help
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.: DES-1225P
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= System Settings
2 Trap Settings
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= SNMP Settings
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4. Enable the SNMP in System > SNMP Settings and enable the LLDP function in Configuration > LLDP Setting.

/:.:lmin -182 103

p_ Logout "

SNMP @Enabled O Disabled

Community Settings

ight
Read_only
Read_\Write

Community Mame
FRIVATE

Apply

I LLDP (Link Layer Discovery Protocal): & Enabled O Disabled I
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Discover the switch and APs

1. On the Smart WLAN Manager, choose Tools > Discovery Wizard. Fill in the Discovery password with the SNMP Read_Write
Community Name “private” to discover the switch and APs.

7] D-LINE Smart WLAN Manager
©oBwsten  Wiew  Tools Log  Help

Bl = o8 =k

b ) i ;
PR | Wiew by ® List ) Tree (_ Topology
L*E.AP

Filter Type I Hﬂi Filter | H‘j ) Managed AP E
| Client |

E:' s Shatug M arme IF AL S50
i Discovery Wizud <)

| A Utilization

| I, Firmware Upgrade

|'E]Log

r WLAN Smart Console Ttility

Dizrovery Pagword private

oK Canesl

2. Click OK to scan the network by using the discovery password. The scanned results will appear as shown below.

Save New Device @
Discoverd New Device

Apply defa.. Dewvice Na.. DeviceT..

W1 switch
| AP_1 AP
| AP_2 AP
—
Sawve Cancel
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3. Click Save to add the devices found into the database. The basic information of managed APs including /P address, MAC address,
SSID, and Channel are listed as below:

[V] D-Link Smart WLAN Manager 200

igystem Wiew Tools Log Help

e f (K

o, i .
o Latiiiny | “iew by @ List ) Tree O Topology
— AP ' '
u Filter Type [ M Filter [ Hq [ IManaged AP & h % E, = ?
. client
Status Mame IP AL SSID Charinel Firrweare Wersion  Acto Channel 5., ManagementH...  Loadbalance ar...
=L Summa —
= &5 Online AP 4 1921681104 00:19:58: 4580, dink 1 1.00.0014 1 0.0.00
= ST
&~ Group (& Online AP_3 192.168.1.101 00:19:56:4580:...  dink 11 1.00.0014 1 0.0.0.0
| A utitization |
| f Firmware Upgrade |
[“FiLog |

| B switch Discover Utility

4. Change the view to tree view. The wireless switch and APs will be listed as shown below. This also shows which physical port the AP
connects to the wireless switch.

V] D-Link Smart WLAN Manager

igvstem Wiew Tools Log Help

¢ | ® 2P| 8%k

o i .
CoMonitor | igw by (0 List ) Tree (O Topology

AP
92.168.1.100

L Client 5ED:ED]: 192.166.1.100
—i Summary

| &~ Group

| A utilization

|
|
| f Firmware Upgrade |
|
|

|'@Log
Iﬁ Switch Discover Utility
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Basic Configuration
1. Double-click the switch entry, and the configuration window will appear. Click OK if any change is made.

Switch config @
—IP information
O Static @ DHCP
TP Address |
SubnetMask |
CGrateway |
—aysterm tnfonmation
e [sw_1 |
Location [D-Link HQ 5F |
0K Cancel

2. Similarly, double-click the AP entries, and the configuration window will appear. Click OK if any change is made.

Ap ‘192 168.1.101' configuration @
[Baste | Wireless [ Advonce | MAC filted
IP address setting [Warning: don't change these if you'e not sure!]
® Dymamic [P fddress
(O Btatic IF Address

LANTIP

IF Address

Bubnet Mask

Cratewsay

—Other information

Name

Comnection Limit

i

Management Host

Location |D-Lmk SF_Left

Aetive clisnts 1}

0K Cancel
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3. The AP will reboot after the modification is made.

Ap 192 168.1.104' configuration [40%]

Febooting device.. please wait...

| Cancel

4. Use a wireless terminal (eg. Laptop or PDA) to connect to the SSID “dlink”; change to Monitor > Client and the client information
will appear as shown below:

I¥] D-Link Smart WLAN Manager

System  Wiew Tools Log  Help

o | S|P o8|k

“FoMonitor | g s - | f#] Filter: H Clean Filter

u
AP Naime AP MAC AP IP Client MAC R8I Mode
L client _ AP 2 00:19:5B:45:BD 97 192.168.1.104 00:c0:49:c0:5:64 23 b-mode

= Summary

|.,§-"Grnup

| utilization

|
|
| ;’ Firmware Upgrade |
|
|

|‘ELUQ

| &3 Switch Discover Utility

Performance Test
Ping AP, WS, and the default gateway from the client to test the connectivity.
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Scenario 2 - Advanced Setup

Continued from the previous scenario, this session has the following objectives:
* Understand how to perform the central management for APs by group.
* Understand how to use the topology view.
* Understand how to enable the anti-rogue AP function.

WS1
192.168.1.x/24

DHCP Server
192.168.1.101~200/24

Smart WLAN
Manager

AP2 192.168.1.z/24

CL1 SSID: dlink_net
AP1 192.168.1.y/24

SSID: dlink _net

D-Link Smart WLAN Manager Configuration Guide 11



Enable the Wireless Awareness Function

Smart WLAN Manager allows users to configure multiple access points at the same time by grouping them together. It makes the AP
management more efficient, especially in large networks. Please see the following steps for more information on group configurations.

1. Change to the “Group” menu, and click the Add Group icon E—, . A window will appear. Fill in the group name “Test” and select both
APs in the “Basic” tab.

2. Click OK and a confirmation message will appear. Click OK to confirm the change, and the group view will appear as shown
below.

add group o
[ Basic | Wrireless | Advence | MAC filter

CGrronp Mame

Svaliable Device List

AP Hame jig MAC
[Aap_t 192.168.1.101 00:19:58:45:BD:2D
[ALr_2 192.168.1.104 00:19:.5B:45.BD:97

Ok Cancel
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3. Select the “Test” group and click the Config Group Template icon E? . The Config template window will appear.

IV} D-Link Smart WLAN Manager
System  Wiew Tools Log Help

R |®x 8w %] K

|°!':Mnnitur

| .é"-‘Grnup

| A utilization

‘ '}r Firmware Upgrade

|'@Lug

| & Switch Discover Utility

=S S

B &P Test
¢ AP_1:(00:19.58:45:ED 8DY:192.168.1 101

----- -@ AP 2:000:19:56:45:BD:87):192.163.1.104

4. Check the Wireless Network Name and fill in new SSID “dlink_net’. Change the following settings:

Security: WEP
Authentication: Shared Key
WEP Encryption: 64Bit
Default Key: Key1
WEP-Key: 1234567890

Click OK to confirm the change and both APs will be rebooted.

config “Test™ template (=]

I
=
(=

r
f

=]
W Security
Authentication :

WET Encryption

Defanlt Key

W Advance | MAC filted

T —
ferain)

WEP-Key: |1234567890

* Enable Disable

:,

On o Off

#: Auto Channel Scan

« Enshle Dizable

« Enable Dizable

WEP 3
() Open Systemn (@ Shared Key
-

OK Cancel
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5. Right-click on an AP and select “Configuration”. Select the “Wireless” tab and note that all changes from the template will have been

applied to the AP.

Ap ' AP_1:{00:19:5B:45:BD:8D):192.168.1.101° configuration

[Basic | Wireless | Advance | MAC filted

@

BiG Mode Mixed B,

Wirelsss Radio @®on  Ooff
Wireless Network Name | (ST
(SSID) _
Chamnel [Z75] # 4o Channel Scan
Super & Mode | Disabled |.4H
WM @ Enable () Disable
551D Biroadoast @Emsble O Dissble
Security WEP ¥
Athentication : () Open System @ Shared Key

TWEF Encryption : 64Bit B,

WEP-Eey: 1234567890

[8]:4

Cancel
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Topology View

Topology View offers users to visualize the status of the AP and wireless switch on the floor plan. With the topology view, users can locate
the troubled AP very quickly once the failure occurs. Please see the following steps to configure topology view.

1. Select Monitor > AP, and view by topology.

7] D-Link Smart WLAN Manager

00
System  View Tools Log  Help

b A Y

- AP
. Client
;} Summary.

@~ Group

2 utitization .
{ Firmware Upgrade w
“HLog

3 switch Discover Utility

Viewby:  Olit O Tree

2. Click the Load Map icon to upload the floor plan file.

7] D-Link Smart WLAN Manager 200
Systern View Tools Log  Help

e Olist OTree  © Topology [ s E &% +‘ = = -ﬁ

. AP S—

»L Client E;‘} ~d S _ n J\__:::::} ]
[ Lsummay | oo %’qug frpae B o0 5 L
& Group
A utilization | [ 1 Kgﬁ E E E E Er’
I/ Firmware Upgrade
e E & E E
3 Switch Discover Utility

SF Layout Plan
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3. Zoom-in on the floor plan and drag the icons to their proper position, then click the “Save Topology Position” icon.

[¥ D-Link Smart WLAN Manager 000
View Tools Log Help

SF Layout Plan

= K= 3

4. Disconnect an AP and observe the changes in the topology view.

[¥] D-Link Smart WLAN Manager (X-X-]
System  Wiew Tools Log Help

R R S

geggyiN=E1g

5 = e qi{
o &3
e N IE B
e E e ﬁ E e & ?
{ 2
L
-
o= ;
[asiams = :
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Configuring the Anti-Rogue AP

The Anti-Rogue AP function allows users to block illegal access points and keep network access security. Please continue with the

following steps to configure the Anti-Rogue AP function.

1. Double-click the switch you would like to enable the anti-rogue AP function from tree or topology view. The switch configuration

window will appear.

7 |

View by Olig @Tee

O Topology

o)
(00:1%-56:45:B0:80] : 192168.1.105
(00:19:5B:45:B0:97): 192.168.1.106

L (0301) A
g 17.01) A

2. Decide which switch and ports will be the wireless port before configuring the
Anti-Rogue AP function.

3. Configure the Anti-Rogue function in the “Anti-Rogue” tab. Make the
appropriate selections from the “From Port” and the “To Port”. After selecting
“Enable” from the Control selection, click the Apply button.

Switch config

ISystem f Anti-rogue 1 Port Mapping]

From Port Teo Port Centrol

o ey

Port Anti-Eogne Control -

1 Disable

2 Dusable

3 Dhsable

4 Disable

3 Disable

[ Disable

7 Disable

g Dusable

9 Disable

10 Disable

11 Disable

12 Disable ~

13 Diisahla B

4 € . Jig
CK Cancel
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4. Click the “Modify All Device System Key” icon in the standard bar and key to set up the new configuration key. Select “All Managed
Device” and input the new system key. Click OK to continue.

¥} D-LINE Smart WLAN Manager
: Sysem Wiew Tools Log Help

efeTeacfH =

@ = = — .
R | |Viewby:  OLig @Tes O Topology S 33
AP
3: [ w= SW_T:(00:19:56:09:94E0): 192167 ”}i"n, System Key e
ot || 7 o mm ae ooicroses AL
:§.~ T @ Al Managed Devics

) Madify Spstem Kep of All Managed Key Enor &Ps

{ Firmware Upgrade

O Single Devics
s _
T, WLAR Smact Conmle Vility Padiess [ 4]

Devica Modsl &

[T Caneel

5. If a key error happens on access points, the devices status icon will change in the monitor list. Right-click the device icon and select
Modify System Key of All Managed Key Error APs or go to the System Key configuration page and select Modify System Key
of All Managed Key Error APs to change the system key of access points.

'] D-LINE Smart WLAN Manager D) ;;;mi fﬁwﬁ?uﬁ?
% .\?|':J|P|o\ﬂ||:=\r|f§r\
= d N ] L § 1 o =
. | r | .J | r | * | ﬂ | - =l | | I.EI'—.:\ |°3:Mumlm | Wiew by, O List @ Tree () Topology % &b =/
& AP
Lo i : = — [Sw SW1: (00:19:58:09.94E0) . 192167 277,
P T | View by ) List ) Tree () Topalogy M V-D [03,01) AP_1 : [00:1C:F0:BA:2F: Modily Sysiom Koy °
: B LK [O7.01) AP_2: (D0CFOBAZFY O AllManaged Devics
o AP W . LSemmey ¥
L.T} - Filter Type | Ha’ Filter | H‘l [IMa &5 Group - l:l
| Lan CRERE | [ wtitization | :
I.a S ‘ Status M arme P Mac S50 | r/ —— | @ Madify Gystem Key of Al Managed Key Eror APs
o UMMATY S ACFOBAZF.. dink |'€i‘|1.ug | ( Single Device
| < Group 4dd To Managed AF . = - »
. | | Modity System Key of All Managed Key Exror AP EFOER R Lk |G WLAK Smart Console Utiity] L
o m Key o ey Ermor APs .
| @ Utilization ! ! < Device Model 4,

Configuration

|
|
| ]-/ Firmware Upgrade | Fossuard I
|
|

Bave To Databaze

Feload Frevious Configuration Semkey [
Lo

|3 WLAN Smart Console Utility Delets From Datsbase | |

Replace

0K Cancel
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Scenario 3 — Connecting AP indirectly to Switch

In some large environments, the DES-1228P does not connect to the DWL-3140AP directly because of the limitation of the environment
(Distance, number of AP...). Administrators have to make sure the devices between the switch and APs support the LLDP function or
is transparent to the LLDP packet because the Smart WLAN Manager system is communicating to each other by the LLDP and SNMP
protocol.

Wws1
192.168.1.x/24

ES1: Switches with LLDP or
LLDP transparent function

Smart WLAN
Manager

AP2 192.168.1.2/24

SSID: dlink
cL1 . AP1192.168.1.y/24

SSID: dlink
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In this kind of topology, Smart WLAN Manager will behave a little differently with normal topology:

1. If either one of the APs under ES1 passed the anti-rogue authentication of the DES-1228P port, the switch port will not authenticate
the other APs even if the system key is error.
2. If connecting more than two APs to ES1, the discovered APs will be shown as a replaced AP, not as a new AP.

[V] D-LINE Smart WLAN Manager
o Buwstern  View Tools Loz Help

o R %8N~k

| WM | Wiew by () List ) Ties () Topology % %’ E b

------ {5 19.00] AP_3 - (00:1C:FO:BASF-AF] - 192168.0.14

P Summary | - (19.01) AP_4: (00:1CFO:BA3FAE): 192168.0.13

| '@Lng

| 5 WLAN Smart Console Utility

|
|
| ’f Firmware Upgrade |
|
|
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