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FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with this user’s guide, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at hisown expense.

CE Mark Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user may be required to take adequate measures.

Warnung!

Dies ist ein Produkt der Klasse A. Im Wohnbereich kann dieses Produkt Funkstoerungen verursachen. In
diesem Fall kann vom Benutzer verlangt werden, angemessene Massnahmen zu ergreifen.

Precaucion!

Este es un producto de Clase A. En un entorno doméstico, puede causar interferencias de radio, en cuyo case,
puede requerirse al usuario para que adopte las medidas adecuadas.

Attention!

Ceci est un produit de classe A. Dans un environnement domestique, ce produit pourrait causer DGS
interférences radio, auquel cas I utilisateur devrait prendre les mesures adéquates.

Attenzione!

Il presente prodotto appartiene alla classe A. Se utilizzato in ambiente domestico il prodotto pud causare
interferenze radio, nel cui caso & possibile che I'utente debba assumere provvedimenti adeguati.

VCCI Warning
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SHOW IPVOTOULE ......eeiuiieiieetieieete ettt et et et e et e st e s eee st e enseenseenseeseeeseenseenseensesnsesaeesseesseanseanseenseessenseanseensesnsesnnesneenseanseenes 375
LAYER 2 PROTOCOL TUNNELING COMMANDS ... i eeimerrre e e smer e e e e e s s e e smnn e e e e s s e e mnene s 376
€NADIE 12PT0t0COL TUNMEL.....euiiiiiiiiie ettt ettt e a e eh e s bt e bt et et e setesatesbeenbeeneeenteeneesbeenseans 376
diSable 12PTOtOCOL TUNNEL.......eeiieiiiie ettt ettt ettt e e st e st e et eeateeaseeseesseenseenseensesnsessaesseenseenseenseensensnenseens 376
CONfig 12PrOtOCOL tUNNEL POTLS ...ocuviieiiieieiiieiiet ettt ettt e st e st e st e st esteenbeesaesseeseenseensesnsessnesseenseenseanseensenssensaens 377
SHOW 12PTOtOCOL_TUNNEL.......oiiiiiiiiiciii et et ettt 377
DIGITAL DIAGNOSTIC MONITORING COMMANDS ..........coieiiiaieeieianerrree e e e esssnsrre e e s e s e e ssnnreeee e s s sesssnneneees 379
CONTIG AAIM POTLS c..etieirieiiieeieeeie ettt ettt e st e ettt estbe e sttt e ssbeessbeessbe e sseessse e sseeassaesseesssaensseesssaensseensseensseenssaensseenssennssean 379
CONTIZ AAM POWET TN ...ttt ettt ettt s he e s bt et e et e et e eh e e sb e e b e en bt embeemeesatesbee bt eneeenteeneeeneenseans 380
SNOW AAITE POTES 1vveeniiieiie ettt ette et ett ettt et e et e et e e bt e eteeesteeesseeestaeenseeansaeenseesssaeenseesnsaeenseesnseaasseesnsaeasseesnseennseesnsesnnseenns 380
MLD SNOOPING COMMANDS ..........iiiiaiiieaaiarrrreee e s s easanrrrree e e e saaaasnrreeesseaaaaaasnrraeeeeeeeaaasnnnrreesssssassnnnennees 382
€NADIE MIA SNOOPING ....veeeietieiieie ettt ettt et et et e et e esaeeaaesstesseesseenseanseenseessensaenseenseensesnsesssesseenseenseenseansensaenseans 383
diSADIE ML STIOOPINE . .eentietietieie ettt h ettt sttt e s bt e st et e ea et ea e eh e e sb e e beem bt emteeeeesaeesbeenbeenaeenteeneesbeenteans 383
CONTIZ MIA STIOOPIIEZ ..ottt ettt ettt ettt e bt et et et e sh e e s bt e sb e e bt ea et ea e e eh e e sb e e b e em bt embeeaeesbeesbee bt enaeenteeneesbeenteans 384
create mld_Snooping MUILICAST VIAM ......oo.iiiiiiiiiiie ettt sttt et et eaeesaeenaeens 384
config mld_Snooping MUITICAST VIAI .....c..oiiuiiiiiiiiiiiieie ettt ettt st st e bt ete et eneesbeenneens 385
show mld_SN0OPING MUITICASE VIAI .....eeiuiiiiiiiiiii ittt ettt ettt e b e b et st st e seeenaeeeeenee 386
delete mld_Snooping MUILICAST VIAM ......couiiiiiiiiiiiiee ettt st sbee bt et et eatesbeenaeens 386
config mld_snooping MUltiCast VIAN SIOUD .......c.iecuieierieriierieieeiesteste st et eteeeteeeaestaesees e ensesnsesseesseenseenseenseensessaenseens 387
show mld_sSnooping MUltiCast VIAN GIOUD.......cceieierierieriieiieieeteeitesee e etesteseesaee s st esseenseesaesseesseenseensesnsesnnesseesseensennes 387
config MId_SNOOPING MIOULET POILS .....veruieruieriieiiateetesttesttesteeteeaestesstesseesseasseassesssessaesseesseesesssesssesseesseesseenseensenssessenns 388
config mld_snooping mrouter ports fOrbidden..........c.ecieiieiieiiiiiee et 389
CONTIZ MIA_ SNOOPING QUETIET .....eevvieeiieiieriieetieit et eteettesttesteeteesseesesseesseesseesseasseansasssessaenseenseensesnsesssesseenseenseenseensenssensenns 389
config mld_snooping data driven IEArMING............ceecuerieiieiieie ettt ettt e et e saesaesaeesseenseenseensessaensaens 390
clear mld_snooping data dIIVEN GIOUP ....ccceeiiiiiiiiiieitieit ettt ettt ettt e bt e bt et et e st esatesbee s bt e bt enteeneesbeenbeans 391
SHOW MIA SIIOOPINE ...ttt ettt ettt h e b e bt et et e s et e sbeeebe e s bt embeeat e ea e e ebee bt enbeembeembesaeesaeenaeenteenes 391

Show mld_SNOOPING FOTWATAINE ....c..eiieieitietiete ettt st e bt ettt e s e s bt e sb e e bt et e estesaeesaeenaeeneeenee 393



ShOW MIA_ SNOOPING SIOUP ....veentieniieieeiieeiteetiesteeteeteetteettesteeseesseesaesseesseesssasseasseassesssessaenseenseensesnsesssesseeseenseenseansenssensenns 393

ShOW MId_SNOOPING MIOULET POTES......eeruiertieiieiieteetestiesttesteeteetestesstesseeseanseassesssessaaseessesnsesnsesssesssesseenseenseessenseessenns 394
ShOW MIA_ SNOOPING NOSE.....c.eieiiiiiiie ettt ettt et e st e st e e bt eaeeenseeseessaenseenseensesnsesseesseeseenseenseensensaensenns 394
Show mId_SNOOPING StALISLICS COUNMLET ... .eecuieiieiieteeiteettesttesteeteetestesteesteesteeneeessessaesseeseesseensesnsessnesseesseenseenseensensaensenns 395
clear mld_SNOOPING StALISTICS COUMERT ....e..iitieiieiieitietie ittt ettt st e bt et et e et esb e e b e bt et e eetesatesbeenbee et enteeneesneenseans 396
LIMITED IP MULTICAST ADDRESS COMMANDS.........coo i eenrrrree e s e e s snerrre e s s s s e ssnnne e e e s s s e snneeeees 397
Create MCASt fIItEr PIOTILE ....eeviiiiiie ettt sttt e bt et e et e e sae s st e seenseenseensesneesseenseenseenseensensnensaens 397
config mcast_filter profile Profile Id .........ccoooioiieiiiiiieieeeee ettt et enaeeneens 398
config mcast_filter profile Profile NAME...........coeiiieiieieiieiee ettt e aeeseesseensesnaenseens 398
config mMCast filter Profile IPVO......c.eecuiiiiriieie ettt ettt et e s et e e b e e seenbesnsesseesseenseenseenseensensaenseens 399
delete MCASt fIItr PIOTILE ..o.eevieiieii ettt ettt sttt e st et et e abeesae st e e seenseensesnsesneesseenseenseenseensenssenseens 399
ShOW MCASE fIIEET PIOTILE....c..ieiieiiiie ettt et et et e atessae s e e s e e s seensesnsesseesseenseenseenseensensaensaens 400
config limited MUILICAST QAT ..coouiiiiiiiie ettt ettt st st b et e ittt eateeneenneens 401
show limited MUIICAST QAT ....couiiiiiiiiiee ettt ettt e a e bt e b e bt et et s aeesaeesaeeeeenee 401
CONTIZ MAX_ IMCASE GIOUP c.veeutiemtieiieeiie it itte st et ettt et et eetee bt e bt eateseeesaeesueesbeemteea et ea e e ebeesbeenbeen bt emteemeesaeesbee bt enetenteeneesbeenseans 402
SHOW MAX  IMCASE GIOUP .. .eeutieuiiiiiieiteet ettt sttt ettt a e et esb e bt et e e st e sa e e sheesbeesbeemteeateeseeebeenbeenbeenbeemtesaeesbeenaeenteenes 402
BO02.1X COMMANDS ... eiieerr e e e e e e e e rrnr e e e e e e e e e s s nnereeeeeeaaaa s snrreeeeeeeeaaasnsneeeeeeeeaaannnnneeeseeeaaaannnnneeseesnn 404
ENADIE 02, 1X .ttt ettt st e et bt e et h et n e 405
AISADLE BOZ.1X ..ottt ettt ettt s e et bbbt e h et en e 405
SROW B0Z.1X 1ttt ettt b et b et b bbbt b bbb bbbt bbbt et b et bbbt b e 406
SHOW 802.1X QUIN STALE .....eetiei ettt ettt ettt st e s bt e s bt et e at e e st e e beesb e e bt embeenbesaeesaeenbeenteenes 406
Show 802.1X auth CONTIGUIALION ......eiiuiiitiiiiiie et ettt ettt et b e b e b et s stesaeesaeenaeeteenee 407
config 802.1X aUth PAramEET POTES......ceiuiiitiiiieitieieet ettt ettt ettt ea e eb e s bt e b e et e et e eeeesatesbeenbeenteenteeneesneenseans 408
COMTIZ BO2.TX TMIE c.utieiurieeiiieeteeetie et et e ete e ettt e sbeeseteesbeessteessseessseesssaessseessseessaesssaesseesssaesseesssaensseessseensseesssaensseensseenssenn 409
config 802.1X AULh PIOTOCOL ......iiuiiiiiiie ettt ettt e h e bt b et et e e ot e s et e sbeenbe e bt enteeneesneenteans 410
CONTIZ BO2. 1K TEAULN ...ttt ettt ettt et e st e st e s tee s st esseesseenseesae st eenseenseensesnsesseesseenseenseenseansenssenseens 410
CONTIZ TAAIUS AU ....e ettt ettt ettt et e e et e e e e s aee s st e sseenseenseenseessensaenseenseensesnsessaesseenseenseanseensensaensenns 411
CONTIZ TAIUS AEIELE .....evieiietietieie ettt ettt ettt et et et e e e st e s eeesseesseesseenseesaessaenseenseensesnsesssesstenseenseenseensenssensaens 412
COMNTIE TAAIUS. ..ot eeteeite ettt ettt ettt e st e st e et e bt eabeetae et ee bt enseenseeasesaeesseesseanseanseanseasse s aenseenseenseensesseesseenseenseenseensensaenseens 412
SHOW TAATUS ..ottt ettt ettt et e b et ebe st e et b et en e 413
cONfig 802.1X FWA PAU SYSTEIM ..evviiiiiieieiiieeiieit ettt ettt e st e st e st e e st esteesbeesaesseeseenseensesssesanesseenseenseenseensensaensaens 413
Show 802.1X fWd PAU SYSTEIM STATUS ....eeutieniieieiee ittt st ettt ettt e st e bt e b e bt e e sstesaeeseeenaeeeeenee 414
CONfig 802.1X AULN MOAE.....c..eitiiiiiie ettt et et h e bt e bt et et e satesatesbeenbe e et enteeneesbeenbeans 414
CIEate 802.1X GUESE VIAI ....eeiuiiiiiiiii ettt sttt e bttt e at e e b e s bt e bt et e mbesatesatesbeenbeenatenteeneesbeenteans 415
delete 802.1X GUESE VIAI ..ottt ettt ettt et e a e e et e b e s bt e bt en bt et e eateshtesbee bt e bt enteenteebeenteens 415
CONTIZ B02.1X GUESE VIAIN POITS ..eueiiniiiiiiiieitiee ettt ettt ettt sttt et ea e e et e e b e sb e e b e e bt embeeseesaeesbeenbeenteenteeneesneenseens 416
SHOW B02.1X GUESE V1AM ....eeitiiiieiieete ettt ettt et h e s bt e s bt et e e st e ea e e e be e s b e e b e enbeembesaeesbeenaeenteenee 416
CTEALE BOZ.1X USET ..ottt e b et e sa e sa e b e e a et se e ne e 417
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config 802.1X CaAPADILILY POTLS.......ccviuiriiiiiiiiiieireeee ettt ettt 418
PORT SECURITY COMMANDS ..........iiiiieiiiiiaisrrreee e s s eassnrerreessssssassseeeeessssasassssreeeesssssasasssneeeessssaassannennees 420
COMNTIL POTE SECUITEY .eveuvietietiettete ettt ettt ettt ee e et e st e e bt e bt eat e e et e sheesbeesbeem et eateea e e eheesbeenbeem bt emteeeeesaeesbee bt eneeenteeneenbeenseans 420
SHOW POTE SECUITEY ..ttt ettt ettt ettt sttt ettt ea e e b e sb e e bt e bt e st e e et e saeeebeesbeemteemeeeseeebee bt e b e embeemtesaeesaeenaeenteenee 421
dELEte POIT SECUITLY  @IIY .eeutiitiiiiiiit ittt ettt ettt b et et sttt e s bt e s bt et ea et ea e eb e e sb e e b e em b e emteeaeesaeesbee bt eneeenteeneesbeenbeans 422
ClEAT POIT_SECUIILY  ©IEIY . .eitietieieiieeiesiterte et et eteettesttebeesseesseesaesseesseenseanseanseenseessensaenseenseensesnsesssesseenseenseanseensensaensenns 422
TIME AND SNTP COMMANDS ..ot ssr s ssr e s ssr e s e e e s e s e e s s snn e e s s nr e e s sennn e e s snnns 423
COMTIE STIEP . ..etieeieeeiiieeteeett e et e ettt e e te e ettt e e tte e sttt essbeessteeasse e sseeasseesseeassaessseessseensseessseansseesssaensseenssaensseensseensseenssaesseenssaenssenn 424
config sntp broadcast-MOAE SENA-TEQUEST ........cccuiirrieriiieeiieeteeeti e st eeteesteesbeesbeestteesseessseessseessseessseessseessseessseessseensses 424
CONTIG STIEP CIIBTIE.....ieiiieiiieeiieeeiee ettt ettt e st e ettt e stbe e ettt e s tbeeseseessbe e sseessseesseesssaesseesssaensseesssaesseensseensseenssaesseenssannssenn 425
] SO N ] 113 USSP 425
T T o) (31 113 o TSR PRSP 426
Lo EE1 0] (SN 113 o DO ST 426
COMTIE TIIMIC ..eenvienti et et etie ettt et et et e st estte st eteesteeaseesseesee st enseanseeasesseessee s e anseanseanseassensaenseenseenseansesneesseenseenseanseensensaensanns 427
CONTIZ TIME ZONE OPCTALOL ... eeuvieuteeereeeieriiesteetteteeteastesseesseesseassesssesssesseesseanseanseassaassenssenseenseensesnsesssesssenseenseenseensenseensenns 427
o0 1N Lo ] SRR 428
SHOW TIITI€ ...ttt ettt a e b bt s b st bbbt e 429
ARP COMMANDS ......oiiiirrr e e eearrerr e e e e e e e s aa s e rreeeeeeaaaaammreeeeeeeeaaaassneeeeaeeaaaaasssnneeeeseeaaaannnnneessessanannnnnnees 430
CONTIZ ATP AZINE TIINIC ...eetietietieie ettt ettt ettt ettt e b e bt et e e e ee s h e e sbee st e em bt em et ea e e eh e e ebeen bt embeembeeatesaeesbee bt eneeenteeneesbeenseans 430
o] IS Vg 01210 (SRS 431
CTEALE ATPCTILTY ...eeuetieniteetiteriteerttee sttt ettt esubeestteesubeesteesabe e aeeesabeeaseeesabeense e e sbeeast e e st e ease e e st e enseeesabeenbteensbeenbteensbeanbbeenaneenseees 431
COMNTIZ ATPEILIY ...vieuvieiieeiieetteettet ettt testte st e e teesteesbeeseesseeseenseenseeasesasessee s e anssanseansaassenssenseenseenseansesnsesseenseenseanseansenssensanns 432
4 [ 1SV 1<) 113 SRS 432
SHOW AIPEIIIY ...ttt et et e e et e st e s eee st e e st esseente et eeesee s e esseesseensesaeesse e seanseanseenseesseseenseenseensesneesneenneenseenns 433
SHOW rPENIY AZING LINIC .....ietieiieiiieieetieteeie et ste st e st et e et e eateetee st teseesseesseessesaeesseesseanseenseansesssenseenseensesnsesnsesaeenseansennes 433
REMOTE SWITCHED PORT ANALYZER COMMANDS ........ooiiiiiiiiiierrreee e snerre e e s e s e e smnn e e e e s s s e smneeees 435
AT o (1) o o LSRR 435
Lo EE1 o) (S 6] 0T o OSSPSR 436
o (T 1 ] 011 A 2 OSSR 436
CONTIZ TSPAN VIAN .....e ittt ettt ettt et e et et e e e e st e s st esseanseenseenseessensaenseenseensesnsesseesseenseenseenseensenssensaans 437
4 [ 1S ] o 84 - USRS 438
] L0 N 1] 012 1 (OSSR 438
SFLOW COMMANDS ......ooeiiiiiiiiiiaerrreeaaeaaaaaanrrrreesesaaaaasseeeeesaeaaaaaaasrreeeeassaaaaaassereeessssaaaaansneneeessssasaansnneeeseesn 439
ENADIE STIOW ...ouiiiiiiieet ettt et et sh e bt a ettt sa e b sh e bt et oo s et e re e 440
AISADIE STIOW ...ttt ettt et et s a e bt ettt a e sa e b she bt et e e e nenae e 440
SROW STIOW ..ttt ettt b e s e b ettt b sa e e bt et ea st e e b sae bt eue bt ea et e 440

create STIOW fIOW _SAMPLET POIES ....eoviiieiiieitieiieiiete et et et et et e et e st e st e s st e st esseenseesaessaenseenseensesnsessnesseenseenseanseansenssensanns 441



CONTIZ STIOW fIOW _SAMPIET POITS....euviieieriieiieiieii et ette et te it e e ete et eseesaeesstesseesseensesssessaenseenseensesnsesseesseenseenseenseensensaensanns 442

delete STIOW fIOW _SAMPLET POIES ...eouvirieiiieriieiteit et et et et et et e e aeseesaeesseesseesseesseessessaenseenseensesnsessnesseenseenseanseensenssensanns 442
ShOW STIOW flOW _SAIMPLET .....eeuiieiiieiiiciieet ettt ettt et et et e st e st e ssee s st enseenseensesssenseenseensesnsesnnesneenseanseenes 443
CIEate STIOW ANALYZET SEIVET ...c..iiiiiiiiiieiiieetiet ettt ettt ettt e et e st e st e s st e st eseeenseesaessaeseenseensesnsesasesseenseenseenseensenssensaens 444
CONTIZ STIOW ANALYZET SEIVET ...tiiiiiiiiiiiie ittt et ettt h e s b e bt e bt et e s et e s et e sbeenbe e et enteeneesneenseans 445
delete STIOW ANALYZET SEIVET ...c..iiiiiiiiiiiitieteet ettt ettt sttt e bt et e a e eh e sb e e bt e bt et e saeesatesbeenbeemteenteensesneenseans 445
SHOW STIOW QNALYZET SEIVET ......iiuiiiiiiitiit ettt ettt ettt s bt e st e et e e at e eat e e b e e sb e e bt enbeentesaeesaeenaeenteenes 446
create STIOW COUNTET POLLET POTES .......iiuiiiiiiieit ettt ettt b e b e b et et e et e s et e sbeenbe e et enteeneeeneenseens 447
config STIOW COUNET POIIET POTLS .....eieiiiiiiieie ettt ettt ettt b e b et et s et e s bt e sbeesbe e bt enteeneeeneenteans 447
delete STIOW COUNTET POLIET POTLS ......eiuiiiiitieit ettt ettt et ea e s b e bt et et e e et e satesbeenbe e et enteeneeeneenseans 448
ShOW STIOW COUNLET POLIET ....eueieeiieiiieiieetieteete ettt ettt et et e e e e e st e s st e sseasseenseenseeseesseenseenseensesnnesneesneenseenes 448
D-LINK UNIDIRECTIONAL LINK DETECTION (DULD) COMMANDS.........cccttttiimimmmemmememmeeeereeeeereermemmmm. 450
CONTIG QUIA POTLS 1..evieiiieiie ettt ettt e st e e sttt e s ebeestbeessbe e sbeessse e sseesssaesseesssaessseesssaensseensseensseenssaensseensseenssean 450
SNOW QUL POTES ..nieeeiiieie ettt ettt ettt et e ettt et e e e e eteeesbeeesaeeestaeesseeassaeenseesssaeenseeansaeenseesnseaenseesnsaeanseesnseennseesnseennseeans 451
CONTIZ AUIA TECOVET TIMT ...utiiitiiiiieiit ettt sttt ettt e a e e b e s bt e bt e e et e seeesaeesbeenbee et emteeneesneenseans 451
SHOW QUL TECOVET TIMCT......eeuiiiiiieiiiet ettt ettt ettt ht e sbe e s bt et e e st eaee e bt e nbeen bt embeemtesaeesbeenbeenteenes 452
IPV6 NEIGHBOR DISCOVERY COMMANDS.........ccttttttttttititttteteteemmeememrme . 453
Create IPVO NEIZNDOT CACNE ........iiiiiiiiiie ettt ettt ettt et e e sae st e e b e enseensesnsesseesseenseenseenseensensaenseens 453
delete IPVO NEIZNDOT CACNE........iiiiiiicieieeet ettt ettt et e et e e s e e st e e beenseensesnsesseesseenseenseenseensensnenseens 454
SHOW 1PVO NEIZNDOT CACHE ....cuiiiiiiiiiie ettt et ettt et e at e s b e b e e bt et e estesaeesbeenbeeneeenee 454
SHOW IPVO TU0 ..ottt ettt ettt et e et e et e e tbeeteeeataeesseeasbaeenseeaasaeenseeassaeanseeensaeenseesnsaaasseesrsaeessaesnseeanseesnseennseenns 455
CONTIZ IPVO N NS IPIT ..ttt ettt e ettt e st e e sttt e s tbe e sbeessbeessseesssaesseesssaensseessseesseesssaesseensseensseen 455
enable ipif 1PV 1INK 10CAL QU0 .......oiciiiiiiiei ettt ettt et st e st e bt e bt e et et eatesbeenteens 456
disable ipif IPVO 1INK 10CAL QULO ......oiiiiiiiiieii ettt ettt ettt e b e e s bt et et eeneesbeenteens 456
SYSTEM LOG COMMANDS ... .o 458
CONTIZ 10Z SAVE LIMIING ...c.ueeitietieieiieeieeteste et et et e et e ttestee st essessaesseesseesseenseanseenseassensaenseenseensesnsesssesseenseenseanseensensaenseans 458
SHOW 10Z SAVE LIMIIG......uietieiieiiieiteeiieet ettt e te st et et e et eateetee et eeseesseessesnsesneesseesseanseenseensassseseenseensesnsesnsesneenseanseenes 459
] 10N (o USSR 459
COMMAND HISTORY LIST COMMANDS ... s 460
ettt ettt bttt et ettt a b s h e e bt et e a et et e b e SE e b e SR e ae e a e et e At e e e b e S REebe e e e Rt e Rt e e e AR e SE e e be e ueeae et e e et e e e besRe e bt ene e e eaee e e beneees 460
ShOW COMMANGA_ NISTOTY ...eeutieiieiiieieeieet ettt et ettt e et e st e b e e b e e aeesaeeeseesseanseenseenseessenseenseenseensesnnesneesneanseenes 461
QAT ettt bbbt a ettt h e h e e bt h e h e Rt et b eh e bt eh e e bt e et ea bt nh e bbbt bt e bt et et e benaea 462
COMMAND LOGGING COMMANDS...... . s 463
enable COMMANG TOZEINEG ....cveetiiiiiiiiie ettt ettt sttt et e bt e a e e et e eh e sb e e bt e beembeemtesatesbeenbeenbeenteenteeneensnans 463
disable COMMANA LOZZINE .....veiiurieiiieeiieeieeeie ettt ettt e et e e sttt e sbeestbeessbeessseesssaessseessseasseesssaensseessseesseesssaensseenssesnssenn 463
ShOW COMMANG LOZEINE ...ttt h et ettt s et e she e st e et e eat e ea e e e b e e eb e e bt embeembesaeesaeenaeenbeenes 464
SSH COMMAND S ... a1t a 1 e e et e a e e aaaaas 465
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CONTIE SSN ALGOTTERIM.......ieiieiiecee ettt sttt e st e et e et e e st e et aesse e seenseensesnsessaesseenseenseenseensensaenseens 466
CONTIZ SSH AULNIMOME. ... oottt ettt e st e e bt eateeateesaessee s eenseensesnsesseesseenseenseenseensensaensaens 467
SHOW SSh AUIIIMOME .....c.eiiieii ettt sttt ettt en e 467
COMTIG SN SETVET ... tieiiieeiiieeieeeit e ettt et ettt e st e e sttt e s tbeestteessseeasseessba e sseessseesseesssaensseensseensseeassaesseensseensseenssaensseenssaenssean 468
SROW SSHL SEIVET ...ttt ettt h e s e bttt a et e sa e bt e at e s st e st et saeebeeueeueenseaennenaean 468
SNOW SSH AlGOTTEIIML.....iiiiieiiieie ettt e e et e et e e s beeeabeesstaeenseesasaeenseessseeasseesnsaensseesnseennseesnseennseenns 469
COMTIG SSN TSI ....eietieiiiieiiee ettt ettt ettt e st e ettt e stbe e sttt e s ss e e sbeessbe e sseessseesseessseensseesssaensseesssaensseensseensseenssaesseanssannssean 470
ShOW SSH USET AULNIMOAE..........eiiiiieiiciiici ettt st be et be st e eaene e 470
SSL COMMANDS.......cceiiiiiei e eierrree e e e e e s s e e e e e e e e e e s s s nerreeeaeeeaaaaamreeeeeeeeeaaaansneeeeeeeeaaaannnnneeeseaeasaannnnnneessesnn 472
EIIADLE SSL....eieiiiiec e et st h et et st et en e 472
AISADLE SSL...eieeee e e ettt b et h et et h et ene e 473
SROW SSL.. ettt ettt b e e bt ettt b sa e bt et ea et a b sae bt eatete et et et nae e 474
AOWNI0AA SSI CEITITICALE. ......euteuiitiiiitieteccct ettt e ettt sttt sa e b saeebe et esee s enaenenaeas 474
COMTIZ SSI VETSION ...vieniiiiiiieeiiieeitie et ettt e ete ettt e stte e sttt e sebeestteessseessseeassaesseesssaesseessseesseesssaansseenssaensseensseensseenssaensseenssennssean 475
ACCESS AUTHENTICATION CONTROL COMMANDS ........oiiiiiiiiirrrre e e eesnere e e e s s e s mnr e e e e e s s e mnneees 476
create authen 10gin MEthOd LISt NAMIE .........eecieiiieiieieciectieeete ettt ettt et esbe e e entesaaessaesseenseenseenseensensaenseens 477
CONTIZ AULNEIN LOZIN. .. eivieiieiieiieie ettt ettt ettt et e et et e e e e s atesseesseenseeaseenseessensaenseenseensesnsesseesseenseenseenseensensaensaans 478
delete authen 10gin MEthOd LISt NAMIE .......c.eeiuiiiieiieiecietieeee ettt ettt e sta e be e e enteseaessaesseesseenseenseensessaensaens 479
SHOW AULNEINL LOZIN ...ttt ettt ettt s bt e s bt e s bt et e e st e ea e e e bt e bt et e embeemtesaeesaeenbeenteenee 479
SHOW AULNEINL POLICY ...ttt ettt et ettt et st s bt e sbe e st e et e eat e ea e e ebeenbe e bt embeemtesaeesaeenbeenteenee 480
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INTRODUCTION

The DGS-1210-10X/ME, DGS-1210-10XP/ME, DGS-1210-10XS/ME, DGS-1210-28X/ME, DGS-1210-28XS/ME
and DGS-1210-52X/ME are L2 Managed Metro Ethernet switches. They consist of 10/24/48 10/100/1000Mbps
ports plus SFP+ ports.

The Switch can be managed through the Switch’s serial port, Telnet, or the Web-based management agent. The
Command Line Interface (CLI) can be used to configure and manage the Switch via the serial port or Telnet
interfaces.

This manual provides a reference for all of the commands contained in the CLI. Configuration and management
of the Switch via the Web-based management agent is discussed in the Manual. For detailed information on
installing hardware please refer also to the Manual.

Accessing the Switch via the Serial Port:
The Switch’s serial port’s default settings are as follows:
e VT-100 compatible
e Baud rate 115200bps
e 8 data bits
e No parity
e One stop bit
¢ No flow control

A computer running a terminal emulation program capable of emulating a VT-100 terminal and a serial port
configured as above then connected to the Switch’s serial port via an RJ-45 cable.

With the serial port properly connected to a management computer, the following screen should be visible. If this
screen does not appear, try pressing Ctrl+r to refresh the console screen.

DGS-1210-10xP/ME Management Switch

command Line Interface
Firmware: Build wvl.00.006
Copyright(c) 2024 D-Link Corporation. All rights reserved.

uUsername: admin
Password:
DGS-1210-10x%P /ME:5# |

Figure 1-1 Initial CLI screen

There is no initial username or password. Just press the Enter key twice to display the CLI input cursor - DGS-
1210-10XP/ME:5#. This is the command line where all commands are input.

Setting the Switch’s IP Address:

Each Switch must be assigned its own IP Address, which is used for communication with an SNMP network
manager or other TCP/IP application (for example BOOTP, TFTP). The Switch’s default IP address is
10.90.90.90. You can change the default Switch IP address to meet the specification of your networking address
scheme.

The Switch is also assigned a unique MAC address by the factory. This MAC address cannot be changed, but
can be found on the initial boot console screen — shown below.
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Device Discovery
MAC Address : 00-12-88-00-00-01

H/wW jon @ Cl
F/w rsion : V1.00.006

Switch cond is now available

Press any key to login...

Figure 1-2 Boot Screen

The Switch’s MAC address can also be found in the Web management program on the Switch Information
(Basic Settings) window in the Configuration folder.

The IP address for the Switch must be set before it can be managed with the Web-based manager. The Switch
IP address can be automatically set using BOOTP or DHCP protocols, in which case the actual address
assigned to the Switch must be known.

The IP address may be set using the Command Line Interface (CLI) over the console serial port as follows:
Starting at the command line prompt, enter the command config ipif System ipaddress
XXX.XXX.XXX.XXX/YYyy.yyy.yyy.yyy. Where the x’s represent the IP address to be assigned to the IP interface
named System and the y’s represent the corresponding subnet mask.

Alternatively, users can enter config ipif System ipaddress xxx.xxx.xxx.xxx/z. Where the x’s represent the IP
address to be assigned to the IP interface named System and the z represents the corresponding number of
subnets in CIDR notation.

The IP interface named System on the Switch can be assigned an IP address and subnet mask which can then
be used to connect a management station to the Switch’s Telnet or Web-based management agent.

DGS-1210-10XP/ME:5# config ipif System ipaddress 10.90.90.91/8
command: config ipif System ipaddress 10.90.90.91/8

Success.

DGS-1210-10xP/ME: 5# |

Figure 1-3 Assigning an IP Address

In the above example, the Switch was assigned an IP address of 10.90.90.91 with a subnet mask of 255.0.0.0.
The system message Success indicates that the command was executed successfully. The Switch can now be
configured and managed via Telnet, SNMP MIB browser and the CLI or via the Web-based management agent
using the above IP address to connect to the Switch.
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USING THE CONSOLE CLI

The Switch supports a console management interface that allows the user to connect to the Switch’'s
management agent via a serial port and a terminal or a computer running a terminal emulation program. The
console can also be used over the network using the TCP/IP Telnet protocol. The console program can be used
to configure the Switch to use a SNMP-based network management software over the network.

This chapter describes how to use the console interface to access the Switch, change its settings, and monitor
its operation.

’ NOTE: Switch configuration settings are saved to non-volatile RAM using the save command.
The current configuration will then be retained in the Switch’s NV-RAM, and reloaded when the
; Switch is rebooted. If the Switch is rebooted without using the save command, the last
‘ configuration saved to NV-RAM is loaded.

Connecting to the Switch

The console interface is used by connecting the Switch to a VT100-compatible terminal or a computer running
an ordinary terminal emulator program (for example, the HyperTerminal program included with the Windows
operating system) using an RJ-45 serial cable. Your terminal parameters will need to be set to:

e VT-100 compatible

e Baud rate 115200bps
o 8 data bits

e No parity

e One stop bit

¢ No flow control

The same functions may also be accessed over a Telnet interface. Once an IP address for the Switch has been
set, A Telnet program can be used (in VT-100 compatible terminal mode) to access and control the Switch. All of
the screens are identical, whether accessed from the console port or from a Telnet interface.

After the Switch reboots and you have to logged in, the console looks like this:
DG5-1210-10xP/ME Management Switch

Command Line Interface
Firmware: Build wl.00.006
Copyright({C) 2024 D-Link Corporation. All rights reserved.

User Access verification

DGS-1210-10XP /ME : 5#

Figure 2—1 Initial Console Screen after Logging In

Commands are entered at the command prompt, DGS-1210-10XP/ME:5#

There are a number of helpful features included in the CLI. Entering the ? command displays a list of all of the
top-level commands.
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DGS-1210-10%P/ME:5&# 7
command: 7

USEREXEC commands

config dhcp re / oprtion82
config dhcp y optionB2 port policy
config dhcp relay port optionB2 desc
config option82 circuit profile
config option82 remote profile
config profile desc
Create profile
Delete profile
show dhcp relay port
sShow profile
cable diagnostic port
cfm linkrace
cfm lock md
cfm Toopback
clear
acct_client
addre binding dhcp_snoop binding_entry ports
arptable
auth_client

Figure 2-2 The ? Command

When entering a command without its required parameters, the CLI displays the prompt: command: config
account message and the options listed below.

DGS-1210-10xP,/ME:5# config account <username 32>

command: config account <username

Next possible completions :
<CR> encrypt

Dpcs—1210-10xP,/ME:5# B

Figure 2-3 Example Command Parameter Help

In this case, the command config account was entered with the parameter <username>. The CLI will then
prompt to enter the <username> with the message, command: config account. Every command in the CLI has
this feature, and complex commands have several layers of parameter prompting.
In addition, after typing any given command plus one space, users can see all of the next possible sub-
commands, in sequential order, by pressing the ? key.
To re-enter the previous command at the command prompt, press the up arrow cursor key. The previous
command appears at the command prompt.

DGS-1210-10xP/ME:5# config account <username

command: config account <username

Next possible completions :
<CR> encrypt

DGS-1210-10xP/ME: 5# show account

Figure 2—4 Using the Up Arrow to Re-enter a Command

In the above example, the command config account was entered without the required parameter <username>,
the CLI returned the command: config account prompt. The up arrow cursor control key was pressed to re-enter
the previous command (config account) at the command prompt. Now the appropriate username can be entered
and the config account command re-executed.

All commands in the CLI function in this way. In addition, the syntax of the help prompts are the same as
presented in this manual[Jangle brackets < > indicate a numerical value or character string. The < > can also
indicate a word with a number for character allowed.

If a command is entered that is unrecognized by the CLI, the top-level commands are displayed under the
Available commands: prompt.
DGS-1210-10XP/ME:5# asd

Available commands :
? cable cfm clear

nf i create debu
disable download enable
Tlogout ping ping6
reset save sh
telnet terminal traceroute
traceroute6 upload

DGS-1210-10XP/ME: 54

Figure 2-5 Available Commands

4
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The top-level commands consist of commands such as show or config. Most of these commands require one or
more parameters to narrow the top-level command. This is equivalent to show what? or config what? Where the

what? is the next parameter.

For example, entering the show command with no

possible next parameters.
DGS-1210-10xP/ME: 5# show ?

Command: show

Next possible completions :
802.1x
accounting
asymmetric_vlan
authen_login
autoconfig
bootrom

command command_history

config cos

ddm ddp

dhcp_Tloca dhcp_relay

dhcpve_re ns

rotocol_group

EEE_mode

ethernet_oam
firmware flash
Tlow_meter gratuitous_arp
igm| igmp_snoopin
ﬁgig_ﬁva_Wink_1aca1_guga ol
ipvéroute jumbo_frame
Timited_multicast_addr

additional parameters, the CLI will then display all of the

aaa
acct_client
auth_client
authen_policy
autoimage

bpdu_protection

profile
binding
authen
autobackup
bandwidth_control

community cryption

_profile

mapping
onment

Tink
e_algorithm
iprou
12protocol_tunnel
1ink_aggregation

TRL+C] B ouit EEES Next PageEIIER Next Entry B Al1l

erps

fﬁqter
Tlood_fdb
hol_prevention
ipif

-i p'\"ﬁ

lacp

11dp

Figure 2-6 Next possible completions: Show Command

In the above example, all of the possible next parameters for the show command are displayed. At the next
command prompt in the example, the up arrow was used to re-enter the show command, followed by the
account parameter. The CLI then displays the user accounts configured on the Switch.
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COMMAND SYNTAX

The following symbols are used to describe how command entries are made and values and arguments are
specified in this manual. The online help contained in the CLI and available through the console interface uses

the same syntax.

e
4

NOTE: All commands are case-sensitive. Be sure to disable Caps Lock or any other unwanted
function that changes text case.

<angle brackets>

Purpose Encloses a variable or value that must be specified.

Syntax create account [admin | operator | power-user |user]
<username 32>

Description In the above syntax example, supply a username in the <username
32> space. Do not type the angle brackets.

Example create account admin newadmin1

Command

[square brackets]

Purpose Encloses a required value or set of required arguments. One value
or argument can be specified.

Syntax create account [admin | operator | power-user |user]
<username 32>

Description In the above syntax example, specify admin, operator, power-user
or user level account to be created. Do not type the square brackets.

Example
create account user newuser1

Command

| vertical bar

Purpose Separates two or more mutually exclusive items in a list, one of
which must be entered.

Syntax create account [admin | operator | power-user |user]
<username 32>

Description In the above syntax example, specify admin, operator, power-
user or user. Do not type the vertical bar.

Example
create account user newuser1

Command

All commands are case-sensitive. Be sure to disable Caps Lock or any other unwanted function that changes
text case.
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Purpose Encloses an optional value or set of optional arguments.
Syntax reset {[account | config| system| password]} {force_agree}
Description Execute “reset” will return the switch to its factory default setting.
Example reset
command Are you sure you want to proceed with the system reset

except IP address, log and user account?(y/n) (Y/N)[N]Y

Line Editing Key Usage

Delete Deletes the character under the cursor and then shifts the
remaining characters in the line to the left.

Backspace Deletes the character to the left of the cursor and then shifts the
remaining characters in the line to the left.

Insert or Ctrl+R Toggle on and off. When toggled on, inserts text and shifts previous
text to the right.

Left Arrow Moves the cursor to the left.

Right Arrow Moves the cursor to the right.

Up Arrow Repeats the previously entered command. Each time the up arrow
is pressed, the command previous to that displayed appears. This
way it is possible to review the command history for the current
session. Use the down arrow to progress sequentially forward
through the command history list.

Down Arrow The down arrow displays the next command in the command
history entered in the current session. This displays each command
sequentially as it was entered. Use the up arrow to review previous
commands.

Tab Shifts the cursor to the next field to the left.

Multiple Page Display Control Keys

Space Displays the next page.

CTRL+c Stops the display of remaining pages when multiple pages are to be
displayed.

ESC Stops the display of remaining pages when multiple pages are to be
displayed.

n Displays the next page.

p Displays the previous page.

q Stops the display of remaining pages when multiple pages are to be
displayed.

r Refreshes the pages currently displayed.

a Displays the remaining pages without pausing between pages.

Enter Displays the next line or table entry.

7
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BASIC SWITCH COMMANDS

The Basic Switch commands in the Command Line Interface (CLI) are listed (along with the appropriate

parameters) in the following table.

Command Parameter

enable password encryption

disable password encryption

create account

[admin | operator | power-user | user] <username 32>

config account

<username 32>

show account

delete account

<username 32>

reset account

show session

show switch

show environment

show device_status

config power psu

battery capacity <integer 0-65535>

show power

[psu| remaining]

enable jumbo_frame

disable jumbo_frame

show jumbo_frame

show serial_port

config serial_port

{baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never |
2_minutes | 5_minutes | 10_minutes | 15_minutes]}

config bootrom password

<string 20>

enable clipaging

disable clipaging

enable web

{<tcp_port_number 1-65535>}

disable web

enable autoconfig

disable autoconfig

config autoconfig

timeout <value 1-65535>

show autoconfig

enable autobackup




DGS-1210/ME Metro Ethernet Switch CLI Reference Guide

Command Parameter

disable autobackup

config autobackup path

{tftp <ipaddr> <path_filename (64)> | ftp <ftp_url (256)> <path_filename
(64)>}

config autobackup mode

{save_config | time_period | all }

config autobackup
time_schedule

{interval <value(1-525600)> | periodic <time (5)> {mon | tue | wed | thu | fri
| sat | sun|all }}

show autoconfig

{[default | method_list_name] | all }

save {[config config_id <value 1-2> | log]}
reboot {force_agree}
reset {[config | system | account | password {<user_name 32>}]} {force_agree}
logout
in <ipaddr> {times <value 1-255> | timeout <sec 1-99> | size <short 0-
ping 2080>} {domain_name <domain_name 63>}
<ipv6_addr> {frequency <sec 0-86400> | size <value 1-1522> | source_ip
ping6 <ipv6_addr> | timeout <sec 1-99> | times <value 1-255>} {domain_name
<domain_name 63>}
<ip_addr> {min-ttl <short 1-99> | max-ttl <short 1-99> | port <value 30000-
traceroute 64900> | timeout <sec 1-60> | probe <value 1-9>} {domain_name
<domain_name 63>}
<ipv6_addr> {min-ttl <short 1-99> | max-ttl <short 1-99> | port <value
traceroute6 30000-64900> | timeout <sec 1-60> | probe <value 1-9>} {domain_name

<domain_name 63>}

show cpu port

reset cpu port

enable telnet

disable telnet

config time_range

<range_name 20> [[hours start_time <start_time 32> end_time <end_time
32> weekdays <daylist 32> date from_day year <start_year 2009-2037>
month <start_mth 1-12> date <start_date 1-31> to_day year <end_year
2009-2037> month <end_mth 1-12> date <end_date 1-31>] | delete]

show time_range

{<range_name 20>}

show tech support

clear tech support

Each command is listed in detail, as follows:

enable password encryption

Purpose
Syntax

Description

Used to enable password encryption on a user account
enable password encryption

The user account configuration information will be stored in the
configuration file, and can be applied to the system at a time in the

9
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future. If the password encryption is enabled, the password will be in
encrypted form. If password encryption is disabled and the user
specifies the password in encrypted form, or if the password has
been converted to encrypted form by the last enabled password
encryption command, the password will still be in encrypted form. It
can not revert back to plain text.

Parameters None.

Restrictions Only Administrator level users can issue this command.

Example usage:
To enable password encryption on the Switch:

DGS-1210-10XP/ME:5# enable password encryption
Command: enable password encryption

Success.

DGS-1210-10XP/ME:5#

disable password encryption

Purpose Used to disable password encryption on a user account.
Syntax disable password encryption
Description The user account configuration information will be stored in the

configuration file, and can be applied to the system at a time in the
future. If the password encryption is enabled, the password will be in
encrypted form. If password encryption is disabled and the user
specifies the password in encrypted form, or if the password has
been converted to encrypted form by the last enabled password
encryption command, the password will still be in encrypted form. It
can not revert back to plain text.

Parameters None.

Restrictions Only Administrat level users can issue this command.

Example usage:
To disable password encryption on the Switch:

DGS-1210-10XP/ME:5# disable password encryption
Command: disable password encryption

Success.

DGS-1210-10XP/ME:5#

create account

Purpose To create user accounts.

10
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Syntax create account [admin | operator | power-user | user]
<username 32>
Description The create account command creates an administrator, operator,

or user account that consists of a username and an optional
password. Up to 8 accounts can be created. You can enter
username and Enter. In this case, the system prompts for the
account’s password, which may be between 8 and 30 characters.
Alternatively, you can enter the username and password on the
same line.

Parameters admin — Name of the administrator account.
opeator — Specify an operator level account.
power-user — Specify an power-user level account.
user — Specify a user account with read-only permissions.

<username 15> — The account username may be between 1 and 15
characters.

password <password_string> {encrypted} - the account password
can be included, and (optionally) can be encrypted.

Restrictions Only Administrator level users can issue this command.
Usernames can be between 1 and 32 characters.

Passwords can be between 8 and 30 characters.

Your password must:

not as same as user name

not include default login account or default IP address
Be 8 to 30 characters long

Be non-consecutive characters

Contain alphabet(upper and lower case),number and special
characters (~"!@#$"&*{}[1()_-+=.|:

NOTE: You are not required to enter a User Name. However, if you do not enter a User Name,
you cannot perform the following actions:

Create a monitor or operator (level 1 or level 14) users until an administrator user (level 15) is
defined.

Delete the last administrator user if there are monitor and/or operator users defined.

Example usage:
To create an administrator-level user account with the username ‘dlink’:

DGS-1210-10XP/ME:5# create account admin dlink
Command: create account admin dlink

Enter a case-sensitive new password:*****
Enter the new password again for confirmation:*****

Success.

DGS-1210-10XP/ME:5#

11
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config account

Purpose To change the password for an existing user account.

Syntax config account <username 32> [encrypt { plain_text <password
(30)>| sha_1 <password (35)>}]

Description The config account command changes the password for a user

account that has been created using the create account command.
The system prompts for the account’s new password, which may be
between 1 and 30 characters.

Parameters <username 32> — the account username.

Restrictions Only Administrator-level users can issue this command.

Example usage:
To configure the user password of ‘dlink’ account:

DGS-1210-10XP/ME:5# config account dlink
Enter a old password:****

Enter a case-sensitive new password:******
Enter the new password again for confirmation:******

Success.

DGS-1210-10XP/ME:5#

Purpose To display information about all user accounts on the Switch.
Syntax show account
Description The show account command displays all account usernames and

their access levels created on the Switch. Up to 8 user accounts can
exist on the Switch at one time.

Parameters None.

Restrictions Only Administrator-level users can issue this command.

Example usage:
To display the account which have been created:

DGS-1210-10XP/ME:5# show account
Command: show account

Username Access Level

dlink Admin

Total Entries : 1

DGS-1210-10XP/ME:5#

12
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delete account

Purpose To delete an existing user account.

Syntax delete account <username 32>

Description The delete account command deletes a user account that has been
created using the create account command.

Parameters <username 32> — the account username.

Restrictions Only Administrator-level users can issue this command.

Example usage:
To delete the user account ‘System’:

DGS-1210-10XP/ME:5# delete account System
Command: delete account System

Success.

DGS-1210-10XP/ME:5#

reset account

Purpose To deletes all the previously created accounts.

Syntax reset account

Description The reset account command deletes all the previously created
accounts.

Parameters None.

Restrictions Only Administrator-level users can issue this command.

Example usage:
To deletes all the previously created accounts:

DGS-1210-10XP/ME:5# reset account
Command: reset account

Are you sure to proceed with clean account?(y/n)y
Success.

DGS-1210-10XP/ME:5#

Purpose To display information about currently logged-in users.
Syntax show session
Description The show session command displays a list of all the users that are

logged-in at the time the command is issued. The information
incluDGS the session ID (0 for the first logged-in user, 1 for the next
logged-in user, etc.), the Protocol used to connect to the Switch, the
user’s IP address, the user’s access Level (1=user, 15=admin), and
the account name on the Switch.

13
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Parameters None.

Restrictions None.

Example usage:
To display the way users logged in:

ID Live Time From Level Name SessionNo

0 00:01:32 Serial Port 5 anonymous 1

Total Entries: 1

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

Purpose To display information about the Switch.
Syntax show switch
Description The show switch command displays information about the Switch

settings, including Device Type, MAC Address, IP configuration,
Hardware/Software version, System information, and Switch
Network configuration.

Parameters None.

Restrictions None.

Example usage:
To display the Switch information:

DGS-1210-10XP/ME:5# show switch
Command: show switch

Device Type : DGS-1210-10XP/ME
MAC Address : 80-26-89-3D-D0-60

IP Address :192.168.100.118 (DHCP)
VLAN Name : default

Subnet Mask : 255.255.255.0

Default Gateway :192.168.100.1
System Boot Version :1.00.006

System Firmware Version :1.00.006

System Hardware Version :C1

System Serial Number : S37D2H3000701

System Name :

System Location :

System up time : 1 days, 1 hrs, 24 min, 12 secs

System Contact :

System Time : 15/02/2023 18:02:38
RTC Time : Not Support Now
STP : Disabled

14
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GVRP : Disabled

IGMP Snooping : Disabled
VLAN Trunk : Disabled
802.1X Status : Disabled
Telnet : Disabled (TCP 23)
Web : Enabled (TCP 80)
RMON : Disabled

SSH : Enabled

Syslog Global State : Disabled
SSL : Disabled

CLI Paging : Enabled
Password Encryption State : Disabled
DGS-1210-10XP/ME:5#

show environment

Purpose To display the device fan status and internal temperature status.
Syntax show environment
Description The show environment command displays the fan status and

internal temperature status. (Only DGS-1210-10XP/ME, DGS-1210-
28XS/ME and DGS-1210-52X/ME support to show the current
temperature.)

Parameters None.

Restrictions None.

Example usage:
To display the Switch environment:

DGS-1210-28XS/ME:5# show environment
Command: show environment

Detail Temperature Status:
Temperature Descr/ID Current/Threshold Range Temper Status

Central Temperature/1 33/10~50 in threshold range

Fan control current status: Normal mode

Detail Fan Status:

Fan1: Ok-Low
DGS-1210-28XS/ME:5#

9

NOTE: Only the following models support show environment command: DGS-
1210-28XS/ME and DGS-1210-52X/ME

15
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show device_status

Purpose To display the device internal and external power status.

Syntax show device_status

Description The show device_status command displays the device internal and
external power status which according to different mapping
definitions.

Parameters None.

Restrictions None.

Example usage:
To display the Switch internal and external power status:

DGS-1210-10X/ME:5# show device_status
Command: show device_status

Internal Power(Main): Working
External Power(Backup): Disconnected

DGS-1210-10X/ME:5#

' NOTE: Only the following models Do Not support show device_status
command: DGS-1210-10XP/ME.

4

For only DGS-1210-10X/ME, DGS-1210-10XS/ME, DGS-1210-28X/ME, DGS-1210-28XS/ME and DGS-1210-
52X/ME, the internal power and RPS status were shown according to two mapping definitions below:

Internal Power

Mapping Status Status RPS Satus
Internal Power Unknow & RPS Power On - Working
RPS No Power Working Disconnected

When the devices are using the specific PSU without charger function, the internal power and RPS status were
shown according to different mapping definitions below (Only for DGS-1210-10X/ME, DGS-1210-10XS/ME,
DGS-1210-28X/ME, DGS-1210-28XS/ME and DGS-1210-52X/ME):

Internal Power

Mapping Status Status RPS Satus
RPS Power On Disconnected Working
Internal Power & RPS Power On Working Working

RPS No Power Working Disconnected

When the devices are using the specific PSU (P/N SU54-21124-000S) with charger function, the internal power
and external power (battery) status were shown according to different mapping definitions below (Only for DGS-
1210-10X/ME, DGS-1210-10XS/ME, DGS-1210-28X/ME, DGS-1210-28XS/ME and DGS-1210-52X/ME):
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Mapping Status

Internal
Status

Power

External Power
Satus (Battery)

No LEI Power Supply

Other

Other

Battery Discharge Current OCP > 4.3A+0.1A

Disconnected

Over Current

No AC In Use, Discharge, Battery Voltage < 11.6V+0.2V

Disconnected

Low Voltage

No AC In Use, Discharge, Battery Voltage > 11.6V+0.2V

Disconnected

Working

Battery Is Not Installed Working Disconnected

AC In Use, Charging, Battery Voltage > 12.8V+0.2V Working Connected

Battery Charging Current OCP > 1.0A£0.1A Over Current Fail

AC In Use, Charging, Battery Voltage < 12.8V+0.2V Working Low Voltage
' NOTE: For the specific PSU (P/N SU54-21124-000S), it is optional 54W AC to

DC Power Supply Unit (PSU) with external lead-acid battery support that can be
used as a redundant power supply, or to connect an external 12V DC lead-acid
‘ battery to charge the switch. The minimum required voltage for the lead-acid
battery is 12V DC, with a minimum capacity of 2 AH (Only for DGS-1210-
10X/ME, DGS-1210-10XS/ME, DGS-1210-28X/ME, DGS-1210-28XS/ME and

DGS-1210-52X/ME).

config power psu

Purpose
Syntax
Description
battery.
Parameters
Measure unit is “mAh”
Restrictions

To configure the capacity of external Lead-acid battery.
config power psu battery capacity <integer 0-65535>

The feature allow user to specify the capacity of external lead-acid

<integer 0-65535> - Specify the battery capacity in range 0-65535.

Only Administrator or operate-level users can issue this command.

Example usage:
To configure the capacity of external Lead-acid battery:

Success.

DGS-1210-10X/ME:5# config power psu battery capacity 3000
Command: config power psu battery capacity 3000

show power

Purpose To display the capacity of external Lead-acid battery configured or
the remaining time by using lead-acid battery.

Syntax show power [psu battery capacity | remaining time]

Description To display the capacity of external Lead-acid battery configured or

the remaining time by using lead-acid battery. The remaining time
follows the following formula to obtain the result:

(the value of psu battery capacity) / (1.3 Ah) * 60 minutes

17
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Parameters None

Restrictions None

Example usage:
To display the capacity of external Lead-acid battery configured:

DGS-1210-10X/ME:5# show power psu battery capacity
Command: show power psu battery capacity

PSU Max Battery Capacity: 3000 mAh

Success.
DGS-1210-10X/ME:5#

To display the remaining time of external Lead-acid battery:

DGS-1210-10X/ME:5# show power psu battery capacity
Command: show power psu battery capacity

PSU Max Battery Capacity: 3000 mAh

Success.

DGS-1210-10X/ME:5# show power remaining time
Command: show power remaining time

Power Supply Remaining Time: 65535 minutes

Success.
DGS-1210-10X/ME:5#

% NOTE: The result of remaining time is only for reference. This switch does NOT
}%%),. able to obtain the real-time lead-acid battery capacity and power consumption
,g of the deivce.

enable jumbo_frame

Purpose To enable jumbo frames on the device.

Syntax enable jumbo_frame

Description The enable jumbo_frame command enables jumbo frames on the
device.

Parameters None.

Restrictions Only Administrator or operate-level users can issue this command.
Jumbo frames will be enabled after save and restart.

Example usage:
To enable jumbo frames:

DGS-1210-10XP/ME:5# enable jumbo_frame

18
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Command: enable jumbo_frame.

Success.
DES-1210-10XP/ME:5#

disable jumbo_frame

Purpose To disable jumbo frames on the device.

Syntax disable jumbo_frame

Description The disable jumbo_frame command disables jumbo frames on the
device.

Parameters None.

Restrictions Only Administrator or operate-level users can issue this command.
Jumbo frames will be disabled after save and restart.

Example usage:

To disable jumbo_frames:
DGS-1210-10XP/ME:5# disable jumbo_frame
Command: disable jumbo_frame

Success.
DES-1210-10XP/ME:5#

show jumbo_frame

Purpose To display the jumbo frame configuration.

Syntax show jumbo_frame

Description The show jumbo_frame command displays the jumbo frame
configuration.

Parameters None.

Restrictions None.

Example usage:

To show the jumbo_frames configuration status on the device:
DGS-1210-10XP/ME:5# show jumbo_frame
Command: show jumbo_frame

Jumbo frame is enable.
Maximum Frame Size: 10240 Bytes

DGS-1210-10XP/ME:5#

show serial_port

Purpose Used to display the current serial port settings.

Syntax show serial_port

19
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Description The show serial_port command displays the current serial port
settings.

Parameters None.

Restrictions None.

Example usage:

To display the serial port settings:
DGS-1210-10XP/ME:5# show serial_port
Command: show serial_port

Baud Rate : 115200
Auto-Logout : Never

Data Bits 1 8
Parity Bits : None
Stop Bits 1

DGS-1210-10XP/ME:5#

config serial_port

Purpose Used to configure the serial port.

Syntax config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] |
auto_logout [never | 2_minutes | 5_minutes | 10_minutes |
15_minutes]}

Description The config serial_port command is used to configure the serial
port’s baud rate and auto logout settings.
Parameters baud_rate [9600 | 19200 | 38400 | 115200] — The serial bit rate that

will be used to communicate with the management host. There are
four options: 9600, 19200, 38400 and 115200. Factory default
setting is 115200.

never — No time limit on the length of time the console can be open
with no user input.

2_minutes — The console will log out the current user if there is no
user input for 2 minutes.

5_minutes — The console will log out the current user if there is no
user input for 5 minutes.

10_minutes — The console will log out the current user if there is no
user input for 10 minutes.

15_minutes — The console will log out the current user if there is no
user input for 15 minutes.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To configure the serial port baud rate:

DGS-1210-10XP/ME:5# config serial_port baud_rate 115200
Command: config serial_port baud_rate 115200

Success.
DGS-1210-10XP/ME:5#
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config bootrom password

Purpose Used to configure the password when booting ROM.

Syntax config bootrom password <string 20>

Description The config bootrom password command is used to configure the
password when booting ROM.

Parameters <string 20> - Specifies the password.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:

To configure the boot ROM password:
DGS-1210-10XP/ME:5# config bootrom password 1234
Command: config bootrom password 1234

Success.
DGS-1210-10XP/ME:5#

enable clipaging

Purpose Used to pause the scrolling of the console screen when a command
displays more than one page.

Syntax enable clipaging

Description The enable clipaging command is used when issuing a command

which causes the console screen to rapidly scroll through several
pages. This command will cause the console to pause at the end of
each page. The default setting is enabled.

Parameters None.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:

To enable pausing of the screen display when the show command output reaches the end of the page:
DGS-1210-10XP/ME:5# enable clipaging
Command: enable clipaging

Success.
DGS-1210-10XP/ME:5#

disable clipaging

Purpose Used to disable the pausing of the console screen scrolling at the
end of each page when a command displays more than one screen
of information.

Syntax disable clipaging

Description The disable clipaging command is used to disable the pausing of
the console screen at the end of each page when a command would
display more than one screen of information.

Parameters None.

Restrictions Only Administrator or operator-level users can issue this command.
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Example usage:
To disable pausing of the screen display when the show command output reaches the end of the page:

DGS-1210-10XP/ME:5# disable clipaging
Command: disable clipaging

Success.
DGS-1210-10XP/ME:5#

enable web

Purpose To enable the HTTP-based management software on the Switch.
Syntax enable web {<tcp_port_number 1-65535>}
Description The enable web command enables the Web-based management

software on the Switch. The user can specify the TCP port number
the Switch uses to listen for Telnet requests.

Parameters <tcp_port_number 1-65535> — The TCP port number. TCP ports are
numbered between 1 and 65535. The ‘well-known’ port for the Web-
based management software is 80.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To enable HTTP and configure the TCP port number to listen for Telnet requests:

DGS-1210-10XP/ME:5# enable web 80
Command: enable web 80

Note: SSL will be disabled if web is enabled.
Success.
DGS-1210-10XP/ME:5#

disable web

Purpose To disable the HTTP-based management software on the Switch.

Syntax disable web

Description The disable web command disables the Web-based management
software on the Switch.

Parameters None.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:

To disable HTTP-based management software on the Switch:
DGS-1210-10XP/ME:5# disable web
Command: disable web

Success.

DGS-1210-10XP/ME:5#
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enable autoconfig

Purpose Used to activate the auto configuration function for the Switch. This
will load a previously saved configuration file for current use.

Syntax enable autoconfig

Description When autoconfig is enabled on the Switch, the DHCP reply will
contain a configuration file and path name. It will then request the file
from the TFTP server specified in the reply. When autoconfig is
enabled, the ipif settings will automatically become DHCP client.

Parameters None.

Restrictions When autoconfig is enabled, the Switch becomes a DHCP client
automatically (same as: config ipif System dhcp). The DHCP server
must have the TFTP server IP address and configuration file name,
and be configured to deliver this information in the data field of the
DHCP reply packet. The TFTP server must be running and have the
requested configuration file in its base directory when the request is
received from the Switch. Consult the DHCP server and TFTP
server software instructions for information on loading a
configuration file.

If the Switch is unable to complete the auto configuration process
the previously saved local configuration file present in Switch
memory will be loaded.

Only Administrator or operator-level users can issue this command.

Example usage:
To enable auto configuration on the Switch:

DGS-1210-10XP/ME:5# enable autoconfig
Command: enable autoconfig

Success.
DGS-1210-10XP/ME:5#

disable autoconfig

Purpose Use this to deactivate auto configuration from DHCP.
Syntax disable autoconfig
Description The disable autoconfig command is used to instruct the Switch not

to accept auto configuration instruction from the DHCP server. This
does not change the IP settings of the Switch. The ipif settings will
continue as DHCP client until changed with the config ipif command.

Parameters None.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To stop the auto configuration function:

DGS-1210-10XP/ME:5# disable autoconfig
Command: disable autoconfig

Success.
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| DGS-1210-10XP/ME:5#

config autoconfig

Purpose Use to configure the auto configuration timeout time from DHCP.
Syntax config autoconfig timeout <value 1-65535>
Description The config autoconfig command is used to the auto configuration

timeout time from DHCP.

Parameters timeout <value 1-65535> - Specifies the timeout time. And the value
is from 1 to 65535 seconds.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To configure the auto configuration timeout time to 100 seconds:

DGS-1210-10XP/ME:5# config autoconfig timeout 100
Command: config autoconfig timeout 100

Success.
DGS-1210-10XP/ME:5#

show autoconfig

Purpose Used to display the current autoconfig status of the Switch.

Syntax show autoconfig

Description The show autoconfig command is used to list the current status of
the auto configuration function.

Parameters None.

Restrictions None.

Example usage:
To display the autoconfig status:

DGS-1210-10XP/ME:5# show autoconfig
Command: show autoconfig

Autoconfig State : Enabled
Timeout : 100 sec

DGS-1210-10XP/ME:5#

enable autobackup

Purpose Used to activate the automatic configuration backup function for the
Switch. This feature helps to backup configure by multiple trigger
methods.

Syntax enable autobackup

Description When autobackup is enabled on the Switch, the switch will
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automatic backup the config file to speficied destination.
Parameters None.

Restrictions None

Example usage:
To enable auto backup on the Switch:

DGS-1210-10XP/ME:5# enable autobackup
Command: enable autobackup

Success.
DGS-1210-10XP/ME:5#

disable autobackup

Purpose Use this to deactivate autobackup.

Syntax disable autobackup

Description The disable autobackup command is used turn off auto backup
feature on switch.

Parameters None.

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To stop the auto configuration function:

DGS-1210-10XP/ME:5# disable autobackup
Command: disable autobackup

Success.
DGS-1210-10XP/ME:5#

config autobackup path

Purpose Use to configure the autobackup configuration file destination.

Syntax config autobackup path {tftp <ipaddr> <path_filename (64)> | ftp
<ftp_url (256)> <path_filename (64)>}

Description The config autobackup command is used to specify the destination
for config file to sotred.

Parameters tftp <ipaddr> <path_filename (64)> - Specifies the transmit protocol
as TFTP.

fto <ftp_url (256)> <path_filename (64)> - Specifies the transmit
protocol as FTP

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To configure TFTP server 192.168.100.100 and file name “test.cfg” for autobackup destination:

DGS-1210-10XP/ME:5# config autobackup path tftp 192.168.100.100 test.cfg
Command: config autobackup path tftp 192.168.100.100 test.cfg
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Success.
DGS-1210-10XP/ME:5#

config autobackup mode

Purpose Use to configure the method to trigger autobackup execution.

Syntax config autobackup mode {save_config | time_period | all }

Description The config autobackup can be triggered by executing save config,
particular time period or both.

Parameters save_config — Execute backup process when user issue command
“save config”

time_period — Execute backup process by particular time period.
all — Execute backup process by both conditions listed above

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To configure the auto backup in save config mode:

DGS-1210-10XP/ME:5# config autobackup mode save_config
Command: config autobackup mode save_config

Success.
DGS-1210-10XP/ME:5#

config autobackup time_schedule

Purpose Use to configure to specify particular time schedule of autobackup.
Syntax config autobackup time_schedule {interval <value(1-525600)> |
periodic <time hh:mm> {mon | tue | wed | thu | fri | sat | sun |
all }}
Description The config autoconfig command is used to the auto configuration

timeout time from DHCP.
Parameters interval <value 1-525600> - Specifies the interval to execute
autobackup. Range from 1 minute to 525600 minutes.

periodic <time hh:mm> {mon | tue | wed | thu | fri | sat | sun | all }} —
Specifies the parituclar time to execute the backup

Restrictions Only Administrator or operator-level users can issue this command.

Example usage:
To configure the autobackup at 18:00 everyday:

DGS-1210-10XP/ME:5# config autobackup time_schedule periodic 18:00 all
Command: config autobackup time_schedule periodic 18:00 all

Success.
DGS-1210-10XP/ME:5#
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show autobackup

Purpose Used to display the current autobackup status of the Switch.

Syntax show autobackup

Description The show autobackup command is used to list the current status of
the autobackup function.

Parameters None.

Restrictions None.

Example usage:

To display the autobackup status:
DGS-1210-10XP/ME:5# show autobackup
Command: show autobackup

Autobackup Settings

State : enable
Path : tftp://192.168.100.100/test.cfg
Mode : Save configuration

Time schedule : 18:00 all

DGS-1210-10XP/ME:5#

Purpose To save changes in the Switch’s configuration to non-volatile RAM.
Syntax save {[config config_id <value 1-2> | log]}
Description The save command used to enter the current switch configuration

into non-volatile RAM. The saved switch configuration will be loaded
into the Switch’s memory each time the Switch is restarted.
Parameters config — Used to save the current configuration to a file.

config_id <value 1-2> - Specifies which cfg file ID. if cfg ID is not
specified, it refers to the boot_up CFG file.

log — Used to save the current log to a file. The log file cannot be
deleted.

Restrictions Only administrator or operator-level users can issue this command.

Example usage:
To save the Switch’s current configuration to non-volatile RAM:

DGS-1210-10XP/ME:5# save
Command: save

Saving all configuration ..
[OK]
DGS-1210-10XP/ME:5#
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Purpose To reboot the Switch. If the Switch is a member of a stack, it may be
rebooted individually, without affecting the other members of the
stack.

Syntax reboot {force_agree}

Description The reboot command restarts the Switch.

Parameters {force_agree} - When force_agree is specified, the reboot command
will be executed immediately without further confirmation.

Restrictions Only Administrator -level users can issue this command.

Example usage:
To restart the Switch:

DGS-1210-10XP/ME:5# reboot
Command: reboot

Are you sure you want to proceed with the system reboot?(y/n)y
Sucess

DGS-1210-10XP/ME:5#

Purpose To reset the Switch to the factory default settings.

Syntax reset {[ config | system | account | password {<user_name
15>}]} {force_agree}

Description The reset command restores the Switch’s configuration to the
default settings assigned from the factory. Execution of the reset
command through the CLI retains the unit's current stack
membership number.

Parameters config - If the keyword ‘config’ is specified, all of the factory default
settings are restored on the Switch including the IP address, user
accounts, and the switch history log. The Switch will not save or
reboot.

system - If the keyword ‘system’ is specified all of the factory default
settings are restored on the Switch. The Switch will save and reboot
after the settings are changed to default. Rebooting will clear all
entries in the Forwarding Data Base.

account - If the keyword ‘account is specified, all of the factory
default account settings are restored on the Switch.

password - If the keyword ‘password is specified, all of the factory
default password settings are restored on the Switch.

{force_agree} - When force_agree is specified, the reset command
will be executed immediately without further confirmation.

If no parameter is specified, the Switch’s current IP address, user
accounts, and the switch history log are not changed. All other
parameters are restored to the factory default settings. The Switch
will not save or reboot.

Restrictions Only administrator-level users can issue this command.
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Example usage:
To restore all of the Switch’s parameters to their default values:

DGS-1210-10XP/ME:5# reset system
Command: reset system

Are you sure you want to proceed with the system reset?(y/n)y
Success.
DGS-1210-10XP/ME:5#

Purpose To log out a user from the Switch’s console.

Syntax Logout

Description The logout command terminates the current user’s session on the
Switch’s console.

Parameters None.

Restrictions None.

Example usage:
To terminate the current user’s console session:

DGS-1210-10XP/ME:5# logout

Switch conO is now available

Press any key to login...

Purpose To display the CPU and memory information on the Switch.

Syntax top

Description The top command is used to display the CPU and memory
information on the Switch.

Parameters None.

Restrictions Only administrator-level users can issue this command.

Example usage:
To display the CPU and memory information on the Switch:

Mem: 91188K used, 19752K free, OK shrd, 6152K buff, 22476K cached
CPU: 0% usr 0% sys 0% nic 45% idle 0% io 0% irg 55% sirq
Load average: 2.01 1.40 0.62 2/109 418
PID PPID USER STAT VSZ %VSZ %CPU COMMAND
258 251root S 210m 194% 0% TMR#
1 Oroot S 1212 1% 0% init
251 1root S 1204 1% 0% {rcS} /bin/sh /etc/init.d/rcS
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417 258root S 1200 1% 0% /bin/sh -c /usr/bin/top -n1 > /mnt/top
418 417root R 1200 1% 0% /usr/bin/top -n1
181 2root SW 0 0% 0% [spil]
204 2root SW 0 0% 0% [mtdblock3]
81 2root SW 0 0% 0% [kswapdO]
257 2root SWN 0 0% 0% [jffs2_gcd_mtd7]
6 2root SW 0 0% 0% [kworker/u:0]
5 2root SW< 0 0% 0% [kworker/0:0H]
9 2root SW< 0 0% 0% [khelper]
55 2root SW< 0 0% 0% [kblockd]
10 2root SW 0 0% 0% [kdevtmpfs]
11 2root SW 0 0% 0% [kworker/u:1]
8 2root SW 0 0% 0% [migration/0]
4 2root SW 0 0% 0% [kworker/0:0]
194 2root SW 0 0% 0% [mtdblock1]
2 Oroot SW 0 0% 0% [kthreadd]
53 2

Purpose To test the connectivity between network devices.

Syntax ping <ipaddr> {times <value 1-255> | timeout <sec 1-99> | size
<short 0-2080>}

Description The ping command sends Internet Control Message Protocol
(ICMP) echo messages to a remote IP address. The remote IP
address then ‘echos’ or returns the message. This is used to confirm
connectivity between the Switch and the remote device.

Parameters <ipaddr> - The IP address of the host.

times <value 1-255> - The number of individual ICMP echo
messages to be sent. The maximum value is 255. The default is 4.
timeout <sec 1-99> - The time-out period while waiting for a
response from the remote device. A value of 1 to 99 seconds can be
specified. The default is 1 second.

size <short 0-2080> - Specify the size of the test packet. A value of
0 to 2080 can be specified.

Restrictions None.

Example usage:

To ping the IP address 10.90.90.16 three times:
DGS-1210-10XP/ME:5# ping 10.90.90.16 times 3
Command: ping 10.90.90.16 times 3

Reply Received From : 10.90.90.16, TimeTaken : 30 ms
Reply Received From : 10.90.90.16, TimeTaken : 20 ms
Reply Received From : 10.90.90.16, TimeTaken : 20 ms

---10.90.90.16 Ping Statistics ---
3 Packets Transmitted, 3 Packets Received, 0% Packets Loss
DGS-1210-10XP/ME:5#

30



DGS-1210/ME Metro Ethernet Switch CLI Reference Guide

Purpose To test the IPv6 connectivity between network devices.

Syntax ping6 <ipv6_addr> {frequency <sec 0-86400> | size <value 1-
1522> | source_ip <ipv6_addr> | timeout <sec 1-99> | times
<value 1-255>}

Description The ping6 command sends IPv6 Internet Control Message Protocol
(ICMP) echo messages to a remote IPv6 address. The remote IPv6
address will then “echo” or return the message. This is used to
confirm the IPv6 connectivity between the switch and the remote
device.

Parameters <ipv6_addr> - The |IPv6 address of the host.

frequency <sec 0-86400> - The number of seconds to wait before
repeating a ping test as defined by the value of this parameter.

A single ping test consists of a series of ping probes. The number of
probes is determined by the value of the parameter times. After a
single test completes the number of seconds as defined by the value
of frequency must elapse before the next ping test is started.

A value of 0 for this parameter implies that the test as defined by the
corresponding entry will not be repeated.

size <short 1-1522> - Specify the size of the test packet. A value of
1 to 6000 can be specified.

source_ip <ipv6_addr > - Specify the source IPv6 address of the
ping packets. If specified this parameter, this IPv6 address will be
used as the packets’ source IPv6 address that ping6 sends to the
remote host.

timeout <sec 1-99> - The time-out period while waiting for a
response from the remote device. A value of 1 to 99 seconds can be
specified. The default is 1 second.

times <value 1-255> - The number of individual ICMP echo
messages to be sent. The maximum value is 255. The default is 4.

Restrictions None.

Example usage:
To ping the IPv6 address to “2001::16” four times:

DGS-1210-10XP/ME:5# ping6 2001::16 times 4
Command: ping6 2001::16 times 4

Ping6 2001::16 100 bytes of data

100 bytes from 2001::16 : ICMP6_seq =0, time 10 ms
100 bytes from 2001::16 : ICMP6_seq =0, time 10 ms
100 bytes from 2001::16 : ICMP6_seq =0, time 10 ms
100 bytes from 2001::16 : ICMP6_seq =0, time 10 ms

---Ping Statistics ---
4 Packets Transmitted, 4 Packets Received, 0% Packets Loss
DGS-1210-10XP/ME:5#
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tr