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1. Nlcnonb3oBaHue NHTepenca KOMaHAHO CTPOKU
(CLI)

YnpaBneHne KOMMYTaTOPOM MOXET OCYLEeCTBAATLCA yepe3 nocnepoBatesbHblii nopT, Telnet, SNMP unn
Web-nHTepdpeiic. VHTepdpeiic komaHgHoli cTpokum (CLI) MOXeT uCcnonb3oBaTbCA A1 HACTPOWKM U
yrnpas/ieHNsA KOMMYTATOPOM C MOMOLLIbIO MOc/iefoBaTeNbHOro nopra uam Telnet.

1-1 YnpaBneHve KOMMYTaTOpOM C NOMOLLbLIO NOC/IeA0BaTe/IbHOIO Nopra

HacTpoiiku nocnefosaresibHOr0 NopTa no yMon4aHuHo:
*  CkopocTb 115200 6ut/c
e 8 OUT AaHHbIX
* be3 6buta yetHoCTM
e OauH cTonoBbI 6UT

Heobxogmm KOMMbOTEP € nporpammon amynsauum TepmuHasia VT-100 n nocnegoBaTesibHbIM MOPTOM,
HacCTPOEHHbIM MO YyKa3aHHbIM Bbllle MapamMeTrpam, a Tawkke KOMMYTaTtop, MNOAK/YEHHbI C MOMOLLbHO
BK/IIOYEHHOI0 B KOMI/IEKT NOCTaBKu KOHBepTepa RS-232 B RJ-45.

Mocne ycnewHoro NoAK/MYEHNUs NOCNeA0BaTe/IbHOIO MOpTa K KOMIMbIOTEPY MOSIBUTCS CRedytownii aKpaH.
Ecnu akpaH He nosiBuncs, Haxmute Ctri+r gns 06HOBEHNA 3KpaHa TepMUHaa.

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.
UserName:
PassWord:

DGS-3000-28XMP: admin#

Mo ymonyaHuWio MMS MosSb30BaTeNlsi M Maposib He HacTpoeHbl. Haxmute knasuwy Enter gaxabl Ans
oTobpaxeHus kypcopa Beoga CLI — DGS-3000-28XMP:admin#. B gaHHO KOMaHAHOM CTpPOKe BBOASTCS BCE
KOMaHAbl.

1-2 HacTtpoiika IP-agpeca kommyTaTtopa

Kaxxgomy kommyTatopy Ao/keH ObiTb HasHauyeH CO6GCTBEeHHbIA IP-agpec, vcnonb3yemblii AN CBA3N C
ceteBbiM MeHemkepom SNMP u ¢ gpyrumu npunoxeHmamm TCP/IP (Hanpumep, BOOTP, TFTP). IP-agpec
KomMyTaropa no ymonyanuto 10.90.90.90. Agpec MOXHO CMEHUTb B COOTBETCTBUM C CYLLECTBYIOLLIEN CXEMOIA
ceTu.

MpousBoanTeNb Takke HasHauyaeT KOMMYTaTopy YHuKasbHblii MAC-agpec. MAC-afpec Henb3s U3MEHUTb,
YBU/IETb €70 MOXHO HA HauYa/IbHOM 3KpaHe 3arpysku, Kak NnokasaHo HUXE.
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Boot Procedure V4.00.001

Power On Self Test ... ... i v it taaanaaaas 100 %
MAC Address : FO-7D-68-15-10-00

H/W Version P B1

Please Wait, Loading ¥4.00.010 Runtime Image .............. 100 %
UART ANt .. e e i it e e 100 %
Starting runtime image

DEViCe DISCOVEIY .. uviiuivnninntnnionnrnnonasananasanassas 100 %
Configuration init ... ... . ... it i i e e |

MAC-agpec kommyTatopa MOXHO Tawkke Hantn B Web-nHTepdeiice B okHe Switch Information (Basic
Settings) pasgena Configuration.

IP-agpec KommyTaTtopa JO/MKEH ObiTb HACTPOEH A0 TOro, Kak MM MOXHO OyaeT ynpaBnsTb C NOMOLLbIO
Web-nHTepdieiica. IP-agpec kommyTatopa MOXHO aBTOMAaTUYECKM HACTPOMTb C MOMOLLbIO MPOTOKOMOB
BOOTP unun DHCP, npu 3T0M JO/MKEH ObITb N3BECTEH HA3HAYEHHbIV agpec.

B komaHzHol cTpoke BBegute KomaHay config ipif System ipaddress XXX.XXX.XXX.XXX/YYY.yyY.yyy.yyy,
rae x — IP-agpec, HasHavaemsblii IP-HTepdpeiicy ¢ MMeHem System, a y — COOTBETCTBYHLLAsA Macka
noaceTw.

Tawke MoxHO BBecTV config ipif System ipaddress xxx.xxx.xxx.xxxl/z, rae x — |P-agpec, HasHa4yaeMmbli
IP-nHTEpdhelicy ¢ nmeHem System, a z — COOTBETCTBYIOLLEE KOMYECTBO nogceTen B Hotauun CIDR.

IP-uHTEpdhelicy ¢ nmeHeM System Ha KOMMyTaTope MOXET ObiTb HasHauyeH |P-agpec ¢ mackoli MoAceTw,
KOTOpas BMOC/eACTBMM MOXET WCMNOMb30BaTbCA A5 MOAK/OYEHUS CTaHuMu ynpaenieHust Kk Telnet wnu
Web-uHTepdeiicy.

DGS-3000-28XMP:admin# config ipif System ipaddress 10,24.22.100/255.0.0.0
Command: config ipif System ipaddress 10.24.22.100/8

Success.

DGS-3000-28XMP:admin#

B npvBegeHHOM Bbille NpuMMepe KoOMMyTatopy Obinl HasHauyeH IP-agpec 10.24.22.100 ¢ mackoli nogcetu
255.0.0.0. CuctemHoe coo6LUleHMEe Success O03HayaeT, 4YTO0 KOMaHga Oblna YCnewHo BbIMOMHEHA.
YnpaBneHne KOMMyTaTOpOM Tenepb MOXET OCYLLEeCTBMATLCS Yepe3 Telnet, SNMP MIB-6pay3ep, CLI unmn ¢
nomouyso Web-uHtepdpeica ¢ ncnonb3oBaHNeM ykasaHHOrO Boiwe IP-agpeca.

B CLI BK/OYEHO HECKOMLKO (PyHKLWMiIA, o6neryatolyx ynpasneHne koMmytatopoM. KomaHaa ? nossonsiet
0TO6Pa3NThb CMINCOK BCEX KOMAH/, BbICLLETO YPOBHSI.
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]
cabhle_diag ports

cd

cfm linktrace

cfm lock md

cfm loopback

clear

clear address_binding dhcp_snoop binding_entry ports
clear address_binding nd_snoop binding_entry ports
clear arptable

clear attack_log

clear cfm pkt_cnt

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group

clear igmp_snooping statistics counter

clear log

clear mac_based_access_control auth_state

Quit Next Page Next Entry B All

Mpu BBOAE KOMaHAbl 6e3 HeobxoauMMbix napameTpoB CLI otobpasut noackasky: Next possible

completions.

DGS-3000-28XMP:admin#config account
Command: config account

Next possible completions:
<username>

DGS-3000-28XMP: admin#

B paHHOM cniyvae komaHga config account Gbiia BBefeHa ¢ napameTpom <username>. CLI otobpasut
noAckasky g/ BBoga <username> c coobuieHveM, Next possible completions. Kaxgas komaHga 8 CLI

noganepXnBaet JaHHYHO beHKLI'I/IIO, Y C/ZTOXHbIX KOMaHA HECKOJ1bKO ypOBHEI7I noAcKasokK A/ napamMmeTpoB.

Takke nocne BBoAa no6oit AaHHOﬁ KomaHabl M npobena nonb3oBaTeslb MOXET MPOCMOTPETb Bce

cnefyrolime BO3MOXHbIE NMOAKOMaH/bl NocnefoBarTenbHo, Haxumas Tab.

[ns NoBTOpPHOrO BBOJA NpeAaplaylleil KomMaHAbl B KOMaHAHOW CTPOKE HaXMUTE K/aBULLY «BBEpPX».

MpeablayLas KoMaHaa NosiBUTCS B CTPOKE BBOAA.

DGS-3000-28XMP:admin#config account
Command: config account

Next possible completions:
<usernames=

DGS-3000-28XMP:admin#config account
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B npuBegeHHOM Bbille npumepe kKoMaHga config account 6bi1a BBefeHa 6e3 napameTrpa <username>. CLI
oTtobpasnt noacka3ky Next possible completions: <username>. s NoBTOpHOro BBOAA Npeablaylieit
KomaHzabl (config account) npy NosiBNEHWM MOACKA3KN HaXMUTE KaBuly «BBepX». [Mocsie 3T0ro Moxet
6bITb BBEAEHO Noaxoasilee ums nonb3osarens (username) v BbINosiHeHa komaHga config account.

Bce komaHAbl MHTepdelica kKomaHgHoW cTpoku (CLI) paboTtatoT gaHHbiM obpasom. CuHTakcmuc nons help
Takol e, Kak NpefcTaB/eH B PYyKOBOACTBE: YI/I0Bble CKOOKM < > 0603HA4aloT YMC/I0BOE 3HAYEHWe Wu
CTPOKY CMMBO/MIOB, (OUIypHble ckobku { } 0603HaYalOT AOMNOMHUTENLHOE 3HAYEHUE WAN apryMeHT, a
KBagpaTtHble CKOOKM [ ] 0603HaYar0T HEO6X04UMbIE NapamMeTpbl.

Ecnu BBegeHa koMaHfa, He pacno3HaBaemasi CLI, komaHbl BbICLLErO YPOBHS ByAyT O0TOGpaxaTbCs B nosne
Available commands.

DGS-3000-28XMP: admin#the
Available commands:

? cable_diag cd
cfm clear config copy
create debug del delete
dir disable download enable
erase erps login logout
md move no ping
ping6 rd reboot reconfig
rename reset save show
smtp telnet traceroute traceroute6
upload
DGS-3000-28XMP : admin#

KomaHab! BbICLLEro YpoBHSA, Hanpumep, show nnu config, TpebytoT oamH nnmn 6onee napameTpos.

Hanpumep, npv BBoge kKomaHabl show 6e3 gononHuTenbHbIX NapametpoB CLI 0To6pasuT BCe BO3MOXHbIE
BAPUAHThI.
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DGES-3000-28XMPadmningshow

arp_spoofing prevent
auth_client
auth_statisties

dhepve_local relay
dotlv_protocol group

igmp_snooping

Command : show

Next possible completions:
BBZ.1p BBZ. 1x
account accounting

ion
auth_diagnostics
authen

authen_policy authentication
autoconfig autoimage
bpdu_protection cfm

config cpu

ddm ddp
dhep_local relay dhep_relay

eee environment
ethernet_oam exec_banner
flex link flow_meter
gurp hol_prevention

aaa access_profile
acct_client address_binding
arpentry attack_log

auth_session_statistics

authen_enable
authorization
bandwidth_control
command
cpu_filter
device_status
dhep_server
dhepve_relay

ip_tcp_pmtu_discovery

authen_login
autobackup
boot_file
command_history
current_config
dhep

dos_prevention

ipif_ipw6_link local auto

ipveroute

led

1ldp
log_discriminator
log_software_module
mac_based_access_con
mac_based_wlan
mcast_filter profile
multicast

ntp
password_recovery
port_security

ports

pwid

rmon

scheduling

session

snmp
storage_media_info
syslog

tftp
traffic_segmentation
udp_helper
vlan_trunk

jumbo_frame

dsecp duld
erps error
fdb filter
gratuitous_arp greeting_message
host_name igmp

ipif
iproute ipve
1Zprotocol_tunnel  lacp_port

limited multicast_addr

11dp_med
log_monitor

trol
mac_notification

multicast_fdb

log
log_sawve_timing
loopdetect

link_aggregation
log conscole

mac_based access_control_local

max_mcast_group
mirror

outgoing_session_timeout

per_queue

port_security_entry

power_saving
ging
router_ports

scheduling_mechanism

sFlow
sntp

system_severity
time

utilization
volce wvlan

mld_snooping

name_server nlb
packet
poe port
port_wlan
pppoe private_wvlan
radius reset_button
rspan safeguard_engine
serial port
sim smtp
ssh ssl
stp switch
tech_support terminal
time_range traffic
trap trusted host
vlan vlan_translation
wac

DGS-3000-28XMP:admin#

B npuBefeHHOM Bbille MpuMepe OTOOGpaxeHbl BCE BO3MOXHble napameTpbl Ans komaHabl show. B
cnepytwouleli KomaHae cTpenka BBepX UCNoMb3yeTcs A1 NOBTOPHOrO BBOAA KOMaHbl, 3a KOTOpPbIM crefyet
napametp account. 3atem CLI oToGpaxaeT HaCTPOEHHblE Ha KOMMYTATOPE MOMb30BaTE/IbCKME YYETHbIE
3anvcu.
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1-3 CMMBO/bI CUHTAKCUCA KOMaHA,

Kaxgas komaHga CLI, goctynHas Ha gaHHOM KOMMYTaTope, COAEPXWUT CUMBOJIbI, KOTOpble MOryT ObiTb
HEeW3BeCTHbl HEOMbITHOMY MONb30BaTento. Kaxaplii CMMBO/T MMEET CBOE 3HauyeHve Mpu WMCNoJ/Ib30BaHUU B
KomaHze. Bce komaHabl 4yBCTBUTENbHbI K perncTpy. Mpu BBOAEe KOMaHapl ybegutecb, 4to Caps Lock
OTKJ/TIOYEH N HUKaKne Apyrve HexenaresibHble PyHKUUM HEe MEHAIOT PEerncTp TekcTa.

YcnoBHoe 0603HaYeHue OnucaHue

YrnoBbie CKOOKM < >

O603HaveHne NepeMeHHON BeNNUYNHbI MU 3HAYEHNs1, KOTOPoe HeobXxoaMMOo
ykasaTb. Hanpumep, B KomaHge config command_prompt [<string 16> |
username | default] nonb3oBarento He06XoAUMO BBECTU HEMOCPELACTBEHHO
3HauyeHue cTpoku, a HE napameTtp <string 16>.

KBagpatHble ckobkm [ ]

O603HaveHre HeO6GXOAMMOro 3HaueHus unmM Habopa aprymeHToB. [JO/mKHO
ObITb YKa3aHO TOMIbKO OAHO 3HaYeHWe UnmM aprymeHT. Hanpumep, B KoMaHae
config command_prompt [<string 16> | username | default]
nonb3oBarento HeobxoaMMo BBECTU MO0 3HAYEHUE CTPOKKU, 160 BbIGpaTb
MMs  nonb3oBatens, svMbo Bbi6paTb ONUMID MO YMOMYaHuw. BeoauTb
KBaZparHble CKOOKN He HYXHO.

BepTukasibHas nuHua

JononHnTenbHble 3HAYEHUS] WM apryMeHTbl 3ak/H4aloTcsl B KBagpaTHble
CKOOKV 1 pasfensioTcs BepTUKanbHol nMHnein. Hanpumep, B KomaHge reset
{[config | system]} {force_agree} nonb3osatenn Moryt BbibpaTb config
nnn system. BepTukasibHyH NIMHMIO BBOAWUTb HE HYXHO.

®urypHble ckobku { }

O603HaYeHne LONOHUTENBLHOIO 3HAYEHMS UK CNUCKa aprymeHToB. MoxeT
6bITb yKa3aHO OOHO unM 6onee 3HavyeHVe WnuM aprymeHTt. Hanpumep, B
komaHge reset {[config | system]} {force_agree} nonb3oBatesnb MOXeT
BblOpaTh config nnm system. Cko6K/ BBOOUTb HE HYXHO.

Kpyrnble ckobku ()

O603Ha4eHne Mno KpailHein mMepe OAHOTO WAN HECKOMbKUX 3HAYEeHWid unm
aprymMeHToB, KOTOpble [O/MKHbI ObITb YyKasaHbl AN paHee BBefEeHHbIX
3Ha4yeHun B ourypHbix ckobkax. Hanpumep, B komaHge config dhcp_relay
{hops <int 1-16> | time <sec 0-65535>}(1) nosb30BaTe/Ib MOXET yKa3aTb
3HayeHve hops, time nam n 10, N gpyroe. (1) o3HayaeT, YTO AO/DKHO ObITb
yKa3aHO Kak MUHWMYM OJHO 3HauyeHue WM apryMeHT U3 NpefcTaB/ieHHbIX B
dourypHbIx ckobkax. Kpyrnble CKOGkM BBOAUTL HE HYXHO.

ipif <ipif_name 12>

B gaHHOM npumMepe 3HadeHne 12 o3HavaeT, 4To ums IP-nHTepdeiica moxet
cOCTOATb He 6onee, yem 13 12 cMMBOSIOB.

metric <value 1-31>

B gaHHOM npumepe 3HavyeHme 1-31 o3HauyaeT, YTO 3HA4YeHWe metric MoXeT
COCTOSITb HE MeHee, YeM 13 1 1 He 6onee, yem 13 31 cumBona.

1-4 dyHKUUUN pepakTUpoBaHusa

KnaBuwa OnucaHue

Delete YaansieT CMMBOM NOf KypCOPOM M MNepeMeLlaeT OCTaBLIYCS 4YacTb CTPOKU
B/IEBO.

Backspace YaanseT cYMBON C/ieBa OT Kypcopa M NnepemMeLlaeT OCTaBLUIYHCS YacTb CTPOKM
B/IEBO.

CTRL+R 3aMeHsIeT TEKCTOBbIE CUMBO/IbI HOBLIMUW WU BCTABMSAET 3aHOBO BBEAEHHbIN TEKCT
B CYLLECTBYIOLLEE NpeaioxeHne. Micnonb3yetcs kak knasuiwa Insert.

10
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CTpenika BBepx MoBTOp BBEAEHHON paHee KoMaHAbl. Mpy Kak[OM HakaTun CTPEefiku BBepX
oToGpaxaeTcss npeablaylias KoMaHfa, TakuM 06pasoM, BO3MOXEH MPOCMOTP
NCTOPUK KOMaH[, B TeKylleli ceccun. Vicnonb3yitTe cTpenky BHIU3 A5 NpocMoTpa
CnefyoLmnx KOMaHa,

CTpeska BHU3 MoBTOp cregytoleil BBeAeHHOW KoMaHAbl. [pn KaXKAOM HaXaTun CTPesiku BHU3
oToGpaxaeTcsi cnegylolias KOMaHAa, TakM 06pa3oM, BO3MOXEH MPOCMOTP
MCTOPUM KOMaHZ, B TekyLLeli ceccuu. VIcnonbayiiTe CTpenky BBEPX AJ1s1 NpocMoTpa
npeablayLLIMX KOMaHa,

CTtpersnka BneBso NepemeLaeT Kypcop B/EBO.
Ctpenka Bnpaso MNepemellaeTt Kypcop Bnpaso.
Tab Mo3BonseT BbibpaTb COOTBETCTBYOLMIA CUMBO/I.

1-5 KnaBuLin ynpaBneHns HeCKOIbKUMU CTpaHULaMun

Ecnu pna CLI BknoveHo pa3bueHne Tekcta no ctpaHuuam (CLI paging enable), askpaH 6ygeT aenatb nayasy,
Korga pesynbTaTtbl BbIBOAA KOMaHAbl AOCTUTHYT KOHLA CTPAHWULbI, KakK NOKa3aHo HUXe.

DGS-3000-28XMP:admin#show stp ports
Command: show stp ports

MSTP Port Information

Port Index 1 , Hello Time: 2 /2 , Port STP : Enabled ,

External PathCost : Auto/200000 , Edge Port : True /No , P2P : Auto /Yes
Port RestrictedRole : False, Port RestrictedTCN : False

Port Forward BPDU : Disabled

MSTI Designated Bridge Internal PathCost Prio Status Role

] N/A 200000 128 Forwarding NonStp

CTRL+C Quit Next Page [§ Previous Page [ Refresh

[ OCTyNHbI creaytoLLme KNaBuLLK YNpPaBIeHNs:

KnaBuwa OnucaHue

CTRL+C OcTaHaBNMBaeT OTOGpaXeHWe OCTaBLUMXCA CTpaHuL, ec/nn oTobpaxarbCs [AO/HKHO
HECKO/IbKO CTpaHuL,.

ESC OcTaHaBNMBaeT OTOOPaKEHME OCTaBLUMXCH CTPaHWUL, ecnyn oTobpaxarbCsA AO/MKHO
HECKO/IbKO CTpaHuL,

q OcTaHaBNMBaeT 0TO6pPaXeHMEe OCTaBLUMXCHA CTPaHWuL, ecnn OTobpaxarbCs [AO0HKHO
HECKO/IbKO CTpaHuL,

Mpo6en OToGpaxeHne crieayoLwen CTpaHnLpbI.

n OT06paxeHne cneayroLlein CTpaHuLbl.

p OTo6paxeHVe npeabiayLueli CTpaHnLbl.

r Wcnonb3yeTcsa ana 06HOBAEHNS TekyLleid CTpaHuLbl.

11
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p OT0o6paxeHne npeabiayLieii CTpaHnLbl.
a OTOo6pakeHe OCTaBLUMXCA CTpaHuL, 6e3 nay3 Mexay cTpaHuuamm.
Enter OTobpaxeHne crneayloLeli CTPOKM nnv 3anvicu B Tabnuue.

BHumMaHue: nHdpopmaums B CKPUHLLIOTaX MOXET HECKO/IbKO OTINYATLCA OT TEKYLLEN.

12
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2. ba3soBble KOMaHAbl

show session

show serial_port

config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |
5 _minutes | 10_minutes | 15_minutes]}

enable clipaging

disable clipaging

login

logout

?

clear

show command_history

config command_history <value 1-40>

config greeting_message {default}

show greeting_message

config command_prompt [<string 16> | username | default]

config terminal width [default | <value 80-200>]

show terminal width

config ports [<portlist> | all] {medium_type [fiber | copper]} {speed [auto | 10 _half | 10 full | 100_half |
100_full | 1000_full {{master | slave]} | 10g_full] | flow_control [enable | disable] | learning [enable | disable ]
| state [enable | disable] | mdix [auto | normal | cross] | [description <desc 1-100> | clear_description]}(1)

show ports {<portlist>} {[description | err_disabled | details | media_type]}

config exec_banner {default}

show exec_banner

config outgoing_session_timeout <value 0-1439> [console | telnet | ssh]

show outgoing_session_timeout

enable monitor

disable monitor

2-1 show session

OonucaHue
[JaHHas KomaHga ucnosb3yeTcs A1s NpocmMoTpa MHGopMaLUmn 0 BCeX TEKYLLUX NOb30BaTensix.

CuHTakcuc
show session

13
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/THATb AAHHYK0 KOMaHAY.

Mpumep
MpocMOTp cnucka aBTOPU30BaHHbIX Mob3oBaTeNnei:

DGS-3000-28XMP:admin#show session
Command: show session

ID Live Time From Level Name
8 00:03:29.400 Serial Port admin Anonymous

Total Entries: 1

SRR M f Quit FFX¥S [ Next Page [§ Previous Page [ Refresh

2-2 show serial_port

OonucaHue
[JaHHasi KomaHga Ucnosb3yeTcs N8 0ToGpaKeHNsA HaCTpoekK NocneaoBaTe/lbHOro nopTa.

CunHTtakcuc
show serial_port

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpuwmep
OT06paxeHVe HaCTPOeK Noc/ief0BaTeIbHOMo nopTa:

DGS-3000-28XMP:admin#show serial_port
Command: show serial_port

Baud Rate 1 115200
Data Bits : 8
Parity Bits : None
Stop Bits i B
Auto-Logout : 10 mins

DGS-3000-28XMP: admin#

14
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2-3 config serial_port

OnucaHue
[aHHasi KomaH4a Ucnosb3yeTcs A1s HaCTPOVKK NocniefoBaTeslbHOro nopTa.

CuHTakcuc
config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |

5_minutes | 10_minutes | 15_minutes]}

MapameTpbl

baud_rate — (onuuoHasIbHO) CKOPOCTbL Mepefayn faHHbIX, UCMoNb3yemMas /19 COOOLWEHNsA C y3/10M
ynpasneHus. No ymonyaHuio ncnonssyetca 115200. focTynHo 4 onumu: 9600, 19200, 38400, 115200.

auto_logout — (onymoHasibHO) yKa3biBaeT BpEMS aBTOMATUUYECKOIO BbIXO4a U3 YYETHOW 3amnncu.

never — HET OrpaHNYeHns BPEMEHMN.

2_minutes — ceaHC TeKyLLEro nosib3oBaTesis Ha KOHCOoNN OyaeT 3aBepLUeH, eC/iM OH He COBEPLUMT BBOJ B
TeYeHne 2 MUHYT.

5_minutes — ceaHC TeKyLLero nosib3oBaTesis Ha KOHCoNn ByaeT 3aBepLueH, eC/im OH He COBEPLUMT BBOJ B
TeyeHne 5 MUHYT.

10_minutes — ceaHC TekyLLero nosb30BaTesnis Ha KOHCOMN ByAeT 3aBepLUEH, eC/IM OH HE COBEPLUUT BBOJ, B
TeyeHne 10 MUHYT.

15_minutes — ceaHC TekyLLEero nosb3oBaresis Ha KOHCOMN ByAeT 3aBepLUeH, eC/I OH He COBEPLUMT BBOJ, B
TeyeHne 15 MUHYT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator niv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
HacTpoiika ckopocTn nepegayn faHHbIX:

DGS-3000-28XMP:admin# config serial_port baud_rate 9600
Command: config serial_port baud_rate 9600

sSuccess.

DGS-3000-28XMP : admin#

2-4 enable clipaging
OnucaHune
JaHHaa komaHga ncnonb3yerca 14 naysbl NpY NPOKPYTKE 3KpaHa KOHCO/N, ec/iv KoMmaHga 0T06pa)KaETCFI

60/iee yem Ha ofHoli cTpaHuue. Mo ymonyaHuio dyHKUMS BKIHOUEHa.

CuHTaKcuc
enable clipaging

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarteny yposHa Administrator nav Operator MOryT BbINO/HATL AaHHYO KOMaHAy.
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Mpumep
BkntoueHne naysbl Npu NPOKPYTKE 3KpaHa KOHCO/M, eCNU KOMaHAa oTobpaxaercsa 6osiee 4emM Ha OfHOiA
CcTpaHuLe:

DGS-3000-28XMP:admin# enable clipaging
Command: enable clipaging

Success.

DGS-3000-28XMP: admin#

2-5 disable clipaging

OonucaHue
[aHHas KomaHga ucnonb3yetca AN8 OTKAYEHUSA naysbl NPy MPOKPYTKE 3KpaHa KOHCOMWU, ecnu KomaHaa
oTobpaxaeTcs 6onee Yem Ha ogHON cTpaHuue. Mo ymonyaHuio yHKUNS BKIOYEHA.

CuHTakcuc
disable clipaging

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator uiv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTmMeHa naysbl MpW NPOKPYTKe 3KpaHa KOHCOMW, ecnu KoMaHfa oTobpaxaetcs 6onee YeM Ha OAHOW
CcTpaHuue:

DGS-3000-28XMP:admin# disable clipaging
Command: disable clipaging

Success.

DGS-3000-28XMP: admin#

2-6 login

OonucaHue
[JaHHas KomaHOa ucnonb3yeTcs A8 BXoAa B YYETHYIO 3anNncCb Ha KOMMyTaTope.

CuHTakcuc
login

MapameTtpbl
Her.

16
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OrpaHuyeHus
Her.

Mpumep
Bxopg, B y4eTHyI0 3anmcb ¢ MMeHeM nonb3oBartesns dlink:

DGS-3000-28XMP:admin# login
Command: login

UserName:dlink
PassWord:****

DGS-3000-28XMP: admin#

2-7 logout

OonucaHue
[aHHas komaHZa Ucnosb3yeTcs A5 BbixoAa U3 YYETHON 3anmMcy Ha KoMMyTaTope.

CuHTakcuc
logout

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
Bbixog 13 TekylLLei ceccuu:

DGS-3000-28XMP:admin# logout
Command: logout

LR

* Logout *
kkAdkkkxhkkk

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010

Copyright(C) 2018 D-Link Corporation. All rights reserved.
UserName:

2-8 ?

OonucaHue
[JaHHasi KomaHga Ucnosb3yeTcs a8 NPocMoTpa OnucaHus Ans BCex KOMaH/ Uan yKazaHHOW KoMaHapbl.
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CuHTakcuc
d

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp onucaHus KoMaHabl «ping»:

DGS-3000-28XMP:admin#? ping
Command: ? ping

Command: ping
Usage: [<ipaddr> | <domain_name 255>] { times <value 1-255> | timeout <sec 1-99>}

Description: Used to test the connectivity between network devices.

DGS-3000-28XMP : admin#

2-9 clear

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ans yaaneHnsa nHgopmaimm ¢ sKkpaHa.

CuHTakcuc
clear

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
YpaneHve nHpopmaunu:

DGS-3000-28XMP:admin# clear
Command: clear

DGS-3000-28XMP: admin#

2-10 show command_history

OonucaHue
[JaHHas kKomaHOa ucnosb3yeTcs Ans NpocMoTpa UCTOPUKN BBEAEHHbLIX KOMaH/.

18
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CuHTtakcuc
show command_history

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp UCTOPUKN BBEAEHHbLIX KOMaHA:

DGS-3000-28XMP:admin# show command_history
Command: show command_history

? ping

login

show serial_port
show session

? config bpdu_protection ports
? reset

? create account
? create ipif
show

the

?

DGS-3000-28XMP : admin#

2-11 config command_history
OnucaHue
ﬂ,aHHaFI KOMaHga MCNnosb3yeTca O HaCTDOVIKM Ko/mm4yecTtBa KOMaH[4, KOTOopble 6y,c|,yT XPaHUTbCA B NaMATU

KOMMYyTaTtopa. B namsatu KOMMYyTaropa MOXET XPaHNTbCA A0 40 KoMaHpf, BBeAEHHbIX paHee.

CuHTakcuc
config command_history <value 1-40>

MapameTpbl

<value 1-40> — KO/IMYECTBO KOMaHf, KOTOpble OyAyT XpaHWTbCA B NamsATM KomMmyTatopa. [OocTyneH
AmanasoH 3HadeHuii ot 1 go 40.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator niv Operator MOryT BbINO/THATL AaHHYI0 KOMaHAy.

Mpumep
HacTpoiika konnyecTsa KOMaHf, XpaHsALMXCs B MamMsATU KOMMYyTaTopa:
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DGS-3000-28XMP:admin# config command_history 25
Command: config command_history 25

Success.

DGS-3000-28XMP: admin#

2-12 config greeting_message

OonucaHue
[JaHHas komaHga ucnosb3yeTcs A/ HACTPOlikn 6aHHepa NPUBETCTBUS.

CuHTtakcuc
config greeting_message {default}

MapameTpbl

default — (onymoHanbHO) BEpHYTb GaHHEP NPMBETCTBUS K HACTPOMKaM No yMOMYaHuio.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator nnm Operator MOryT BbINO/HATb AAHHYI0 KOMaHAY.

Mpumep
HacTtpolika 6aHHepa:

DGS-3000-28XMP:admin#config greeting_message
Command: config greeting_message

Greeting Messages Editor

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.

<Function Key> <Control Key>

Ctrl+C Quit without save left/right/

Ctrl+w Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+x Erase all setting
Ctrl+L Reload original setting

2-13 show greeting_message

OonucaHue
[JaHHasi KomaHga UCnosib3yeTcs, YTOObl BK/IUNTb OTOGpaXKeHne 6aHHepa NpUBETCTBUS.
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CuHTakcuc
show greeting_message

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nunmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
BkntoveHne otobpaxeHns baHHepa:

DGS-3000-28XMP:admin#show greeting_message
Command: show greeting_message

DGS-3000-28XMP Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 4.00.010
Copyright(C) 2018 D-Link Corporation. All rights reserved.

DGS-3000-28XMP : admin#

2-14 config command_prompt

OonucaHue
[JaHHas komaHga Ucnosb3yeTcs A5 HACTPOKM NpUrnaleHnst KOMaH4HOW CTPOKU.

TekyLuee npurialeHme CoCTOUT U3 YeTbIpEX YacTeil: «product name» + «:» + «user level» + «#» (Hanpumep,
«DGS-3000-28XMP:admin#»). KomaHza ncnonb3yeTcsa 415 U3MeHeHus nepsoii yactu («product name») Ha

apyroe HassaHune ,EI,I'II/IHOI\/‘I He 601ee 16 CMMBOOB UMK 014 3aMeHbl npurnaweHna Ha nMma nosib3oBartersis.

|_|pl/l BbIMONIHEHUM KOMaHAbl reset Tekyllee npurialleHue KOMaH,EI,HOIz CTPOKMN OCTaHETCA TEM Xe. Ho npum

BbINONIHEHNM KOMaH bl reset system, KOMaHAHas CTPOKa BEPHETCSA K 3HAUEHWNIO MO YMOJTYaHUIO.

CuHTakcuc
config command_prompt [<string 16> | username | default]

MapameTpbl

<string 16> — BBO/, HOBOrO MPUINaLLEHNst KOMaHHOV CTPOKW A/INHOI He 60/1ee 16 CUMBO/IOB.

username — ncnosib3oBaHmne MMeHn Nnosib3oBaTtesia B Ka4yecTBe npurnalleHns KOMaH,D,HOVI CTPOKN.

default — Bo3BpaleHne npurnaweHms KOMaHgHOW CTPOKM K 3HAYEHMIO N0 YMO/TUYaHMI.
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OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
HacTtpoliika npurnaweHns KoMaHaHOM CTPOKN:

DGS-3000-28XMP:admin# config command_prompt Prompt#
Command: config command_prompt Prompt#

sSuccess.

Prompt#:admin#

2-15 config terminal width

OonucaHue
[JaHHas komaHza Ucnosb3yeTcs A/1s1 HACTPOKM LUMPUHBI TEPMUHaNa s TeKyLLEn ceccum.

MCHOﬂb3OBaHMEKOMaHAbH

1. Ecnm nonb3oBateflb 3ajaeT 3HauyeHue LWMPWHbI TepMuHana Ao 120, HacTpoikm 6yayT
[OelcTBUTENbHbI TOMbKO AN Tekyllel ceccun. Mpu BBOAE KOMaHAbl save, HACTPOKN COXPaHSITCA 1
OyayT NpUMEHEHbl AN Moc/egyrlwmx ceccuit. Mocne BbiIxoAa MOMb3oBaTeNs K3 Ceccum U
NMOBTOPHOrO BXoJa LnMpunHa TepMuHania 6yaet pasHa 120.

2. Ecnu nonb3oBatenb He CoxpaHuN HaACTPOWKW, MpPU BXOAE APYroro nosib3oBaTesnis Ansa TepMuHania
OyaeT NPMMEHEHO 3Ha4YeHne No yMosT4aHuio.

3. Ecnn ogHOBpeMEeHHO WCMOMb3YeTCA ABE CecCun, NMpu COXPaHeHWN N3MEHEHWUS HAaCTPOeK OJIUHbI
TEPMUHaa B OQHOW U3 HWUX, K APYroii CECCUN OHW ByAyT NMPMMEHEHbI TO/IbKO MOC/Ee CrieAyrLero
BX0[A B YYETHYIO 3amuchb.

CuHTakcuc

config terminal width [default | <value 80-200>]

MapameTtpbl

default — ykasbiBaeT UCNoOMb30BaHNE 3HAYEHUS MO YMONYaHWIO 018 HACTPOEK TepMuHana. 3HadeHue no
ymonyaHuto — 80.

<value 80-200> — BBeAnNTe 3HAYEHME LWMPUHBI TepMUHana. [lonyctumel 3HaveHus ot 80 go 200.

OrpaHuyeHus

Her.

Mpumep
HacTpoiika WnpWHbl TepMrHana anas Tekyleii ceccuu:

DGS-3000-28XMP:admin# config terminal width 120
Command: config terminal width 120

Success.

DGS-3000-28XMP: admin#
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2-16 show terminal width

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs Ans NPoCMoTpa HacTPOoeK LUMPUHBLI TEPMUHaNa A/1s TeKyLel ceccumn.

CuHTaKkcuc
show terminal width

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTOob6paxeHve LWMPUHbI TepMUHANA 15 TEKYLLER ceccum:

DGS-3000-28XMP:admin# show terminal width
Command: show terminal width

Global terminal width : 80
Current terminal width : 80

DGS-3000 -28XMP: admin#

2-17 config ports

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs A HaCTPOWKM NOPTOB KOMMYyTaTopa.

A BHUMAHMWE: cornacHo ctaHgapTHoii MIB gnvHa onmcanus nopta (port description) He
“\1 [O/mKHa npesbiwarb 64 cumeona.
CuHTakcuc

config ports [<portlist> | all]] {medium_type [fiber | copper]} {speed [auto | 10_half | 10_full | 100_half |
100_full | 1000_full {{master | slave]} | 10g_full] | flow_control [enable | disable] | learning [enable |
disable ] | state [enable | disable] | mdix [auto | normal | cross] | [description <desc 1-100> |
clear_description]}(1)

MapameTtpbl

<portlist> — cnMCcoK Ncnonb3yembIX NOPTOB.

all — ncnonb3oBaHVe faHHON KOHMrypauun ansi Bcex nopToB..

medium_type — (onumMoHasibHO) YKa3blBaeT TUM Cpefbl, UCNOb3yeMbI 47151 KOMOO-MopTa.
fiber — ykasbiBaeT ontuyeckuii Tun cpeapi.
copper — ykasblBaeT MefHblli TUN cpegpl.

speed — (ONuMOHasIbHO) YKa3blBaeT CKOPOCTb Nepefayun AaHHbIX 471 YKa3aHHbIX NOpPTOB.
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auto — ykasblBaeT aBTOCor/1acoBaHne CKOpoCTH.
10_half — yka3biBaeT ckopocTb 10_half.
10_full — yka3biBaeT ckopocTb 10_full.
100_half — yka3biBaeT ckopocTb 100_half.
100_full — ykasbiBaeT ckopocTb 100_full.
1000_full — yka3biBaeT ckopoctb 1000_full. Mpu HacTpoiike nopta Ha ckopocTb 1000_full, pexumbl
Master nnm Slave gomkHbl 6bITb YkazaHbl 415 noptoB 1000Base-T, n octasneHbl npocto 1000_full 6e3
HacTpoek Master nnn Slave gnsa gpyrux nopros.
master — HacTpoiika pexuma Master 4719 0fHOro NN HECKOMBbKMX NOPTOB.
slave — HacTpolika pexuma Slave ans ogHoro nnm HeCKobKNX NOPTOB.
10g_full — ykasbiBaeT ckopocTb 10g_full.

flow_control — (onuuoHasibHO) BKNOYEHME UK OTK/IIOYEHME PYHKUMW YIIPaB/IEHNS NOTOKOM Ha O4HOM WJ/n
HECKONbKNX NnopTax.

enable — BKNtoYeHVe PYHKUUN YIPaB/IEHNSA NOTOKOM.

disable — oTkntoUeHne yHKUMK ynipaBneHUss NOTOKOM.

learning — (0NuUMOHas/IbHO) BK/IIOYEHWE WU OTKNOYEHME (DYHKUMK n3ydeHns MAC-agpecoB Ha OLHOM Wx
HECKONbKNX nopTax.

enable — BkntoyeHve yHKunn n3yyeHnss MAC-agpecos.

disable — oTkntoueHue yHkuMn n3yyeHns MAC-aapecos.

state — (ONUMOHa/ILHO) BK/IOUEHWE W/ OTK/IHOUYEHUE YKa3aHHOro nopra. Ec/iv ykasaHHbIA NOpPT HaxoauTces
B cocTtosHum error-disabled (oTkntoyeH wm3-3a ownbku), NOC/E€ BKAYEHUA OH CHOBa Oyger
OyHKLMOHNPOBATb.

enable — BK1HOUNTb yKa3aHHbIN NOPT.

disable — oTKNIOUMTbL yKa3aHHbIN NOPT.

mdix — (onuuoHansHo) pexum MDIX.
auto — HacTpolika pexuma MDIX gns nopTta B COCTOsiHME auto.
normal — HacTpolika pexuma MDIX gna nopta B cOCTOsiHME normal. B gaHHOM pexume nopT MOXET
ObITb NOAKNIOYEH K ceTeBOMY agantepy MK ¢ nomoLLbo NpsMoro kaéens unu nopty (B pexume MDIX)
Opyroro KommyTaropa ¢ NOMOLLbI0 NepekPecTHOro Kabens.
cross — HacTpoiika pexuma MDIX ana nopta B coctosiHMe cross. [opT Haxogutcs B pexume MDI u
MOXeT ObITb MOAKMOYEeH K NopTy (B pexume MDIX) gpyroro kommyTtaTopa C MOMOLLbI MPsiMOro
Kabens.

description — (onuuoHanbHO) onmcaHve nHTepdeiica nopra.
<desc 1-100> — BBeguTe onucaHve uHTepdgeiica nopta. OnucaHue MOXET cogepxarb go 100
CVMBOJIOB.

clear_description — (onuuoHansHO) yaaneHne nHpopmauuy B nose description (onucaxue).

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYI0 KOMaHAY.

Mpumep
HacTtpolika nopToB:

DGS-3000-28XMP:admin# config ports all medium_type copper speed auto
Command: config ports all medium_type copper speed auto

Success.

DGS-3000-28XMP: admin#
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2-18 show ports
OnucaHue
[aHHasi KomaHAa MCnonb3yeTcs A1 NpocMoTpa WHopMaumy O TeKylwMX HacTpoikax Ans Bcex unu

YKa3aHHbIX NOPTOB.

CuHTakcuc
show ports {<portlist>} {[description | err_disabled | details | media_type]}

MapameTpbl

ports — AnanasoH NopPTOB, A/151 KOTOPbIX HEOBX0ANMO 0TO6pa3nTb MH)OPMaLNIO O HACTPOIKaXx.
<portlist> — (onymMoHasbHO) AnanasoH NOPTOB, AN KOTOPbIX HEOBXOAMMO 0TO6Pa3nTbL MHGIOPMAaLIO
0 HacTpoWiKax.

description — (onunoHasbHO) 0To6paXeHue nHdpopmauumn 06 onvcaHum nopra.

err_disabled — (onuuoHanbHO) oTobpaxeHue nHopMaLmM 06 OTKMHUYEHHbIX MopTax C ykaszaHuem Tuna
OLLMBKN.

details — (onunoHanbHO) 0TOGPaKeHMe NOAPO6HON NHAOPMaL MK O HAcTpolikax nopra.

media_type — (onumoHaibHO) 0TObpaXxeHne MHopmaLun 0 Tune cpedpl nepegayn gaHHbIx n SFP/SFP+.

OrpaHuyeHus
Her.
Mpumep
OTob6paxeHne nHpopmaumm o getansax nopra:
DGS-3000-28XMP:admin#show ports details
Command: show ports details
Port 1
Port Status ! Link uUp
Description
Hardware Type . Gigabits Ethernet
MAC Address . FO-YD-68-15-10-01
Bandwidth : 100000Kbit
Auto-Negotiation . Enabled
Duplex Mode ! Full Duplex
Flow Control : Disabled
MDI . Cross
Address Learning . Enabled
Last Clear of Counter : 2 hours 34 mins ago
BPDU Hardware Filtering Mode: Disabled
Queuing Strategy ¢ FIFO
TX Load : 0/100, 0 bits/sec, 0 packets/sec
RX Load : 0/100, 0 bhits/sec, 0 packets/sec
Quit Next Page [§ Previous Page [§ Refresh

OTob6paxeHne nHcopmaLmm o Trne cpeabl nepegadun aavHbix 1 SFP/SFP+ ansa noptos 24-28:
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DGS-3000-28XMP:admin#show ports 24-28 media_type
Command: show ports 24-28 media_type

Compatibility: Single Mode (SM), 10300Mbd,
27 10GBase-R -

28 10GBase-R -

DGS-3000-28XMP: admin#

Port Type Vendor name/ PN/
ouIl Rev

24 1000Base-T - -

25 SFP LC FINISAR CORP./ FTLF8519P2BCL-EX/
0 :90:65 A

Compatibility: Multi-Mode,1300Mbd, 850nm

26 SFP LC FINISAR CORP./ FTLX8571D3BCL/

0 :90:65 A

850nm

SN/
Date Code

PGK3CVJ/
091106

ARK1CCO/
140507

2-19 config exec_banner

OonucaHue

[aHHasi koMaHga MCNonb3yeTcsl AN HacTpoiku 6aHHepa EXEC. Co3gaHHbIi 6aHHEP MOXHO COXpaHWUTb B
DRAM c¢ nomoubto KombuHaumm CTRL+W. BbINoAHWTE KOMaHAy Save, 4Tobbl COXpaHUTb GaHHep B

NV-RAM.

CuHTtakcuc
config exec_banner {default}

MapameTpbl

default — (onuMoHaNbHO) BEPHYTLCS K 3HAYEHUIO MO YMONYAHUIO.
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OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
HacTpolika 6aHHepa EXEC:

DGS-3000-28XMP:admin#config exec_banner
Command: config exec_banner

Exec Banner Editor

This is D-Link switch.

<Function Key> <Control Key>
Ctrl+C Quit without save left/right/
Ctrl+w Save and quit up/down Move cursor
Ctrl+D Delete line
Ctrl+Xx Erase all setting
Ctrl+L Reload original setting
Success.

DGS-3000-28XMP:admin#

2-20 show exec_banner

OnucaHue
[JaHHas komaHga ncnonb3yeTcs Ans npocmortpa 6aHHepa EXEC.

CuHTakcuc
show exec_banner

MapameTpsbl
Her.

OrpaHuyeHus
Tosnbko nosb3oBareny yposHa Administrator nny Operator MOTyT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
OTobpaxeHne 6aHHepa EXEC:
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DGS-3000-28XMP: admin#show exec_banner
Command: show exec_banner

This is D-Link switch.

DGS-3000-28XMP: admin#

2-21 config outgoing_session_timeout
OnucaHue
[aHHasi KomaHga 1cnosb3yeTcsa A1 HAaCTPOIKM 3HaYeHMs TaliM-ayTa A/1s 3aBepLUEeHMs yKa3aHHbIX CECCUiA,

YCTaHOB/IEHHbIX AJ1s1 BXOJa Ha [pyroe yCTpoiACTBO.

CuHTakcuc
config outgoing_session_timeout <value 0-1439> [console | telnet | ssh]

MapameTpbl

<value 0-1439> — 3HaueHue Talm-ayTa UcxogsLlein ceccum. JocTynHbl 3HavyeHnst ot 0 go 1439. 0 o3HauaeT,
yTO TaliM-ayTa He BygerT.

console — YKa3blBaeT Ha Tal7|M-ayT ceccun, yCTaHOBl'IEHHOVI yepes KOHCOJ/1b KoMmmyTartopa.

telnet — ykasbiBaeT Ha TalimM-ayT ceccuu, yCTaHOB/IEHHOI yepe3 Telnet.

ssh — ykasbiBaeT Ha Talim-ayT ceccuu, yCTaHOBNEHHO yepe3 SSH.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnm Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
HacTpoiika 3HauyeHus Taim-ayTa SSH nexogsueii ceccum:

DGS-3000-28XMP:admin#config outgoing_session_timeout 200 ssh
Command: config outgoing_session_timeout 200 ssh

Success.

DGS-3000-28XMP:admin#

2-22 show outgoing_session_timeout

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs AN NPoCMoTpa 3HAYEeHWUI TaliM-ayTa UCXOASLLMX CECCUA.

CuHTakcuc
show outgoing_session_timeout

MapameTpbl
Her.
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OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nnmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
OTobGpaxeHne 3HadyeHul TailiM-ayTa UCXoasaLmMX CECCUIA:

DGS-3000-28XMP:admin#show outgoing_session_timeout
Command: show outgoing_session_timeout

Outgoing session timeout:

From Timeout
Console O(Never)
Telnet O(Never)
SSH 200 minutes

DGS-3000-28XMP: admin#

2-23 enable monitor

OonucaHue

[aHHasi KomaH4a 1cnosb3yeTca Ansa BKAKYEHUS COO6LLEHWI OT1adKM U CMCTEMHOTO XypHana (system log)

Ans Tekyuwmx ceccuii Telnet/SSH.

CuHTakcuc
enable monitor

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nnmn Operator MOryT BbINO/HATL AAHHYK0 KOMaHAY.

Mpumep
BkntoueHue pexnma Monitor:

DGS-3000-28XMP: admin#enable monitor
Command: enable monitor

Success.

DGS-3000-28XMP : admin#

2-24 disable monitor

OonucaHue

[laHHas KomaHAa UCMOoNb3yeTcsl AN1A OTK/IHUEHNS COOBLLEHWIA OTNAMKM U CUCTEMHOTO XypHana (system log)

Ans Tekywmx ceccuii Telnet/SSH.
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CuHTakcuc
disable monitor

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator nunmn Operator MOryT BbINO/HATb AAHHYK0 KOMaHAY.

Mpumep
BblkoueHne pexmma Monitor:

DGS-3000-28XMP: admin#disable monitor
Command: disable monitor

sSuccess.

DGS-3000-28XMP : admin#
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3. KomaHabl 802.1Q VLAN

create vlan <vlan_name 32> tag <vlanid 2-4094> {type [1g_vlan | private_vlan]} {advertisement}

create vlan vlanid <vidlist> {type [1g_vlan | private_vlan]} {advertisement}

delete vlan <vlan_name 32>

delete vian vlanid <vidlist>

config vlan <vlan_name 32> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable]}(1)

config vlan vlanid <vidlist> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable] | name <vlan_name 32>}(1)

config port_vlan [<portlist> | all] {gvrp_state [enable | disable] | ingress_checking [enable | disable] |
acceptable_frame [tagged_only | admit_all] | pvid <vlanid 1-4094>}(1)

show vlan {<vlan_name 32>}

show vlan ports {<portlist>}

show vlan vlanid <vidlist>

show port_vlan {<portlist>}

enable pvid auto_assign

disable pvid auto_assign

show pvid auto_assign

config gvrp [timer {join < value 100-100000> | leave < value 100-100000> | leaveall <value 100-100000>} |
nni_bpdu_addr [dotld | dotlad]]

show gvrp

enable gvrp

disable gvrp

config private_vlan [<vlan_name 32> | vid <vlanid 2-4094>] [add [isolated | community] | remove]
[<vlan_name 32> | vlanid <vidlist>]

show private_vlan {[<vlan_name 32> | vlanid<vidlist>]}

3-1 create vlan
OnucaHue
JaHHaa komaHga ucnonb3yetca ana co3gaHua VLAN Ha kommytartope. lMpu co3pgaHum VLAN Bcerga

Heobxoammo ykasbieaTb VLAN ID.

CuHTakcuc
create vlan <vlan_name 32> tag <vlanid 2-4094> {type [1q_vlan | private_vlan]} {advertisement}

MapameTpbl

<vlan_name 32> — nms cosgaBaemoit VLAN. MakcumanbHOe 4MC/10 [OMYCTMMbIX CUMBOJSIOB B VIMEHMU
VLAN — 32.
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tag — VLAN ID co3gaBaemoii VLAN.
<vlanid 2-4094> — VLAN ID co3gaBaemoii VLAN. [locTyneH gnanasoH 3Ha4YeHuin ot 2 o 4094.

type — (onuymoHanbHo) TN co3gasaemoli VLAN.
1g_vlan — yka3biBaeT Ha ucnosnb3oBaHune Tuna VLAN Ha ocHoBe cTaHgapTa 802.1Q.
private_vlan — yka3biBaeT Ha ncnosb3oBaHue Tuna Private VLAN.

OrpaHunyeHus
TonbKo nonb3oBatenu ypoBHA Administrator, Operator nam Power-User MOryT BbIMO/THATL AaHHY0 KOMaHzay.

Mpumep
CosgaHue VLAN c umeHem «v2» 1 VLAN ID 2:

DGS-3000-28XMP:admin# create vlan v2 tag 2 type 1q_vlan advertisement
Command: create wvlan v2 tag 2 type 1q_vlan advertisement

Success.

DGS-3000-28XMP:admin#

3-2 create vlan vianid

OnucaHue

JaHHaa komaHAa ncnosb3yetca Ana cosgaHna Heckosnbkux VLAN ogHoBpemeHHO. YHukasibHoe nvsa VLAN
(Hanpumep, VLAN10) 6ygeT HasHa4deHO aBTOMarumyecku. ABTOMAaTMYecKoe HasHadeHne umeHm VLAN
noguuHsaeTca cnegyrowemy npasuny: «VLAN»+ID. Hanpumep, ans VLAN ID 100 mmsa VLAN 6yaet
VLAN100. Ecnn gaHHoe nms VLAN KOHIMKTYEeT C MMEeHeM yxe cyulectsytowein VLAN, To oHO 6yaer
n3meHeHo no cneaywouiemy npasuny: «VLAN»+ID+«ALT»+3HaueHne cyetumka Konnmsuii. Hanpumep, ecnm
[OaHHbI KOHMIMKT ABMSIETCS BTOPOi Konnunsnei, nms yaet VLAN10OALT2.

CuHTakcuc
create vlan vlanid <vidlist> {type [1q_vlan | private_vlan]} {advertisement}

MapameTpbl

<vidlist> — cnucok VLAN ID, koTopbIii ByA€eT co3gaH.

type — (onumoHanbHO) TN co3gaBaemoii VLAN.
1q_vlan — yka3biBaeT Ha ucnosnb3oBaHune Tuna VLAN Ha ocHoBe cTaHgapTta 802.1Q.
private_vlan — yka3blBaeT Ha ncnosb3oBaHue Tuna Private VLAN.

advertisement — (onuMoHasIbLHO) BK/ItOYAET aHOHcMpoBaHue A/ VLAN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpuwmep
CospgaHue Heckonbknx VLAN ¢ ucnono3sosaHnem VLAN ID:
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DGS-3000-28XMP:admin# create vlan wvlanid 10-30
Command: create vlan vlanid 10-30

Success.

DGS-3000-28XMP : admin#

3-3 delete vian

OonucaHue
[aHHas komaHga ucnosb3yeTcs Ans yaaneHus paHee HactpoeHHo VLAN Mo ee MMeHn Ha KOMMyTaTope.

CuHTakcuc
delete vlan <vlan_name 32>

MapameTtpbl

<vlan_name 32> — BBeaute ums VLAN, KOTOpyH Heo6xoAumo yaanntb. MakcMMasibHO A0onycTuMoe
KO/INYeCcTBO CMMBO/10B B UMeHn VLAN — 32.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpuwmep
YpaneHve VLAN Cc UMeHeM «v1x»:

DGS-3000-28XMP:admin# delete vlan vi1
Command: delete vlan vi1

Success.

DGS-3000-28XMP : admin#

3-4 delete vian vianid
OonucaHue
[aHHas KkomaHga ucnosb3yeTcs AN yaasieHWss OAHOM WM HEeCKOSIbKMX paHee HacTpoeHHbix VLAN no

cnucky VID.

CuHTakcuc
delete vlan vilanid <vidlist>

MapameTpsbl

<vidlist> — BBegute cnucok VLAN ID, KoTopble HEO6X0AMMO YAANNTb.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYHO KOMaH4y.
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Mpumep
YpaneHve VLAN 10-30:

DGS-3000-28XMP:admin# delete vlan vlanid 10-30
Command: delete vlan vlanid 10-30

Success.

DGS-3000-28XMP: admin#

3-5 config vian

OnucaHue
[aHHasi komaHga ucnonb3yetcs s HacTpoikm VLAN Ha OCHOBE UMEHM.

CuHTakcuc
config vlan <vlan_name 32> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement
[enable | disable]}(1)

MapameTpbl

<vlan_name 32> — nums VLAN. MakcnmasnbHO A0onyCcTUMOE KOMIMYecTBO CMMBOMOB B MMeHn VLAN — 32,

add — ykasbiBaeT Ha AobaBneHne TerMpoBaHHbIX, HETErMpoBaHHbIX U forbidden nopToB B paHee co3faHHyHo
VLAN.

tagged — ykasbiBaeT AOMNOMHUTE/bHbIE NOPTbI B KAYECTBE TErMPOBaHHbIX.

untagged — ykasbiBaeT AONOMHUTE/bHbIE MOPTbl B KAYECTBE HETErMPOBAHHbIX.

forbidden — yka3biBaeT gonosHUTENBHbIE NOPTLI B kadecTse forbidden.

delete — yka3bIBaeT, YTO NOPTLI HEO6XOAMMO YaanuTb 13 VLAN.

<portlist> — cnucok nopToB, KOTOPble HEOOBXOAMMO A06aBUTbL UK yaanuTb n3 VLAN.

advertisement — yka3biBaet ctatyc GVRP ansa gaHHoli VLAN.
enable — BkNtoUeHNE aHOHCUPOBaHWA Ana AaHHol VLAN.
disable — oTknt04eHne aHOHCUpOBaHNA ons gaHHol VLAN.

OrpaHuyeHus
TonbKo nonb3oBatenu ypoBHA Administrator, Operator nam Power-User MOryT BbIMO/HATL AaHHY0 KOMaHzay.

Mpumep
[Job6aBneHne nopToB 4-8 Kak TermpoBaHHbIX B VLAN v2:

DGS-3000-28XMP:admin# config vlan v2 add tagged 4-8
Command: config vlan v2 add tagged 4-8

Success.

DGS-3000-28XMP: admin#

3-6 config vian vianid
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OnucaHue
[aHHasi KomaHga 1cnosb3yeTcs Ans HacTpoliku Heckonbknx VLAN ogHOBpPEeMEHHO. pu oaHOBPEMEHHOM
HaCTpolike MMeHN Heckonbkux VLAN MOryT 6biTb KOH(PIUKTBI.

CuHTakcuc
config vlan vlanid <vidlist> {[add [tagged | untagged | forbidden] | delete] <portlist> | advertisement

[enable | disable] | name <vlan_name 32>}(1)

MapameTpbl

<vidlist> — cnucok VLAN ID, koTopble HE06X0AMMO HACTPOUT.

add — yka3blBaeT, YUTO TerMpoBaHHble, HeTernpoBaHHble 1 forbidden nopTel HeoGxoauMO [O6aBUTL B paHee
cosgaHHyto VLAN.

tagged — yka3bliBaeT AONOMHUTE/bHbIE MOPThI B KAYECTBE TErMPOBAHHbIX.

untagged — yka3blBaeT JOMONHUTESbHbIE NMOPTbI B KAYECTBE HETETMPOBAHHbIX.

forbidden — yka3biBaeT gonosiHUTENbHbIE NOPTLI B kKadecTse forbidden.

delete — ykasbIBa€eT, 4TO NOPTbI HEO6X0AMMO yaanuTb n3 VLAN.

<portlist> — cnucok nopToB, KOTOPble HEOOGXOAMMO A06aBUTL UK yaanuTb n3 VLAN.

advertisement — yka3biBaeT ctatyc GVRP ans gaHHoii VLAN.
enable — BktOYEHME aHOHCMPOBaHKA A/1a AgaHHon VLAN.
disable — oTknoueHne aHoHCUpoBaHuA ansa gaHHol VLAN.

name — HoBoe nMsa VLAN.
<vlan_name 32> — Beegnte uma VLAN. MakcMmMmasibHO AOMYCTUMOE KO/IMYeCTBO CYMBOJIOB B UMEHU
VLAN — 32.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MoryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
Jo6aBneHne nopTtoB 4-8 B kavyecTBe TermposaHHbiX B VLAN ¢ VLAN ID 10-20:

DGS-3000-28XMP:admin# config vlan vlanid 10-20 add tagged 4-8
Command: config vlan vlanid 10-20 add tagged 4-8

Success.

DGS-3000-28XMP : admin#

3-7 config port_vlan

OnucaHue
[aHHaa komaHga uCrnonb3yeTcs A8 HaCTPOWKM NPOBEPKM BXOAAWMX KaapoB, OTMpaBkM U nprvema
nudopmaumm GVRP.

CuHTakcuc

config port_vlan [<portlist> | all] {gvrp_state [enable | disable] | ingress_checking [enable | disable] |
acceptable_frame [tagged_only | admit_all] | pvid <vlanid 1-4094>}(1)
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MapameTpbl

<portlist> — Anana3oH NOpPToB, A/19 KOTOPbIX HEOOXOANMO HACTPOUTL MPOBEPKY BXOAALLMX KaapoB. CnnMcok
MopTOB yKa3blBAETCA NMyTeM BBOAA HAYas/IbHOr0 HOMepa rnopta Ha KOMMyTaTope, pasfensercs ABOETOUNEM.
3arem ykasbiBaeTcsd HambonbluMii HOMep nopTa B AuanasoHe (Takke pasfensieTcs ABOeTouMeEM).
HauanbHbIli 1 KOHEYHbI Arana3oHbl CNYCKa NOPTOB pasfensaTcsa Tupe.

all — yka3biBaeT NpoBepKy BXOAALLMX KaAPOB Ha BCEX NopTax.

gvrp_state — Bk/toyaeT unum otkaodaet GVRP 514 nopTos, yKasaHHbIX B CMCKE.
enable — BktoueHne GVRP /19 yKka3aHHbIX NOPTOB.
disable — oTkntoueHne GVRP g/19 yka3aHHbIX NOPTOB.

ingress_checking — BkioyaeT 1 OTKNKOYAET MPOBEPKY BXOAALMX KAAPOB A/ NOPTOB, YKa3aHHbIX B
cnucke.

enable — BKNtoYEHME NPOBEPKN BXOAALMX KAAPOB A5 YKa3aHHbIX NOPTOB.

disable — oTk/l0UEHME NPOBEPKM BXOAALLMX KAAPOB A/18 YKa3aHHbIX NOPTOB.

acceptable_frame — onpegeneHve Tvna AonycTUMbIX Ka4poB Ansa nopra. JOCTynHo ABa Tuna:
tagged_only — yka3biBaeT, 4To A4/ nopTta MOryT 6bITb AONYCTUMbI TO/IbKO TEMMPOBAaHHbLIE MaKeTbl.
admit_all — ykasbiBaeT, 4TO MOryT 6bITb 4OMNYCTUMbI BCE MAKEThI.

pvid — ykasbiBaeT Port VLAN ID (PVID) noptos.
<vlanid 1-4094> — seeaute VLAN ID. fJocTtyneH ananasoH VLAN ID ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator nnm Operator MOryT BbINO/THATL AAHHYI0 KOMaHAY.

Mpumep
HacTpoiika npoBepky BXOAALLMX KaapOB, OTNPaBkM 1 npuema nHgopmaunm GVRP:

DGS-3000-28XMP:admin# config port_vlan 1-5 gvrp_state enable ingress_checking enable
acceptable_frame tagged_only pwvid 2

Command: config port_vlan 1-5 gvrp_state enable ingress_checking enable acceptable_frame
tagged_only pvid 2

Success.

DGS-3000-28XMP:admin#

3-8 show vlan
OnucaHue
[aHHasi KomaHaa Ucnonb3yeTcs An1a npocmoTpa MHgopmaumm o VLAN, BKoYas HaCTpOIiK1 napaMeTpoB U

3Ha4YeHuns.

CuHTakcuc
show vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> - (onuuMoHasbHO) BBeauMTe umsA VLAN, WH(opmMaumMio O KOTOpOi HeobXxoaAMMo
oT06pa3unTb. MMs VLAN MOXET coCToSATb He 6onee, Yyem n3 32 CMBOJIOB.

OrpaHuyeHus
HeT.
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Mpumep
OTo6paxeHne HacTpoek VLAN:

DGS-3000-28XMP:admin¥# show vlan
Command: show vlan

VLAN Trunk State : Enabled
VLAN Trunk Member Ports : 1-5

VID 1 VLAN Name : default
VLAN Type ¢ Static Advertisement : Enabled
Member Ports 1 1-28
Static Ports 1 1-28

Current Tagged Ports

Current Untagged Ports: 1-28
Static Tagged Ports

Static Untagged Ports : 1-28
Forbidden Ports :

VID L2 VLAN Name Lov2

VLAN Type : Static Advertisement : Enabled
Member Ports 1 4-8

Static Ports i 4-8

Current Tagged Ports : 4-8
Current Untagged Ports:
Static Tagged Ports : 4-8

Quit Next Page Next Entry B All

3-9 show vlan ports

OnucaHue
[JaHHasi KomaHga ucnosb3yetcs Ans npocmoTtpa nHdpopmauun o VLAN Ha nopry.

CuHTakcuc
show vlan ports {<portlist>}

MapameTpbl

<portlist> — (onuMoHasbLHO) BBEAMTE CMUCOK MOPTOB, A1 KOTOPbIX HEOBXOAMMO 0TO6Pa3nTbL MHAPOPMALNIO

0 VLAN.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHne HacTpoek VLAN ans nopra 6:
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DGS-3000-28XMP:admin# show vlan ports 6
Command: show vlan ports 6

Port VID Untagged Tagged Dynamic Forbidden

DGS-3000-28XMP:admin#

3-10 show vlan vianid

OonucaHue

[JaHHas komaHga ucnonblyercsa ans npocmotpa nHdpopmauum o VLAN Ha ocHoe VLAN ID.

CuHTakcuc
show vlan vianid <vidlist>

MapameTpbl

<vidlist> — VLAN ID, ans kotoporo Heo6xoAMmMo 0TobpasnTb MHhopMaLmio.

OrpaHuyeHus
Her.

Mpumep
OTtob6paxeHne HacTpoek VLAN ansa VLAN ID 1:

DGS-3000-28XMP:admin# show vlan vlanid 1
Command: show vlan vlanid 1

VID - VLAN Name : default
VLAN Type : Static Advertisement : Enabled
Member Ports : 1-28
Static Ports : 1-28

Current Tagged Ports

Current Untagged Ports: 1-28
Static Tagged Ports

Static Untagged Ports : 1-28
Forbidden Ports

Total Entries : 1

DGS-3000-28XMP: admin#

38



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

3-11 show port_vlan

OnucaHue

[aHHasi koMaHfa wucnosb3lyetrca Ana npocmoTpa aTpmbytoB VLAN Ha nopTax kommyTatopa. Ecnu

napameTpbl He ykasaHbl, CUCTeMa 0To6pa3nT UHdopmaLmio GVRP ansi Bcex Nnopros.

CuHTakcuc

show port_vlan {<portlist>}

MapameTpbl

<portlist> — (onuMoHanbLHO) AManasoH NOPTOB, A5 KOTOPbLIX HEOGXOAVMO 0TOGPAa3UTL UHKDOPMALIIO.

OrpaHuyeHus

Her.

Mpumep

OTob6paxeHne HacTpoek nopta 802.1Q:

© 0 ~N o0 WM

e e = =
©ow~NoOURWNR O

20

PVID GVRP

R R R RREPRPBRRRPRRPRERRRRPRREBNNNRNRN

1

Enabled

Enabled

Enabled

Enabled

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

DGS-3000-28XMP:admin# show port_vlan
Command: show port_vlan

Ingress Checking
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Acceptable Frame

Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
Only VLAN-tagged
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames
All Frames

CTRL+C Quit SFEE [ Next Page EIEY Next Entry B All

Frames
Frames
Frames
Frames
Frames

3-12 enable pvid auto assign

OonucaHue

JaHHaa komaHaa ncnonb3yeTcsa 419 BKIKYEHMS aBToMaTuyeckoro HasHadeHnsa PVID.
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Ecnn paHHas onums BkAodeHa, PVID MoXHO OyaeTr mM3MeHuTb npu HacTpoiike PVID mnm VLAN. Korga
nonb3oBaTe/lb HacTpamBaeT MOPT Kak HeTernpoBaHHbll ans VLAN X, PVID nopta 6yaeTr 06HOBNATLCS C
VLAN X. B dopme komaHabl cnvcka VLAN, PVID 06HOBASIETCA BMECTe C MOC/AeAHMM MYHKTOM ChucKa
VLAN. Korga nonb3oBaTenb yaaant NopT M3 CNucka HETErnpoBaHHbIX MOPTOB, eMy OyaeT HasHadeH PVID
«default VLAN» (VLAN no ymonyaHuio), paBHblii 1.

Mo yMonuaHuio gaHHasi onuusi BK/lOYeHa.

CuHTakcuc
enable pvid auto_assign

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkntoyeHne aBTomMaTnyeckoro HasHavyeHus PVID:

DGS-3000-28XMP:admin# enable pvid auto_assign
Command: enable pvid auto_assign

success.

DGS-3000-28XMP:admin#

3-13 disable pvid auto assign

OnucaHue
JaHHaa KomaH4a ncnosib3yetca AN OTK/IHYEHUA aBTOMAaTUYeCcKoro HasHadeHusa PVID.

CuHTakcuc
disable pvid auto_assign

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
OTKMOYEeHWE aBTOMAaTNYECKOro HasHavyeHus PVID:

DGS-3000-28XMP:admin# disable pvid auto_assign
Command: disable pvid auto_assign

Success.

DGS-3000-28XMP:admin#
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3-14 show pvid auto_assign

OnucaHue
[JaHHasi KomaH4a ucnosb3yeTcs Ans NnpocmoTpa MHdopmauumn 06 aBTomaTnyeckom HasHadeHun PVID.

CuHTakcuc
show pvid auto_assign

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paxeHre NHhopmauum o cTatyce aBToMaTtMyeckoro HasHavyeHus PVID:

DGS-3000-28XMP:admin# show pvid auto_assign
Command: show pvid auto_assign

PVID Auto-assignment: Enabled

DGS-3000-28XMP:admin#

3-15 config gvrp

OnucaHue
[JaHHas komaHZa ucnosb3yeTcs Ansi HacTpoiiku TaimepoB GVRP.

CuHTakcuc
config gvrp [timer {join < value 100-100000> | leave < value 100-100000> | leaveall <value 100-
100000>} | nni_bpdu_addr [dotld | dotlad]]

MapameTpbl

timer — ykaxxute ans HacTpoiikm TalimepoB GVRP.

join — (onumoHanbHO) ykasbiBaeT Taiimep Join ans GVRP.
<value 100-100000> — BBeguTe BpeMS B MUAAncekyHaax. [ocTyneH gnanasoH 3HadeHuii ot 100 go
100000. 3Ha4yeHune no ymonyaHuto coctasnget 200.

leave — (onumoHasibHO) yka3biBaeT Talimep Leave gnisa GVRP.
<value 100-100000> — BBeguTe BpeMS B MUANucekyHaax. [ocTyneH gnanasoH 3HadeHuid ot 100 go
100000. 3Ha4eHne no ymonyaHuio coctasnset 600.

leaveall — (onumoHanbHO) ykasbiBaeT Taimep Leave All ans GVRP Ha KommyTaTope.
<value 100-100000> — BBeaMTe BpeMsi B MUIMceKyHAax. [ocTyneH gnanas3oH 3HayeHuin ot 100 go
100000. 3Ha4yeHure no ymonyaHuto coctasnget 10000.

nni_bpdu_addr — 3agaet agpec HasHaueHus npoTokona BPDU, ucnonb3yemoro GVRP Ha cTopoHe
npoeaigepa. MoxeT 6bITb Ucnonb3oBaH agpec 802.1d GVRP, 802.1ad GVRP-agpec nposaigepa unu
onpefeneHHbI Nonb3oBaTenieM aapec MHOroagpPecHol pacChiku.
JocTtyneH gmnanasoH nonb3oBaTtenbeknx agpecos ot 0180C2000000 go 0180C2FFFFFF.

dotld — ykasbiBaert, 4To 3HaueHue agpeca npotokona NNI BPDU 6yaet Dotld.
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dotlad — yka3biBa€eT, 4TO 3Ha4YeHne agpeca npoTtokosa NNI BPDU 6yaet Dotlad.

OrpaHuyeHus

Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep

HacTpoiika Talimepa Join co 3HadyeHnem 200 MUINCEKYHA,

Command: config gvrp timer join 200
Success.

DGS-3000-28XMP: admin#

DGS-3000-28XMP:admin# config gvrp timer join 200

3-16 show gvrp

OonucaHue

[JaHHas komaHza ucnosb3yeTcs A1 NpocMoTpa o06Lmx Hactpoek GVRP.

CuHTaKcuc
show gvrp

MapameTpsbl
Her.

OrpaHuyeHus
HerT.

Mpuwvep
OTob6paxeHne obumx HacTpoek GVRP:

DGS-3000-28XMP:admin# show gvrp
Command: show gvrp

Global GVRP . Disabhled
Join Time ¢ 200 Milliseconds
Leave Time : 600 Milliseconds

LeaveAll Time : 10000 Milliseconds
NNI BPDU Address: dotid

DGS-3000-28XMP:admin#

3-17 enable gvrp

OonucaHue

JaHHaa komaHga ncnosib3dyerca and skaoyveHna GVRP.
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CunHTtakcuc
enable gvrp

MapameTpbl
Her.

OrpaHuyeHus

Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AaHHYH KOMaHAy.

Mpumep
Bkntouenne GVRP:

DGS-3000-28XMP:admin# enable gvrp
Command: enable gvrp

Success.

DGS-3000-28XMP: admin#

3-18 disable gvrp

OnucaHue
JaHHaa komaHga ncnosb3yerca ansa otkiaoyveHnsa GVRP.

CuHTtakcuc
disable gvrp

MapameTtpsbl
Her.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
OTtkntoyeHne GVRP:

DGS-3000-28XMP:admin# disable gvrp
Command: disable gvrp

Success.

DGS-3000-28XMP: admin#

3-19 config private_vilan

OonucaHue

JaHHas komaHga ucnosb3yeTcs Ans fobasneHvs nnv ynaneHnss BTopocteneHHon (Secondary) VLAN u3

ocHoBHoi (Private) VLAN.
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VcnonbayiiTe komaHay create vlan <vlan_name 32> tag <vlanid 2-4094> type private_vlan ans cosgaHus
ocHoBHoOW Private VLAN.

Private VLAN onpegensietcss ogHoit ocHoBHol (Primary) VLAN, ogHOI AONOAHUTENbHOW M30/MPOBAaHHOM
(Isolated) VLAN 1 Heckonbkummn o6uieaoctynHsiMm (Community) VLAN.

BtopocTteneHHast VLAN He MOXET 6bITb accoLmmpoBaHa ¢ HECKO/IbKMMU OCHOBHbIMU VLAN.
HeTernpoBaHHbiii (untagged) nopT ocHoBHOM VLAN HasblBaeTCcs promiscuous-nopTom.

MopT ocHoBHOI VLAN He MOXET 04HOBPEMEHHO ObITb NOPTOM BTOpOcTeneHHo VLAN.

HeTernpoBaHHbIii NopT BTOpocTeneHHoi VLAN A0/mKeH 6biTb NMMG0 M30/IMPOBAaHHbLIM, IMGO 06LWEAOCTYMHbIM
NMOPTOM.

Ecnm VLAN accoummpoBaHa C¢ ocHoBHOli VLAN B kauecTtBe BTOpocTeneHHoli VLAN, promiscuous-nopT
ocHoBHoI VLAN 6yaeTt cuntaTbCs HETENMPOBaHHLIM NOPTOM BTopocTeneHHoin VLAN, a trunk-nopT oCHOBHOM
VLAN 6yaeT cuntaTbCsl TErMpoBaHHbIM MOPTOM BTOpocTeneHHo VLAN.

BtopocTteneHHast VLAN He MOXET ObITb HACTPOEHa C aHOHCUPOBaHUEM.

Tonbko ocHoBHast VLAN MOXeT ObITb HacTpoeHa B KauecTBe UHTepdeiica 3 ypoBHSI.

[nsa nopta Private VLAN He MOXeT 6bITb HACTpOeHa RYHKLMS CErMeEHTaL MM Tpaduka.

CuHTtakcuc
config private_vlan [<vlan_name 32> | vid <vlanid 2-4094>] [add [isolated | community] | remove]

[<vlan_name 32> | vlanid <vidlist>]

MapameTpbl

<vlan_name 32> — seeauTte ums Private VLAN.

vid — VLAN ID Private VLAN.
<vlanid 2-4094> — seeanTe VLAN ID. [locTyneH ananas3oH 3HadeHuid oT 2 o 4094.

add — yka3bIBaeT, UTo BTOpocTeneHHyto VLAN Heobxoaumo fo6asuTh B Private VLAN.
isolated — yka3biBaeT BTOpocTeneHHyto VLAN B kavecTBe Isolated VLAN.
community — yka3biBaeT BTopocTeneHHyo VLAN B kauectBe Community VLAN.

remove — yKkasblBaeT, YTO HeobxoAMMO yaanuTb BTopocTeneHHyo VLAN u3 Private VLAN.

<vlan_name 32> - BBegute umsA BTOpocTeneHHoi VLAN. MakcvmanbHO gonycTumasi gavHa UMeEHU
cocTaBsnifeT 32 cMMmBona.

vlanid — gnanasoH BropocTteneHHbix VLAN, koTopble HeobxoammMo fobasuTb B Private VLAN win yganuTs
n3 Hee.
<vlanid_list> — BBegute VLAN ID BTOpOCTENeHHbIX VLAN.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator nnm Operator MOryT BbINO/HATb AAHHYI0 KOMaHAY.

Mpumep
AccouunmnpoBaHue sTopocTteneHHol VLAN ¢ ocHoBHoi VLAN p1l:

DGS-3000-28XMP:admin#config private_vlan pl add community vlanid 3
Command: config private_vlan pl add community vlanid 3

Success.

DGS-3000-28XMP:admin#
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3-20 show private_vlan

OnucaHue
[JaHHasi KomaHga ucnosb3yercs Ansa npocmoTpa nHdpopmauun o Private VLAN.

CuHTakcuc
show private_vlan {[<vlan_name 32> | vlanid <vidlist>]}

MapameTpbl

<vlan_name 32> - (onuunoHanbHO) ykaxuTe ums Private VLAN unm ee BtopocTteneHHoi VLAN.
MakcumansHo gornyctumMas 4 MHa UMeHU CoCTaB/seT 32 CUMBOSA.

vlanid — (onuyuoHanbHo) ykaxunTte VLAN ID Private VLAN unun ee BTtopocteneHHoin VLAN.
<vidlist> — BBegute VLAN ID.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
OTobpaxeHne HacTpoek Private VLAN:

DGS-3000-28XMP: admin#show private_vlan
Command: show private_wlan

Primary VLAN 2

Promiscuous Ports

Trunk Ports :

Isclated Ports : Isolated VLAN 3
Community Ports : Community VLAN 4

Total Entries: 1

DGS-3000-28XMP: admin#
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4. KomaHabl 802.1X

enable 802.1x

disable 802.1x

create 802.1x user <username 15>

delete 802.1x user <username 15>

show 802.1x user

config 802.1x auth_protocol [local | radius_eap]

config 802.1x fwd_pdu system [enable | disable]

config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

config 802.1x authorization attributes radius [enable | disable]

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}

config 802.1x capability ports [<portlist> | all] [authenticator | none]

config 802.1x max_users [<value 1-448> | no_limit]

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> | supp_timeout
<sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> | reauth_period <sec 1-65535> |

max_users [<value 1-448> | no_limit] | enable_reauth [enable | disable]}(1)]

config 802.1x auth_mode [port_based | mac_based]

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

create 802.1x guest_vlan {<vlan_name 32>}

delete 802.1x guest_vlan {<vlan_name 32>}

config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]

show 802.1x guest_vlan

4-1 enable 802.1x

OnucaHue
KomaHaa nucnonb3yetcs a8 BkaoYeHUs oyHkumm 802.1X.

CuHTakcuc
enable 802.1x

MapameTtpsbl
HeT.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.
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Mpumep
BkntoveHune pyHkumm 802.1X:

DGS-3000-28XMP:admin# enable 802.1x
Command: enable 802.1x

sSuccess.

DGS-3000-28XMP: admin#

4-2 disable 802.1x

OnucaHue
KomaHpga ncnonb3yetcs ansa otknoveHns oyHkumm 802.1X.

CuHTakcuc
disable 802.1x

MapameTpbl
Her.

OrpaHuyeHus
TonbKo nonb3oBatenu ypoBHA Administrator, Operator nam Power-User MOryT BbIMOJTHATL AaHHY0 KOMaHzay.

Mpumep
OTkntoveHne tyHkumm 802.1X:

DGS-3000-28XMP:admin# disable 802.1x
Command: disable 802.1x

Success.

DGS -3000-28XMP : admin#

4-3 create 802.1x user

OnucaHue
KomaHpga ncnonb3yetcs ansa co3gaHns nonb3osarens 802.1X.

CuHTakcuc
create 802.1x user <username 15>

MapameTpbl

<username 15> — BBeMTe UMS NOSb30BaTENS, cogepxallee He 60n1ee 15 CMMBONOB B [/IVHY.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.
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Mpumep
CospgaHue nonb3osarend 802.1x ¢ UMeHeM «test»:

DGS-3000-28XMP:admin# create 802.1x user test
Command: create 802.1x user test

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****
success.

DGS-3000-28XMP : admin#

4-4 delete 802.1x user

OnucaHue
KomaHpga ncnonb3yetca ansa yaaneHusa nons3osarens 802.1X.

CuHTakcuc
delete 802.1x user <username 15>

MapameTtpbl

<username 15> — BBeguTe MMSA NoNb30BaTENA, KOTOpOro H806X0,£|,I/IMO yoanuTb. Vmsa nonb3oBaTtens MOXeT
COCTOATb He 6oriee, Yem 13 15 cMmBONOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAaHHYK KOMaHAY.

Mpumep
YpaaneHve nonb3osarens ¢ UMeHeMm «test»:

DGS-3000-28XMP:admin# delete 802.1x user test
Command: delete 802.1x user test

Success.

DGS-3000-28XMP:admin#

4-5 show 802.1x user

OnucaHue
KomaHpa nucnonb3syetcs A8 npocmoTtpa nHdopmauum o nosnb3osartesie 802.1X.

CuHTakcuc
show 802.1x user

MapameTtpsbl
HeT.
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OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHcopmaumm o nosb3osartene 802.1X:

DGS-3000-28XMP:admin# show 802.1x user
Command: show 802.1x user

Current Accounts:
Username Password

Total Entries:1

DGS-30008-28XMP : admin#

4-6 config 802.1x auth_protocol

OonucaHue

KomaHaa ucnonb3yeTcs AN HaCTPOWKM NpoToKona ayTeHTudmnkaumm 802.1X.

CuHTakcuc
config 802.1x auth_protocol [local | radius_eap]

MapameTpbl

local — onpegenset npotokon ayteHTUdukauum local.

radius_eap — onpegenset npotokon ayteHtudukauum RADIUS EAP.

OrpaHunyeHus

TonbKo nonb3oBatenu ypoBHa Administrator, Operator nam Power-User MOryT BbIMO/THATL AaHHY0 KOMaHzay.

Mpumep
HacTpoiika npotokona ayteHTudmkaumm 802.1X kak RADIUS EAP:

DGS-3000-28XMP:admin# config 802.1x auth_protocol radius_eap
Command: config 802.1x auth_protocol radius_eap

success.

DGS-3000-28XMP: admin#

4-7 config 802.1x fwd_pdu system

OonucaHue
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KomaHga wucnonb3yetca ans obulero ynpasneHus nepegadein EAPOL PDU Ha kommyTartope. Ecnu
doyHKUMoHan 802.1X OTKNKYEH Ha KOMMYTaTope unmn Ha nopty, a dyHkumna 802.1X fwd_pdu BkoueHa 1 Ha
KOMMyTaTope, 1 Ha NopTy, TO NOCTYNUBLUNIA Ha nopT nakeT EAPOL 6yaeT oTnpas/ieH Ha BCe NOPTbl B 3TOW
e VLAN, rae BkntoveHa doyHkums 802.1X fwd_pdu, a 802.1X oTk/itoueHa (Ha KOMMyTaTope Wan TOIbKO Ha
nopTy). Mo ymonyaHuio pyHKLMA OTKIOUEHA.

CuHTtakcuc
config 802.1x fwd_pdu system [enable | disable]

MapameTpbl

enable — BkntoyeHve nepegayun EAPOL PDU.

disable — oTknoueHne nepegayum EAPOL PDU.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpuwmep
BkntoueHune nepepaun EAPOL PDU:

DGS-3000-28XMP:admin# config 802.1x fwd_pdu system enable
Command: config 802.1x fwd_pdu system enable

Success.

DGS-3000-28XMP : admin#

4-8 config 802.1x fwd_pdu ports

OnucaHue

KomaHga vcnonb3yeTcs ansa ynpasneHus nepegadvein EAPOL PDU. Ecnin doyHkumoHasn 802.1X OTK/IYEH Ha
KomMyTaTope unu Ha nopty, a cyHkuma 802.1X fwd_pdu Bk/yYeHa M Ha KOMMyTaTope, U Ha nopty, To
nocTynuelwniA Ha nopT nakeT EAPOL 6yper 6yaeT paccbiiatbCs Ha BCe Noptbl B 3TOi xe VLAN , rge
BK/ItoYeHa oyHKuma 802.1X fwd_pdu, a 802.1X oTknouveHa (Ha KomMyTatope WanM TOMbKO Ha nopty). Mo
YMO/TYaHUIO (DYHKLUMA OTKNOYEHA.

CuHTakcuc
config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

MapameTtpbl

<portlist> — BBeanTE CNMCOK NOPTOB, NCMNO/b3yEMbIA AN AAHHOW KOHUIypaumu.

all — ykaxxute 4s1s HaCTPOIKM Ha BCEX MOpTax.

enable — BkitoueHne nepegaun EAPOL PDU Ha ykasaHHbIX nopTax.

disable — otkntoueHne nepegaun EAPOL PDU Ha yka3aHHbIX nopTax.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHay.
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Mpumep
HacTtpoliika 802.1X fwd_pdu gns noptoB 1-2:

DGS-3000-28XMP:admin# config 802.1x fwd_pdu ports 1-2 enable
Command: config 802.1x fwd_pdu ports 1-2 enable

Success.

DGS-3000-28XMP: admin#

4-9 config 802.1x authorization attributes radius

OnucaHue

KomaHga vcnonb3yetca A8 BKIYEHUS UM OTK/IIOYEHUSA NMPUMEHEHUS HacTpoek npu asTopusauuu. Ecnu
aBTOopu3auus BkyeHa ana RADIUS-ayTteHTMdmkaumm 802.1X, atpmbyTel aBTopusaummn (Hanpumep, VLAN,
npuopuTeT no ymonyaxuio 802.1p, ACL) HazHauyeHHble RADIUS-cepBepoM, ByayT NPUHATHI.

CuHTakcuc
config 802.1x authorization attributes radius [enable | disable]

MapameTpbl

enable — ykaxnTe 418 BKIOYEHMA aTpubyTOB aBTopmsauun. Mpu BKAOYEHUM aTpubyTbl aBTOpM3aLnK,
(Hanpumep, VLAN, npuoputeT no ymonyaHuio 802.1p, ACL) HasHayeHHble RADIUS-cepeepom, OyayT
NPUHATLI. JaHHOe 3HaYeHne UCMNOMb3YETCH N0 YMOTYaHUIO.

disable — ykaxxute gnsa otknoveHns atpnbyToB aBTopm3aLmn.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
OTK/lo4eHre NPUMEHEHNS HACTpoeK, Ha3HavyeHHbIX RADIUS-cepsBepom npu aBTopusauun:

DGS-3000-28XMP:admin# config 802.1x authorization attributes radius disable
Command: config 802.1x authorization attributes radius disable

Success.

DGS-3000-28XMP:admin#

4-10 show 802.1x

OnucaHue
KomaHga vncnonb3yetcs 418 NpocMoTpa nHdhopmanmmn o ctatyce nam Hactporikax 802.1X. Eciv napameTpsl
He ykasaHbl, 6yayT 0TO6paXKeHbl CUCTEMHbIE HAcTpolikn 802.1X.

CuHTakcuc
show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}
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MapameTpbl

auth_state — (onuvoHasbHO) YyKaxuTe ANA oTobpaxeHUs cTatyca ayTeHTUdukauum 802.1X ans

onpeaesieHHbIX Nan BCex NnopToBs.

auth_configuration — (onuuoHasibHO) YKkaxuTe ANs oTobpaxeHust HacTpoek 802.1X ans onpefeneHHbIX

nnn Bcex NopToB.

ports — (ONUMOHa/ILHO) YKa3bIBAET AManasoH NopToB, A5 KOTOPbIX ByAeT oTo6paxeHa MHopmauus. Ecnn

nopT He yKasaH, To ByaeT oTobpaxaTbCcs UHhopMaums Ans Bcex NopToB..
<portlist> — BBeANTE CNUCOK NOPTOB.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne HacTpoek 802.1X ypoBHA nopra:

DGS-3000-28XMP:admin# show 802.1x auth_configuration ports 1
Command: show 802.1x auth_configuration ports 1

Port Number 1
Capability : None
AdminCrlDir : Both
OpenCrlDir ¢ Both

Port Control : Auto
QuietPeriod . 60 sec
TxPeriod : 30 sec
SuppTimeout 1 30 sec
ServerTimeout : 30 sec
MaxReq v 2 times
ReAuthPeriod : 3600 sec

ReAuthenticate : Disabled
Forward EAPOL PDU On Port : Enabled
Max User On Port : 16

Quit Next Page [ Previous Page [§ Refresh

4-11 config 802.1x capability ports

OnucaHue
KomaHpaa ncnonb3yeTcs A/is HaCTPOWKM doyHKUMOHaa nopra.

CuHTakcuc
config 802.1x capability ports [<portlist> | all] [authenticator | none]

52



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

MapameTpbl

<portlist> — BBegnTe CNNCOK HacCTpanBaeMbIX NMOPTOB.

all — ykaxxute ans HACTPOViKM BCEX MOPTOB.

authenticator — yka3sbiBaeT OfMH W/ HECKO/ILKO MOPTOB B KA4YECTBE ayTeHTUdMKaTopa, npuHyauTeNbHO
HasHavaloLWero ayTeHTugrKaumio A8 4ocTyna K cepBucam nopra.

none — OTK/IOYEHNE ayTEHTUINKALMM HA YKa3aHHbIX NopTax.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika yHKunoHaa nopra:;

DGS-3000-28XMP:admin# config 802.1x capability ports 1-10 authenticator
Command: config 802.1x capability ports 1-10 authenticator

Success.

DGS-3000-28XMP : admin#

4-12 config 802.1x max_users

OnucaHue

KomaHaa ucnonb3yercs A1 orpaHuyveHusi MakCMMaslbHOro KosmyecTBa Nosb30BaTtesieil, KoTopble MOoryT
ObITb @ayTEHTU(ULMPOBaHbI C NomMoLLbio 802.1X. MomMUMO O6LLEero OrpaHMyYeHuss Ha KOMMYTaTop, MOXET
ObITb TaKXkKe OrpaHUYeHo KOMYECTBO MOJib30BaTenieli Ha MOPT, KOTOPOE YKa3biBAeTCs C NOMOLLbI0 KOMaH4pbl
config 802.1x auth_parameter.

CuHTakcuc
config 802.1x max_users [<value 1-448> | no_limit]

MapameTpsbl

<value 1-448> — BBeaNTE MaKCUMaslbHOE KO/IMYECTBO Nosb3oBaTtesnieii. JocTyneH gnanasoH 3HavyeHuin ot 1
0o 448.

no_limit — ykaxuTe MakcMMasibHOe KO/IMYECTBO NoJib30oBaTenei — 448,

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AAaHHYHO KOMaHay.

Mpuwmep
HacTpoiika makcumasibHOro KonmyecTsa nosib3oBarenei ana 802.1X, pasHoro 200:
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DGS-3000-28XMP:admin# config 802.1x max_users 280
Command: config 802.1x max_users 200

Success.

DGS-3000-28XMP: admin#

4-13 config 802.1x auth_parameter ports

OonucaHue
KomaHga wvcnonb3yeTcs A/ HaCTPOMKM napaMeTpoB, KOTOpble ynpaBasioT paboToii ayTeHTMdmKaTopa,
accouMnMpoBaHHOrO € NOPTOM.

CunHTtakcuc

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |
supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> | reauth_period
<sec 1-65535> | max_users [<value 1-448> | no_limit] | enable_reauth [enable | disable]}(1)]

MapameTpsbl

<portlist> — BBeanTe CNNCOK HacTpanBaeMbIX NOPTOB.

all — yka3biBaeT Bce NopTbl.

default — ykasbiBaeT HacTpoiiKy BCex napaMeTpoB Mo yMOIHaHMIO.

direction — yka3sbiBaeT HanpasneHve ynpasneHnsa AOCTYMNOM.
both — yka3biBaeT AByHanpaBneHHOe yrnpaB/iieHne 4OCTyNoMm.
in — yKka3blBaeT ynpasfieHne AOCTYNOM B OAHOM HanpaBieHUN.

port_control — no3BonseT HacTpouTb ONpefesieHHbIli NOPT Kak NPUHYAUTEIbHO aBTOPWU30BaHHbIA Wn
HeaBTOPWN30BaHHbI, YCTaHOBMB 475 napameTpa port_control 3HauyeHue force_authorized wnwn
force_unauthorized. [Ons HacTpoeHHOro noprta OyAeT BK/IW4YEHa ayTeHTudmkaums, ecnm port_control
HacTpoeH kak auto.

force_unauth — yka3sbiBaeT onpegeneHHblil NOPT Kak NPUHYAUTENIbHO HEaBTOPU30BaHHbIN.

auto — yKasbIBaeT, YTO KOHTPOMMPYeMbIil MOPT BYAET OTpaxaTb pesy/bTar ayTeHTUmkaLmum.

force_auth — yka3biBaeT onpefeneHHbli NOPT Kak NPUHYAMTENbHO aBTOPU30BaHHbIN.

quiet_period — onpegenseT 3HayeHne MHULManM3aLmmn nepmogda 6esaelictems (quiet timer).
<sec 0-65535> — BBeauTE 3Ha4YeHWe nepuoga 6e3gelicTeusA. [JOCTyneH AManas3oH 3HadeHuid ot 0 go
65535 cekyHA. 3HavyeHVe No yMo14aHuio — 60 CekyHA.

tx_period — onpegensert 3HaueHve nHuUuanusaumm nepuoga nepegayu (transmit timer).
<sec 1-65535> — BBeguTe 3Ha4eHue nepuoga nepegaum (TX). JocTyneH gnanasoH 3HavyeHuii ot 1 o
65535 cekyHA. 3HaveHne no ymonyaHuio — 30 CeKyHA.

supp_timeout — onpefenset 3HavyeHWe nHULMann3aLum 4519 BPEMEHU B CEKyHOAX, B TeYeHWe KOTOpOoro
KOMMYyTaTop 6yAeT XAaTb OTBET OT 3anpallunBatoLLero yCTponcTaa.
<sec 1-65535> — BBeguTe 3HaueHve Talimepa. [JocTyneH gnanasoH 3HadeHuii oT 1 go 65535 cekyHa.
3HadeHue no ymonyaHuio — 30 CeKkyHA,.

server_timeout — onpegenseT 3HauYeHne MHULMaIN3aLUn ANl BPEMEHN B CEKYHAAX, B TEYEHUE KOTOPOro
6yOeT OX1AATbCSl OTBET OT CepBepa ayTeHTU(MKaLMMN.
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<sec 1-65535> — BBeguTe 3HAYEHVWE BPEMEHU OXMAaHUA OTBeTa C cepsBepa. [ocTyneH AuanasoH
3HaueHuit oT 1 go 65535 cekyHg,. 3HayeHne no ymonyaHuto — 30.

max_req — onpefenser MakCuMasibHoe KO/IMYecTBO pas, Korga ayteHTudmkarop PAE 6yaeT oTnpaBnaTb
naket EAP-3anpoca 3anpatlunBatoleMy YCTPOCTBY.
<value 1-10> — yKaxuTe MakCcMMasibHOe 3HayeHue. [ocTyneH Aguanas3oH 3HadeHuin ot 1 go 10.
3HayeHure rno ymonyaHumo — 2.

reauth_period — onpegenset Taimep NOBTOPHOI ayTeHTUMKaLMK B CEKYHAX.
<sec 1-65535> — BBeauTe 3HauYeHWe, MO WUCTEYEHUN KOTOPOro Heob6XOoAUMO NPOWTU MOBTOPHYH
ayTeHTUbmkaumo. JocTyneH ananasoH 3HadeHuin ot 1 4o 65535 cekyHa. 3HayeHne No yMoI4YaHuo —
3600.

max_users — ykasblBaeT MakCMasibHOe KOMMYeCTBO MNosib3oBateneli Ha nopTy. 3HayeHne No ymonyaHuio
—16.
<value 1-448> — yKkaxute MakCUMasibHOe KOMIMYEeCTBO Nob3oBaTesneil. JocTyneH AMana3oH 3HaYeHWi
oT 1 no 448.
no_limit — yka3biBaeT OTCYyTCTBME OrPaHNYEHN MakCMasibHOro KONM4YecTBa nosnb3oBareseil.

enable_reauth — yka3sbiBaeT BK/OUYEHWE WM OTK/IHOHYEHME MEXaHW3Ma NOBTOPHOW ayTeHTudmkauum gns
onpefeneHHoro nopra.

enable — Bk/ll0UeHe MexaH3Ma NOBTOPHOW ayTeHTUdIMKaLMK /151 ONpeLesieHHoro nopra.

disable — BbikNtoOUEHNE MEXaHM3Ma MOBTOPHOIN ayTeHTUdIMKaLUM ANs onpeaeneHHoro nopra.

OrpaHuyeHus
Tonbko nonb3oarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika napaMeTpoB ynpasneHns ayTeHTU(MKATOPOM, acCCOLUNPOBAHHbBIM C NMOPTOM:

DGS-3000-28XMP:admin# config 802.1x auth_parameter ports 1-20 direction both
Command: config 802.1x auth_parameter ports 1-20 direction both

Success.

DGS-3000-28XMP : admin#

4-14 config 802.1x auth_mode

OnucaHue
KomaHga ncnonb3yeTcs a/is HaCTPOWKK pexunma ayTeHTudmkauum 802.1X.

CuHTakcuc
config 802.1x auth_mode [port_based | mac_based]

MapameTpbl

port_based — yka3biBaeT pexum ayTeHTUdmkaumm port-based (Ha ocHoBe nopTa).

mac_based — yka3biBaeT pexum ayteHTudmkauun MAC-based (Ha ocHoBe MAC-agpeca).

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.
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Mpumep
HacTtpolika pexuma ayTeHTudmKauun:

DGS-3000-28XMP:admin# config 802.1x auth_mode port_based
Command: config 802.1x auth_mode port_based

Success.

DGS-3000-28XMP : admin#

4-15 config 802.1x init

OnucaHue
KomaHga ncnonb3yeTcs Ans nHMumanusaumm craryca ayteHtudnkaumm onpegeneHHbiX UM Bcex nopTos.

CuHTakcuc
config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all] {mac_address

<macaddr>}]

MapameTpbl

port_based ports — ykasbiBaeT HAaCTPOKY pexnma ayTeHTudmkaumm port-based (Ha ocHoBe nopTa).
<portlist> — BBeguTe CNMCOK NOPTOB, UCNONbL3YEMbIX 4151 KOHbUrypaumm.
all — ykaxute gnsi ICNONb30BaHUS 415 BCEX NOPTOB.

mac_based ports — ykasbiBaeT HaACTPOiKy pexuma ayTeHTudukauun MAC-based (Ha ocHoBe
MAC-agpeca).

<portlist> — BBeauTe CNNCOK NOPTOB, UCMOMb3YEeMbIX A1 KOHDUrypaumm.

all — ykaxute gns 1CNONb30BaHUS A1 BCeX NOPTOB.

mac_address — (onunoHanbHO) ykasbiBaeT MAC-agpec KneHTa.
<macaddr> — Beegnte MAC-agpec.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
WHuumanusaumsa ctaryca ayTeHTUdmKauum ans scex nopTos:

DGS-3000-28XMP:admin# config 802.1x init port_based ports all
Command: config 802.1x init port_based ports all

Success.

DGS-3000-28XMP : admin#

4-16 config 802.1x reauth

OonucaHue
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KomaHpaa ucnonb3yetcst 415t NOBTOPHOI ayTeHTUdMKaLMM YyCTPOICTBa, NOAK/IOYEHHOIO K MOPTY. B TeueHune
nepuoaa noBTOPHON ayTeHTudmKauum cTatyc nopra ocTaeTrcs aBTopu3oBaHHbIM (authorized) go Tex nop,
noka B NMOBTOPHOI ayTeHTUMKauumn He 6yAeT OTKasaHo.

CunHrtakcuc
config 802.1x reauth [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]

{mac_address <macaddr>}]

MapameTpbl

port_based ports — yka3biBaeT HaCTPOIKy pexunma ayTeHTudmkauum port-based (Ha ocHoBe noprta).
<portlist> — BBeANTE CNNCOK NOPTOB, NCMOMb3YEMbIX A1 KOHUrypaumm.
all — ykaxxmuTe 4na ucnosb3oBaHUs 415t BCEX NOPTOB.

mac_based ports — ykasbiBaeT HaACTpPOiKy pexuma ayTeHTudunkauun MAC-based (Ha ocHoBe
MAC-agpeca).

<portlist> — BBeguTe CNMCOK NOPTOB, UCNONbL3YEMbIX A1 KOHbUrypaumm.

all — ykaxxnuTe Ana ucnonb3oBaHUs A5t BCEX NOPTOB.

mac_address — (onuuoHasnbHO) ykasbiBaeT MAC-agpec KneHTa.
<macaddr> — BBegute MAC-agpec.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHay.

Mpumep
MoBTOpHasa ayTeHTUdIMKaLNSA YCTPONCTBA, NOAK/TOHEHHOIO K NOPTY:

DGS-3000-28XMP:admin# config 802.1x reauth port_based ports all
Command: config 802.1x reauth port_based ports all

Success.

DGS-3000-28XMP : admin#

4-17 create 802.1x guest_vlan

OnucaHue

KomaHga vncnonb3yetcs Ans HasHadeHus ctatuyeckoit VLAN B kayectBe Guest VLAN. YkasaHHas VLAN,
HasHauyaemass kak Guest VLAN, pgo/mkHa 6ObITb 3apaHee co3gaHa. YkaszaHHas VLAN, HasHavaemas B
KayectBe Guest VLAN, He MOXeT ObITb yaaneHa.

CuHTakcuc
create 802.1x guest_vlan {<vlan_name 32>}

MapameTpsbl

<vlan_name 32> — (onunoHasibHo) ykaxxute VLAN, KOTOpyto HeobxoamMmMo 3aaatb B kadectBe Guest VLAN.
Vmsa VLAN MOXET coCcTosTb He 6osiee, Yem 13 32 CUMBOJIOB.

OrpaHuyeHus
TonbKo nonb3oBatenu ypoBHA Administrator, Operator nam Power-User MOryT BbIMOJTHATL AaHHY0 KOMaHzay.
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Mpumep
Co3pgaHue VLAN c umeHem «guestVLAN» B kavyecTBe 802.1X Guest VLAN:

DGS-3000-28XMP:admin# create 802.1x guest_vlan guestVLAN
Command: create 802.1x guest_vlan guestVLAN

Success.

DGS-3000-28XMP : admin#

4-18 delete 802.1x guest_vlan

OnucaHue

KomaHpga vcnonb3yetca ans yganeHuns Hactpoek Guest VLAN, kpome ctatudeckoli VLAN, Ha3Ha4eHHOW B
Guest VLAN. lMNpu yganeHun Guest VLAN, Bce nopTbl, HazHavyeHHble Guest VLAN, 6yayT nepeHasHayeHbl B
ncxogHyto VLAN (Original VLAN).

CuHTakcuc
delete 802.1x guest_vlan {<vlan_name 32>}

MapameTpbl

<vlan_name 32> — (onuuoHasibHOo) BBeauTe umsa Guest VLAN. Vima VLAN mMoXeT cocTosTb He 6onee, yem
13 32 cMBOJIOB.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
YnaneHue Guest VLAN ¢ umeHem «guestVLAN»:

DGS-3000-28XMP:admin# delete 802.1x guest_vlan guestVLAN
Command: delete 802.1x guest vlan guestVLAN

Success.

DGS-3000-28XMP : admin#

4-19 config 802.1x guest_vilan

OnucaHue

KomaHga ncnonb3yetcs Ans HacTpolikn napameTpoB Guest VLAN. Ecnn ctaTyc ykasaHHOro noprta MeHsieTcs
€ BK/OUeHHoro (enable) Ha BbiktoYeHHbIN (disable), To nopT 6yaet Bo3BpalleH B ncxogHyto VLAN (Original
VLAN).

CuHTakcuc
config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]
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MapameTpbl

ports — ykasbiBaeT guanasoH MOpTOB, AJ/1 KOTOPbIX HEOOXOAMMO BKOUUTL W/IN OTKOUAUTL (DYHKLMIO
Guest VLAN.

<portlist> — BBeguTe cnMcok NopToB A8 AaHHON KOHGUrypaLmn.

all — ykaxxuTe, 4UTo6bl BCe MOPThI ObI/IM BK/IHOYEHDLI B 3Ty KOHUrypauumio.

state — yka3bIBaeT ctaTyc nopta Guest VLAN ansa HactpamMsaeMmbix NMOPTOB.
enable — ykaxuTe gnsa npucoeanHeHus nopta k Guest VLAN.
disable — ykaxute ansa yaanexus noprta n3 Guest VLAN.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BkitoueHune noptoB 2 — 8 ania 802.1X Guest VLAN:

DGS-3000-28XMP:admin# config 802.1x guest_vlan ports 2-8 state enable
Command: config 802.1x guest vlan ports 2-8 state enable

Warning, The ports are moved to Guest VLAN.
Success.

DGS-3000-28XMP : admin#

4-20 show 802.1x guest_vilan

OnucaHue
KomaHpga ncnonb3yetcs ansa npocmotpa nHgopmaumm o Guest VLAN.

CuHTtakcuc
show 802.1x guest_vlan

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
Oto6paxeHne 802.1X Guest VLAN Ha KommyTaTope:

DGS-3000-28XMP:admin# show 802.1x guest_wvlan
Command: show 802.1x guest_vlan

Guest VLAN Setting

Guest VLAN : guestVLAN
Enabled Guest VLAN Ports : 2-8

DGS-3000-28BXMP: admin#
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5. KomaHgbl AAA

create accounting method_list_name <string 15>

config accounting [default | method_list_ name <string 15>] method {tacacs+ | radius | server_group
<string 15> | none}(1)

delete accounting method_list_name <string 15>

show accounting [default | method_list_name <string 15> | all]

config accounting service [network | shell | system] state [enable {[radius_only | method_list hame
<string 15> | default_method_list]} | disable]

config accounting service command {administrator | operator | power_user | user} [method_list_name
<string 15> | none]

show accounting service

create tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

config tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}
create xtacacs server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

config xtacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> | retransmit
<int 1-20>}

create tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> | none] |
timeout <int 1-255> }

config tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> | none] |
timeout <int 1-255>}

create radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |
key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

config radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |
key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

delete aaa server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

show aaa server_host

create aaa server_group <string 15>

config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add | delete]
server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

delete aaa server_group <string 15>

show aaa server_group {<string 15>}

show aaa

5-1 create accounting method_list_name

OnucaHue
[aHHasi koMaHga wucnonb3yeTcsa AN Cco3[aHus Mo/b30BaTe/IbCKOr0 CrMcKa METOAO0B  akKayHTUHra.
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MakcumasibHoe 4ncio CnmckoB MeTonoB — 8.

CuHTakcuc
create accounting method_list_name <string 15>

MapameTpbl

<string 15> — BBEANTE NMA NO/b30BATE/IbCKOTO CNMCKa MeToaoB.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbIMOMHATL AaHHYI0 KOMaH4y.

Mpumep
Co3spgaHuie nosb30BaTesibCKoro cnvucka metofos «shell_acct»:

DGS-3000-28XMP:admin#create accounting method_list_name shell acct
Command: create accounting method_list_name shell_acct

Success.

DGS-3000-28XMP : admin#

5-2 config accounting

OonucaHue
[JaHHas KomaHga WCnonb3yeTcs [ANnsi HACTPOMKM MNO/b30BaTe/bCKOr0 CMnMCKa WM ClMcka MEeToA0B
akKKayHTWHra no yMmon4aHuio Ha KOMmyTaTope.

CuHTakcuc
config accounting [default | method_list_name <string 15>] method {tacacs+ | radius | server_group

<string 15> | none}(1)

MapameTpsbl

default — ykasbiBaeT HacTpoiiKy cnncka METOL40B akKayHTUHra N0 YMOMYaHMI.

method_list_name — ykasblBaeT HaCTPOIiKy NOMNb30BaATENbCKOIO CMMCKa METOAOB aKKayHTUHra.
<string 15> — BBeAUTE UMS CMMCKa METOAOB.

method — ykaxute MeTo/, akkayHTUHra.
tacacs+ — ykasbIBaeT UCMNOMb30BaHNE BCTPOEHHO rpynnbl cepBepoB TACACS+.
radius — ykasbIiBaeT UCNOJ/Ib30BaHMWe BCTPOEHHOI rpyninbl cepeepoB RADIUS.
server_group — yka3blBaeT 1UCMNo/1b30BaHne nosnb3oBaTeniemM rpynmnbl CepBepoB.
<string 15> — BBeANTE MM rpynnbl CEPBEPOB.
none — yKaxnte A1 OTKHOUYEHNSA akKayHTUHra.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

HacTtpoiika nonb3oBatenbckoro cnvcka metogoB «shell_acct» ¢ mncnonb3oBaHWEM BCTPOEHHON Tpynmbl
cepeepoB TACACS+ 1 criegytoLleli 3a Heli BCTPOEHHO rpynnsl cepeepoB RADIUS:
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DGS-3000-28XMP:admin#config accounting method_list_name shell_acct method tacacs+ radius
Command: config accounting method list name shell acct method tacacs+ radius

success.

DGS-3000-28XMP:admin#

5-3 delete accounting method_list_name

OonucaHue
[JaHHas KomaHga ncnonb3yercs ANsa yaaneHns nonb30Bare/IbCKoro Cnucka MeTofloB akkayHTUHra.

CuHTakcuc
delete accounting method_list_name <string 15>

MapameTtpsbl

<string 15> — BBeguTE UMS CNUCKa METOAOB.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbIMOMHATL JAaHHYIO KOMaH4y.

Mpumep
YpaneHune nonb3oBaTebCKOro cnmcka Metofos «shell_acct»:

DGS-3000-28XMP:admin#delete accounting method_list_name shell_acct
Command: delete accounting method_list_name shell_acct

Success.

DGS-3000-28XMP : admin#

5-4 show accounting

OnucaHue
[aHHasi KomaHga Ucnosb3yeTcs A/1s NPoCMoTpa CnMcka METOA0B akKayHTUHra.

CuHTakcuc
show accounting [default | method_list_name <string 15> | all]

MapameTpbl

default — YKaXXute anA OTOﬁpa)KeHI/IFl CMncka MeToA0B akKKayHTUHra no ymosi4aHuio.

method_list_ hame — ykaxuTe g/19 0TO6paeHUs No/Ib30BaTE/IbCKOrO CMMCKa METOA0B akKayHTUHra.

<string 15> — BBeaNTE UMSA CMUCKA METOAOB.

all — 0To6pa>|<eH|/|e BCEX CMNMCKOB METO40B.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.
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Mpumep
OTo6paxeHne 3a4aHHOro Nosb3oBaTesieM cnucka metogoB «shell_acct»:

DGS-3000-28XMP: admin#show accounting method_list_name shell_ acct
Command: show accounting method_list_name shell_acct

Method List Name Priority Method Name Comment
shell acct 1 tacacs+ Built-in Group
2 radius Built-in Group

DGS-3000-2BXMP : admin#

5-5 config accounting service

OonucaHue
[aHHasi KomaHga Ucnosib3yeTcs A/1s1 HAaCTPOWKK cTaTyca YKasaHHOro CepBmuca akkayHTUHra.

CuHTakcuc

config accounting service [network | shell | system] state [enable {[radius_only | method_list_name

<string 15> | default_method_list]} | disable]

MapameTpbl

network — ykasblBaeT CEPBUC akKayHTMHIA Af1a ynpaeneHust goctynom 802.1X Ha nopTy. Mo ymonyaHuio

,El,aHHbIVI CepBunUC OTKJIHOYEH.

shell — yka3biBaeT cepBuUC akkayHTUHra ans cobbituii shell. Korga nonb3oBatesnib BXOAUT UMK BbIXOAUT K3
YUYETHOI 3anucy Ha KoMmMmyTaTope (Yepe3 KoHcosb, Telnet nan SSH) 1 nponcxoguT TaliM-ayT, uHdopmaums
akkayHTUHra 6yget cobupartbca M oTnpaBnsATbesa Ha RADIUS-cepsep. Mo yMon4YaHUO AaHHbIA cepBuc

OTK/TOYEH.

system — yKa3blBaeT CepBUC aKKayHTUHra A1 CUCTEMHbIX cobbIThiA: reset n reboot. Mo yMON4aHuto

[JaHHbIi CEPBUC OTK/THOYEH.

state — yka3bIBa€eT cTaTyC YKa3aHHbIX CEPBNCOB.
enable — ykaxuTe ON19 BK/IIOYEHNS YKA3aHHOTO CepBMCa akKayHTUHIa.

radius_only — (onunoHanbHO) yKa3biBaeT Ucnosb3oBaHue Tonbko RADIUS-cepBepa, co3gaHHOro

kKomaHgoi config radius add.

method_list_ name — (onyMoHasIbHO) yKaxknTe, YTOObl UCMO/b30BaTb TOIBKO MOSIb30BATE/IbCKUIA

CMUCOK METOLO0B akKayHTUHra, Co3faHHbli KOMaHAon create accounting method_list_name.

<string 15> — BBeAUTE UMS CNMUCKA METOAOB.

default_method_list — (onuMoHanbHO) ykaxuTe, 4TOObI MCMNOMNb30BaTb CMMCOK METOAOB MO

YMOT4aHMIO.
disable — oTkHOUNTL YKa3aHHbI CEpPBUC aKKayHTUHTA.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BknoueHune cnvcka metofoB akkayHTMHTra AAA «shell_acct» gnsa cobeituii shell:
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DGS-3000-28XMP:admin#config accounting service shell state enable method_list_name shell_acct
Command: config accounting service shell state enable method list name shell acct

Success.

DGS-3000-28XMP: admin#

5-6 config accounting service command

OonucaHue
[aHHasi koMaHaa MCMNosb3yeTcsa A/11 HACTPOMKM BO3MOXHOCTU NIOTMPOBaHUSA KOMaH[, YKa3aHHOro YpPOBHS
CEPBUCOM aKKayHTUHra. Ecnmn ypoBeHb KOMaHbl He yKasaH, BbIOpaHHbIMU CUMTAOTCS BCE YPOBHMU.

CuHTakcuc
config accounting service command {administrator | operator | power_user | user}

[method_list_name <string 15> | none]

MapameTpbl

administrator — (onyMoHanbHO) NCNONb30BaTb KOMaHabl YpoBHS Administrator.

operator — (OnuUMoHaNbHO) UCMO/b30BaTh KOMaH bl YpoBHsS Operator.

power_user — (ONLUMOHa/ILHO) UCMOb30BaTb KOMaHAbl ypoBHS Power-User.

user — (OnuMoHabHO) NCMOMb30BaTh KOMaH/bl YpoBHS User.

method_list_name — ncnonb3oBaTb TO/IbKO MO/Ib30BATENLCKNIA CMIMCOK METOA0B akKayHTMHra, CO3[aHHbIi
KoMaHzoi1 create accounting method_list_name.

<string 15> — BBeAgnTE MMs CNMCKa METOAOB.

nohe — OTK/T4YUTb JaHHYI0 (DYHKLMIO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika BbINO/IHEHMS KOMaHA, ypoBHSA Administrator ons cnmcka MeTogoB akkayHTUHra AAA «shell_acct»:

DGS-3000-28XMP:admin#config accounting service command administrator method_list name
shell_acct

Command: config accounting service command administrator method_list_name shell_acct
sSuccess.

DGS-3000-28XMP: admin#

5-7 show accounting service

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs Ans NpocMoTpa ctaTyca CEPBUCOB akKayHTUHra.
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CuHTakcuc
show accounting service

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTob6paXxeHne nHopmaummn o cepencax akkayHTuHra RADIUS:

DGS-3000-28XMP: admin#show accounting service
Command: show accounting service

Accounting State Method

Network : Disabled
Shell . Enabled shell_acct
System : Enabled

DGS-3000-28XMP : admin#

5-8 create tacacs server host

OnucaHue

JaHHaa komaHpa ucnonb3yetrca ana cosgaHusa cepsepa TACACS. MMpu cosgaHun AAA-cepBepa ero
IP-agpec 1 npoTokon sBASATCA MHAekcoM. Ha ogHoM husmyeckom MOpTy MOXET ObiTb 3anyuieHo 6onee
OZHOro cepsuca NPOTOKOM0B. MakcMMasibHOe KOIMYECTBO NOALEPXKMBAEMbIX CEPBEPOM Y3/10B — 16.

CunHTtakcuc
create tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpsbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTe IPv6-agpec cepsepa.

port — (onunoHanebHo) HoMep nopta cepsepa TACACS.
<int 1-65535> — ykaxuTe Homep nopra. 3HayeHue no ymonyaHuo — 49.

timeout — (onuMoHasibHO) BpeMs OXuaaHWs OTBETA OT cepBepa.
<int 1-255> — ykaxuTe Bpems B CeKyHAax. 3HauyeHne no yMon4yaHuio — 5 cekyHn,

retransmit — (ONUWOHaIBHO) CYETUMK KO/IMYECTBa NOBTOPHbIX 3arMpOCOoB.
<int 1-20> — ykaxute 3Ha4yeHne. 3Ha4yeHme rno ymonvaHumo — 2.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep

65



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

CospaHue cepsepa TACACS:

DGS-3000-28XMP:admin#create tacacs server_host 10.1.1.222 port 15555 timeout 18
Command: create tacacs server_host 10.1.1.222 port 15555 timeout 10

Success.

DGS-3000-28XMP : admin#

5-9 config tacacs server_host

OnucaHue
[JaHHasi KomaHga ucnonblyetcs Ans HacTpoliku cepeepa TACACS.

CuHTtakcuc
config tacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHanbHo) HoMep nopta cepeepa TACACS.
<int 1-65535> — ykaxuTe HoMep nopTa. 3HayeHve no ymonyaHuio — 49.

timeout — (onNuMoHanNbLHO) Bpems OXnaaHns oTBETa OT cepBepa.
<int 1-255> — ykaxuTe BpeMs B CEKyHAAxX. 3HAUEHME N0 YMOMYaHWIO0 — 5 CeKyH.

retransmit — (OMUMOHa/IbHO) CUETUMK KOSTIMYECTBA MOBTOPHLIX 3aMNpoCoB.
<int 1-20> — ykaxxute 3HayeHne. 3HayeHne no ymonyaHuio — 2.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika KonmyecTsa NOBTOPHbIX 3anpocos a5 cepepa TACACS B Buge 5:

DGS-3000-28XMP:admin#config tacacs server_host 10.1.1.222 retransmit 5
command: config tacacs server_host 10.1.1.222 retransmit 5

Success.

DGS-3000-28XMP : admin#

5-10 create xtacacs server _host

OnucaHue

JaHHaa komaHga ucnosnb3yetca ansd cosgaHua cepsepa XTACACS. lMpu cos3gaHum AAA-cepsepa ero
IP-agpec 1 NpPOTOKON SABAAKOTCA MHAEKCOM. Ha ogHOM hu3MyeckoM MopTy MOXET ObiTb 3anyLieHo 6onee
OfIHOr0 cepBsuca NPOTOKOM0B. MakcMMaibHoe KOIMYECTBO NoALePXMBaAEMbIX CEPBEPOM Y3/10B — 16.
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CuHTtakcuc
create xtacacs server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | timeout <int 1-255> |
retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHasnbHO) HoMep nopTa cepeepa XTACACS.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHve No ymonyaHuio — 49.

timeout — (onNuMoHanbLHO) BpeMst OXnaaHns oTBETa OT CepBepa.
<int 1-255> — ykaxuTe BpemMs B CEKyHAaxX. 3HAUEHME N0 YMOMYaHWo — 5 CeKyH.

retransmit — (ONUUOHaILHO) CYETUMK KO/IMYECTBa MOBTOPHbLIX 3arMpOCOoB.
<int 1-20> — ykaXute 3Ha4yeHne 34ecCb. 3Ha4eHue rno yMmoayaHuo — 2.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
Co3paHue cepsepa XTACACS:
DGS-3000-28XMP:admin#create xtacacs server_host 10.1.1.222 port 15555 timeout 10

Command: create xtacacs server_host 10.1.1.222 port 15555 timeout 10
sSuccess.

DGS-3000-28XMP : admin#

5-11 config xtacacs server_host

OnucaHue
[aHHasi KomaHga ucnonb3yetcs Ans HacTpolikm cepepa XTACACS.

CunHTtakcuc
config xtacacs server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | timeout <int 1-255> |

retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe IP-agpec cepsepa.

<ipv6addr> — ykaxuTte IPv6-agpec cepsepa.

port — (onunoHasnbHO) HoMep nopTa cepeepa XTACACS.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHve No ymonyaHuio — 49.

timeout — (onNuMoHaNbLHO) BPeMsi OXWAaHWs OTBETA OT cepBepa.
<int 1-255> — ykaxuTe BpemMs B CEKyHAAxX. 3HAUEHME N0 YMOMYaHWIO0 — 5 CeKyH .

retransmit — (ONUWOHaILHO) CYETUMK KO/IMYECTBa MOBTOPHbLIX 3arMpOCOoB.
<int 1-20> — ykaXute 3Ha4yeHne 34ecCb. 3Ha4eHue rno ymoayaHuo — 2.
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OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTtpoliika konnyectBa NOBTOPHbIX 3anpocoB ans cepsepa XTACACS B Buge 5:

DGS-3000-28XMP:admin#config xtacacs server_host 10.1.1.222 retransmit 5
Command: config xtacacs server_host 10.1.1.222 retransmit 5

Success.

DGS-3000-28XMP:admin#

5-12 create tacacs+ server host

OnucaHue

JaHHaa komaHga uvcnonb3yetca Ona cosgaHus cepsepa TACACS+. TMpu cospgaHun AAA-cepsepa ero
IP-agpec 1 npoTokon sBNSAKTCA MHAekcoM. Ha ogHoM husmyeckom nopTy MOXET ObiTb 3anyuieHo 6onee
OZIHOro cepBuca NPOTOKOMO0B. MakcMMaibHOe KOMMYECTBO NOALEPXKMBAEMbIX CEPBEPHLIX Y3/10B — 16.

CunHTtakcuc
create tacacs+ server_host [<ipaddr> | <ipv6addr>] {port <int 1-65535> | key [<key_string 254> |

none] | timeout <int 1-255>}

MapameTpsbl

<ipaddr> — ykaxuTe 3anuck ansa IP-agpeca cepsepa.

<ipv6addr> — ykaxuTte 3anucb ans IPv6-agpeca cepsepa.

port — (onumoHasbHO) HoMep nopTa Ans 3anucu cepsepa TACACSH.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHue no ymonyaHuio — 49.

key — (onumMoHaNbLHO) YKaXXuTe KoY B DOPMe 06bIYHOro TeKCTa.
<key_string 254> — BBeauTe K/tO4.
none — yka3blBaeT Ha oTcyTcTBUE LWndposaHusa ana TACACS+.

timeout — (onuMoHasibHO) BpeMs OXuaaHWs OTBETa OT cepBepa.
<int 1-255> — ykaxute Bpems B CeKyHAax. 3Ha4yeHne no yMon4aHuio — 5 cekyHn,

OrpaHuyeHus
Tonbko nonb3oBaTeny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpuwvep
CosgaHue 3anvcy gna cepsepa TACACS+:

DGS-3000-28XMP:admin#create tacacs+ server_host 10.1.1.222 port 15555 timeout 1@
Command: create tacacs+ server_host 10.1.1.222 port 15555 timeout 10

Success.

DGS-3000-28XMP : admin#
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5-13 config tacacs+ server_host

OnucaHue
[JaHHasi KomaHga Ucnonb3yeTcs Ans HacTpolikn 3anucn ans cepeepa TACACS+,

CuHTakcuc
config tacacs+ server_host [<ipaddr> | <ipvb6addr>] {port <int 1-65535> | key [<key_string 254> |

none] | timeout <int 1-255>}

MapameTpbl

<ipaddr> — ykaxuTe 3anucb gns IP-agpeca cepsepa.

<ipv6addr> — ykaxute 3anucb ans IPv6-agpeca cepsepa.

port — (onumoHabLHO) HoMep nopTa Ans 3anucy cepeepa TACACSH.
<int 1-65535> — ykaxuTe HoMep nopTa. 3HayeHue No yMonyaHuio — 49.

key — (onuuoHasibHO) KoY B hopMe 06bIYHOIO TeKcTa.
<key_string 254> — BBeauTE KNHOY.
hohe — yka3blBaeT Ha oTcyTcTBMe WwndposaHua onsd TACACS+.

timeout — (onuMoHanbLHO) Bpems OXnaaHVs OTBETA OT CepBepa.
<int 1-255> — ykaxuTe BpeMs B CEKyHAAX. 3HAUEHME MO YMOYaHWIO — 5 CeKyH.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/HATb AAaHHYI0 KOMaHAy.

Mpumep
HacTpoiika 3anncu gnsa cepsepa TACACS+ co 3Ha4YeHneM Ktova «abcl23»:

DGS-3000-28XMP:admin#config tacacs+ server_host 10.1.1.222 key "abc123"
Command: config tacacs+ server_host 10.1.1.222 key "abc123"

Success.

DGS-3000-28XMP: admin#

5-14 create radius server _host

OnucaHue

JaHHaa komaHpa ncnonb3yetca anda codgadua 3anncu gnsa RADIUS-cepsepa. Korga co3gaerca 3anvch g/is
AAA-cepBepa, ero IP-agpec n NpoToKon SABNAIOTCA MHAEKCOM. Ha ogHOM dim3nyeckoM MOpTy MOXET ObiTb
3anyLlieHo 6onee 04HOTO cepBuca NPOTOKO/I0B. MakcMmasibHOe KONMYeCcTBO NOAAEPKMBAEMbIX 3anunceil gns
cepsepa — 16.

CuHTakcuc
create radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTpsbl

<ipaddr> — ykaxuTe 3anuce Ansa IP-agpeca cepsepa.
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<ipv6addr> — ykaxute 3anucb g5 IPv6-agpeca cepsepa.

auth_port — (onuvoHanbHo) ykaxute Homep nopta a1 RADIUS-ayTeHTUmkaumn.
<int 1-65535> — ykaxuTe HoMep nopTta. 3HayeHue no ymonyaHuo — 1812.

acct_port — (onuMoHasibHO) yKaxKnTe HOMep nopTa Ans yy4eTHol 3anmcm RADIUS.
<int 1-65535> — ykaxuTe Homep nopTa. 3Ha4yeHne no ymonyaHuo — 1813.

key — (onunoHasibHO) yKaxkmnte K/itod B dopme 06bIYHOTO TeKCTa.
<key_string 254> — BBeuTE K/HOY.
none — yka3blBaeT Ha OTCyTCTBMe WwundposaHusa ana RADIUS.

timeout — (onuMoHasnibHO) BpeMs OXuaaHNsa OTBETa OT cepBepa.
<int 1-255> — ykaxute BpeMs B ceKyHAax. 3HaueHue rno yMonyaHuio — 5 cekyHz,

retransmit — (ONUWOHaIBHO) CYETUMK KO/IMYECTBa NOBTOPHbLIX 3arpOoCoB.
<int 1-20> — ykaXunte 3Ha4yeHue 34ecCb. 3HaYeHue no ymoayaHuo — 2.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.

Mpumep
CospgaHue 3anncu gna cepsepa RADIUS:

DGS-3000-28XMP:admin#create radius server_host 10.1.1.222 auth_port 15555 timeout 110
Command: create radius server_host 10.1.1.222 auth_port 15555 timeout 110

Success.

DGS-3000-28XMP : admin#

5-15 config radius server_host

OnucaHue
[JaHHas komaHga ncnonb3yeTcs Ans HacTpoiikm 3anucn gns RADIUS-cepsepa.

CuHTakcuc

config radius server_host [<ipaddr> | <ipv6addr>] {auth_port <int 1-65535> | acct_port <int 1-65535> |

key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTpbl

<ipaddr> — ykaxuTe 3anuck ans IP-agpeca cepsepa.

<ipv6addr> — ykaxxute 3anuce ana IPvé-agpeca cepsepa.

auth_port — (onuymoHanbHO) ykaxxmte Homep nopta ans RADIUS-ayTeHTudmkaumm.
<int 1-65535> — ykaxnTe Homep nopTa. 3Ha4yeHne no ymonyaHuo — 1812.

acct_port — (onuMoHanbHO) yKaXuTe HOMep nopTa anga yvyeTHoi 3anucn RADIUS.
<int 1-65535> — ykaxute Homep nopTa. 3Ha4yeHne no ymonyaHuo — 1813.

key — (onumnoHasibHO) yKaxknTe K/itod B hopme 00bIYHOTO TEKCTA.
<key_string 254> — BBeuTE K/ItOU.
none — ykasblBaeT Ha OTCyTCTBME WwndposaHma onsa RADIUS.

timeout — (onunoHasibHO) BpeMs OXNAaHUSA OTBETa OT cepBepa.
<int 1-255> — ykaxute BpeMs B CEKyHAax. 3Ha4YeHne Mo yMOoN4aHui — 5 cekyHa.
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retransmit — (OMUMOHa/IbHO) CUYETUMK KO/TIMYECTBA MOBTOPHbIX 3anpoCcoB.
<int 1-20> — ykaxxute 3HayeHue 34ecb. 3Ha4yeHne no ymosnyaHuio — 2.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
HacTtpoliika 3anncu gnsa cepsepa RADIUS co 3HaueHneM Koda «abcl23»:

DGS-3000-28XMP:admin#config radius server_host 10.1.1.222 key "abc123"
Command: config radius server_host 10.1.1.222 key "abc123"

Success.

DGS-3000-28XMP : admin#

5-16 delete aaa server_host

OnucaHue
[JaHHasi KomaHga ucnonb3yeTcs Ans yaaneHnsa ykaszaHHon sanmcn AAA-cepeepa.

CuHTakcuc
delete aaa server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

MapameTpbl

<ipaddr> — ykaxuTe 3anuck Ansa IP-agpeca cepsepa.

<ipv6addr> — ykaxute 3anucb g5 IPv6-agpeca cepsepa

protocol — ykaxute npoToKos, NCNoNb3yemblii ¢ AAA.
tacacs — ykasbiBaeT npotokosn TACACS.
xtacacs — yka3biBaeT npotokos1 XTACACS.
tacacs+ — ykasbiBaet nportokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
YpaneHuve npotokona TACACS+, ncnosnb3yemoro ¢ cepsepom AAA c IP-agpecom 10.1.1.222:

DGS-3000-28XMP:admin#delete aaa server_host 108.1.1.222 protocol tacacs+
Command: delete aaa server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3000-28XMP : admin#

5-17 show aaa server_host
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OnucaHue
[aHHasi KomaHga ucnosb3yeTcs Ans NnpocmoTpa MHdopmauun o 3anmcsax AAA-cepeepa.

CuHTakcuc
show aaa server_host

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTo6paxeHne nHcopmaumm o 3anmcsax AAA-cepeepa:

DGS-3000-28XMP: admin#show aaa server_host
Command: show aaa server_host

IP Address Protocl Port Acct Time Retry Key
Port out

10.1.1.222 RADIUS 15555 1813 110 2 abc123

10.1.1.222 TACACS 15555 - 5 2 -

10.1.1.222 TACACS+ 15555 - 5 - abc123

10.1.1.222 XTACACS 15555 - 5 2 -

Total Entries : 4

DGS-3000-28XMP : admin#

5-18 create aaa server_group

OnucaHue

JaHHaa komaHga mncnonb3yeTca 419 COo3f4aHuA rpynnbl Nosib3oBaTesibCkxX cepsepoB AAA. MakcumasibHO
[OCTYNnHO 8 rpynn CcepBepoB, Bk/I4Yas BCTPOEHHble. B Kaxaol rpynne cepBepoB MOXET ObiTb A0 8
CepBepHbIX Y3/0B.

CuHTakcuc
create aaa server_group <string 15>

MapameTpbl

<string 15> — 1Ma rpynnbl CEpBEPOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
CospgaHuve nNonb3oBaTesibCKoii rpynnbl cepepoB AAA «group_1»:
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DGS-3000-28XMP:admin#create aaa server_group group_1
Command: create aaa server_group group_1

sSuccess.

DGS-3000-28XMP : admin#

5-19 config aaa server_group

OnucaHue
[aHHasi KomaHga ucnonb3yeTca Ana gobaeneHns unu ypaneHuns sanucnm AAA-cepBepa U3 YKasaHHOW
rpynmnbl cepBepos.

CuHTakcuc
config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add | delete]

server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

MapameTpbl

tacacs — yka3bIBa€eT Ha 1CMo/b30BaHe BCTPOEHHOW rpynnsl cepeepoB TACACS.

xtacacs — ykasblBaeT Ha MCNO/b30BaHne BCTPOEHHON rpynnbl cepeepoB XTACACS.

tacacs+ — ykasbIlBaeT Ha UCMO0/b30BaHNe BCTPOEHHOI rpynnbl cepepoB TACACS+.

radius — ykasblBaeT Ha MCMONb30BaHWe BCTPOEHHOI rpynmnbl cepeepos RADIUS.

group_name — yKaxuTe UMs Nonb30BaTe/IbCKOM rpynnbl.
<string 15> — ykaxuTe UMsi rpynnbl CEPBEPOB.

add — no6aBunTb cepsep B rpynny cepBepos.

delete — yganuTb cepsep 13 rpynnbl CEPBEPOB.

server_host — yka3sbiBaeT cepBsep.
<ipaddr> — yka3biBaeT |IP-agpec cepsepa.
<ipv6addr> — yka3biBaeT IPv6-agpec cepsepa.

protocol — yka3blBaeT NPOTOKO/, NCNONb3yeMbld ¢ AAA.
tacacs — ykasbiBaeT npotokon TACACS.
xtacacs — yka3biBaeT npoTtokos1 XTACACS.
tacacs+ — ykasbiBaeT npotokon TACACS+.
radius — ykasbiBaeT npotokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
Job6aBneHune cepeepa AAA c IP-agpecom 10.1.1.222 B rpynny CepBepoB «group_1»:
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DGS-3000-28XMP:admin# config aaa server_group group_name group_1 add server_host 10.1.1.222
protocol tacacs+

Command: config aaa server_group group_name group_1 add server_host 10.1.1.222 protocol
tacacs+

Success.

DGS-3000-28XMP : admin#

5-20 delete aaa server_group

OnucaHue
JaHHaa komaHaa ncnonb3yeTca 414 yaaneHus rpynnbl Nosb3oBare/ibCknx cepsepos AAA.

CuHTakcuc
delete aaa server_group <string 15>

MapameTpbl

<string 15> — ykaxwuTe yMs rpynrbl CEPBEPOB.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
YpaneHve nosib30BaTebCKoi rpynmnbl cepBepoB AAA «group_1»:

DGS-3000-28XMP:admin#delete aaa server_group group_1
Command: delete aaa server_group group_1

Success.

DGS-3000-28XMP : admin#

5-21 show aaa server_group

OnucaHune
JaHHaa koMmaHaa ncnosib3yetca A4 npocMoTpa rpynn cepsepoB AAA.

CuHTtakcuc
show aaa server_group {<string 15>}

MapameTpsbl

<string 15> — (ONUWOHAIEHO) YKaXNTe UMS Tpynbl CEPBEPOB.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.
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Mpumep
OTob6paxeHne Bcex rpynn cepepoB AAA:

DGS-3000-28XMP: admin#show aaa server_group
Command: show aaa server_group

Group Name IP Address Protocol
g w222 TACACS+
radius 10.1.1.222 RADIUS
tacacs 10.1.1.222 TACACS
tacacs+ 10.1.1.222 TACACS+
xtacacs 10.1.1.222 XTACACS

Total Entries : 5

DGS-3000-28XMP : admin#

5-22 show aaa

OnucaHue
[JaHHas komaHza ucnosb3yeTcs Ans NpocMoTpa 06Lmx HacTpoek AAA.

CuHTakcuc
show aaa

MapameTpsbl
Her.

OrpaHuyeHus
Her.

Mpuwmep
OTob6paxeHne 06Lmx HacTpoek AAA:;
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DGS-3000-28XMP:admin#show aaa
Command: show aaa

Authentication Policy: Disabled

Accounting Network Service State: Disabled
Accounting Network Service Method:
Accounting Shell Service State: Disabled
Accounting Shell Service Method:

Accounting System Service State: Disabled
Accounting System Service Method:
Accounting Admin Command Service Method:
Accounting Operator Command Service Method:
Accounting PowerUser Command Service Method:
Accounting User Command Service Method:

DGS-3000-28XMP:admin#
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6. KomaHabl ayTeHTUUKaumm

enable password encryption

disable password encryption

enable authen_policy

disable authen_policy

show authen_policy

create authen_login method_list_name <string 15>

config authen_login [default | method_list_ name <string 15>] method {tacacs | xtacacs | tacacs+ | radius
| server_group <string 15> | local | none}

delete authen_login method_list name <string 15>

show authen_login [default | method_list_ name <string 15> | all]

create authen_enable method_list_name <string 15>

config authen_enable [default | method_list_ name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local _enable | none}

delete authen_enable method_list_name <string 15>

show authen_enable [default | method_list_name <string 15> | all]

config authen application [console | telnet | ssh | http | all] [login | enable] [default | method_list_name
<string 15>]

show authen application

create authen server_group <string 15>

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete] server_host
[<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]

delete authen server_group <string 15>

show authen server_group {<string 15>}

create authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port <int
1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

config authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port <int
1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

delete authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+| radius]

show authen server_host

config authen parameter response_timeout <int 0-255>

config authen parameter attempt <int 1-255>

show authen parameter

enable admin

config admin Iocalienable {encrypt [plain _text | sha 1] <password>}
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6-1 enable password encryption

OnucaHue

[aHHas komMaH4a WCNoMb3yeTrcs AN BKAKYEHWs CAyx6bl wudpoBaHus naponeii. Nonb3oBarenbckuie
HaCTPOWKM ByayT COXpaHEeHbl B KOHUIypauMoHHOM diainie 1 no3xe MOoryT ObiTb NPUMEHEHbI K CUCTEME.
Mocne NpMMeHeHWs KoMaHabl Naposib ByaeT XpaHNTbLCA B 3allnpoBaHHOM BUAe.

CuHTakcuc
enable password encryption

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

BkoveHue windpoBaHns Nnapons:
DGS-3000-28XMP:admin# enable password encryption
Command: enable password encryption

Success.

DGS-3000-28XMP : admin#

6-2 disable password encryption

OonucaHue
[aHHas KomaHga WCnonb3yeTcst AN OTK/IAYEeHUs CAyXObl LWndpoBaHusa naponeit. Nonb3oBaTtesnbckme
HaCTpOiKM 6yayT COXpaHeHbl B KOHUIYpaLMoHHOM ddaiisie n NO3XKe MOryT ObITb MPUMEHEHbI K CUCTEME.

Mocne NpMMeEHeHWs KOMaHAbl Naposib OyaeT XpaHUTbCA B 0ObIMHOM TEKCTOBOM BuAe, €c/iv 310 6biio
yKasaHo nosb3oBartesnieMm. OgHako, ecsim nosb30BaTesb ykasas naponb B 3awmnpoBaHHOM BUAE WK €C/Nn
npeasapuTesibHO Gblna MCMNonb3oBaHa koMaHaa enable password encryption, To BuA napons yxe He
MOXeT ObITb BO3BpAaLLEH K TEKCTOBOMY.

CuHTakcuc
disable password encryption

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/IHATL AAHHYI0 KOMaHAy.

Mpumep

OTKNYeHMe WnpoBaHUS Naposns:
DGS-3000-28XMP:admin# disable password encryption
Command: disable password encryption

Success.

DGS-3000-28XMP : admin#
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6-3 enable authen_policy

OnucaHue

[JaHHas komaHZa Mcnosb3yeTcsa O BKAOYEHMSA cepBuca ayTeHTudmkaumm. MNocne npumeHeHns kKomaHabl
yCTpOiCcTBO Byner ayTeHTMduumMpoBaTh MOMb30BaTeNs C MOMOLLLID METOLO0B, yKasaHHbIX B crucke login
method list, n ayteHTudMuMpoBaTb 418 MOBbLILWEHUA NpaB AOCTyna C NOMOLLbI METoA0B, YKa3aHHbIX B
cnucke enable method list.

CunHTtakcuc
enable authen_policy

MapameTpsbl
Her.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

BknroueHne ayTeHTMdUnKaummn:
DGS-3000-28XMP:admin# enable authen_policy
Command: enable authen_policy

Success.

DGS-3000-28XMP : admin#

6-4 disable authen_policy

OnucaHue

[JaHHas KoMaHga ncnosb3yeTcsa 418 OTK/IYEHUS cepBuca ayTeHTudmkauun. Nocne npumMeHeHns KoMmaHzabl
YCTPONCTBO OyaeT ayTeHTMdUUMpoBaTh Nob3oBaTens C NOMOLLbI0 NOKaNIbHOM 6a3bl YYETHbIX 3anuncein n
Ha3HayaTb MOBbILLEHHbIE NPUBUIETN MPU BBOAE 3apaHee 3afaHHOro napons.

CunHTtakcuc
disable authen_policy

MapameTtpbl
Her.

OrpaHuyeHus
TonbKo nonb3oBateny ypoBHA Administrator MOryT BbINOHATb AaHHY0 KOMaHAay.

Mpumep

OTK/IHoUEHME ayTEHTUMKaALUN:
DGS-3000-28XMP:admin# disable authen_policy
Command: disable authen_policy

Success.

DGS-3000-28XMP : admin#
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6-5 show authen_policy

OonucaHue
[aHHas komaHza ucnosb3yeTcs 4751 NPocMoTpa MHA)opMauun 0 ctTatyce ayTeHTUdMKauumn.

CuHTtakcuc
show authen_policy

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep
OTo6paxeHve cTatyca ayTeHTUduKaumuu:

DGS-3000-28XMP:admin# show authen_policy
command: show authen_policy

Authentication Policy : Enabled

DGS-3000-28XMP : admin#

6-6 create authen_login method_list_name

OnucaHue
JaHHas komaHZa WCnosb3yeTcs A1 CO34aHus MNO/b30BaTeNIbCKOro Crnucka METOA0B ayTeHTudurkKaumm
(method list). MakcmasnibHO AONYCTMMOE KOIMYECTBO CNINCKOB METOA0B ayTeHTudumkaumm — 8.

CuHTakcuc
create authen_login method_list_name <string 15>

MapameTtpsbl

<string 15> — BBeAWTe WMS MNOML30BATE/ILCKOTO CMMCKA METOAOB ayTeHTudmKaumn. MakcumasnbHO
[IONYyCTUMOE KONMYEeCTBO CUMBOJIOB B UMeHM — 15.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAHHYIO KOMaHAy.

Mpumep

Co3zfaHue cnucka MeTofloB ayTeHTUMKauumn 018 ocTyna K KOMMyTaTopy:
DGS-3000-28XMP:admin# create authen_login method_list_name login_list_ 1
command: create authen_login method_list_name login_list_1

Success.

DGS-3000-28XMP : admin#

6-7 config authen_login

OnucaHue
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[JaHHas KoMaHga UCnonb3yeTcs 415 HACTPONKM MONb30BaTENIbCKOrO CN1cKa METOA0B ayTeHTU(INKALMN UK
crnucka MeToAOB MO YMOYaHMI0 NS focTyna K KommyTtaTtopy. ocnegoBaTenibHOCTb METOA0B BAMSET Ha
pesynstat. Hanpumep, ecnv nepeoin nget rpynna cepeepoB TACACS+, 3atem TACACS u fanee nokasbHas
6asa local enable, To 3anpoc Ha ayTeHTudmkaumio 6yaeT OTNpPaBNeH Ha MepBblii cepBep U3
npeaBapuTesibHO HacTpoeHHoW rpynnbl cepBepoB TACACS+. Ecnm oH oOTcyTCcTBYeT, TO 3anpoc 6yget
OoTnpaBfieH Ha BTOPOW cepBep 3TOM rpynnbl U Tak Jasiee. Ecnu oTCyTCTBYKOT BCE CepBepbl B rpynne
TACACS+, To 3anpoc 6yaeT oTnpaBfiATbCsA yXe Ha nepsblii cepep rpynnbl TACACS u Tak ganee. Ecnn
OTCyTCTBYIOT BCe cepBepbl TACACS, TO O ayTeHTUpuKaumm nonb3oBarena 6yaeT WCnosb30BaTbCs
NokasibHasa 6a3a faHHbiX. [ocne ycnewHol ayTeHTUgINKaLMM ¢ MOMOLLbI0 NPefBapuTelbHO HACTPOEHHbIX
nnu nonb3osatensckux rpynn cepsepos TACACS/XTACACS/TACACS+/RADIUS (unu ¢ rcnosib30BaHUEM
napameTpa hone) nonb3oBarento OyaeT HaszHayeH ypoBeHb npuBuaernin «User». ONs nosyyvyeHust YpOBHS
«Administrator», Hy>XHO BBecTM KomaHZy enable admin. Ho ecnu pna astopu3aumu UCMNOMbL30BaJICA
NoKasIbHbIA MeToA, TO YPOBEHb MpuBUAErniA GyaeT 3aBUCETb OT YPOBHSA MNPWBW/ETNA, COXPaAHEHHOM Ha
NoKasIbHOM YCTPOICTBE.

CuHTtakcuc
config authen_login [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local | none}

MapameTpbl

default — yka3biBaeT ncnonb3oBaHMe CnMcKa MeETOA0B MO YMO/YaHUI0.

method_list_name — yka3bIBaeT NCMNO/Ib30BaHNE MO/b30BATENbCKOr0 CNMCKa METOAOB.
<string 15> — BBeguTe MMs Crnmcka MeTofoB. MakcMMasibHO [0MNyCTMMOE KO/IMYeCcTBO CMMBOJIOB B
nmenHu — 15.

method — yka3biBaeT, kakoi 6bl/1 UICNO/Mb30BaH METOA, ayTeHTudmkaymm.
tacacs — (OnuMoHasIbHO) YKa3blBa€eT UCNo/b3oBaHue rpynnel cepsepoBTACACS.
xtacacs — (onuuoHasbHO) yKasblBaeT NCMnonb3oBaHune rpynmnbl cepsepos XTACACS.
tacacs+ — (ONuMoHasIbHO) yKasbIBaeT UCNo/Ib30BaHWe rpynnbl cepsepos TACACSH.
radius — (ONuUMOHa/IbLHO) yKa3bIBaET UCNO/b30BaHWe rpynnbl cepsepos RADIUS.
server_group — (ONu1oHasIbHO) YKa3blBAEeT NCMNO/Ib30BaHME MOSb30BaTeIbCKON FPyNMbl CEPBEPOB.
<string 15> — BBeAuTe UMS rpynnbl cepsepoB. MakcMasibHO AONyCTUMOE KOMNMYeCcTBO CMMBOJIOB B
nmMeHun — 15.
local — (onuuoHasibHO) yKa3biBaeT NCMOMb30BaHNE /I0KaIbHOM 6a3bl JaHHbIX KOMMYyTaTopa.
none — (OMuUMOHa/IbHO) YKa3blBaeT OTCYTCTBUE ayTeHTUdmKaumn.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAaHHYI0 KOMaHAy.

Mpumep
HacTtpoiika cnucka MeTofoB ayTeHTUdmnkaumm ons 4ocTyna K KOMMyTaTopy:

DGS-3000-28XMP:admin# config authen_login method_list_name login_list_1 method tacacs+ tacacs
local

Command: config authen_login method_list_name login_list_1 method tacacs+ tacacs local

Success.

DGS-3000-28XMP: admin#

6-8 delete authen_login method_list nhame

OonucaHue
[JaHHas KomaHga ncnonb3yercs AN yaaneHns nonb30Bare/IbCKoro Cnmucka MeTofloB ayTeHTudmkauuu.
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CunHTtakcuc
delete authen_login method_list_name <string 15>

MapameTtpsbl

<string 15> — BBeguTe MMs MN0/1b30BATE/LCKOIO CrNMcKa MeTofoB. MakCMasibHO OOMYCTUMOE KO/IMYeCcTBO
CMMBOJIOB B UM€EHU — 15.

OrpaHuyeHus
Tonbko nonb3oBaTeny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

YpaneHve cnucka MeTofoB ayTeHTudmkauum Ansa 4octyna K KOMMyTaTopy:
DGS-3000-28XMP:admin# delete authen_login method_list_name login_list_1
Command: delete authen_login method_list_name login_list_1

Success.

DGS-3000-28XMP : admin#

6-9 show authen_login

OnucaHue

[aHHasi koMaHfa WCnonb3yeTcsl AN npocMoTpa WHopMaumMmM O CYLWEeCTBYIOLWMX CrMCKax MEeTOA0B
ayTeHTUduKauum ans goctyna K KoMMmyTaTopy.

CuHTakcuc
show authen_login [default | method_list_name <string 15> | all]

MapameTtpsbl

default — ykasbiBaeT oTo6paXeHne cnmcka MeToA0B ayTeHTUUKALMM NO YMOMYaHWIO.

method_list_name — ykasbiBaeT oTOOGpaeHMe MOoMb30BaTeNIbCKOr0 Cnucka METOAO0B ayTeHTUdMKaumu,
CO34aHHOro komaHaoi create authen_login method_list_name.
<string 15> — BBeAMTE WUMSA M0/Ib30BATE/ILCKOrO Chucka MeTofoB. MakcumanbHO [AonycTumoe
KO/IMYeCTBO CMMBO/10B B UMEHU — 15.

all — ykasbIiBaeT 0TOGpaXkeHNE BCE CNUCKM METOA0B ayTeEHTUIMKALUN.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/THATL 3Ty KOMaHAy.

Mpumep
OTOob6paxeHre No/b30BaTe/LCKOro CNycka METOA0B ayTeHTUmKaumm ans goctyna Kk KoMmyTaTopy:
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DGS-3000-28XMP:admin# show authen_login method_list_name login_list_1
Command: show authen_login method_list_name login_list_ 1

Method List Name Priority Method Name Comment

login_list 1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User-defined Group
= local Keyword

DGS-3000-28XMP : admin#

6-10 create authen_enable method_list_ nhame

OnuncaHune

[aHHasi komaHga MCNoMb3yeTcs A Co34aHMs Nofb30BaTeNIbCKOro CrnmMcka MeToAoB ayTeHTudmkaumm ans
nosly4yeHns AocTyna K ypoBHIO «Administrators.

CuHTakcuc
create authen_enable method_list_name <string 15>

MapameTtpbl

<string 15> — BBeAuTe MMs N0/1b30BaTE/LCKOIO CrNMcka MeTooB. MakCcMasibHO 4OMYCTUMOE KO/IMYeCTBO
CMMBO/1I0B B UM€EHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbIMOMHATL AaHHYIO KOMaH4y.

Mpumep
Co3faHve nonb30BaTe/IbCKOro Crucka MeTof0B ayTeHTUdMKauun O18 NofydeHus [A0CTyna K YPOBHHKO
«Administrator»:

DGS-3000-28XMP:admin# create authen_enable method_list name enable list 1
Command: create authen_enable method_list_name enable_list_1

Success.

DGS-3000-28XMP ; admin#

6-11 config authen_enable

OnucaHue

[JaHHas komaHga mcnosb3yeTcs A1 HACTPOMKU MOMNb30BaTENbCKOTO CNMcKa METOAOB ayTeHTudmkaumm c
nosyyeHvem foctyna K ypoBHK «Administrator». lNMocnepoBaTtesibHOCTb METOL0B B/IMAET Ha pesy/ibrar.
Hanpumep, ecnum nepBoit maet rpynna cepsepoB TACACS+, 3atem TACACS wu nokasibHas 6asa
local_enable, To 3anpoc Ha MOBbIWEHNE YPOBHA NPUBWAErWA OyaeT OTnpaBfieH Ha MNepBbli cepBep U3
npenBapuTenbHO HacTpoeHHoW rpynnbl cepsepoB TACACS+. Ecnum OH OTCYTCTBYET, TO 3anpoc 6ynert
OTMpaB/ieH Ha BTOPOI cepBep 3TOW rpynnbl M Tak ganee. Ecnym OTCYTCTBYIOT BCE CeEpPBEPbI B rpymnne
cepBepoB TACACS+, To 3anpoc 6yaeT oTnpaBisThbCs yxKe Ha nepBblii cepeep rpynnbl TACACS 1 Tak ganee.
Ecnn otcytcTtByloT Bce cepBepbl TACACS, TO0 gna ayTeHTUdprkaumMm napons nonb3oBarens oyaet
ncnonb3oBaTbeA naposs local enable.
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CuHTakcuc
config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs | tacacs+ |
radius | server_group <string 15> | local _enable | none}

MapameTtpbl

default — yka3biBaeT ncnonb3oBaHWe cnmMcka MeTOA0B MO YMO/IYaHUIO.

method_list_nhame — yka3blBaeT UCMO/Ib30BaHNE M0J1b30BAaTE/IbCKOro CMcka MeTo0B.

<string 15> — BBeguTe MMs Cnucka MeTtofoB. MakcMmasibHO [0MYyCTUMOE KO/IMYecTBO CYMMBOJSIOB B
MMeHn — 15.

method — ykasbiBaeT, kakoi 6bl/1 UICNOMb30BaH METOA, ayTeHTudmkaymm.
tacacs — (OnuMoHasIbHO) YKa3blBaeT UCNo/b3oBaHue rpynnel cepsepoBTACACS.
xtacacs — (onuuoHasbHO) yKkasblBaeT NCnonb3oBaHune rpynmnsl cepsepos XTACACS.
tacacs+ — (ONuMoOHaIbHO) yKa3bIBaeT UCNo/Ib30BaHWe rpynnbl cepsepos TACACSH.
radius — (oNuUMOHa/IbHO) yKa3bIBaeT UCNOsb30BaHWe rpynnbl cepsepos RADIUS.
server_group — (ONu1oHasIbHO) YKa3bIBAET Ha NCMO/Ib30BaHKe N0b30BaTeNbCKON rpynbl CEpBEPOB.
<string 15> — BBeAuTe UMSA rpynnbl cepsepoB. MakcMasibHO JONyCTUMOE KOMMYeCTBO CMMBOJIOB B
nmMeHun — 15.
local — (onumoHanbHO) yKa3biBaeT Ucnonb3oBaHWe napons local enable.
none — (OMuUMOHa/IbHO) YKa3blBaeT OTCYTCTBUE ayTeHTUdmKaumn.

OrpaHuyeHus
TonbKo nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
HacTpoiika nonb30BaTeNbCKOro CnmMcka MeToAoB ayTeHTUdMKaumm Aas NoSyYeHus A0CTyna K YPOBHIO
«Administrator»:

DGS-3000-28XMP:admin# config authen_enable method_list_name enable_list_1 method tacacs+
tacacs local_enable

Command: config authen_ enable method_list_name enable_list_1 method tacacs+ tacacs
local enable

Success.

DGS-3000-28XMP:admin#

6-12 delete authen_enable method_list name

OonucaHue

[aHHasi KomaHga ucnonb3yeTcsa A9 yAasieHus nosb30BaTebCKOro CnMcka MeTofoB ayTeHTMdnkaumm ans
noslyYyeHns AocTyna K ypoBHIO «Administrators.

CuHTakcuc
delete authen_enable method_list name <string 15>

MapameTtpbl

<string 15> — BBeguTe MMs MN0/1b30BATE/LCKOIO CrMcka MeTooB. MakCcMasibHO AOMYCTUMOE KO/IMYeCTBO
CMMBOJ1I0B B UM€eHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.
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Mpumep
YpaneHvne nonb30BaTeNIbCKOro CAMcKa METOAO0B ayTeHTMdMKaumm Ana NoayydeHust AocTyna K YPOBHHO
«Administrator:

DGS-3000-23XMP:admin# delete authen_enable method_list_name enable_list_1
Command: delete authen_enable method_list_name enable_list_1

Success.

DGS-3000-28XMP : admin#

6-13 show authen_enable

OnucaHune

[JaHHasi koMaHAga WCNoMb3yeTcsl AN nNpocMoTpa WHopMaumMm O CyLWEeCTBYHOLWMX CrMCKax MEeTOoAo0B
ayTeHTurKaumm, NoBbILIAKLWMX YPOBEHb NPUBUIETIA.

CuHTakcuc
show authen_enable [default | method_list_name <string 15> | all]

MapameTtpbl

default — ykasbiBaeT oOTOOpaeHMe cnucka METOAO0B ayTeHTUdmKaumy, MOBbILWAKLWKMX YPOBEHb
NpVBUAETWIA.

method_list_nhame — yka3biBaeT oTOOGpaeHMe MOoMb30BaTeNIbCKOro Cnucka METOAO0B ayTeHTUdMKauumu,

MoBbILLIAKLWMNX YPOBEHb NPUBUAETWIA, CO30aHHOI0 KOMaHAoM create authen_login method_list_name.
<string 15> — BBeAWTE WUMSA M0/Ib30BATE/LCKOrO Chucka MeTofoB. MakcumanbHO [AonycTUmoe
KO/IMYeCTBO CMMBO/10B B UMEHU — 15.

all — ykasbiBaeT oTOOpaxeHue BCEX CMWCKOB METOA0B ayTeHTMdIMKauMM, MOBbIWALWNX YPOBEHb
npuBUIErnia.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

OT06pa>KeH|/|e BCeX CNNCKOB MeTo40B ayTeHTVId)I/IKaU,I/IVI, NoBbIWAKLWNX YPOBEHb I'IpVIBI/IerFI/IVIZ
DGS-3000-28XMP:admin# show authen_enable method_list_name enable_ list 1

Command: show authen_enable method list name enable list 1

Method List Name Priority Method Name Comment

enable_list_1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User -defined Group
4 local Keyword

DGS-3000-28XMP : admin#

6-14 config authen application

OnucaHue
[aHHas komaH4a Ucnonb3yeTcs A/ HaCTPOoiKM cnuckoB MeTogoB login method list n enable method list gns
BCEX W/ ONpeAesieHHbIX TUNOB AOCTyNa.
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CuHTakcuc
config authen application [console | telnet | ssh | http | all] [login | enable] [default |
method_list_name <string 15>]

MapameTtpbl

console — yka3blBaeT KOHCO/IbHbI A0CTYM.

telnet — ykasbiBaerT telnet-goctyn.

ssh — yka3biBaeT SSH-goctyn.

http — yka3biBaeT web-goctyn.

all — yka3biBaeT KOHCO/bHBIN, telnet-, SSH- 1 web-gocTyn.

login — yka3bIBaeT CNMCOK METOAOB AJ15 [OCTyNa K KOMMYyTaTopy.

enable — yka3biBaeT cnucok MeToAO0B /15 NOSyYeHUsa AOCTyna K ypoBHIO «Administrator»

default — yka3biBaeT cnnMcok METOA0B N0 YMOJTHAHUIO.

method_list_name — YKa3bIBa€T NMA NOJIb30BaTE/IbCKOIo Crnncka MeTogoB.
<string> — BBEgUTE M4 cnucka. MakcmmasibHO aonyctumoe Konm4yecTtso CMMBOJ10B B UMEHU — 15.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpuwmep

HaCTpOﬁKa Cnnucka MeTogos OnA telnet-,q,OCTyrla:

DGS-3000-28XMP:admin# config authen application telnet login method_list_name login_list_1
Command: config authen application telnet login method_list name login_ list 1

Success.

DGS-3000-28XMP : admin#

6-15 show authen application

OnucaHue
[JaHHasi KomaHga ucnosb3yeTcs Aas NnpocmoTpa MHdopmauumn o cnmckax MeTooB A/1s BCex TMMOB AOCTyna.

CuHTtakcuc
show authen application

MapameTpbl
HeT.

OrpaHunyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTO0b6paxeHne CnUcKOB METOA0B:
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DGS-3000-28XMP:admin# show authen application
Command: show authen application

Application Login Method List Enable Method List

Console default default
Telnet login_list_1 default
SSH default default
HTTP default default

DGS-3000-28XMP : admin#

6-16 create authen server_group

OonucaHue

[aHHasi KomaHga Wucnonb3yeTcs A5 COo3[4aHUSA MO/b30BaTe/IbCKON TPYyMnbl CcepBepoB. MakCumasibHO
[ONyCTUMOE KOMIMYECTBO rPynn CepBepoB (BKAOYas NpeaBapuTenibHO HACTpPOeHHbIe) — 8. Kaxaasa rpynna
MOXET NnoAJepXusarb MakCumym 8 cepBepoB.

CuHTakcuc
create authen server_group <string 15>

MapameTtpbl

<string 15> — BBeAMTE UMS NO/Ib30BATE/NLCKOI rpynnbl cepBepoB. MakcumasibHO A0MNYCTUMOE KOIMYECTBO
CUMBOJI0B B UMEHN — 15.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
Co3pgaHue nosb30BaTerbCKol rpynnbl CEpBEPOB:
DGS-3000-28XMP:admin# create authen server_group mix_1

Command: create authen server_group mix_1
success.

DGS-3000-28XMP : admin#

6-17 config authen server_group

OnucaHune

[JaHHaa komaHga ucnonb3yercsa Ana fobasneHns Wan yAasieHUs OfHOT0 U3 CepBepoB ayTeHTudukauum
onpeaeneHHo rpynnbl cepBepoB. B npeaBaputenbHO HacTpoeHHble rpynnbl cepBepoB TACACS, XTACACS,
TACACS+, nnn RADIUS mMoXHO g06aBUTb TO/IbKO CEPBEP, UCMOMb3YIOLWMIA TOT e NPOTOKO/, YTo U BCA
rpynna. Hanpumep, rpynna cepBepoB RADIUS 6yaeT nogaepxuBaTb TOMbKO TOT CepBep, KOTOPbIit
ncnons3yetr npotokon RADIUS. lNonb3oBartensckue rpynnbl CEPBEpPOB MOTryT NOALEPXUBATL CepBepbl
pa3HbIX MPOTOKONOB.

CuHTakcuc

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete]
server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius]
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MapameTpbl

tacacs — ykasbiBaeT HacTpoliky rpynmnbl cepeepoB TACACS.

xtacacs — ykasbiBaeT HacTpoliky rpynnbl cepeepoB XTACACS.

tacacs+ — ykasbIBaeT HaCTpoiiKy rpynnbl cepeepoB TACACS+.

radius — yka3biBaeT HacTpoliky rpynnbl cepeepos RADIUS.

<string 15> — BBeAMTE UMS NOSIb30BATE/LCKOI rpynnbl CEPBEPOB. MakcUMasibHO AOMYCTUMOE KOMIMYECTBO
CMMBO/10B B UMeHU — 15.

delete — ykasbiBaeT yaaneHue cepeepa ayTeHTUMKALMM U3 FPYNbl CEPBEPOB.

server_host — yka3biBaeT cepBsep.
<ipaddr> — Beegute IP-agpec cepsepa.
<ipv6addr> — BeeaguTte IPv6-azpec cepsepa.

protocol — yka3biBaeT UCnonb3yemblii NPOTOKON ayTeHTUUKaLuu.
tacacs — ykasbiBaeT nportokon TACACS.
xtacacs — ykasbiBaeTt npotokon XTACACS.
tacacs+ — ykasbiBaet npotokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

OrpaHuyeHus
TonbKo nosb3oBareny yposHA Administrator MOryT BbINOMHATL 3TY KOMaHAy.

Mpumep

[ob6aBneHune cepsepa ayTeHTUOMKaALUN B TPyrnny CepBepoB:

DGS-3000-28XMP:admin# config authen server_group mix_1 add server_host 10.1.1.222 protocol
tacacs+

Command: config authen server_group mix_1 add server_host 10.1.1.222 protocol ta

cacs+

Success.

DGS-3000-28XMP : admin#

6-18 delete authen server_group

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs Ans yaaneHns nonb30oBaTelbCKoW rpynnbl CEPBEPOB.

CuHTakcuc
delete authen server_group <string 15>

MapameTtpbl

<string 15> — BBeAMTE UMS NOSIb30BATE/LCKOI Ipynnbl CEPBEPOB. MakCUMasibHO AOMNYCTUMOE KOMIMYECTBO
CMMBOJ1I0B B UM€eHU — 15.

OrpaHuyeHus
Tonbko nosb3oBareny yposHA Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
YnaneHune nonb30BaTebCKOW rpynbl CEPBEPOB:
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DGS-3000-28XMP:admin# delete authen server_group mix_ 1
Command: delete authen server_group mix_1

Success.

DGS-3000-28XMP : admin#

6-19 show authen server_group

OonucaHue
[JaHHas KkomaHga ncnonb3yercs Ana npocMoTpa MHdpopmauum o rpynnax cepBepos.

CunHTtakcuc
show authen server_group {<string 15>}

MapameTtpsbl

<string 15> — (onuyoHasIbHO) BBEAUTE VMMSI NPEABAPUTENLHO HACTPOEHHOW rpynMbl CEPBEPOB WW TPYNMbI
CEPBEPOB N0 YMOMIYaHUI. MaKkCMMasibHO JONYCTUMOE KOJIMYECTBO CYMBOJ/IOB B UMEHM — 15.

OrpaHuyeHus
Tonbko nosb3oBaTteny yposHA Administrator MOryT BbINO/THUTb 3Ty KOMaHAY.

Mpumep

OTO06pakeHre BCeX NMOMb30BaTENbCKUX TPYMN CEPBEPOB:
DGS-3000-28XMP:admin# show authen server_group
Command: show authen server_group

Group Name IP Address Protocol
mix_1 10.1.1.222 TACACS+
16.1.1.223 TACACS
radius 10.1.1.224 RADIUS
tacacs 10.1.1.225 TACACS
tacacs+ 10.1.1.226 TACACS+
xtacacs 16.1.1.227 XTACACS

Total Entries : 5

DGS-3000-28XMP:admin#

6-20 create authen server_host

OnucaHue

[aHHasi KomaHga Ucnonb3yeTcs An1a co3fgaHns cepeepa ayTeHTudmkauun, Nocne npuMeHeHnst KomaHap! 1P-
aZipec 1 NPOTOKO/ CBA3LIBAKOTCA C MHAEKCOM. 3TO 3HAYUT, YTO HA OAHOM (PM3NYECKOM cepBepe MOXET ObiTb
3anyweHo 6o/blle OAHOI0 MNpoToKoNa ayTeHTudpmkauun. MakcumanibHO  AOMYyCTUMOE  KOIMYEeCTBO
cepsBepoB — 16.

CuHTakcuc
create authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port
<int 1- 65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

89



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

MapameTpbl

<ipaddr> — BBeguTe IP-agpec cepeepa ayTeHTUdnKaLnu.

<ipv6addr> — BBeguTe IPv6-aapec cepepa ayTeHTUMKaLnu.

protocol — yka3blBaeT NPOTOKON ayTeHTUUKaLmmn cepsepa.
tacacs — yka3biBaeT npotokosn TACACS.
xtacacs — yka3biBaeT npotokos XTACACS.
tacacs+ — yka3biBaet npotokon TACACS+.
radius — ykasbiBaeT npotokosn RADIUS.

port — (onuuoHauibHO) YyKas3blBaeT HOMep nopta [And NpoTokosna  ayTeHTudpmkaumn.  [Ans
TACACS/XTACACS/TACACS+3HaudeHue no ymonyanuio — 49. ina RADIUS — 1812.
<int 1-65535> — BBegMTe HOMEP MopTa NPOTOKoNAa ayTeHTudmkaumm. JOCTyneH gvanasoH 3Ha4YeHwi
ot 1 go 65535.

key — (onumoHasnbHO) yKkasbiBaeT kKN4 ansa ayteHtugukaumn TACACS+ n RADIUS. Ecnn 3Ha4eHne paBHO
HY/H0, WndhpoBaHMe He NpUMeEHsieTcs. ITo 3HadeHne 6ecnonesHo ansa TACACS n XTACACS.
<key_string 254> — BeeguTe koum TACACS+ unn RADIUS. MakcMMasibHO A0NnyCcTUMOE KONMYecTBO
CYMBO/OB — 254.
hohe - yka3blBaeT Ha otcytcTBve wundpoBaHua ana TACACS+ m RADIUS. 310 3HayeHue
6ecnonesHo ansa TACACS n XTACACS.

timeout — (onuuoHabLHO) yKa3blBaeT BPeMA OXMAAaHWA OTBETa OT cepBepa. 3HayeHue Mo ymonyaHuwo — 5
CEKYHA.
<int 1-255> — BBeauTE BpeMs B cekyHaax. [JocTyneH Ananas3oH 3Ha4veHuid ot 1 ao 255.

retransmit — (ONUWOHANIBHO) CYETUMK KOSIMYECTBA MOBTOPHbLIX 3anNpocoB. ITO 3HavyeHue 6ecnosie3Ho A/
TACACS+. 3HauyeHure no ymonyaHuo — 2.
<int 1-20> — BBeanTeE 3HAYEHUE 346echb. [JOCTyneH AnanasoH 3HaveHuii ot 1 go 20.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAHHYI0 KOMaHAy.

Mpuwvep

CospgaHue cepeepa TACACS+ (Homep nopta — 15555, 3HaueHuwe Talim-ayta — 10 cekyHa):
DGS-3000-28XMP:admin# create authen server_host 10.1.1.222 protocol tacacs+ port 15555
timeout 10

Command: create authen server_host 10.1.1.222 protocol tacacs+ port 15555 timeout 10

Key is empty for TACACS+ or RADIUS.
Success.

DGS-3000-28XMP : admin#

6-21 config authen server_host

OonucaHue
[aHHasi KomaHga Ucnonb3yeTcs AN HaCTPOIKK cepBepa ayTeHTudmkaumn.

CuHTakcuc
config authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+ | radius] {port
<int 1-65535> | key [<key_string 254> | none] | timeout <int 1-255> | retransmit <int 1-20>}

MapameTtpsbl

<ipaddr> — BBegute IP-agpec cepsepa ayTeHTUdMKaLn.
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<ipv6addr> — BBeguTte IPv6-agpec cepepa ayTeHTUMKaLnK.

protocol — yka3blBaeT NPOTOKON ayTeHTUUKaLMKN cepBepa.
tacacs — ykasbiBaeT nportokon TACACS.
xtacacs — yka3biBaeT npotokosn XTACACS.
tacacs+ — ykasbiBaet npotokon TACACS+.
radius — yka3biBaeT npotokon RADIUS.

port — (onuMoHa/NIbHO) YKas3blBaeT HOMep mnopTa MpPOoTOoKoMa ayTeHTudmkauum Ans cepsepa. Ans
TACACS/XTACACS/TACACS+ 3HaueHue no ymonyaHuio — 49. ina RADIUS — 1812.
<int 1-65535> — BBegMTe HOMEP MopTa NPOTOKo/Aa ayTeHTudpmkaumm. JOCTyneH gvanasoH 3Ha4YeHwi
ot 1 go 65535.

key — (onumoHasnbHO) yKkasbiBaeT KN4 ansa ayteHtudukauun TACACS+ n RADIUS. Ecnn 3Ha4eHne paBHO
HY/H0, WndhpoBaHMe He NpUMeEHsieTcs. ITo 3HadeHne 6ecnonesHo ansa TACACS n XTACACS.
<key_string 254> — BeeguTe knoun TACACS+ mnm RADIU. MakcumasibHO AonyCTUMOE KO/IMYEeCTBO
CUMBOJI0B — 254,
nohe — ykasblBaeT oTcyTCcTBME WwndpposaHnsa ans TACACS+ n RADIUS. 310 3HauyeHue 6ecrnonesHo
ana TACACS n XTACACS.

timeout — (oNuMOHa/IbHO) YKa3blBAET BPEMS OXMIaHWA OTBETA OT cepBepa. 3HaveHue No ymosnyaHuio — 5
CEKYH/.
<int 1-255> — BBeauTe BpeMs B cekyHaax. [JJocTyneH Ananas3oH 3HaveHuid ot 1 go 255.

retransmit — (ONUUOHA/TLHO) CYETUUK KONMMYECTBA NOBTOPHbLIX 3aMpoCcoB. ITO 3HayeHuWe 6ecnosie3Ho Ans
TACACS+. 3HayeHune no ymonyaHuw — 2.
<int 1-20> — BBeAuTeE 3HaYEHUE 34echb. [LOCTyneH AnanasoH 3HadeHuii ot 1 go 20.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoiika kntoya cepepa TACACS+:

DGS-3000-28XMP:admin# config authen server_host 10.1.1.222 protocol tacacs+ key "This is a
secret."

Command: config authen server_host 10.1.1.222 protocol tacacs+ key "This is a secret."

Success.

DGS-3000-28XMP :admin#

6-22 delete authen server_host

OonucaHue
[JaHHas KomaHga ucnonb3yeTcsa A5 yoaneHusa cepsepa ayTeHTudmkauun.

CuHTtakcuc
delete authen server_host [<ipaddr> | <ipv6addr>] protocol [tacacs | xtacacs | tacacs+| radius]

MapameTpbl
<ipaddr> — BBeguTe IP-agpec cepsepa ayTeHTUdnKaLmu.

<ipv6addr> — BBeguTe IPv6-aapec cepepa ayTeHTUMKauum.

protocol — yka3blBaeT NPOTOKON ayTeHTUMKaLmMmn cepsepa.
tacacs — yka3biBaeT npotokosn TACACS.
xtacacs — yka3sbiBaeT npotokos XTACACS.
tacacs+ — yka3biBaeT npotokos1 TACACSH+.
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radius — ykasbiBaeT npoTtokon RADIUS.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpuwmep

YpnaneHvie cepBepa ayTeHTUUKaLun:

DGS-3000-28XMP:admin# delete authen server_host 10.1.1.222 protocol tacacs+
Command: delete authen server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3000-28XMP : admin#

6-23 show authen server_host

OonucaHue
[JaHHas KomaHga ncnosb3yetcs Ans npocMoTpa MHdpopmaumum o cepeepax ayTeHTudmkauuu,

CuHTakcuc
show authen server_host

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

OTob6paxeHne CyLLECTBYIOLLMX CEPBEPOB ayTEeHTU(INKALNN:
DGS-3000-28XMP:admin# show authen server_host
Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key
10.1.1.222 TACACS+ 155565 1@  e==--- This 1s a secret.
Total Entries : 1

DGS-3000-28XMP : admin#

6-24 config authen parameter response_timeout

OnucaHune

[JaHHaa komaHZa WCMONb3yeTcs A1 HACTPOWKM BPEMEHW OXWAAHUS BBOAMMOWN MONb30BaTENEM
WMHhopmaumm B KOHcoNM kommyTaTopa, Telnet unu SSH.

CuHTakcuc
config authen parameter response_timeout <int 0-255>

MapameTpbl
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<int 0-255> — BBeAMTe BpeMs OXnaaHnsa B cekyHaax. [LocTynHbl 3Ha4yeHns ot 0 go 255. 0 o3HavaeT, 4yTo
TaiM-ayTa He 6yaeT. 3Ha4YeHne no ymonyanuo — 30 CeKkyHA,

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep

HacTtpolika BpeMeHn oxugaHms 60 cekyHa;

DGS-3000-28XMP:admin# config authen parameter response_timeout 60
Command: config authen parameter response_timeout 60

Success.

DGS-3000-28XMP : admin#

6-25 config authen parameter attempt

OonucaHue
[JaHHas koMaHAa UCnosib3yeTes AN YyCTaHOBEHUSA JONYCTUMOrO KO/iMYecTBa NornbITOK aBTOPM30BaTbCA NN
MOBbLICUTb YPOBEHb NPUBUMETAI YYETHOI 3anMcy B KOHCO/M KOMMYyTaTopa, Telnet unn SSH.

CuHTtakcuc
config authen parameter attempt <int 1-255>

MapameTpbl

<int 1-255> — BBegMTE AOMYCTMMOE KO/IMYECTBO MONbITOK. [lOCTyneH gmanas3oH 3HaveHwid oT 1 go 255.
3HayeHue no ymonyaHmo — 3.

OrpaHuyeHus
Tonbko nonb3osBareny yposHA Administrator MOryT BbINO/HATL AAHHYIO KOMaHAy.

Mpumep
HaCTpOﬁKa OnAa yctaHoBneHna oonyctuMoro KosnyectBa MNomnbITOK aBTOPM30BaTbCA U/IN NOBbICUTL YPOBEHb
npuUBUAETWIA:

DGS-3000-28XMP:admin# config authen parameter attempt 9
Command: config authen parameter attempt 9

Success.

DGS-3000-28XMP : admin#

6-26 show authen parameter

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs 4151 NPOCMOoTPa HaCTPOEeK ayTeHTUdINKaLNN.

CuHTtakcuc
show authen parameter

MapameTtpbl
Her.
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OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4Yy.

Mpumep
OTOo6paxeHVe HaCTpoekK ayTeHTUdMKaLNN:
DGS-3000-28XMP:admin# show authen parameter
Command: show authen parameter

Response Timeout : 60 seconds
User Attempts 9

DGS-3000-28XMP : admin#

6-27 enable admin

OnucaHue

JaHHas KomaHga ucnonb3yeTca A/1A nosyvyeHua AocTyna K npasam agmuHucTparopa. KomaHaa nosbiLaeT
YPOBEHb MpUBUAErUiA C YpoBHSA «User» a0 ypoBHS «Administrator». QNS ayTeHTUMKaLMM NoMb30BaTens
6yayT ncnonb3oBatbed TACACS, XTACACS, TACACS +, nonb3oBaTefibCkme rpynnbl CEPBEPOB, SI0Ka/IbHas
6a3a «local_enable» nav HM ognH nepedncneHHbix Metogos. MNockonbky TACACS, XTACACS n RADIUS He
noafepxvealoT OyHKUMIO «enable», ecnu nonb3oBaTesib XOYET WCNOMb30BaTb OOUH U3 3TUX TPeX
NPOTOKO/OB /15 BK/IOYEHUS ayTeHTUIMKaLMKN, OH AO/MKEH CHaYas1a co3faTb cneunasibHyo YYeTHY0 3anuch
C nmeHem «enable» Ha cepBepe, a 3aTeM CKOHhurypmposaTb naposib enable password ansi nogaepXku
hyHKLMM «enable.

JaHHyl0 KOMaHAy Hesb3s UCNO/b30BaTh, KOorga ayTeHTUudnkaLmsa oTKdeHa.

CuHTakcuc
enable admin

MapameTpbl
HeT.

OrpaHunyeHus
Her.

Mpumep

Mony4yeHne pgoctyna K npasamMm agMnUHUCTpaTopa:
DGS-3000-28XMP: puser# enable admin
Command: enable admin

PassWord: *****#
Success.

DGS-3000-28XMP:admin#

6-28 config admin local_enable

OonucaHue
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[aHHasi KomaHga Wcnonb3yeTcsl Ans HacTpoliku napons local enable password ans y4yetHoid 3anucu
«Administrator». Korga nonb3oBatenb /19 MOBLIWEHUS YPOBHA NpuBUAeruii ncnonb3yet metog «local
enable», To Heobxoanm naposnb local enable password. Eciv naponb He ykasaH B KOMaHAe, TO cMcTeMHas
noackaska npeasiokuT nonb3oBaTesiio BBECTU €ro B 06bIMHOM TEKCTOBOM BuAe. B cnyuae, ecnu B komaHae
yKkaszaH naposb, Mofb30BaTeNlb MOXET BBECTM €70 Kak B TEKCTOBOM, Tak M B 3awMdIpoOBaHHOM BuJe.
Anroputm WndpoBaHna ocHoBaH Ha SHA-1.

CuHTakcuc
config admin local_enable {encrypt [plain_text | sha_1] <password>}

MapameTpbl

encrypt — (onunoHasibHO) yKa3blBaeT BU/ Napons.

plain_text — yka3sbiBaeT naposib B 066I4MHOM TEKCTOBOM BUE.

sha_1 — yka3blBaeT naposib, 3alumMdpoBaHHbIn Ha 0cHoBe SHA-1.
<password> — (onuMoHasIbHO) BBEAWTE Napo/b AJ/18 MOBbILEHUSA YPOBHA NpuBuaernini. AnvHa napons B
TEKCTOBOM 1 3alumMdpoBaHHOM Bugax ot/imyaercs. [ TeKCTOBOro BMaa AocTyneH ananasoH ot 0 go 15
CYMBOJIOB. Y 3awmncpoBaHHOro napons ukcnpoBaHHas gsiMHa — 36 6anToB. Tak Xe 3alndpoBaHHbIN
naposib YyBCTBUTESIEH K PETUCTPY.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpuwvep
HacTpoiika naposnis y4eTHoi 3anucu «Administrator:

DGS-3000-28XMP:admin# config admin local_enable
Command: config admin local_enable

Enter the old password:

Enter the case-sensitive new password:***>**

Enter the new password again for confirmation:******
Success.

DGS-3000-28XMP : admin#
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7. KomaHgbl ACL (Cnucok ynpaBsieHUs1 4OCTYNOM)

create access_profile profile_id <value 1-512> {profile_name <name 32>} [ethernet{vlan {<hex OxO-
0xOfff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask 000000000000-
fiffffffffff> | 802.1p | ethernet type}|lip {vlan {<hex O0x0-OxOfff>} | source_ip_mask <netmask> |
destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp {type} | tcp {src_port_mask <hex0x0-
Oxffff> | dst_port_ mask <hex O0x0-Oxffff> | flag_mask [all | {urg | ack | psh | rst | syn | fin}]} | udp
{src_port_mask <hex Ox0-0xffff> | dst _port_mask <hex 0x0-Oxffff>} | protocol id_mask <hex Ox0-0xff>
{user_define_mask <hex Ox0-0xffffffff>}]} | packet _content_mask {offset_chunk 1 <value 0-31> <hex OxO-
Oxffffffff> | offset_chunk_2 <value 0-31> <hex OxO-Oxffffffff> | offset_chunk_3<value 0-31> <hex O0xO-
Oxffffffff> | offset_chunk_4 <value 0-31> <hex Ox0-Oxffffffff>} | ipv6 {class |flowlabel | source_ipv6_mask
<ipvémask> | destination_ipv6_mask <ipvémask> | [tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask
<hex 0x0-Oxffff>} | udp {src_port_mask <hex Ox0-Oxffff> | dst_port_mask <hex 0x0-Oxffff>} | icmp {type |
code}]}]

delete access_profile [profile_id <value 1-512> | profile_name <name 32> | all]

config access_profile [profile_id <value 1-512> | profile_name <name 32>] [add access_id [auto_assign |

<value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-OxOfff>} |
source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr> {mask <macmask>} | 802.1p
<value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask
<hex 0x0-0xOfff>} | source_ip <ipaddr> {mask <netmask>} | destination_ip <ipaddr> {mask <netmask>} |
dscp <value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port <value 0-65535> {mask <hex 0x0-Oxffff>} |
flag [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port
<value 0-65535> {mask <hex O0x0-Oxffff>}} | protocol_id <value 0-255> {user_define <hex OxO-Oxffffffff>
{mask <hex 0x0-0xffffffff>}}]} | packet_content {offset_chunk_1 <hex 0x0-0xffffffff> {mask <hex Ox0-0xffffffff>}
| offset_chunk_2 <hex 0x0-Oxffffffff> {mask <hex Ox0-Oxffffffff>} | offset_chunk_3 <hex OxO-Oxffffffff> {mask
<hex OxO0-Oxffffffff>} | offset_chunk_4 <hex Ox0-Oxffffffff> {mask <hex Ox0-Oxffffffff>}} | ipv6 {class <value O-
255> | flowlabel <hex OxO-Oxfffff> | source ipv6 <ipv6addr> {mask<ipvémask>} | destination_ipv6
<ipv6addr> {mask <ipvémask>} | [tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value
0-65535> {mask <hex0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port
<value 0-65535> {mask <hex OxO0-Oxffff>}} | icmp {type<value 0-255> | code <value 0-255>}]}] [port
[<portlist> | all] | vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit {priority <value 0-7>
{replace_priority} |[replace_dscp_with <value 0-63> | replace_tos_precedence_with <value 0-7>] | counter
[enable | disable]} | mirror | deny] {time_range <range_name 32>} | delete access_id <value 1-128>]

show access_profile {[profile_id <value 1-512> | profile_name <name 32>]}

config flow_meter [profile_id <value 1-512> | profile_name <name 32>] access_id <value 1-128> [rate
[<value 1-10485760>] {burst_size [<value 1-262144>]} rate_exceed [drop_packet | remark_dscp <value O-
63>] | tr_tcm cir <value 1-10485760> {chs <value 1-262144>} pir <value 1-10485760> {pbs <value 1-
262144>} {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate [permit
{replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | sr_tcm cir <value 1-10485760> cbs <value
1-262144> ebs <value 1-262144> {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-
63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

show flow_meter {[profile_id <value 1-512> | profile_name <name 32>] {access_id <value 1-128>}}

config time_range <range_name 32> [hours start_time <time hh:mm:ss> end_time <time hh:mm:ss>
weekdays <daylist> | delete]

show time_range

show current_config access_profile
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7-1 create access_profile

OnucaHue

[JaHHas komaHza ucnosnb3yeTcs Ans cosgaHms npodunein ACL.

Mpwn cosgaHmm ACL kaxaplih npodnsib MOXeT umetb 128 npasun/vaeHtudmkaropoB goctyna (Access ID).
Ho npu co3gaHum ACL tuna Ethernet nnu IPv4 B nepBbliit pas, As1s CUCTEMbI 3ape3epBrpoBaHo 62 npasuna.
B gaHHOM crniyyae Ans HACTPOMKM OCTalTCA AOCTYMHbI TOMILKO 66 npasusi. MOXHO MCNONb30BaTb KOMaH4y
show access_profile ans npocmoTpa AOCTYMHbLIX NpaBua.

MpoeHtngukatop npodmnsa (Profile ID) 1 3apesepsBupoBaH ansa npocmnsa Ethernet, Profile ID 2
3apesepBupoBaH ana npocuns IPv4. O6a naeHTugnkaTopa He MoryT 6bITb YAasieHbl C KOMMyTaTopa.

KommyTatop nognepxmsaeTt cnegyowme Tunbl npognnen:

1. MAC DA, MAC SA, Ethernet Type, Outer VLAN Tag

2. Outer VLAN Tag, Source IPv4, Destination IPv4, DSCP, Protocol ID, TCP/UDP Source Port, TCP/UDP
Destination Port, ICMP type/code, IGMP type, TCP flags

3. Source IPv6 Address, Class, Flow Label, IPv6 Protocol (Next Header)

4. Destination IPv6 Address, Class, Flow Label, IPv6 Protocol (Next Header)

5. Class, Flow Label, IPv6 Protocol (Next Header), TCP/UDP source port, TCP/UDP destination port, ICMP
type/code, Outer VLAN Tag

6. Packet Content, Outer VLAN Tag

7. MAC SA, Ethernet Type, Source IPv4/ARP sender IP, Outer VLAN Tag

8. LLC Header/SNAP Header, Outer VLAN Tag

9. Source IPv6 Address, Class, IPv6 Protocol (Next Header), Outer VLAN Tag

10. Destination IPv6 Address, Class, IPv6 Protocol (Next Header), Outer VLAN Tag

CuHTakcuc
create access_profile profile_id <value 1-512> {profile_name <name 32>} [ethernet{vlan {<hex 0x0-
0x0fff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask

000000000000-ffffffffffff> | 802.1p | ethernet_type}|lip {vlan {<hex 0x0-0x0fff>} | source_ip_mask
<netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp {type} | tcp
{src_port_mask <hex0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask [all | {urg | ack | psh |
rst | syn | fin}]} | udp {src_port_mask <hex O0x0-Oxffff> | dst_port_mask <hex O0x0-Oxffff>} |
protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex 0xO0-Oxffffffff>}]} | packet_content_mask
{offset_chunk_1 <value 0-31> <hex 0x0-0xffffffff> | offset_chunk_2 <value 0-31> <hex 0x0-Oxffffffff> |
offset_chunk_3<value 0-31> <hex 0x0-0xffffffff> | offset_chunk_4 <value 0-31> <hex 0x0-0xffffffff>} |
ipv6 {class | flowlabel | source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask> | [tcp
{src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff>} | udp {src_port_mask <hex 0x0-
Oxffff> | dst_port_mask <hex 0x0-0xffff>} | icmp {type | code}]}]

MapameTpbl

<value 1-512> — Beegute Profile ID. locTyneH gnanasoH 3HaveHuii ot 1 go 512.

profile_nhame - (onuuvoHanbHO) YykasbiBaeT uMA npoduaa. MakcumMasibHO JonycTuMmas A/iMHa —
32 cumBona.
<name 32> — BBeguTe UMSA nNpoduns.

ethernet — ykasbiBaeT macky Ethernet.
vlan — (onuuoHanebHO) ykasbiBaeT Macky VLAN. YuuTbiBaTbCA OyAyT TOMLKO nocnegHe 12 6uT mMacku.
<hex 0x0-0x0fff> — BBeguTe 3HaYeHne macku VLAN.
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source_mac — (onuMoHasIbHO) yka3blBaeT Macky A1 MAC-agpeca UCTOYHYMKA.
<macmask> — Beegute MAC-apec UCTOUYHNUKA.

destination_mac — (onunoHanbHo) ykasbiBaeT Macky ansa MAC-agpeca HasHayeHus.
<macmask> — sBegute MAC-agpec HazHayeHus.

802.1p — (onumoHasIbHO) YKasblBaeT Macky npuoputeta 802.1p.

ethernet_type — (onunoHanebHO) ykasbiBaeT macky Tuna Ethernet.

ip — ykasbiBaeT macky IPv4.
vlan — (onunoHanbHO) ykasbiBaeT Macky VLAN. YunTbiBaTbCs OyayT TOMbKO NocneaHne 12 6uT macku.
<hex 0x0-0x0fff> — BBeanTe 3Ha4eHne mackn VLAN.
source_ip_mask — (onumoHasbHO) yKka3biBaeT Macky IP-agpeca NCTouHuKa.
<netmask> — BBegnTe macky IP-agpeca NcTo4HUKa.
destination_ip_mask — (onunoHasnibHO) yka3biBaeT Mmacky IP-agpeca HazHavyeHus.
<netmask> — BBeguTe macky IP-agpeca HazHauyeHus.
dscp — (onuuoHanbHO) ykasbiBaeT Macky DCSP.
icmp — (onuMoHanIbHO) yKasblBaeT NpuMeHeHne npasuna k Tpadmnky ICMP.
type — ykasbiBaet Tun Tpagurka ICMP.
code — yka3biBaeT kog Tpaduka ICMP.
igmp — (onuMoHabHO) yKa3blBaeT npuMeHeHne npasuna K Tpaguky IGMP.
type — Tun Tpadonka IGMP.
tcp — (onumMoHabHO) YKa3blBaeT NpMMeHeHue npasuna K Tpaguky TCP.
src_port_mask — (onunoHasibHO) yKasbliBaeT MackKy nopta ncrtouHmka TCP.
<hex 0x0-0xffff> — BBegMTEe Macky nopta ncrouHmka TCP.
dst_port_mask — (onunoHasibHO) yKasblBaeT MackKy nopta HasHa4yeHus TCP.
<hex 0x0-0xffff> — BBegnTe macky nopta HazHayeHus TCP.
flag_mask — (onunoHansbHO) ykasbiBaeT macky nonsa TCP Flag.
all — yka3biBaeT Ha uUcnosb30BaHne Beex oriaros ansA mackn TCP.
urg — (OMyMoHasIbHO) yKa3blBaeT HACTPOIKY 3HaYeHus “urg” gns nons TCP flag.
ack — (onuunoHasIbHO) yKasbIBaeT HACTPOIKY 3HaueHus “ack” gns nonsa TCP flag.
psh — (onuuoHasibHO) yKa3biBaeT HACTPOIKY 3HauveHus “psh” ans nona TCP flag.
rst — (oNuMOHaNbHO) YKa3biBaeT HACTPOVKY 3HadeHus “rst” gnsa nonsa TCP flag.
syn — (ONuUMOHasIbHO) YKa3blBaeT HAaCTPOIiKy 3HavyeHus “syn” ansa nons TCP flag.
fin — (onuMoHanbHO) yKa3blBaeT HaCcTpoliky 3HavyeHus “fin” ans nona TCP flag.
udp — (onumoHasIbHO) YKa3blBaeT NpMMeHeHne npasuna kK Tpaguky UDP.
src_port_mask — (onumoHanbHo) ykasbisaeT Mmacky UDP-nopra UCTOYHMKA.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopTta NCTOYHUKA.
dst_port_mask — (onynoHanbHO) ykasbiBaeT Macky UDP-nopTa HazHavyeHus.
<hex 0x0-0xffff> — BBegnTe macky UDP-noprta Ha3Ha4yeHus.
protocol_id_mask — (onumoHasibHO) yKa3sblBaeT MpPUMEHEeHVe npaBuia K 3HaYeHuto napametpa
protocol ID B IP-Tpadiuke.
<0x0-0xff> — BBegnTe macky Protocol ID.
user_define_mask — (onunoHa/ibHO) yKa3bIiBaeT NpPYMEHEHWE NpaBu/ia K 3Ha4eHUI0 napameTpa
protocol ID B IP-Tpadhuke, a Takxe Ha TO, YTO AJ/IMHA ONUUKX Macku 3a 3arofioBkoM IP coctaBnser
4 Gavita.
<hex 0x0-0xffffffff> — BBeAMTE 3HAUEHNE NONL30BATENLCKOW MaCKN.

packet_content_mask — ykasbiBaeT Macky COAEPXUMOro nakera. MoOXeT ObITb CO34aH TO/IbKO OAMWH
npocunb packet content_mask.
offset_chunk_1 — (onunoHanbHO) ykasbiBaeT Ha ucnosib3oBaHue offset chunk 1.
<value 0-31> — BBeauTe 3HauyeHue ans offset chunk 1. JocTyneH gmvanasoH 3HavyeHui ot 0 Ao
31.
<hex 0x0-0xffffffff> — BBegmuTe macky offset chunk 1.
offset_chunk_2 — (onynoHanbHO) ykasbiBaeT Ha ucnosb3osaHue offset chunk 2.
<value 0-31> — BBeauTe 3Ha4yeHune gns offset chunk 2. JocTyneH anana3oH 3HavyeHuii ot 0 go 31.
<hex 0x0-0xffffffff> — BBeguTe macky offset chunk 2.
offset_chunk_3 — (onunoHanbHO) yKasbiBaeT Ha ucnosns3osaHue offset chunk 3.
<value 0-31> — BBeguTe 3HaueHue ans offset chunk 3. JloctyneH gnanasoH 3HaveHuin ot 0 go 31.
<hex 0x0-0xffffffff> — BBegmTe macky offset chunk 3.
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offset_chunk_4 — (onunoHasbHO) ykasbiBaeT Ha ucnonb3oBaHue offset chunk 4.
<value 0-31> — BBeauTe 3Ha4yeHune ans offset chunk 4. JocTyneH anana3oH 3HavyeHuii ot 0 o 31.
<hex 0x0-0xffffffff> — BBeguTe macky offset chunk 4.

ipv6 — yka3blBaeT Macky IPv6.
class — (onuuoHanbHO) ykasbiBaeT knacc IPv6.
flowlabel — (onuyoHanbHO) ykasbiBaeT meTky notoka (Flow Label) IPv6.
source_ipv6_mask — (onunoHanbHO) onpeaensiet nogmacky IPv6-agpeca NCToYHMKA.
<ipvémask> — BBeguTe 3HaueHne mMackun IPv6-agpeca UCTo4HUKa.
destination_ipv6_mask — (onumoHanbHO) onpeaensiet nogMmacky IPv6-agpeca HazHavyeHusl.
<ipvémask> — BBeguTe 3HaueHme Macku IPv6-agpeca HasHauyeHus.
tcp — (onuMoHanbHO) yKasblBaeT Ha NpuMeHeHue npasua K Tpaduky TCP.
src_port_mask — (onynoHanbHO) macka IPv6 TCP-nopTa MCTOYHKKA.
<hex 0x0-0xffff> — BBeguTe macky TCP-nopTa UCTOYHUKA.
dst_port_mask — (onuuoHanbHO) Mmacka IPv6 TCP-nopTta Ha3HavyeHus.
<hex 0x0-0xffff> — BBeguTe macky TCP-noprta Ha3HauyeHus.
udp — (onumMoHasibHO) yKasbiBaeT Ha NpuMeHeHue npasuna K Tpaduky UDP.
src_port_mask — yka3biBaeT Macky UDP-nopTa NCTOUYHUKA.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopTta ncrtoyHuka.
dst_port_mask — ykasbiBaeT macky UDP-nopta Ha3Ha4yeHus.
<hex 0x0-0xffff> — BBeguTe macky UDP-nopta HasHa4yeHus.
icmp — (onuuoHasibHO) yKasbiBaeT Macky ans domnstpauun ICMP.
type — (onumoHasibHO) yKa3biBaeT Ha BKtoYeHne nons ICMP type.
code — (onynoHanbHO) yKasbIBaeT Ha BkAodeHne nonsd ICMP code.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnam Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
CosgaHve Tpex npoduneit goctyna:

DGS-3000-28XMP:admin# create access_profile profile_id 1 profile_name t1 ethernet vlan
source_mac 00-00-00-00-00-01 destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Command: create access_profile profile_id 1 profile_name 1 ethernet vlan source_mac 00-00-00-
00-00-01 destination_mac 00-00-00-00-00-02 802.1p ethernet_type

Success.

DGS-3000-28XMP:admin# create access_profile profile_id 2 profile_name 2 ip vlan
source_ip_mask 20.0.0.0 destination_ip_mask 10.0.0.0 dscp icmp type code

Command: create access_profile profile_id 2 profile_name t2 ip vlan source_ip_mask 20.0.0.0
destination_ip_mask 10.0.0.0 dscp icmp type code

Success.

DGS-3000-28XMP:admin# create access_profile profile_id 4 profile_name 4 packet_content_mask
offset_chunk_1 3 OxFFFF offset_chunk_2 5 OxFFO0 offset_chunk_3 14 OxFFFFOO00 offset_chunk_4
16 OXFFOOOOOO

Command: create access_profile profile_id 4 profile_name 4 packet_content_mask offset_chunk_1
3 OXFFFF offset_chunk_2 5 OXFFOO offset_chunk_3 14 OXFFFFOO00 offset_chunk_4 16 OxFFOOEEEO

Success.

DGS-3000-28XMP: admin#
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7-2 delete access_profile

OnucaHue
[aHHasi komaHga ucnonblyetcsa Ans yganenus npodmnein ACL. MaeHtudmkaropbl npocumnsa ACL (ACL
Profile ID) 1 n 2 He moryT 6bITb yaaneHbl. Ecnn komaHga BbinonHseTcs ansa ID 1 n 2, Bce HACTPOWKM B
JaHHbIX npodmnsax 6yayT yaaneHsl. Ecnv komaHga BeinonHsetca ans ID 3 n 6onee, yaaneH 6yaet Becb
npocunnb.

CuHTakcuc
delete access_profile [profile_id <value 1-512> | profile_name <name 32> | all]

MapameTpbl

profile_id — yka3biBaeT ngeHtudumkarop npodpuns (Profile ID) cnucka goctyna.
<value 1-512> — BeeauTe Profile ID. JocTyneH gnana3oH 3HaveHuin oT 1 go 512.

profile_name — yka3biBaeT nms npogounns.
<name 32> — BBeguTe UM npopuis. MakcumansHo gonyctuMas gnavHa — 32 cMMBona.

all — yka3biBaeT Ha ygasieHne Bcex Npodouseii cnucka goctyna.

OrpaHunyeHus
TonbKo nonb3oBatenu ypoBHa Administrator, Operator nam Power-User MOryT BbIMO/HATL AaHHY0 KOMaHzay.

Mpumep
Ypanenue npasuia cnucka goctyna ¢ Profile ID 1:

DGS-3000-28XMP:admin# delete access_profile profile_id 1
Command: delete access_profile profile_id 1

Success.

DGS-3000-28XMP : admin#

7-3 config access_profile

OnucaHue

JaHHasi KoMaHga MCMoNb3yeTcs A1 HACTPOMKM 3anMcu cnmcka goctyna. ®yHKumsa 3epkanmpoBanus ACL
HauMHaeT paboTaTb Noc/ie BK/OYEHUS 3ePKa/IMPOBaHNS U HACTPOIKM NopTa 3epKasIMpoBaHns NMpu NOMOLLN
KOMaHAb! mirror.

Mpun npvMeHeHnn npasBuna focTyna HacTporikv nons VLAN He BCTynsAT B CWy, ecav npasuio JocTtyna
npumeHsetcsa K VLAN.

CuHTtakcuc

config access_profile [profile_id <value 1-512> | profile_nhame <name 32>] [add access_id
[auto_assign | <value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex
0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr> {mask
<macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-Oxffff>} | ip {[vlan <vlan_name 32> |
vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>} | source_ip <ipaddr> {mask <netmask>} |
destination_ip <ipaddr> {mask <netmask>} | dscp <value 0-63> | [icmp {type <value 0-255> | code
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<value 0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} |
dst_port <value 0-65535> {mask <hex 0x0-0xffff>} | flag [all | {urg | ack | psh | rst | syn | fin}]} | udp
{src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port <value 0-65535> {mask <hex 0xO0-
0xffff>}} | protocol_id <value 0-255> {user_define <hex 0x0-0xffffffff> {mask <hex 0x0-0xffffffff>}}]} |
packet_content {offset_chunk_1 <hex 0x0-0xffffffff> {mask <hex 0x0-0xffffffff>} | offset_chunk_2 <hex
0x0-Oxffffffff> {mask <hex O0x0-Oxffffffff>} | offset_chunk_3 <hex O0x0-Oxffffffff> {mask <hex O0xO0-
Oxffffffff>} | offset_chunk_4 <hex 0x0-Oxffffffff> {mask <hex 0x0-Oxffffffff>}} | ipv6 {class <value O-
255> | flowlabel <hex 0x0-0xfffff> | source_ipv6 <ipv6addr> {mask<ipvémask>} | destination_ipv6
<ipv6addr> {mask <ipvémask>} | [tcp {src_port <value 0-65535> {mask <hex 0x0-Oxffff>} | dst_port
<value 0-65535> {mask <hex0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>}

| dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} | icmp {type<value 0-255> | code <value 0-
255>}1}] [port [<portlist> | all] | vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit
{priority <value 0-7> {replace_priority} | [replace_dscp_with <value 0-63> |
replace_tos_precedence_with <value 0-7>] | counter [enable | disable]} | mirror | deny] {time_range
<range_name 32>} | delete access_id <value 1-128>]

MapameTpbl

profile_id — yka3biBaeT ngentundukarop npocpunsa (Profile ID)cnvcka goctyna
<value 1-512> — Beegute Profile ID. [locTyneH gnanasoH 3HayeHwuid ot 1 go 512.

profile_name — yka3biBaeT nms npoguns.
<name 32> — BBeguTe UMA nNpodpuin. MakcumansHo gonyctuMas gnamHa — 32 cuMBona.

add — yka3biBaeT Ha fobasneHne npouia nnm npasuna.
access_id — yka3blBaeT MHAEKC 3anucy cnmncka gocryna.
auto_assigh — yka3blBaeT Ha aBTOMaTu4yeckoe HasHauyeHue uaeHTudmkaropa goctyna (Access
ID).
<value 1- 128> — BeBeauTe ngeHtTudmkarop gocrtyna (Access ID). [JocTyneH gnanasoH 3Ha4YeHuii
oT 1 go 128.

ethernet — ykasbiBaeT HacTpoiiky npodomns goctyna Ethernet.
vlan — (onuuoHansbHO) ykasbiBaeT umsa VLAN.
<vlan_name 32> — Beegute ums VLAN. MakcumanbHO gonyctumasi AsimHa — 32 cumBosa.
vlan_id — (onuymoHanbHo) ykasbiBaeT VLAN ID.
<vlanid 1-4094> — sBeeante VLAN ID. locTyneH ananasoH 3HavyeHunii ot 1 o 4094,
mask — (0nuMoHasIbHO) yKa3sblBaeT AOMNOSHUTENBHO HacTpavBaeMblii napaMeTp Macku.
<hex 0x0-0x0fff> — BBeguTE 3HAUEHNE MACKM.
source_mac — (onumoHanbHO) ykasbiBaeT MAC-agpec NCTOUHMKA.
<macaddr> — Beegute MAC-agpec NCTOUYHMKA, NCNONb3YyEMbIA 4718 AaHHON KOHJIMrypaumu.
mask — (0NuMOoHasIbHO) yKa3blBaeT AOMOSHUTENbHO HACTpavrBaeMblii napaMeTp Macku.
<macmask> — sBegnte macky MAC-agpeca UCTOYHMKA.
destination_mac — (onunoHanbHO) ykasbiBaeT MAC-afpec HasHaueHus.
<macaddr> — BBegute MAC-agpec HasHa4YeHusi, UCNOJb3YEMbIA ANS JaHHOW KOHUIypauun.
mask — (onumMoHanbHO) ykasbiBaeT AOMOHUTENIbHO HAcTpanBaeMblil mapameTp Macku.
<macmask> — Beegute macky MAC-agpeca HazHa4yeHus.
802.1p — (onumoHasbHO) yKa3blBaeT 3HavyeHme npuoputeta 802.1p.
<value 0-7> — BBegunTe 3HaueHne npuoputeta 802.1p. JocTyneH gManasoH 3Ha4YeHuin ot 1 go 7.
ethernet_type — (onunoHanbHO) ykasbiBaeT Tun Ethernet.
<hex 0x0-0xffff> — BBeguTe macky Tuna Ethernet.

ip — ykasbiBaeT HacTpoiiky npocuns goctyna IP.
vlan — (onuuoHansbHo) ykasbiBaeT nms VLAN.
<vlan_name 32> — Beeaute umsa VLAN. MakcumansHo gonyctumas anvHa — 32 cumBosna.
vlan_id — (onumoHanbHO) ykasbisaeT VLAN ID.
<vlanid 1-4094> — Beegute VLAN ID. [locTyneH ananasoH 3HavyeHuii ot 1 go 4094,
mask — (onumMoHanbHO) ykasbiBaeT AOMOHUTENILHO HAcTpanBaeMblil mapameTp Macku.
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<hex 0x0-0x0fff> — BBeguTE 3HAUEHNE MACKN.
source_ip — (onumMoHasibHO) ykasbiBaeT IP-agpec ncTovHuka.
<ipaddr> — BBeguTe IP-agpec NCTOUHUKA, UCMOMb3YEMbI AN AaHHOWN KOHUTypaLmu.
mask — (0NuMOoHasIbHO) yKa3blBaeT AOMOSHUTENBHO HACTpavBaeMblii napaMeTp Macku.
<netmask> — BBef/Te CETEBYIO MaCKy UCTOYHUKA.
destination_ip — (onunoHanbHO) ykasbiBaeT IP-aapec Ha3HavyeHus.
<ipaddr> — BBeguTe IP-agpec Ha3Ha4YeHUs1, UICNOJIb3YEMbIA A5 AaHHOW KOHQIUIypaLun.
mask — (onuuoHanbHO) yKasbiBaeT AONOMHUTENBHO HAaCcTpanBaeMblii NapameTp Macku.
<netmask> — BBeuTe ceTEBYIO0 Macky Ha3Ha4YeHus.
dscp — (onuuoHanbHO) ykasbiBaeT 3Ha4eHne DCSP. locTyneH gnana3oH 3Ha4veHuii ot 0 go 63.
<value 0-63> — BBeguTe 3HauyeHne DCSP.
icmp — (oNuMoHaIbHO) yKa3bIBaET Ha HAaCTpPoliKy napameTpoB ICMP.
type — (onuMoHasibHO) yKa3blBaeT Ha NpUMEeHeHWe npasua K 3HadeHnto napametpa ICMP Type B
Tpadmke.
<value 0-255> — BBeguTe 3HauyeHe napametpa ICMP Type B Tpaduke. JocTyneH AnanasoH
3HaueHuii ot 0 go 255.
code — (onuMoHasIbHO) yKa3blBaeT Ha NpMMeHeHWe npasuna K 3HadyeHuto napametpa ICMP Code
B Tpaguke.
<value 0-255> — BeeauTe 3HayeHne napameTtpa ICMP Code B Tpadmke. [JocTyneH ananasoH
3Ha4veHwuin ot 0 go 255.
igmp — (OnuMoHasIbHO) yKa3bIBaeT Ha HacCTpOliKy napameTpos IGMP.
type — (onumoHanbHO) yKa3blBaeT Ha NPUMEHEHME NpaBuna K 3HadyeHuto napamerpa IGMP Type B
Tpagmke.
<value 0-255> — BeeauTe 3HaueHve napametpa IGMP Type B Tpaduke. [JocTyneH ananasoH
3HaueHwuii ot 0 go 255.
tcp — ykasbiBaeT Ha HacTpoliky napameTtpos TCP.
src_port — (onuMoHasibHO) yKasblBaeT Ha MpUMeHeHWe npasu/ia K AvanasoHy MopToB MCTOYHUKA
TCP.
<value 0-65535> — BBeanTE 3Ha4YeHMe nopta UcTtouHnka TCP. JlocTyneH gnana3oH 3Ha4YeHWi
ot 0 go 65535.
mask — (onuuoHanbHO) yKa3biBaeT AOMONHUTE/IbHO HACTPaMBaeMblil napamMmeTp MackKu.
<hex 0x0-0xffff> — BBeanTe macky nopra NCTOYHMKA.
dst_port — (onynoHasibHO) yKasbiBaeT Ha NPUMEHEHWe npasuaia K Auana3oHy NopToB Ha3HaYeHus
TCP.
<value 0-65535> — BBeguTe 3HayeHue nopTa HasHadeHuss TCP. [ocTyneH AuanasoH
3HaueHwit ot 0 oo 65535.
mask — (onumMoHasIbHO) yKa3biBaeT AOMNOMHUTENbHbIA HACTpanBaeMblii NapameTp Macku.
<hex 0x0-0xffff> — BBeguTEe Macky noprta HazHavyeHus.
flag — (onumoHanbHo) ykasbiBaeT nons TCP Flag.
all — ykasbiBaer, uto Bce TCP Flag 6yayT ncnonb3oBatbcs B AaHHOW KOHUIypaLuu.
urg — (ONyMoHasIbHO) HaCTpoiika 3HadYeHus “urg” ans nons TCP flag.
ack — (onymoHanbHO) HacTpoiika 3HaveHus “ack” gnsa nons TCP flag.
psh — (onumoHanbHO) HacTpolika 3HaveHns “psh” ans nons TCP flag.
rst — (onuMoHasIbHO) HacTpoiika 3HaueHus “rst” gna nonst TCP flag.
syn — (onuMoHaIbHO) HacTpoika 3HadeHus “syn” ans nonst TCP flag.
fin — (onumoHanbHO) HacTpoiika 3HavyeHus “fin” ans nonsa TCP flag.
udp — ykasblBaeT Ha HacTpoliky napametpos UDP.
src_port — (onunoHasibHO) yKasblBaeT gnanasoH NnopToB NcTouHnka UDP.
<value 0-65535> — BBeguTe 3HaYeHWe nopta uctouHrka UDP. locTyneH gnanasoH 3Ha4eHwul
ot 0 go 65535.
mask — (OnuuMoHabHO) yKa3biBaeT AONOMHUTE bHbI HACTPaMBaeMbIil NapamMmeTp Macku.
<hex 0x0-0xffff> — BBeguTe Macky nopra UCTOUYHMKA.
dst_port — (onuuoHanbHO) yKasblBaeT auanasoH noptos HasHaveHusa UDP.
<value 0-65535> — BBeguTe 3HaueHuMe nopta HasHayeHusa UDP. JocTtyneH auanasoH
3Ha4yeHuin ot 0 go 65535.
mask — (onuMoHasibHO) yKasbIBaeT AOMNONHUTE/bHbI HACTpanBaeMbIii NnapameTp Macku.
<hex 0x0-0xffff> — BBeguTEe Macky nopta HasHa4YeHusl.
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protocol_id — yka3biBaeT Ha NnpuMeHeHne npasu/a K 3HaveHuo napametpa protocol ID B IP-Tpadiuke.
<value 0-255> — BeeguTe Protocol ID.
user_define — (onuuvoHanbHO) ykasblBaeT Ha MPUMEHEeHVe npaBuna K 3HauYeHuo napamertpa
protocol ID B IP-Tpaduke v onuusiM Macku 3a nepsbiMy 4 6anTamm nosesHbIX AaHHbIX |P-nakeTa.
<hex 0x0-0xffffffff> — BBegMTE Nonb3oBaTENLCKOE 3HAYEHNE MACKW.
mask — yka3blBaeT AONOMHUTE/bHbIV HacTpavBaeMblii napaMeTp Macku.
<hex 0x0-0Oxffffffff> — BBeguTE 3HAUYEHME MaCKMW.

packet_content — ykasbiBaeT cmelleHmne (offset). Kaxaoe cmelleHmne (offset) onpeaenset 4 6aiita gaHHbIX,
KOTOpble NAEHTUULMPYIOTCS B KavyecTBe ogHoro nons UDF.
offset_chunk_1 - (onumoHanbHO) onpegensieT 3HavyeHue 6aliToB nNakeTa A1 COMOCTaB/EHUS.
Mcnonb3oBatbes byget offset chunk 1.
<hex 0x0-Oxffffffff> — BBeguTe macky ans offset chunk 1.
offset_chunk_2 — (onuyuoHasbHO) onpegenser 3HadeHMe 6aillToOB NakeTa A1 COMOCTaB/EHUS.
Mcnonb3oBatbes 6yaet offset chunk 2.
<hex 0x0-0xffffffff> — BBeauTe macky ans offset chunk 2.
offset_chunk_3 — (onunoHanbHO) onpegensieT 3HaueHve 6aliTOB nNakeTa A1 COMOCTaB/IEHUS.
VMcnonb3oBatbesa 6yaet offset chunk 3.
<hex 0x0-0xffffffff> — BBeauTe macky ana offset chunk 3.
offset_chunk_4 - (onumoHanbHO) onpegensieT 3HavyeHue 06aiiToB nNakeTa A/ COMOCTaB/IEHUS.
Vcnonb3oBatbes byaet offset chunk 4.
<hex 0x0-0xffffffff> — BBeauTe macky gns offset chunk 4.

ipv6 — yka3blBaeT Ha NpuMeHeHre npasuia K nonsam IPve.
class — (onynoHasbHO) yKa3sblBaeT 3Ha4YeHue knacca IPv6.
<value 0-255> — BBeguTe 3HaueHune knacca IPv6. [JocTyneH gnanasoH 3HavyeHuin ot 0 go 255.
flowlabel — (onunoHanbHO) ykasbiBaeT 3Ha4yeHne IPv6 Flow Label.
<hex 0x0-0xffff> — BBeguTe macky IPv6 Flow Label.
source_ipv6 — (onuMoHasibHO) yKasblBaeT 3HavyeHue IPv6-aapeca NCTOYHUKA.
<ipv6addr> — BBegute IPv6-agpec NCTOYHMKA, UCMONb3YEeMbI A1 AaHHOWN KOHMrypaumu.
mask — (onunMoHasibHO) yKasbiBaeT AOMNOMNHUTELHO HAcTpanuBaeMblii NapameTp Macku.
<ipvémask> — BBegute Macky IPv6-agpeca NcTo4Huka.
destination_ipv6 — (onunoHanbHO) yKasbiBaeT 3HaYeHne IPv6-agpeca HasHavYeHus.
<ipv6addr> — BBeguTte IPv6-agpec HazHaueHWs, UCNONb3yeMbI 4715 [aHHON KOHurypaumn.
mask — (onuuoHasibHO) yKa3bIiBaeT [OMOMHUTE/IbHO HACTPanBaeMbIii napameTp Macku.
<ipvémask> — BBegute macky IPv6-anpeca HasHauyeHus.
tcp — (onumoHanbHO) onpedensieT HacTpoliku napameTpos TCP.
src_port — yka3blBaeT 3HadyeHue IPv6 TCP-nopta UcToyHuka.
<value 0-65535> — BBeauTe 3HauyeHume TCP-nopTa ucTOYHMKA. [OCTyneH AmanasoH
3HayeHuin ot 0 go 65535.
mask — ykasblBaeT AOMNO/HATENIbHO HAacTpanBaeMblii napameTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne mackn TCP-nopTa NCTOYHUKA.
dst_port — (onunoHanbHO) ykasbiBaeT 3HadeHue |IPv6 TCP-nopta Ha3HauyeHus.
<value 0-65535> — BBeauTe 3HauyeHume TCP-nopta Ha3HadeHus. [JOCTyneH AmanasoH
3HauyeHuin ot 0 go 65535.
mask — ykasbiBaeT 40N0/IHUTEbHO HAaCTpanBaeMblii NapaMeTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne mackm TCP-noprta Ha3HauyeHus.
udp — (onNuMoHaNbHO) onpepensieT HacTpolikn napameTpos UDP.
src_port — ykasbiBaeT 3HavyeHune |IPv6 UDP-nopTa ncrovHumka.
<value 0-65535> — BBeguTe 3HauyeHne UDP-nopTa WUCTOYHMKA. [OCTyneH pAmanasoH
3HayeHun ot 0 go 65535.
mask — ykasbiBaeT AONOHUTE/BLHO HacTpamBaeMblii napaMeTp Macku.
<hex 0x0-0xffff> — BBeguTe 3HauyeHne macku UDP-noprta NCTovHuKa.
dst_port — (onunoHanbHO) yka3biBaeT 3HadeHue IPv6 UDP-nopTta HazHavyeHus.
<value 0-65535> — BBeauTe 3HauyeHuve UDP-nopta HasHayeHuA. [JoOCTyneH pauanasoH
3HaueHuit ot 0 go 65535.
mask — ykasbiBaeT 4ONONHUTEbHO HacTpanBaeMblii napameTp Mackm.
<hex 0x0-0xffff> — BBeguTe 3HaueHne macku UDP-nopTta Ha3HayeHus.
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icmp — (oNuMoHaIbHO) yKa3bIiBaeT Ha HAaCcTpoliky napameTpoB ICMP.
type — (onuMoHanbHO) yKasblBaeT Ha NpUMMeHeHue npasunna K 3HadyeHunto napametpa ICMP Type
B Tpaduke.
<value 0-255> — BBeauTe 3HadeHue napametpa ICMP Type B Tpadmke. JocTyrneH Avana3oH
3HayeHwin ot 0 go 255.
code — (OnNuUWOHa/ILHO) yKa3blBaeT Ha MNpPYMeEHeHVe npasuna K 3HadeHuto napamerpa ICMP
Code B Tpacuke.
<value 0-255> - BBeautTe 3HayeHue napametpa ICMP Code B Tpacdmke. [ocTyneH
AnanasoH 3HadeHuii ot 0 o 255.

port — yka3sbIBaeT CN1COK NOPTOB, UCMNOMb3YEMbIA ANS JaHHON KOHUrypaumn.
<portlist> — BBeguTe cnMcok NopToB, MCNOMNb3YEMbIA 4719 AaHHON KOHJIUIypaLmn.
all — ykasbiBaeT Ha MCnonb3oBaHNe BCex NOPTOB A1 AaHHON KOHJIMrypaumu.
vlan_based — yka3sbiBaeT, 4To npaBuno 6yaet ocHoBaHo Ha VLAN.
vlan — ykasbiBaeT ums VLAN 15 gaHHoW KoHurypauuu.
<vlan_name> — BBeguTe nms VLAN g/18 aHHOW KoOHburypaumm.
vlan_id — ykasbiBaeT VLAN ID gns gaHHoi KoHguUrypauumn.
<vlanid 1-4094> — Beegute VLAN ID gns paHHOR koHcurypaumm. LocTyneH AmnanasoH
3Ha4veHuin ot 1 go 4094,

permit — yka3blBaeT, 4To NakeThl, nonagaroLme noj npasuio focTyna, dyayT paspeLleHbl KOMMYTaTOpPOM.
priority — (onyMoHa/IbHO) yKasbiBaeT Ha U3MEHEHUE MPUOPUTETA MakeTa, ecnyn naket nonagaeT nofg
npaBwsao goctyna.
<value 0-7> — BBeguTe 3Ha4eHme npuoputeTa. JocTyneH guanasoH 3Ha4yeHuin ot 0 o 7.
replace_priority — (onunoHasibHO) yKasblBaeT Ha uaMeHeHune npuoputeta 802.1p ucxogdilero
naketa.
replace_dscp_with — (onunoHanbHO) yKka3biBaeT Ha n3MeHeHne 3HavyeHnss DSCP ncxoasiwero naketa.
Ecnu pgaHHoe peiictBue npoussoautca 6e3 npuopuTeTa AelcTBUs, nakeTy 6yaeT HasHadeHo TC no
YMOJIHaHMIO.
<value 0-63> — BBeaMTe HOBOe 3HayeHne DSCP Ha cMmeHy. [JocTyneH AnanasoH 3HauyeHuii ot 0
0o 63.
replace_tos_precedence_with — (onuuoHanbHO) ykasbiBaeT, 4uTO 3HaveHue IP npuoputeta (IP
Precedence) ncxopswero naketa 6yger U3MEHEHO Ha HOBOE 3HayeHuwe. Ecnn gaHHbIi napaMeTp He
yKasaH, To NakeTy OyAeT HazHa4yeHOo 3HadeHne TC no ymonyaHmio.
<value 0-7> — BBeauTe 3Ha4YeHne npuoputeta ToS Ha 3ameHy. [JoCcTyneH AnanasoH 3Ha4YeHuii oT
O0po7.
counter — (onuMoHasIbHO) BK/OYEHWE WM OTK/OYeHUe doyHKuMM cdetymka ACL. o ymonyaHuio
onuusa oTknoveHa. Ecnv npaBuno He cBszaHo ¢ flow _meter, Bce coBnagawwue naketbl OyayT
cuntatbes. Ecnv npasuno ceasaHo ¢ flow_meter, «counter» nepesanncbiBaeTcs.
enable — BkitoueHve doyHKUMM cyetumka ACL.
disable — oTknoyeHne yHKumm cyetumka ACL.

mirror — nakeTbl, NonagatoLue nog NpasuIo JocTyna, 6yayT OTNpaB/ieHbl Ha MOPT 3epKa/IMPOBaHUS.

deny - ykasblBaeT, 4yTO nNakeTbl, MonajawliyMe noA nNpaBuao [A0CTyna, 6yayT OTUILTPOBAHbI
KOMMYTaTOPOM.

time_range — (OnuMoHasibHO) yKa3blBaeT MMS 3anncu guanasoHa BpeMeHu.
<range_name 32> — BBeAuTe WMSA [uanasoHa BpemMeHu. MakcumasibHO fJonyctMmas OivHa —
32 cumBona.

delete — yka3biBaeT Ha ygasieHne npodunnsa uiv npasuna.
access_id — ykasblBaeT MHAEKC 3anucu cnucka goctyna.
<value 1- 128> — BBeauTe ugeHTudurkarop goctyna (access ID). [JocTyneH gnanasoH 3HAYEHWi
or 1 go 128.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYK KOMaHAY.
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Mpumep
HacTpoiika 3anucu npasunia 41a Npoguas Macky COAEePXMMOro nakeTa:

DGS-3000-28XMP:admin#config access_profile profile_id 4 add access_id auto_assign
packet_content offset_chunk_3 @xFO port all deny

Command: config access_profile profile_id 4 add access_id auto_assign packet_content
offset_chunk_3 ©xF® port all deny

sSuccess.

DGS-3000-28XMP :admin#

7-4 show access_profile

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs A1 NPoCMoTpa TekyLle Tabnuupl CNMCKOB AoCTyna.

CuHTtakcuc
show access_profile {[profile_id <value 1-512> | profile_name <name 32>]}

MapameTpbl

profile_id — (onunoHanbHO) ykasbiBaeT nHgekc npoduns (Profile ID) cnucka goctyna
<value 1-512> — Beegute Profile ID. [JocTyneH gnana3oH 3Ha4yeHuin ot 1 go 512.

profile_name — (onu1oHasibHO) yKa3biBaeT UM NPOOUNS.
<name 32> — BBeguTe UMA Npouas. MakcumansHo gonyctuMas gamHa — 32 cumBona.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne TekyLeid TabnmLbl CNMCKOB AOCTyna:

105



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

DGS-3000-28XMP:admin#show access_profile
Command: show access_profile

Access Profile Table
Total User Set Rule Entries : 1

Total Used HW Entries ;125
Total Available HW Entries : 899

Profile ID: 1 Profile name: t1l Type: Ethernet
MASK on
VLAN . OxFFF
Source MAC . 00-00-00-00-00-01
Destination MAC : 00-00-00-00-00-02
802.1p

Ethernet Type

Available HW Entries : 66

Profile ID: 2 Profile name: 2 Type: IPv4

Quit Next Page Next Entry  ALL

B cnepytowiem npumepe nokazaH npodousb AocTyna, NofaAepXuBarowmii Macky 3anucu Ans Kaxaoro
npasuna:

DGS-3000-28XMP :admin#show access_profile profile_id 1
Command: show access_profile profile_id 1

Access Profile Table

Profile ID: 1 Profile name: t1 Type: Ethernet
MASK on
VLAN : OXFFF
Source MAC . 00-00-00-00-00-01
Destination MAC : 00-00-00-00-00-02
802.1p

Ethernet Type

Available HW Entries : 66

DGS-3000-28XMP: admin#
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B cnepytouem npumepe nokasaH npodunsib Macku coaepXumMoro naketa ansa npoduns ¢ 1D 4:

DGS-3000-28XMP:admin#show access_profile profile_id 4
Command: show access_profile profile_id 4

Access Profile Table

Profile ID: 4 Profile name: 4 Type: User Defined
MASK on
offset_chunk_1 : 3 value : OxOOOOFFFF
offset_chunk_2 : 5 value : OxOOOOFFOO
offset_chunk_3 : 14 value : OxXFFFFOOOO
offset_chunk_4 : 16 value : OXFFOOEOEOO

Available HW Entries : 127

Rule ID : 1 (auto assign) Ports: 1-28
Match on

offset_chunk_3 : 14 value : Ox00000000
Action:

Deny

Quit Next Page Next Entry f All

7-5 config flow_meter

OnucaHue

[aHHasi KomaHaa ucnonb3yeTcs AN HacTpoikn dyHkumm flow meter. dyHkymsa flow meter nogaepxvsaet
Tpu pexnma: Single rate two color, Single rate three color n Two rate three color. NpaBnuno goctyna A0/MHKHO
ObITb CO3aHO A0 NPUMEHEHMS NAapPaMeTPOB AAHHON GOYHKLNN.

Ona pexuma Single rate two color nonb3oBarensm AOCTyMHa HACTpoOWka npeanoynTaemMoli Nosochl
nponyckaHusa (preferred bandwidth) gnsa storo npaesuna B Kéut/c. Mpy NpeBbIlLIEHUN NOAOCHI NPOMYCKaHWs B
3aBUCUMMOCTM OT NOMb30BaTE/NIbCKMX HACTPOEK NNLLIHME MakeTbl 6yayT NnM6o oTbpolleHbl, NM6o um byaet
Ha3HayeH NPMopUTET OTOpPachIBaHUS.

[Onsa pexuma Single rate three color nonb3oBaTensiM HEOH6XO0AMMO HACTPOUTb rapaHTMPOBaHHYH CKOPOCTb
nepegaun (committed rate) B K6ut/c, rapaHTMpOBaHHbI pa3mep Bcnnecka (committed burst size) n
[ONOMHUTENbHbIN padmep Benecka (excess burst size).

Ana pexvma Two rate three color nonb3oBatensam Heo6XOAMMO HACTPOWUTbL FapPaHTUPOBAHHYK CKOPOCTb

nepegaun (committed rate) B Kout/c, rapaHTupoBaHHbIii pasmep Bcnnecka (committed burst size), nMkoByto
cKkopocTb (peak rate) n NnKoBbI pasmep Bennecka (peak burst size).
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MapKnpoBKa LiBeTa naketa MOXeT Npou3BoAMTbLCA B ABYX pexumax: Color-blind n Color-aware. B pexume
Color-blind onpegenenne uBeta npu 06paboTke nakeTa 3aBUCUT OT pesynbrata dyHkumm flow meter. B
pexume Color-aware onpegeneHve UBeTa npy ob6paboTke nakeTa 3aBUCUT OT pesynbrata yHkuumn flow
meter n xogsuiero DSCP.

Ecnun pexum He ykasaH, No ymon4aHuo ncnosnbayetcsi Color-blind.

[Onsa Green color packet npumensietca gerictBue conform, ans yellow color packet — geiictBue exceed, a
ans red color packet — geiicteue violate.

[OeincTeue replace (3ameHa) DSCP moxeT 6bITb BbiNOSHEHO AN naketoB GREEN, a Takke ana gpyrux
naketoB (YELLOW u RED). Ecnu Bbi6paHo gelictBue drop (ot6pocutb) ans YELLOW/RED, To 3ameHa
DSCP He 6yAeT BbINOMHEHA.

CuHTtakcuc

config flow_meter [profile_id <value 1-512> | profile_name <name 32>] access_id <value 1-128> [rate
[<value 1-10485760>] {burst_size [<value 1-262144>]} rate_exceed [drop_packet | remark_dscp
<value 0-63>] | tr_tcm cir <value 1-10485760> {cbs <value 1-262144>} pir <value 1-10485760> {pbs
<value 1-262144>} {[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>]
{counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | sr_tcm cir
<value 1-10485760> cbs <value 1-262144> ebs <value 1-262144> {[color_blind | color_aware]}
{conform [permit | replace_dscp <value 0-63>] {counter [enable | disable]}} exceed [permit
{replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate [permit {replace_dscp <value
0-63>} | drop] {counter [enable | disable]} | delete]

MapameTpbl

profile_id — yka3biBaeT ngentndukarop npocuns (Profile ID).
<value 1-512> — Beegute Profile ID. [locTyneH gnanasoH 3HavyeHuii ot 1 go 512.

profile_name — yka3biBaeT nms npoguns.
<name 32> — BBeguTe UMA Npoduan. MakcumansHo gonyctuMas gamHa — 32 cumBona.

access_id — yka3biBaeT ngeHtudumkarop gocryna (Access ID).
<value 1-128> — Beegnte Access ID. [locTyneH ananasoH 3HavyeHuii ot 1 go 128.

rate — ykasblBaeT CKOPOCTb An1s pexuma Single rate two color. Yka3biBaeT rapaHTUpOBaHHYK M0Jocy
nponyckaHua B K6uT/c ansa notoka.
<value 1-10485760> — BBeauTe CKOpPOCTb ANnd pexuma Single rate two color. JocTyneH avana3oH
3Ha4veHun ot 1 go 10485760.
burst_size — (onunoHasbHO) ykasbiBaeT pasMep Bcnnecka (burst) ana pexuma Single rate two color.
EpunHnua nsmepenns — KéaiiT.
<value 1-262144> — BBeanTe pa3mep Bcnsecka. JocTyneH gnanasoH 3Ha4eHuin ot 1 go 262144.
rate_exceed — yka3blBaeT AeliCTBME /19 NaKeTOB, MPEBbIAKLMX MOMNOCY NPONyCKaHus B pexume
Single rate two color.
drop_packet — ykasbiBaeT HeMe//IEHHO OTOPOCUTL NakerT.
remark_dscp — nometuTb nakeT ykasaHHbiM DSCP. lMakeTy Ha3Ha4aeTcs BbICOKWIA NpuopuTeTt
oTbpacbiBaHUS.
<value 0-63> — BBeguTe 3HayeHne DSCP Remark. [ocTyneH gmana3oH 3HauyeHuii oT 0 Ao
63.

tr_tcm — ykasbiBaeT pexum «Two rate three color»
Cir — yKka3blBaeT rapaHTMpOBaHHY CKOpPOCTb nepesayun nHpopmaumm (Committed Information Rate).
EpnHnua nsmepenns — Kéut/c. CIR Bcerga gomkHa bbiTe paBHa v MeHblue PIR.
<value 0-10485760> — BBeanTe 3Ha4veHne CIR. [JocTyneH ananasoH 3HavyeHuin ot 0 go 10485760.
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cbs — (onumoHasbHO) yKasbiBaeT rapaHTUpOBaHHbI pasmep Bcriecka (Committed Burst Size).
EavHuua nsmepeHns — Kéaiit, rae 1 o3Havaet 1 K6aiiT. 3HaueHme no ymonyaHuio — 4*1024.
<value 1-262144> — BeegnTe 3Ha4eHne CBS. [locTyneH ananas3oH 3HaveHuin oT 1 no 262144,
pir — ykasblBaeT NUKOBYK CKOpOCTb nepefayun uHgopmaumm (Peak Information Rate). EgnHuua
n3mepeHus — Kéut/c. PIR Bcerga fomxHa obiTb paBHa nnu 6osblie CIR.
<value 1-10485760> — BeeauTe 3HaueHue PIR. JocTyneH guanas3oH 3HaveHuin ot 1 go 10485760.
pbs — (onunoHanbHO) yKka3biBaeT NMKOBLIA pasmep Bensecka (Peak Burst Size). EanHuua nsmepeHns
— K6aliit. 3HaueHne no ymonuaHumio — 4*1024.
<value 1-262144> — BeeanTe 3HavyeHne PBS. [JocTyneH Anana3oH 3HavyeHuii oT 1 o 262144.
color_blind — (onuuoHanbHO) ykasbiBaeT pexunm paboTbl yHKUMM meter kak Color-blind. o
YMONYaHUIO HacCTPoeH pexunm Color-blind.
color_aware — (ONUMOHAJIBHO) YyKa3blBaeT pexum paboTbl (yHKUMM meter kak Color-aware.
OKOHuaTesbHbIA LBET NakeTa ONpeaensieTcs HadasibHbIM LIBETOM NakeTa M pesynsratoM paboThbl
hyHKUMN meter.
conform - (onuuoHasnbHO) onpegenser AelicTBMe, €eC/M NakeT 0603HayeH LBETOM «green»
(3eneHbiin).
permit — paspewnTb Naket.
replace_dscp — 3ameHa 3HauyeHua DSCP nakeTa.
<value 0-63> — BeBeguTe 3HayeHne DSCP gs1a 3ameHbl. [JocTyneH gnanasoH 3HavyeHuin ot 0
[0 63.
counter — (OonuMoHanbHO) YyKasbiBaeT cyeTunk ACL. 3HayeHue no ymonyaHutwo — «disable»
(oTkntoueHo). Pecypcbl MOryT ObiTb OrpaHW4Y€Hbl, M3-3a Yero CYETUYMK WHOrga He MOXET ObITb
BK/IHOUEH. [py OTK/IOYEHUN (DYHKLIMM CHETUUKM ByayT COPOLLEHDI.
enable — BkntoueHve cuetumka ACL.
disable — oTknoueHne cuetunka ACL.
exceed — onpegenseT gelicteme, eC/im naket 0603HaueH LBeToM «yellow» (KenTbli).
permit — pa3peLlunTb NakeT.
replace_dscp — (onunoHansbHO) 3ameHa 3HavyeHus DSCP nakeTta.
<value 0-63> — BBegunTe 3HayeHne DSCP gns 3ameHbl. [JOCTyneH ananasoH 3HavyeHuin ot 0
0o 63.
drop — oT6poCUTL NakeT.
counter — (onuMoHasIbHO) YyKa3sbiBaeT cyeTunk ACL. 3HadeHMe no ymonyaHui — «disable»
(oTkNKOYeHo). Pecypcbl MOryT ObITb OFpPaHWYeHbl, U3-3a YEero CYETYMK WHOrAa HEe MOXET ObITb
BK/IHOUEH. [pU OTKIUEHUN OYHKLNM CHETUMKN ByAyT COPOLLEHbI.
enable — BkntoyeHue cyetumnka ACL.
disable — oTkntoueHne cuetunka ACL.
violate — onpepgensieT geiictere, ecnmn NakeT 0603HaYEH LBETOM «red» (KpacHbIii).
permit — paspeLlunTb NakeT.
replace_dscp — (onuuoHansbHO) 3aMeHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeguTe 3HayeHne DSCP gnia 3aMeHbl. [JocTyneH guanas3oH 3HavyeHuin ot 0
[0 63.
drop — oT6pOCKTL NakeT.
counter — (onuuoHanbHO) ykasbiBaeT cyeTunmk ACL. 3HaueHue no ymonyaHuwo — «disable»
(oTkNOYEHO). Pecypcbl MOTYT 6bITb OrpaHuMyeHbl, KM3-3a Yero CYETUYMK WMHOr4a He MOXEeT ObiTb
BKJ/IHOUEH. [pKN OTKIOUEHUN OYHKLNM CHETUMKIN ByayT COPOLLEHbI.
enable — BkntoyeHve cyetumnka ACL.
disable — oTkntoueHne cuetunka ACL.

sr_tcm — ykasbIBaeT pexum «Single rate three color.

cir — yka3blBaeT rapaHTMpOBaHHY CKOPOCTb nepefdaun nHopmaumm (Committed Information Rate).
EnunHuua nsmepenns — Kout/c.

<value 0- 10485760> — BeeauTe 3HavyeHune CIR. [jocTyneH gmanasoH 3Ha4yeHuit ot 0 go 10485760.
cbhs — ykasbiBaeT rapaHTMpoBaHHbI pa3mep Bcnsecka (Committed Burst Size). EaMHuua namepenus
— K6aliT.

<value 1-262144> — BBeguTe 3Ha4eHe CBS. [locTyneH avanasoH 3Ha4yeHuii oT 1 0o 262144,
ebs — ykasbiBaeT AONOMHUTENBHLIA padmep Bcnnecka (Excess Burst Size). EanHvMua namepeHns —
Koair.
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<value 1-262144> — BeeanTe 3HaveHne EBS. JocTyneH avana3oH 3HadeHuii oT 1 go 262144,
color_blind — (onuuvoHanbHO) ykasbiBaeT pexum paboTbl PyHKUMM meter kak Color-blind. Mo
yMON4YaHUI0 HacTpoeH pexum Color-blind.
color_aware — (onuMoHaslIbHO) YyKasblBaeT pexum paboTbl QyHkUMM meter kak Color-aware.
OkoHuYaTesbHbI LUBET MakeTa OMpefesnisieTcs HadasibHbIM LIBETOM MakeTa M pe3ynbratoM paboTbl
hyHKUMN meter.

conform — (onuuMoHanbHO) onpegenseTr [eilcTBue, ecnyn nakeT 0603Ha4YeH LBETOM «green»

(3eneHnlin).

permit — paspeLlnTb NakeT.
replace_dscp — 3ameHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeauTe 3HadyeHne DSCP gnsa 3ameHbl. JocTyneH gvanasoH 3HadeHuii ot 0
0o 63.
counter — (OnuMoHanbHO) yKasbiBaeT cyeTunk ACL. 3HayeHue no ymonyaHuoo — «disablex»
(oTknto4EeHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETUMK UHOr4a HEe MOXET ObiTb
BK/tOUEH. [py OTK/IOUEHNM (PYHKLMKN CHETUUKM BYAYyT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — oTkntoueHune cuetunka ACL.
exceed — onpegensier geiicterne, ecnun NakeT 0603Ha4YeH LBETOM «yellow» (KenTblit).
permit — pa3peLunTb NakeT.
replace_dscp — (onymoHasibHO) 3aMeHa 3HadeHns DSCP nakera.
<value 0-63> — BBeauTe 3Ha4YeHne DSCP ans 3ameHbl. [JOCTyneH AnanasoH 3Ha4YeHwuin ot
0 po 63.
drop — oT6pOCKTbL Naker.
counter — (OnuMoHasnIbHO) yKa3blBaeT cyeTunk ACL. 3HauyeHue no ymonyaHuwo — «disablex»
(oTknto4EeHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETYMK UHOT4a HEe MOXET ObiTb
BK/tOUEH. [py OTK/IIOUEHNM (PYHKLMKN CHETUUKM BYAYyT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — oTknoueHne cuetunka ACL.
violate — onpepensiet geiicteBre, ecnu NakeT 0603Ha4YEH LBETOM «red» (KpacHbIii).
permit — pa3peLunTb NakeT.
replace_dscp — (onuuoHansHO) 3amMeHa 3HavyeHus DSCP nakeTa.
<value 0-63> — BBeauTe 3Ha4veHne DSCP ans 3ameHbl. [JOCTyneH AnanasoH 3Ha4YeHwuin ot
0 po 63.
drop — oT6pOCKTbL Naker.
counter — (OnuMoHasNIbHO) yKasblBaeT cyeTunk ACL. 3HauyeHue no ymonyaHuwo — «disablex»
(oTknto4EHO). Pecypcbl MOryT 6bITb OrpaHUYeHbl, U3-3a Yero CYETYMK UHOr4a HEe MOXET ObiTb
BK/tOUEH. [pn OTK/OUEHNM (PYHKLMN CHETUUKM BYAYT COPOLLEHDI.
enable — BkntoyeHve cyetunka ACL.
disable — oTknoueHne cuetunka ACL.

delete — yka3biBaeT ynaneHue ykazaHHoro flow_meter.

OrpaHuyeHus
Tonbko nonb3osareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
Hactpoiika dyHkumm flow meter «Two rate three color»:

DGS-3000-28XMP:admin# config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 chs 2000 pir
2000 pbs 2000 color_blind conform permit counter enable exceed permit replace _dscp 60 counter
enable violate drop

Command: config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 chs 2000 pir 2000 pbs
2000 color_blind conform permit counter enable exceed permit replace_dscp 60 counter enable
violate drop

Success.
DGS-3000-28XMP: admin#
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7-6 show flow meter

OnucaHue
[JaHHasi KomaHga ucnonb3yeTcs A8 npocmoTpa nHdpopmauun o pyHkumm ACL Flow Metering.

CuHTakcuc
show flow_meter {[profile_id <value 1-512> | profile_name <name 32>] {access_id <value 1- 128>}}

MapameTpbl

profile_id — (onynoHanbHO) ykasbiBaeT Profile ID.
<value 1-512> — BeeauTe Profile ID. JocTyneH gnana3oH 3HaveHuin oT 1 go 512.

profile_name — (onu1oHasibHO) yKkasbiBaeT UM NPouns.
<name 32> — BBeguTe UMS npopuis. MakcumansHo gonyctuMas gavHa — 32 cMMBona.

access_id — (onymoHanbHO) ykasbiBaeT Access ID.
<value 1- 128> — BBeauTe Access ID. [locTyneH gnanasoH 3HaveHunin ot 1 go 128.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHgopmaumm o HacTpokax doyHkumm flow meter:

DGS-3000-28XMP:admin# show flow_meter
Command: show flow_meter

Flow Meter Information

Profile ID:1 Access ID:1 Mode : trTCM / ColorBlind
CIR(Kbps):1000 CBS(Kbyte) :2000 PIR(Kbps):2000 PBS(Kbyte):2000
Action:
Conform : Permit Counter: Enabled
Exceed : Permit Replace DSCP: 6@ Counter: Enabled
violate : Drop Counter: Disabled

Total Entries: 1

DGS-3000-28XMP : admin#

7-7 config time_range

OnucaHue

[aHHasi kOoMaHda ucnonb3yeTca AN yKasaHus onpefeneHHOro AmanasoHa BpeMeHW ANs akTusauum
YHKLMIN Ha KOMMYyTaTope. HeobxoaMMo yKkasaTb Yachl U AHW HeAenu. YKasaHHbIn gnana3oH onpeaensieTcs
no BpemeHn SNTP unn paHee HacTPOeHHOMY BpemeHu. Ecnn gaHHoe BpeMsi HeAOCTYNHO, BPEMEHHOI
AmnanasoH He ByaeT HaCTPOEH.

CuHTakcuc

config time_range <range_name 32> [hours start_time <time hh:mm:ss> end_time <time hh:mm:ss>
weekdays <daylist> | delete]
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MapameTpbl

<range_name 32> — BBeuTe UMA [uana3oHa BpemeHW. MakcvmasibHO [onyctumas AJjiMHa COCTaB/iseT
32 cnumBona.

hours — yka3biBaeT Bpems CyTOK.

start_time — yka3biBaeT HauyaslbHOE BpeMs AnanasoHa.
<time hh:mm:ss> — BBeauTe HauyanbHoe BpeMsA (B 24-yacoBom chopmare). Hanpumep, 19:00
O3HayaeT 7 4acoB Beyepa. 3HadyeHue 19 Tawkke AonycTumMo. Bpems, ykaszaHHOe B napametpe
start_time, 4O/MKHO 6bITb MEHbLLE BPEMEHM, yKa3aHHOro B napameTpe end_time.

end_time — yka3blBaeT KOHEYHOE Bpems auanasoHa.
<time hh:mm:ss> — BBeaute koHeuyHoe Bpems (B 24-yacoBoMm cpopmare). Hanpumep, 19:00
O3HayaeT 7 yacoB Beyepa. 3HadyeHne 19 Takke gonyctumo. Bpems, ykaszaHHOe B napametpe
start_time, O/MKHO 6bITb MEHbLLE BPEMEHW, YKa3aHHOro B NnapameTpe end_time.

weekdays — yka3biBaeT CNMCOK AHEN, BXOAALMX BO BpEMEHHOM AnanasoH. Micnonbayiite Tupe, 4YTobbl

yKa3aTb HECKO/IbKO AHei. Vicnonb3yiiTe 3ansATyio AN pasfeneHns aHeil B avanasoHe.
<daylist> — BBeauTe AHW HeOenu, KOTopble HEO6XOAMMO BKIOUNTL B KOHGUrypaumio. Hanpumep,
mon-fri (NOHefeNnbHUK — NATHWULA). sun, mon, fri (BockpeceHbe, NOHeAENbHUK U NATHULA).

delete — yaaneHue npodmns gnanasoHa BpeMeHn. Ecnn npodune time_range accouumnpoBaH € 3anvcamm
ACL, ero yganeHue 6yaeTr HEBO3MOXHO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika gvanasoHa BPEMEHM C MMEHEM «1», HauMHatowerocs kaxapli noHegensHuk B 01:01:01 un
3akaHumBarowlerocs B 02:02:02:

DGS-3000-28XMP:admin# config time_range 1 hours start_time 1:1:1 end_time 2:2:2 weekdays mon
Command: config time_range 1 hours start_time 1:1:1 end_time 2:2:2 weekdays mon

Success.

DGS-3000-28XMP: admin#

7-8 show time_range

OonucaHue
[JaHHas KomaHga ucnosb3yeTcs A8 NpocMoTpa TeKYLMX HACTPOEK Anana3oHa BpeMeHu.

CuHTakcuc
show time_range

MapameTtpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTOo6paxeHVe TEKYLLUX HACTPOEK AnanasoHa BPeEMEHN:
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DGS-3000-28XMP:admin# show time_range
Command: show time_range

Time Range Information

Range Name i1
Weekdays : Mon
Start Time : 01:01:01
End Time : 92:01:01

Total Entries :1

DGS-3000-28XMP: admin#

7-9 show current_config access_profile

OnucaHue

[JaHHas komaHga ncnosb3yeTcs onsa npocmoTtpa Yactn ACL B TEKyLLEN KOHMrypaumm npyv BXO4€E B YYETHYIO
3anvcb yposHsa User.

MonHocTbIo TEKYLLYHO KOHJourypauuio MOXHO NMPOCMOTPETL c NMoMOLLbI0 KOMaHAbl
show config current_config, goctynHoi nonb3osatento yposHsa Administrator.

CuHTakcuc
show current_config access_profile

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.

Mpumep
OTo6paxeHne Yactn ACL TekyLieli KoHdmrypauum:

DGS-3000-28XMP:admin# show current_config access_profile
Command: show current_config access_profile

# ACL

create access_profile ethernet vlan profile id 1
config access_profile profile_id 1 add access_id 1 ethernet vlan default port 1 permit

create access_profile ip source_ip_mask 255.255.255.255 profile_id 2
config access_profile profile_id 2 add access_id 1 ip source_ip 10.10.10.10 port 2 deny

DGS-3000-28XMP : admin#
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7-10 show access_profile hw_info

OnucaHue
[aHHasi KomaHga ucnosb3yeTcs As NpocmoTpa MHdopmauun 06 ncnosb3oBaHun annapartHbix ACL.

CuHTakcuc
show access_profile hw_info

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHne nHopmaumm 06 ncnonb3osaHUM annapatHbix ACL:

DGS-3000-28XMP:admin#show access_profile hw_info
Command: show access_profile hw_info
Slice ID/
Priority Profile ID Owner Number of Rules
1/4094 1 System 62
Used 62
Available 66
2/4093 2 System 62
Used 62
Available 66
3/0
Used 0]
Available 128
4/08
Used 0]
Available 128
CTRL+C| uit FXYE [ Next Page ENEER Next Entry § All
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8. KomaHabl Address Resolution Protocol (ARP)

create arpentry <ipaddr> <macaddr>

delete arpentry [<ipaddr> | all]

config arpentry <ipaddr> <macaddr>

config arp_aging time <value 0-65535>

clear arptable

show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}

8-1 create arpentry

OnucaHue
KomaHpga nucnonb3yetcs ansa co3gaHns cratuyeckoin ARP-3anncy B ARP-Tabnuue KommyTtaTopa.

CuHTtakcuc
create arpentry <ipaddr> <macaddr>

MapameTpbl

<ipaddr> — BeeguTe IP-agpec 3anpalunBaemMoro y3na uiv ycTpoicTea.
<macaddr> — BBegute MAC-agpec, COOTBETCTBYIOLMIA BbiLleykaszaHHOMY |IP-agpecy.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep

Cospanue ctatuyeckon ARP-3anncu gns IP- agpeca 10.48.74.121 n MAC-agpeca 00-50-BA-00-07-36:
DGS-3000-28XMP:admin# create arpentry 10.48.74.121 00-50-BA-00-07-36

Command: create arpentry 10.48.74.121 00-50-BA-00-87-36

Success.

DGS-3000-28XMP :admin#

8-2 delete arpentry

OnucaHue
KomaHpga mncnonbayercsa ans yaaneHus ARP-3anucu, COOTBETCTBYHOLLEN ykazaHHOMY IP-agpecy, nnmn Bcex
ARP-3anucel.

CuHTakcuc
delete arpentry [<ipaddr> | all]

MapameTpbl
<ipaddr> — BBeauTe IP-aapec 3anpaluvMBaemoro ysaa uav ycTponcTaa.

all — ynaneHune Bcex ARP-3anucel.
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OrpaHuyeHus
Tonbko nosb3oBartenu yposHs Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
YpaneHue n3 ARP-Tabnuupbl 3anncu, cooTBeTcTBytoulei IP-aagpecy 10.48.74.121:

DGS-3000-28XMP:admin# delete arpentry 10.48.74.121
Command: delete arpentry 10.48.74.121

Success.

DGS-3000-28XMP : admin#

8-3 config arpentry

OnucaHue
KomaHga mncnonb3yercs gns HacTtpoiikn MAC-agpeca ctatudeckoid 3anmcu B ARP-Tabnuue. YkasbiBaeTcs
IP-agpec n MAC-agpec 3anucu.

CuHTtakcuc
config arpentry <ipaddr> <macaddr>

MapameTpbl
<ipaddr> — BBeguTe IP-agpec 3anpalinBaemoro y3na uimv yCcTpoicTBa.
<macaddr> — BBegute MAC-afpec, COOTBETCTBYIOLMIA BbiLueyKaszaHHOMY |IP-aapecy.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
HacTpoiika MAC-agpeca 00-50-BA-00-07-37 gnsa ctatudeckoii 3anvcu ¢ IP-agpecom 10.48.74.121:

DGS-3000-28XMP:admin# config arpentry 10.48.74.121 00-50-BA-00-07-37
Command: config arpentry 10.48.74.121 00-50-BA-00-07-37

Success.

DGS-3000-28XMP :admin#

8-4 config arp_aging time
OnucaHune
KomaH,qa NCNonb3yeTca aonsd HaCTpOﬁKM MakKCMMasIbHOIo KosmyectBa BpPEMEHU B MUHYTaX, B TedyeHue

KoToporo AnHamudyeckasd ARP-3anvcb MOXeT xpaHuTbca B ARP-Tabnvue koMMmyTaTopa [0 yaa/1IeHUs.

CuHTtakcuc
config arp_aging time <value 0-65535>
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MapameTpbl

<value 0-65535> — BBeaMTe BpeMs B MUHyTax, N0 UCTEYEHWM KOTOPOro 3anucb OyaeT yganeHa (aging
time). JlocTyneH AnanasoH 3HavyeHui ot 0 A0 65535. 3Ha4YeHne nNo ymondaHuo — 20.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika 3HaueHus aging-time gns ARP-3anncu, paBHbiM 30 MUHyTaMm:

DGS-3000-28XMP: adnin# config arp_aging time 30
command: config arp_aging time 30

Success.

DGS-3000-28XMP : admin#

8-5 clear arptable

OonucaHue
KomaHga ncnonb3yeTcs Ans yaaneHus BCex AMHaMmnyecknx 3anuceii us ARP-tabnmubl.

CuHTtakcuc
clear arptable

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHay.

Mpumep
YpganeHve 3anucein ns ARP-tabnumupi:

DGS-3000-28XMP:admin# clear arptable
Command: clear arptable

Success.

DGS - 3000-28XMP :admin#

8-6 show arpentry
OnucaHune
KomaHga ucnonb3yetca ana npocmotpa ARP-tabnuupl. JocTynHa dmnstpaums tabnuubl: no IP-agpecy,

MAC-agpecy, UMeHu nHTepdpeiica nny cTaTmieckum 3arnmcsim.

CuHTtakcuc
show arpentry {ipif <ipif_name 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}
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MapameTpbl
ipif — (onumoHanbHO) ykasbiBaeT umsA IP-vHTepdielica, rge HaxoguTcsa 3anpalnBaemblii y3en umm
YCTPOWCTBO, A/151 KOTOPOro 6bl1a co3aaHa ARP-3anuce.
<ipif_name 12> — Beegnte ums IP-nHTepdeiica. MakcumasibHO AONYCTMMOE KO/IMYEeCTBO CUMBOJIOB
—-12.
ipaddress — (onumMoHanbHO) ykasbiBaeT |IP-agpec 3anpallumBaemoro y3sa uav ycTpoicTea.
<ipaddr> — BBegute IP-agpec.
static — (onuMoHanbHO) yKasbIBaET OTOOPaXeHMe cTatnyeckux 3anncen B ARP-Tabnumue.
mac_address — (onuynoHanbHO) oTobpaxaeT ARP-3anucy no ykazaHHomy MAC-agpecy.
<macaddr> — Beeante MAC-aapec.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne ARP-Tabnmubi:

DGS-3000-28XMP:admin# show arpentry
Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.1.1.1 0D-02-03-04-05-06 Static

System 10.1.1.2 0D-02-03-04-05-06 Dynamic

System 10.1.1.3 00-02-03-04-05-06 Static

System 10.90.90.90 0P-01-02-03-04-00 Local

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast

Total Entries: 6

DGS-3000-28XMP : admin#
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9. KomaHab!l npegoTBpaleHua atak ARP Spoofing

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway_mac <macaddr> ports [<portlist> |
all] | delete gateway _ip <ipaddr>]

config arp_spoofing_prevention syslog state [enable | disable]

show arp_spoofing_prevention

9-1 config arp_spoofing_prevention

OnucaHue

KomaHga npegHasHadeHa gns HacTpoiikm ARP-3anucu, mcnonb3yemoi gns npegotepalweHms atak ARP
Spoofing ¢ nogmeHoin MAC-agpeca wnt3a. ocne co3gaHmsa Takoi 3anmcu cuctema Byget otopachiBaTtb
ARP-naketbl, y kKotopbix IP-agpec wcTtouHuka coBnagaetr c IP-agpecom wrw3a, HO He coBnagakor
MAC-agpec nctodHuka u MAC-agpec wn3a.

CuHTakcuc
config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway_mac <macaddr> ports [<portlist>

| all] | delete gateway_ip <ipaddr>]

MapameTpsbl

add — yka3biBaeT Ha fobaBneHue 3annucun ARP Spoofing Prevention.

gateway_ip — ykasblBaeT HacTpoiiky IP-agpeca wwnto3a.
<ipaddr> — BBegute IP-agpec.

gateway_mac — yka3sbiBaeT MAC-agpeca wwno3a.
<macaddr> — Beeaute MAC-agpec.

ports — yka3bIiBaeT AnanasoH HacTpanBaeMbIX MOPTOB.
<portlist> — BBenTE CNUCOK NOPTOB.
add — yka3bIBaeT HacTpOiiky BCEX NMOPTOB.

delete — yka3biBaeT Ha ynaneHue 3anucu ARP Spoofing Prevention.
gateway_ip — yka3sbiBaeT IP-agpeca wnio3a.
<ipaddr> — Beegute IP-agpec.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHA Administrator, Operator nnn Power-User MOryT BbINOAHATb AAaHHYHO KOMaHAY.

Mpumep
HacTtpoiika 3anncu ARP Spoofing Prevention:

DGS-3000-28XMP:admin# config arp_spoofing_prevention add gateway_ip 10.254.254.251
gateway_mac 00-00-00-11-11-11 ports 1-2

Command: config arp_spoofing_prevention add gateway_ip 10.254.254.251 gateway_ma

c 00-00-00-11-11-11 ports 1-2

Success.

DGS-3000-28XMP : admin#
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9-2 config arp_spoofing_prevention syslog state
OnucaHue
KomaHga wucnonb3yeTca Ansi HacTpPOMKWM cTatyca cUCTeMHOro XypHana (syslog) ans ARP  Spoofing

Prevention.

CuHTakcuc
config arp_spoofing_prevention syslog state [enable | disable]

MapameTpbl

enable — BknoyeHne normpoeaHns MAC-aapeca atakyoLlero, ecnv IP-aapec ataku CoBnajaeT ¢ afjpecom
L/o3a.

disable — oTknioueHne noruposaHus MAC-adpeca atakylollero, ecnm IP-agpec aTaku cosnajaer ¢
afipecom Lunto3a.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
BknroueHue cucteMHoro xypHana ans ARP Spoofing Prevention:

DGS-3000-28XMP:admin#config arp_spoofing_prevention syslog state enable
Command: config arp_spoofing_prevention syslog state enable

Success.

DGS-3000-28XMP : admin#

9-3 show arp_spoofing_prevention

OnucaHue
KomaHpga ucnonb3syetcs a8 npocmotpa 3anucu ARP Spoofing Prevention.

CuHTakcuc
show arp_spoofing_prevention

MapameTtpsbl
Het.

OrpaHuyeHus
Het.

Mpumep
OTobpaxeHne 3anmcein ARP Spoofing Prevention:
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DGS-3000-28XMP:admin#show arp_spoofing_prevention
Command: show arp_spoofing prevention

Log State: Enabled
Gateway IP Gateway MAC Ports

10.254.254.251 00-00-00-11-11-11 1-2

Total Entries: 1

DGS-3000-28XMP : admin#
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10. KomaHAabI aBTOMaTn4yeckoro pe3epBHOro
KonupoBaHuA

enable autobackup

disable autobackup

config autobackup path [tftp [<ipaddr> | <ipv6addr> | <domain_name 255>] dest file <path_filename
64> | ftp [ftp: <string 128>] | none]

config autobackup mode [save_config | time_period | all]

config autobackup time_schedule [interval <min 1-525600> | periodic <time hh:mm:ss> {mon | tue |
wed | thu | fri | sat | sun | weekdays | weekends | every day}(1) | none]

config autobackup log state [enable | disable]

config autobackup trap state [enable | disable]

enable autobackup_encryption

disable autobackup_encryption

config autobackup file_template [<desc 64> | none]

show autobackup

10-1 enable autobackup

OonucaHue
JaHHaa komaHga ncnosib3yeTcsa AN BKAYeHMS OYHKLMM aBTOMAaTMYeCcKOro pe3epBHOro KonmpoBaHus.

CuHTakcuc
enable autobackup

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHsa Administrator, Operator unn Power-User MOryT BbINO/HATE SAHHYH KOMaHAYy.

Mpumep

BkntoueHne yHKLUMM aBTOMATUYECKOr0 PE3EPBHOI0 KONMPOBaHUS:
DGS-3000-28XMP:admin#enable autobackup

Command: enable autobackup

Success.

DGS-3000-28XMP:admin#

10-2 disable autobackup

OonucaHue
[JaHHas KomaHga ncnonb3yetcs ANA OTKIYEHUA PYHKLMM aBTOMaTUYeCKOro pe3epBHOro KonvpoBaHus.

CunHTtakcuc
disable autobackup

MapameTpsbl
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Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOAHATb AaHHYIO KOMaHay.

Mpumep

OTKNOYEHME (DYHKLMM aBTOMATUYECKOTO Pe3epBHOro KONMpoBaHus:
DGS-3000-28XMP:admin#disable autobackup

Command: disable autobackup

Success.

DGS-3000-28XMP: admin#

10-3 config autobackup path

OnucaHue
[JaHHasi KomaHga Ucnosb3yeTcs ANs HaCTPOMKX NyTU aBTOMATUUYECKOrO Pe3epBHOI0 KONMPOBAaHUS.

CuHTakcuc
config autobackup path [tftp [<ipaddr> | <ipv6addr> | <domain_name 255>] dest_file <path_filename
64> | ftp [ftp: <string 128>] | none]

MapameTpbl
tftp — ykasbiBaeT pe3epBHOE KONMMPOBaHUE TEKYLLEN KOHhUIypaunm Ha yaasneHHblli cepsep vyepe3 TFTP.
<ipaddr> — BeeguTte IP-agpec TFTP-cepsepa.
<ipv6addr> — BeeauTte IPv6-agpec TFTP-cepBepa.
<domain_name 255> — BBe/TEe JOMEHHOE UMS cepBepa.
dest_file — ykasbiBaeT nmsa koHeuHoro chaina (pathname), koTopblii 6yLeT CNO/Ib30BaTLCS.
<path_filename 64> — BBeAnTE OTHOCUTE/bHBIV UM aBCOMOTHBIN NyThb K chaiiny.

ftp — yka3bIiBaeT kONMpoOBaHNE TEKYLLEN KOHMrypauum Ha yaasieHHblli cepsep vepes FTP.

ftp: — ykasbiBaet FTP-kaTtanor.
<string 128> — BBegute FTP-cTpoKy B OObIYHOM TEKCTOBOM WM 3alMpPOBaHHOM BUAE.
MakcumasibHO [onycTMMOe KosiMyecTso cumBosioB — 128. CTpoka B TEKCTOBOM BUAe O0/KHA
BbIMNAAETb cneayoLwmm obpasom: user:password@ipaddr:tcpport/path_filename.
3awmdpoBaHHasa CTpoka MOXET 6bITb BBeAEHA TO/IbKO MOC/Ie UCMO/b30BaHMsA KomaHabl enable
autobackup_encryption. Ecnn wudgpoBaHme aBTOMaTUYECKOro Pe3epBHOr0 KonMpoBaHUs
BKJ/IOYEHO, 1 cTpoka FTP BBOAMTCA B BuAe OObIYHOrO TekcTa, nocse Beoga FTP-cTpoka 6yaet
coxpaHeHa B (haiine KoHumrypauum B 3aliMpoBaHHOM BUAE.

none — yKka3bIBaeT OTCYTCTBUE MYTN aBTOMATUYECKOIO Pe3epBHOI0 KONMPOBaHUA.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep

HacTtpoiika nyT aBToMaTU4e€CKOro pe3epBHOro KonmpoBaHus yepes TFTP:
DGS-3000-28XMP:admin#config autobackup path tftp 10.48.74.121 dest_file backup.txt
Command: config autobackup path tftp 10.48.74.121 dest_file backup.txt

Success.

DGS-3000-28XMP: admin#
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HacTtpoliika nyTun aBToMaTU4eCKOro pe3epBHOro KonmpoBaHus yepes FTP:

DGS-3000-28XMP:admin#config autobackup path ftp ftp: user:12345@10.90.90.1:21/backup.txt
Command: config autobackup path ftp ftp: user:12345@10.90.90.1:21/backup. txt

Success.

DGS-3000-28XMP : admin#

10-4 config autobackup mode

OonucaHue
[JaHHas komaHga WCMonb3yeTcs A/ HaCTPONKM pexrMa aBTOMAaTMYEeCKOTrO PE3EepPBHOIO KOMMPOBAHWUS.
TekyLasn koHhMrypauns 3arpyxaetcs Ha yaasleHHbI CeEpBEP B yKa3aHHOM pexume.

CuHTakcuc
config autobackup mode [save_config | time_period | all]

MapameTpbl
save_config — 3arpyska Tekywero daiisia KoHUrypaumm Ha yaaseHHbli cepBep Npu COXpaHeHun. DTO
3Ha4YeHre Mo YMONYaHuIo.

time_period — 3arpy3ka Tekywiero daiisia KoHUrypaumm Ha yaaneHHbli CepBEP Ha OCHOBE pacnvcaHus,
yKasaHHOro komaHgoi config autobackup time_schedule.

all — 3arpy3ka Tekywero arina KoHdurypaumm Ha yaaneHHblii cepBep Mpu 060MX YKa3aHHbIX Bbllle
YC/10BUSX.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHY KOMaHAY.

Mpuwmep

HaCTpOﬁKa pexnma aBTOMaTn4eCckoro pe3epBHOro KonnpoBaHUA:
DGS-3000-28XMP:admin#config autobackup mode save_config
Command: config autobackup mode save_caonfig

Success.

DGS-3000-28XMP:admin#

10-5 config autobackup time_schedule

OnucaHue
[JaHHas KomaHga WCMosb3yeTcs A7 HaCTPOMKM pacnmcaHusi CeaHCOB aBTOMATUYECKOro Pe3epBHOr0
KonmpoBaHus. Tekyllasi KOH(UIypauus 3arpy>Xaetcs Ha yaasieHHblii cepBep 6e3 coxpaHeHns B NVRAM.

CuHTakcuc
config autobackup time_schedule [interval <min 1-525600> | periodic <time hh:mm:ss> {mon | tue |

wed | thu | fri | sat | sun | weekdays | weekends | every_day}(1) | none]

MapameTpsbl

interval — ykasblBaeT BpeMEHHOI MHTEPBaT MEXAY 3arpy3Koi TekyLen KoHdurypauuu,
<min 1-525600> — BBeANTE BPEMEHHOW MHTEPBA/ B MMHYTaX. 3Ha4eHne no ymonvanuo — 1440.

periodic — yka3bIBaeT onpeaeneHHoe BPeMs A5 BbIrPy3KM TEKYLLEN KOHpurypaumm.
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<time hh:mm:ss> — BBeguTE BpeEMS B Yacax, MUHyTax 1 CEKyHAAX.

mon — pe3epBHOE KoNupoBaHue 6yaeT NPOBOANTLCS MO NOHeAeTbHMKaM.
tue — pe3epBHOE KONUpoBaHWe 6yaeT NPOBOAUTLCS MO BTOPHMKAM.

wed — pe3epBHOe KoNupoBaHue 6yAeT NPOBOAUTLCA MO cpefam.

thu — pesepBHOoe konMpoBaHue ByaeT NPOBOAUNTLCS MO YETBEPram.

fri — pesepBHOE KONUpoOBaHMe 6yaeT NPOBOANTLCS MO NSATHULAM.

sat — pe3epBHOe KONMpoBaHWe GyAeT NPOBOAUTLCS No cy660Tam.

sun — pe3epBHOEe KonupoBaHue ByaeT NPOBOAUTLCS MO BOCKPECEHbSIM.
weekdays — pe3epBHOe KonupoBaHue 6y4eT NPOBOANTLCS N0 BYAHUM LHSM.
weekends — pesepBHOe KonvpoBaHue ByAeT NPOBOANTLCS MO BbIXOAHLIM.
every_day — pesepBHOe KONMpoBaHue GyAeT NPOBOAUTLCS EXXeAHEBHO.

none — ykasbIBAET HA OTCYTCTBME PACNMUCAHNSI CEAHCOB PE3EPBHOM0 KOMMPOBAHWSI.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika BpeEMEHHOIo HTepBasia Mexay ceaHcamy pe3epBHOro KONMpPOBaHWS:

DGS-3000-28XMP:admin#config autobackup time_schedule interval 1440
Command: config autobackup time_schedule interval 1440

Success.

DGS-3000-28XMP: admin#

10-6 config autobackup log state

OonucaHue

ﬂaHHaﬂ KOMaH4a WMCNnosb3yeTCAa AN1A BK/IHOYEHUA N BbIK/IHOHEHUA JTOTMpoBaHUA Aﬂﬂ(pyHKMMM pe3epBHOro

KOnmpoBaHus.

CuHTakcuc
config autobackup log state [enable | disable]

MapameTtpbl

enable — Bk/loYeHVE flOTMPOBaHUA A1S (POYHKUMKM PE3EPBHOMO KOMMPOBaHUS. JTO 3HaueHue
YMOJ/THaHWIO.

no

disable — oTk/0OYEHME NOTMPOBaAHUSA A5 QPYHKUUN PE3EPBHOIO KONMPOBaHUS.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MoryT BbINOSHUTL 3Ty KOMaHAy.

Mpumep
OTKNOYEHME NOTMPOBaHNSA A4/18 (PYHKLUM aBTOMATUYECKOTO Pe3epBHOr0 KONUPOBaHUS:

DGS-3000-28XMP:admin#config autobackup log state disable
Command: config autobackup log state disable

Success.

DGS-3000-28XMP:admin#
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10-7 config autobackup trap state
OnucaHue
[JaHHasi komaHAa WCMoNb3yeTcsa A71s HaACTPOMKM trap-coobLeHWiA Ansi aBTOMAaTMYEeCKOro pPe3epBHOro

KonmpoBaHus.

CunHTtakcuc
config autobackup trap state [enable | disable]

MapameTpsbl

enable — Bk/itoueHne trap-coobLLeHnii ANs aBTOMAaTMYECKOro pe3epBHOro KONMpoBaHus. 3TO 3HaYeHne no
YMOMYaHMH.

disable — oTkntoueHme trap-cooBLIEHNI AN AaBTOMATUYECKOIO PE3ePBHOIO KONMPOBAaHUS.

OrpaHuyeHus
Tonbko nonb3osareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
OTk/ItoUeHMEe trap-Coo6LLEHNI 415 aBTOMATUYECKOrO Pe3epBHOM0 KONMPOBAHUS:

DGS-3000-28XMP:admin#config autobackup trap state disable
Command: config autobackup trap state disable

sSuccess.

DGS-3000-28XMP: admin#

10-8 enable autobackup_encryption
OnucaHue
,U,aHHaFI KOMaHOa WUCNonb3yeTca A4 LIJVICprBaHI/IFI FTP-I‘IyTI/I npn aeBToMatn4eCKoM pe3epBHOM

KonupoBaHuu TekyLleli KoHdpurypauum yepes FTP.

CuHTakcuc
enable autobackup_encryption

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
BkoyeHuve windppoBaHna 418 PyHKUUM aBTOMATUYECKOTO Pe3epBHOr0 KONUPOBaHUSA:
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DGS-3000-28XMP:admin#enable autobackup_encryption
Command: enable autobackup_encryption

sSuccess.

DGS-3000-28XMP: admin#

10-9 disable autobackup_encryption

OnucaHune
[JaHHas komaHAa wucnonb3yetca anda gewwndposaHus FTP-nyTM BO Bpems aBTOMaTUYECKOro pes3epBHOro
KonupoBaHus TekyLleli KoHdurypauum yepes FTP.

CuHTakcuc
disable autobackup_encryption

MapameTtpbl

HerT.

OrpaHuyeHus
Tonbko nosnb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/THUTE 3Ty KOMaHAY.

Mpumep
JewwmdpoBaHne hyHKLUN aBTOMaTUYECKOTO PE3ePBHOIO KOMMPOBaHUS:

DGS-3000-28XMP:admin#disable autobackup_encryption
Command: disable autobackup_encryption

Success.

DGS-3000-28XMP : admin#

10-10 config autobackup file_template

OonucaHue

JaHHas KomaHga Wucnonb3yeTcs A7 HacTpolikv wabnoHa daiina ana (yHKLMM  aBTOMAaTUYECKOro
pesepBHOro KonuposaHus. Mpy HAcTpolike UMeHU dpaiina He06XoAMMO YUNUTLIBATb ClIEAYIOLLME NPaBUIa:

[aHHbIi napamMeTp AO0MKEH SIBNATbLCA CTPOKO. ITO MOXET OblTb NHOOO0IN CUMBO/, 3aK/IOUYEHHbIN B
[ABOWHbIE KaBbIvkK (" "), Hanpumep "switch”.
CTpoka gomkHa 6bITb NepeBefeHa nepes Ucnosib30BaHNEM B KavyecTBe MMeHu doalina. OHa JomKHa
BbIMAAETb Cneyowmm obpasom: "%"+"keyword"+":"
0 % — yKasbIBaeT, YTO CTPOKa Nocsie 3T0ro CMMBOSA ABNSAETCA OThopMaTpoBaHHOW CTPOKONA.
0 keyword — yka3bIBa€eT, UTO K/IHOYEBOE C/OBO OyAeT nepesBefeHO Ha OCHOBe (PaKTUYeCKoro
3HaueHusa cuctemMbl. KomaHga 6yaeT OTK/I0HeHa, ecnim ByaeT 06HapyXXeHO HEM3BECTHOE WK
He MnoAAepXMBaemoe KI4veBoe C/10BO. HeobxoAMMO yuuTbiBaTh Credyloline 3HaueHus
K/II0YEBbIX C/0B:

» d: ykasblBaeT AeHb Mecsua. ITO AO/MKHbI 6bITb ABe LMdpbl B gnana3oHe ot 01 o

31.
"  m: yKasblBaeT Mecsil,. ITO A0/MKHbI ObITb ABE LMdPbI B AnanasoHe ot 01 go 12.
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" y: yKasblBalT ABe nocriegHve uugpbl roga. 3710 AO0MKHbI ObiTb ABe LUdpbl B

Anana3oHe ot 00 go 99.

= Y:yKasblBaeT rof. 3710 A0/MKHbI 6bITb 4 Undpbl, Hanpumep 2016

= H: yKasblBa€eT Yac. 3TO AO/MKHbI ObITb ABe Undpbl B gnanasoHe ot 00 go 23.

= M: yKasblBaeT MUHYTbI. DTO A0/KHbI ObITb ABe Uundpbl B gnanasoHe ot 00 go 99.

= S yKasblBaeT CeKyHbl. ITO AO/MKHbI ObITb ABe undpbl B guanasoHe ot 00 go 59.
0 :— YKasblBaeT KoHeLl, CTpoku. Ecnu 3To nocnegHuii napameTp KOMaHAbl, 3TOT CUMBOJT MOXHO

onyctutb. Mpobensl mexay "%" n":" B cTpoke 6yayT UTHOPUPOBATLCS.

CTpoka MOXeT cogepxaTtb /obble creayoume cumeonbl: 0T 0 4o 9, oT a go z, ot A o Z, '@#3$%"&()_+-=[]
{};'.,<>"

B cTpoke cumBon "\" ucnonb3yeTcs B KayecTBe escape-CUMBO/A.

CneunasnbHble cumBOsblI nocne "\" 6yayT BOCMPUHUMATBLCS Kak caM cumBos. Hanpumep, "\%" nossonset
MCcnosb3oBaTb CUMBOA "%" cam No cebe, a He Kak MHAMKATOp Havyana CTPOKMU.

Mpo6enbl BHE CTPOKM GyayT MHKANCYMPOBaHbI.

CuHTakcuc
config autobackup file_template [<desc 64> | hone]

MapameTpbl
<desc 64> — BBeguTeE CNOCO6 reHepaLmn 3arpy>eHHoro nveHu daiina.

none — MO3BOMSAET OUUCTUTH WAabMoH halina M BEepHyTbCA K WabnoHy no ymonyaHuto. La6noH no
ymon4aHuio: "%d:-%m:-%Y: %H:-%M:-%S:".

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.

Mpumep
HacTtpoiika wabnoHa ons yHKLMN aBTOMATNYECKOro pe3epBHOro KOMMPOBaHNS:

DGS-3000-28XMP:admin#config autobackup file_template “switch_%d:%m:%y:_%H:%M:"
Command: config autobackup file_template "switch_%d:%m:%y:_%H:%M:"

Success.

DGS-3000-28XMP : admin#

10-11 show autobackup
OnucaHue
[aHHasi KomaHga Mcnonb3yeTcs Ans npocMoTpa MHGopMauumn 0 HacTpoiikax aBTOMaTU4YeCcKoro pe3epBHOro

KOnmpoBaHus.

CuHrtakcuc
show autobackup

MapameTpbl
Her.

OrpaHuyeHus
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Her.

Mpumep

OTobpaxeHne HacTpoek B pexume «save configuration» (pe3epBHOe KonMpoBaHWe MpPOBOAMUTCS Noc/e

COXpaHeHs):

DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State : Enabled
Path : tftp://10.48.74.121/backup. txt
Mode : Save configuration

Time schedule:
File Template: "switch_%d:%m:%y:_%H:%M:"

Log State : Enabled
Trap State : Enabled
Encryption : Enabled

DGS-3000-28XMP: admin#

OTobpaxeHne HaCTpPOeK B pexume «time period» (pe3epBHOE KOMMPOBaHWE MPOBOAUTCA COrNacHo

pacnucaHuio):

DGS-3000-28XMP: adming#show autobackup
Command: show autobackup

Autobackup Settings

State . Enabled
Path : Ftp://user:123@192.168.0.1/backup. txt
Mode : Time period

Time schedule: 12:30 Weekends
File Template: "switch_%d:%m:%Y:_%H:%M:"

Log State : Enabled
Trap State ¢ Enabled
Encryption : Disabled

DGS-3000-28XMP: admin#

OTo6paxeHne HacTpoek B pexume «all» (pe3epBHOe KONMpoBaHWE NMPOBOAMTCS BO BCEX YKa3aHHbIX BbILUE

cny4yasx):
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DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State . Disabled
Path : Ftp://user@l92.168.0.1/backup.txt
Mode  All

Time schedule: 12:38 Mon
File Template: "switch_%d:%m:%Y: %H:%M:"

Log State ¢ Enabled
Trap State : Enabled
Encryption . Disabled

DGS-3000-28XMP:admin#

OTobGpaxeHne HaCTpoeK B C/lyyae WCMNOMb30BaHUSA KOMaHAbl
wndpposaHnm):

enable autobackup_encryption (npu

DGS-3000-28XMP:admin#show autobackup
Command: show autobackup

Autobackup Settings

State . Enabled
Path o ftp xrerrr
Mode ;o All

Time schedule: 12:38 Mon
File Template: "switch_%d:%m:%Y: %H:%M:"

Log State ¢ Enabled
Trap State : Enabled
Encryption : Enabled

DGS-3000-28XMP : admin#
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11. KomaHabl aBTOKOHpUrypauum

enable autoconfig

disable autoconfig

show autoconfig

config autoconfig timeout <value 1-65535>

11-1 enable autoconfig

OnucaHue

[JaHHas KoMaHfa WCnonb3yeTcs A1S BKIYEHUS aBTOKOHurypaumm. KommyTarop nonyuut umsa gaina
KOHcpurypaumm un IP-agpec TFTP-cepBepa ¢ DHCP-cepBepa. Mocne 3Toro KommyTartop 3arpy3uT paiin
KOHcpurypaumm ¢ TFTP-cepBepa 1 Npov3BeaeT HACTPONKY CUCTEMBI.

CunHrtakcuc
enable autoconfig

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator unn Operator MOryT BbINO/HATL AAaHHYO0 KOMaHAy.

Mpumep
Bk/toueHne aBToOKOHUIypauum:

DGS-3000-28XMP:admin# enable autoconfig
Command: enable autoconfig

Success.

DGS-3000-28XMP : admin#

11-2 disable autoconfig
OnucaHue
[JaHHas koMaHga ucnosb3yeTcs 418 OTK/IHYEHUS aBTOKOH(IUIypaLun. B ciydae ee OTK/IHYEHUS HACTpoOika

KomMMyTaTopa 6yfeT npov3BeAeHa C NOMOLLbH JIOKaIbHOTO dhaiina KoHdMrypauuu.

CuHTakcuc
disable autoconfig

MapameTtpsbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/HATL AAaHHYIO KOMaHZy.
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Mpumep
OTKNOYEHME aBTOKOHGUTypaLmn:

DGS-3000-28XMP:admin# disable autoconfig
Command: disable autoconfig

Success.

DGS-3000-28XMP : admin#

11-3 show autoconfig

OonucaHue
JaHHaa komaHga ncnosb3yercsa Aas NnpocMoTpa ctaryca aBTOKOHUrypauun.

CuHTtakcuc
show autoconfig

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTo6paxeHne nHopmaumm o6 aBTOKOHGMrypaumu:

DGS-3000-28XMP:admin# show autoconfig
Command: show autoconfig

Autoconfig State: Disabled
Timeout 1 50 sec

DGS-3000-28XMP: admin#

11-4 config autoconfig timeout

OnucaHue

JaHHas KomaHZa WUCnosnb3yeTcs ANS HaCTPOWKM 3HavyeHus TaliMm-ayTa. OTOT TallMep UCnosnb3yeTca Ans
orpaHuMyeHnss ANUTeNbHOCTW 3arpysku paiina koHdurypauun. o uCTedyeHun yKasaHHOTO BpPeMeHM
aBTOKOH(pUrypaumsi 6yaeT npuMocTaHOB/IEHA M HACTPOKa KommyTaTopa 6yAeT npov3BedeHa C NOMOLLbH
NoKanbHoro haiina KoHurypaumm.

CuHTakcuc
config autoconfig timeout <value 1-65535>

MapameTpbl

<value 1-65535> — ykaxute Bpems B cekyHax. JocTyneH ananasoH 3HadeHuin ot 1 o 65535. 3HavyeHmne
no ymosi4aHunio cocrtasnsaer 50 cekyHu,.

132



DGS-3000 Pykosodcmso nosib3osamesisi (CLI) 05151 yripasrisiemMo20 KomMMymamopa 2 YpOBHS

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnn Operator MOryT BbINOMHATL AaHHY KOMaHay.

Mpumep
HacTpolika 3Ha4eHus TaiiM-ayTa 4151 aBTOKOHGMrypauuu:

DGS-3000-28XMP:admin# config autoconfig timeout 60
Command: config autoconfig timeout 60

Success.

DGS-3000-28XMP : admin#
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12. KomaHabl aBTOMaTUUYECKOW 3arpy3Ku nporpaMmmMHoOro
oGecneyeHus

enable autoimage

disable autoimage

config autoimage timeout <value 1-65535>
show autoimage

12-1 enable autoimage

OonucaHue

JaHHas koMaHga UCnosib3yeTcs A1 BKIKYEHWS aBTOMAaTMYEeCKON 3arpy3ky nNporpaMmHOro obecneveHus
(MO). Mpwn BKNOYEHUN KOMMYTaTOpP aBTOMaTu4yeckn o6HoBUT MO npu cneayrowem 3anycke. Nockosbky aTa
yHKUMA AENCTBYET NO TOM Xe cXeme, YTo U yHKUMSA aBTokoHdurypauun, DHCP-cepeep n TFTP-cepsep
LO/MKHbI ObITb MOAK/KOYEHbl K ceTu. locrne 3arpysku koMmyTaTopa WM BKYeHUs (yHKLMK auto-image,
KOMMyTaTop aBToMaTtuyecku ctaHoButcss DHCP-knMeHToM. KoMMyTaTop NOMy4YnuT HaCTPOMKM CeTU, BK/OYas
nvs dpaiina obpasa n agpec TFTP-cepsepa, o DHCP-cepsepa. C ykazaHHoro TFTP-cepBepa kommyTaTop
3arpyxaert MO. NMocne 3arpy3ky nporpamMHOro obecneyeHus KOMMyTaTop nepesarpysuTcs.

CuHTtakcuc
enable autoimage

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator MOTyT BbINOMHATL AaHHYHO KOMaHAY.

Mpumep
BkitoueHne aBTOMaTMyeCKol 3arpy3kn NporpaMMHOro o6ecneyeHus:

DGS-3000-28XMP:admin#enable autoimage
Command: enable autoimage

Success,

DGS-3000-28XMP : admin#

12-2 disable autoimage
OnucaHue
ﬂ,aHHaFI KOMaHga MUCNnosb3yeTca O/ OTK/IHYEHNA aBTOMAaTUYECKOA 3arpyskum Nno. B Cnyyae ee OTK/TiYEeHUA

3anyck kKommyTtaTtopa 6yaeT Npon3BeieH C NOMOLLLIO NTOKa/IbHOro ob6pasa NporpamMmmMHoro obecneveHus.

CuHTakcuc
disable autoimage
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoBHs Administrator MOryT BbINOHATb AAaHHYHO KOMaHAy.

Mpumep
OTK/ItoUeHMe aBToMaTu4eckoli 3arpysku MNo:

DGS-3000-28XMP:admin#disable autoimage
Command: disable autoimage

Success.

DGS-3000-28XMP : admin#

12-3 config autoimage timeout

OnucaHue

[aHHas KomMaHga No3BO/ISET yKa3aTb 3HAYEHME TaillM-ayTa Ans nonyvyeHus daiina obpasa NporpaMMHOIO
obecneyeHuss yepes ceTb. Ecnn obpas dhaiina He GyAeT 3arpykeH Mo UCTEYEHUU yKa3aHHOTO BPEMEHWU,
HacTpoiika KoMmmyTaTopa OyaeT Npov3BegeHa ¢ NOMOLLbIO JIOKa/IbHOTO 06pasa NporpamMmmHOro obecneyeHms.

CuHTakcuc
config autoimage timeout <value 1-65535>

MapameTpbl

<value 1-65535> — ykaxute Bpems TalimM-ayTa B cekyHAax. [ocTyneH gmanas3oH 3HadeHuii ot 1 go 65535.
3HayeHue no ymonyaHunio — 50 cekyHa.

OrpaHuyeHus
TonbKo nonb3oBatenu ypoBHA Administrator MOryT BbINOHATL AaHHYI0 KOMaHAy.

Mpumep

HacTtpolika 3Ha4eHns Taim-ayTa:
DGS-3000-28XMP:admin#config autoimage timeocut 60
Command: config autoimage timeout 6@

Success.

DGS-3000-28XMP : admin#

12-4 show autoimage
OnucaHue
[aHHasi KomaHga wucnosb3yetrcs Ans MpoCMOTpa HACTPOEK aBTOMAaTUYEeCKOl 3arpy3ks nporpammHoro

obecneyeHus.

CuHTtakcuc
show autoimage
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBarteny ypoHs Administrator, Operator nnan Power-User MOryT BbINO/HATb AaHHY0 KOMaHay.

Mpumep
OTob6paXxeHune cTatyca aBTomaTnyeckoin sarpysku Mo:

DGS-3000-28XMP:admin#show autoimage
command: show autoimage

Autoimage State: Enabled
Timeout : BO sec

DGS-3000-28XMP : admin#
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13. OCHOBHbIe KOMaHAbl

create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text | sha 1]
<password>}

config account <username> {encrypt [plain_text | sha_1] <password>}

show account

delete account <username>

show switch

enable telnet {<tcp_port_number 1-65535>}

disable telnet

enable web {<tcp_port_number 1-65535>}

disable web

reboot {force_agree}

reset {[config | system]} {force_agree}

config firmware image <path_filename64> boot_up

create ipif <ipif_name 12> <network_address> <vlan_name 32> {state [enable | disable]}

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 [ipv6address <ipv6networkaddr> | state [enable | disable]] | ip_mtu <value
512-1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] | dhcp_option12 [hostname
<hostname 63> | clear_hostname | state [enable | disable]]]

delete ipif [<ipif_name 12> {ipv6address <ipv6networkaddr>} | all]

enable ipif [<ipif_name 12> | all]

disable ipif [<ipif_name 12> | all]

show ipif {<ipif_name 12>}

enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

disable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

show ipif_ipv6_link_local_auto {<ipif_name 12>}

enable ip_tcp_pmtu_discovery

disable ip_tcp_pmtu_discovery

config ip_tcp_pmtu_discovery age_timer [<min 1-30> | infinite]

show ip_tcp_pmtu_discovery

13-1 create account

OnucaHue
KomaHga ucnonb3yeTca 718 CO34aHUs HOBbIX YYeTHbIX 3anvceil nonb3osarteneii. ViMa nonb3osatens
(username) moxeT coctoAaTb u3 1-15 cumBonos, naposnb (password) — u3 0-15 cumBonos. Bce

NCMOJIb3yeMble CUMBO/bl UYyBCTBUTE/bHbI K PErucTpy. MakcumasibHOe KOMMYECTBO YYETHbIX 3anuceli
(Bkntoyasi nonb3oBareneii admin n user) — 8.
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CunHTtakcuc
create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text | sha_1]
<password>}

MapameTpbl

admin — yka3bIBaeT 1Ms y4eTHol 3anucy ypoBHs Administrator.

operator — yka3bliBaeT UMsl yUeTHOI# 3anucu ypoBHsi Operator.

power_user — ykKa3blBaeT nMMmA yHETHOﬁ 3anuncu yposHa Power-User.

user — ykasblBaeT UMs yYeTHON 3annucu yposHsi User.

<username 15> — BBeanTe UMA Nosib3oBaTeNia. IMA He MOXET coAepXaTb 6onee 15 cMMBO/OB.

encrypt — (onuMoHabHO) YKa3blBaeT NpMMeEHeHne WndPoBaHMs K y4eTHON 3anuncu.
plain_text — yka3blBaeT naposib B BUAE 06bIYHOrO TEKCTA.
sha_1 - yka3sbiBaeT naponb B 3amgdpoBaHHoi oopme SHA-1.
<password> — BBegMTEe Maponb A8 YYETHON 3anucu nonb3osatens. [AavHa napons B 06bIYHOM
TEKCTOBOM U 3aliMdpoBaHHOM BuAe pa3/imyaerca. B 06bIMHOM TEKCTOBOM BWAE OHa MOXET
coctaBnate oT 0 o 15 cumBonoB; B 3awucpoBaHHOM BuAe AnvHa coctasnset 35 6ait. Maponb
YyBCTBUTESIEH K PErUCTpY.

OrpaHuyeHus
TonbKo nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4y.

Mpumep
CosgaHune nonb3oBaTens ypoBHSA Administrator ¢ umeHem «dlink»:

DGS-3000-28XMP:admin# create account admin dlink
Command: create account admin dlink

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3000-28XMP : admin#

Co3pgaHue nonb3oBarens yposHsa User ¢ umeHeM «Remote-Manager»:

DGS-3000-28XMP:admin# create account user Remote-Manager
Command: create account user Remote-Manager

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3000-28XMP : admin#

13-2 config account

OonucaHue
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KomaHaa wvcnosnb3yeTcsl A1si HacTpPOWKM YYeTHbIX 3anuceli nosib3oBaTteneii. ECnn naponb He ykasaH B
KomMaHAae, cucTeMHas Mofckaska 3anpocuT Nosb3oBaTesis BBECTU Naposib B 06bIYHOM TEKCTOBOM BUfE.

Ecnv naponb ykasaH B KOMaHZe, MNOMb30BaTe/lb MOXET BBECTW €ro B OObIMHOM TEKCTOBOM WM B
3almcppoBaHHOM Buae. AropuTm WKMgpoBaHMs ocHoBaH Ha SHA-1.

CuHTtakcuc
config account <username> {encrypt [plain_text | sha_1] <password>}

MapameTpbl

<username> — BBeguUTe NMsI NoJsib30BaTens yquHOﬁ 3anuncu.

encrypt — (OnyMoHasIbHO) yKa3blBaeT NPMMEHEHWE LWNGPOBaHUA K Naposio.
plain_text — yka3biBaeT naposib B 06bIYHOM TEKCTOBOM BUJE.
sha_1 — ykasbiBaeT 3alumMdpoBaHHbIii Naponb Ha ocHoBe SHA-1.
<password> — BBeAMTe Mapofb A8 YYETHON 3anucu nonb3oBatens. [AavHa napons B 06bIYHOM
TEKCTOBOM W 3aliMdpoBaHHOM BuAe pas3/imyaercd. B 06bIMHOM TEKCTOBOM BMAE OHa MOXET
cocTtaBiAaTe oT 0 go 15 cMmBO/OB; B 3alWMdpoBaHHOM Buae A/iMHa coctaenser 35 6aiit. Maposb
YyBCTBUTENEH K PETUCTPY.

OrpaHuyeHus
Tonbko nonb3oBareny ypoBHa Administrator MOryT BbINO/HATL AAaHHYIO KOMaHAy.

Mpumep

HacTpoiika napons ans yydeTtHoii 3anmcu «dlink»:
DGS-3000-28XMP:admin# config account dlink
Command: config account dlink

Enter a old password:****
Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS -3000-28XMP : admin#

HacTtpoiika napons ans y4yetHol 3anucu «administrators:

DGS-3000-28XMP:admin# config account administrator encrypt sha_1
*@&CRDtpNCeBiqloK0QsKVYrABSALCIZQwg

Command: config account administrator encrypt sha_1 *@&cRDtpNCeBigl5KO0QSKVyrAOSAICIZQwq
Success.

DGS-3000-28XMP : admin#

13-3 show account

OonucaHue
KomaHaa nucnonb3yetcs a/18 npocmMoTpa MHopmMauumn 0 Co34aHHbIX YHETHbIX 3anuncsx.
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CuHTakcuc
show account

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
MpocMOTp MHpopMaLMK O CO3AaHHbIX YHETHbIX 3anncsx:

DGS-3000-28XMP:admin# show account
Command: show account

Current Accounts:

Username Access Level
admin Admin

oper Operator
power Power_user
user User

Total Entries : 4

DGS-3000-28XMP: admin#

13-4 delete account

OonucaHue
KomaHaa ncnonb3yeTcs o5 yaaneHus CyLecTBYoLel YH4eTHOi 3anmcu.

CuHTakcuc
delete account <username>

MapameTpbl

<username> — BBeMTE VMsi NO/b30BATENSA YUETHOIN 3an1cu, KOTOpYH HEOGXOAVMMO YAANNTb.

OrpaHuyeHus
TonbKo nosb3oBareny yposHa Administrator MOryT BbIMOMHATL AaHHYIO KOMaH4y.

Mpumep
YnaneHue yyeTHOW 3anucu «Systems:

DGS-3000-28XMP:admin# delete account System
Command: delete account System

Success.

DGS-3000-28XMP :admin#
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13-5 show switch

OnucaHue

KomaHza ncnonb3yercs 715t NPOCMoTpa MHGOPMAaLIMKU 0 KOMMYTaTope.

CuHTakcuc
show switch

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep

MpocMoTp MHPOPMALMM O HACTPOIiKax KoMMyTaTopa:

Device Type

MAC Address

IP Address

VLAN Name

Subnet Mask
Default Gateway
Boot PROM Version
Firmware Version
Hardware Version
Serial Number
System Name
System Location
System Uptime
System Contact
Spanning Tree
GVRP

IGMP Snooping
MLD Snooping
VLAN Trunk
Telnet

Web

SNMP

DGS-3000-28XMP:admin#show switch
Command: show switch

DGS-3000-28XMP Gigabit Ethernet Switch
FO-7D-68-15-10-00

10.90.90.90 (Manual)

default

255.0.0.0

0.0.0.0

Build 4.00.001

Build 4.00.010

B1

DGS-3000-28XMP

0 days, 2 hours, 35 minutes, 11 seconds

Disabled
Disabled
Disabled
Disabled
Disabled
Enabled (TCP 23)
Enabled (TCP 80)
Disabled

CTRL+C Quit SFA¥E [ Next Page ENIER Next Entry B All

13-6 enable telnet

OonucaHue

KomaHga ncnosb3syetcst afsi BkatoueHus Telnet n HACcTpolikn Homepa nopra.

CuHTakcuc
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enable telnet {<tcp_port_number 1-65535>}

MapameTpbl

<tcp_port_number 1-65535> — (onuuoHansbHo) Homep TCP-nopta. Ansa TCP-nopToB AOCTYNEH AManasoH
3HayeHun oT 1 go 65535. Kak npaBuno, ansa Telnet HazHa4vaeTca TCP-nopt 23.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nny Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkntoueHune Telnet n HacTpoiika Homepa nopTa;

DGS-3000-28XMP:admin# enahle telnet 23
Command: enable telnet 23

Success.

DGS-3000-28XMP: admin#

13-7 disable telnet

OonucaHue
KomaHga ucnonb3syetcs g otkatodeHns Telnet.

CuHTakcuc
disable telnet

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator nav Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTkntoyeHune Telnet:

DGS-3000-28XMP:admin# disable telnet
Command: disable telnet

Success.

DGS-3000-28XMP: admin#

13-8 enable web

OnucaHue
KomaHga ncnonb3yetcs ans BkaodeHns HTTP 1 HacTpoliku Homepa nopTra.

CuHTakcuc
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enable web {<tcp_port_number 1-65535>}

MapameTpbl

<tcp_port_number 1-65535> — (onunoHasibHO) Homep TCP-nopTta. Ansa TCP-nopToB AOCTYNeH Avana3oH
3HadeHun ot 1 go 65535. Kak npasuno, ans npotokona HTTP HasHauaeTcs TCP-nopt 80.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nny Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
BkntoueHne HTTP 1 HacTpoiika Homepa nopra:

DGS-3000-28XMP:admin# enable web 80
Command: enable web 80

Note: SSL will be disabled if web is enabled.
Success.

DGS-3000-28XMP:admin#

13-9 disable web

OnucaHue
KomaHga ncnonb3yetca ansa otknoveHns HTTP.

CuHTakcuc
disable web

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator nnn Operator MOryT BbINO/THATL AAHHYIO KOMaHAY.

Mpumep
OTkntoyeHne HTTP:

DGS-3000-28XMP:admin# disable web
Command: disable web

sSuccess.

DGS-3000-28XMP: admin#

13-10 reboot

OnucaHue
KomaHpga ncnonb3yeTcs asia nepesarpyskm kommyTaropa.
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CunHTtakcuc
reboot {force_agree}

MapameTpbl

force_agree — (onuuoHasbHO) YyKa3blBaeT MPUHYAMTE/bHYIO Mepesarpy3ky KommyTatopa 6e3
[IONONHUTENBHOTO NOATBEPXKACHUS.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator MOryT BbINO/THATL AaHHYI0 KOMaHAay.

Mpumep

Mepe3arpy3ka koMmyTaropa:
DGS-3000-28XMP:admin# reboot
Command: reboot

Are you sure to proceed with the system reboot?(y/n)
Please wait, the switch is rebooting.

13-11 reset

OnucaHue

KomaHga ncnonb3yercs Ansa cbpoca HacTpoek kommyTaTtopa. HacTpoiiku KoHburypaumm MoxHo cOpocuTb K
HacTpoiikaM MO YMO/YaHUi0 C Momolbio KoMaHAabl reset config. Mpu BBOAE KOMaHAbl reset system
npoun3oiigeT cbpoc yCcTpoicTBa, coxpaHeHne HacTpoek B NVRAM u nepesarpyska cuctembl. KomaHgaa reset
He ygansieT IP-agpec, XypHasibl, Y4ETHbIE 3aMUCK NOMb30BaTesnen n 6aHHepP NPUBETCTBUS.

CunHTtakcuc
reset {[config | system]} {force_agree}

MapameTpsbl

config — (onunoHanbHO) ykasbiBaeT cHpOC BCEX NapaMeTpoB KOHUIypaLum K HacTpoikam no yMoYaHuio.
YcTpoicTBO He coxpaHuT HacTpoiiku B NVRAM 1 He 6yfeT nepesarpy>eHo.

system — (ONuUMOHa/IbHO) yKa3blBAET COPOC BCEX MapaMeTpoB K HACTPOIiKam Nno ymondaHuto. KommyTaTtop
OCYLLECTBMUT BO3BPAT K 3aBOACKNM HacTpoikaMm, coxpaHnTt nx B NVRAM u nepesarpysuTcs.

force_agree - (OnMuUMOHA/ILHO) YKa3blBAET NPUHYAWTENbHBIA COPOC K 3aBOACKMM HacTpolikam 6e3
[LOMOTHUTE/NBHOTO NOATBEPXAEHUS.

OrpaHuyeHus
TonbKo nosb3oBareny yposHa Administrator MOryT BbINOMHATL AaHHYIO KOMaH4Yy.

Mpumep
C6poc KommyTaTopa K 3aBOACKMM napameTpam:
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DGS-3000-28XMP:admin# reset system
Command: reset system

Are you sure you want to proceed with system reset?(y/n)
y-(reset all include configuration, save, reboot )
n-(cancel command) y

Reboot & Load Factory Default Configuration...

Saving configurations and logs to NV-RAM...... Done.
Please wait, the switch is rebooting...

13-12 config firmware image

OnucaHue

KomaHga ncnonb3yetcs A5 Bbibopa obpasa daina nporpaMMHOro obecneyeHmns B KaUecTBe 3arpy304Horo.
[JaHHas koMaHga Heobxoguma, ecny KOMMyTaTop NOoAAepXWBAET HECKONbKO 06pa3oB MpPOrpaMMHOro
obecneyeHus.

CuHTakcuc
config firmware image <path_filename64> boot_up

MapameTpsbl

<path_filename64> — BBegnTe nms paiina NO B chaiinoBoii cucteme ycTpoiictsa.

boot_up — ykasbiBaeT NO B kauecTBe 3arpy304Horo caiina.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
HacTpoiika c:/DES3200_Run_4_00_014.had B ka4ecTBe 3arpy304HOro obpasa:

DGS-3000-28XMP:admin# config firmware image c:/DES3200_Run_4_02_004.had boot_up
Command: config firmware image c:/DES3200_Run_4_02_0804.had boot_up

Success.

DGS-3000-28XMP: admin#

13-13 create ipif

OnucaHune
KomaHaa ucnonb3yetcs gns cosganus IP-nHTepdeiica.

CunHTtakcuc
create ipif <ipif_name 12> <network_address> <vlan_name 32> {state [enable | disable]}

MapameTpsbl
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<ipif_name 12> — BeegunTe ums IP-uHTepgelica, coctosiee He 6onee, yem u3 12 cMMBONOB.

<network_address> — BBeguTe ceTeBoi agpec IPv4 (XX.XX.XX.XX/XX) — afgpec y3na u ganHy CeTeBOl
Macku.

<vlan_name 32> — seeaute umsa VLAN, cocTosilee He 6onee, yeM 13 32 CMMBOJIOB.

state — (onuuoHanbHO) yKasbiBaeT cTatyc IP-nHTepgeiica.
enable — yka3biBaeT BktoueHune IP-uHTepgelica.
disable — yka3biBaeT oTkoueHmne IP-nHTepdeiica.

OrpaHuyeHus
Tonbko nosb3oBartenu yposHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH0 KOMaHAy.

Mpumep

CosgaHue IP-nHTepdieiica:

DGS-3000-28XMP:admin# create ipif Inter2 192.168.16.1/24 default state enable
Command: create ipif Inter2 192.168.16.1/24 default state enable

Success.

DGS-3000-28XMP: admin#

13-14 config ipif

OonucaHue
KomaHaa ncnonb3yeTcs Ans HacTpoiikn IP-nHTepdelica.

CuHTtakcuc

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state [enable |
disable]} | bootp | dhcp | ipv6 [ipv6address <ipvénetworkaddr> | state [enable | disable]] | ip_mtu
<value 512-1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] | dhcp_option12
[hosthame <hosthame 63> | clear_hostname | state [enable | disable]]]

MapameTpsbl

<ipif_name 12> — Beegute nmvs IP-nHTepdieiica, coctosiee He 6onee, 4em 13 12 cMMBOJIOB.

ipaddress — yka3sbiBaeT ceThb ipif. B agpece Heob6xoAMMO ykasaTb ajpec y3na u AJIMHy CETeBOl Macku. Y
ipif MOXeT 6bITb TONLKO 0AuH IPv4-agpec, B criyyae ero n3mMeHeHusl, nepBoHavyaibHO HaCTPOEHHbIV aapec
6yfeT 3aMeHeH Ha HOBbIA.
<network_address> — yka3biBaeT ceTeBoii agpec IPv4 (XX.XX.XX.XX/XX) — agpec y3na u AJMHYy
CETeBOW MacKwm.

vlan — (onuuoHanbHO) ykasbiBaeT ums VLAN
<vlan_name 32> — BeeguTe nms VLAN, cocTosiwiee He 6onee, yem n3 32 CUMBO/IOB.

state — (onuuoHasbHO) yKasbiBaeT cTtaryc IP-nHTepgeiica.
enable — yka3biBa€eT Bk/loUeHne IP-nHTepgeiica.
disable — ykasbiBaeT oTkoueHne IP-uHTepgeiica.

bootp — yka3biBaeTt ncnonb3oBaHne BOOTP gnsa nony4venus IPv4-agpeca.

dhcp - ykasbiBaeT ncnonbsosaHne DHCP ana nonydenus IPv4-agpeca.

ipv6 — yka3blBaeT HacTpoiiky IPv6.
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ipv6address — ykasbiBaet IPv6-agpec. B agpece Heo6x04MMO yKasatb afpec y3na 1 AIvHY CeTeBoro
npecukca. Ansa uHtepdelica MOXET 6blTb yKasaHO Heckonbko IPv6-agpecoB. Kaxablii HOBbIV agpec
pobaensetcs B AaHHbIN ipif.

<ipv6networkaddr> — BBegute IPv6-agpec.
state — ykasbiBaeT ctatyc IPv6-uHtepdeiica.

enable — yka3biBaeT Bk/loveHne IPv6-nHTepgerica.

disable — yka3biBaeT oTknoueHue IPv6-nHTepdelica.

ip_mtu — ykasbiBaeT HacTpoiky IP Maximum Transmission Unit (MTU) ana nHtepdeiica.
<value 512-1712> — BBegunTe 3Ha4eHne MTU. Mo ymonyaHuio 3HavyeHme coctaBnset 1500 6aliT.

ipv4 — yka3biBaeT HacTpoliky IPv4.
state — ykasbiBaeT ctatyc |IPv4-untepdeiica.
enable — ykasbiBaeT Bk/oueHne IPv4-uHtepdeiica.
disable — ykasbiBaeT oTkaoueHne IPv4-uHtepdeiica.

dhcpv6_client — ykasbiBaeT ctatyc DHCPV6-knneHTa gns uHTepgelica.
enable — yka3biBaeT BktoueHne DHCPV6-kveHTa Ana nHtepdeiica.
disable — yka3biBaeT oTktoueHne DHCPV6-knneHTa 4nis nHtepdeiica.

dhcp_option12 — ykasbiBaeT DHCP Option 12.
hosthame — ykasbiBaeT pJo6aBneHne uWMeHW y3na B coobuweHne DHCPDISCOVER wu
DHCPREQUEST.
<hostname 63> — BBeguTe VMS, HauMHawoleecs c OykBbl U 3akaHuMBalolleecs GYKBON wan
undopoii. ims MoxeT cofepxaTb TONbKO GyKBbI, LdIpbl 1 Aedhurckl. MakcumanbHasa aAnMHa MMeHN
— 63 cnmBona.
clear_hostname — yka3blBaeT yAasieH/e HacTpoek UMeHU y3na. Ecnn nma y3na He ykasaHo, Ans
WwndppoBaHus Option 12 6ygeT ncnonb3oBaHO UMS cuctemMbl. Ecnvm gnvHa umeHn cnuctembl 60sbLie 63
CVMMBO/IOB, JINLIHME CMMBOJIbI OyayT OTOpoLWeHbl. Ecnn OTCyTCTBYeT Takke WUMSA CUCTEMbI, O/15
lwndgopoBaHmsa Option 12 6yaeT UCNoMb30BaTbCsl HA3BaHME MOAENN YCTPONCTBA.
state — ykasbiBaeT cTaryc pgob6aeneHna Option 12 B coobueHne DHCPDISCOVER wu
DHCPREQUEST.
enable — Option 12 6yaet aobasneHa B coobuweHne DHCPDISCOVER n DHCPREQUEST.
disable — Option 12 He 6yaeT go6aBneHa B coobuieHne DHCPDISCOVER n DHCPREQUEST.

OrpaHuyeHus
Tonbko nonb3osareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
HacTpoiika IPv4-agpeca nHtepdelica:

DGS-3000-28XMP:admin# config ipif System ipaddress 192.168.69.123/24 vlan default
Command: config ipif System ipaddress 192.168.69.123/24 vlan default

Success.

DGS-3000-28XMP: admin#

13-15 delete ipif

OnucaHue
KomaHpga ncnonb3syetcs gnsa yganeHus IP-nHtepdceiica.

CuHTakcuc
delete ipif [<ipif_name 12> {ipv6address <ipv6networkaddr>} | all]
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MapameTpbl

<ipif_name 12> — BeegunTe ums IP-uHTepdelica, coctosiee He 6onee, Yyem u3 12 cMMBONOB.
ipv6address — (onuuoHanbHO) ykasbiBaeT IPv6-anpec. B agpece Heo6xoaMMO yKasaTtb aZpec y3na u
ONHY ceTeBoro npedmkca. [nsa nitepgieiica MOXeT ObITb yKazaHO HECKO/LKO IPv6-aapecos.
<ipv6networkaddr> — Beegute IPv6-aapec.

all — ykasbiBaeT Bce |IP-uHTEepdeiichl.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHs Administrator, Operator nnm Power-User MOryT BbINOHATb AAaHHYHO KOMaH4y.

Mpumep

Ypanexue IP-uHtepgeiica:
DGS-3000-28XMP:admin# delete ipif newone
Command: delete ipif newone

Success.

DGS-3000-28XMP: admin#

13-16 enable ipif

OnucaHue
KomaHga ncnonbsyetcs ans ska4veHuns IP-nHtepgeiica.

CuHTakcuc
enable ipif [<ipif_name 12> | all]

MapameTpsbl

<ipif_name 12> — BBeanTe ums IP-uHTEpgeiica, coctosiee He 6onee, 4yem U3 12 cMMBOOB.

all — ykasbiBaeT BKtoueHne Bcex IP-uHTepdeicos.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYHO KOMaHAy.

Mpumep
BkntoueHune IP-uHTepdelica:

DGS-3000-28XMP:admin# enable ipif newone
Command: enable ipif newone

Success.

DGS-3000-28XMP: admin#

13-17 disable ipif
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OnucaHue
KomaHpaa ncnonb3yeTcs Ans oTkadeHus IP-uHtepgeiica.

CunHTtakcuc
disable ipif [<ipif_name 12> | all]

MapameTpbl

<ipif_name 12> — BeegunTe ums IP-uHTepdelica, coctosiee He 6onee, Yyem u3 12 cMMBONOB.

all — ykasbiBaeT oTk/t0ueHne Beex IP-nHTepcheiicos.

OrpaHuyeHus
Tonbko nonb3osareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep
OTkntoyeHmne IP-uHTepdeiica:

DGS-3000-28XMP:admin# disable ipif newone
Command: disable ipif newone

Success.

DGS-3000-28XMP : admin#

13-18 show ipif

OnucaHue
KomaHga ncnonb3yeTcs a5 npocmoTpa HacTpoek IP-nHTepdelica.

CuHTakcuc
show ipif {<ipif_name 12>}

MapameTpbl

<ipif_name 12> - (onunoHanbHO) BBEAMTE uMSA |IP-nHTepdielica, cocTosiwee He 6Gonee, yem u3 12
CMMBOJIOB.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp HacTpoek IP-nHTepdelica:
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DGS-3000-28XMP: admin#show ipif
Command: show ipif

IP Interface

VLAN Name

Interface Admin State
DHCPv6 Client State
Link Status

IPv4 Address

IPv4 State

IPvVG State

IP MTU

DHCP Optionl2 State
DHCP Optionl2 Host Name

Total Entries: 1

DGS-3000-28XMP: admin#

. System

default

Enabled

Disabled

LinkUp

10.90.90.90/8 (Manual)
Enabled

Enabled

1500

Disabled

13-19 enable ipif_ipv6_link_local_auto

OonucaHue

KomaHga ncnonb3yeTtca Ans BKAYEHUS aBTOMaTuyeckol HacTpoliku link-local agpeca B cnyuyae, ecnim He
6blna nponsBedeHa HacTpoiika IPv6-agpecoB. Ecnn IPv6-agpec HacTpoeH, link-local agpec aBTomaTnyecku
HacTpouTcs, U HayHeTcs obpaboTka IPv6-agpeca. Ecnn IPv6-agpec He HacTpoeH, no ymonyanuio link-local

apec He HacTpoeH, M o6paboTka

CuHTakcuc

enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

MapameTpsbl

IPv6 He Oyner wHuuMupoBaHa. [aHHas KomaHa 3anyckaeT
aBTOMAaTMYecKyto HacTpoiiky link-local agpeca n HaunHaeT o6paboTky IPv6-agpeca.

<ipif_name 12> — BBeaunTe ums IP-uHTepgeiica, coctosiee He 6onee, Yyem us 12 cMMBOMOB.

all — yka3biBaeT ncnonb3oBaHue Bcex IP-untepdeiico.

OrpaHuyeHus

Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep

3anyck aBTomaTnyeckoii HacTtpolikn link-local agpeca:

Command: enable ipif ipv6_link
Success.

DGS-3000-28XMP:admin#

DGS-3000-28XMP:admin# enable ipif_ipv6_link_local_auto newone

_local_auto newone
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13-20 disable ipif_ipv6_link_local_auto
OnucaHue
KomaHga ucnonb3yetcs Ans OTKKYEHMS aBToMaTUYeckoin HacTpoliku link-local agpeca B cnydvae, ecnv He

6blna Npou3BeeHa HacTpoiika IPv6-aapecos.

CuHTakcuc
disable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

MapameTpbl

<ipif_name 12> — BBeanTe ums IP-uHTEepgeiica, coctosuiee He 6onee, Yyem us 12 cMMBOOB.

all — ykasbiBaeT ncnonb3oBaHue Bcex IP-uHTepelicos.

OrpaHuyeHus
Tonbko nonb3osBareny yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
OTk/IloYeHne aBTOMaTyeckoi HacTpoliku link-local agpeca:

DGS-3000-28XMP:admin# disable ipif_ipv6_link_local auto newone
Command: disable ipif_ipv6_link_local_auto newone

Success.

DGS-3000-28XMP: admin#

13-21 show ipif_ipv6_link_local_auto

OnucaHue
KomaHaa ncnonb3yeTcs A8 NpocMoTpa cratyca aBToMatmyeckoli HacTpoliku link-local agpeca.

CuHTakcuc
show ipif_ipv6_link_local_auto {<ipif_name 12>}

MapameTpsbl

<ipif_name 12> - (onumoHanbHO) BBeauTe uMA IP-nHTepdeiica, cocTosiwiee He 6onee, yem m3 12
CMMBOJIOB.

OrpaHuyeHus
Her.

Mpumep
MpocmoTp cTaTyca aBTOMaTMyeckol HacTpoliku link-local agpeca:
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DGS-3000-28XMP:admin# show ipif_ipv6_link_local_auto
Command: show ipif_ipv6_link_local_auto

IPIF: System Automatic Link Local Address: Disabled

DGS-3000-28XMP:admin#

13-22 enable ip_tcp_pmtu_discovery

OnucaHune
KomaHga ucnosnb3yercs A58 BKNKYeHUA Ha KommyTatope dyHkuum TCP Path Maximum Transmission Unit
(PMTU) Discovery.

CuHTtakcuc
enable ip_tcp_pmtu_discovery

MapameTtpbl
Her.

OrpaHuyeHus
Tonbko nonb3osBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAaHHYIO KOMaHAy.

Mpumep
BkntoueHne TCP PMTU Discovery:

DGS-3000-28XMP:admin#enable ip_tcp_pmtu_discovery
Command: enable ip_tcp_pmtu_discovery

Success.

DGS-3000-28XMP: admin#

13-23 disable ip_tcp_pmtu_discovery
OnucaHue
KomaHaa ncnosnb3yeTtca 418 OTKIIYeHUs Ha kKommyTatope doyHkumm TCP Path Maximum Transmission Unit

(PMTU) Discovery.

CuHTakcuc
disable ip_tcp_pmtu_discovery

MapameTpsbl
Het.

OrpaHuyeHus
Tonbko nonb3osarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYHO KOMaHAy.

Mpumep
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OtkntoueHne TCP PMTU Discovery:

DGS-3000-28XMP:admin#disable ip_tcp_pmtu_discovery
Command: disable ip_tcp_pmtu_discovery

Success.

DGS-3000-28XMP : admin#

13-24 config ip_tcp_pmtu_discovery age_timer

OnucaHune
KomaHga ncnonb3yeTcs A1 HACTPOWKU BpeMeHu ycTapeBaHus (aging-time) dpyHkumn TCP PMTU Discovery.

CuHTakcuc
config ip_tcp_pmtu_discovery age_timer [<min 1-30> | infinite]

MapameTtpbl

<min 1-30> — BBeANTE BPEMS yCTapeBaHus B MUHyTax. Bpems no ymonyaHuio coctaBnsiet 10 MUHYT.

infinite — ykasbiBaeT, uto geiictene TCP PMTU Discovery He 6ygeT OCTaHOB/IEHO.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep

HacTpoiika 3HaueHus aging-time gnsa TCP PMTU Discovery, paBHbiM 1 MUHyTE:
DGS-3000-28XMP:admin#config ip_tcp_pmtu_discovery age_timer 1
Command: config ip_tcp_pmtu_discovery age_timer 1

Success.

DGS-3000-28XMP : admin#

13-25 show ip_tcp_pmtu_discovery

OnucaHue
KomaHpa ucnonb3syetcs a8 npocmotpa nHgopmauum o TCP PMTU Discovery.

CuHTakcuc
show ip_tcp_pmtu_discovery

MapameTpsbl
HeT.

OrpaHuyeHus
HeT.
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Mpumep

MpocmoTp nHdpopmauun o TCP PMTU Discovery:
DGS-3000-28XMP: admin#show ip_tcp_pmtu_discovery
Command: show ip_tcp_pmtu_discovery

IP TCP Path-mtu-discovery: Enabled
IP TCP Path-mtu-discovery Aging Time: 1 min

DGS-3000-28XMP : admin#
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14. KomaHAabl 3aWuThbl oT atak BDPU

config bpdu_protection ports [<portlist> | all ] {state [enable | disable] | mode [ drop | block | shutdown}
1)

config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

config bpdu_protection [trap | log] [none | attack_detected | attack_cleared | both]

enable bpdu_protection

disable bpdu_protection

show bpdu_protection {ports {<portlist>}}

14-1 config bpdu_protection ports

OnucaHue

[aHHas KOMaHpa npefHasHaveHa A/ HacTpolikm dyHkuum 3awmTel BPDU Ha noptax kommyTatopa. B
uesioM y qoyHkummn s3awmtbl BPDU ecTb ABa COCTOSIHUSI: HOpMasibHOEe K «nog, atakoi» (under attack).
CocTosiHMe «nof atako» MMEET TpuU pexuma: otopacbiBaHue (drop), 6nokupoBka (block) n otknoueHme
(shutdown). MopT ¢ BKkOYEHHON hyHKUMel 3awmTbl BPDU BOMAET B COCTOSIHME «MOfA aTakoii», Korga
nonyunt naketr STP BPDU. [elictBue 6yAeT NpeanpuHATO Ha OCHOBE KOHurypaumm. Takmm 06pasom,
3awmuta BPDU MOXeT ObITb BK/IOUEHA TOSIbKO HA MOPTY, HA KOTOPOM OTK/IoYeH STP.

3awmTta BPDU umeeT 60see BbICOKWI MPUOPUTET MPU MPUHATMKU pelleHns 06 obpabotke BPDU, uem
HacTpoiika Forward BPDU (FBPDU), koTopast HacTpamBaeTcs komaHgoi configure STP. To ecTb, korga
FBPDU HacTpoeHa Tak, 4To6bl nepecbiiate STP BPDU, HO BkIyeHa 3awuta BPDU, nopt He 6yaet
nponyckatb STP BPDU.

CuHTtakcuc
config bpdu_protection ports [<portlist> | all ] {state [enable | disable] | mode [ drop | block |
shutdown]}(1)

MapameTpbl
<portlist> — yka3blBaeT guanasoH nopTos (HOMep NopTa), KOTopble AO/MKHbI ObITb HACTPOEHDI.

all — ykasbIBaeT, UTo 6yAyT HACTPOEHbI BCE NOPThI.

state — yka3biBaeT cocTtosiHMe 3awuTbl BPDU. Mo ymonyaHuio oyHKUNS OTK/TIoYeHa.
enable — BkntoyaeT 3awuty BPDU.
disable — otkntovaet 3awmty BPDU.

mode — ykasbIlBaeT pexum 3awmuTel BPDU. Pexum no ymMonyaHuio: OTKNHYEHO.
drop — ykasblBaeT, 4TO Korga MopT BXOAWUT B COCTOSIHWE «Mog aTtakoi» (under_attack), oH 6yaeT
oTbpacbiBaTb BCe NpUHATLIE NakeTbl BPDU.
block — ykasbiBaeT, 4TO korga NoOpT BXOAMT B COCTOSIHME «Mof atakoi» (under_attack), oH 6yaeT
oTbpacbiBaTb BCe NpuHATbIE NakeTsl (BkNtoYass BPDU u 06bluHbIE NaKeThl).
shutdown — ykasbIBa€eT, 4TO KOrga nopT BXOAWT B COCTOSIHME «nof artakoi» (under_attack), oH 6yget
OTKJ/THOYEH.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHsa Administrator, Operator nnu Power-User MOryT BbINO/HATL SAaHHYH KOMaHAYy.

Mpumep
BkitoueHne 3aluTbl Ha NMOPTY U pexrmMa oTépacbiBaHUS:
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DGS-3000-28XMP:admin# config bpdu_protection ports 1 state enable mode drop
Ccommands: config bpdu_protection ports 1 state enable mode drop

Success.

DGS-3000-28XMP : admin#

14-2 config bpdu_protection recovery_timer

OonucaHue

[JaHHas KomaHga Mcnonb3yeTcs 47151 HaCTPOWKK Talimepa BOCCTaHOBNEHMA (recovery timer) 3awmTtbl BPDU.
Korga nopT BXOgUT B CTaTyC «M0g, atakoii», OH MOXET ObITb OTK/IKOYEH M/ 3a6/10KMPOBaH B 3aBUCUMOCTU OT
KoHurypauumn. CtatyC MOXHO BOCCTAHOBUTb BPYYHYH) WM C MOMOLLBK MexaHu3Ma aBTOMAaTu4ecKoro
BOCCTAHOB/IEHMSA. [/1I1 BOCCTAHOB/IEHUS BPYYHYIO MOMb30BaTENIi0 HEOOXOAUMO OTK/I4YMTL U 3aHOBO
BK/TIOUUTb NOPT.

CuHTakcuc
config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

MapameTtpsbl

<sec 60 -1000000> — 3agaiiTe Taiimep (B CeKyHAax), KOTOpbIA OyAeT MCNoNb30BaTbCA MEXaHW3MOM
aBTOMAaTMYEeCKOro BOCCTaHOBNEHMA. [JOCTynHbIA gnana3oH oT 60 go 1000000. 3HauyeHre No yMONYaHuio —
60.

infinite — ykasbiBaeT, 4TO NOPT He OyfeT BOCCTaHABMBATLCA aBTOMAaTUYECKN.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpuwmep

HacTpoiika Taiimepa BocctaHoBNeHNs 120 cekyHA Ha KOMMYyTaTope:
DGS-3000-28XMP:admin# config bpdu_protection recovery_timer 120
Commands: config bpdu_protection recovery_timer 120

Success.

DGS-3000-28XMP : admin#

14-3 config bpdu_protection

OnucaHue
[aHHasi KomaHga npeaHa3HavyeHa A1 HACTPOWMKM cTaTyca trap-cooblleHunii 3awmtbl BPDU mnnmn camoii
dyHKUMM 3awmTel BPDU.

CuHTakcuc
config bpdu_protection [trap | log] [none | attack_detected | attack_cleared | both]

MapameTtpbl
trap — yka3sbiBaerT, 4To 6yAeT BbINOSIHEHA HACTPOiiKa trap-CoO0OLEHUIA.

log — ykasblBaeT, UTo GyZEeT BbINOSIHEHA 3aMUCh B CUCTEMHBIN XypHaU.

none — ykasblBaeT, YTO He OyAeT BbINOMHATLCA HaCTpoiiKa trap-COOOLLEHWI AW NOTMPOBaHUE HU Ans
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06HapyXeHHol aTtakn (attack_detected), HM gna oTpakeHHol (attack _cleared).

attack_detected — ykasbiBaet, uto nNpu 06HapyxeHun atak BPDU 6ydeT BbINOMHEHA HacTpoiika trap-
COOOLLEeHNI NN 3anUcb B CUCTEMHBIN XXypHaU.

attack_cleared — ykasbiBaeT, 4TO npu oTpaxeHun atak BPDU 6ygeT BbIiNo/HEHA HACTpoika trap-
COOBLLEHWNIA NN 3aNUCb B CUCTEMHbIN XypHa.

both — ykasbiBaeT, UTo 4115 cobbITUIA attack detected un attack cleared 6yaeT BbinosiHEHa HacTpolika trap-
COOOBLLEHWNIA NN 3aNUCb B CUCTEMHbIN XXypHa.

OrpaHuyeHus
Tonbko nosb3oBarenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH0 KOMaHAy.

Mpumep

HacTpoliika trap-coo6uieHunin 3awmtbl BPDU Ha KommyTaTope 15t 0601X BUA0B COObITWIA:
DGS-3000-28XMP:admin# config bpdu_protection trap both

Commands: config bpdu_protection trap both

Success.

DGS-3000-28XMP: admin#

14-4 enable bpdu_protection

OnucaHue
[JaHHas KomaHga npegHasHaveHa ansa ooLlero BkadeHns oyHKumm 3awmnTsl BPDU Ha kommyTaTtope.

CunHTtakcuc
enable bpdu_protection

MapameTtpbl
Her.

OrpaHuyeHus
TonbKo nonb3oBatenu ypoBHA Administrator, Operator nam Power-User MOryT BbIMOJTHATL AaHHY0 KOMaHzay.

Mpumep

O6uee BkAYeHME dyHKUMN 3awmTel BPDU Ha KommyTaTope:
DGS-3000-28XMP:admin# enable bpdu_protection

Commands: enable bpdu_protection

Success.

DGS-3000-28XMP : admin#

14-5 disable bpdu_protection

OonucaHue
[JaHHas KomaHga npefHasHaveHa ans ooLlero oTkaodeHus oyHkumy 3awmnTel BPDU Ha kommyTaTtope.

CuHTakcuc
disable bpdu_protection
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHay.

Mpumep

O6uee oTk/IoUeHMe yHKUMK 3awmnTel BPDU Ha kommyTaTtope:
DGS-3000-28XMP:admin# disable bpdu_protection

Commands: disable bpdu_protection

Success.

DGS-3000-28XMP : admin#

14-6 show bpdu_protection

OnucaHune

[aHHaa komaHga wcnonb3yeTcs 418 OoTo6GpaxeHus obuweii  koHdwurypaumn 3awmtbl BPDU  wam
KOHdMrypaLmm no nopram 1 TEKyLLEero craryca.

CuHTtakcuc
show bpdu_protection {ports {<portlist>}}

MapameTpbl

ports — (onuMoHaIbHO) YKa3blBaeT, 4To byaeT oTobpaxeHa nHpopmaums ans gnanasoHa NnopTos.
<portlist> — BBeanTE AManasoH NOPTOB.

OrpaHuyeHus
HeT.

Mpumep

OTob6paxeHune obLel KoHurypaumm 3awmtsel BPDU Ha kommyTaTtope:
DGS-3000-28XMP:admin# show bpdu_protection

Commands: show bpdu_protection

BPDU Protection Global Settings

BPDU Protection status ! Enabled
BPDU Protection Recovery Time : 60 seconds
BPDU Protection Trap State i None

BPDU Protection Log State i None

DGS-3000-28XMP : admin#

OTob6paxeHne cocTosHNs 3awmtel BPDU Ha noptax 1-12:
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DGS-3000-28XMP:admin# show bpdu_protection ports 1-12
Commands: show bpdu_protection ports 1-12

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled

© 0 N gk WNR

[EE Y
N RO

DGS-3000-28XMP:admin#

shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
shutdown
Block

shutdown
shutdown

Status

Normal
Under Attack
Normal
Normal
Normal
Normal
Normal
Normal
Normal
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15. KomaHAabl AnarHOCTUKKN Kabens

cable_diag ports [<portlist> | all]

15-1 cable_diag ports

OonucaHue

JaHHas

KOMaHAa npegHasHayeHa A5 KoHdurypauum AnarHocTukin kabenst Ha noptax. [nsi noptoB Fast

Ethernet (FE) 6yayT amarHoctupoBaTtbCsa ABe napbl kabens. Ona Gigabit Ethernet (GE) — ueTbipe napsbl

Kabens.

Bo3moxHbI cnegytolme pesynbrarbl TecTa:

Open — kabenb B nape, rae NPUCYTCTBYET OLWIMOKA, HE NOAK/IOUEH MO YKa3aHHOMY MECTY.
Short — Ha kabene B nape, rae NPMCYTCTBYET OLWIMOKA, 3aMblKaHue.

Crosstalk — Ha ka6ene B nape, rae NpUCyTCTBYET OLINOKA, NepeKkpecTHbIE NMOMEXN.
Shutdown — yganeHHbIn XOCT OTK/THOYEH.

Unknown — B pe3y/ibTate Tecta cocTosiHue kabens He onpegeneHo. MNonpobyiiTe ele pas.
OK — napa ncnpasHa.

No cable — nopT He coeanHeH kabenem ¢ yaaneHHbIM XOCTOM.

Mpyn Hanuuum coegmHeHua Ha nopty (ctatyc link-up) TecT onpegenut psvHy kabens. [oCKoNbKy
coefiHeHue ecTb, ownbok short nnm open He BO3HMKHET. TeM He MeHee, TECT MOXET BbIABUTb NPo6/ieMy C
nepekpecTHbIMK nomexamu (crosstalk).

Korga coegnHeHne otcyTcTByeT (cTatyc link-down), TO 3TO MOXET 6bITb BbI3BAHO MHOXECTBOM (DaKkTOPOB.

1. Ecnu kabesnb NOAKMOYEH K MOPTY, HO YAA/IEHHbIA XOCT BbIK/IHOUYEH, ANArHOCTUKA BCE paBHO MOXET
BbISIBUTb COCTOSIHNE Kabens, Kak ec/v Obl yAasieHHbIA XOCT Obl/1 BK/THOYEH.

2. Ecnu kabenb He NOAK/IOYEH K MOPTY, pe3ynbTar Tecta 0Tobpasut «no cablex.

3. TecT onpeaenuT TUN OLWMGKN 1 MECTO, B KOTOPOM OHa Npou3oLL/ia.

Korga Ha npoTUBOMOSIOXKHOM cTopoHe nopThl Fast Ethernet:

Ecnvn o6opyaoBaHue Ha NPOTMBOMNOJ/IOXKHOI CTOPOHE BK/1IOUYEHO, COeAMHEHNE €CTb M OLINGKN
OTCYTCTBYIOT, 3Ta KOMaH4a He CMOXEeT onpeaenuTb AnvHy kabensi.

Ecnn oGopyaoBaHue Ha NMPOTUBOMNOJIOKHOW CTOPOHE BK/IHOYEHO U €CTb OWWUGKW, KOMaHaa
MOXeET onpegenutb Tvn ownbkn — open, short nam crosstalk. B aTom cnyyae koMaHa Takke MOXeT
onpefennuTb paccTosiHue 40 OLNOKN.

Ecnn oGopypoBaHuMe Ha MPOTMBOMOJIOKHOW CTOPOHE OTK/IIOYEHO U OWMOKM OTCYTCTBYIOT,
KOMaHAa He CMOXeT onpeaenutb AnvHy kabens.

Ecnn o6opyaoBaHne Ha NMPOTUBOMOJIOKHOW CTOPOHE OTK/IIOYEHO M €CTb OWWMNOKM, KOMaH4a
MOXET onpegenvTb Tun owmnbkn — open, short unn crosstalk. B aTom cnydae KomaHza Takke MOXeT
onpefennuTb paccTosiHue 40 OLNOKN.

Ecnv noaknioyeHne Ha NPOTUBOMNO/IOKHOW CTOPOHE OTCYTCTBYET, KOMaHAa MOXET onpefenuntb
TVN oWwnbKM — open, short nnn crosstalk. B 3ToM cnyvae oHa Takke MOXET ONpeAenuTb paccTosiHme
[0 OLLMOKN.

Korga Ha npoTuBOMNOMOXHOM cTopoHe nopThl Gigabit Ethernet:

Ecnn o6opypoBaHMe Ha NMPOTUBONOJIOKHOW CTOPOHE BK/IHOUEHO U OLWMGKM OTCYTCTBYHOT,
KOMaHZa MOXET onpeAennTb AJIMHy Kabens.

Ecnn o6opypgoBaHMe Ha NMPOTUBONOJIOKHON CTOPOHE BKJ/IIOYEHO U €CTb OWWUGKM, KoMaHAa
MOXET onpeaenuTb TUN ownGku — open, short uan crosstalk. B aTomM cnydae oHa Takke MOXET
onpeaennTb PacCTosiHUE A0 OLIMGKN.
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* Ecnu o6opypgoBaHue Ha NPOTMBOMNOSIOXHOW CTOPOHE OTK/IIOYEHO U OLUMOGKM OTCYTCTBYIOT,
KOMaHZa He CMOXET onpeaennTb ONHy kabens.

* Ecnu oGopyaoBaHuMe Ha NMPOTMBOMNOMIOXHOVW CTOPOHE OTK/IIOUEHO U eCTb OWMOKKU, KomaHda
MOXET onpegennTb Tun owmnbkn — open, short unn crosstalk. B 3ToM cnydyae oHa Takke MOXET
onpeaennTb paccTosiHie A0 OLMNGKU.

¢ Ecnv nogkntoveHue Ha NPOTUBOMNOJIOKHOW CTOPOHE OTCYTCTBYET, KOMaHAa MOXET ONpeaennTb
TN ownbKM — open, short nnu crosstalk. B 3ToM c/lydyae OHa Takke MOXET onpeaennTb paccTosiHue
[0 OLLMOBKN.

«

CuHTakcuc

BHUMAHWE: TecT npuvmMeHMM TO/bKO A8 MegHoro kabensd. ORTuyeckuid  nopt
npoTecTMpoBaTb Henb3sA. [na KoM60-NMopToB OyAeT NPOBEPSATLCA TONbKO MefAHbIA kabenb.
Ecnn Ha npoTuBononioxHoili ctopoHe noptel Fast Ethernet, guarHocTuka He nogaepxueaeTtcs
Ha napax 1 n 4. Takke B 3TOM C/ly4ae Mnocse Tecta Ha 3afjaHHoOM NopTy coedvHeHne byaer
OTK/HO4EHO.

cable_diag ports [<portlist> | all]

MapameTtpbl

<portlist> — BBeANTE CNMCOK HEOOXOANMbIX MOPTOB.

all — ykasbiBaeT, 4To KOMaHAa GyeT BbINOMHEeHA A/151 BCEX NMOPTOB.

OrpaHuyeHus

Tonbko nosib3oBateny ypoBHsa Administrator, Operator unv Power-User MOTyT BbINOSHATL AaHHYIO KOMaHAY.

Mpumep

MpoBepka kabensa Ha noptax 1, 11, n 12:

DGS-3000-28XMP:admin# cable_diag ports 1,11-12
Command: cable_diag ports 1,11-12

Perform Cable Diagnostics

Type Link Status Test Result Cable Length (M)

100BASE-T Link Up 0K 4
100BASE-T Link Down No Cable -
100BASE-T Link Down No Cable -

DGS-3000-28XMP : admin#
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16. KomaHabl nornposaHnA BbINOJ/IHEHHbIX KOMaH

enable command logging

disable command logging

show command logging

16-1 enable command logging

OnucaHue
KomaHga mcnonb3yercs AN BKAYEHUS (PyHKUMWM NTIOTMPOBAHUSA BbINO/IHEHHBLIX KOMaHg. o ymonuyaHuio
OYHKUMA OTK/IOYEHA.

aa MpumeyaHue: HM ofHa KOMaHZa KoHMrypauum He OyAeT perucTtpupoBarTbCs B
%\ XypHasie, rnoka KOMMYyTarop HaxoAuTCsa B rnpouecce 3arpys3ku. lpu ycnoBuu 4to
nosb3oBaresib NpoxoauT ayTeHTudukaumio AAA, MMS NONb30oBaTeNns He [O/MKHO

MEHSTLCS, eC/iM UCMNO/b3YeTcs KoMmaHga enable admin.

CuHTakcuc
enable command logging

MapameTpsbl
HeT.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.

Mpumep
Br/toueHne doyHKLMM NOTMPOBaHUSA BbINOTHEHHbLIX KOMaHA!

DGS-3000-28XMP:admin# enable command logging
Command: enable command logging

sSuccess.

DGS-3000-28XMP: admin#

16-2 disable command logging

OonucaHue
KomaHpga ncnosb3yeTtcs ansa oTkNioveHns OyHKUUN NTOrMpoBaHUs BbIMO/IHEHHbLIX KOMaHA,

CuHTakcuc
disable command logging
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MapameTpbl
Her.

OrpaHuyeHus
Tonbko nosb3oBareny ypoBHs Administrator MOryT BbINO/IHATb AAaHHYI0 KOMaHAy.

Mpumep
OTKNOYEHME (PYHKLMM NTOTMPOBAHNSA BbIMNOMHEHHbIX KOMaHL;:

DGS-3000-28XMP:admin# disable command logging
Command: disable command logging

sSuccess.

DGS-3000-28XMP : admin#

16-3 show command logging

OonucaHue
KomaHga wvcnonb3yetcs Ans npocMoTpa cratyca (OYHKUMKW JIOrMPOBaHMA  BbIMOSIHEHHBLIX KOMaHg, Ha
KomMMyTaTope.

CuHTakcuc
show command logging

MapameTpsbl
HerT.

OrpaHuyeHus
Tonbko nonb3oBarteny yposHa Administrator niv Operator MOryT BbINO/THATL AaHHY0 KOMaHAy.

Mpumep
OTo6paxeHue ctatyca OyHKLMN NOTMPOBaHUSA BbINOTHEHHBLIX KOMaH/ Ha KOMMyTaTope:

DGS-3000-28XMP:admin# show command logging
Command: show command logging

Command Logging State : Disabled

DGS-3000-28XMP: admin#
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17. KomaHgbl KOMMNIEKCHO ayTeHTUdukaumm

enable authorization attributes

disable command logging

create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete] ports
[<portlist> | all]

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |
multi_authen_methods [none | any | dotlx_impb | impb_wac | mac_impb| mac_wac]}(1)

config authentication server failover [local | permit | block]

show authorization

show authentication

show authentication guest_vlan

show authentication ports {<portlist>}

17-1 enable authorization attributes

OonucaHue
JaHHaa komaHga 1cnosib3yeTcs AN BKAKYEHNA aBTopu3auni.

CuHTakcuc
enable authorization attributes

MapameTtpbl
Her.

OrpaHuyeHus

TonbKo nosib3oBateny ypoBHsa Administrator, Operator unv Power-User MOTyT BbINOSHATL AaHHYKO KOMaHAy.

Mpumep
O6LLee BK/IOYEHNE aTpUBYTOB aBTOPU3aLNN:

DGS-3000-28XMP:admin# enable authorization attributes
Command: enable authorization attributes

Success.

DGS-3000-28XMP: admin#

17-2 disable authorization attributes

OonucaHue
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[JlaHHas komMaHa 1Cnonb3yeTcs A1 OTK/IIUEHUS aBTopU3aLmu.

CuHTakcuc
disable authorization attributes

MapameTpbl
Her.

OrpaHuyeHus
Tonbko nonb3oBareny yposHs Administrator, Operator uim Power-User MOryT BbINOHATL JaHHY0 KOMaHy.

Mpumep
O6LLee oTK/IHOYEHNE aTpMByTOB aBTOpM3aLnK:

DGS-3000-28XMP:admin# disable authorization attributes
Command: disable authorization attributes

Success.

DGS-3000-28XMP : admin#

17-3 create authentication guest_vilan

OnucaHune

JaHHas komaHfa ucnonb3yetca Ona Toro, Ytobbl HasHaunTb cTtatudeckyto VLAN Kak rocteByto (guest
VLAN). OnpegeneHHasa VLAN, koTopas HasHavaetcs rocteBoii VLAN, yxe [O/mkHa CylecTBoBaTb U ee
Henb3a yaanuThb.

CuHTakcuc
create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

MapameTpbl

vlan — ykasbiBaeT ums roctesoii VLAN.
<vlan_name 32> — BBegunTe nms rocteson VLAN anvHoli go 32 cMMBOMOB.

vlanid — ykasbiBaeT VLAN ID roctesoi VLAN.
<vlanid 1-4094> — seegute VLAN ID rocteBoit VLAN. [JocTyneH gnanasoH 3HavyeHun ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBartenu ypoHa Administrator, Operator nunu Power-User MOryT BbINOMHATbL AaHHYH0 KOMaHAY.

Mpuwmep
HasHauyeHue ctatuueckoin VLAN kak roctesoii (guest VLAN):

DGS-3000-28XMP:admin#create authentication guest_vlan vlan guestVLAN
Command: create authentication guest_vlan vlan guestVLAN

Success.

DGS-3000-28XMP: admin#
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17-4 delete authentication guest_vlan

OnucaHue

[aHHas koMaHAa ucnosb3yeTcsa Ans yaaneHus Hactpoiku rocteBoil VLAN (guest VLAN), npu aTom cama
ctatnyeckan VLAN yganeHa He 6yAet. Mocne yganeHus rocteBoit VLAN Bce NopTbl, OTHOCSLWMECS K HEA,
nepengyT B opurmHasibHyto VLAN.

CuHTakcuc
delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

MapameTtpbl

vlan — ykasbiBaeT ums rocteBoii VLAN.
<vlan_name 32> — BeBeagunTe nms rocteson VLAN anvnHoli go 32 cMMBOMOB.

vlanid — ykasbiBaeT VLAN ID roctesoi VLAN.
<vlanid 1-4094> — seeguTe VLAN ID rocteBoit VLAN. [JoCcTyneH gnanasoH 3HavyeHuin ot 1 go 4094.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYHO KOMaHAY.

Mpumep
YpaneHue koHdurypaumm roctesoii VLAN:

DGS-3000-28XMP:admin#delete authentication guest_vlan vlan guestVLAN
Command: delete authentication guest_vlan vlan guestVLAN

Success.

DGS-3000-28XMP: admin#

17-5 config authentication guest_vlan

OonucaHue
[JaHHas KomaHOa ucnonb3yetcs Ans HazHavyeHus nopToB B rocteByto VLAN nnu ux yaaneHus ns Hee.

CuHTakcuc
config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete] ports
[<portlist> | all]

MapameTpbl

vlan — ykasbiBaeT ums roctesoii VLAN.
<vlan_name 32> — BBegunte nms rocteson VLAN anvnHoli go 32 cMMBOMOB.

vlanid — ykasbiBaeT VLAN ID roctesoi VLAN.
<vlanid 1-4094> — seegute VLAN ID rocteBoit VLAN. [JocTyneH gnanasoH 3HavyeHun ot 1 go 4094.

add — ykasbiBaeT, 4TO He06X0AMMO [06aBMTb CNMCOK NOPTOB B rocTeByto VLAN.

delete — yka3bIBa€eT, YUTO HEOOXOAMMO YA IMTb CAMCOK NOPTOB U3 rocteBoii VLAN.

ports — ykasbIBaeT NOPT WM guanasoH NopToB, KOTOpPble HEOOXOAUMO HACTPOUTb.
<portlist> — BBeagnTE AManasoH NOPTOB, KOTOPbIE HEOBXOAMMO HACTPOUTD.
all — yka3bIBa€eT, UTO HEO6X0ANMMO HACTPOUTb BCE MOPThI.
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OrpaHuyeHus
Tonbko nosb3oBartenu ypoHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.

Mpumep
HacTtpoliika ayteHTudmkauumn gns scex noptoB and roctesoli VLAN ¢ nmeHeM «guestVLAN»:

DGS-3000-28XMP:admin#config authentication guest_vlan vlan guestVLAN add ports
all
Command: config authentication guest_vlan wvlan guestVLAN add ports all

sSuccess.

DGS-3000 - 28XMP : admin#

17-6 config authentication ports

OonucaHue
[aHHasi koMaHaa UCMob3yeTcs A5 TOro, YToObl HACTPOUTL PEXUM aBTOpPM3aLUN U METOA ayTEHTUdIMKaLMN
Ha noprax.

CuHTakcuc
config authentication ports [<portlist> | all] {auth_mode [port_based | host_based] |
multi_authen_methods [none | any | dotlx_impb | impb_wac | mac_impb| mac_wac]}(1)

MapameTpbl

<portlist> — BBeguTe NopT NAM AmManasoH NOPTOB A/ HACTPOWKM.

all — YKa3bIBa€eT, YTO HeO6XO,D|I/IMO HaCTpPOUTb BCE NOPThI.

auth_mode — pexum aBTOopM3aLmn: Ha OCHOBE MopTa U Ha OCHOBE Yy3/1a.

port-based — ecnv ofnH M3 NOOKOUYEHHbIX Y3/10B NPOXOANUT ayTeHTUPMKALMIO, BCE Y3/1bl HA 3TOM
nopTy nosyyar AocTyn B CeTb. Ecnu nonb3osaTesib He MNpoXoauT ayTeHTudvkaumioo, nopt 6yaet
NbITATLCA NPOBECTU C/EAYIOLLYI0 ayTEHTUINKALMIO.

host-based — yka3sbiBaerT, UTO Kaxaplii Nonb30BaTesb OyaeT ayTeHTUINLMPOBATLCA MHAMBUAYANLHO.
KnneHT moxeT ayteHTucpmumposatbcs no VLAN ID B cootetcTBytowme VLAN. Ecnu VLAN ID He
ykaszaH nnn sce VLAN OTK/IOYEHbl, AN1S KOMMyTaropa He OyaeT umeTb 3HadeHus VLAN kiveHTa.
HesaBucumo ot VLAN, knneHT byget ayTeHTudmumpoBaH no MAC-agpecy.

multi_authen_methods — yka3biBaeT metog compound authentication.
none — compound authentication oTkntoueHa.
any — ayTeHTUdmKaLnsa cuMTaeTcsl NponaeHHON, ecnim NnpongeH no6oin n3 metogos (802.1X, MAC u
WACQC).
dotlx_impb — cHauana 6yger ocyulecTsneHa nposepka 802.1X, 3atem IMPB. Heobxoanmo, 4To6bl
6bl/IM NpoligeHbl 06e ayTeHTUUKaLNN.
impb_wac — cHayana 6ygeT ocylecTsneHa nposepka WAC, 3atem IMPB. Heobxoanmo, 4tobbl 6b1n
npoiigeHsl 06e ayTeHTUUKaLNN.
mac_impb — cHauyana 6yzert ocyuwlectsneHa nposepka MAC, 3atem IMPB. Heo6xoamMmo, 4To6bl 6biu
NpoigeHbl 06e ayTeHTUMKaUuN.
mac_wac — cHayana 6ygert ocyuwlecteneHa nposepka MAC, 3atem WAC. Heobxoaumo, 4To6bl 6b1m
NpongeHsbl 06e ayTeHTUrKauun.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHsa Administrator, Operator nnm Power-User MOryT BbINOHATb AaHHYH KOMaHAy.
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Mpumep
B npumepe HUXe Ans BCeX NOPTOB YCTaHABNNBAETCA PEXUM ayTeHTUMKaLMM Ha OCHOBE y3na:

DGS-3000-28XMP:admin#config authentication ports all auth_mode host_based
Command: config authentication ports all auth_mode host_based

Success.

DGS-3000-28XMP : admin#

B cnepytowem npumepe 41 BCcex NOPTOB ycTaHasmMBaeTca Metog compound authentication «any»:

DGS-3000-28XMP: admin#config authentication ports all multi_authen_methods any
Command: config authentication ports all multi_authen_methods any
sSuccess.

DGS-3000-28XMP: admin#

17-7 config authentication server failover

OonucaHue
[JaHHas komaHza Ucnosb3yeTcs 47151 HACTPOKK B CNlydae oTkasa cepBepa ayTeHTUgInKaLn.

CuHTakcuc
config authentication server failover [local | permit | block]

MapameTpsbl

local — yka3bIBaeT MCMoMb30BaHMe /T0KasIbHOM 6a3bl fJaHHbIX A5 ayTeHTUMKaLUM KITMEHTOB.

permit — ykasbIBaeT, YTO K/IMEHT BCerga cuMTaeTcs ayTeHTUULMPOBAHHBIM.

block — yka3bIBa€eT, YTO K/IMEHT ByAeT 3a6/10KMpoBaH. STO HACTPOKa N0 YMOMYaHHUIO.

OrpaHuyeHus

Tonbko nosib3oBateny ypoBHsa Administrator, Operator unv Power-User MOTyT BbINOSHATH AaHHYKO KOMaHAy.

Mpumep
HacTtpoiika ctatyca ayteHTudmkaumu failover:

DGS-3000-28XMP:admin# confTig authentication server failover local
Command: config authentication server failover local

Success.

DGS - 3000-28XMP : admin#

17-8 show authorization

OonucaHue
[aHHasi KomaHga ucnosb3yeTcs A1 0TobpaxeHusl ctatyca aBTopmsaumm.
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CuHTakcuc
show authorization

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep
OTobpaxeHve cTatyca aBTopu3auumn:

DGS-3000-28XMP:admin# show authorization
Command: show authorization

Authorization for Attributes: Enabled.

DGS-3000-28XMP : admin#

17-9 show authentication

OnucaHune
[JaHHasa komaHga ncnosb3yeTcs 4718 0TO6paxeHns 06LLei KoHJUIypaummn ayTeHTUduKkaLmm.

CuHTakcuc
show authentication

MapameTpsbl
HerT.

OrpaHuyeHus
HerT.

Mpumep
OTo6paxeHne ctatyca obLeli ayTeHTudmKaLmn:

DGS-3000-28XMP:admin# show authentication
Command: show authentication

Authentication Server Failover: Local.

DGS-3000-28XMP:admin#

17-10 show authentication guest_vlan

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs s otobpaxeHus nHgopmaumm o Guest VLAN.

CuHTakcuc
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show authentication guest_vlan

MapameTpbl
Her.

OrpaHuyeHus
Her.

Mpumep

OTob6paxeHne Hactpoek Guest VLAN:

DGS-3000-28XMP: admin#show authentication guest_vlan
Command: show authentication guest_vlan

Guest VLAN VID : 2
Guest VLAN Member Ports: 1-28

Total Entries: 1

DGS-3000-28XMP:admin#

17-11 show authentication ports

OonucaHue
[aHHas komaHZa UCMNo/b3yeTcs A/ OTOO6paxeHns MeTofa ayTeHTMdMKauum U pexnva aBTopu3aunm Ha
noprax.

CunHTtakcuc
show authentication ports {<portlist>}

MapameTpbl

<portlist> — (onunoHanbHO) BBEAMTE CMMCOK NOPTOB, A/ KOTOPbIX HEOOGXOAUMO 0TOGpasuTb compound
authentication.

OrpaHuyeHus
HeT.

Mpumep

OToGpaXeHne HaCTPoekK ayTeHTMdMKaLun Ha noptax 1-3:
DGS-3000-28XMP:admin#show authentication ports 1-3
Command: show authentication ports 1-3

Port Methods Auth Mode
1 Any Host -based
2 Any Host-based
3 Any Host -bhased

DGS-3000-28XMP : admin#
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18. KomaHAabl KOH(purypaumumn

show config [effective | modified | current_config | boot_up | file <pathname 64>] {[include | exclude |
begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin] <filter_string 80>
{<filter_string 80> {<filter_string 80>}} {[include | exclude | begin ] <filter_string 80> {<filter_string 80>
{<filter_string 80>}}}}}

config configuration <pathname 64> [boot_up | active]

save {[config <pathname 64> | log | all]}

show boot_file

18-1 show config

OnucaHue

[JaHHas komaHga Mcnosb3yeTcs 419 0TOOPaXEeHNS COAEPXMMOro TekyLlel KOHgUrypawmmn, KoHurypaumu,
KoTopasi 6ygeT NpuMMeHeHa Npu cnegywoulei 3arpyske, Wnnm KoHdurypaumoHHoro caiina, ykasaHHOro B
KomaHze.

BbIBOA, KOHOMIypaLUMOHHbIX JaHHbIX MOXHO OT(MILTPOBATb BblPaXXEHMEM, YKAa3aHHbIM B KOHLE KOMaHApbl.
BbipaxkeHne MOXeT cofepXaTb A0 TPEX COCTaBHbIX 3HauYeHuli uibTpa. 3HavyeHne uasbTpa HauymHaeTcs C
Tna counestpa (include, exclude n begin), 3a KOTOPbLIM CIEAYOT A0 TPEX CTPOK ounbTpa (Hanpumep, «stp»).
CTpoka chunbTpa 3akntodaeTcs B KaBbluky . Hxe onncaHo 3HaueHne Kaxgoro tuna dubrpa.

include: BktO4YaET CTPOKM, KOTOPbIE CoAepXaT yKasaHHY CTPOKY thunsTpa.
exclude: ncknoyaet CTPOKK, KOTOpblE COAEpPXaT YKaszaHHYH CTPOKY ounbTpa.
begin: nepsas cTpoka, KOTOpas COAepPXUT YKasaHHY0 CTPOKY ounbTpa, 6yaeT NnepBoil CTPOKON BbiBOAA.

Heckonbko CTPOK (hubTpa BCnes 3a ogHuM TUrnoM unibTpa noguuHsaTtea npasuiy OR (UW). To ecTb
CTpOKa OTBEYaeT YC/I0BMSAM, €C/IN eCTb COBNajeHne XoTs Obl B 04HOI U3 yKa3aHHbIX CTPOK huasTpa.

Ecnn ykazaHo 605ee 04HOrO 3HauyeHusi ouabTpa, BbIBOZA, OT(OMILTPOBAHHLIA MepBbiM 3HaveHuem, byaet
C/Y>XNTb BBOAHbIMW AaHHbIMU A/18 CNefyoLero 3HayeHus.

CuHTakcuc

show config [effective | modified | current_config | boot_up | file <pathname 64>] {[include | exclude |
begin] <filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin]
<filter_string 80> {<filter_string 80> {<filter_string 80>}} {[include | exclude | begin ] <filter_string 80>
{<filter_string 80> {<filter_string 80>}}}}}

MapameTpbl

effective — ykasbiBaeT oTobpaxeHne TO/IbKO TEX HACTPOEK, KOTOpble BAWAIOT Ha MOBeAEeHWe YCTPOICTBA.
Hanpumep, ecnn STP oTkioueH, 6yaer oTobpaxatbcsi Tonbko «STP is disabled». Bce ocTasbHble
HacTpolik1, kacatowwmecss STP, He oTobpaxatoTcs. HacTpoliku HMXKHErO YPOBHA 0TOGpaXatoTCs TO/IbKO Npu
BK/IIOYEHHOI HACTPOiike BepXHEero ypoBHsA. ObpaTtute BHYUMaHue, 4To 3TOT napameTp AeCTBYET TObKO AN
TekyLLei kKoHdurypaumu.

modified — ykasbiBaeT 0TOOGpaKeHMe TO/bKO TEeX HACTPOeK, KOTOpble He SBASKTCA HacTpoikamMu no
ymonuaHuio. O6paTtvte BHMMaHWe, YTO 3TOT NapameTp AeNCTBYeT TO/IbKO 415 TEKYLLER KOH(UrypaLuu.

current_config — oTobpaxeHne TekyLLen KoHdUrypawuu.
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boot_up — oTo6paxeHne KoHQUrypauun, kotopast byaeT NpMMeEHeHa Npv CAeayloLLeli 3arpyske.

file — oTo6paxeHne koHGUrypaummn n3 chainna.
<pathname 64> — BBeauTe NO/HbIA NyTb K (paliny B haiinoBoii cucteme ycTpoiicTea OANHON f0 64
CMMBOJIOB.

include — (onumMoHanNbLHO) BKKOYAET CTPOKU, KOTOPblE COAepXaT YKasaHHy CTPOKY dhunstpa.

exclude — (onuuoHaNbLHO) NCKNOYAET CTPOKKU, KOTOPbIE COAEPXKAT YKasaHHYH CTPOKY unstpa.

begin — (onumoHanbHO) ykasbiBaeT, YTO NEepPBOI CTPOKOI BbiBOAA OyAeT nepBasi CTpoKa, KoTopas COAEPXMUT
yKasaHHy CTPOKy donnstpa.

<filter_string 80> — BBegnTE CTPOKY (hMILTPA, 3aK/IHUYEHHYIO B KaBbluku ". Takum ob6pa3om, cama CTpoKa
dunbTpa He MOXET cofepXaTtb cuMBOA ". HeobXo4MMO yuuTbIBaTb PErMCTP CUMBOJIOB B CTPOKE hu/ibTpa.
CT1poka MoxeT 6bITb g/InHol fo 80 cMMBOSIOB.
<filter_string 80> — (onuuoHanbHO) BBEAWUTE CTPOKY (PMNLTPA, 3aK/OHYEHHYI0 B KaBbluku ". Takum
ob6pa3om, cama CTpoka (huibTpa He MOXET cofepxaTtb cumBon . Heobxoaumo yuuTbiBaTb PeErncTp
CMMBOJI0B B CTPOKe (punsTpa. CTpoka MOXET 6biTb A MHOW 40 80 CMMBOJIOB.
<filter_string 80> — (onunoHa/IbHO) BBEANTE CTPOKY (DUNLTPA, 3aK/THOYEHHYIO B KaBblyky ". Taknum
obpas3om, cama CTpoka (ounbTpa HEe MOXET cogepxatb cumBon ". HeobxoAumo yunTbiBaTb
perucTp CUMBOSIOB B CTPOKe dounbTpa. CTpoka MOXET 6bITb AAMHOW A0 80 CUMBO/IOB.
include — (onuvoHanbLHO) BK/IOYAET CTPOKM, KOTOPbIE COAEepXaT YKa3aHHY0 CTPOKY onnsTpa.
exclude — (ONuMOHasIbLHO) UCKIOYAET CTPOKM, KOTOPbIE COAEPXAT YKa3aHHYH CTPOKY v/bTpa.
begin — (onuuoHasIbHO) yKasblBaEeT, YTO MEPBOI CTPOKON BbiBOAA OydeT nepBas CTpoka, KoTopas
COAEPXKUT YKa3aHHYI CTPOKY oubTpa.
<filter_string 80> — BBeuTe CTPOKY (PWU/ILTPA, 3aK/IOYEHHYIO B KaBbIUKM ". Takum obpasom, cama
CTpoka thunbTpa He MOXEeT cogepxaTb cumBon ". Heo6xoAMMO yunTbiBaTb PErucTp CMMBOSIOB B
cTpoke dnnbTpa. CTpoka MOXeT ObITb A/IMHONM A0 80 CMMBOMOB.
<filter_string 80> — (onuuoHanbHO) BBEAUTE CTPOKY (PUNLTPA, 3aK/IHOUYEHHYHO B KaBbIUKU
Takum obpasom, cama CTpoka (huibTpa He MOXET cogepxarb cumBon . Heobxogumo
YUMTbIBaTb PErucTp CUMBO/IOB B CTpPoke dubTpa. CTpoka MOXeT ObiTb AnvHoin go 80
CVMMBO/IOB.
<filter_string 80> — (onuuoHasibHO) BBEAMTE CTPOKY PUILTPA, 3aK/IIOUEHHYIO B KaBbIUKU .
Takum 06pa3oM, cama CTpoka n/bTpa He MOXET coaepxarb cumsosn . Heobxoaymo
YUMTbIBaTb PErMCTP CUMBOJIOB B CTpOKe (ousibTpa. CTpoka MOXeT 6biTb AnunHoin o 80
CVMMBOJIOB.
include — (onuMoHanbHO) BKAKOYAET CTPOKM, KOTOPbIE COAEPXaT yKasaHHY CTPOKY dmnbsTpa.
exclude — (onuuoHasIbHO) UCKOYAET CTPOKK, KOTOPbIE CofepXar YkazaHHY CTPOKy nbsTtpa.
begin — (onuMoHanbHO) yKa3bIBaET, YTO NEPBOI CTPOKOI BbiBOAa OyaeT nepBasi CTpoka, koTopas
COLEPXUT YKa3aHHYH0 CTPOKY oun/bTpa.
<filter_string 80> — BBeguTe CTPOKYy PUALTPA, 3aKNOHEHHYHO B KaBbluky ". Takum obpasom,
cama CTpoKa ounbTpa He MOXET cofepxarb cumBon ". HeobxogumMo yuuTbiBaTb PEFUCTP
CMMBOJI0B B CTPOKe husibTpa. CTpoka MOXET 6bITb A/IMHON A0 80 CMMBOSIOB.
<filter_string 80> — (onuuoHasibHO) BBEAMTE CTPOKY PUILTPA, 3aK/IIOYEHHYIO B KaBbIUKU .
Taknum ob6pasom, cama CTpoka (hunbTpa He MOXET cofepxarb cumBosn ". Heobxogumo
YUMTbIBaTb PErUCTP CUMBOJIOB B CTpOke (husibTpa. CTpoka MOXeT 6biTb AnmnHoin o 80
CVMMBOJIOB.
<filter_string 80> — (onuuoHasibHO) BBeAMTE CTPOKY UALTPA, 3aK/IUYEHHYH B
KaBblukm ". Taknm 0bpasom, cama CTpoka nisTpa He MOXET cogepxarb cMmBosa "
Heo6xoaMmo yunTbiBaTL PErVCTP CUMBOJIOB B CTPOKe dunnbTpa. CTpoka MOXET ObITb
AnvHoli oo 80 cMMBONOB.

OrpaHuyeHus
Tonbko nonb3osareny yposHa Administrator MOryT BbINO/HATL AAHHYI0 KOMaHAy.
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Mpumep
OTob6paxeHne koHdmrypauum ¢ napametpom «modified»:
DGS-3000-28XMP:admin#show config modified
Command: show config modified
Hommmmmmm e mm e e e e e e e mmmmmmm e mmmmmmmmmmmmmmmmmmmmmmmmmm e mm e —m =
# DGS-3000-28XMP Gigabit Ethernet Switch
# Configuration
#
i Firmware: Build 4.00.010
3 Copyright(C) 2018 D-Link Corporation. All rights reserved.
e I e
# DEVICE
# DDP
# BASIC
# ACCOUNT LIST
# ACCOUNT END
CTRL+C Quit SZXYE [ Next Page ENER Next Entry B All

18-2 config configuration

OnucaHue

[aHHasi koMaHfga ucnonb3yeTcsl ANns Bbibopa ¢haitna KoHdurypaumm, KOTOpbli OyaeT NpUMEHEH npu
cnegywowel sarpyske, Win ana npvMeHeHus onpefenieHHoW KoHdurypauum B cucteMe. OTa komaHza
TpebyeTcs, Korga nogaepXnBatoTC MHOXECTBO KOH(IUIYPaLMOHHbIX hainos.

CuHTakcuc
config configuration <pathname 64> [boot_up | active]

MapameTpsbl

<pathname 64> — ykasbIiBa€eT (haiin KoHurypauum B haiisioBoii cucteme ycTponcTaa.

boot_up — ykasbIiBa€eT ero kak paiis, KoTopblil 6y4eT NPUMEHEH MpU 3arpy3ke.

active — ykasbiBaeT NPUMEHEHNE KOHUrypaumm ns gaiina.

OrpaHunyeHus
TonbKo nonb3oBatenn ypoBHA Administrator MOryT BbINOTHATL AaHHYI0 KOMaHAay.

Mpumep
HacTpoiika npuMeHeHus haiina koHpurypaumm kKommyTtaropa npu 3arpyske:
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DGS-3000-28XMP:admin# config configuration config.cfg boot_up
Command: config configuration config.cfg boot_up

success.
DGS - 3000 - 28BXMP : admin#

18-3 save

OonucaHue
[JaHHas komaHga Ucnosb3yeTcs A5 COXpaHeHMs TeKyLLEn KoHdmrypauun B chaiin.

CunHTtakcuc
save {[config <pathname 64> | log | all]}

MapameTpsbl

config — (onuuoHasbHO) yKa3biBaeT COXpaHeHne KoHgurypaummn B doaiin.
<pathname64> — BBeguTe NOMHLIA NyTb K haliny B paiifioBoit cucteme yctpoiictea. Ecnm nyTb He
yKasaH, 6yaeT coxpaHeH KOHUrypaLmMoHHbIi daiin, CNob3yeMblil Npu 3arpyske.

log — (onuuoHanbHO) yKa3biBAET COXPaHEHUE CUCTEMHOIO XypHana.

all — (onymoHabHO) yKasblBaeT coxpaHeHne KoHdurypauum n CUCTEMHOIO XypHasa.

OrpaHuyeHus
Tonbko nonb3oBareny yposHa Administrator nnm Operator MOryT BbINO/HATb AAHHYI0 KOMaHAY.

Mpumep
CoxpaHeHune KoHurypauuu:

DGS-3000-28XMP:admin# save config c:/3200.cfg
Command: save config c:/3200.cfg

Saving all configurations to NV-RAM.......... Done.

DGS-3000-28XMP : admin#

18-4 show boot file

OonucaHue
[JaHHas koMaHga ucnosnb3yeTcs O/ 0To6pakeHus dhaiinia KoHurypaumm 1 nporpaMMHOro obecneveHus,
Ha3HaYeHHbIX Kak doaiinbl 3arpy3ku.

CuHTakcuc
show boot _file

MapameTpbl
Her.

OrpaHuyeHus
Her.
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Mpumep
OTo6paxeHue haiina 3arpysku:

DGS-3000-28XMP:admin# show boot_file
Command: show boot_file

Bootup Firmware 1 /ei/runtime.had
Bootup Configuration : /c:/config.cfg

DGS-3000-28XMP : admin#
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19. KomaHabl Connectivity Fault Management (CFM)

create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] | sender_id
[none | chassis | manage | chassis_manage]}

create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none | chassis |
manage | chassis_manage | defer] | ccm_interval [L0ms | 100ms | 1sec | 10sec | 1min | 10min] |
mepid_list [add | delete] <mepid_list>}

create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward] port <port>

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] | ccm [enable |
disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm | error_ccm | xcon_ccm |
none] | alarm_time <centisecond 250 -1000> | alarm_reset_time <centisecond 250-1000>}

delete cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]]

delete cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>]

delete cfm md [<string 22> | md_index <uint 1-4294967295>]

enable cfm

disable cfm

config cfm ports <portlist> state [enable | disable]

show cfm ports <portlist>

show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint 1-
4294967295>)}}

show cfm port <port> {level <int 0-7> | direction [inward | outward] | vlanid <vlanid 1-4094>}

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint
1- 4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num <int 1-65535> | [length <int O-
1500> | pattern <string 1500>] | pdu_priority <int 0-7>}

cfm linktrace <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint
1- 4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {ttl <int 2-255> | pdu_priority <int O-
7>}

show cfm linktrace [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {trans_id <uint>}

delete cfm linktrace {{md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index
<uint 1- 4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm mipccm

config cfm mp_lItr_all [enable | disable]

show cfm mp_ltr_all

show cfm remote_mep [mepname <string 32> | md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] mepid <int 1-8191>] remote _mepid <int 1-8191>

show cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tX] | ccm]}

clear cfm Ekt_cnt ﬂports <portlist> ﬂrx | tx” [ [rx | tx] | ccm].}
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19-1 create cfm md

OnucaHue
[aHHasi KomaHga ucnonb3yeTcs Ans cosgaHns maintenance domain.

CuHTakcuc
create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

MapameTpsbl

<string 22> — BBeguTe Ha3BaHve maintenance domain 4MHON 4O 22 CUMBOJIOB.

md_index — (onunoHasbHO) yKasblBaeT MHAEKC maintenance domain.
<uint 1-4294967295> — BBeaMTe 3HadYeHMe WHAEKca maintenance domain. [ocTyneH AuanasoH
3Ha4veHu ot 1 o 4294967295.

level — yka3biBaeT ypoBeHb maintenance domain.
<int 0-7> — BBeAnTeE YpoBeEHb Maintenance domain. JocTyneH gnanasoH 3Ha4eHuin ot 0 go 7.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb OAHHYIO KOMaHAy.

Mpumep

Co3paHve maintenance domain ¢ Ha3BaHMeEM «op_domain» 1 YpoBHEM «2»:
DGS-3000-28XMP:admin# create cfm md op_domain level 2

Command: create cfm md op_domain level 2

Success.

DGS-3000-28XMP: admin#

19-2 config cfm md

OnucaHue

[aHHas komMaHAa MCnob3yeTcs A1 HacTPoViku napameTpoB maintenance domain. CosgaHue MIP Ha MA
MOME3HO A1 TOro, 4TOObl BbLINOAHATE TPAcCUpPOBKY nnHka oT MIP k MIP. 3710 Takke no3Bonser
No/Ib30BaTesT0 BbINO/IHUTL 06paTHyto cBSA3b 0T MEP k MIP.

CuHTakcuc
config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] | sender_id

[none | chassis | manage | chassis_manage]}

MapameTpsbl

<string 22> — BBegUTE Ha3BaHMe maintenance domain AAMHON A0 22 CUMBOJIOB.

md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> — BBeAMTe 3HauyeHuWe uHAekca maintenance domain. JocTyneH auanasoH
3Ha4veHu ot 1 o 4294967295.

mip — (ONUMOHasILHO) YKa3biBaeT NONNTUKY co3gaHnsa MIP.
none — MIP co3gaBaTbcs He ByayT. DTO 3HAYEHUE N0 YMOYaHUIO.
auto — MIP Bcerga Moryt 6bITb CO34aHbl Ha ilO60M MOpPTY B fAaHHOM MD, ecnim nopT He
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cKkoHchurypuposaH ¢ MEP 3atoro MD. Ansa Toro, ytobbl MIP co3gaBasiMcb Ha MPOMEXYTOYHOM
KoMmmyTaTope B MA, HacTpoiika fo/mkHa 6biTb aBTOMaTn4eckoi (auto).

explicit — MIP mMoryT 6bITb co3faHbl Ha NtoboM nopty B faHHOM MD, TOMbLKO €C/iv Ha crefylowem
CYLLECTBYIOLLLEM HUXeNexallem yposHe ecTb MEP, CKOH(UIypmpoBaHHas Ha 3TOM MOPTY, U 3TOT MOpPT
He ckoHdpurypuposaH ¢ MEP atoro MD.

sender_id — (onunoHanbHO) ynpasnseT nepegadeii sender ID TLV.
none — ykasbIBaeT, 4Tto sender ID TLV nepegaBatbcs He OyaeT. TO 3HAYEHME MO YMOTHAHUIO.
chassis — yka3bIBaeT, UTo byaet nepegasarbcs sender ID TLV ¢ nHgopmauymeit o chassis ID.
manage — ykasblBaeT, 4To 6yaeT nepepasatbca sender ID TLV ¢ uHdopmauyvein o6 agpece
ynpas/ieHus.
chassis_manage — ykasbiBaeT, UTo 6yaeT nepeaaBatbcs sender ID TLV ¢ nHdopmaumeit o chassis ID
1 agpece ynpas/ieHus.

OrpaHuyeHus
Tonbko nonb3oBartenu yposHA Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
HacTtpoiika maintenance domain ¢ Ha3BaHneM «op_domain» 1 ykasaHue onuum explicit gns cozgaHua MIP:

DGS-3000-28XMP:admin# config cfm md op_domain mip explicit
command: config cfm md op_domain mip explicit

Success.

DGS-3000-28XMP : admin#

19-3 create cfm ma

OonucaHue

[JaHHaa komaHga mMcnosb3yerca A1s co3gaHus maintenance association. Heckonibko MA B MD  40/DKHbI
UMeTb pasHble Ha3BaHuA. MA B pa3Hbix MD MOryT UMeTb O4HO U TO e Ha3sBaHue.

CuHTakcuc
create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

MapameTtpbl

<string 22> — BBegnTEe Ha3BaHMe Maintenance association A4MHOR A0 22 CMMBO/SIOB.

ma_index — (onunoHanbHO) yKasbiBaeT MHAEKC maintenance association.
<uint 1-4294967295> — BBeaAMTe 3HaYeHWe MHAEKca maintenance association. [JocTyneH gmanasoH
3Ha4veHwnin oT 1 o 4294967295.

md — yka3blBaeT Ha3BaHve maintenance domain.
<string 22> — BBeguTeE Ha3BaHMe maintenance domain gaMHOW 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHAekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HaYeHVWe UHAeKca maintenance domain. [JocTyneH auvanas3oH
3HaueHuit oT 1 go 4294967295.

OrpaHuyeHus
Tonbko nosb3oBareny yposHa Administrator, Operator unu Power-User MOryT BbINO/HATb AAHHYO KOMaHAY.
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Mpumep
CosgaHme maintenance association nog HasBaHMeM «Opl» M HasHavyeHMe ee B maintenance domain
«op_domain»:

DGS-3000-28XMP:admin# create cfm ma opl md op_domain
Command: create cfm ma opl md op_domain

Success.

DGS-3000-28XMP : admin#

19-4 config cfm ma

OnucaHue

[aHHasi KomaHAa npegHasHavyeHa Ansi HACTPOMKM MapaMeTpoB maintenance association. Cnucok MEP,
yKaszaHHblAi  ansa  MA, MOXeT HaxoAuTbCA B pasHbIXx ycTpoicTBax. MEP  fosmkHbl ObITb  cO3gaHbl
HernocpeaCcTBEHHO Ha nopTax aTux yctpoiicte. MEP nepuoguueckn 6yget nepegaBatb naketsl CCM uepes
MA. TMNpuHnmawowas MEP cBeput 3tv naketsl CCM, npuHATble oT gpyrux MEP, co cnuckom MEP ans
NMPOBEPKU LIeNIOCTHOCTU KOHUrypauuu.

CuHTakcuc

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none | chassis |
manage | chassis_manage | defer] | ccm_interval [10ms | 100ms | 1sec | 10sec | 1min | 10min] |
mepid_list [add | delete] <mepid_list>}

MapameTpbl

<string 22> — BBeMTE Ha3BaHVe maintenance association gnnHoli 4o 22 CMBOJSIOB.

ma_index — yka3biBaeT nHaekc maintenance association.
<uint 1-4294967295> — BBeAMTe 3HaYeHMEe MHAEKCa maintenance association. [locTyneH avanas3oH
3HauveHuin oT 1 g0 4294967295.

md — yKa3bIiBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeAuTe Ha3BaHue maintenance domain A/MHOW 80 22 CUMBOJIOB.
md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeauTe 3HadYeHMe uHAeKca maintenance domain. [JocTyneH auvanasoH
3HayeHun ot 1 o 4294967295.

vlanid — (onunoHanbHo) ykasbiBaeT naeHTudmkaTop VLAN. PasHble MA f0/mkHbI ObITb acCoLMMPOBaHbI C
pasHbimu VLAN.
<vlanid 1-4094> — BeeguTe VLAN ID. [JocTyneH ananas3oH 3HavyeHuii ot 1 no 4094,

mip — (ONUMOHasILHO) YKa3biBaET NONTUKY co3gaHns MIP.
none — MIP co3gaBaTbCs He 6yayT.
auto — MIP Bcerga mMoryTt 6bITb co3faHbl Ha 1t060M NopTy B AaHHOM MA, ec/im nopT He HaCTPOeH ¢
MEP 3toro MA.
explicit — MIP MoryT 6bITb cO34aHbl Ha /II060M NOPTY B AaHHOM MA, TOMIbKO eCc/v Ha cnegyowem
CYLLECTBYIOLLLEM HUXeNnexallem yposHe ecTb MEP, CKOH(UIypmMpoBaHHasa Ha 3TOM MOPTY, U 3TOT MOPT
He ckoHdpurypuposaH ¢ MEP atoro MA.
defer — 6ygyT nNpuHATbI NapameTpbl, HACTPOEHHblE AN maintenance domain, C KOTOPbIM
accouMmnpoBaH JaHHbIi MA. DTO 3Ha4YEHUE MO YMO/HaHMIO.

sender_id — (onumoHanbHO) ynpasnseT nepegadeii sender ID TLV.
none — yka3bIBaeT, 4To sender ID TLV nepepaBatbcs He 6yAeT. DTO 3HAUYEHUE N0 YMOHaAHUIO.
chassis — ykasbiBaerT, 4To 6yget nepegasatbcs sender ID TLV ¢ uHgopmaumeii o chassis ID.
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manage — YykasblBaeT, 4YTo 6yaeT nepegaBatbcs sender ID TLV ¢ wuHcopmauneli 06 agpece
ynpaBneHus.

chassis_manage — yka3sbiBaeT, UTo 6yaeT nepegaBatbcs sender ID TLV ¢ nHdopmaumeit o chassis 1D
1 agpece ynpas/ieHus.

defer — 6yayT NpuHATLI HACTPOWKKM, CKOH(UTYpUpOBaHHbIE ANA maintenance domain, ¢ KOTOPbIM
accouMmnpoBaH JaHHbIi MA. 9T0 3Ha4YeHUe Mo yMOHaHuH.

ccm_interval — (onumMoHanbHO) ykasbiBaeT nHTepBas CCM.
10ms — nHtepsan CCM 6ygeT yctaHoBNeH Ha 10 munnncekyHa. He pekomeHayeTtcs.
100ms — nHtepsan CCM 6yaet yctaHoBneH Ha 100 MunancekyHa. He pekomeHayeTtcs.
1sec — nHTepBasi CCM ByaeT ycTaHOB/EH Ha 1 cekyHAy.
10sec — nHTepBas1 CCM OyaeT ycTaHOB/EH Ha 10 CekyHA,. DTO 3HAYEHUE MO YMOHaHMI0.
1min — nHtepsan CCM 6yaeT ycTaHOBMEH HA 1 MUHYTY.
10min — nHTepsan CCM 6yAeT ycTaHOB/EH Ha 10 MUHYTY.

mepid_list — (onunoHasbHO) ykasbiBaeT MEPID, cogepxawmecss B maintenance association. [uana3soH
MEPID — o1 1 o 8191.
add — ykasbiBaeT gobasneHne MEPID.
delete — ykasbiBaeT yganeHne MEPID. Mo ymonyaHuio B cO3gaHHOM maintenance association HeT
MEPID.
<mepid_list> — BBeguTe cnucok MEP ID.

OrpaHuyeHus
Tonbko nonb3oBareny yposHA Administrator, Operator unu Power-User MOryT BbINO/HATb SAHHYH KOMaHAY.

Mpumep
HacTtpoiika CFM MA:

DGS-3000-28XMP:admin# config cfm ma opl md op_domain vlanid 1 ccm_interval 1sec
Command: config cfm ma opl md op_domain vlanid 1 ccm_interval 1sec

Success.

DGS-3000 - 28XMP : admin#

19-5 create cfm mep

OonucaHue

JaHHaa komaHda npegHasHaveHa ana cosgaHna MEP. Heckonbko MEP B ogHoM MA 0/1KHbI UMETb pasHble
MEPID. Ha3saHve MD, Ha3saHue MA n MEPID coBmecTHO ungeHtudguumpyot MEP.

PaznnuHble MEP Ha oHOM yCTpOICTBE AO/MKHbI UMETb pa3Hble Ha3BaHua MEP. Mepeg co3gaHvem MEP ee
MEPID ponxeH 6bITb CKOH(pUrypuposaH B crivcke MA.

CuHTakcuc
create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-4294967295>] ma
[<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward] port <port>

MapameTpsbl

<string 32> — BBeauTe MCMosibyemoe HasBaHue MEP, koTopoe [O0/HKHO ObiTb YHUKANbHLIM Cpenu BCex
MEP, HaCTpOEHHbIX Ha YCTPOWCTBE, A/IMHON A0 32 CUMBOJIOB.

mepid — ykasbiBaeT MEP ID, KoTopbIii AO/mMKeH 6bITb CKOHGMryprposaH B cnucke MEPID MA.
<int 1-8191> — BBeanTe MEP ID. [JocTyneH gvanas3oH 3HauyeHuii oT 1 go 8191.
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md — yka3blBaeT Ha3BaHve maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain gaMHoOW 40 22 CUMBOJIOB.
md_index — yka3blBaeT nHgekc maintenance domain.
<uint 1-4294967295> — BBeAuTe 3HaYeHVe uHAekca maintenance domain. [locTyneH auvanasoH
3HauveHwun ot 1 o 4294967295.

ma — yka3blBaeT Ha3BaHMe maintenance association.
<string 22> — BBeAuTE Ha3BaHWe maintenance association gsMHol 4o 22 CMMBOSIOB.
ma_index — ykasbiBaeT MHAEKC Maintenance association.
<uint 1-4294967295> — BBeAWTE 3HAYEHWE MWHAEKca maintenance association. [ocTyneH
AnanasoH 3HadeHuii ot 1 0o 4294967295.

direction — yka3biBaeT HanpasieHne MEP.
inward — yka3biBaeT HanpasneHne B MEP.
outward — yka3biBaeT HanpasneHve n3 MEP.

port — yka3biBaeT HOMep nopTa. TOT NOPT A0/MKEH ObITb yyacTHUKOM VLAN, accoummpoBaHHoi ¢ MA.
<port> — BBegMTE HOMEpP NnopTa.

OrpaHuyeHus
Tonbko nonb3oBarenu yposHa Administrator, Operator nnm Power-User MOryT BbINOMHATb AAaHHYIO KOMaHAy.

Mpumep
Co3paHue CFM MEP:

DGS-3000-28XMP:admin# create cfm mep mepl mepid 1 md op_domain ma opl direction inward port 2
Command: create cfm mep mepl mepid 1 md op_domain ma opl direction inward port 2

Success.

DGS-3000-28XMP : admin#

19-6 config cfm mep

OnucaHue
[aHHasi KomaHga ucnosb3yeTcs A/1s HacTpoliku napameTpos MEP.
MEP moxeT reHepupoBaTb 5 TUMNOB curHanoB 06 oTkasax (Fault Alarms), KoTopble NepedncneHbl HKe Mno
npuopuTeTamM OT BbICOKOTO K HU3KOMY:

* Cross-connect CCM Received: npunoputeT 5

*  Error CCM Received: npnoputeT 4

e Some Remote MEPs Down: npuopurtet 3

« Some Remote MEP MAC Status Errors: npuoputet 2

* Some Remote MEP Defect Indications: npuoputet 1
Ecnn Ha MEP npoucxogsT HECKO/IbKO TUMOB OTKa3oB, OyAeT CreHepupoBaH TOMbKO CUrHasl 06 OTkase ¢
BbICLUVMM NPUOPUTETOM.

CuHTakcuc

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] | ccm
[enable | disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm | error_ccm |
xconh_ccm | none] | alarm_time <centisecond 250 -1000> | alarm_reset_time <centisecond 250-1000>}

MapameTtpbl
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mepname — yka3sbiBaeT Ha3BaHue MEP.
<string 32> — BBeguTe HazBaHue MEP gnunHoli o 32 cMMBO/IOB.

mepid — ykasbiBaeT MEP ID.
<int 1-8191> — BeeanTe MEP ID. [locTyneH agnana3oH 3HaveHwuii ot 1 go 8191.
md — yka3blBaeT Ha3BaHWe maintenance domain.
<string 22> — BBeguTe Ha3BaHMe maintenance domain 4 MHON A0 22 CUMBOJIOB.
md_index — yka3biBaeT nHaekc maintenance domain.
<uint 1-4294967295> - BBeauWTe 3HauyeHuWe WHAekca maintenance domain. [ocTyneH
AnanasoH 3HaueHuii oT 1 go 4294967295.
ma — yka3blBaeT Ha3BaHMe maintenance association.
<string 22> — BBeguTe Ha3BaHMe maintenance association A/MHOW [0 22 CUMBOJIOB.
ma_index — yka3bIBaeT MHAEKC Maintenance association.
<uint 1-4294967295> — BBeAWTE 3Ha4yeHMe MHAEKca maintenance association. [ocTyneH
AnanasoH 3HaueHwuii oT 1 go 4294967295.

state — (onuuoHasIbHO) yKa3bIiBaeT aAMUHMUCTPATUBHbIA cTatyc MEP.
enable — yka3biBaeT, Uto MEP 6ygeT BktoyeHa.
disable — MEP 6ygeT oTk/to4eHa. 3T0 3HaYeHre No YMOT4YaHuio.

ccm — (onuMoHasIbHO) YKasbiBaeT ctatyc nepegaym CCM.
enable — yka3biBaerT, 4Uto nepegavya CCM ByaeT BKIOYEHA.
disable — nepegavya CCM 6yzeT oTk/loueHa. IT0 3Ha4YeHne No yMOoN4aHuio.

pdu_priority — (onumoHanbHO) ykasbiBaeT, Uto B CCM ycTtaHoBsieH npuoputet 802.1p n MEP nepepaet
coobueHus LTM (Linktrace Messages). 3Ha4yeHne no ymonyaHuio — 7.
<int 0-7> — BBeanTe 3Ha4yeHue npuoputeta PDU ot 0 1o 7.

fault_alarm — (onumoHanbHO) yKasbiBaeT TUMNbI CUTHA/I0B 06 OTKasax, oTnpasnsemble MEP.
all — 6ygyT oTnpaBnATbLCSA BCE TWMbl CUTHAI0B 06 OTKasax.
mac_status — oTnpaBfATCA TO/ILKO CUrHasbl 06 OTKasax C MPUOPMTETOM PaBHbIM WX Bbile, YEM
«Some Remote MEP MAC Status Errors».
remote_ccm — OTNpPaBAsTCA TO/IbKO CUTHasIbl 06 OTKasax C NPMOPUTETOM PaBHbIM W/IN BbILLE, YEM
«Some Remote MEPs Down».
error_ccm — OTNPaB/IAOTCA TOMbKO CUrHanbl 06 OTKasax C MPUOPUTETOM pPaBHbIM UM Bbille, YeM
«Error CCM Received».
Xcon_ccm — OTNPaBAsATCA TOAbKO CUrHaslbl 06 OTKasax C NPMOPUTETOM pPaBHbIM WUAW Bbllle, YEM
«Cross-connect CCM Received».
none — cuUrHasibl 06 oTKkazax He OTNPaBAAKTCA. ITO 3HAYEHME MO YMOTHAHUIO.

alarm_time — (onNuMoOHa/IbHO) yKas3blBaeT BPEMS, KOTOPOe AO/MKHO NPOTM C MOMeHTa AedhekTa, npexae
yeM MOXET ObiTb OTNpPaBfeH CUrHaa 06 oTkase. EAvHuua vM3mepeHust — caHTMcekyHAa. 3HavyeHue Mo
ymonyaHuio — 250.
<centisecond 250-1000> — BBeaMTe 3Ha4YeHMe alarm time. [ocTyneH gnanas3oH 3HaveHuii ot 250 go
1000 caHTUCEKYHA.

alarm_reset_time — (onuMoHa/IbHO) yKa3blBaeT BPEMS OXWAAHUSA OO0 NOBTOPHOW OTNpaBKM CUrHasa 06
oTkase. EgnHuua namepeHns — caHtucekyHaa. 3HadeHue no ymonyaduio — 1000.
<centisecond 250-1000> — BBeagMTe 3HayeHue alarm reset time. [JOCTyneH agvanas3oH 3HA4YeHWiA OT
250 po 1000 caHTUCEKYHA.

OrpaHuyeH