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Intended Readers

Typographical Conventions
Notes, Notices and Cautions

The DGS-3120 Series Web Ul Reference Guide contains information for setup and management of the Switch.
This manual is intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

Convention

Description

(]

In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file.
Do not type the brackets.

Bold font

Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File
menu and choose Cancel. Used for emphasis. May also indicate system messages
or prompts appearing on screen. For example: You have mail. Bold font is also
used to represent filenames, program names and commands. For example: use the
copy command.

Boldface Typewriter
Font

Indicates commands and responses to prompts that must be typed exactly as
printed in the manual.

Initial capital letter

Indicates a window name. Names of keys on the keyboard have initial capitals. For
example: Click Enter.

Menu Name > Menu
Option

Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Properties means the Port Properties menu option under the Port menu option that
is located under the Device menu.

Notes, Notices and Cautions

‘.

\ A NOTE indicates important information that helps make better use of the device.

« > ANOTICE indicates either potential damage to hardware or loss of data and tells how to avoid the

problem.

,.'-"! "_\ A CAUTION indicates a potential for property damage, personal injury, or death.
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Chapter 1  Web-based Switch Configuration

Introduction
Login to the Web Manager
Web-based User Interface
Web Pages

Introduction

Most software functions of the DGS-3120 Series switches can be managed, configured and monitored via the
embedded web-based (HTML) interface. Manage the Switch from remote stations anywhere on the network
through a standard browser. The browser acts as a universal access tool and can communicate directly with the
Switch using the HTTP protocol.

Login to the Web Manager

To begin managing the Switch, simply run the browser installed on your computer and point it to the IP address you
have defined for the device. The URL in the address bar should read something like: http://123.123.123.123, where
the numbers 123 represent the IP address of the Switch.

M
g
\ NOTE: The factory default IP address is 10.90.90.90.

This opens the management module's user authentication window, as seen below.

Windows Security [ﬁ

The server 10.90.90.90 at requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

“JEEI'I"IEI"I'II': |

| Password |

Remember my credentials

[ OK l ‘ Cancel

Figure 1-1 Enter Network Password window

Leave both the User Name field and the Password field blank and click OK. This will open the Web-based user
interface. The Switch management features available in the web-based manager are explained below.
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When the Switches with different modes or firmware versions are stacked together, the following window appears.

Message from webpage I&

l . WARNIMG: The stacking members are working on different firmware.

Figure 1-2 Mixed Stacking message

Click OK to continue.

Web-based User Interface

The user interface provides access to various Switch configuration and management windows, allows you to view
performance statistics, and permits you to graphically monitor the system status.

Areas of the User Interface

The figure below shows the user interface. Three distinct areas divide the user interface, as described in the table.
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D-Link
x¥Stack Power 51
Conzole  §2

RBs  Fin Console

Fy
Master SDI ]
1! - 50 Card
DGS-3120-24TC

i .
TONDOM ik S ACA Y AY AV AT AV AT

05 HE 5@ HE

1000
1800

21F 1 22F 23]

.
3 i System Configuration
& Management

{8 L2 Features

[ L3 Features.

i Qo3

[ acL

{8 security

{8 Network Application

+|- [ OAM

G- Monitoring

AREA 1

Device Information
Device Type
System Name
System Location
System Contact
Boot PROM Version
Firmware Version
Hardware Version
Serial Number

SNTP

Spanning Tree
SHMP

Safeguard Engine
System Log

85L

GVRP

Password Encryption
Telnet

Web

VLAM Trunk

DNS Resolver
RIP

OSPF

VRRP

PIM for IPvG

DGS-3120-24TC Gigabit Ethernet Switch

Build 3.00.501
Build 4.00.013
B1

PVT93CB000...

Device Status and Quick Configurations

Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled 3Seftings
Disabled Seftings
Disabled Seftings
Enabled Settings
Enabled (TCP 23) Seftings
Enabled (TCP 80) Settings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings

MAGC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout (min}
System Time
Firmware Type

Jumbo Frame

MLD Snooping

IGMP Snooping

MAC Notification
802.1X

85H

Port Mirror

Single IP Management
CLI Paging

HOL Blocking Prevention
DHCP Relay

DVMRP

RIPng

OSPFRV3

PIM

00-01-02-03-04-00

10.90.90.90 (Static)

255000

0.0.0.0

default

10

02/01/2014 11:33:38 (System Clock)
RI

Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled 3Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Enabled Settings
Enabled Settings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings
Disabled Seftings

AREA 3

Function

Figure 1-3 Main Web-Manager page

Areal

Select the menu or window to display. Open folders and click the hyperlinked menu buttons
and subfolders contained within them to display menus. Click the D-Link logo to go to the D-

Link website.

Area 2

Presents a graphical near real-time image of the front panel of the Switch. This area displays
the Switch's ports, console and management port, showing port activity.

Some management functions, including save, reboot, download and upload are accessible

here.

Area 3

Presents switch information based on user selection and the entry of configuration data.
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Web Pages

When connecting to the management mode of the Switch with a web browser, a login screen is displayed. Enter a
user name and password to access the Switch's management mode.

Below is a list of the main folders available in the Web interface:

System Configuration - In this section the user will be able to configure features regarding the Switch’s
configuration.

Management - In this section the user will be able to configure features regarding the Switch’'s management.

L2 Features - In this section the user will be able to configure features regarding the Layer 2 functionality of the
Switch.

L3 Features - In this section the user will be able to configure features regarding the Layer 3 functionality of the
Switch.

QoS - In this section the user will be able to configure features regarding the Quality of Service functionality of the
Switch.

ACL - In this section the user will be able to configure features regarding the Access Control List functionality of the
Switch.

Security - In this section the user will be able to configure features regarding the Switch’s security.

Network Application - In this section the user will be able to configure features regarding network applications
handled by the Switch.

OAM - In this section the user will be able to configure features regarding the Switch’s operations, administration
and maintenance (OAM).

Monitoring - In this section the user will be able to monitor the Switch’s configuration and statistics.

‘:\\ NOTE: Be sure to configure the user name and password in the User Accounts menu before

connecting the Switch to the greater network.
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Chapter 2  System Configuration

Device Information

System Information Settings
Port Configuration

PoE

Serial Port Settings

Warning Temperature Settings
Trap Settings

System Log Configuration
Time Range Settings

Port Group Settings (Rl and EI Mode Only)
Time Settings

User Accounts Settings
Command Logging Settings
Configuration Trap Settings
Stacking (El and SI Mode Only)
Reboot Schedule Settings
Turn on LEDs

Device Information

This window contains the main settings for all the major functions for the Switch. It appears automatically when you
log on to the Switch. To return to the Device Information window after viewing other windows, click the DGS-3120
Series link.

The Device Information window shows the Switch’s MAC Address (assigned by the factory and unchangeable), the
Boot PROM Version, Firmware Version, Hardware Version, and many other important types of information. This is

helpful to keep track of PROM and firmware updates and to obtain the Switch’s MAC address for entry into another
network device’s address table, if necessary. In addition, this window displays the status of functions on the Switch
to quickly assess their current global status.

Many functions are hyper-linked for easy access to enable quick configuration from this window.
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Levice orma

Device Information
Device Type
System Mame
System Location
System Contact
Boot PROM Version
Firmware Version
Hardware Version
Serial Number

DGS-3120-24TC Gigabit Ethernet Switch

Build 3.00.501
Build 4.00.013
B1

PVT93CB000...

Device Status and Quick Configurations

MAC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout {min}
System Time
Firmware Type

00-01-02-03-04-00

10.90.90.90 (Static)

255.0.0.0

0.0.0.0

default

Mever

02/01/2014 11:22:52 (System Clock)
RI

SNTP Disabled Settings Jumbo Frame Disabled Settings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings
SHNMP Enabled Settings IGMP Snooping Disabled Settings
Safeguard Engine Disabled Settings MAC Maotification Disabled Settings
System Log Disabled Settings 802.1X Disabled Settings
S8L Disabled Settings S8H Disabled Settings
GVRP Disabled Settings Part Mirror Disabled Settings
Password Encryption Enabled Settings Single IP Management Disabled Settings
Telnet Enabled (TCP 23) Settings CLI Paging Enabled Settings
Web Enabled (TCP 80) Settings HOL Blocking Prevention Enabled Settings
WLAN Trunk Disabled Settings DHCP Relay Disabled Settings
DMS Resolver Disabled Settings DVMRP Disabled Settings
RIP Disabled Settings RIPng Disabled Settings
OSPF Disabled Settings 0SPFv3 Disabled Seftings
VRRP Disabled Settings Flm Disabled Settings
PIM for IPvG Disabled Settings
Figure 2-1 Device Information window (Rl Mode Only)

Lavice orma

Device Information
Device Type
System Mame
System Location
System Contact
Boot PROM Version
Firmware Version
Hardware Version
Serial Number

DGS-3120-24TC Gigabit Ethernet Switch

Build 3.00.501
Build 4.00.013
B1

PVT93CBO00...

Device Status and Quick Configurations

SNTP

Spanning Tree
SNMP

Safeguard Engine
System Log

S50

GVRP

Password Encryption
Telnet

Web

WLAN Trunk

DNS Resolver

Disabled Settings
Disabled Settings
Enabled Settings
Disabled Settings
Disabled Settings
Disabled Settings
Disabled Settings
Enabled Settings
Enabled (TCP 23)Settings
Enabled (TCP 80) Settings
Disabled Settings
Disabled Settings

MAC Address

IP Address

Mask

Gateway
Management VLAN
Login Timeout {min)
System Time
Firmware Type

Jumbo Frame

MLD Snooping

IGMP Snooping

MAC Motification
802.1X

SSH

Part Mirror

Single IP Management
CLI Paging

HOL Blocking Prevention
DHCP Relay

10-BF-48-DO-E0-E0

10.90.90.90 (Static)

255.0.0.0

0.0.0.0

default

10

14/01/2014 09:44:22 (System Clock)
El

Disabled Settings
Disabled Seftings
Disabled Seftings
Disabled Settings
Disabled Settings
Disabled Settings
Disabled Seftings
Disabled Seftings
Enabled Seftings
Enabled Seftings
Disabled Settings

Figure 2-2 Device Information window (El Mode Only)
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LaviCce @ =

Device Information

Device Type DGES-3120-24TC Gigabit Ethernet Switch MAC Address 00-01-02-03-04-00

System Mame IP Address 10.890.90.90 (Static)

System Location Mask 255.00.0

System Contact Gateway 0.0.0.0

Boot PROM Version Build 3.00.501 Management VLAN default

Firmware Version Build 4.00.013 Login Timeout {min) 10

Hardware Version B1 System Time 02/01/2014 11:31:15 (System Clock)
Serial Number PVT83CB000... Firmware Type Sl

Device Status and Quick Configurations

SNTP Disabled Settings Jumbo Frame Disabled Settings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings
SHNMP Disabled Settings IGMP Snooping Disabled Settings
Safeguard Engine Disabled Settings MAC Maotification Disabled Settings
System Log Disabled Settings 802.1X Disabled Settings
55L Disabled Settings 55H Disabled Settings
GVRP Disabled Settings Part Mirror Disabled Seftings
Password Encryption Enabled Settings Single IP Management Disabled Settings
Telnet Enabled (TCP 23)Settings CLI Paging Enabled Settings
Web Enabled (TCP 80) Settings HOL Blocking Prevention Enabled Settings
WLAN Trunk Disabled Settings DHCP Relay Disabled Settings
DNS Resolver Disabled Settings

Figure 2-3 Device Information window (S| Mode Only)

Click the Settings link to navigate to the appropriate feature page for configuration.

System Information Settings

The user can enter a System Name, System Location, and System Contact to aid in defining the Switch.

To view the following window, click System Configuration > System Information Settings, as shown below:

\f = - = = .
MAC Address 00-01-02-03-04-00
Firmware Version Build 4.00.013
Hardware Version B1

System Mame
System Location

System Contact

Apply

Figure 2-4 System Information Settings window

The fields that can be configured are described below:
Parameter

Description

System Name Enter a system name for the Switch, if so desired. This name will identify it in the

Switch network.

System Location Enter the location of the Switch, if so desired.

System Contact Enter a contact name for the Switch, if so desired.

Click the Apply button to implement changes made.

Port Configuration
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DDM (RI and EI Mode Only)

This folder contains windows that perform Digital Diagnostic Monitoring (DDM) functions on the Switch. There are
windows that allow the user to view the digital diagnostic monitoring status of SFP modules inserting to the Switch
and to configure alarm settings, warning settings, temperature threshold settings, voltage threshold settings, bias

current threshold settings, TX power threshold settings, and Rx power threshold settings.

DDM Settings

The window is used to configure the action that will occur for specific ports when an exceeding alarm threshold or
warning threshold event is encountered.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Settings, as
shown below:

DDN £ .
Trap State Enabled 9@ Disabled

Log State @ Enabled Disabled

Power Unit @ mw dBm Apply

Unit 1 - From Port 21 - To Port 21 - Reload Threshold
Unit 1 - From Port 21 - To Port 21 - State Enabled = Shutdown Mone - Apply

Part DDM State Shutdown
1:21 Enabled Mone
1:22 Enabled MNone
1:23 Enabled MNone
1:24 Enabled MNone

Note: The Pori(s) 1:1-1:20 is(are) not SFP/SFP+ Port(s).

Figure 2-5 DDM Settings window

The fields that can be configured are described below:
Parameter Description

Trap State Specify whether to send the trap, when the operating parameter exceeds the alarm or
warning threshold.

Log State Specify whether to send the log, when the operating parameter exceeds the alarm or
warning threshold.

Unit Select the unit to be configured. (ElI Mode Only)

From Port / To Port | Select a range of ports to be configured.

State Use the drop-down menu to enable or disable the DDM state
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Shutdown

Specifies whether to shutdown the port, when the operating parameter exceeds the
Alarm or Warning threshold.

Click the Apply button to accept the changes made for each individual section.
Click the Reload Threshold button to reset the threshold configuration to default.

DDM Temperature Threshold Settings

This window is used to configure the DDM Temperature Threshold Settings for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Temperature
Threshold Settings, as shown below:

. High Alarm Low Alarm High Warning Low Warning
L FromPort ToPort 155 157 gog) (-128-127.996) (-128-127.996) (-128-127.995)
1T - 21 - 21 - |:|Celsius |:|Celsius |:|Celsius |:|Celsius Apply
FPort High Alarm (Celsius) Low Alarm (Celsius) High Warning (Celsius) Low Warning (Celsius)

121

1.22

1.23

1.24

MNote: The Port{s) 1:1-1:20 is{are) not SFR/SFP+ Port{s). (4) means that the threshold is administratively configured.

Figure 2-6 DDM Temperature Threshold Settings window

The fields that can be configured are described below:

Parameter

Unit

Description

Select the unit to be configured. (El Mode Only)

From Port / To Port

Select a range of ports to be configured.

High Alarm (-128-
127.996)

This is the highest threshold for the alarm. When the operating parameter rises above
this value, action associated with the alarm will be taken.

Low Alarm (-128-
127.996)

This is the lowest threshold for the alarm. When the operating parameter falls below this
value, action associated with the alarm will be taken.

High Warning (-
128-127.996)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (-

This is the lowest threshold for the warning. When the operating parameter falls below

10
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| 128-127.996)

‘ this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM Voltage Threshold Settings

This window is used to configure the DDM Voltage Threshold Settings for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Voltage
Threshold Settings, as shown below:

LU VOoltaqge = 0 - .
. High Alarm Low Alarm High Warning Low Warning
i FRRER CelEe (0-5.5535) (0-5.5535) (0-5.5535) (0-6.5535)
1 - 21~ 21~ [ ven | |vort | | vort | |vort Apply
Port High Warning (Wolt) Low Warning (Volt)

High Alarm (Volt)

Low Alarm (Volt)

1.21

1.22

1.23

1.24

MNote: The Port{s) 1:1-1:20 is(are) not SFP/SFP+ Port(s). (A) means that the threshold is administratively configured.

Figure 2-7 DDM Voltage Threshold Settings window

The fields that can be configured are described below:
Parameter Description

Unit Select the unit to be configured. (ElI Mode Only)

From Port / To Port | Select a range of ports to be configured.

High Alarm (O- This is the highest threshold for the alarm. When the operating parameter rises above
6.5535) this value, action associated with the alarm will be taken.

Low Alarm (O- This is the lowest threshold for the alarm. When the operating parameter falls below this
6.5535) value, action associated with the alarm will be taken.

High Warning (O-
6.5535)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (0-
6.5535)

This is the lowest threshold for the warning. When the operating parameter falls below
this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

11
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DDM Bias Current Threshold Settings

This window is used to configure the threshold of the bias current for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Bias Current
Threshold Settings, as shown below:

Unit From Port To Port

1 - 21 21

Port High Alarm (ma4) Low Alarm {m#A) High Warning {mA) Low Warning (mA)

High Alarm Low Alarm High Warning Low Warning
(0-131) (0-131) (0-131) (0-131)

- L dm jma | lma | | ma Apply

121

1:22

1:23

1:24

MNote: The Port{s) 1:1-1:20 is(are) not SFP/SFP+ Port(s). (A) means that the threshold is administratively configured.

Figure 2-8 DDM Bias Current Threshold Settings window

The fields that can be configured are described below:
Parameter Description

Unit

Select the unit to be configured. (ElI Mode Only)

From Port / To Port

Select a range of ports to be configured.

High Alarm (0-131)

This is the highest threshold for the alarm. When the operating parameter rises above
this value, action associated with the alarm will be taken.

Low Alarm (0-131)

This is the lowest threshold for the alarm. When the operating parameter falls below
this value, action associated with the alarm will be taken.

High Warning (0-131)

This is the highest threshold for the warning. When the operating parameter rises
above this value, action associated with the warning will be taken.

Low Warning (0-131)

This is the lowest threshold for the warning. When the operating parameter falls below
this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

12
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DDM TX Power Threshold Settings

This window is used to configure the threshold of TX power for specific ports on the Switch.

To view the following window, click System Configuration > Port Configuration > DDM > DDM TX Power
Threshold Settings, as shown below:

Unit From Port

1 - 21 -

To Port

21 -

Port High Alarm (mW)

Low Warning
(0-6.5535)

|mW | |mW |

High Alarm Low Alarm
(0-6.5535) (0-5.5535)

L Jow

High Warning
(0-5.5535)

| mWw | Apply |

Low Alarm (mW) High Warning (mW) Low Warning (mw)

1.21

1.22

1:23

1:24

Note: The Port{s) 1:1-1:20 is(are) not SFPISFP+ Port(s). (A) means that the threshold is administratively configured.

Figure 2-9 DDM TX Power Threshold Settings window

The fields that can be configured are described below:
Parameter Description

Unit Select the unit to be configured. (RI Mode Only)

From Port / To Port | Select a range of ports to be configured.

High Alarm (O- This is the highest threshold for the alarm. When the operating parameter rises above
6.5535) this value, action associated with the alarm will be taken.

Low Alarm (O-
6.5535)

This is the lowest threshold for the alarm. When the operating parameter falls below this
value, action associated with the alarm will be taken.

High Warning (O-
6.5535)

This is the highest threshold for the warning. When the operating parameter rises above
this value, action associated with the warning will be taken.

Low Warning (0-
6.5535)

This is the lowest threshold for the warning. When the operating parameter falls below
this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM RX Power Threshold Settings

This window is used to configure the threshold of RX power for specific ports on the Switch.

13
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To view the following window, click System Configuration > Port Configuration > DDM > DDM RX Power
Threshold Settings, as shown below:

. High Alarm Low Alarm High Warning Low Warning
dim FFes ROk (0-6.5535) (0-6.5535) (0-6.5535) (0-6.5535)
L 21~ 2t v [ Jew Jmw | Jmw | jmw [ Ay ]
Port High Alarm (mW) Low Alarm (mW) High Warning (mW) Low Warning (mw)

1:21
122 - -
123 - - - -
124 - -

MNote: The Port{s) 1:1-1:20 is{are) not SFR/SFP+ Port{s). (4) means that the threshold is administratively configured.

Figure 2-10 DDM RX Power Threshold Settings window

The fields that can be configured are described below:
Parameter Description

Unit Select the unit to be configured. (El Mode Only)

From Port / To Port | Select a range of ports to be configured.

High Alarm (O- This is the highest threshold for the alarm. When the operating parameter rises above
6.5535) this value, action associated with the alarm will be taken.

Low Alarm (O- This is the lowest threshold for the alarm. When the operating parameter falls below this
6.5535) value, action associated with the alarm will be taken.

High Warning (O- This is the highest threshold for the warning. When the operating parameter rises above
6.5535) this value, action associated with the warning will be taken.

Low Warning (O- This is the lowest threshold for the warning. When the operating parameter falls below
6.5535) this value, action associated with the warning will be taken.

Click the Apply button to accept the changes made.

DDM Status Table
This window is used to display the current operating digital diagnostic monitoring parameters and their values on
the SFP module for specified ports.

To view the following window, click System Configuration > Port Configuration > DDM > DDM Status Table, as
shown below:

14
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DDN ¥ aple
| Port Temperature (Celsius) Voltage (V) Bias Current (mA) TX Power (mW) RX Power (mW)
1:21 - - - - -

1:22 - - - -

1:23 - - - - -

1:24 - - - - -

MNote: The Port{s) 1:1-1:20 is(are) not SFP/SFP+ Port(s). (A) means that the threshold is administratively configured.

Port Settings

This window is used to configure the details of the switch ports.

To view the following window, click System Configuration > Port Configuration > Port Settings, as shown

below:

Figure 2-11 DDM Status Table window

15
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=0 = .
Unit From Port To Port State Flow Control Address Learning MDIX Medium Type AutoSpeed Downgrade
1 - 01 - 01 - Enabled = Disabled = Enabled = Auto - Copper = Disabled =
SpeedDuplex Capability Advertised Auto Megotiation
Auto - 10 Half 110 Full [Z1100 Half [Z] 100 Full [£] 1000 Funl [] Restart An -
Unit 1 Settings
Port State Speed/Duplex Flow Control Connection MDIX Address Learning AutoSpeed Downgrade -
01 Enabled Auto Disabled Link Down Auto Enabled Disabled
02 Enabled Auto Disabled Link Down Auto Enabled Disabled
03 Enabled Auto Disabled 1000M/FulliMone Auto Enabled Disabled
04 Enabled Auto Disabled Link Down Auto Enabled Disabled
05 Enabled Auto Disabled Link Down Auto Enabled Disabled
06 Enabled Auto Disabled Link Down Auto Enabled Disabled
07 Enabled Auto Disabled Link Down Auto Enabled Disabled
08 Enabled Auto Disabled Link Down Auto Enabled Disabled
09 Enabled Auto Disabled Link Down Auto Enabled Disabled
10 Enabled Auto Disabled Link Down Auto Enabled Disabled
11 Enabled Auto Dizabled Link Down Auto Enabled Di=abled .
12 Enabled Auto Disabled Link Down Auto Enabled Disabled r
13 Enabled Auto Disabled Link Down Auto Enabled Disabled
14 Enabled Auto Disabled Link Down Auto Enabled Disabled
15 Enabled Auto Disabled Link Down Auto Enabled Disabled
16 Enabled Auto Disabled Link Down Auto Enabled Disabled
17 Enabled Auto Disabled Link Down Auto Enabled Disabled
18 Enabled Auto Disabled Link Down Auto Enabled Disabled
19 Enabled Auto Disabled Link Down Auto Enabled Disabled
20 Enabled Auto Disabled Link Down Auto Enabled Disabled
29 (C) Enabled Auto Disabled Link Down Auto Enabled Disabled
21 (F) Enabled Auto Disabled Link Down - Enabled -
22 (C) Enabled Auto Disabled Link Down Auto Enabled Disabled
22 (F) Enabled Auto Disabled Link Down - Enabled -
23 (C) Enabled Auto Dizabled Link Down Auto Enabled Di=abled il
Note: ANE means Auto Negotiation Error, T LTrnT T

Figure 2-12 Port Settings window
To configure switch ports:
1. Choose the port or sequential range of ports using the From Port and To Port drop-down menus.

2. Use the remaining drop-down menus to configure the parameters described below:

The fields that can be configured or displayed are described below:

Parameter Description

Unit Select the unit you wish to configure. (El and SI Mode Only)

From Port / To Port | Select the appropriate port range used for the configuration here.

State Toggle the State field to either enable or disable a given port or group of ports.

Speed/Duplex Use the drop-down menu to select the speed and full-duplex/half-duplex state of the port.
Auto denotes auto-negotiation among 10, 100 and 1000 Mbps devices, in full- or half-
duplex (except 1000 Mbps which is always full duplex). The Auto setting allows the port
to automatically determine the fastest settings the device the port is connected to can
handle, and then to use those settings. The other options are 10M Half, 10M Full, 200M
Half, 200M Full, 1000M Full_Master, and 1000M Full_Slave. There is no automatic
adjustment of port settings with any option other than Auto.

The Switch allows the user to configure two types of gigabit connections; 1000M
Full_Master, and 1000M Full_Slave. Gigabit connections only support full duplex
connections and take on certain characteristics that are different from the other choices
listed.

The 1000M Full_Master and 1000M Full_Slave parameters refer to connections running
a 1000BASE-T cable for connection between the Switch port and other device capable
of a gigabit connection. The master setting (1000M Full_Master) will allow the port to
advertise capabilities related to duplex, speed and physical layer type. The master
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setting will also determine the master and slave relationship between the two connected
physical layers. This relationship is necessary for establishing the timing control between
the two physical layers. The timing control is set on a master physical layer by a local
source. The slave setting (1000M Full_Slave) uses loop timing, where the timing comes
from a data stream received from the master. If one connection is set for 1000M
Full_Master, the other side of the connection must be set for 1000M Full_Slave. Any
other configuration will result in a link down status for both ports.

Flow Control

Displays the flow control scheme used for the various port configurations. Ports
configured for full-duplex use 802.3x flow control, half-duplex ports use backpressure
flow control, and Auto ports use an automatic selection of the two. The default is
Disabled.

Connection

Here the current connection speed will be displayed.

MDIX

Auto - Select auto for auto sensing of the optimal type of cabling.

Normal - Select normal for normal cabling. If set to normal state, the port is in MDIX
mode and can be connected to a PC’s NIC using a straight-through cable or a port (in
the MDIX mode) on another switch through a cross-over cable.

Cross - Select cross for cross cabling. If set to cross state, the port is in MDI mode, and
can be connected to a port (in the MDIX mode) on another switch through a straight
cable.

Address Learning

Enable or disable MAC address learning for the selected ports. When Enabled,
destination and source MAC addresses are automatically listed in the forwarding table.
When address learning is Disabled, MAC addresses must be manually entered into the
forwarding table. This is sometimes done for reasons of security or efficiency. See the
section on Forwarding/Filtering for information on entering MAC addresses into the
forwarding table. The default setting is Enabled.

Medium Type If configuring the Combo ports, this defines the type of transport medium to be used.
AutoSpeed Enable or disable automatically downgrading advertised speed. This function only takes
Downgrade effect, when Speed/Duplex is configured as Auto.

Auto Negotiation

Select the auto-negotiation method.
Restart An - Select to restart auto-negotiation process.

Remote Fault Advertised - When this option is selected, fault conditions will be remotely
advertised when the next auto-negotiation process takes place. When selecting
Disabled, remote fault advertisement is disabled. When selecting Offline, local devices
that were powered off or removed from the active configuration will be advertised at the
next auto-negotiation. When selecting Link Fault, local devices that disconnected due to
link failure will be advertised at the next auto-negotiation. When selecting ANE, the
resolution that precludes operation between local devices and link partners will be
advertised at the next auto-negotiation.

Click the Apply button to implement changes made.
Click the Refresh button to refresh the display section of this window.

Port Description Settings

The Switch supports a port description feature where the user may name various ports.
To view the following window, click System Configuration > Port Configuration > Port Description Settings, as

shown below:
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Unit From Port To Port Medium Type Description

tv o - o1 - comer < | |

Unit 1 Description
Port Description
01
02
03
04
05
06
o7
03
09
10
11
12
13
14
15
16
7
18
19
20

21(C)
21(F)
22(C)
22 (F)
23(C)
23(F)
24 (C)
24 (F)

Figure 2-13 Port Description Settings window

The fields that can be configured are described below:

Parameter Description

Unit Select the unit you wish to configure. (El and SI Mode Only)

From Port / To Port | Select the appropriate port range used for the configuration here.

Medium Type Specify the medium type for the selected ports. If configuring the Combo ports, the
Medium Type defines the type of transport medium to be used, whether Copper or Fiber.

Description Users may then enter a description for the chosen port(s).

Click the Apply button to implement changes made.

Port Error Disabled

The following window displays the information about ports that have been disconnected by the Switch when a
packet storm occurs or a loop was detected.

To view the following window, click System Configuration > Port Configuration > Port Error Disabled, as
shown below:

Port Port State | Connection Status | Reason

Figure 2-14 Port Error Disabled window

The fields that can be displayed are described below:

Parameter Description

Port Display the port that has been error disabled.

18
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Port State Describe the current running state of the port, whether enabled or disabled.

Connection Status | Display the uplink status of the individual ports, whether enabled or disabled.

Reason Describe the reason why the port has been error-disabled, such as it has become a
shutdown port for storm control.

Port Media Type

The following window displays the information about the port media type.

To view the following window, click System Configuration > Port Configuration > Port Media Type, as shown
below:

i vied e
Unit 1 -
Unit 1 Information
Port Type Vendor Name [/ OUI PM i/ Rev SN/ Date Code Compatibility
1 1000Base-T
2 1000Base-T
3 1000Base-T
4 1000Base-T
5 1000Base-T
G 1000Base-T
7 1000Base-T
8 1000Base-T
9 1000Base-T
10 1000Base-T
11 1000Base-T
12 1000Base-T
13 1000Base-T
14 1000Base-T
15 1000Base-T
16 1000Base-T
17 1000Base-T
18 1000Base-T
19 1000Base-T
20 1000Base-T
21{C) 1000Base-T
21(F) 1000Base-X
22(C) 1000Base-T
22(F) 1000Base-X
23(C) 1000Base-T
23(F) 1000Base-X
24(C) 1000Base-T
24(F) 1000Base-X

Figure 2-15 Port Media Type window

The fields that can be configured or displayed are described below:

Parameter Description

Unit Select the unit you wish to configure. (El and SI Mode Only)

Port Display the port number.

Type Displays the port media type.

Vendor Name / OUI | Displays the name of the SFP vendor and its IEEE company ID.

PN/ Rev Displays the part number and revision level of the part number provided by the SFP
vendor.

SN/Date Code Displays the serial number provided by the SFP vendor and the manufacturing date
code.

Compatibility Displays the fiber type, baud rate and wavelength of the SFP.
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Port Auto Negotiation Information

The following window displays the information about port Auto-negotiation.

To view the following window, click System Configuration > Port Configuration > Port Auto Negotiation
Information, as shown below:

Unit 1 -
Unit 1 Information
Port AN RS (o] CB CAB CRB RFA RFR
01 Enabled Configurin... 10M_Half 1. 10M_Half 1...
02 Enabled Configurin... 10M_Half 1. 10M_Half 1...
03 Enabled Complete 10M_Half1... 10M_Half,1... 10M_Half1...
04 Enabled Configurin... 10M_Half 1. 10M_Half 1...
05 Enabled Configurin... 10M_Half1.. A0M_Half1...
06 Enabled Configurin... 10M_Half 1. A0M_Half 1.
07 Enabled Configurin... 10M_Half 1. A0M_Half 1.
08 Enabled Configurin... 10M_Half1... 0M_Half 1...
09 Enabled Configurin... 10M_Half1... 0M_Half 1...
10 Enabled Configurin... 10M_Half1... 0M_Half 1...
11 Enabled Configurin... 10M_Half1... 0M_Half 1...
12 Enabled Configurin... 10M_Half 1. A0M_Half 1...
13 Enabled Configurin... 10M_Half1... 10M_Half 1.
14 Enabled Configurin... 10M_Half1... 10M_Half 1.
15 Enabled Configurin... 10M_Half 1. 10M_Half1...
16 Enabled Configurin... 10M_Half,1... 10M_Half 1...
17 Enabled Configurin... 10M_Half1... 10M_Half 1...
18 Enabled Configurin... 10M_Half 1. 10M_Half 1...
19 Enabled Configurin... 10M_Half 1. 10M_Half 1...
20 Enabled Configurin... 10M_Half 1. 10M_Half 1...
21(C) Enabled Configurin... 10M_Half1... 10M_Half1...
21 (F) Enabled Configurin... A000M_Full 1000M_Full MaoError MoError
22(C) Enabled Configurin... 10M_Half1... 10M_Half ...
22 (F)y Enabled Configurin... A000M_Full A000M_Full MoError MoError
23(C) Enabled Configurin... 10M_Half,1.. 10M_Half1...
23 (F) Enabled Configurin... 1000M_Full 1000M_Full MoError MoError
24 (C) Enabled Configurin... 10M_Half,1.. 10M_Half1...
24 (F) Enabled Configurin... 1000M_Full 1000M_Full MoError MoError
MNote: AN means Auto Negotiation; RS means Remuote Signaling; CS means Config Status; CB means Capability Bits;
CAB means Capbility Advertised Bits; CRB means Capbility Received Bits; RFA means Remote Fault Advertised;
RFR means Remote Fault Received

Figure 2-16 Port Auto Negotiation Information window

The fields that can be configured are described below:

Parameter Description

Unit Select the unit you wish to configure. (El and SI Mode Only)

Jumbo Frame Settings
The Switch supports jumbo frames. Jumbo frames are Ethernet frames with more than 1,518 bytes of payload. The
Switch supports jumbo frames with a maximum frame size of up to 13312 bytes.

To view the following window, click System Configuration > Port Configuration > Jumbo Frame Settings, as
shown below:

Jumbo Frame () Enabled @ Disabled

Current Status: The maximum size of frame is 1536 bytes. Apply

Figure 2-17 Jumbo Frame Settings window

The fields that can be configured are described below:
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Parameter Description

Jumbo Frame Use the radio buttons to enable or disable the Jumbo Frame function on the Switch. The
default is Disabled. When disabled, the maximum frame size is 1536 bytes. When
enabled, the maximum frame size is 13312 bytes.

Click the Apply button to implement changes made.

EEE Settings

Energy Efficient Ethernet (EEE) is defined in IEEE 802.3az. It is designed to reduce the energy consumption of a
link when no packets are being sent. EEE and ERPS are mutually exclusive functions.

To view the following window, click System Configuration > Port Configuration > EEE Settings, as shown
below:

Lo —— s

Unit From Port To Port State
1 - 01 - 01 - Disabled ~
Unit 1 Settings
Part State
1 Disabled
2 Disabled
3 Disabled
4 Disabled
5 Disabled
G Disabled
7 Disabled
8 Disabled
9 Disabled
10 Disabled
1 Disabled
12 Disabled
13 Disabled
14 Disabled
15 Disabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
21 Disabled
22 Disabled
23 Disabled
24 Disabled

Figure 2-18 EEE Settings window

The fields that can be configured are described below:
Parameter Description

Unit Select the unit you wish to configure. (El and SI Mode Only)

From Port / To Port | Select the appropriate port range used for the configuration here.

State Select to enable or disable the state of this feature here.

Click the Apply button to implement changes made.

POE (DGS-3120-24PC and DGS-3120-48PC Only)

The DGS-3120-24PC and DGS-3120-48PC switches support Power over Ethernet (PoE) as defined by the IEEE
802.3af and 802.3at. All ports can support PoE up to 30W. All ports can supply about 48 VDC power to Powered

Devices (PDs) over Category 5 or Category 3 UTP Ethernet cables. The Switch follows the standard PSE (Power
Sourcing Equipment) pinout Alternative A, whereby power is sent out over pins 1, 2, 3 and 6. The Switches work

with all D-Link 802.3af capable devices.
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The Switch includes the following PoE features:
1. Auto-discovery recognizes the connection of a PD (Powered Device) and automatically sends power to
it.
2. The Auto-disable feature occur under two conditions: firstly, if the total power consumption exceeds the
system power limit; and secondly, if the per port power consumption exceeds the per port power limit.

3. Active circuit protection automatically disables the port if there is a short. Other ports will remain active.

Based on 802.3af/at PDs receive power according to the following classification: =~ PSE provides power according to the following classification:

Class Maximum power available to PD Class Max power used by PSE
0 12.95W 0 15.4W

1 3.84W 1 4w

2 6.49W 2 W

3 12.95W 3 15.4W

4 29.5W User define 35W

To configure the PoE features on the Switch, click System Configuration > PoE. The PoE System Settings
window is used to assign a power limit and power disconnect method for the whole PoE system. To configure the
Power Limit for the PoE system, enter a value between 37 and 760 Watts for the Switch in the Power Limit field.
When the total consumed power exceeds the power limit, the PoE controller (located in the PSE) disconnects the
power to prevent overloading the power supply.

‘:\\ NOTE: When the stacking function is enabled, non-PoE switches in the DGS-3120 series will have

PoE commands available.

PoE System Settings

To view the following window, click System Configuration > PoE > POE System Settings, as shown below:
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=re \/ = = ]

Units (1, 3-5) Power Limit (37-760) Power Disconnect Method Legacy PD

I I YT [ watts Deny Next Part - Disabled [ Apply  |[ Refresh |

PoE System Information

Linit Power Limit (Watts) Power Consumption (VWatts) Power Remained (Watts) Power Disconnection Method Legacy PD
1 760 0 371 Deny Next Port Disabled

Note: If Power Disconnection Method is setto deny next port, then the system can not utilize out of its maximum power capacity. The maximum unused watt is 19W.

Figure 2-19 PoE System Settings window

The following parameters can be configured:
Parameter Description

Unit Select the unit you wish to configure. Tick the All check box to select all units. (El and
S| Mode Only)

Power Limit (37- Sets the limit of power to be used from the Switch’s power source to PoE ports. The user

760) may configure a Power Limit between 37W and 760W for the DGS-3120-24PC and

DGS-3120-48PC. The default setting is 760W.

Power Disconnect | The PoE controller uses either Deny Next Port or Deny Low Priority Port to offset the
Method power limit being exceeded and keeps the Switch’s power at a usable level. Use the drop
down menu to select a Power Disconnect Method. The default Power Disconnect
Method is Deny Next Port. Both Power Disconnection Methods are described below:
Deny Next Port — After the power limit has been exceeded, the powered port with the
highest port number will be denied, regardless of its priority. If Power Disconnection
Method is set to Deny Next Port, the system cannot utilize out of its maximum power
capacity. The maximum unused watt is 19W.

Deny Low Priority Port — After the power limit has been exceeded, the next port
attempting to power up causes the port with the lowest priority to shut down so as to
allow the high-priority and critical priority ports to power up.

Legacy PD Use the drop-down menu to enable or disable detecting legacy PDs signal.
Click Apply to implement changes made.

PoE Port Settings

To view the following window, click System Configuration > PoE > PoE Port Settings, as shown below:
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=0 i = 4
Unit From Port To Port State Time Range Priarity Power Limit
1 - 01 - 01 - Enabled A Low A Class 2 -
[ Apply ][ Refresh

Unit 1 PoE Port Information
Port State Time Range Priority Power Limit (mW) Class Power (mW) | Voltage (Decivolt) | Current (maA) Status
1 Enabled Low 15400(Class 0) 0 0 0 0 OFF - Int...
2 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
3 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
4 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
5 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
3] Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
T Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
] Enabled Low 15400(Class 0} 0 0 0 0 OFF :Int...
9 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
10 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
11 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
12 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
13 Enabled Low 15400(Class 0) 0 0 0 0 OFF :Int...
14 Enabled 