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OCHOBHbIE XapaKTepUCTUKKN

Bbicokas npousBoguTenbHOCTb

[vrabutHele moptel SFP n 10-rurabutHelie uplink-nopThl
SFP+ obecneunBaloT coeavHEHNE C BbICOKOM MPOMYCKHOM
CMOCOOHOCTbIO ANsi KNMMEHTOB, CEPBEPOB U HAKONMUTENEN.

KomnnekcHas 3awmta

COBOKYMHOCTb  annapaTtHbiX W MpOrpamMMHbIX CPeACTB
06ecneymBaeT KOMMIEKCHYIO 3aLUUTY CETU OT (hM3NYECKOrO
BO3LENCTBUA U CKPbITLIX aTak.

OTKa30yCcTOM4YUBOCTb

B crek MoxHO 06beguHUTb OO0 9 YCTpOWCTB, co3daB
eOVHbI  BUPTyamnbHbI  KOMMyTatop, 4To obecneuut
BbICOKYHO 0TKa30yCTONYMBOCTb " HaOEXHOCTb
NMOAKIOYEHUS.

DGS-3630-28SC

YnpaBnsiembln cTeKMpyemblin KommyTtaTtop 3 ypoBHA ¢ 20 noptamu 1000Base-X SFP, 4
komb6o-noptamu 100/1000Base-T/SFP u 4 nopramu 10GBase-X SFP+

XapakTepucTuku

UHTepdpelichl

¢ 20 nopTtoB 1000Base-X SFP

e 4 kombo-nopta 10/100/1000Base-T/SFP
¢ 4 noprta 10GBase-X SFP+

HapgexHocTb

e BoamoxHocTb nutaHust ot RPS

802.1D STP, 802.1w RSTP n 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Moppoepxka 3almMThl OT CTAaTUYECKOrO
anekTpuyecTsa Ao 6 kB Ha MmedHbIX nopTax

CTekmpoBaHMe ¢ BbICOKOW NPONYCKHOW

CNocoGHOCTbLIO

¢ B03MOXHOCTb 06beaVHeHUst B CTek A0 9 yCTPONCTB
(432 rnrabutHbix nopTa)

* YpaneHHoe CTeKMpoBaHWE C UCMONb30BaHUEM
OMNTOBOMOKOHHOIO kabens

¢ [Monoca nponyckaHus Npu pusan4eckom
cTeknpoBaHum o 80 '6ut/c Ha cTek

OAM
¢ |EEE 802.3ah Ethernet Link OAM
e |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

¢ KoHcornbHble nopTbl ¢ pasbeMamun RJ-45 n Mini-USB
MopT ynpaBneHus n curHanbHbIvi NOpT
Web-nHTepdeiic ynpasneHus

WHTepdeinc komaHaHom ctpoku (CLI)

®yHkumsa Switch Resource Management (SRM) ans
rMbKoro ynpaBneHusi pecypcamm CUCTeMbI

YnpaBnsembii  CTEKMpyeMblii  KOMMyTatop  TpeTbero ypoBHs DGS-3630-28SC
npefHasHaveH anst ceTen KpynHbIX NPeanpusiTuiA, Manoro U cpefHero 6usHeca, a Takke
AN MHTepHeT-npoBavigepoB. OH obecneuMBaeT BbICOKYD MPOU3BOAUTENBHOCTb,
rMBKOCTb ynpaBreHusi, 0TKa30yCTONYMBOCTb U paclunpeHHble dyHkuum MO. KommyTartop
ocHauweH 20 noptamu 1000Base-X SFP, 4 kombo-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+, nopaepxuBaeT (yHKUMM 6e30MacHOCTU W pacLUMpeHHble
HacTpoikn Quality of Service (QoS) ana onTumanbHoW paboTbl Ha ypoBHe sApa,
pacnpefeneHns unu goctyna. Beicokasi NNOTHOCTb NOPTOB, BO3MOXHOCTb CTEKMPOBAHUSI
M MpocToe ynpaBneHwe no3BomnsalT ucnonb3oBaTe DGS-3630-28SC ans pelueHus
pa3nuyHblX 3afjady. 3awmuta OT cTaTuyeckoro anekTpudectBa 6 kB obGecneunBaet
YCTOMYMBOCTb MeEOHbIX MOPTOB K HaBEAEHHOMY HanpsbkeHuio W npegoTsBpallaeT
NoBPEeXAEeHVE KOMMYTaTopa W NOAKIOYEHHbIX K HEMY YCTPOWCTB.

MporpammHoe o6ecneyeHue Standard Image (Sl)

KommyTaTtopbl cepum DGS-3630 ¢ nporpammHbiM obecnevenvem S| nopgepxvBatoT
OCHOBHble (DYHKLMW AN NOCTPOEHUsi ceTel NpeanpusiTUii Manoro u cpepgHero 6usHeca
(SME/SMB), Bkrtoyasi KOMMYTaLMIO 2 YPOBHS, CTaTMYECKYIO MapLUPyTU3aLMIo U NMPOTOKOM
RIP, mMHoroagpecHyto pacchbinky 2 ypoBHSl, paclumMpeHHble HacTponku Quality of Service
(QoS), OAM n pasnuyHble dyHKUMU Be30nacHOCTK.

MporpammHoe o6ecneyeHne Enhanced Image (EI)’

KommyTatopbl cepun DGS-3630 ¢ nporpammHbiM  obecneveHuem El,  nomumo
dyHkumoHana Sl, nogaepxwuBatoT npotokonel OSPF, BGP, dyHkumio VRF-Lite u
MapLUpyTU3aLmio MHOTOaAPECHbIX NakeToB.

MporpammHoe o6ecneyeHne MPLS Image (MI)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM  obecnieyeHnem MI, nomumo
dyHkumoHana Sl un El, noggepxuBaioT ocHoBHble VPN-cepBuchl, Heobxoaumble Ans
adhheKkTMBHON paboTbl MHTEpHET-npoBangepos, Bktoyas IS-IS n MPLS L2/L3 VPN.
Bnarogapsi mMexaHusamy MPLS nepepava notoka Tpadwuka Mo cCeTU HesaBucuma oT
NPOTOKOMOB YNPAaBEHUs, UCMONb3yeMbIX ANs npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE un 1. A.). Wcnonb3oBaHne MPLS pgaeT BO3MOXHOCTb OMNTUMM3NPOBATH MOTOKM
Tpaduka 1 MaHUnynupoBaTh Tpadukom.
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DGS-3630-28SC

YnpaBnsieMbl CTeKUpyeMbin KommyTaTop 3 YpoBHSA ¢ 20 noptamu

1000Base-X SFP, 4 komb6o0-noptamu 100/1000Base-T/SFP u 4 noptamu

,U,OCTyrIHOCTb M rMOGKOCTb noagknr4vyeHusA

KommyTatop DGS-3630-28SC nogaepxveaet TEXHONOrno
CTEKMPOBaHMA®, MO3BONAIOLLYI0 CO34aBaTb E€AWHBLIA OUIUYECKUI Unu
BMPTYyanbHbIA CTEK NpU OObEAMHEHWN HECKONbKUX YCTPOWCTB, YTO
obecneumBaeT MacwTabupyemoctb cetu. [pu 3ToM ynpoliaeTcs
ynpaBneHne, Tak Kak BCe KOMMYTatopbl B CTeKe FlOrMyecku
npeacTaBnsAlT cobovi eAMHoe YCTPOWCTBO M yMpaBnsloTCa vyepe3 OfuH
IP-agpec. MoxHO 06beAMHUTE A0 9 KOMMYTaTOPOB U MOMY4YUTb, TaKUM
obpasom, Ao 432 noptos Gigabit Ethernet. ®yHkuma Switch Resource
Management (SRM) nos3BonseT oONTUMM3NPOBaTL pacrnpegeneHne
pecypcoB koMMyTaTopa Ans peLUeHVs] pasnuyHbIX ceTeBbiX 3afjady. B
3aBMcMMoOCTM OT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3Mep OCHOBHbIX Tabnwui
BTOPOro U TPETbEro YPOBHEW ANsl MakCvMarbHOW MPOU3BOAUTENBHOCTM
KOMMyTaTopa.

OTKa30yCTOMYMBOCTb

KommyTaTtop DGS-3630-28SC nogaepxusaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wu 802.1s. T[lpoTtokonbl STP no3sonsoT
OpraHM30BaTb pPe3epBHbI MapLUPYT Nepefayun AaHHbIX, UCMOSb3yeMbIi B
cnyyae BO3HWKHOBEHUS HewucnpaBHocTen B cetn. Kpome Toro, DGS-
3630-28SC noppepxuBaeT TexHonorum Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS obecneunBaeT MMHMMansHoe BpeMsi
BOCCTaHOBNEeHUss paboTbl konbua nocne cb6os. FlexLink nossonsieT
MOBbLICUTb OTKA30YCTOMYMBOCTb COEOMHEHUS] Ha YKasaHHbIX MopTax
KOMMyTaTopa, obecneunBasi pe3epBuUpoBaHne kaHanoB 6e3 NpuMeHeHus
STP u dyHkumm Loopback Detection.

Be3onacHOCTL M NPOU3BOAUTENBLHOCTb

KommyTatop DGS-3630-28SC npegoctaBnsieT LWMPOKuii Habop dyHKLmn
6esonacHoCcTu, BKMOYasi MHOroypoBHeBble cnucku pgoctyna (ACL) wu
ayTeHTudukauuo nonb3osatenen (802.1X) yepes TACACS+ n RADIUS.
[ns noBbllleHVs Mpou3BOAMTENILHOCTM U Ge3onacHOCTM KOMMyTaTop
DGS-3630-28SC obecneunBaeT nogaepxky VLAN, Bknioyas npoTokon
GVRP u craHpapt 802.1Q. [Ana crtabunbHon paboTbl Takux ceTeBbIX
cepucoB, kak VolP, a Takke npoBedeHVs BUOEOKOHEPEHUMN
KOMMYTaTOp MNoAAepXvBaeT LUMPOKMM Habop dyHKumii QOS, koTopble
rapaHTUpyloT, YTO KPUTUYHbIE K 3aAepXKam ceTeBble cepBuCbl OyayT
o6cnyxmBaTbCsl B NPUOPUTETHOM pexume. [ns 3awmtbl KOMMyTaTopa ot
BpedoHocHoro Tpadgmka B DGS-3630-28SC peanusoBaHa dyHkums D-
Link Safeguard Engine.

10GBase-X SFP+

MbkocTb ynpaBreHus

YnpaBneHve kommytatopom DGS-3630-28SC MoxeT ocyLUecTBNsTbCH
npu nomoLm mHTepdenca komangHow ctpoku (CLI), Web-untepdetica,
npotokona SNMP. Hanuumne koHconbHoro nopta c umHTepdencom Mini-
USB penaeT npouecc HacTponku 6Gonee yaoGHbIM, MOCKOMbKY Ans
NOAKIOYEHNST KOHCONM He TpebyeTcs AOMOMHUTENbHBIN NEPEXOAHMK.
Takke [OCTYNHa BO3MOXHOCTb YNpPaBMEHUs KOMMYTaTOpOM Yepe3
He3aBuUCUMbIV BblaeneHHbln nopt Out-of-band. Hanuune USB-nopta
NMO3BONSIET COXPaHATb CUCTEMHblE XXypHarnbl, KOHurypaumm n obpasbl
MO wHa BHewHue USB-Hocutenu. Moppepxka dyHkumn DHCP  Auto-
configuration n Auto-image p[OaeT BO3MOXHOCTb 3arpyxaTb paHee
CO3AaHHY0 KOH(UIypaLmio Ha HECKOMbKO KOMMYTaTOPOB aBTOMAaTUYECKN.
Kpome Toro, DGS-3630-28SC noaaepxuaet npotokon OpenFlow 1.3,
4YTO NO3BONSIET YNPaBMsATb KOMMyTaTopamu C MOMOLLbIO KOHTponnepa
OpenFlow*.

TexHonorusa Green

DGS-3630-28SC nogpepxusaet TexHorormio D-Link Green, kotopas
NMO3BOMSIET MCMONb30BaTb PEXUM COXPaAHEHWS SHEPTUU U yHKLMIO Smart
Fan®, cHM3uTb TennoBblaeneHre, a Takke aBTOMATUMYECKU YyMeHbLaTb
3HepronoTpebneHne B 3aBUCMMOCTU OT AnuHbl Kabensa. PyHkums
3HeprocbepexeHusi obecneymBaeT aBTOMaTMYeCcKoe OTKIIOYEHNE NUTAHUS
HeaKTUBHbIX MOPTOB M uHAMkaTopoB. OyHkuMs Smart Fan obecneynBaet
aBTOMaTUyeckoe perynupoBaHMe CKOPOCTU BpPALLEHWUS BCTPOEHHbIX
BEHTUNSITOPOB B 3aBUCUMOCTM OT TemrepaTypbl, YTO Takke NO3BOMSET
3KOHOMMTb 3MEKTPOSHEPTMIO U CHU3UTb YPOBEHbD LUYMa.

! O6HosreHue npoepammHo2o obecrieyeHusi ¢ Standard Image (SI) Ha Enhanced Image (El) 0nsi kommymamopa DGS-3630-28SC ocywecmensemcsi ¢ noMouibro

nuuyeH3auu DGS-3630-28SC-SE-LIC.

2 O6HoseHUE NpoepamMMHO20 obecrieyeHusi ¢ Standard Image (SI) Ha MPLS Image (Ml) dnsi kommymamopa DGS-3630-28SC ocywecmensemcs ¢ MoMOWbH0 JTUUEH3UU
DGS-3630-28SC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (Ml) - ¢ nomowibto nuyeHsuu DGS-3630-28SC-EM-LIC.

3 B cmek mo2ym 6bimb 06bedUHEHbI moribko kommymamopsl DGS-3630 ¢ oduHakoebiM rpospaMmmHbIM obecrieyeHuem. Hanpumep, kommymamopsi cepuu DGS-3630 ¢
npozpamMmHbiM obecrieqeHuem S| moeym 6bimb 06bedUHEeHbI 8 cmek mosibKo ¢ Kommymamopamu DGS-3630 ¢ npozpammHbiv obecriedeHuem Sl.

“ [locmyrHo e éepcuu npozpamMmHo20 obecneveHust R2.10.

° Mo YMOI4YaHUI0 ycmaHossieHa HuU3kas ckopocms eeHmusnssmopa. [lpu memnepamype ebiwe 36 °c CKOpOCMb 8eHMUIIAMOpPa yeenuyueaemcsi U ocmaemcsi 8bICoKol 00

MoHUXeHus memnepamypbl 0o 33 °C.
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Building Networks for People YnpaBnsiembli CTeKupyemMbin KommyTaTop 3 ypoBHA ¢ 20 nopTtamum

1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP un 4 noptamun
10GBase-X SFP+

TexHU4Yeckune XapaKTepucTukun

AnnapaTHoe obecneyeHne

Mpoueccop * BCM56342 (1 I'Tu)

OnepaTnBHasi NnamsiTb *17b

Flash-namsaTb *17b

MHTepdencol * 20 noptoB 1000Base-X SFP

* 4 kombo-nopta 10/100/1000Base-T/SFP

* 4 nopta 10GBase-X SFP+

* KoHconbHbI nopT ¢ pa3bemom RJ-45

* KoHconbHbIn nopt Mini-USB

* Mopt ynpasnexus 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
* CurHanbHbIn nopT ¢ pa3bemom RJ-45

* Mopt USB 2.0 Tm A
MHankaTopbl * Power * UsB
* Link/Activity/Speed (Ha nopT) * RPS
* Console * Fan Error
* MGMT * Stack ID
Pa3bem nuTtaHus * Pasbem ans nogknioyeHns nUTaHus (nepeMeHHbIN TOK)

* Pasbem ang nogknioyeHus pe3epBHOro UCTOYHMKa nutaHus'

®yHKUMOHan
CraHgapTbl U pyHKUMK * |IEEE 802.3 10Base-T

* |IEEE 802.3u 100Base-TX

* |IEEE 802.3ab 1000Base-T

* |IEEE 802.3z 1000Base-X

* |EEE 802.3ae 10GBase-X

* Ynpasnenwue notokom |IEEE 802.3x B pexxvme nonHoro gynnekca
* AsTomaTuyeckoe onpegeneHue MDI/MDIX

lNpoun3BognTENBHOCTD

KommyTaumoHHas * 128 I'out/c
MaTpuua

MeTog kommyTaLum *+ Store-and-forward
Makc. ckopocTb * 95,24 Mpps

nepeHanpasneHunst 64-
GanTHbIX NakeToB

Pasmep Tabnuubl MAC- * 68K 3anucen?®
agpecos

Pa3svep Tabnuubl * 16K 3anucen
MapLupyTusaumm IPv4

Pasmep Tabnuubl * 7K 3anucen
MapLpyTum3aumu IPv6

Pasmep Tabnuubl * 32K szanucei?
koMmmyTauum L3 IPv4

Pasmep Tabnuupbl * 16K 3anuceit?
kommyTauum L3 IPv6

Bydep naketos * 4 Mb
Jumbo-dpenm * 12Kb
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DGS-3630-28SC

YnpaBnsieMbl CTeKUpyeMbin KommyTaTop 3 ypoBHSA ¢ 20 noptamu
1000Base-X SFP, 4 kom6o0-noptamu 100/1000Base-T/SFP un 4 noptamu

10GBase-X SFP+

MporpammHoe obecneveHune Standard Image (SI)

CrekvpoBaHue

dunsnyeckoe cTekMpoBaHme

- Monoca nponyckaxus: go 80 éut/c
- o 9 ycTponcTB B CTeke

- KonbueBasi/nuHeiiHasa Tornonorus

* BupTyanbHoe cTekupoBaHue

- D-Link Single IP Management
- [lo 32 ycTponcTB B BUPTyanbHOM CTeke
- Monoca nponyckanus: go 20 Mout/c

DyHKUMM 2 YPOBHSA

* Ta6bnuua MAC-agpecos: oo 68K 3anuceir?
* YnpasneHue noTokom

- 802.3x B pexxume MorHoro gynrekca
- MpepoTBpaLLeHne 6nokuposok HOL

* Spanning Tree Protocol

- 802.1D STP

- 802.1w RSTP

- 802.1s MSTP

- Root Guard (Restriction)
- Loop Guard

* Link Aggregation

- 802.1AX
- 802.3ad
- Makc. 32 rpynnbl Ha ycTpoiicTBo/12 nopToB Ha rpynmny

* ERPS (Ethernet Ring Protection Switching) version 2
* 3epkanupoBaHve NopToB

- One-to-One

- Many-to-One

- MNoppepxka 3epkannpoBaHns Ans sxoasLyero/
ucxogslero/Tpaduka B 060Mx HanpaBneHusax

- Mogpepxka 4 rpynn 3epkanmpoBaHus

* 3epkanvpoBaHue NOTOKOB

- Mopopepskka 3epkanvMpoBaHus Ans BXOAALLEro Tpaduka

* 3epkanuposaHue VLAN

* RSPAN

* L2 Protocol Tunneling (L2PT)

* Multi-Chassis Link Aggregation Group (MLAG)?

paccebinka 2 ypoBHs

- MLD v1/v2

- Mopaepxka go 4K rpynn?

- MLD Snooping Fast Leave Ha ocHoBe y3na

- Moppepkka 64 cTaTMyecknx MHOroagpecHbIX rpymnn
- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

VLAN © 802.1Q * pynnbl VLAN
* 802.1v VLAN Ha ocHOBe MpOTOKONOB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe MopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe NopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos * VLAN Trunking
* VLAN Ha ocHoBe nogceTem * GVRP: go 4K gnHamnyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHasi * MLD Snooping * IGMP Snooping

- IGMP viiv2/v3

- Moppepxka fo 8K rpynn?

- Moppepxka 64 cTaTMyecKkUX MHOroagpecHbIX rpynn
- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

* PIM Snooping

DyHKUMM 3 YPOBHSA

* IPv4 ARP/IPv6 ND: nogaepsxka no 32K/16K?

- 512 cratuyeckux 3anucen ARP

* Gratuitous ARP
* WNHTepdperic IP

- Moppepxka 256 nHTepdencos

* WnTepdenc Loopback
* Proxy ARP

- Noppepxka Local ARP Proxy

* TyHHenuposaHue IPv6

- Ctatuyeckoe
- ISATAP

- GRE

- 6to4

* VRRP v2/v3
* |IP Helper

MapuwpyTnsaumsa 3
YPOBHS

* Mopaepxka 16K annapaTHbIX 3anncer MapLipyTu3auum no

IPv4/IPv6
- 1 3anuck Ha kaxabii mapLupyT IPv4
- 2 3an1cu Ha Kaxabli mappyT IPve

* lMopaepxka go 32K annapaTtHbIX 3anvcen kommyTauun L3

no IPv4/IPv6?
- 1 3anuck Ha Kaxabii mapLupyT IPv4
- 2 3an1cu Ha Kaxgpln mappyT IPv6

+ CraTtunyeckas MapLupyTm3aums

- Makc. kon-Bo 3anucen IPv4: 512
- Makc. kon-Bo 3anucen IPv6: 256

* MapuwpyT IPv4/IPv6 no ymonyaHuio

* PBR (Policy-based Route)

* Null Route

* Route Preference

* Route Redistribution

* Graceful Restart (GR) Helper

* BFD (Bidirectional Forwarding Detection)

- Ctatuyeckas mapwpyTtunsauus IPv4/ve
-RIP
- VRRP

* RIP viiv2/ng

MHoroagpecHas
paccblinka 3 ypoBHs

* dunbtpauma IGMP/MLD
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KauectBo obcnyxuBaHus
(QoS)

+ 802.1p
* 8 ouepenew Ha nopT
* ObpaboTka oyepenen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

* KoHTpornb neperpysku

- Weighted Random Early Detection (WRED)

* 802.1Qbb Priority-based Flow Control (PFC) ans nopta

10GBase-X

* YnpaeneHue nonocomn nponyckaHus

- Ha ocHoBe nopta (Bxogsiiee/ucxogsiiee, C MUH.
3HaveHnem 8 Kéur/c)

- Ha ocHoBe noToka (Bxoasiuee/ucxogsiiee, C MUH.
3HayeHuem 8 Kbut/c)

- YnpaBneHve nonocor nponyckaHus no o4epeau (C MyH.
3HaveHuem 8 Kbut/c)

* MNopaepkka cnenyoLMx AEUCTBUIN ANS MOTOKOB

- MeTka npuoputeta 802.1p
- Metka npegnoytenns IP/DSCP
- QoS Ha ocHoBE BpeMeHu

* CoS Ha ocHoBe:

- MopTa kommyTaTopa

- Oyepepen npuoputetos 802.1p
- BHyTpeHHero/BHelwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

-DSCP

- Tuna npoTtokona

- Mopta TCP/UDP

- Knacca IPv6-Tpaduka

- MeTku notoka IPv6

* Tpu uBeTa MapkMpoBKU

-trTCM
-srTCM

Cncku ynpaBneHus
poctynom (ACL)

* ACL Ha ocHoBe:

- Mpuoputeta 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- |IP-agpeca

- ToS

- IP Precedence

- Mackun DSCP

- Tuna npoTtokona

- Homepa TCP/UDP-nopTa
- Knacca IPv6-Tpaduka

- MeTkun notoka IPv6

* Makc. kon-Bo 3anucen ACL:

- Bxogswmx (annapatHbix): 4K
- Nexopsawmx (annapatHbix): 1K
- Kapta poctyna VLAN: 3K

* ACL no pacnucanuio

TexHonorust Green

* OkoHoMKs ONIEKTPO3HEPrnm 3a cYeT:

- Onpepenexus cTaTyca CoeaMHEHNSI
- Onpegenenus anvHbl kabens

- BoikntoueHus MHOUKaTopoB
- BbikntoyeHunsi noptos
- Vicnonb3oBaHus cnswero pexuma

BesonacHocTb

* Port Security

- Moppepxka go 12K MAC-agpecos Ha nopT/VLAN/cuctemy

* BawwmTta ot LIJVIpOKOBeLIJ,aTeJ'IbHOFO/MHoroa,D,peCHOI'O/

oaHoaapecHoro wropma

* D-Link Safeguard Engine

* ®yHkumna DHCP Server Screening

* Dynamic ARP Inspection

* IP Source Guard

* DHCP Snooping

* IPv6 Snooping

* DHCPv6 Guard

* IPv6 Route Advertisement (RA) Guard

* IPv6 ND Inspection

* OGHapyxeHue npobrnem, CBA3aHHbLIX C COBNageHNemM

ceTeBbIX agpecos

* lNpepoTtBpalleHne atak ARP Spoofing

- Makc. konu4yecTBo 3anucei: 64

* L3 Control Packet Filtering

* Unicast Reverse Path Forwarding (URPF)
* CermeHTauus Tpaduka

* SSL

- Mopaepxka TLS 1.0/1.1/1.2
- Moppepxka goctyna IPv4/IPv6

* SSH

- Moppepxka SSH v2
- Noppepxka goctyna IPv4/IPve

* lNpepoTtBpalueHne atak BPDU
* lNpepoTBpalleHne atak DoS
* ®unbTpauns NetBIOS/NetBEUI
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VLAN

* Precision Time Protocol (PTPV2)
- One-Step Clock
- Pexxum Boundary Clock
- Pexxum Transparent Clock
* Web-nHtepdenc
- Moppepxka goctyna IPv4/IPv6
- Nogpepxka SSL (HTTPS)
* WHTtepdeiic komaHaHom ctpoku (CLI)
* Telnet-cepsep ans goctyna IPv4/IPv6
* Telnet-knueHT ang IPv4/IPv6
* SNMP
- Moppepxka vi/v2c/v3
- Moppepxka goctyna IPv4/IPv6
* SNMP Trap
* TFTP-knueHT gns IPv4/IPv6
* FTP-knueHT ana IPv4/IPv6
* IPv4 SFTP-cepBep
* RCP
* CwuctemHbIn XypHan ans cepsepa IPv4/IPv6
* SMTP
* RMON v1
- Moppepxka 1, 2, 3, 9 rpynn
* RMON v2
- NMoppepxka rpynnbl ProbeConfig
* OpenFlow*
- OcHoBHble cpeactBa OpenFlow 1.3
- OavH koHBeWep/Tabnuua NoTokoB
- Pexxum: Pure/Hybrid

1920 (pexwum Hybrid)

* Super VLAN

- Makc. konm4yecTBO npasun noTokoB: 2048 (pexum Pure),

AAA * AyteHTndmkaumsa 802.1X: * Ynpaenenue goctynom Ha ocHoBe MAC-agpecos (MAC):
- YnpaBsneHue JOCTYNOM Ha OCHoBe nopTalyana - YnpaBneHue JOCTYNOM Ha ocHoBe nopralyana
- HasnaveHve nonutuku ldentity-driven - HasnaueHve nonutukm ldentity-driven
- OnHamunueckoe HasHaveHne VLAN - OnHamnyeckoe HaszHauveHne VLAN
- YnpaBsneHue nonocow nponyckaHus - YnpaBneHue nonocow nponyckaHust
- HasHauenne ACL - Hasnavenune ACL
* YnpaeneHnue gocTtyrnom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHue 4OCTYNOM Ha OCHOBe nopTaly3na * Microsoft® NAP
- HasHaueHne nonutukum ldentity-driven - NMopaoepxka 802.1X NAP
- AnHamuyeckoe HasHavyeHne VLAN - Nopnepxxka DHCP NAP
- YnpaBneHue nonocown nponyckaHus * YpoBeHb NpuBUNErMn ansi 4OCTyna K ynpaBneHuto
- HasHayeHue ACL * AyTeHTudukaums Ha ocHoBe RADIUS n TACACS+
- Moppepxka pgoctyna IPv4/IPv6 * Authentication Database Failover
- Noppepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [wnarHoctuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * OyHKUMS UMEPOBOro KOHTPOSS NapameTpPoB NPON3BOAUTENBHOCTU
* D-Link Unidirectional Link Detection (DULD) TpaHcusepa DDM (Digital Diagnosics Monitoring)
* Dying Gasp
* 802.1ag Connectivity Fault Management (CFM)
YnpaBneHve * NTP v3/v4 * XypHanupoBaHue BBOAMMbIX KOMaHz

* LLDP/LLDP-MED

* D-Link Discover Protocol (DDP)

* DHCP Client option 12

* DHCP Auto-configuration

* DHCP Auto-image

* DHCP Relay option 60/61/62/18/37/82/125
* DHCP/DHCPV6 Local Relay

* DHCP-cepsep

- NMoppepxka HasHayeHust agpeca IPv4/IPve

* DHCPv6 Prefix Delegation (PD)
* MNoppepxka Heckonbkux Bepcui MO / Moaaepxka HECKONbKMX

BEPCU KOHUrypaumn

* DNS Relay ans IPv4/IPv6

* DNS-knueHT ans IPv4/IPve

* KomaHabl otnagkm

* BoccraHoBneHue napons

* LWundposaHre napons

* Ping/Traceroute ans IPv4/IPv6

* Microsoft® Network Load Balancing (NLB)
* Switch Resource Management (SRM)

* sFlow

* D-Link License Management System (DLMS)
* PD Alive

®yHkumm Enhanced Image (El)

MapuwpyTumsauus 3
YPOBHsI - OSPF

* BFD (Bidirectional Forwarding Detection)

* BGP
- BGP v4/v4+
- 4bytes AS
- TextMD5 ans BGP v4
* VRF-Lite
- Cratnyeckas mapLupytusaums IPv4
- RIP vi/v2
- OSPF v2
- BGP v4

* OSPF v2/v3

- Makc. konnyectso OSPF areas: 16

- Stub area

- NSSA area gns OSPF v2

- MaccuBHbIN NHTEPdENC

- Text/MD5 Authentication gns OSPF v2
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MHoroagpecHas * IGMP vi1/v2/iv3 * PIM-DM/SM/SSM/SDM
pacchblinka 3 ypoBHs * MLD viiv2 * SSM Mapping ans IPv4/IPv6
* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3
®yHkumm MPLS Image (MI)
MapupyTusauus 3 * IS-IS v4/ve
YPOBHSI
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble paclumpenust ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/MPLS Ping/Traceroute
CtaHpgapThl
Crtangaptel MIB/IETF * RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure
* RFC 1212 Concise MIB Definitions
* RFC 1213 MIBII

* RFC 1215 MIB Traps Convention

* RFC 1493, RFC 4188 Bridge MIB

* RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB

* RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418, RFC
3636 SNMPv2 MIB

* RFC 271, RFC 1757, RFC 2819 RMON MIB

* RFC 2021 RMONv2 MIB

* RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB

* RFC 2668 802.3 MAU MIB

* RFC 2674, RFC 4363 802.1p MIB

* Interface Group MIB

* RFC 2618 RADIUS Authentication Client MIB

* RFC 4022 MIB for TCP

* RFC 4113 MIB for UDP

* RFC 2620 RADIUS Accounting Client MIB

* RFC 2925 Ping & TRACEROUTE MIB

* TFTP uploads and downloads (D-Link MIB)

* Trap MIB (D-Link MIB)

* RFC 4293 IPv6 MIB

* RFC 4293 ICMPv6 MIB

* Entity MIB

* RIPv2 MIB

* OSPF MIB

* IPv4 Multicast Routing MIB

* PIM MIB for IPv4

* IP Forwarding Table MIB

* RFC 4884 Extended ICMP to support Multi-Part Messages

* RFC 4293 IPv6 SNMP Mgmt Interface MIB

* DDM MIB (D-Link MIB)

* Private MIB

* MIB for D-Link Zone Defense

* DDP MIB

* LLDP-MED MIB

* RFC7911IP

* RFC 768 UDP

* RFC 793 TCP

* RFC 792 ICMPv4

* RFC 2463, RFC 4443 ICMPv6

* RFC 826 ARP

* RFC 1338, RFC 1519 CIDR

* RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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* RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
* RFC 2571 SNMP Framework

* RFC 2572 SNMP Message Processing and Dispatching

* RFC 2573 SNMP Applications

* RFC 2574 User-based Security Model for SNMPv3

* RFC 1981 Path MTU Discovery for IPv6

* RFC 2460 IPv6

* RFC 2461, RFC 4861 Neighbor Discovery for IPv6

* RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

* RFC 2464 IPv6 over Ethernet and definition

* RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
* RFC 3513, RFC 4291 IPv6 Addressing Architecture

* RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

* RFC 3484 Default Address Selection for Internet Protocol version 6

* RFC 3621 Power Ethernet MIB

dusunyeckme napameTpbl

Paawmepsb! (O x LU x B) * 441 x 259,8 x 44 mm

Bec * 3,79 kr

YcnoBusa akcnnyataumm

MutaHune Ha Bxoae * OT1 100 po 240 B nepemeHHoro Toka, 50/60 'y
Makc. notpebnsemasi * 63,58 Bt

MOLLHOCTb

MoTpebnsemas * 30,1 Bt

MOLLHOCTb B pexume

OXUAAHUS

TennosbigenexHve * 216,81 BTE/vac

MTBF (4acbl) * 280612,09

YpoBeHb Lwyma * Tpwu BbICOKOW CKOpPOCTY BeHTUNsTopa: 56 ob

* Mpw HM3KoM ckopocTn BeHTUnATopa: 46 ob

3alumTa oT cTaTU4eckoro * Mopaepkka 3aluTbl OT CTAaTUYECKOrO 3nekTpuyecTBa Ao 6 kB Ha MegHbIx nopTax (ctaHaapt IEC61000-4-5)
anekTpuyecTBa

Cunctema BEHTUNALMK * 2 BeHTUnsATOpa®
TemnepaTypa * Pabouas: ot -5 go 50 °C * XpaHeHus: ot -40 go 70 °C
BnaxHocTb * Mpw akcnnyatauum: ot 10% o 95% 6e3 koHpeHcaTa * TMpwu xpaHeHun: ot 5% no 95% 6e3 koHaeHcaTa
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KomnnekT noctaBku

* KommyTtaTtop DGS-3630-28SC

* Kabenb nutanus

* ®ukcartop ans kabens nuTaHus

* KoHconbHbliii kabenb (c pasbemamun RJ-45 n RS-232)

* KoHconbHbI kabenb (¢ pasbemamn USB 1 Mini-USB)

* 2 KpenexHbIX KPOHLUTEeHa Anst ycTaHoBKW B 19-4101MMOBYIO CTOMKY
* Komnnekt Ana MoHTaxa

* 4 pe3vHOBbIE HOXKN

* KpaTkoe pyKkoBOACTBO MO YCTaHOBKe

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BSMI
* C-Tick * CCC

WHdopmauma ons 3akasa
Modenb OnucaHue

DGS-3630-28SC/A2ASI YnpaBnsiembli cTeknpyembii kommyTtaTop 3 ypoBHs ¢ 20 noptamu 1000Base-X SFP, 4 kom6o-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpammHbiM o6ecneyennem Standard Image (SI)®

[ononHuTenbHbIe NNLEH3UK 0bHOBMEHUS

DGS-3630-28SC-SE-LIC JlnueHsunsa Ha obHoBNeHWe nporpamMmmHoro obecnevenus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommyTtaTtopa DGS-
3630-28SC

(ITuyeH3uoHHbIU KOO akmusayuu rnocmaesnssemcs Ha MamepuasabHOM Hocumerse)

DGS-3630-28SC-EM-LIC JIMueHsust Ha o6HoBMNeHWe nporpamMmHoro obecneyvenusi ¢ Enhanced Image (El) Ha MPLS Image (MI) ansi kommyTatopa DGS-3630-
28SC

(ITuyeH3uoHHBIU KOO akmusayuu rnocmaesnssemcs Ha MamepuanabHOM Hocumerse)

DGS-3630-28SC-SM-LIC JwueHsns Ha obHoBReHe nporpammHoro obecnevenus ¢ Standard Image (SI) Ha MPLS Image (Ml) ans kommyTtatopa DGS-3630-
28SC

(TTuyeH3UoHHbIU KOO akmueayuu nocmaersisiemcs Ha MamepuanabHOM HOCUmere)

HononHutenbHble SFP-TpaHcuBeps!

DGS-712 SFP-tpaHcuBep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX gnsi ogHomMogoBoro ontuyeckoro kabens (ao 15 km)
DEM-211 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX onsi MHOroMofoBOro onTM4eckoro kabens (4o 2 km)
DEM-310GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHomogoBoro ontuyeckoro kabens (go 10 km)
DEM-311GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-SX ons MHOroMmogoBoro ontuyeckoro kabens (4o 550 m)
DEM-312GT2 SFP-tpaHcuBep ¢ 1 noptom 1000Base-SX+ ans MHOromogoBoro ontudeckoro kabens (4o 2 km)
DEM-314GT SFP-TpaHcueep ¢ 1 noptom 1000Base-LHX ans ogHomMogoBoro ontuyeckoro kabens (go 50 km’)
DEM-315GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ans o4HOMOAOBOro onTuyeckoro kabens (4o 80 km’)
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HononHutensHbie WDM SFP-TpaHcuBepbl

DEM-220T

WDM SFP-TpaHcusep ¢ 1 noptom 100Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (8o 20 k)

DEM-220R

WDM SFP-TpaHcuBep c 1 noptom 100Base-BX-U (Tx:1310 HM, Rx:1550 HM) ans ogHoMoAo0Boro ontuyeckoro kabens (8o 20 km)

DEM-330T/3KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) AN o4AHOMOZOBOrO onTuyeckoro kabens (Ao 3 km)

DEM-330R/3KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ansi ogHOMOZOBOro onTuyeckoro kabens (ao 3 kv)

DEM-330T/10KM

WDM SFP-TpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HMm, Rx:1310 HM) onsi ogHoMogoBoro onTuyeckoro kabens (ao 10 km)

DEM-330R/10KM

WDM SFP-TpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HMm) ans ogHoMogoBoro onTuyeckoro kabens (go 10 km)

DEM-331T/20KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) ans ogHoMogoBoro onTuyeckoro kabens (go 20 km)

DEM-331R/20KM

WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) ans ogHomModoBoro ontudeckoro kabens (go 20 km)

DEM-331T/40KM

WDM SFP-tpaHcueep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) 4nsi 04AHOMOZOBOMO onTuyeckoro kabens (4o 40 km’)

DEM-331R/40KM

WDM SFP-TpaHcueep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Anst o4HOMOZOBOMO onTuyeckoro kabens (8o 40 km’)

HononHuteneHble SFP+ TpaHcuBepbl

DEM-436XT-BXD/40KM

DEM-410T TpaHcueep SFP+ ¢ 1 noptom 10GBase-T (go 30 m)

DEM-431XT TpaHcuBep SFP+ ¢ 1 noptom 10GBase-SR gnsi MHoromoaoBsoro ontuyeckoro kabens (4o 300 m)
DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR ansi ogHomogoBoro onTuyeckoro kabens (ao 10 km)
DEM-433XT Tpaxcusep SFP+ ¢ 1 noptom 10GBase-ER ansi ogHOMOAO0BOro onTuyeckoro kabens (4o 40 km’)
DEM-434XT Tpaxcusep SFP+ ¢ 1 noptom 10GBase-ZR ans ogHoMoaoBoro ontuyeckoro ka6ens (4o 80 kv?)
DEM-435XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LRM ansi MHoromogoBoro onTtudeckoro kabens (ao 200 m)

HononnutensHele WDM SFP+ TpaHcuBepbl

WDM T1paHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 HM) ans ogHOMoAoBOro onTudeckoro kabens (8o 40 kv?)

DEM-436XT-BXU/40KM

WDM TtpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) AN 04HOMOAOBOrO onTuyeckoro kabens (4o 40 km’)

DEM-436XT-BXD/20KM

WDM TtpaHcuBep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 HM) Ans ogHOMOZ0BOro ontuyeckoro kabens (4o 20 km)

DEM-436XT-BXU/20KM

WDM TtpaHcuBep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans ogHomMogoBoro ontuyeckoro kabens (4o 20 km)

HononHutenbHble kabenu 10G SFP+

DPS-500A

DEM-CB100S MaccuBHbIN kKabenb 10GBase-X SFP+ anvHoi 1 M anst npsiMoro nNogkmoYeHns
DEM-CB300S MaccuBHbIN kabenb 10GBase-X SFP+ anuHoi 3 M Ans npsiMoro noakntoYeHust
DEM-CB700S MaccuBHbIN kabenb 10GBase-X SFP+ anuHoi 7 M Ans npsiMoro noakntoYeHust

Pe3epBHbIil UICTOYHUK NUTaHWS'

Pe3epBHbI MICTOYHKK NUTaHUsS Anst kommyTaTopos (140 BT)

DPS-500DC/B

Pe3epBHbIii nctovHnk nutaHus DC ans kommyTtatopos (140 BT)
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JononHutenbHoe nporpaMmmHoe obecneyeHune
DV-800S-LIC Inuensua D-View 8 Standard

DV-800E-LIC JnueHsus D-View 8 Enterprise

DV-800-SE-LIC O6HoeneHne nuueHsun D-View 8 Standard no Bepcun Enterprise

" He 8xo0um 8 KoMrsieKm nocmaeku.

2 [laHHble OCHOBaHbI HA MAKCUMASTbHbIX 3HaYeHUsIX nokasamened ¢yHkyuu Switch Resource Management (SRM).

3 [locmyrnHo e eepcuu npoepamMmHo2o obecneqeHust R2.10.

* Pexxum Pure OpenFlow docmyneH 8 eepcuu npoepammHo2o obecrieyerusi R2.10, pexum Hybrid OpenFlow docmyrieH & eepcuu rpozpamm+Hozo obecrieyeHus R2.20.

5 [No ymon4aHuro ycmaHoerneHa HU3Kasi Ckopocms eenmunsmopa. [pu memnepamype ebiwe 36 °C ckopocmb 6eHMUNAMOpPa yeenu4yueaemcs U 0cmaemcs 8bICokoli Ao
o
MoHWxeHuUs memnepamypsbi 0o 33 "C.

% Kabenb Onisi cmekuposaHusi u eHewHull USB-Hocumerib He 8x005im & KOMIIeKm ocmagku.
" Paboma Ha KOPOMKUX PacCmOsIHUSIX 803MOXHa MOJIbKO C UCMOb308aHUEM ammeHiamopa (He 8xo0um 6 KOMIIeKm rocmasku).

O6HoBsneHo 25/01/2018
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