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This document details changes and known functional limitations pertinent to this release.  This information is current as of the date above.  After that date, more current information may be found at the Broadcom Corporation web site, under Support at https://support.broadcom.com.
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2 General Information

2.1 Contents

This document contains the release notes for D-Link WLAN software application-level code, Release 2.2.0.23. This software is based on FASTPATH® software release 4.4.2. Therefore, the functional limitations noted in the release notes for FASTPATH software release 4.4.2 apply to the D-Link WLAN release as well.
At D-Link’s request, all known functional limitations in the FASTPATH software release 4.4.2 ‘wireless’  package have been incorporated in this document. 

2.2 Important Documents

Please refer to the FASTPATH Release 4.4.2 Software Release Notes for information on packages other than the Wireless package.

The following release notes may apply:

· FASTPATH Packages  Release 4.4.2 Software Release Notes

· FASTPATH VxWorks® Release 4.4.2 Software Release Notes

· FASTPATH Broadcom®  StrataXGS III Release 4.4.2 Software Release Notes

2.3 Environments

The D-Link WLAN software packages have been tested with VxWorks (Switch software) and Linux (AP software).  Refer to the appropriate FASTPATH software release notes for further information.

3 Issues Addressed Since the Previous Release
Following issues have been addressed in Patch Release 2.2.0.23 

1. 125854  - Remanagement - Config Skip - HQ20091222000009
2. 125853  - Unaligned Access in Key Forwarding- HQ20091222000009
3. 125851  - Initial Channel Selection Revamp – HQ20091215000013
4. 124775  - DHCP Issue – Symbian workaround - HQ20100127000004
125854  - Remanagement - Config Skip - HQ20091222000009
Root Cause of Issue:

---------------------------------

When an AP loses management, the clients are kicked when re-managed.   Also a possible channel change

Solution Approach:

------------------------------

Keep track of losing management with a switch.   When re-managed, don't apply the config.

Verification Method:

-------------------------------

1.  Manage an AP.

2.   Associate a client

3.  Cut the connection so that the AP loses management.

4.  Restore the connection and verify after the AP re-manages, the client is not dis-associated.

Risk:

--------

Low

Areas to Regress:

----------------------------

AP-Switch management

Platforms Affected:

-----------------------

DWL-3500

DWL-8500

125853  - Unaligned Access in Key Forwarding- HQ20091222000009
User Impact Statement

------------------------------------------------------------------------------------

Internal process crash which causes a hostapd restart and a channel change

Root Cause of Issue:

---------------------------------

Unaligned access and invalid pointers be used when processing a key forward from the WS.

Solution Approach:

------------------------------

Align the PMK data from the WS.   

Verification Method:

-------------------------------

1.  Manage at least 2 APs

2.  Authenticate a client with WPA-ENT with key forwarding enabled on AP1.

3.  Observe AP2 doesn't channel change.

Risk:

--------

Medium

Solution Details:

-------------------------

Also remove the Identity processing from the PMK data.   This is not valid and not needed.

Areas to Regress:

----------------------------

WPA-Enterprise Key Forwarding

Platforms Affected:

-----------------------

DWL-3500

DWL-8500

125851  - Initial Channel Selection Revamp – HQ20091215000013
User Impact Statement

-------------------------------------------------------------------------------------

A disproportionate number of APs choose the same channel when booting up simultaneously.

Root Cause of Issue:

---------------------------------

The ap listens for activity on each channel, but since many APs are booting up at the same time, they all read the same activity.  To further complicate this, there are typically only 3 channels to choose from.

Solution Approach:

------------------------------

Using a random selection of channel in the event that no channel is pre-configured.  Since there are only typically only 3 channels to choose from, the distribution may still be disproportionate.

Verification Method:

-------------------------------

Verify that there is a channel assignment distribution when many boxes boot.

Risk:

--------

Since channel activity is not taken into account, it is possible that ap's will choose noisy channels.

Areas to Regress:

----------------------------

channel assignment

Platforms Affected:

-----------------------

DWL-x500

124775  - DHCP Issue – Symbian workaround - HQ20100127000004
User Impact Statement

-------------------------------------------------------------------------------------

 Nokia phones with Symbian OS cannot fetch IP address from the 302x switch(es)

Root Cause of Issue:

---------------------------------

DHCP DISCOVER packets with Requested IP =0.0.0.0 are dropped during DHCP packet parsing itself.

Solution Approach:

------------------------------

Looks there is no harm in processing the DHCP DISCOVER packets with Requested IP =0.0.0.0. That too Cisco DUTs do process these packets.Hence removed the check to verify the Requested Ip address to NULL and allowed to process those DHCP DISCOVER packets

Verification Method:

-------------------------------

Verified with Nokia N72 model Phone.

Created  a DHCP pool on 3026 switch and configured SSID such that clients fetch IP address from the configured pool

Connected a Nokia N72 phone to the SSID and Verified that the Phone is able to fetch IP address in the conifigured Pool

Risk:

--------

Low

Areas to Regress:

----------------------------

None

Platforms Affected:

-----------------------

DWS-302x

4 Operational Characteristics and Known Issues

Defect numbers are included for known issues (not operational characteristics).
1. When tunneled clients are used in conjunction with peer switches, one of the peer switches must be configured as a default gateway for the tunneled clients. Normally the default gateway routes all traffic from the client’s subnet to other subnets, however in a peer switch network the wireless switch that manages the AP to which the client is associated routes the frames into the remote subnets. This means that each peer switch must have routing table entries that enable it to route frames to every subnet in the network.
2. Tunneling is not expected to work with port-based routing interfaces. All tunneled routing interfaces must be VLAN routing interfaces. APs should not be attached to the switch via port-based routing interfaces as well.
3. Port-based routing interfaces should not be used for connections to APs, as you can’t set the VLAN id, so L2 discovery will not work.    
4. When VAP interfaces are added or removed from the management VLAN, the AP may re-initialize its management link with the wireless switch.
5. When the country code is changed on the wireless switch, it is recommended that the user reset the switch after saving the configuration. Failure to reset the switch may result in inconsistent operation.

6. Layer 2 discovery may take longer when using multiple wireless switches than other discovery mechanisms.

7. Key forwarding (Proactive Key Caching) is supported on a per client basis and as this is a new extension a number of clients do not support fast key forwarding.  Please refer to your client manufacturer for more information.

8. In the presence of high amounts of traffic a managed AP may lose management connectivity and a standalone AP may become unresponsive.
9. Using TKIP/RC4 encryption with WPA2 results in roughly 30% lower throughput than using AES encryption due to a hardware limitation.
10. In a wireless system that could have up to 4 peer switches, a wired station can be connected to only one port on a tunneled subnet either directly or indirectly.

11. If the peer switches are directly connected over an IP link, the IP subnet used for the peer switch link must be different from any tunneling subnets.

12. When a browser sends multiple requests to get the resources like CSS, JS or images the HTTP server on the AP treats them as separate requests. So it might result in two popup windows for the new credentials based on browser behavior asking for credentials. 

13. The hardware encryption for WEP is used only when a single BSSID is active on the radio.  A second VAP precludes the use of hardware encryption causing low throughput. 
14.  Channel 14 is not supported for 802.11g band for Japan country code.

15. The radio driver and/or hardware supports 127 pairwise keys and hence it can support up to 127 clients with WPA/WPA2 security.
16. For the wireless switch, when power is removed and restored after a very short time (around 1-2 seconds, possibly less), sometimes the switch ports show link down via LED, web, and CLI but the remote ports show link up.  This can be remedied by removing power for more than 5 seconds but not by a soft reset.
17.  The APs support manual antenna selection on a per radio basis. Automatic antenna selection is not supported.
18.  #83899 More than 1024 characters cannot be added to the AUP for CP Web Customization
19. #72047 Turbo/superG mode does not increase traffic rate significantly for DWL-3500AP. - This has not been disabled for the DWL-3500AP.   The DWL-3500AP will not ignore this setting.
20. #71904 If a ping flood attack is directed through a tunneled subnet at a peer switch, disabling and re-enabling routing feature may reset the switch.

21. #53037 Changing the physical MTU size on an interface may cause the switch to re-initialize its links with the peer switch and managed APs.

22. #53450 Both Managed & Rogue APs change their color to grey after some time in the Network Visualization component.

23. #45592 The wrong status code is used in denying Association Request.
24. #45943 The web pages for radio and VAP are slow to load.
25. #47932 WPA2 clients are unable to connect with an AP enabled for both WPA-PSK and WPA2-PSK.
26. #91722 If the PoE cable is suddenly removed from an AP, the associated clients fail over to other APs after 6 ping losses. The roaming functionality works properly if the AP is rebooted or the radio is turned down.
27.  #91863 If a captive portal instance is associated with a disabled VAP, re-enabling the VAP does not automatically enable the captive portal instance.
Contact

For questions please contact us toll-free at: 1-800-655-8339.
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