DLINK_WLAN_REL3.0

Patch Release

Version 3.0.0.17

November 15, 2011

Following issues have been addressed in Release 3.0.0.17

      1.  169363 - CSP # 463837 - DWS-4026/3.0.0.16] ewsStringCopyIn: no net buffersavailable. / same as DI20110201000002[DI20111007000001-Japan]

      2.  163987 - CSP # 438486 - DWS3024 CP User add - Not display on Webl[DLA20110716000001-Latin America]

      3.  164536 - CSP # 435416 - Roll-up of defects performance enhancements of IP-IP tunneling

      4.  167987 - CSP # 459919 - DWS-4026] [3.0.0.15] keep flushing log at 'showtech-support' when client connected to the SSID

      5.  164077 - CSP # 424288 - twobugs when configure Radius Server IP address via Weband SNMP [DGC20110531000001-China]

      6.  166004 - CSP # 422535 - Cannotbuild a WDS connection (Michael)

      7.  166133 - CSP # 448600 - IPconflict issue when using L3 Tunnel while the DHCPServer was configured.

      8.  166832 - CSP # 443115 - DWS-4026] display wrong ssids in AP profile page ofWebUI / Nagasaki[DI20110722000002-Japan]

      9.  164466 - CSP # 435416 - high CPU in osapiTimers

169363 - CSP # 463837 - DWS-4026/3.0.0.16] ewsStringCopyIn: no net buffersavailable. / same as DI20110201000002[DI20111007000001-Japan]

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

The Management interfaces are hanging and needs a reboot to use management interfaces of the switch

Root Cause of Issue:

---------------------------------

When terminal length is set to 0, the output to the telnet is buffered and if the content is mode than buffer size, the switch is throwing buffer full error messages on the console.

Solution Approach:

------------------------------

do not buffer the telnet output content when terminal length is 0

Verification Method:

-------------------------------

tested 'show running config all' with terminal lenght being set to 0

Risk:

--------

Meduim

Areas to Regress:

----------------------------

Test the sow runtest the above comamnds with terminal length set to 0  and re-setting terminal length to non zero value.

Platforms Affected:

-----------------------

DWS 4026

163987 - CSP # 438486 - DWS3024 CP User add - Not display on Webl[DLA20110716000001-Latin America]

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

user is not able to see when he/she configures multiple users in captive portal user list. Only one user(the first configured user) is seen alwys in WEB UI but there is on issue in CLI.

Root Cause of Issue:

---------------------------------

varible uld is defined with out a "static" key word.

Solution Approach:

------------------------------

added a static key word for uld varible as the page has to iterate for all the configured users for display.

Verification Method:

-------------------------------

verified as like in TSR.

Risk:

--------

Low.

Areas to Regress:

----------------------------

Platforms Affected:

-----------------------

164536 - CSP # 435416 - Roll-up of defects performance enhancements of IP-IP tunneling

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

merged in ARP fixes from related defects already verified in main

add DHCP fixes which do NOT forward a DHCP req if DHCP server is enabled on the switch locally

dropped IPV6 pkts that egress from tunnel since IPV6 can't be supported across tunells, 

Verification Method:

-------------------------------

Field tested in Chile

Risk:

--------

Med - filed tested

Areas to Regress:

----------------------------

IP-IP tunneling with DHCP server running remotely on peer or wired ports and then locally on switch

167987 - CSP # 459919 - DWS-4026] [3.0.0.15] keep flushing log at 'showtech-support' when client connected to the SSID

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

show tech-support was throwing continuous log messages on the console and the switch needs a reboot to stop those messages.

Root Cause of Issue:

---------------------------------

show trap logs iin show -tech support was not rolling back to "zero" after display of some log messages.

Solution Approach:

------------------------------

ported the complte show tech-support command from release_6_2_0 and added sufficiant conditional checks for different packages.

Verification Method:

-------------------------------

verified as like in TSR.

Risk:

--------

Low.

Areas to Regress:

----------------------------

show tech-support command.

Platforms Affected:

-----------------------

164077 - CSP # 424288 - twobugs when configure Radius Server IP address via Weband SNMP [DGC20110531000001-China]

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

snmpwalk on IPv6 parameters(like global IPv6 RADIUS server) is failing.

Root Cause of Issue:

---------------------------------

string to hex conversion of IPV6 address is not working well.

Solution Approach:

------------------------------

added logic for proper stting to IPv6 address.

Verification Method:

-------------------------------

verified as like in TSR.

Risk:

--------

LOw.

166004 - CSP # 422535 - Cannotbuild a WDS connection (Michael)

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

User is not able to configure WDS though WPA-PSK is enabled on respective radio.(radio 1 or 2).

Root Cause of Issue:

---------------------------------

WPA-PSK field was being validted for radio 1 insted of radio 2. 

Solution Approach:

------------------------------

Modified the WPA-PSK validation method and the changes are made aligned to the latest 8600 AP's code.

Verification Method:

-------------------------------

verifified as same in TSR. Please see the notest section for more details.

Risk:

--------

Low.

Areas to Regress:

----------------------------

Platforms Affected:

-----------------------------

166133 - CSP # 448600 - IPconflict issue when using L3 Tunnel while the DHCPServer was configured.

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

Ip addr's are being left in ABANDONED state due to conflicts as detected by the cleints being offered the addr's. Once they are abandoned, they cannot be doled out until user interaction occurs. In small pools, this either means that users cannot get their IP addr's or that the user interaction is frequently required.

Root Cause of Issue:

---------------------------------

There were 2 issues found as follows:

1) the BRCM DHCP client does not send a new request when the lease time expires but sends and INFORM msg which is not used by the DHCP server, per spec, to restart the lease timer

2) when the addr is returned to the free pool, and ARP entry may still exist in the cache. If the addr is doled out again, which is the case in small pool sizes, a client (PC) will ARP for the address as part of it's conflict detection scheme. If the addr is in our cache, we may, respond, thus triggering a DHCP_DECLINE msg, which we use to flag the addr as ABANDONED. We may respond under a few cases, IP-IP tunneling (WLAN), proxy/local-proxy ARP is in effect.

Solution Approach:

------------------------------

For issue #1, when the lease times out, force a new DHCP req instead of an INFORM

For issue #2, delete the IP addr from ARP cache when it expires.

Verification Method:

-------------------------------

manual and field

Risk:

--------

low - since we have already field tested it.

Areas to Regress:

----------------------------

BRCM - DHCP Client with short lease times along with BRCM-DHCP server in wired testing using proxy/local-proxy ARP

Platforms Affected:

-----------------------

166832 - CSP # 443115 - DWS-4026] display wrong ssids in AP profile page ofWebUI / Nagasaki[DI20110722000002-Japan]

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

wrong SSID is displayed in the SSID page when multipe profiles are configured.

Root Cause of Issue:

---------------------------------

vapId is not initilized properly .

Solution Approach:

------------------------------

modified the initialization method of vapID.

Verification Method:

-------------------------------

verified as like in TSR by using IE6 and browsing through all the profiles randomly.

Risk:

--------

Low.

Areas to Regress:

----------------------------

Alongwith trying to reproduce the defect, try to make changes on the web page and save them. Data should be saved correctly.

Platforms Affected:

-----------------------------

DWS-4026

164466 - CSP # 435416 - high CPU in osapiTimers

User Impact Statement

(why is this needed, what happens if not implemented):

-------------------------------------------------------------------------------------

1) CPU is reporting upto 50% usage

Root Cause of Issue:

---------------------------------

1) Cache thrashing due to 4000 array elements being polled every 40msec

Solution Approach:

------------------------------

1) use an arrays of 500 bytes to bitwise represent the 4000 timers. When the bit is set, the timer is active

Verification Method:

-------------------------------

Remotely tested at customer site seeing issues.

There is no way to verify the fix other than stipulate that the symptom that we saw in the field has been verified and fixed.

A VRRP regression is enough.

Risk:

--------

low

Areas to Regress:

----------------------------

1) show process CPU

Platforms Affected:

-----------------------
