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FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with this manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct the interference at his own expense.

CE Mark Warning
This is a Class A product. In a domestic environment, this product may cause radio interference in which case the user may be required
to take adequate measures.

Warnung!
Dies ist ein Produkt der Klasse A. Im Wohnbereich kann dieses Produkt Funkstoerungen verursachen. In diesem Fall kann vom
Benutzer verlangt werden, angemessene Massnahmen zu ergreifen.

Precaucion!
Este es un producto de Clase A. En un entorno doméstico, puede causar interferencias de radio, en cuyo case, puede requerirse al
usuario para que adopte las medidas adecuadas.

Attention!
Ceci est un produit de classe A. Dans un environnement domestique, ce produit pourrait causer des interférences radio, auquel cas
I"utilisateur devrait prendre les mesures adéquates.

Attenzione!
I1 presente prodotto appartiene alla classe A. Se utilizzato in ambiente domestico il prodotto puo causare interferenze radio, nel cui caso
¢ possibile che I"utente debba assumere provvedimenti adeguati.
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About This Document

Section 1: About This Document

This document describes command-line interface (CLI) commands you use to view and configure Unified Switch software.
You can access the CLI by using a direct connection to the serial port or by using telnet or SSH over a remote network
connection.

AUDIENCE

This document is for system administrators who configure and operate systems using Unified Switch software. It provides
an understanding of the configuration options of the Unified Switch software.

This document assumes that the reader has an understanding of the Unified Switch software base and has read the
appropriate specification for the relevant networking device platform. It also assumes that the reader has a basic knowledge
of Ethernet and networking concepts.

Refer to the release notes for the Unified Switch application-level code. The release notes detail the functionality of the
Switching, Routing, SNMP, Configuration, Management, and other packages.

ABOUT UNIFIED SWITCH SOFTWARE

The Unified Switch software has two purposes:

e Assist attached hardware in switching frames, based on Layer 2, 3, or 4 information contained in the frames.
e Provide a complete device management portfolio to the network administrator.

SCOPE

Unified Switch software encompasses both hardware and software support. The software is partitioned to run in the following
processors:

e CPU

This code runs the networking device management portfolio and controls the overall networking device hardware. It also
assists in frame forwarding, as needed and specified. This code is designed to run on multiple platforms with minimal
changes from platform to platform.

¢ Networking device processor

This code does the majority of the packet switching, usually at wire speed. This code is platform dependent, and
substantial changes might exist across products.

ProbucT CONCEPT

Fast Ethernet and Gigabit Ethernet switching continues to evolve from high-end backbone applications to desktop switching
applications. The price of the technology continues to decline, while performance and feature sets continue to improve.
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Devices that are capable of switching Layers 2, 3, and 4 are increasingly in demand. Unified Switch software provides a
flexible solution to these ever-increasing needs.

Unified Switch software includes a set of comprehensive management functions for managing both Unified Switch software
and the network. You can manage the Unified Switch software by using one of the following three methods:

e Command-Line Interface (CLI)

e Simple Network Management Protocol (SNMP)

*  Web-based

Each of the Unified Switch management methods enables you to configure, manage, and control the software locally or

remotely using in-band or out-of-band mechanisms. Management is standards-based, with configuration parameters and a
private MIB providing control for functions not completely specified in the MIBs.
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Section 2: Using the Command-Line Interface

The command-line interface (CLI) is a text-based way to manage and monitor the system. You can access the CLI by using
a direct serial connection or by using a remote logical connection with telnet or SSH.

This section describes the CLI syntax, conventions, and modes. It contains the following subsections:

e “Command Syntax” on page 3

e “Command Conventions” on page 4

e “Common Parameter Values” on page 4

e “Slot/Port Naming Convention” on page 5

e “Using the “No” Form of a Command” on page 5
e “Unified Switch Modules” on page 6

e “Command Modes” on page 6

e “Command Completion and Abbreviation” on page 8
e “CLI Error Messages” on page 9

e “CLI Line-Editing Conventions” on page 9

e “Using CLI Help” on page 10

e “Accessing the CLI” on page 11

COMMAND SYNTAX

A command is one or more words that might be followed by one or more parameters. Parameters can be required or optional
values.

Some commands, such as show network or clear vlan, do not require parameters. Other commands, such as
network parms, require that you supply a value after the command. You must type the parameter values in a specific order,
and optional parameters follow required parameters. The following example describes the network parms command
syntax:

Format network parms <ipaddr> <netmask> [gateway]

® network parms is the command name.

e <ipaddr> and <netmask> are parameters and represent required values that you must enter after you type the
command keywords.

e [gateway] is an optional parameter, so you are not required to enter a value in place of the parameter.
The D-Link Unified Switch CLI Command Reference lists each command by the command name and provides a brief
description of the command. Each command reference also contains the following information:

e Format shows the command keywords and the required and optional parameters.
e Mode identifies the command mode you must be in to access the command.
e Default shows the default value, if any, of a configurable setting on the device.

The show commands also contain a description of the information that the command shows.
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COMMAND CONVENTIONS

In this document, the command name is in bold font. Parameters are in italic font. You must replace the parameter
name with an appropriate value, which might be a name or number. Parameters are order dependent.

The parameters for a command might include mandatory values, optional values, or keyword choices. Table 1 describes the
conventions this document uses to distinguish between value types.

Table 1: Parameter Conventions

Symbol Example Description

<> angle brackets <values Indicates that you must enter a value in place of the brackets and
text inside them.

[ square brackets [value] Indicates an optional parameter that you can enter in place of the
brackets and text inside them.

{} curly braces {choicel | choice2} Indicates that you must select a parameter from the list of choices.

| Vertical bars choicel | choice2 Separates the mutually exclusive choices.

[{}] Braces within [{choicel | choice2}] Indicates a choice within an optional element.

square brackets

CoMMON PARAMETER VALUES

Parameter values might be names (strings) or numbers.To use spaces as part of a name parameter, enclose the name value
in double quotes. For example, the expression “System Name with Spaces” forces the system to accept the spaces. Empty
strings (““) are not valid user-defined strings. Table 2 describes common parameter values and value formatting.

Table 2: Parameter Descriptions

Parameter Description

ipaddr This parameter is a valid IP address. You can enter the IP address in the following formats:
a (32 bits)
a.b (8.24 bits)
a.b.c (8.8.16 bits)
a.b.c.d (8.8.8.8)

In addition to these formats, the CLI accepts decimal, hexadecimal and octal formats through
the following input formats (where nis any valid hexadecimal, octal or decimal number):

O0xn (CLI assumes hexadecimal format.)

On (CLI assumes octal format with leading zeros.)

n (CLI assumes decimal format.)

Interface or Valid slot and port number separated by a forward slash. For example, 0/1 represents unit
slot/port number 0 and port number 1.
Logical Interface Represents a logical slot and port number. This is applicable in the case of a port-channel

(LAG). You can use the logical slot/port to configure the port-channel.

Character strings Use double quotation marks to identify character strings, for example, “System Name with
Spaces”. An empty string (") is not valid.
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SLOT/PORT NAMING CONVENTION

Unified Switch software references physical entities such as cards and ports by using a slot/port naming convention. The
Unified Switch software also uses this convention to identify certain logical entities, such as Port-Channel interfaces.

The slot number has two uses. In the case of physical ports, it identifies the card containing the ports. In the case of logical
and CPU ports it also identifies the type of interface or port.

Table 3: Type of Slots

Slot Type Description

Physical slot numbers Physical slot numbers begin with zero, and are allocated up to the maximum number of
physical slots.

Logical slot numbers Logical slots immediately follow physical slots and identify port-channel (LAG) or router
interfaces.

CPU slot numbers The CPU slots immediately follow the logical slots.

The port identifies the specific physical port or logical interface being managed on a given slot.

Table 4: Type of Ports

Port Type Description
Physical Ports The physical ports for each slot are numbered sequentially starting from zero.
Logical Interfaces Port-channel or Link Aggregation Group (LAG) interfaces are logical interfaces that are

only used for bridging functions.
VLAN routing interfaces are only used for routing functions.
Loopback interfaces are logical interfaces that are always up.

CPU ports CPU ports are handled by the driver as one or more physical entities located on physical
slots.

Z@I Note: In the CLI and loopback interfaces do not use the slot/port format. To specify a loopback interface, you use
the loopback ID.

USING THE “NO” FORM OF A COMMAND

The no keyword is a specific form of an existing command and does not represent a new or distinct command. Almost every
configuration command has a no form. In general, use the no form to reverse the action of a command or reset a value back
to the default. For example, the no shutdown configuration command reverses the shutdown of an interface. Use the
command without the keyword no to re-enable a disabled feature or to enable a feature that is disabled by default. Only the
configuration commands are available in the no form.
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UNIFIED SWITCH MODULES

The Unified Switch software suite includes the following modules:
e Switching (Layer 2)

¢ Routing (Layer 3)

¢ Quality of Service

¢ Management (CLI, Web Ul, and SNMP)

e WLAN Switching

CoMmAND MODES

The CLI groups commands into modes according to the command function. Each of the command modes supports specific
Unified Switch software commands. The commands in one mode are not available until you switch to that particular mode,
with the exception of the User EXEC mode commands. You can execute the User EXEC mode commands in the Privileged
EXEC mode.

The command prompt changes in each command mode to help you identify the current mode. Table 5 describes the
command modes and the prompts visible in that mode.

Table 5: CLI Command Modes

Command Mode Prompt Mode Description

User EXEC DWS-4026> Contains a limited set of commands to view basic system
information.

Privileged EXEC (DWS-4026) # Allows you to issue any EXEC command, enter the VLAN mode,
or enter the Global Configuration mode.

Global Config DWS-4026 (Config)# Groups general setup commands and permits you to make
modifications to the running configuration.

VLAN Config DWS-4026 (Vlan)# Groups all the VLAN commands.

Interface Config DWS-4026 (Interface <slot/port>)# Manages the operation of an interface and provides access to the

router interface configuration commands.

Use this mode to set up a physical port for a specific logical
connection operation.

DWS-4026 (Interface Loopback <ids>)#

Line Config DWS-4026 (line)# Contains commands to configure outbound telnet settings and
console interface settings.

Policy Map Config DWS-4026 (Config-policy-map)# Contains the QoS Policy-Map configuration commands.

Policy Class Config DWS-4026 (Config-policy-class-map)# Consists of class creation, deletion, and matching commands. The

class match commands specify Layer 2, Layer 3, and general
match criteria.

Class Map Config DWS-4026 (Config-class-map)# Contains the QoS class map configuration commands for IPv4.

Router RIP Config DWS-4026 (DWS-4026 (Config-router)# Contains the RIP configuration commands.

MAC Access-list Config DWS-4026 (Config-mac-access-1list)# Allowsyou tocreate a MAC Access-List and to enter the mode
containing MAC Access-List configuration commands.

TACACS Config DWS-4026 (Tacacs)# Contains commands to configure properties for the TACACS
servers.

DHCP Pool Config DWS-4026 (Config dhcp-pool)# Contains the DHCP server IP address pool configuration
commands.

Wireless Config Mode DWS-4026 (Config-wireless)# Contains global WLAN switch configuration commands and

provides access to other WLAN command modes.
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Table 5: CLI Command Modes (Cont.)

Command Mode Prompt

Mode Description

AP Config Mode DWS-4026 (Config-ap)#

Contains commands to configure entries in the local AP database,
which is used for AP validation.

AP Profile ConfigMode  DWS-4026 (Config-ap-profile)#

Contains commands to configure the default AP profile settings as
well as settings for new AP profile.

AP Profile Radio Config ~ DWS-4026 (Config-ap-profile-radio)#

Mode

Contains commands to modify the radio configuration parameters
for an AP profile.

AP Profile VAP Config DWS-4026 (Config-ap-profile-vap)#

Mode

Contains commands to configure radio 1 or radio 2 within an AP
profile.

Network Config Mode DWS-4026 (Config-network)#

Contains commands to configure WLAN settings for up to 64
different networks.

ARP Access-List Config  DWS-4026 (Config-arp-access-list)#

Mode

Contains commands to add ARP ACL rules in an ARP Access List.

Captive Portal Config Mode DWS-4026 (Conf ig-CP) #

Contains commands to configure global captive portal settings.

'(\)Aa;()jtive Portal Instance DWS-4026 (Config-CP 1)#
ode

Contains commands to configure a captive portal instance.

Table 6 explains how to enter or exit each mode.

Table 6: CLI Mode Access and Exit

Command Mode Access Method

Exit or Access Previous Mode

User EXEC This is the first level of access. To exit, enter Logout.

Privileged EXEC From the User EXEC mode, enter To exit to the User EXEC mode, enter exit orpress Ctrl-
enable .

Global Config From the Privileged EXEC mode, enter To exit to the Privileged EXEC mode, enter exit, or press
configure Ctrl-z.

VLAN Config From the Privileged EXEC mode, enter

vlan database

To exit to the Privileged EXEC mode, enter exit, or press
Ctrl-Z.

Interface Config From the Global Config mode, enter
interface <slot/portsor

interface loopback <id>or

To exit to the Global Config mode, enter exi t. To return to the
Privileged EXEC mode, enter Ctrl-Z.

Line Config From the Global Config mode, enter To exit to the Global Config mode, enter exi t. To return to the
lineconfig. Privileged EXEC mode, enter Ctrl-Z.

Policy-Map Config From the Global Config mode, enter To exit to the Global Config mode, enter exit. To return to the
policy-map Privileged EXEC mode, enter Ctrl-Z.

Policy-Class-Map Config From the Policy Map mode enter class.

To exit to the Policy Map mode, enter exit. To return to the
Privileged EXEC mode, enter Ctrl-Z.

Class-Map Config From the Global Config mode, enter
class-map

and specify the optional keyword 1pv4 to specify the Layer 3
protocol for this class. See “class-map” on page 382 for more

information.

To exit to the Global Config mode, enter exit. To return to the
Privileged EXEC mode, enter Ctrl-Z.

Router RIP Config From the Global Config mode, enter
router rip.

To exit to the Global Config mode, enter exi t. To return to the
Privileged EXEC mode, enter Ctrl-Z.

MAC Access-list Config  From the Global Config mode, enter

mac access-list extended <names.

To exit to the Global Config mode, enter exit. To return to the
Privileged EXEC mode, enter Ctrl-Z.

TACACS Config From the Global Config mode, enter

tacacs-server host <ip-addr>
where <1p-addr>is the IP address of the TACACS server

on your network.

To exit to the Global Config mode, enter exit. To return to the
Privileged EXEC mode, enter Ctrl-Z.

DHCP Pool From the Global Config mode, enter
Config

ip dhcp pool <pool-names.

To exit to the Global Config mode, enter exit. To return to the
Privileged EXEC mode, enter Ctrl-Z.
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Table 6: CLI Mode Access and Exit (Cont.)

Command Mode Access Method Exit or Access Previous Mode

DHCPV6 Pool From the Global Config mode, enter To exit to the Global Config mode, enter exi t. To return to the

Config ip dhecpvé pool <pool-names. Privileged EXEC mode, enter Ctrl-Z.

Wireless Config Mode From the Global Config mode, enter To exit to Global Config mode, enter exi t. To return to User
wireless. EXEC mode, enter Ctrl-Z.

AP Config Mode From the Wireless Config mode, enter To exit to Wireless Config mode, enter exit. To return to the
ap database <macaddrs User EXEC mode, enter Ctrl-2Z.

where <macaddr > is the MAC address of the AP to
configure..

AP Profile Config Mode  From the Wireless Config mode, enter To exit to Wireless Config mode, enter exit. To return to User
ap profile <1-16> EXEC mode, enter Ctrl-Z.

where <1 -16 > is the profile ID.

AP Profile Radio Config  From the AP Profile Config mode, enter To exit to AP Profile Config mode, enter exit. To return to User
Mode radio <I-2>. EXEC mode, enter Ctr1l-7Z.

AP Profile VAP Config From the AP Profile Radio Config mode, enter To exit to AP Profile Radio Configmode, enter exi t. To return to
Mode User EXEC mode, enter Ctrl-2Z.

vap <0-15>
where <0-15>isthe VAP ID.

Network Config Mode From the Wireless Config mode, enter To exit to Wireless Config mode, enter exit. To return to User
EXEC mode, enter Ctrl-Z.

network <1-64>
where <1-64>isthe network ID.

ARP Access-List Config  From the Global Config mode, enter To exit to the Global Config mode, enter the €x1t command.
Mode arp access-list To return to the Privileged EXEC mode, enter Ctrl-Z.

Captive Portal Config From the Global Config mode, enter To exit to the Global Config mode, enter the exit command. To
Mode return to the User EXEC mode, enter Ctrl-2Z.

captive-portal

Captive Portal Instance  From the Captive Portal Config Mode, enter To exit to the Captive Portal Config mode, enter exit. To return
Mode configuration [cp—id] to the User EXEC mode, enter Ctrl-Z.

where [cp-1d] is the captive portal instance ID.

CoMMAND COMPLETION AND ABBREVIATION

Command completion finishes spelling the command when you type enough letters of a command to uniquely identify the
command keyword. Once you have entered enough letters, press the spacebar or tab key to complete the word.

Command abbreviation allows you to execute a command when you have entered there are enough letters to uniquely
identify the command. You must enter all of the required keywords and parameters before you enter the command.
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CLI ERROR MESSAGES

If you enter a command and the system is unable to execute it, an error message appears. Table 7 describes the most
common CLI error messages.

Table 7: CLI Error Messages

Message Text Description

% Invalid input detected at '™ Indicates that you entered an incorrect or unavailable command. The carat

marker. (™) shows where the invalid text is detected. This message also appears if
any of the parameters or values are not recognized.

Command not found / Incomplete Indicates that you did not enter the required keywords or values.

command. Use ? to list commands.

Ambiguous command Indicates that you did not enter enough letters to uniquely identify the
command.

CLI LINE-EDITING CONVENTIONS

Table 8 describes the key combinations you can use to edit commands or increase the speed of command entry. You can
access this list from the CLI by entering help from the User or Privileged EXEC modes.

Table 8: CLI Editing Conventions

Key Sequence Description

Delete or Backspace Delete previous character.
Ctrl-A Go to beginning of line.

Ctrl-E Go to end of line.

Ctrl-F Go forward one character.

Ctrl-B Go backward one character.
Ctrl-D Delete current character.

Ctrl-U, X Delete to beginning of line.
Ctrl-K Delete to end of line.

Ctrl-w Delete previous word.

Ctrl-T Transpose previous character.
Ctrl-P Go to previous line in history buffer.
Ctrl-R Rewrites or pastes the line.
Ctrl-N Go to next line in history buffer.
Ctrl-Y Prints last deleted character.
Ctrl-Q Enables serial flow.

Ctrl-S Disables serial flow.

Ctrl-z Return to root command prompt.
Tab, <SPACE> Command-line completion.
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Table 8: CLI Editing Conventions (Cont.)

Key Sequence Description
Exit Go to next lower command prompt.
? List available commands, keywords, or parameters.

UsING CLI HELP

Enter a question mark (?) at the command prompt to display the commands available in the current mode.

(DWS-4026) >?

enable Enter into user privilege mode.

help Display help for various special keys.

logout Exit this session. Any unsaved changes are lost.
ping Send ICMP echo packets to a specified IP address.
quit Exit this session. Any unsaved changes are lost.
show Display Switch Options and Settings.

telnet Telnet to a remote host.

Enter a question mark (?) after each word you enter to display available command keywords or parameters.

(DWS-4026) #network ?

javamode Enable/Disable.

mgmt_vlan Configure the Management VLAN ID of the switch.

parms Configure Network Parameters of the router.

protocol Select DHCP, BootP, or None as the network config
protocol.

If the help output shows a parameter in angle brackets, you must replace the parameter with a value.

(DWS-4026) #network parms ?
<ipaddr> Enter the IP address.

If there are no additional command keywords or parameters, or if additional parameters are optional, the following message
appears in the output:

<Ccr> Press Enter to execute the command

You can also enter a question mark (?) after typing one or more characters of a word to list the available command or
parameters that begin with the letters, as shown in the following example:

(DWS-4026) #show m?

mac-addr-table mac-address-table monitor
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ACCESSING THE CLI

You can access the CLI by using a direct console connection or by using a telnet or SSH connection from a remote
management host.

For the initial connection, you must use a direct connection to the console port. You cannot access the system remotely until
the system has an IP address, subnet mask, and default gateway. You can set the network configuration information

manually, or you can configure the system to accept these settings from a BOOTP or DHCP server on your network. For
more information, see “Network Interface Commands” on page 473.

11
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Section 3: Switching Commands

This section describes the switching commands available in the Unified Switch CLI.

The Switching Commands section includes the following sections:

e “Port Configuration Commands” on page 14

e “Spanning Tree Protocol Commands” on page 18

e “VLAN Commands” on page 32

e “Double VLAN Commands” on page 43

e “Voice VLAN Commands” on page 45

e “Provisioning (IEEE 802.1p) Commands” on page 47

e “Protected Ports Commands” on page 47

e “GARP Commands” on page 49

e “GVRP Commands” on page 51

e “GMRP Commands” on page 52

e “Port-Based Network Access Control Commands” on page 54
e “802.1x Supplicant Commands” on page 66

e “Storm-Control Commands” on page 70

e “Port-Channel/LAG (802.3ad) Commands” on page 79

e “Port Mirroring” on page 94

e “Static MAC Filtering” on page 95

e “L2 DHCP Relay Agent Commands” on page 99

e “DHCP Client Commands” on page 104

e “DHCP Snooping Configuration Commands” on page 105
e “Dynamic ARP Inspection Commands” on page 112

e “IGMP Snooping Configuration Commands” on page 119
e “IGMP Snooping Querier Commands” on page 125

e “Port Security Commands” on page 129

e “LLDP (802.1AB) Commands” on page 132

e “LLDP-MED Commands” on page 139

e “Denial of Service Commands” on page 146

e “MAC Database Commands” on page 154

e “ISDP Commands” on page 156

Z%I Note: The commands in this section are in one of three functional groups:

¢ Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

e Clear commands clear some or all of the settings to factory defaults.

13
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PORT CONFIGURATION COMMANDS

This section describes the commands you use to view and configure port settings.

interface

This command gives you access to the Interface Config mode, which allows you to enable or modify the operation of an
interface (port).

Format interface <slot/ports>
Mode Global Config

auto-negotiate

This command enables automatic negotiation on a port.

Default enabled
Format auto-negotiate
Mode Interface Config

no auto-negotiate

This command disables automatic negotiation on a port.

Z@I Note: Automatic sensing is disabled when automatic negotiation is disabled.

Format no auto-negotiate
Mode Interface Config

auto-negotiate all

This command enables automatic negotiation on all ports.

Default enabled
Format auto-negotiate all
Mode Global Config

no auto-negotiate all

This command disables automatic negotiation on all ports.

Format no auto-negotiate all
Mode Global Config

14 © 2009 D-Link Corporation. All Rights Reserved



Port Configuration Commands

description

Use this command to create an alpha-numeric description of the port.

Format description <description>
Mode Interface Config
mtu

Use the mtu command to set the maximum transmission unit (MTU) size, in bytes, for frames that ingress or egress the
interface. You can use the mtu command to configure jumbo frame support for physical and port-channel (LAG) interfaces.
For the standard Unified Switch implementation, the MTU size is a valid integer between 1522 - 9216 for tagged packets and
a valid integer between 1518 - 9216 for untagged packets.

Z@I Note: To receive and process packets, the Ethernet MTU must include any extra bytes that Layer-2 headers might
require. To configure the IP MTU size, which is the maximum size of the IP packet (IP Header + IP payload), see
“ip mtu” on page 171.

Default 1518 (untagged)
Format mtu <1518-9216>
Mode Interface Config

no mtu

This command sets the default MTU size (in bytes) for the interface.

Format no mtu
Mode Interface Config
shutdown

This command disables a port.

Z@I Note: You can use the shutdown command on physical and port-channel (LAG) interfaces, but not on VLAN
routing interfaces.

Default enabled
Format shutdown
Mode Interface Config

no shutdown

This command enables a port.

Format no shutdown

Mode Interface Config
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shutdown all

This command disables all ports.

Z@I Note: You can use the shutdown all command on physical and port-channel (LAG) interfaces, but not on
VLAN routing interfaces.

Default enabled
Format shutdown all
Mode Global Config

no shutdown all

This command enables all ports.

Format no shutdown all
Mode Global Config
speed

This command sets the speed and duplex setting for the interface.

Format speed {<100 | 10> <half-duplex | full-duplex>)}
Mode Interface Config

Acceptable Values Definition

100h 100BASE-T half duplex
100f 100BASE-T full duplex
10h 10BASE-T half duplex
10f 10BASE-T full duplex
speed all

This command sets the speed and duplex setting for all interfaces.

Format speed all {<100 | 10> <half-duplex | full-duplex>}
Mode Global Config

Acceptable Values Definition

100h 100BASE-T half duplex
100f 100BASE-T full duplex
10h 10BASE-T half duplex
10f 10BASE-T full duplex
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show port

This command displays port information.

Format show port {<slot/port> | all}

Mode Privileged EXEC

Term Definition

Interface Valid slot and port number separated by a forward slash.

Type If not blank, this field indicates that this port is a special type of port. The possible values are:

¢ Mirror - this port is a monitoring port. For more information, see “Port Mirroring” on page 94.
e PC Mbr- this port is a member of a port-channel (LAG).
¢ Probe - this port is a probe port.

Admin Mode The Port control administration state. The port must be enabled in order for it to be allowed into the
network. - May be enabled or disabled. The factory default is enabled.

Physical Mode The desired port speed and duplex mode. If auto-negotiation support is selected, then the duplex
mode and speed is set from the auto-negotiation process. Note that the maximum capability of the port
(full duplex -100M) is advertised. Otherwise, this object determines the port's duplex mode and
transmission rate. The factory default is Auto.

Physical Status The port speed and duplex mode.

Link Status The Link is up or down.

Link Trap This object determines whether or not to send a trap when link status changes. The factory default is
enabled.

LACP Mode LACP is enabled or disabled on this port.

show port protocol

This command displays the Protocol-Based VLAN information for either the entire system, or for the indicated group.

Format show port protocol {<groupid> | all}

Mode Privileged EXEC

Term Definition

Group Name The group name of an entry in the Protocol-based VLAN table.

Group ID The group identifier of the protocol group.

Protocol(s) The type of protocol(s) for this group.

VLAN The VLAN associated with this Protocol Group.

Interface(s) Lists the slot/port interface(s) that are associated with this Protocol Group.
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SPANNING TREE PROTOCOL COMMANDS

This section describes the commands you use to configure Spanning Tree Protocol (STP). STP helps prevent network loops,
duplicate messages, and network instability.

Z@I Note: STP is disabled by default. When you enable STP on the switch, STP is still disabled on each port.

Z@I Note: If STP is disabled, the system does not forward BPDU messages.

spanning-tree

This command sets the spanning-tree operational mode to enabled.

Default disabled
Format spanning-tree
Mode Global Config

no spanning-tree

This command sets the spanning-tree operational mode to disabled. While disabled, the spanning-tree configuration is
retained and can be changed, but is not activated.

Format no spanning-tree
Mode Global Config

spanning-tree bpdufilter

Use this command to enable BPDU Filter on the interface.

Default disabled
Format spanning-tree bpdufilter
Mode Interface Config

no spanning-tree bpdufilter

Use this command to disable BPDU Filter on the interface.

Default disabled
Format no spanning-tree bpdufilter
Mode Interface Config

spanning-tree bpdufilter default

Use this command to enable BPDU Filter on all the edge port interfaces.
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Default disabled
Format spanning-tree bpdufilter
Mode Global Config

no spanning-tree bpdufilter default

Use this command to disable BPDU Filter on all the edge port interfaces.

Default disabled
Format no spanning-tree bpdufilter default
Mode Global Config

spanning-tree bpduflood

Use this command to enable BPDU Flood on the interface.

Default disabled
Format spanning-tree bpduflood
Mode Interface Config

no spanning-tree bpduflood

Use this command to disable BPDU Flood on the interface.

Default disabled
Format no spanning-tree bpduflood
Mode Interface Config

spanning-tree bpduguard

Use this command to enable BPDU Guard on the switch.

Default disabled
Format spanning-tree bpduguard
Mode Global Config

no spanning-tree bpduguard

Use this command to disable BPDU Guard on the switch.

Default disabled
Format no spanning-tree bpduguard
Mode Global Config
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spanning-tree bpdumigrationcheck

Use this command to force a transmission of rapid spanning tree (RSTP) and multiple spanning tree (MSTP) BPDUs. Use
the <slot/port> parameter to transmit a BPDU from a specified interface, or use the a1l keyword to transmit BPDUs
from all interfaces. This command forces the BPDU transmission when you execute it, so the command does not change
the system configuration or have a “no” version.

Format spanning-tree bpdumigrationcheck {<slot/port> [ all}
Mode Global Config
spanning-tree configuration name

This command sets the Configuration Identifier Name for use in identifying the configuration that this switch is currently
using. The <name> is a string of up to 32 characters.

Default base MAC address in hexadecimal notation
Format spanning-tree configuration name <name>
Mode Global Config

no spanning-tree configuration name

This command resets the Configuration Identifier Name to its default.

Format no spanning-tree configuration name
Mode Global Config
spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for use in identifying the configuration that this switch is
currently using. The Configuration Identifier Revision Level is a number in the range of 0 to 65535.

Default 0
Format spanning-tree configuration revision <0-65535>
Mode Global Config

no spanning-tree configuration revision

This command sets the Configuration Identifier Revision Level for use in identifying the configuration that this switch is
currently using to the default value.

Format no spanning-tree configuration revision
Mode Global Config
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spanning-tree edgeport

This command specifies that this port is an Edge Port within the common and internal spanning tree. This allows this port to
transition to Forwarding State without delay.

Format spanning-tree edgeport
Mode Interface Config
no spanning-tree edgeport

This command specifies that this port is not an Edge Port within the common and internal spanning tree.

Format no spanning-tree edgeport
Mode Interface Config

spanning-tree forceversion

This command sets the Force Protocol Version parameter to a new value.

Default 802.1s
Format spanning-tree forceversion <802.1d | 802.1s | 802.1w>
Mode Global Config

e Use 802.1d to specify that the switch transmits ST BPDUs rather than MST BPDUs (IEEE 802.1d functionality
supported).

e Use 802.1s to specify that the switch transmits MST BPDUs (IEEE 802.1s functionality supported).

e Use 802.1w to specify that the switch transmits RST BPDUs rather than MST BPDUs (IEEE 802.1w functionality
supported).

no spanning-tree forceversion

This command sets the Force Protocol Version parameter to the default value.

Format no spanning-tree forceversion

Mode Global Config
spanning-tree forward-time
This command sets the Bridge Forward Delay parameter to a new value for the common and internal spanning tree. The

forward-time value is in seconds within a range of 4 to 30, with the value being greater than or equal to “(Bridge Max Age /
2)+ 17

Default 15
Format spanning-tree forward-time <4-30>
Mode Global Config
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no spanning-tree forward-time

This command sets the Bridge Forward Delay parameter for the common and internal spanning tree to the default value.

Format no spanning-tree forward-time
Mode Global Config
spanning-tree guard

This command selects whether loop guard or root guard is enabled on an interface. If neither is enabled, then the port
operates in accordance with the multiple spanning tree protocol.

Default none
Format spanning-tree guard { none | root | loop }
Mode Interface Config

no spanning-tree guard

This command disables loop guard or root guard on the interface.

Format no spanning-tree guard
Mode Interface Config

spanning-tree hello-time
This command sets the Admin Hello Time parameter to a new value for the common and internal spanning tree. The hello

time <value> is in whole seconds within a range of 1 to 10, with the value being less than or equal to (Bridge Max Age / 2)
- 1.

Default 2
Format spanning-tree hello-time <1-10>
Mode Interface Config

no spanning-tree hello-time
This command sets the admin Hello Time parameter for the common and internal spanning tree to the default value.

Format no spanning-tree hello-time
Mode Interface Config

spanning-tree max-age

This command sets the Bridge Max Age parameter to a new value for the common and internal spanning tree. The max-age
value is in seconds within a range of 6 to 40, with the value being less than or equal to 2 x (Bridge Forward Delay - 1).

Default 20
Format spanning-tree max-age <6-40>
Mode Global Config
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no spanning-tree max-age
This command sets the Bridge Max Age parameter for the common and internal spanning tree to the default value.

Format no spanning-tree max-age
Mode Global Config

spanning-tree max-hops

This command sets the MSTP Max Hops parameter to a new value for the common and internal spanning tree. The max-
hops value is a range from 1 to 127.

Default 20
Format spanning-tree max-hops <1-127>
Mode Global Config

no spanning-tree max-hops
This command sets the Bridge Max Hops parameter for the common and internal spanning tree to the default value.

Format no spanning-tree max-hops
Mode Global Config

spanning-tree mst

This command sets the Path Cost or Port Priority for this port within the multiple spanning tree instance or in the common
and internal spanning tree. If you specify an <mstid> parameter that corresponds to an existing multiple spanning tree
instance, the configurations are done for that multiple spanning tree instance. If you specify 0 (defined as the default CIST
ID) as the <mstid>, the configurations are done for the common and internal spanning tree instance.

If you specify the cost option, the command sets the path cost for this port within a multiple spanning tree instance or the
common and internal spanning tree instance, depending on the <mst id> parameter. You can set the path cost as a number
in the range of 1 to 200000000 or auto. If you select auto the path cost value is set based on Link Speed.

If you specify the external-cost option, this command sets the external-path cost for MST instance 0 i.e. CIST instance. You
can set the external cost as a number in the range of 1 to 200000000 or auto. If you specify auto, the external path cost
value is set based on Link Speed.

If you specify the port-priority option, this command sets the priority for this port within a specific multiple spanning tree
instance or the common and internal spanning tree instance, depending on the <mst id> parameter. The port-priority value
is a number in the range of 0 to 240 in increments of 16.

Default e cost—auto
¢ external-cost—auto
e port-priority—128

Format spanning-tree mst <mstid> {{cost <1-200000000> | auto} | {external-cost <1-
200000000> | auto} | port-priority <0-240>}

Mode Interface Config
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no spanning-tree mst

This command sets the Path Cost or Port Priority for this port within the multiple spanning tree instance, or in the common
and internal spanning tree to the respective default values. If you specify an <mstid> parameter that corresponds to an
existing multiple spanning tree instance, you are configuring that multiple spanning tree instance. If you specify 0 (defined
as the default CIST ID) as the <mstid>, you are configuring the common and internal spanning tree instance.

If the you specify cost, this command sets the path cost for this port within a multiple spanning tree instance or the common
and internal spanning tree instance, depending on the <mst id> parameter, to the default value, i.e. a path cost value based
on the Link Speed.

If you specify external-cost, this command sets the external path cost for this port for mst 0 instance, to the default value,
i.e. a path cost value based on the Link Speed.

If you specify port-priority, this command sets the priority for this port within a specific multiple spanning tree instance or
the common and internal spanning tree instance, depending on the <mstid> parameter, to the default value.

Format no spanning-tree mst <mstid> <cost | external-cost | port-prioritys>

Mode Interface Config

spanning-tree mst instance

This command adds a multiple spanning tree instance to the switch. The parameter <mst id> is a number within a range of
1 to 4094, that corresponds to the new instance ID to be added. The maximum number of multiple instances supported by
the switch is 4.

Default none
Format spanning-tree mst instance <mstid->
Mode Global Config

no spanning-tree mst instance

This command removes a multiple spanning tree instance from the switch and reallocates all VLANs allocated to the deleted
instance to the common and internal spanning tree. The parameter <mstid> is a number that corresponds to the desired
existing multiple spanning tree instance to be removed.

Format no spanning-tree mst instance <mstid>

Mode Global Config

spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance. The parameter <mstid> is a number
that corresponds to the desired existing multiple spanning tree instance. The priority value is a number within a range of 0

to 61440 in increments of 4096.

If you specify 0 (defined as the default CIST ID) as the <mstid>, this command sets the Bridge Priority parameter to a new
value for the common and internal spanning tree. The bridge priority value is a number within a range of 0 to 61440. The
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twelve least significant bits are masked according to the 802.1s specification. This causes the priority to be rounded down
to the next lower valid priority.

Default 32768
Format spanning-tree mst priority <mstid> <0-61440>
Mode Global Config

no spanning-tree mst priority

This command sets the bridge priority for a specific multiple spanning tree instance to the default value. The parameter
<mstid>is a number that corresponds to the desired existing multiple spanning tree instance.

If 0 (defined as the default CIST ID) is passed as the <mstid>, this command sets the Bridge Priority parameter for the
common and internal spanning tree to the default value.

Format no spanning-tree mst priority <mstids>

Mode Global Config

spanning-tree mst vian

This command adds an association between a multiple spanning tree instance and one or more VLANS so that the VLAN(s)
are no longer associated with the common and internal spanning tree. The parameter <mstid> is a number that
corresponds to the desired existing multiple spanning tree instance. The vlan range can be specified as a list or as a range
of values. To specify a list of VLANSs, enter a list of VLAN IDs, each separated by a comma with no spaces in between. To
specify a range of VLANSs, separate the beginning and ending VLAN ID with a dash (-).

Format spanning-tree mst vlan <mstid> <vlanid>
Mode Global Config
no spanning-tree mst vian

This command removes an association between a multiple spanning tree instance and one or more VLANSs so that the
VLAN(s) are again associated with the common and internal spanning tree.

Format no spanning-tree mst vlan <mstid> <vlanids>
Mode Global Config

spanning-tree port mode

This command sets the Administrative Switch Port State for this port to enabled.

Default disabled
Format spanning-tree port mode
Mode Interface Config
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no spanning-tree port mode

This command sets the Administrative Switch Port State for this port to disabled.

Format no spanning-tree port mode

Mode Interface Config

spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to enabled.

Default disabled
Format spanning-tree port mode all
Mode Global Config

no spanning-tree port mode all

This command sets the Administrative Switch Port State for all ports to disabled.

Format no spanning-tree port mode all
Mode Global Config
show spanning-tree

This command displays spanning tree settings for the common and internal spanning tree. The following details are
displayed.

Format show spanning-tree
Mode e Privileged EXEC
e User EXEC
Term Definition
Bridge Priority Specifies the bridge priority for the Common and Internal Spanning tree (CST). The value lies between

0 and 61440. It is displayed in multiples of 4096.

Bridge Identifier = The bridge identifier for the CST. It is made up using the bridge priority and the base MAC address of
the bridge.

Time Since Time in seconds.
Topology Change

Topology Change Number of times changed.
Count

Topology Change Boolean value of the Topology Change parameter for the switch indicating if a topology change is in
progress on any port assigned to the common and internal spanning tree.

Designated Root  The bridge identifier of the root bridge. Itis made up from the bridge priority and the base MAC address
of the bridge.

Root Path Cost Value of the Root Path Cost parameter for the common and internal spanning tree.

Root Port Identifier Identifier of the port to access the Designated Root for the CST

Root Port Max Age Derived value.
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Term Definition

Root Port Bridge  Derived value.
Forward Delay

Hello Time Configured value of the parameter for the CST.

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol Data Units (BPDUSs).

Bridge Max Hops Bridge max-hops count for the device.

CST Regional Root Bridge Identifier of the CST Regional Root. It is made up using the bridge priority and the base MAC
address of the bridge.

Regional Root Path Path Cost to the CST Regional Root.
Cost

Associated FIDs  List of forwarding database identifiers currently associated with this instance.

Associated VLANSs List of VLAN IDs currently associated with this instance.

show spanning-tree brief

This command displays spanning tree settings for the bridge. The following information appears.

Format show spanning-tree brief
Mode e Privileged EXEC

e User EXEC
Term Definition

Bridge Priority Configured value.

Bridge Identifier = The bridge identifier for the selected MST instance. It is made up using the bridge priority and the base
MAC address of the bridge.

Bridge Max Age  Configured value.

Bridge Max Hops Bridge max-hops count for the device.

Bridge Hello Time Configured value.

Bridge Forward Configured value.
Delay

Bridge Hold Time Minimum time between transmission of Configuration Bridge Protocol Data Units (BPDUs).

show spanning-tree interface

This command displays the settings and parameters for a specific switch port within the common and internal spanning tree.
The <slot/port> is the desired switch port. The following details are displayed on execution of the command.

Format show spanning-tree interface <slot/ports>
Mode e Privileged EXEC
e User EXEC
Term Definition
Hello Time Admin hello time for this port.
Port Mode Enabled or disabled.
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Term Definition

BPDU Guard Effect Enabled or disabled.

Root Guard Enabled or disabled.

Loop Guard Enabled or disabled.

TCN Guard Errl]able or disable the propagation of received topology change notifications and topology changes to
other ports.

BPDU Filter Mode Enabled or disabled.

BPDU Flood Mode Enabled or disabled.

Auto Edge To enable or disable the feature that causes a port that has not seen a BPDU for edge delay time, to
become an edge port and transition to forwarding faster.

Port Up Time Since Time since port was reset, displayed in days, hours, minutes, and seconds.
Counters Last

Cleared

STP BPDUs Spanning Tree Protocol Bridge Protocol Data Units sent.
Transmitted

STP BPDUs Spanning Tree Protocol Bridge Protocol Data Units received.
Received

RSTP BPDUs Rapid Spanning Tree Protocol Bridge Protocol Data Units sent.
Transmitted

RSTP BPDUs Rapid Spanning Tree Protocol Bridge Protocol Data Units received.
Received

MSTP BPDUs Multiple Spanning Tree Protocol Bridge Protocol Data Units sent.
Transmitted

MSTP BPDUs Multiple Spanning Tree Protocol Bridge Protocol Data Units received.
Received

show spanning-tree mst port detailed

This command displays the detailed settings and parameters for a specific switch port within a particular multiple spanning
tree instance. The parameter <mst id> is a number that corresponds to the desired existing multiple spanning tree instance.
The <slot/port> is the desired switch port.

Format show spanning-tree mst port detailed <mstid> <slot/portx>
Mode e Privileged EXEC

e User EXEC
Term Definition

MST Instance ID  The ID of the existing MST instance.

Port Identifier The port identifier for the specified port within the selected MST instance. It is made up from the port
priority and the interface number of the port.

Port Priority The priority for a particular port within the selected MST instance. The port priority is displayed in
multiples of 16.

Port Forwarding  Current spanning tree state of this port.
State

Port Role Each enabled MST Bridge Port receives a Port Role for each spanning tree. The port role is one of the
following values: Root Port, Designated Port, Alternate Port, Backup Port, Master Port or Disabled Port
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Term

Definition

Auto-Calculate
Port Path Cost

Indicates whether auto calculation for port path cost is enabled.

Port Path Cost

Configured value of the Internal Port Path Cost parameter.

Designated Root

The Identifier of the designated root for this port.

Root Path Cost

The path cost to get to the root bridge for this instance. The root path cost is zero if the bridge is the
root bridge for that instance.

Designated Bridge

Bridge Identifier of the bridge with the Designated Port.

Designated Port
Identifier

Port on the Designated Bridge that offers the lowest cost to the LAN.

Loop Inconsistent
State

The current loop inconsistent state of this port in this MST instance. When in loop inconsistent state,
the port has failed to receive BPDUs while configured with loop guard enabled. Loop inconsistent state
maintains the port in a blocking state until a subsequent BPDU is received.

Transitions Into
Loop Inconsistent
State

The number of times this interface has transitioned into loop inconsistent state.

Transitions Out of
Loop Inconsistent
State

The number of times this interface has transitioned out of loop inconsistent state.

If you specify 0 (defined as the default CIST ID) as the <mstid>, this command displays the settings and parameters for a
specific switch port within the common and internal spanning tree. The <slot/port> is the desired switch port. In this case,
the following are displayed.

Term

Definition

Port Identifier

The port identifier for this port within the CST.

Port Priority

The priority of the port within the CST.

Port Forwarding
State

The forwarding state of the port within the CST.

Port Role

The role of the specified interface within the CST.

Auto-Calculate
Port Path Cost

Indicates whether auto calculation for port path cost is enabled or not (disabled).

Port Path Cost

The configured path cost for the specified interface.

Auto-Calculate
External Port Path
Cost

Indicates whether auto calculation for external port path cost is enabled.

External Port Path
Cost

The cost to get to the root bridge of the CIST across the boundary of the region. This means that if the
port is a boundary port for an MSTP region, then the external path cost is used.

Designated Root

Identifier of the designated root for this port within the CST.

Root Path Cost

The root path cost to the LAN by the port.

Designated Bridge

The bridge containing the designated port.

Designated Port
Identifier

Port on the Designated Bridge that offers the lowest cost to the LAN.

Topology Change
Acknowledgement

Value of flag in next Configuration Bridge Protocol Data Unit (BPDU) transmission indicating if a
topology change is in progress for this port.

Hello Time

The hello time in use for this port.

Edge Port

The configured value indicating if this port is an edge port.
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Term Definition

Edge Port Status The derived value of the edge port status. True if operating as an edge port; false otherwise.

Point To Point MAC Derived value indicating if this port is part of a point to point link.
Status

CST Regional Root The regional root identifier in use for this port.

CST Internal Root The internal root path cost to the LAN by the designated external port.

Path Cost
Loop Inconsistent The current loop inconsistent state of this port in this MST instance. When in loop inconsistent state,
State the port has failed to receive BPDUs while configured with loop guard enabled. Loop inconsistent state

maintains the port in a blocking state until a subsequent BPDU is received.

Transitions Into The number of times this interface has transitioned into loop inconsistent state.
Loop Inconsistent
State

Transitions Out of The number of times this interface has transitioned out of loop inconsistent state.
Loop Inconsistent
State

show spanning-tree mst port summary

This command displays the settings of one or all ports within the specified multiple spanning tree instance. The parameter
<mstid> indicates a particular MST instance. The parameter {<slot/port> | all} indicates the desired switch port or
all ports.

If you specify 0 (defined as the default CIST ID) as the <mstid>, the status summary displays for one or all ports within the
common and internal spanning tree.

Format show spanning-tree mst port summary <mstid> {<slot/port> [ all}
Mode e Privileged EXEC

e User EXEC
Term Definition

MST Instance ID  The MST instance associated with this port.

Interface Valid slot and port number separated by a forward slash.

STP Mode Indicates whether spanning tree is enabled or disabled on the port.

Type Currently not used.

STP State The forwarding state of the port in the specified spanning tree instance.

Port Role The role of the specified port within the spanning tree.

Desc Indicates whether the port is in loop inconsistent state or not. This field is blank if the loop guard feature

is not available.

30 © 2009 D-Link Corporation. All Rights Reserved



Spanning Tree Protocol Commands

show spanning-tree mst summary

This command displays summary information about all multiple spanning tree instances in the switch. On execution, the
following details are displayed.

Format show spanning-tree mst summary
Mode e Privileged EXEC

e User EXEC
Term Definition

MST Instance ID  List of multiple spanning trees IDs currently configured.

List

For each MSTID: e« List of forwarding database identifiers associated with this instance.
e Associated FIDs e List of VLAN IDs associated with this instance.

e Associated
VLANs

show spanning-tree summary

This command displays spanning tree settings and parameters for the switch. The following details are displayed on
execution of the command.

Format show spanning-tree summary
Mode e Privileged EXEC

e User EXEC
Term Definition
Spanning Tree Enabled or disabled.
Adminmode

Spanning Tree Version of 802.1 currently supported (IEEE 802.1s, IEEE 802.1w, or IEEE 802.1d) based upon the
Version Force Protocol Version parameter.

BPDU Guard Mode Enabled or disabled.
BPDU Filter Mode Enabled or disabled.

Configuration Identifier used to identify the configuration currently being used.

Name

Configuration Identifier used to identify the configuration currently being used.

Revision Level

Configuration A generated Key used in the exchange of the BPDUs.

Digest Key

Configuration Specifies the version of the configuration format being used in the exchange of BPDUs. The default

Format Selector value is zero.

MST Instances List of all multiple spanning tree instances configured on the switch.
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show spanning-tree vian

This command displays the association between a VLAN and a multiple spanning tree instance. The <vlanids> corresponds
to an existing VLAN ID.

Format show spanning-tree vlan <vlanid>
Mode e Privileged EXEC

e User EXEC
Term Definition

VLAN Identifier The VLANSs associated with the selected MST instance.

Associated Identifier for the associated multiple spanning tree instance or “CST” if associated with the common
Instance and internal spanning tree.

VLAN COMMANDS

This section describes the commands you use to configure VLAN settings.

vlan database

This command gives you access to the VLAN Config mode, which allows you to configure VLAN characteristics.

Format vlan database
Mode Privileged EXEC

network mgmt_vlan

This command configures the Management VLAN ID.

Default 1
Format network mgmt vlan <1-3965>
Mode Privileged EXEC

no network mgmt_vlan

This command sets the Management VLAN ID to the default.

Format no network mgmt_vlan
Mode Privileged EXEC
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vian

This command creates a new VLAN and assigns it an ID. The ID is a valid VLAN identification number (ID 1 is reserved for
the default VLAN). VLAN range is 2-3965.

Format vlan <2-3965>
Mode VLAN Config
no vian

This command deletes an existing VLAN. The ID is a valid VLAN identification number (ID 1 is reserved for the default
VLAN). The VLAN range is 2-3965.

Format no vlan <2-3965>
Mode VLAN Config

vlan acceptframe

This command sets the frame acceptance mode per interface. For VLAN Only mode, untagged frames or priority frames
received on this interface are discarded. For Admit All mode, untagged frames or priority frames received on this interface
are accepted and assigned the value of the interface VLAN ID for this port. With either option, VLAN tagged frames are
forwarded in accordance with the IEEE 802.1Q VLAN Specification.

Default all
Format vlan acceptframe {vlanonly | all}
Mode Interface Config

no vlan acceptframe

This command resets the frame acceptance mode for the interface to the default value.

Format no vlan acceptframe
Mode Interface Config
vlan ingressfilter

This command enables ingress filtering. If ingress filtering is disabled, frames received with VLAN IDs that do not match the
VLAN membership of the receiving interface are admitted and forwarded to ports that are members of that VLAN.

Default disabled
Format vlan ingressfilter
Mode Interface Config
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no vlan ingressfilter

This command disables ingress filtering. If ingress filtering is disabled, frames received with VLAN IDs that do not match the
VLAN membership of the receiving interface are admitted and forwarded to ports that are members of that VLAN.

Format no vlan ingressfilter
Mode Interface Config
vlan makestatic

This command changes a dynamically created VLAN (one that is created by GVRP registration) to a static VLAN (one that
is permanently configured and defined). The ID is a valid VLAN identification number. VLAN range is 2-3965.

Format vlan makestatic <2-3965>
Mode VLAN Config
vlan name

This command changes the name of a VLAN. The name is an alphanumeric string of up to 32 characters, and the ID is a
valid VLAN identification number. ID range is 1-3965.

Default e VLANID 1 - default

e other VLANS - blank string
Format vlan name <1-3965> <name>
Mode VLAN Config

no vlan name

This command sets the name of a VLAN to a blank string.

Format no vlan name <1-3965>
Mode VLAN Config

vlan participation

This command configures the degree of participation for a specific interface in a VLAN. The ID is a valid VLAN identification
number, and the interface is a valid interface number.

Format vlan participation {exclude | include | auto} <1-3965>
Mode Interface Config

Participation options are:

Participation

Options Definition
include The interface is always a member of this VLAN. This is equivalent to registration fixed.
exclude The interface is never a member of this VLAN. This is equivalent to registration forbidden.
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Participation o
Options Definition
auto The interface is dynamically registered in this VLAN by GVRP. The interface will not participate in this

VLAN unless a join request is received on this interface. This is equivalent to registration normal.

vlan participation all

This command configures the degree of participation for all interfaces in a VLAN. The ID is a valid VLAN identification
number.

Format vlan participation all {exclude | include | auto} <1-3965>
Mode Global Config

You can use the following participation options:

g;;i_ﬁ:’l;;;ati on Definition

include The interface is always a member of this VLAN. This is equivalent to registration fixed.

exclude The interface is never a member of this VLAN. This is equivalent to registration forbidden.

auto The interface is dynamically registered in this VLAN by GVRP. The interface will not participate in this

VLAN unless a join request is received on this interface. This is equivalent to registration normal.

vlan port acceptframe all

This command sets the frame acceptance mode for all interfaces.

Default all
Format vlan port acceptframe all {vlanonly | all}
Mode Global Config

The modes defined as follows:

Mode Definition

VLAN Only mode Untagged frames or priority frames received on this interface are discarded.

Admit All mode Untagged frames or priority frames received on this interface are accepted and assigned the value of
the interface VLAN ID for this port.

With either option, VLAN tagged frames are forwarded in accordance with the IEEE 802.1Q VLAN Specification.
no vlan port acceptframe all

This command sets the frame acceptance mode for all interfaces to Admit All. For Admit All mode, untagged frames or
priority frames received on this interface are accepted and assigned the value of the interface VLAN ID for this port. With
either option, VLAN tagged frames are forwarded in accordance with the IEEE 802.1Q VLAN Specification.

Format no vlan port acceptframe all
Mode Global Config
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vlan port ingressfilter all

This command enables ingress filtering for all ports. If ingress filtering is disabled, frames received with VLAN IDs that do
not match the VLAN membership of the receiving interface are admitted and forwarded to ports that are members of that
VLAN.

Default disabled
Format vlan port ingressfilter all
Mode Global Config

no vlan port ingressfilter all
This command disables ingress filtering for all ports. If ingress filtering is disabled, frames received with VLAN IDs that do

not match the VLAN membership of the receiving interface are admitted and forwarded to ports that are members of that
VLAN.

Format no vlan port ingressfilter all
Mode Global Config

vian port pvid all

This command changes the VLAN ID for all interface.

Default 1
Format vlan port pvid all <1-3965>
Mode Global Config

no vlan port pvid all

This command sets the VLAN ID for all interfaces to 1.

Format no vlan port pvid all
Mode Global Config

vlan port tagging all

This command configures the tagging behavior for all interfaces in a VLAN to enabled. If tagging is enabled, traffic is
transmitted as tagged frames. If tagging is disabled, traffic is transmitted as untagged frames. The ID is a valid VLAN
identification number.

Format vlan port tagging all <1-3965>
Mode Global Config

36 © 2009 D-Link Corporation. All Rights Reserved



VLAN Commands

no vian port tagging all

This command configures the tagging behavior for all interfaces in a VLAN to disabled. If tagging is disabled, traffic is
transmitted as untagged frames. The ID is a valid VLAN identification number.

Format no vlan port tagging all

Mode Global Config

vlan protocol group

This command adds protocol-based VLAN groups to the system. The <groupName> is a character string of 1 to 16
characters. When it is created, the protocol group will be assigned a unique number that will be used to identify the group
in subsequent commands.

Format vlan protocol group <groupnames>
Mode Global Config

vian protocol group add protocol

This command adds the <protocol > to the protocol-based VLAN identified by <groupids>. A group may have more than
one protocol associated with it. Each interface and protocol combination can only be associated with one group. If adding a
protocol to a group causes any conflicts with interfaces currently associated with the group, this command fails and the
protocol is not added to the group. The possible values for protocol are ip, arp, and ipx.

Default none
Format vlan protocol group add protocol <groupid> <protocolx>
Mode Global Config

no vian protocol group add protocol

This command removes the <protocol> from this protocol-based VLAN group that is identified by this <groupids>. The
possible values for protocol are ip, arp, and ipx.

Format no vlan protocol group add protocol <groupid> <protocols>
Mode Global Config

vlan protocol group remove
This command removes the protocol-based VLAN group that is identified by this <groupids.

Format vlan protocol group remove <groupids

Mode Global Config

protocol group

This command attaches a <vlianid> to the protocol-based VLAN identified by <groupid>. A group may only be
associated with one VLAN at a time, however the VLAN association can be changed.
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Default none
Format protocol group <groupids> <vlanids>
Mode VLAN Config

no protocol group
This command removes the <vianid> from this protocol-based VLAN group that is identified by this <groupid>.

Format no protocol group <groupid> <vlanids>
Mode VLAN Config

protocol vian group

This command adds the physical interface to the protocol-based VLAN identified by <groupid>. You can associate multiple
interfaces with a group, but you can only associate each interface and protocol combination with one group. If adding an
interface to a group causes any conflicts with protocols currently associated with the group, this command fails and the
interface(s) are not added to the group.

Default none
Format protocol vlan group <groupids>
Mode Interface Config

no protocol vian group
This command removes the interface from this protocol-based VLAN group that is identified by this <groupids.

Format no protocol vlan group <groupids>
Mode Interface Config

protocol vian group all

This command adds all physical interfaces to the protocol-based VLAN identified by <groupid>. You can associate multiple
interfaces with a group, but you can only associate each interface and protocol combination with one group. If adding an
interface to a group causes any conflicts with protocols currently associated with the group, this command will fail and the
interface(s) will not be added to the group.

Default none
Format protocol vlan group all <groupids>
Mode Global Config

no protocol vlan group all
This command removes all interfaces from this protocol-based VLAN group that is identified by this <groupids.

Format no protocol vlan group all <groupids>
Mode Global Config
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vian pvid

This command changes the VLAN ID per interface.

Default 1
Format vlan pvid <1-3965>
Mode Interface Config

no vlan pvid

This command sets the VLAN ID per interface to 1.

Format no vlan pvid
Mode Interface Config
vlan tagging

This command configures the tagging behavior for a specific interface in a VLAN to enabled. If tagging is enabled, traffic is
transmitted as tagged frames. If tagging is disabled, traffic is transmitted as untagged frames. The ID is a valid VLAN
identification number.

Format vlan tagging <1-3965>
Mode Interface Config

no vian tagging

This command configures the tagging behavior for a specific interface in a VLAN to disabled. If tagging is disabled, traffic is
transmitted as untagged frames. The ID is a valid VLAN identification number.

Format no vlan tagging <1-3965>
Mode Interface Config

vlan association subnet
This command associates a VLAN to a specific IP-subnet.

Format vlan association subnet <ipaddr> <netmask> <vlanid>
Mode VLAN Config

no vian association subnet
This command removes association of a specific IP-subnet to a VLAN.

Format no vlan association subnet <ipaddr> <netmask>
Mode VLAN Config
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vlan association mac

This command associates a MAC address to a VLAN.

Format vlan association mac <macaddr> <vlanid>
Mode VLAN database

no vlan association mac

This command removes the association of a MAC address to a VLAN.

Format no vlan association mac <macaddr>
Mode VLAN database
show vlan

This command displays detailed information, including interface information, for a specific VLAN. The ID is a valid VLAN
identification number.

Format show vlan <vlanid>
Mode e Privileged EXEC
e User EXEC
Term Definition
VLAN ID There is a VLAN Identifier (VID) associated with each VLAN. The range of the VLAN ID is 1 to 3965.
VLAN Name A string associated with this VLAN as a convenience. It can be up to 32 alphanumeric characters long,

including blanks. The default is blank. VLAN ID 1 always has a name of “Default.” This field is optional.

VLAN Type Type of VLAN, which can be Default (VLAN ID = 1) or static (one that is configured and permanently
defined), or Dynamic (one that is created by GVRP registration).

Interface Valid slot and port number separated by a forward slash. It is possible to set the parameters for all ports
by using the selectors on the top line.

Current The degree of participation of this port in this VLAN. The permissible values are:
¢ Include - This port is always a member of this VLAN. This is equivalent to registration fixed in the
IEEE 802.1Q standard.
e Exclude - This port is never a member of this VLAN. This is equivalent to registration forbidden in
the IEEE 802.1Q standard.

¢ Autodetect - To allow the port to be dynamically registered in this VLAN via GVRP. The port will not
participate in this VLAN unless a join request is received on this port. This is equivalent to
registration normal in the IEEE 802.1Q standard.

Configured The configured degree of participation of this port in this VLAN. The permissible values are:
¢ Include - This port is always a member of this VLAN. This is equivalent to registration fixed in the
IEEE 802.1Q standard.

e Exclude - This port is never a member of this VLAN. This is equivalent to registration forbidden in
the IEEE 802.1Q standard.

¢ Autodetect - To allow the port to be dynamically registered in this VLAN via GVRP. The port will not
participate in this VLAN unless a join request is received on this port. This is equivalent to
registration normal in the IEEE 802.1Q standard.
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Term Definition

Tagging The tagging behavior for this port in this VLAN.
¢ Tagged - Transmit traffic for this VLAN as tagged frames.
¢ Untagged - Transmit traffic for this VLAN as untagged frames.

show vlan brief

This command displays a list of all configured VLANSs.

Format show vlan brief
Mode e Privileged EXEC
e User EXEC
Term Definition
VLAN ID There is a VLAN Identifier (vlanid) associated with each VLAN. The range of the VLAN ID is 1 to 3965.
VLAN Name A string associated with this VLAN as a convenience. It can be up to 32 alphanumeric characters long,

including blanks. The default is blank. VLAN ID 1 always has a name of “Default.” This field is optional.

VLAN Type Type of VLAN, which can be Default (VLAN ID = 1) or static (one that is configured and permanently
defined), or a Dynamic (one that is created by GVRP registration).

show vlan port

This command displays VLAN port information.

Format show vlan port {<slot/port> | all}
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash. It is possible to set the parameters for all ports
by using the selectors on the top line.
Port VLAN ID The VLAN ID that this port will assign to untagged frames or priority tagged frames received on this

port. The value must be for an existing VLAN. The factory default is 1.

Acceptable Frame The types of frames that may be received on this port. The options are 'VLAN only' and 'Admit All'.

Types When set to 'VLAN only', untagged frames or priority tagged frames received on this port are
discarded. When set to 'Admit All', untagged frames or priority tagged frames received on this port are
accepted and assigned the value of the Port VLAN ID for this port. With either option, VLAN tagged
frames are forwarded in accordance to the 802.1Q VLAN specification.

Ingress Filtering  May be enabled or disabled. When enabled, the frame is discarded if this port is not a member of the
VLAN with which this frame is associated. In a tagged frame, the VLAN is identified by the VLAN ID in
the tag. In an untagged frame, the VLAN is the Port VLAN ID specified for the port that received this
frame. When disabled, all frames are forwarded in accordance with the 802.1Q VLAN bridge
specification. The factory default is disabled.

GVRP May be enabled or disabled.

Default Priority The 802.1p priority assigned to tagged packets arriving on the port.
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show vlan association subnet

This command displays the VLAN associated with a specific configured IP-Address and net mask. If no IP address and net
mask are specified, the VLAN associations of all the configured IP-subnets are displayed.

Format show vlan association subnet [<ipaddr> <netmask>]
Mode Privileged EXEC

Term Definition

IP Address The IP address assigned to each interface.

Net Mask The subnet mask.

VLAN ID There is a VLAN Identifier (VID) associated with each VLAN.

show vlan association mac

This command displays the VLAN associated with a specific configured MAC address. If no MAC address is specified, the
VLAN associations of all the configured MAC addresses are displayed.

Format show vlan association mac [<macaddrs>]

Mode Privileged EXEC

Term Definition

Mac Address A MAC address for which the switch has forwarding and or filtering information. The format is 6 or 8

two-digit hexadecimal numbers that are separated by colons, for example 01:23:45:67:89:AB. In an
IVL system the MAC address will be displayed as 8 bytes.

VLAN ID There is a VLAN Identifier (VID) associated with each VLAN.
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DouBLE VLAN COMMANDS

This section describes the commands you use to configure double VLAN (DVLAN). Double VLAN tagging is a way to pass
VLAN traffic from one customer domain to another through a Metro Core in a simple and cost effective manner. The
additional tag on the traffic helps differentiate between customers in the MAN while preserving the VLAN identification of the
individual customers when they enter their own 802.1Q domain.

dvian-tunnel ethertype

This command configures the ether-type for all interfaces. The ether-type may have the values of 802. 10, vMAN, or custom.
If the ether-type has a value of custom, the optional value of the custom ether type must be set to a value from 0 to 65535.

Default vman
Format dvlan-tunnel ethertype {802.10 | vman | custom} [0-65535]
Mode Global Config

mode dot1g-tunnel

This command is used to enable Double VLAN Tunneling on the specified interface.

Default disabled
Format mode dotlqg-tunnel
Mode Interface Config

no mode dot1q-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By default, Double VLAN Tunneling is
disabled.

Format no mode dotlg-tunnel
Mode Interface Config

mode dvlan-tunnel
Use this command to enable Double VLAN Tunneling on the specified interface.

Z@I Note: When you use the mode dvlan-tunnel command on an interface, it becomes a service provider port.
Ports that do not have double VLAN tunneling enabled are customer ports.

Default disabled
Format mode dvlan-tunnel
Mode Interface Config
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no mode dvlan-tunnel

This command is used to disable Double VLAN Tunneling on the specified interface. By default, Double VLAN Tunneling is
disabled.

Format no mode dvlan-tunnel

Mode Interface Config

show dot1g-tunnel

Use this command without the optional parameters to display all interfaces enabled for Double VLAN Tunneling. Use the
optional parameters to display detailed information about Double VLAN Tunneling for the specified interface or all interfaces.

Format show dotlg-tunnel [interface {<slot/port> [ all}]
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
Mode The administrative mode through which Double VLAN Tunneling can be enabled or disabled. The
default value for this field is disabled.
EtherType A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel. There are three different

EtherType tags. The first is 802.1Q, which represents the commonly used value of 0x8100. The
second is VMAN, which represents the commonly used value of 0x88A8. If EtherType is not one of
these two values, then it is a custom tunnel value, representing any value in the range of 0 to 65535.

show dvlan-tunnel

Use this command without the optional parameters to display all interfaces enabled for Double VLAN Tunneling. Use the
optional parameters to display detailed information about Double VLAN Tunneling for the specified interface or all interfaces.

Format show dvlan-tunnel [interface {<slot/port> | all}]
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
Mode The administrative mode through which Double VLAN Tunneling can be enabled or disabled. The
default value for this field is disabled.
EtherType A 2-byte hex EtherType to be used as the first 16 bits of the DVLAN tunnel. There are three different

EtherType tags. The first is 802.1Q, which represents the commonly used value of 0x8100. The
second is VMAN, which represents the commonly used value of 0x88A8. If EtherType is not one of
these two values, then it is a custom tunnel value, representing any value in the range of 0 to 65535.
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Voice VLAN COMMANDS

This section describes the commands you use for Voice VLAN. Voice VLAN enables switch ports to carry voice traffic with
defined priority so as to enable separation of voice and data traffic coming onto the port. The benefits of using Voice VLAN
is to ensure that the sound quality of an IP phone could be safeguarded from deteriorating when the data traffic on the port
is high.

Also the inherent isolation provided by VLANs ensures that inter-VLAN traffic is under management control and that network-
attached clients cannot initiate a direct attack on voice components. QoS-based on IEEE 802.1P class of service (CoS) uses
classification and scheduling to sent network traffic from the switch in a predictable manner. The system uses the source
MAC of the traffic traveling through the port to identify the IP phone data flow.

voice vian (Global Config)

Use this command to enable the Voice VLAN capability on the switch.

Default disabled
Format voice vlan
Mode Global Config

no voice vian (Global Config)
Use this command to disable the Voice VLAN capability on the switch.

Format no voice vlan
Mode Global Config

voice vian (Interface Config)

Use this command to enable the Voice VLAN capability on the interface.

Default disabled
Format voice vlan {vlanid <id> | dotlp <priority> | none | untagged}
Mode Interface Config

You can configure Voice VLAN in one of four different ways:

Parameter Description

vilan-id Configure the IP phone to forward all voice traffic through the specified VLAN. Valid VLAN ID’s are from
1 to 4094 (the max supported by the platform).

dot1p Configure the IP phone to use 802.1p priority tagging for voice traffic and to use the default native
VLAN (VLAN 0) to carry all traffic. Valid <prioritys>rangeis 0to 7.

none Allow the IP phone to use its own configuration to send untagged voice traffic.

untagged Configure the phone to send untagged voice traffic.
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no voice vian (Interface Config)
Use this command to disable the Voice VLAN capability on the interface.

Format no voice vlan

Mode Interface Config

voice vlan data priority

Use this command to either trust or untrust the data traffic arriving on the Voice VLAN port.

Default trust
Format voice vlan data priority untrust | trust
Mode Interface Config

show voice vian

Format show voice vlan [interface { <slot/port> | all}]
Mode Privileged EXEC

When the interface parameter is not specified, only the global mode of the Voice VLAN is displayed.

Term Definition

Administrative The Global Voice VLAN mode.
Mode

When the interface is specified:

Term Definition

Voice VLAN Mode The admin mode of the Voice VLAN on the interface.

Voice VLAN ID The Voice VLAN ID

Voice VLAN The do1p priority for the Voice VLAN on the port.
Priority

Voice VLAN The tagging option for the Voice VLAN traffic.
Untagged

Voice VLAN CoS The Override option for the voice traffic arriving on the port.
Override

Voice VLAN Status The operational status of Voice VLAN on the port.
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PROVISIONING (IEEE 802.1P) COMMANDS

This section describes the commands you use to configure provisioning (IEEE 802.1p,) which allows you to prioritize ports.
vlan port priority all

This command configures the port priority assigned for untagged packets for all ports presently plugged into the device. The
range for the priority is 0-7. Any subsequent per port configuration will override this configuration setting.

Format vlan port priority all <prioritys
Mode Global Config
vlan priority

This command configures the default 802.1p port priority assigned for untagged packets for a specific interface. The range
for the priority is 0-7.

Default 0
Format vlan priority <prioritys
Mode Interface Config

PROTECTED PORTS COMMANDS

This section describes commands you use to configure and view protected ports on a switch. Protected ports do not forward
traffic to each other, even if they are on the same VLAN. However, protected ports can forward traffic to all unprotected ports
in their group. Unprotected ports can forward traffic to both protected and unprotected ports. Ports are unprotected by
default.

If an interface is configured as a protected port, and you add that interface to a Port Channel or Link Aggregation Group
(LAG), the protected port status becomes operationally disabled on the interface, and the interface follows the configuration
of the LAG port. However, the protected port configuration for the interface remains unchanged. Once the interface is no
longer a member of a LAG, the current configuration for that interface automatically becomes effective.

switchport protected (Global Config)

Use this command to create a protected port group. The <groupid> parameter identifies the set of protected ports. Use the
name <name> pair to assign a name to the protected port group. The name can be up to 32 alphanumeric characters long,
including blanks. The default is blank.

Z@I Note: Port protection occurs within a single switch. Protected port configuration does not affect traffic between
ports on two different switches. No traffic forwarding is possible between two protected ports.

Default unprotected
Format switchport protected <groupid> name <name>
Mode Global Config
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no switchport protected (Global Config)

Use this command to remove a protected port group. The groupid parameter identifies the set of protected ports. Use the
name keyword to remove the name from the group.

Format NO switchport protected <groupid> name
Mode Global Config

switchport protected (Interface Config)

Use this command to add an interface to a protected port group. The <groupid> parameter identifies the set of protected
ports to which this interface is assigned. You can only configure an interface as protected in one group.

Z@I Note: Port protection occurs within a single switch. Protected port configuration does not affect traffic between
ports on two different switches. No traffic forwarding is possible between two protected ports.

Default unprotected
Format switchport protected <groupid>
Mode Interface Config

no switchport protected (Interface Config)

Use this command to configure a port as unprotected. The groupid parameter identifies the set of protected ports to which
this interface is assigned.

Format no switchport protected <groupid>
Mode Interface Config

show switchport protected

This command displays the status of all the interfaces, including protected and unprotected interfaces.

Format show switchport protected <groupid>
Mode e Privileged EXEC
e User EXEC
Term Definition
Group ID The number that identifies the protected port group.
Name An optional name of the protected port group. The name can be up to 32 alphanumeric characters
long, including blanks. The default is blank.
List of Physical List of ports, which are configured as protected for the group identified with <groupid>. If no port is
Ports configured as protected for this group, this field is blank.

show interfaces switchport

This command displays the status of the interface (protected/unprotected) under the groupid.
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Format show interfaces switchport <slot/port> <groupid>
Mode e Privileged EXEC
e User EXEC
Term Definition
Name A string associated with this group as a convenience. It can be up to 32 alphanumeric characters long,

including blanks. The default is blank. This field is optional.

Protected Indicates whether the interface is protected or not. It shows TRUE or FALSE. If the group is a multiple
groups then it shows TRUE in Group <groupid>.

GARP COMMANDS

This section describes the commands you use to configure Generic Attribute Registration Protocol (GARP) and view GARP
status. The commands in this section affect both GARP VLAN Registration Protocol (GVRP) and GARP Multicast
Registration Protocol (GMRP). GARP is a protocol that allows client stations to register with the switch for membership in
VLANS (by using GVMP) or multicast groups (by using GVMP).

set garp timer join

This command sets the GVRP join time for one port (Interface Config mode) or all (Global Config mode) and per GARP. Join
time is the interval between the transmission of GARP Protocol Data Units (PDUs) registering (or re-registering) membership
for a VLAN or multicast group. This command has an effect only when GVRP is enabled. The time is from 10 to 100
(centiseconds). The value 20 centiseconds is 0.2 seconds.

Default 20
Format set garp timer join <10-100>
Mode ¢ Interface Config

¢ Global Config

no set garp timer join

This command sets the GVRP join time (for one or all ports and per GARP) to the default and only has an effect when GVRP
is enabled.

Format no set garp timer join

Mode ¢ Interface Config
¢ Global Config

set garp timer leave

This command sets the GVRP leave time for one port (Interface Config mode) or all ports (Global Config mode) and only
has an effect when GVRP is enabled. Leave time is the time to wait after receiving an unregister request for a VLAN or a
multicast group before deleting the VLAN entry. This can be considered a buffer time for another station to assert registration
for the same attribute in order to maintain uninterrupted service. The leave time is 20 to 600 (centiseconds). The value 60
centiseconds is 0.6 seconds.
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Default 60
Format set garp timer leave <20-600>
Mode ¢ Interface Config

¢ Global Config

no set garp timer leave

This command sets the GVRP leave time on all ports or a single port to the default and only has an effect when GVRP is
enabled.

Format no set garp timer leave

Mode ¢ Interface Config
¢ Global Config

set garp timer leaveall

This command sets how frequently Leave All PDUs are generated. A Leave All PDU indicates that all registrations will be
unregistered. Participants would need to rejoin in order to maintain registration. The value applies per port and per GARP
participation. The time may range from 200 to 6000 (centiseconds). The value 1000 centiseconds is 10 seconds. You can
use this command on all ports (Global Config mode) or a single port (Interface Config mode), and it only has an effect only
when GVRP is enabled.

Default 1000
Format set garp timer leaveall <200-6000>
Mode ¢ Interface Config

¢ Global Config

no set garp timer leaveall

This command sets how frequently Leave All PDUs are generated the default and only has an effect when GVRP is enabled.

Format no set garp timer leaveall

Mode ¢ Interface Config
¢ Global Config

show garp

This command displays GARP information.

Format show garp

Mode e Privileged EXEC
e User EXEC

Term Definition

GMRP Admin Mode The administrative mode of GARP Multicast Registration Protocol (GMRP) for the system.
GVRP Admin Mode The administrative mode of GARP VLAN Registration Protocol (GVRP) for the system.
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GVRP CoMMANDS

This section describes the commands you use to configure and view GARP VLAN Registration Protocol (GVRP) information.
GVRP-enabled switches exchange VLAN configuration information, which allows GVRP to provide dynamic VLAN creation
on trunk ports and automatic VLAN pruning.

Z@I Note: If GVRP is disabled, the system does not forward GVRP messages.

set gvrp adminmode

This command enables GVRP on the system.

Default disabled
Format set gvrp adminmode
Mode Privileged EXEC

no set gvrp adminmode

This command disables GVRP.

Format no set gvrp adminmode
Mode Privileged EXEC

set gvrp interfacemode

This command enables GVRP on a single port (Interface Config mode) or all ports (Global Config mode).

Default disabled
Format set gvrp interfacemode
Mode ¢ Interface Config

¢ Global Config

no set gvrp interfacemode

This command disables GVRP on a single port (Interface Config mode) or all ports (Global Config mode). If GVRP is
disabled, Join Time, Leave Time and Leave All Time have no effect.

Format no set gvrp interfacemode

Mode ¢ Interface Config
¢ Global Config

show gvrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one or all interfaces.
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Format show gvrp configuration {<slot/port> | all}
Mode e Privileged EXEC
e User EXEC

Term Definition

Interface Valid slot and port number separated by a forward slash.

Join Timer The interval between the transmission of GARP PDUs registering (or re-registering) membership for
an attribute. Current attributes are a VLAN or multicast group. There is an instance of this timer on a
per-Port, per-GARP participant basis. Permissible values are 10 to 100 centiseconds (0.1 to 1.0
seconds). The factory default is 20 centiseconds (0.2 seconds). The finest granularity of specification
is one centisecond (0.01 seconds).

Leave Timer The period of time to wait after receiving an unregister request for an attribute before deleting the

attribute. Current attributes are a VLAN or multicast group. This may be considered a buffer time for
another station to assert registration for the same attribute in order to maintain uninterrupted service.
There is an instance of this timer on a per-Port, per-GARP patrticipant basis. Permissible values are 20
to 600 centiseconds (0.2 to 6.0 seconds). The factory default is 60 centiseconds (0.6 seconds).

LeaveAll Timer

This Leave All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU indicates
that all registrations will shortly be deregistered. Participants will need to rejoin in order to maintain
registration. There is an instance of this timer on a per-Port, per-GARP participant basis. The Leave
All Period Timer is set to a random value in the range of LeaveAllTime to 1.5*LeaveAllTime.
Permissible values are 200 to 6000 centiseconds (2 to 60 seconds). The factory default is 1000
centiseconds (10 seconds).

Port GMRP Mode

The GMRP administrative mode for the port, which is enabled or disabled (default). If this parameter
is disabled, Join Time, Leave Time and Leave All Time have no effect.

GMRP COMMANDS

This section describes the commands you use to configure and view GARP Multicast Registration Protocol (GMRP)
information. Like IGMP snooping, GMRP helps control the flooding of multicast packets. GMRP-enabled switches
dynamically register and de-register group membership information with the MAC networking devices attached to the same
segment. GMRP also allows group membership information to propagate across all networking devices in the bridged LAN
that support Extended Filtering Services.

Z@I Note: If GMRP is disabled, the system does not forward GMRP messages.

set gmrp adminmode

This command enables GARP Multicast Registration Protocol (GMRP) on the system.

Default disabled
Format set gmrp adminmode
Mode Privileged EXEC

no set gmrp adminmode

This command disables GARP Multicast Registration Protocol (GMRP) on the system.
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Format no set gmrp adminmode
Mode Privileged EXEC

set gmrp interfacemode

This command enables GARP Multicast Registration Protocol on a single interface (Interface Config mode) or all interfaces
(Global Config mode). If an interface which has GARP enabled is enabled for routing or is enlisted as a member of a port-
channel (LAG), GARP functionality is disabled on that interface. GARP functionality is subsequently re-enabled if routing is
disabled and port-channel (LAG) membership is removed from an interface that has GARP enabled.

Default disabled
Format set gmrp interfacemode
Mode ¢ Interface Config

¢ Global Config

no set gmrp interfacemode

This command disables GARP Multicast Registration Protocol on a single interface or all interfaces. If an interface which
has GARP enabled is enabled for routing or is enlisted as a member of a port-channel (LAG), GARP functionality is disabled.
GARP functionality is subsequently re-enabled if routing is disabled and port-channel (LAG) membership is removed from
an interface that has GARP enabled.

Format no set gmrp interfacemode

Mode ¢ Interface Config
¢ Global Config

show gmrp configuration

This command displays Generic Attributes Registration Protocol (GARP) information for one or all interfaces.

Format show gmrp configuration {<slot/port> | all}
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface The slot/port of the interface that this row in the table describes.
Join Timer The interval between the transmission of GARP PDUs registering (or re-registering) membership for

an attribute. Current attributes are a VLAN or multicast group. There is an instance of this timer on a
per-port, per-GARP participant basis. Permissible values are 10 to 100 centiseconds (0.1 to 1.0
seconds). The factory default is 20 centiseconds (0.2 seconds). The finest granularity of specification
is 1 centisecond (0.01 seconds).

Leave Timer The period of time to wait after receiving an unregister request for an attribute before deleting the
attribute. Current attributes are a VLAN or multicast group. This may be considered a buffer time for
another station to assert registration for the same attribute in order to maintain uninterrupted service.
There is an instance of this timer on a per-Port, per-GARP participant basis. Permissible values are 20
to 600 centiseconds (0.2 to 6.0 seconds). The factory default is 60 centiseconds (0.6 seconds).
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Term Definition

LeaveAll Timer This Leave All Time controls how frequently LeaveAll PDUs are generated. A LeaveAll PDU indicates
that all registrations will shortly be deregistered. Participants will need to rejoin in order to maintain
registration. There is an instance of this timer on a per-Port, per-GARP participant basis. The Leave
All Period Timer is set to a random value in the range of LeaveAllTime to 1.5*LeaveAllTime.
Permissible values are 200 to 6000 centiseconds (2 to 60 seconds). The factory default is 1000
centiseconds (10 seconds).

Port GMRP Mode The GMRP administrative mode for the port. It may be enabled or disabled. If this parameter is
disabled, Join Time, Leave Time and Leave All Time have no effect.

show mac-address-table gmrp

This command displays the GMRP entries in the Multicast Forwarding Database (MFDB) table.

Format show mac-address-table gmrp

Mode Privileged EXEC

Term Definition

Mac Address A unicast MAC address for which the switch has forwarding and or filtering information. The format is

6 or 8 two-digit hexadecimal numbers that are separated by colons, for example 01:23:45:67:89:AB.
In an IVL system the MAC address is displayed as 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic entries are
added to the table as a result of a learning process or protocol.

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (Flt:).

PORT-BASED NETWORK ACCESS CONTROL COMMANDS

This section describes the commands you use to configure port-based network access control (802.1x). Port-based network
access control allows you to permit access to network services only to and devices that are authorized and authenticated.

authentication login

This command creates an authentication login list. The <1istnames> is any character string and is not case sensitive. Up
to 10 authentication login lists can be configured on the switch. When a list is created, the authentication method “local” is
set as the first method.

When the optional parameters “Option1”, “Option2” and/or “Option3” are used, an ordered list of methods are set in the
authentication login list. If the authentication login list does not exist, a new authentication login list is first created and then
the authentication methods are set in the authentication login list. The maximum number of authentication login methods is
three. The possible method values are 1local, radius and reject.

The value of 1local indicates that the user’s locally stored ID and password are used for authentication. The value of

radius indicates that the user’s ID and password will be authenticated using the RADIUS server. The value of reject
indicates the user is never authenticated.
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To authenticate a user, the first authentication method in the user’s login (authentication login list) is attempted. Unified
Switch software does not utilize multiple entries in the user’s login. If the first entry returns a timeout, the user authentication
attempt fails.

Z@I Note: The default login list included with the default configuration can not be changed.

Format authentication login <listname> [<methodl> [<method2> [<method3>]]]
Mode Global Config

no authentication login

This command deletes the specified authentication login list. The attempt to delete fails if any of the following conditions are
true:

e The login list name is invalid or does not match an existing authentication login list
e The specified authentication login list is assigned to any user or to the non configured user for any component

e The login list is the default login list included with the default configuration and was not created using authentication
login. The default login list cannot be deleted.

Format no authentication login <listname>
Mode Global Config

clear dot1x statistics
This command resets the 802.1x statistics for the specified port or for all ports.

Format clear dotlx statistics {<slot/port> | all}
Mode Privileged EXEC

clear radius statistics
This command is used to clear all RADIUS statistics.

Format clear radius statistics
Mode Privileged EXEC

dot1x default-login
This command assigns the authentication login list to use for non-configured users for 802.1x port security. This setting is
over-ridden by the authentication login list assigned to a specific user if the user is configured locally. If this value is not

configured, users will be authenticated using local authentication only.

Format dotlx default-login <Ilistname>
Mode Global Config
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dot1x guest-vian

This command configures VLAN as guest vlan on a per port basis. The command specifies an active VLAN as an IEEE
802.1x guest VLAN. The range is 1 to the maximumVLAN ID supported by the platform.

Default disabled
Format dotlx guest-vlan <vlan-id>
Mode Interface Config

no dot1x guest-vian

This command disables Guest VLAN on the interface.

Default disabled
Format no dotlx guest-vlan
Mode Interface Config

dot1x initialize

This command begins the initialization sequence on the specified port. This command is only valid if the control mode for
the specified port is auto or mac-based. If the control mode is not auto or mac-based, an error will be returned.

Format dotlx initialize <slot/ports>
Mode Privileged EXEC
dot1x login

This command assigns the specified authentication login list to the specified user for 802.1x port security. The <users>
parameter must be a configured user and the <1istname> parameter must be a configured authentication login list.

Format dotlx login <user> <listnames>
Mode Global Config

dot1x max-req

This command sets the maximum number of times the authenticator state machine on this port will transmit an EAPOL EAP
Request/Identity frame before timing out the supplicant. The <count > value must be in the range 1 - 10.

Default 2
Format dotlx max-req <count>
Mode Interface Config

no dot1x max-req

This command sets the maximum number of times the authenticator state machine on this port will transmit an EAPOL EAP
Request/Identity frame before timing out the supplicant.
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Format no dotlx max-req
Mode Interface Config

dot1x max-users

Use this command to set the maximum number of clients supported on the port when MAC-based dot1x authentication is
enabled on the port. The maximum users supported per port is dependent on the product. The <count > value is in the range
1-16.

Default 16
Format dotlx max-users <count>
Mode Interface Config

no dot1x max-users
This command resets the maximum number of clients allowed per port to its default value.

Format no dotlx max-req
Mode Interface Config

dot1x port-control

This command sets the authentication mode to use on the specified port. Select force-unauthorized to specify that the
authenticator PAE unconditionally sets the controlled port to unauthorized. Select force-authorized to specify that the
authenticator PAE unconditionally sets the controlled port to authorized. Select auto to specify that the authenticator PAE
sets the controlled port mode to reflect the outcome of the authentication exchanges between the supplicant, authenticator
and the authentication server. If the mac-based option is specified, then MAC-based dot1x authentication is enabled on
the port.

Z@I Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820
platforms.

Default auto
Format dotlx port-control {force-unauthorized | force-authorized | auto | mac-based}
Mode Interface Config

no dot1x port-control
This command sets the 802.1x port control mode on the specified port to the default value.

Format no dotlx port-control
Mode Interface Config

dot1x port-control all

This command sets the authentication mode to use on all ports. Select force-unauthorized to specify that the
authenticator PAE unconditionally sets the controlled port to unauthorized. Select force-authorized to specify that the
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authenticator PAE unconditionally sets the controlled port to authorized. Select auto to specify that the authenticator PAE
sets the controlled port mode to reflect the outcome of the authentication exchanges between the supplicant, authenticator
and the authentication server. If the mac-based option is specified, then MAC-based dot1x authentication is enabled on
the port.

Z@I Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820

platforms.
Default auto
Format dotlx port-control all {force-unauthorized | force-authorized | auto | mac-
based}
Mode Global Config

no dot1x port-control all
This command sets the authentication mode on all ports to the default value.

Format no dotlx port-control all
Mode Global Config

dot1x re-authenticate

This command begins the re-authentication sequence on the specified port. This command is only valid if the control mode
for the specified port is auto or mac-based. If the control mode is not auto or mac-based, an error will be returned.

Z@I Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820
platforms.

Format dotlx re-authenticate <slot/ports>
Mode Privileged EXEC

dot1x re-authentication

This command enables re-authentication of the supplicant for the specified port.

Default disabled
Format dotlx re-authentication
Mode Interface Config

no dot1x re-authentication
This command disables re-authentication of the supplicant for the specified port.

Format no dotlx re-authentication

Mode Interface Config
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dot1x system-auth-control

Use this command to enable the dot1x authentication support on the switch. While disabled, the dot1x configuration is
retained and can be changed, but is not activated.

Default disabled
Format dotlx system-auth-control
Mode Global Config

no dot1x system-auth-control
This command is used to disable the dot1x authentication support on the switch.

Format no dotlx system-auth-control
Mode Global Config

dot1x timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine on this port. Depending on
the token used and the value (in seconds) passed, various timeout configurable parameters are set. The following tokens
are supported:

Tokens Definition

guest-vlan-period The time, in seconds, for which the authenticator waits to see if any EAPOL packets are received on
a port before authorizing the port and placing the port in the guest vian (if configured). The guest vlan
timer is only relevant when guest vlan has been configured on that specific port.

reauth-period The value, in seconds, of the timer used by the authenticator state machine on this port to determine
when re-authentication of the supplicant takes place. The reauth-period must be a value in the range
1 - 65535.

quiet-period The value, in seconds, of the timer used by the authenticator state machine on this port to define

periods of time in which it will not attempt to acquire a supplicant. The quiet-period must be a value in
the range 0 - 65535.

tx-period The value, in seconds, of the timer used by the authenticator state machine on this port to determine
when to send an EAPOL EAP Request/Identity frame to the supplicant. The quiet-period must be a
value in the range 1 - 65535.

supp-timeout The value, in seconds, of the timer used by the authenticator state machine on this port to timeout the
supplicant. The supp-timeout must be a value in the range 1 - 65535.
server-timeout The value, in seconds, of the timer used by the authenticator state machine on this port to timeout the

authentication server. The supp-timeout must be a value in the range 1 - 65535.
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Default e guest-vlan-period: 90 seconds
e reauth-period: 3600 seconds
e quiet-period: 60 seconds
e tx-period: 30 seconds
e supp-timeout: 30 seconds
¢ server-timeout: 30 seconds

Format dotlx timeout {{guest-vlan-period <seconds>} |[{reauth-period <seconds>} |
{quiet-period <seconds>} | {tx-period <seconds>} | {supp-timeout <seconds>} |
{server-timeout <seconds>}}

Mode Interface Config

no dot1x timeout

This command sets the value, in seconds, of the timer used by the authenticator state machine on this port to the default
values. Depending on the token used, the corresponding default values are set.

Format no dotlx timeout {guest-vlan-period | reauth-period | quiet-period | tx-period
| supp-timeout | server-timeout}

Mode Interface Config

dot1x unauthenticated-vian

Use this command to configure the unauthenticated VLAN associated with that port. The unauthenticated VLAN ID can be
avalid VLAN ID from 0-Maximum supported VLAN ID (3965 for Unified Switch Enterprise). The unauthenticated VLAN must
be statically configured in the VLAN database to be operational. By default, the unauthenticated VLAN is 0, i.e. invalid and
not operational.

Default 0
Format dotlx unauthenticated-vlan <vlan id>
Mode Interface Config

no dot1x unauthenticated-vlan

This command resets the unauthenticated-vlan associated with the port to its default value.

Format no dotlx unauthenticated-vlan
Mode Interface Config
dot1x user

This command adds the specified user to the list of users with access to the specified port or all ports. The <user> parameter
must be a configured user.

Format dotlx user <user> {<slot/port> | all}
Mode Global Config

60 © 2009 D-Link Corporation. All Rights Reserved



Port-Based Network Access Control Commands

no dot1x user
This command removes the user from the list of users with access to the specified port or all ports.

Format no dotlx user <users> {<slot/port> [ all}
Mode Global Config

users defaultlogin

This command assigns the authentication login list to use for non-configured users when attempting to log in to the system.
This setting is overridden by the authentication login list assigned to a specific user if the user is configured locally. If this
value is not configured, users will be authenticated using local authentication only.

Format users defaultlogin <listname>
Mode Global Config
users login

This command assigns the specified authentication login list to the specified user for system login. The <user> must be a
configured <user> and the <1istname> must be a configured login list.

If the user is assigned a login list that requires remote authentication, all access to the interface from all CLI, web, and telnet
sessions will be blocked until the authentication is complete.

Note that the login list associated with the admin user can not be changed to prevent accidental lockout from the switch.

Format users login <user> <listnames>

Mode Global Config

show authentication

This command displays the ordered authentication methods for all authentication login lists.

Format show authentication

Mode Privileged EXEC

Term Definition

Authentication The authentication login listhame.

Login List

Method 1 The first method in the specified authentication login list, if any.
Method 2 The second method in the specified authentication login list, if any.
Method 3 The third method in the specified authentication login list, if any.

show authentication users

This command displays information about the users assigned to the specified authentication login list. If the login is assigned
to non-configured users, the user “default” will appear in the user column.
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Format show authentication users <listname>

Mode Privileged EXEC

Term Definition

User The user assigned to the specified authentication login list.

Component The component (User or 802.1x) for which the authentication login list is assigned.
show dot1x

This command is used to show a summary of the global dot1x configuration, summary information of the dot1x configuration
for a specified port or all ports, the detailed dot1x configuration for a specified port and the dot1x statistics for a specified port
- depending on the tokens used.

Format show dotlx [{summary {<slot/port> | all} | detail <slot/port> | statistics
<slot/ports>]
Mode Privileged EXEC

If you do not use the optional parameters <slot/ports or <vlanid>, the command displays the global dot1x mode and
the VLAN Assignment mode.

Term Definition
Administrative Indicates whether authentication control on the switch is enabled or disabled.
Mode

VLAN Assignment Indicates whether assignment of an authorized port to a RADIUS assigned VLAN is allowed (enabled)
Mode or not (disabled).

If you use the optional parameter summary {<slot/port> | all}, the dot1x configuration for the specified port or all
ports are displayed.

Z@I Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820

platforms.
Term Definition
Interface The interface whose configuration is displayed.
Control Mode The configured control mode for this port. Possible values are force-unauthorized | force-authorized |

auto | mac-based | authorized | unauthorized.

Operating Control The control mode under which this port is operating. Possible values are authorized | unauthorized.
Mode

Reauthentication Indicates whether re-authentication is enabled on this port.
Enabled

Port Status Indicates whether the port is authorized or unauthorized. Possible values are authorized |
unauthorized.

If you use the optional parameter 'detail <slot/port>', the detailed dot1x configuration for the specified port is
displayed.
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K

platforms.

Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820

Term

Definition

Port

The interface whose configuration is displayed.

Protocol Version

The protocol version associated with this port. The only possible value is 1, corresponding to the first
version of the dot1x specification.

PAE Capabilities

The port access entity (PAE) functionality of this port. Possible values are Authenticator or Supplicant.

Control Mode

The configured control mode for this port. Possible values are force-unauthorized | force-authorized |
auto | mac-based.

Authenticator PAE
State

Current state of the authenticator PAE state machine. Possible values are Initialize, Disconnected,
Connecting, Authenticating, Authenticated, Aborting, Held, ForceAuthorized, and ForceUnauthorized.
When MAC-based authentication is enabled on the port, this parameter is deprecated.

Backend
Authentication
State

Current state of the backend authentication state machine. Possible values are Request, Response,
Success, Fail, Timeout, Idle, and Initialize. When MAC-based authentication is enabled on the port,
this parameter is deprecated.

Quiet Period

The timer used by the authenticator state machine on this port to define periods of time in which it will
not attempt to acquire a supplicant. The value is expressed in seconds and will be in the range 0 and
65535.

Transmit Period

The timer used by the authenticator state machine on the specified port to determine when to send an
EAPOL EAP Request/Identity frame to the supplicant. The value is expressed in seconds and will be
in the range of 1 and 65535.

Guest-VLAN ID

The guest VLAN identifier configured on the interface.

Guest VLAN Period The time in seconds for which the authenticator waits before authorizing and placing the port in the

Guest VLAN, if no EAPOL packets are detected on that port.

Supplicant
Timeout

The timer used by the authenticator state machine on this port to timeout the supplicant. The value is
expressed in seconds and will be in the range of 1 and 65535.

Server Timeout

The timer used by the authenticator on this port to timeout the authentication server. The value is
expressed in seconds and will be in the range of 1 and 65535.

Maximum
Requests

The maximum number of times the authenticator state machine on this port will retransmit an EAPOL
EAP Request/Identity before timing out the supplicant. The value will be in the range of 1 and 10.

Vlan-assigned

The VLAN assigned to the port by the radius server. This is only valid when the port control mode is
not Mac-based.

VLAN Assigned
Reason

The reason the VLAN identified in the VLAN-assigned field has been assigned to the port. Possible
values are RADIUS, Unauthenticated VLAN, Guest VLAN, default, and Not Assigned. When the VLAN
Assigned Reason is Not Assigned, it means that the port has not been assigned to any VLAN by dot1x.
This only valid when the port control mode is not MAC-based.

Reauthentication
Period

The timer used by the authenticator state machine on this port to determine when reauthentication of
the supplicant takes place. The value is expressed in seconds and will be in the range of 1 and 65535.

Reauthentication
Enabled

Indicates if reauthentication is enabled on this port. Possible values are ‘True” or “False”.

Key Transmission
Enabled

Indicates if the key is transmitted to the supplicant for the specified port. Possible values are True or
False.

Control Direction

The control direction for the specified port or ports. Possible values are both or in.

Maximum Users

The maximum number of clients that can get authenticated on the port in the MAC-based dot1x
authentication mode. This value is used only when the port control mode is not MAC-based.
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Term Definition

Unauthenticated Indicates the unauthenticated VLAN configured for this port. This value is valid for the port only when
VLAN ID the port control mode is not MAC-based.

Session Timeout Indicates the time for which the given session is valid. The time period in seconds is returned by the
RADIUS server on authentication of the port. This value is valid for the port only when the port control
mode is not MAC-based.

Session This value indicates the action to be taken once the session timeout expires. Possible values are

Termination Action Default, Radius-Request. If the value is Default, the session is terminated the port goes into
unauthorized state. If the value is Radius-Request, then a reauthentication of the client authenticated
on the port is performed. This value is valid for the port only when the port control mode is not MAC-
based.

Z@I Note: MAC-based dot1x authentication is supported on the BCM56224, BCM56514, BCM56624, and BCM56820
platforms.

For each client authenticated on the port, the show dotlx detail <slot/port>command will display the following
MAC-based dot1x parameters if the port-control mode for that specific port is MAC-based.

Term Definition

Supplicant MAC- The MAC-address of the supplicant.

Address

Authenticator PAE Current state of the authenticator PAE state machine. Possible values are Initialize, Disconnected,
State Connecting, Authenticating, Authenticated, Aborting, Held, ForceAuthorized, and ForceUnauthorized.
Backend Current state of the backend authentication state machine. Possible values are Request, Response,
Authentication Success, Fail, Timeout, Idle, and Initialize.

State

VLAN-Assigned  The VLAN assigned to the client by the radius server.

Logical Port The logical port number associated with the client.

If you use the optional parameter statistics <slot/port>, the following dot1x statistics for the specified port appear.

Term Definition

Port The interface whose statistics are displayed.

EAPOL Frames The number of valid EAPOL frames of any type that have been received by this authenticator.
Received

EAPOL Frames The number of EAPOL frames of any type that have been transmitted by this authenticator.
Transmitted

EAPOL Start The number of EAPOL start frames that have been received by this authenticator.
Frames Received

EAPOL Logoff The number of EAPOL logoff frames that have been received by this authenticator.
Frames Received

Last EAPOL Frame The protocol version number carried in the most recently received EAPOL frame.
Version

Last EAPOL Frame The source MAC address carried in the most recently received EAPOL frame.
Source

EAP Response/ld The number of EAP response/identity frames that have been received by this authenticator.
Frames Received
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Term

Definition

EAP Response
Frames Received

The number of valid EAP response frames (other than resp/id frames) that have been received by this
authenticator.

EAP Request/Ild
Frames
Transmitted

The number of EAP request/identity frames that have been transmitted by this authenticator.

EAP Request

The number of EAP request frames (other than request/identity frames) that have been transmitted by

Frames this authenticator.
Transmitted
Invalid EAPOL The number of EAPOL frames that have been received by this authenticator in which the frame type

Frames Received

is not recognized.

EAP Length Error
Frames Received

The number of EAPOL frames that have been received by this authenticator in which the frame type
is not recognized.

show dot1x clients

This command displays 802.1x client information.

Format show dotlx clients {<slot/port> [ all}
Mode Privileged EXEC
Term Definition

Logical Interface

The logical port number associated with a client.

Interface The physical port to which the supplicant is associated.

User Name The user name used by the client to authenticate to the server.

Supplicant MAC  The supplicant device MAC address.

Address

Session Time The time since the supplicant is logged on.

Filter ID Identifies the Filter ID returned by the RADIUS server when the client was authenticated. This is a
configured DiffServ policy name on the switch.

VLAN ID The VLAN assigned to the port.

VLAN Assigned

The reason the VLAN identified in the VLAN ID field has been assigned to the port. Possible values
are RADIUS, Unauthenticated VLAN, or Default. When the VLAN Assigned reason is Default, it means
that the VLAN was assigned to the port because the PVID of the port was that VLAN ID.

Session Timeout

This value indicates the time for which the given session is valid. The time period in seconds is
returned by the RADIUS server on authentication of the port. This value is valid for the port only when
the port-control mode is not MAC-based.

Session

This value indicates the action to be taken once the session timeout expires. Possible values are

Termination Action Default and Radius-Request. If the value is Default, the session is terminated and client details are

cleared. If the value is Radius-Request, then a reauthentication of the client is performed.

show dot1x users

This command displays 802.1x port security user information for locally configured users.

Format show dotlx users <slot/port>
Mode Privileged EXEC
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Term Definition

Users Users configured locally to have access to the specified port.

show users authentication

This command displays all user and all authentication login information. It also displays the authentication login list assigned
to the default user.

Format show users authentication

Mode Privileged EXEC

Term Definition

User Lists every user that has an authentication login list assigned.

System Login The authentication login list assigned to the user for system login.

202.1x Port The authentication login list assigned to the user for 802.1x port security.
ecurity

802.1X SUPPLICANT COMMANDS

Unified Switch SMB supports 802.1x (“dot1x”) supplicant functionality on point-to-point ports. The administrator can
configure the user name and password used in authentication and capabilities of the supplicant port.

dot1x pae
This command sets the port’s dot1x role. The port can serve as either a supplicant or an authenticator.

Format dotlx pae {supplicant | authenticator)
Mode Interface Config

dot1x supplicant port-control

This command sets the ports authorization state (Authorized or Unauthorized) either manually or by setting the port to auto-
authorize upon startup. By default all the ports are authenticators. If the port’s attribute needs to be moved from
<authenticator to supplicant> or <supplicant to authenticator>, use this command.

Format dotlx supplicant port-control {auto | force-authorized | force unauthorized}
Mode Interface Config
Parameter Description
auto The port is in the Unauthorized state until it presents its user name and password credentials to an

authenticator. If the authenticator authorizes the port, then it is placed in the Authorized state.

force-authorized  Sets the authorization state of the port to Authorized, bypassing the authentication process.

force-unauthorized Sets the authorization state of the port to Unauthorized, bypassing the authentication process.
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no dot1x supplicant port-control

This command sets the port-control mode to the default, auto.

Default auto
Format no dotlx supplicant port-control
Mode Interface Config

dot1x supplicant max-start

This command configures the number of attempts that the supplicant makes to find the authenticator before the supplicant
assumes that there is no authenticator.

Default 3
Format dotlx supplicant max-start <1-10>
Mode Interface Config

no dot1x supplicant max-start
This command sets the max-start value to the default.

Format no dotlx supplicant max-start
Mode Interface Config

dot1x supplicant timeout start-period

This command configures the start period timer interval to wait for the EAP identity request from the authenticator.

Default 30 seconds
Format dotlx supplicant timeout start-period <1-65535 seconds>
Mode Interface Config

no dot1x supplicant timeout start-period
This command sets the start-period value to the default.

Format no dotlx supplicant timeout start-period
Mode Interface Config

dot1x supplicant timeout held-period

This command configures the held period timer interval to wait for the next authentication on previous authentication fail.

Default 30 seconds
Format dotlx supplicant timeout held-period <1-65535 seconds>
Mode Interface Config
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no dot1x supplicant timeout held-period
This command sets the held-period value to the default value.

Format no dotlx supplicant timeout held-period
Mode Interface Config

dot1x supplicant timeout auth-period

This command configures the authentication period timer interval to wait for the next EAP request challenge from the
authenticator.

Default 30 seconds
Format dotlx supplicant timeout auth-period <1-65535 seconds>
Mode Interface Config

no dot1x supplicant timeout auth-period
This command sets the auth-period value to the default value.

Format no dotlx supplicant timeout auth-period
Mode Interface Config

dot1x supplicant user

Use this command to map the given user to the port.

Format dotlx supplicant user
Mode Interface Config

show dot1x users

This command displays the dot1x supplicant user information for the specified interface.

Format show dotlx users <slot/port>
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dotlx users 0/6
user name

admin

guest

show dot1x summary

This command displays the dot1x port status.
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Format Show dotlx summary {all/<slot/port>}
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dotlx summary 0/1

Operating
Interface Control Mode Control Mode Port Status
0/1 auto auto Authorized

See “show dot1x” on page 62 for a description of these fields.

show dot1x detail

This command displays the dot1x port status in detail.

Format show dotlx detail <slot/ports>
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dotlx detail 0/1

=T s 0/1
Protocol VersSion. ....... it etiineeeeenn. 1

PAE Capabilities........ ..., Supplicant
Control Mode. . .o ittt e e e e e e auto
Supplicant PAE State.......... ... ... Initialize
Supplicant Backend Authentication State........ Initialize
Maximum Start trails............oiiieinnnnn.. 3

Start Period (S€CS) .. i iiiii ittt ittt e ie e e e 30

Held Period (SE€CS) . i ittt eeeeeeann 60
Authentication Period (secs).......oiiiieen... 30

EAP Method. ... ... .. e e et eeen MD5-Challenge

See “show dot1x” on page 62 for a description of these fields.
show dot1x statistics

This command displays the dot1x port statistics in detail.

Format show dotlx statistics <slot/port>
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dotlx statistics 0/1

=T s o 0/1
EAPOL Frames Received..........iiiiiiiinnnn. 0
EAPOL Frames Transmitted....................... 0
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EAPOL Start Frames Transmitted................. 3
EAPOL Logoff Frames Received................... 0
EAP Resp/Id frames transmitted................. 0
EAP Response frames transmitted................ 0
EAP Req/Id frames transmitted.................. 0
EAP Req frames transmitted..................... 0
Invalid EAPOL frames received.................. 0
EAP length error frames received............... 0
Last EAPOL Frame Versiom...........c..uoouieenn.. 0
Last EAPOL Frame SOUXCE. ......e'tuieuneenneennnnn 00:00:00:00:02:01

STORM-CONTROL COMMANDS

This section describes commands you use to configure storm-control and view storm-control configuration information. A
traffic storm is a condition that occurs when incoming packets flood the LAN, which creates performance degradation in the
network. The Storm-Control feature protects against this condition.

Unified Switch provides broadcast, multicast, and unicast story recovery for individual interfaces. Unicast Storm-Control
protects against traffic whose MAC addresses are not known by the system. For broadcast, multicast, and unicast storm-
control, if the rate of traffic ingressing on an interface increases beyond the configured threshold for that type, the traffic is
dropped.

To configure storm-control, you will enable the feature for all interfaces or for individual interfaces, and you will set the
threshold (storm-control level) beyond which the broadcast, multicast, or unicast traffic will be dropped. The Storm-Control
feature allows you to limit the rate of specific types of packets through the switch on a per-port, per-type, basis.

Configuring a storm-control level also enables that form of storm-control. Disabling a storm-control level (using the “no”
version of the command) sets the storm-control level back to the default value and disables that form of storm-control. Using
the “no” version of the “storm-control” command (not stating a “level”) disables that form of storm-control but maintains the
configured “level” (to be active the next time that form of storm-control is enabled.)

% Note: The actual rate of ingress traffic required to activate storm-control is based on the size of incoming packets
and the hard-coded average packet size of 512 bytes - used to calculate a packet-per-second (pps) rate - as the
forwarding-plane requires pps versus an absolute rate kbps. For example, if the configured limit is 10%, this is
converted to ~25000 pps, and this pps limit is set in forwarding plane (hardware). You get the approximate desired

output when 512bytes packets are used.

storm-control broadcast

Use this command to enable broadcast storm recovery mode for a specific interface. If the mode is enabled, broadcast storm
recovery is active and, if the rate of L2 broadcast traffic ingressing on an interface increases beyond the configured
threshold, the traffic will be dropped. Therefore, the rate of broadcast traffic will be limited to the configured threshold.

Default disabled
Format storm-control broadcast
Mode Global Config

Interface Config
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no storm-control broadcast
Use this command to disable broadcast storm recovery mode for a specific interface.

Format no storm-control broadcast

Mode Global Config
Interface Config

storm-control broadcast level

Use this command to configure the broadcast storm recovery threshold for an interface as a percentage of link speed and
enable broadcast storm recovery. If the mode is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast
traffic ingressing on an interface increases beyond the configured threshold, the traffic is dropped. Therefore, the rate of
broadcast traffic is limited to the configured threshold.

Default 5
Format storm-control broadcast level <0-100>
Mode Interface Config

no storm-control broadcast level

This command sets the broadcast storm recovery threshold to the default value for an interface and disables broadcast storm
recovery.

Format no storm-control broadcast level

Mode Interface Config

storm-control broadcast rate

Use this command to configure the broadcast storm recovery threshold for an interface in packets per second. If the mode
is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases
beyond the configured threshold, the traffic is dropped. Therefore, the rate of broadcast traffic is limited to the configured
threshold.

Default 0
Format storm-control broadcast rate <0-33554431>
Mode Interface Config

no storm-control broadcast rate

This command sets the broadcast storm recovery threshold to the default value for an interface and disables broadcast storm
recovery.

Format no storm-control broadcast rate

Mode Interface Config
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storm-control broadcast all

This command enables broadcast storm recovery mode for all interfaces. If the mode is enabled, broadcast storm recovery
is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond the configured threshold, the
traffic will be dropped. Therefore, the rate of broadcast traffic will be limited to the configured threshold.

Default disabled
Format storm-control broadcast all
Mode Global Config

no storm-control broadcast all
This command disables broadcast storm recovery mode for all interfaces.

Format no storm-control broadcast all
Mode Global Config

storm-control broadcast all level

This command configures the broadcast storm recovery threshold for all interfaces as a percentage of link speed and
enables broadcast storm recovery. If the mode is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast
traffic ingressing on an interface increases beyond the configured threshold, the traffic will be dropped. Therefore, the rate
of broadcast traffic will be limited to the configured threshold.This command also enables broadcast storm recovery mode
for all interfaces.

Default 5
Format storm-control broadcast all level <0-100>
Mode Global Config

no storm-control broadcast all level

This command sets the broadcast storm recovery threshold to the default value for all interfaces and disables broadcast
storm recovery.

Format no storm-control broadcast all level
Mode Global Config

storm-control broadcast all rate

Use this command to configure the broadcast storm recovery threshold for all interfaces in packets per second. If the mode
is enabled, broadcast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases
beyond the configured threshold, the traffic is dropped. Therefore, the rate of broadcast traffic is limited to the configured
threshold.

Default 0
Format storm-control broadcast rate <0-33554431>
Mode Global Config
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no storm-control broadcast all rate

This command sets the broadcast storm recovery threshold to the default value for all interfaces and disables broadcast
storm recovery.

Format no storm-control broadcast all rate
Mode Global Config

storm-control multicast

This command enables multicast storm recovery mode for an interface. If the mode is enabled, multicast storm recovery is
active, and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured threshold, the traffic
will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default disabled
Format storm-control multicast
Mode Interface Config

no storm-control multicast
This command disables multicast storm recovery mode for an interface.

Format no storm-control multicast

Mode Interface Config

storm-control multicast level

This command configures the multicast storm recovery threshold for an interface as a percentage of link speed and enables
multicast storm recovery mode. If the mode is enabled, multicast storm recovery is active, and if the rate of L2 multicast traffic
ingressing on an interface increases beyond the configured threshold, the traffic will be dropped. Therefore, the rate of
multicast traffic will be limited to the configured threshold.

Default 5
Format storm-control multicast level <0-100>
Mode Interface Config

no storm-control multicast level

This command sets the multicast storm recovery threshold to the default value for an interface and disables multicast storm
recovery.

Format no storm-control multicast level <0-100>

Mode Interface Config
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storm-control multicast rate

Use this command to configure the multicast storm recovery threshold for an interface in packets per second. If the mode is
enabled, multicast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond
the configured threshold, the traffic is dropped. Therefore, the rate of multicast traffic is limited to the configured threshold.

Default 0
Format storm-control multicast rate <0-33554431>
Mode Interface Config

no storm-control multicast rate

This command sets the multicast storm recovery threshold to the default value for an interface and disables multicast storm
recovery.

Format no storm-control multicast rate

Mode Interface Config
storm-control multicast all
This command enables multicast storm recovery mode for all interfaces. If the mode is enabled, multicast storm recovery is

active, and if the rate of L2 multicast traffic ingressing on an interface increases beyond the configured threshold, the traffic
will be dropped. Therefore, the rate of multicast traffic will be limited to the configured threshold.

Default disabled
Format storm-control multicast all
Mode Global Config

no storm-control multicast all
This command disables multicast storm recovery mode for all interfaces.

Format no storm-control multicast all

Mode Global Config

storm-control multicast all level

This command configures the multicast storm recovery threshold for all interfaces as a percentage of link speed and enables
multicast storm recovery mode. If the mode is enabled, multicast storm recovery is active, and if the rate of L2 multicast traffic
ingressing on an interface increases beyond the configured threshold, the traffic will be dropped. Therefore, the rate of
multicast traffic will be limited to the configured threshold.

Default 5
Format storm-control multicast all level <0-100>
Mode Global Config
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no storm-control multicast all level

This command sets the multicast storm recovery threshold to the default value for all interfaces and disables multicast storm
recovery.

Format no storm-control multicast all level
Mode Global Config

storm-control multicast all rate

Use this command to configure the multicast storm recovery threshold for all interfaces in packets per second. If the mode
is enabled, multicast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases
beyond the configured threshold, the traffic is dropped. Therefore, the rate of multicast traffic is limited to the configured
threshold.

Default 0
Format storm-control multicast rate <0-33554431>
Mode Global Config

no storm-control broadcast all rate

This command sets the broadcast storm recovery threshold to the default value for all interfaces and disables broadcast
storm recovery.

Format no storm-control broadcast all rate
Mode Global Config

storm-control unicast

This command enables unicast storm recovery mode for an interface. If the mode is enabled, unicast storm recovery is
active, and if the rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface increases beyond
the configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic will be limited to the
configured threshold.

Default disabled
Format storm-control unicast
Mode Interface Config

no storm-control unicast
This command disables unicast storm recovery mode for an interface.

Format no storm-control unicast

Mode Interface Config
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storm-control unicast level

This command configures the unicast storm recovery threshold for an interface as a percentage of link speed, and enables
unicast storm recovery. If the mode is enabled, unicast storm recovery is active, and if the rate of unknown L2 unicast
(destination lookup failure) traffic ingressing on an interface increases beyond the configured threshold, the traffic will be
dropped. Therefore, the rate of unknown unicast traffic will be limited to the configured threshold.This command also enables
unicast storm recovery mode for an interface.

Default 5
Format storm-control unicast level <0-100>
Mode Interface Config

no storm-control unicast level

This command sets the unicast storm recovery threshold to the default value for an interface and disables unicast storm
recovery.

Format no storm-control unicast level

Mode Interface Config

storm-control unicast rate

Use this command to configure the unicast storm recovery threshold for an interface in packets per second. If the mode is
enabled, unicast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond
the configured threshold, the traffic is dropped. Therefore, the rate of unicast traffic is limited to the configured threshold.

Default 0
Format storm-control unicast rate <0-33554431>
Mode Interface Config

no storm-control unicast rate

This command sets the unicast storm recovery threshold to the default value for an interface and disables unicast storm
recovery.

Format no storm-control unicast rate

Mode Interface Config

storm-control unicast all

This command enables unicast storm recovery mode for all interfaces. If the mode is enabled, unicast storm recovery is
active, and if the rate of unknown L2 unicast (destination lookup failure) traffic ingressing on an interface increases beyond

the configured threshold, the traffic will be dropped. Therefore, the rate of unknown unicast traffic will be limited to the
configured threshold.
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Default disabled
Format storm-control unicast all
Mode Global Config

no storm-control unicast all
This command disables unicast storm recovery mode for all interfaces.

Format no storm-control unicast all
Mode Global Config

storm-control unicast all level

This command configures the unicast storm recovery threshold for all interfaces as a percentage of link speed, and enables
unicast storm recovery. If the mode is enabled, unicast storm recovery is active, and if the rate of unknown L2 unicast
(destination lookup failure) traffic ingressing on an interface increases beyond the configured threshold, the traffic will be
dropped. Therefore, the rate of unknown unicast traffic will be limited to the configured threshold.

Default 5
Format storm-control unicast all level <0-100>
Mode Global Config

no storm-control unicast all level

This command sets the unicast storm recovery threshold to the default value and disables unicast storm recovery for all
interfaces.

Format no storm-control unicast all level
Mode Global Config

storm-control unicast all rate

Use this command to configure the unicast storm recovery threshold for all interfaces in packets per second. If the mode is
enabled, unicast storm recovery is active, and if the rate of L2 broadcast traffic ingressing on an interface increases beyond
the configured threshold, the traffic is dropped. Therefore, the rate of unicast traffic is limited to the configured threshold.

Default 0
Format storm-control unicast all rate <0-33554431>
Mode Global Config

no storm-control unicast all rate

This command sets the multicast storm recovery threshold to the default value for an interface and disables multicast storm
recovery.

Format no storm-control unicast all rate
Mode Global Config
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storm-control flowcontrol

This command enables 802.3x flow control for the switch and only applies to full-duplex mode ports.

Z@I Note: 802.3x flow control works by pausing a port when the port becomes oversubscribed and dropping all traffic
for small bursts of time during the congestion condition. This can lead to high-priority and/or network control traffic

loss.
Default disabled
Format storm-control flowcontrol
Mode Global Config

no storm-control flowcontrol

This command disables 802.3x flow control for the switch.

Z@I Note: This command only applies to full-duplex mode ports.

Format no storm-control flowcontrol

Mode Global Config

show storm-control
This command displays switch configuration information. If you do not use any of the optional parameters, this command
displays global storm control configuration parameters:

e Broadcast Storm Recovery Mode may be enabled or disabled. The factory default is disabled.
e 802.3x Flow Control Mode may be enabled or disabled. The factory default is disabled.

Use the al1 keyword to display the per-port configuration parameters for all interfaces, or specify the s1ot/port to display
information about a specific interface.

Format show storm-control [all | <slot/ports]

Mode Privileged EXEC

Term Definition

Bcast Mode Shows whether the broadcast storm control mode is enabled or disabled. The factory default is
disabled.

Bcast Level The broadcast storm control level.

Mcast Mode Shows whether the multicast storm control mode is enabled or disabled.

Mcast Level The multicast storm control level.

Ucast Mode Shows whether the Unknown Unicast or DLF (Destination Lookup Failure) storm control mode is

enabled or disabled.

Ucast Level The Unknown Unicast or DLF (Destination Lookup Failure) storm control level.
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Example: The following shows example CLI display output for the command.
(DWS-4026) #show storm-control

802.3x Flow Control Mode..........uuiiuinununnenn. Disable
Example: The following shows example CLI display output for the command.

(DWS-4026) #show storm-control 0/1

Bcast Bcast Mcast Mcast Ucast Ucast
Intf Mode Level Mode Level Mode Level
0/1 Disable 5% Disable 5% Disable 5%

Example: The following shows an example of part of the CLI display output for the command.

(DWS-4026) #show storm-control all

Bcast Bcast Mcast Mcast Ucast Ucast

Intf Mode Level Mode Level Mode Level
0/1 Disable 5% Disable 5% Disable 5%
0/2 Disable 5% Disable 5% Disable 5%
0/3 Disable 5% Disable 5% Disable 5%
0/4 Disable 5% Disable 5% Disable 5%
0/5 Disable 5% Disable 5% Disable 5%

PORT-CHANNEL/LAG (802.3AD) COMMANDS

This section describes the commands you use to configure port-channels, which is defined in the 802.3AD specification, and
that are also known as link aggregation groups (LAGs). Link aggregation allows you to combine multiple full-duplex Ethernet
links into a single logical link. Network devices treat the aggregation as if it were a single link, which increases fault tolerance
and provides load sharing. The LAG feature initially load shares traffic based upon the source and destination MAC
address.Assign the port-channel (LAG) VLAN membership after you create a port-channel. If you do not assign VLAN
membership, the port-channel might become a member of the management VLAN which can result in learning and switching
issues.

A port-channel (LAG) interface can be either static or dynamic, but not both. All members of a port channel must participate
in the same protocols.) A static port-channel interface does not require a partner system to be able to aggregate its member
ports.

Z@I Note: If you configure the maximum number of dynamic port-channels (LAGs) that your platform supports,
additional port-channels that you configure are automatically static.

port-channel

This command configures a new port-channel (LAG) and generates a logical slot/port number for the port-channel. The
<name> field is a character string which allows the dash “-” character as well as alphanumeric characters. Use the show
port channel command to display the slot/port number for the logical interface.

Z@I Note: Before you include a port in a port-channel, set the port physical mode. For more information, see “speed”
on page 16.
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Format port-channel <name>
Mode Global Config

no port-channel

This command deletes a port-channel (LAG).

Format no port-channel {<logical slot/port> [ all}
Mode Global Config
addport

This command adds one port to the port-channel (LAG). The first interface is a logical slot/port number of a configured port-
channel.

Z@I Note: Before adding a port to a port-channel, set the physical mode of the port. For more information, see “speed”

on page 16.
Format addport <logical slot/ports>
Mode Interface Config

deleteport (Interface Config)

This command deletes the port from the port-channel (LAG). The interface is a logical slot/port number of a configured port-
channel.

Format deleteport <logical slot/ports
Mode Interface Config

deleteport (Global Config)

This command deletes all configured ports from the port-channel (LAG). The interface is a logical slot/port number of a
configured port-channel. To clear the port channels, see “clear port-channel” on page 432.

Format deleteport {<logical slot/port> | all}
Mode Global Config
lacp admin key

Use this command to configure the administrative value of the key for the port-channel. The value range of <key> is 0 to
65535.

Default 0x8000
Format lacp admin key <key>
Mode Interface Config
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z[él Note: This command is only applicable to port-channel interfaces.

no lacp admin key

Use this command to configure the default administrative value of the key for the port-channel.

Format no lacp admin key
Mode Interface Config

lacp collector max-delay

Use this command to configure the port-channel collector max delay. The valid range of <delay> is 0-65535.

Default 0x8000
Format lacp collector max delay <delay>
Mode Interface Config

z[él Note: This command is only applicable to port-channel interfaces.

no lacp collector max delay

Use this command to configure the default port-channel collector max delay.

Format no lacp collector max delay
Mode Interface Config

lacp actor admin

Use this command to configure the LACP actor admin parameters.

lacp actor admin key

Use this command to configure the administrative value of the LACP actor admin key. The valid range for <key> is 0-65535.

Default Internal Interface Number of this Physical Port
Format lacp actor admin key <key>
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.
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no lacp actor admin key

Use this command to configure the default administrative value of the key.

Format no lacp actor admin key
Mode Interface Config

lacp actor admin state

Use this command to configure the administrative value of actor state as transmitted by the Actor in LACPDUs. The valid
value range is 0x00-OxFF.

Default 0x07
Format lacp actor admin state {individual|longtimeout|passive}
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp actor admin state

Use this command the configure the default administrative values of actor state as transmitted by the Actor in LACPDUs.

Format no lacp actor admin state {individual|longtimeout|passive}
Mode Interface Config
lacp actor admin state individual

Use this command to set LACP actor admin state to individual.

Format lacp actor admin state individual
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp actor admin state individual

Use this command to set the LACP actor admin state to aggregation.

Format no lacp actor admin state individual

Mode Interface Config
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lacp actor admin state longtimeout

Use this command to set LACP actor admin state to longtimeout.

Format lacp actor admin state longtimeout
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp actor admin state longtimeout

Use this command to set the LACP actor admin state to short timeout.

Format no lacp actor admin state longtimeout
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

lacp actor admin state passive

Use this command to set the LACP actor admin state to passive.

Format lacp actor admin state passive
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp actor admin state passive

Use this command to set the LACP actor admin state to active.

Format no lacp actor admin state passive
Mode Interface Config

lacp actor port

Use this command to configure LACP actor port priority key.
lacp actor port priority

Use this command to configure the priority value assigned to the Aggregation Port. The valid range for <priority>is 0 to
255.

Default 0x80
Format lacp actor port priority <priority>
Mode Interface Config
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Z@I Note: This command is only applicable to physical interfaces.

no lacp actor port priority

Use this command to configure the default priority value assigned to the Aggregation Port.

Format no lacp actor port priority
Mode Interface Config
lacp actor system priority

Use this command to configure the priority value associated with the LACP Actor’s SystemID. The range for <priority>
is 0 to 255.

Default 0x80
Format lacp actor system priority <priority>
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp actor system priority

Use this command to configure the priority value associated with the Actor’'s SystemID.

Format lacp actor system priority
Mode Interface Config
lacp partner admin key

Use this command to configure the administrative value of the Key for the protocol partner. The valid range for <key> is 0
to 65535.

Default 0x0
Format lacp partner admin key <key>
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner admin key

Use this command to configure the administrative value of the Key for the protocol partner.

Format no lacp partner admin key <key>
Mode Interface Config
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lacp partner admin state

Use this command to configure the current administrative value of actor state for the protocol Partner. The valid value range
is 0x00-OxFF.

Default 0x07
Format lacp partner admin state {individual/longtimeout |passive}
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner admin state

Use this command the configure the default current administrative value of actor state for the protocol partner.

Format no lacp partner admin state {individual|longtimeout |passive}
Mode Interface Config
lacp partner admin state individual

Use this command to set LACP partner admin state to individual.

Format lacp partner admin state individual
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner admin state individual

Use this command to set the LACP partner admin state to aggregation.

Format no lacp partner admin state individual
Mode Interface Config

lacp partner admin state longtimeout

Use this command to set LACP partner admin state to longtimeout.

Format lacp partner admin state longtimeout
Mode Interface Config
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Z@I Note: This command is only applicable to physical interfaces.

no lacp partner admin state longtimeout

Use this command to set the LACP partner admin state to short timeout.

Format no lacp partner admin state longtimeout
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

lacp partner admin state passive

Use this command to set the LACP partner admin state to passive.

Format lacp partner admin state passive
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner admin state passive

Use this command to set the LACP partner admin state to active.

Format no lacp partner admin state passive

Mode Interface Config

lacp partner port id

Use this command to configure the LACP partner port id. The valid range for <port-id> is 0 to 65535.

Default 0x80
Format lacp partner port-id <port-id>
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner port id

Use this command to set the LACP partner port id to the default.

Format lacp partner port-id
Mode Interface Config
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lacp partner port priority

Use this command to configure the LACP partner port priority. The valid range for <priority>is 0 to 255.

Default 0x0
Format lacp partner port priority <prioritys
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner port priority

Use this command to configure the default LACP partner port priority.

Format no lacp partner port priority
Mode Interface Config
lacp partner system-id

Use this command to configure the 6-octet MAC Address value representing the administrative value of the Aggregation
Port’s protocol Partner’s System ID. The valid range of <system-id> is 00:00:00:00:00:00 - FF:FF:FF:FF:FF.

Default 00:00:00:00:00:00
Format lacp partner system-id <system-id>
Mode Interface Config

Z@I Note: This command is only applicable to physical interfaces.

no lacp partner system-id

Use this command to configure the default value representing the administrative value of the Aggregation Port’s protocol
Partner’s System ID.

Format no lacp partner system-id
Mode Interface Config
lacp partner system priority

Use this command to configure the administrative value of the priority associated with the Partner’s System ID. The valid
range for <priority>is 0 to 255.

Default 0x0
Format lacp partner system priority <priority>
Mode Interface Config
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Z@I Note: This command is only applicable to physical interfaces.

no lacp partner system priority

Use this command to configure the default administrative value of priority associated with the Partner’s System ID.

Format no lacp partner system priority
Mode Interface Config

port-channel static

This command enables the static mode on a port-channel (LAG) interface. By default the static mode for a new port-channel
is disabled, which means the port-channel is dynamic. However if the maximum number of allowable dynamic port-channels
are already present in the system, the static mode for a new port-channel enabled, which means the port-channel is
static.You can only use this command on port-channel interfaces.

Default disabled
Format port-channel static
Mode Interface Config

no port-channel static

This command sets the static mode on a particular port-channel (LAG) interface to the default value. This command will be
executed only for interfaces of type port-channel (LAG).

Format no port-channel static
Mode Interface Config

port lacpmode

This command enables Link Aggregation Control Protocol (LACP) on a port.

Default enabled
Format port lacpmode
Mode Interface Config

no port lacpmode

This command disables Link Aggregation Control Protocol (LACP) on a port.

Format no port lacpmode
Mode Interface Config
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port lacpmode all

This command enables Link Aggregation Control Protocol (LACP) on all ports.

Format port lacpmode all
Mode Global Config
no port lacomode all

This command disables Link Aggregation Control Protocol (LACP) on all ports.

Format no port lacpmode all
Mode Global Config
port lacptimeout (Interface Config)

This command sets the timeout on a physical interface of a particular device type (actor or partner) to either long or short
timeout.

Default long
Format port lacptimeout {actor | partner} {long | short}
Mode Interface Config

no port lacptimeout

This command sets the timeout back to its default value on a physical interface of a particular device type (actor or partner).

Format no port lacptimeout {actor | partner}
Mode Interface Config

port lacptimeout (Global Config)

This command sets the timeout for all interfaces of a particular device type (actor or partner) to either long or short timeout.

Default long

Format port lacptimeout {actor | partner} {long | short}

Mode Global Config
Default long
Format port lacptimeout {actor | partner} {long | short}
Mode Global Config
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no port lacptimeout

This command sets the timeout for all physical interfaces of a particular device type (actor or partner) back to their default
values.

Format no port lacptimeout {actor | partner}
Mode Global Config

port-channel adminmode

This command enables a port-channel (LAG). The option all sets every configured port-channel with the same
administrative mode setting.

Format port-channel adminmode [all]
Mode Global Config

no port-channel adminmode

This command disables a port-channel (LAG). The option all sets every configured port-channel with the same
administrative mode setting.

Format no port-channel adminmode [all]
Mode Global Config
port-channel linktrap

This command enables link trap notifications for the port-channel (LAG). The interface is a logical slot/port for a configured
port-channel. The option all sets every configured port-channel with the same administrative mode setting.

Default enabled
Format port-channel linktrap {<logical slot/port> | all}
Mode Global Config

no port-channel linktrap

This command disables link trap notifications for the port-channel (LAG). The interface is a logical slot and port for a
configured port-channel. The option all sets every configured port-channel with the same administrative mode setting.

Format no port-channel linktrap {<logical slot/port> [ all}

Mode Global Config

port-channel load-balance

This command selects the load-balancing option used on a port-channel (LAG). Traffic is balanced on a port-channel (LAG)

by selecting one of the links in the channel over which to transmit specific packets. The link is selected by creating a binary
pattern from selected fields in a packet, and associating that pattern with a particular link.
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Load-balancing is not supported on every device. The range of options for load-balancing may vary per device.

Default 3
Format port-channel load-balance {1 | 2 | 3 | 4 | 5 | 6} {<slot/port> [<all>}
Mode Interface Config
Global Config
Term Definition
1 Source MAC, VLAN, EtherType, and incoming port associated with the packet
2 Destination MAC, VLAN, EtherType, and incoming port associated with the packet
3 Source/Destination MAC, VLAN, EtherType, and incoming port associated with the packet
4 Source IP and Source TCP/UDP fields of the packet
5 Destination IP and Destination TCP/UDP Port fields of the packet
6 Source/Destination IP and source/destination TCP/UDP Port fields of the packet

<slot/port>| all Global Config Mode only: The interface is a logical slot/port number of a configured port-channel. All
applies the command to all currently configured port-channels.

no port-channel load-balance

This command reverts to the default load balancing configuration.

Format no port-channel load-balance {<slot/port> [ <alls}
Mode Interface Config

Global Config
Term Definition

<slot/port>| all Global Config Mode only: The interface is a logical slot/port number of a configured port-channel. All
applies the command to all currently configured port-channels.

port-channel name

This command defines a name for the port-channel (LAG). The interface is a logical slot/port for a configured port-channel,
and <name> is an alphanumeric string up to 15 characters.

Format port-channel name {<logical slot/port> [ all | <names}
Mode Global Config

port-channel system priority

Use this command to configure port-channel system priority. The valid range of <priority> is 0-65535.

Default 0x8000
Format port-channel system priority <prioritys>
Mode Global Config
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no port-channel system priority

Use this command to configure the default port-channel system priority value.

Format no port-channel system priority
Mode Global Config
show lacp actor

Use this command to display LACP actor attributes.

Format show lacp actor {<slot/port>[all}
Mode Global Config

The following output parameters are displayed.

Parameter Description

System Priority The administrative value of the Key.

Actor Admin Key The administrative value of the Key.

Port Priority The priority value assigned to the Aggregation Port.

Admin State The administrative values of the actor state as transmitted by the Actor in LACPDUs.

show lacp partner

Use this command to display LACP partner attributes.

Format show lacp actor {<slot/port>[all}
Mode Privileged EXEC

The following output parameters are displayed.

Parameter Description

System Priority The administrative value of priority associated with the Partner’s System ID.

System-ID The value representing the administrative value of the Aggregation Port’s protocol Partner’s System
ID.

Admin Key The administrative value of the Key for the protocol Partner.

Port Priority The administrative value of the Key for protocol Partner.

Port-ID The administrative value of the port number for the protocol Partner.

Admin State The administrative values of the actor state for the protocol Partner.
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show port-channel brief

This command displays the static capability of all port-channel (LAG) interfaces on the device as well as a summary of
individual port-channel interfaces.

Format
Mode

show port-channel brief

e Privileged EXEC
User EXEC

For each port-channel the following information is displayed:

Term

Definition

Logical Interface

The slot/port of the logical interface.

Port-channel Name The name of port-channel (LAG) interface.

Link-State Shows whether the link is up or down.

Trap Flag Shows whether trap flags are enabled or disabled.

Type Shows whether the port-channel is statically or dynamically maintained.
Mbr Ports The members of this port-channel.

Active Ports

The ports that are actively participating in the port-channel.

show port-channel

This command displays an overview of all port-channels (LAGs) on the switch.

Format show port-channel {<logical slot/port> | all}
Mode ¢ Privileged EXEC

e User EXEC
Term Definition

Logical Interface

Valid slot and port number separated by a forward slash.

Port-Channel

The name of this port-channel (LAG). You may enter any string of up to 15 alphanumeric characters.

Name

Link State Indicates whether the Link is up or down.

Admin Mode May be enabled or disabled. The factory default is enabled.

Type The status designating whether a particular port-channel (LAG) is statically or dynamically maintained.
e Static - The port-channel is statically maintained.
e Dynamic - The port-channel is dynamically maintained.

Mbr Ports A listing of the ports that are members of this port-channel (LAG), in slot/port notation. There can be a

maximum of eight ports assigned to a given port-channel (LAG).

Device Timeout

For each port, lists the timeout (long or short) for Device Type (actor or partner).

Port Speed

Speed of the port-channel port.

Active Ports

This field lists ports that are actively participating in the port-channel (LAG).

Load Balance
Option

The load balance option associated with this LAG. See “port-channel load-balance” on page 90.
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show port-channel system priority
Use this command to display the port-channel system priority.

Format show port-channel system priority
Mode Privileged EXEC

PORT MIRRORING

Port mirroring, which is also known as port monitoring, selects network traffic that you can analyze with a network analyzer,
such as a SwitchProbe device or other Remote Monitoring (RMON) probe.

monitor session

This command configures a probe port and a monitored port for monitor session (port monitoring). Use the source
interface <slot/ports parameter to specify the interface to monitor. Use rx to monitor only ingress packets, or use
tx to monitor only egress packets. If you do not specify an {rx | tx} option, the destination port monitors both ingress
and egress packets. Use the destination interface <slot/ports to specify the interface to receive the monitored
traffic. Use the mode parameter to enabled the administrative mode of the session. If enabled, the probe port monitors all
the traffic received and transmitted on the physical monitored port.

Format monitor session <session-id> {source interface <slot/port> [{rx | tx}] |
destination interface <slot/port> | mode}
Mode Global Config

no monitor session

Use this command without optional parameters to remove the monitor session (port monitoring) designation from the source
probe port, the destination monitored port and all VLANs. Once the port is removed from the VLAN, you must manually add
the port to any desired VLANSs. Use the source interface <slot/ports> parameteror destination interface
<slot/port> to remove the specified interface from the port monitoring session. Use the mode parameter to disable the
administrative mode of the session.

Z@I Note: Since the current version of Unified Switch software only supports one session, if you do not supply optional
parameters, the behavior of this command is similar to the behavior of the no monitor command.

Format no monitor session <session-id> [{source interface <slot/port> | destination
interface <slot/port> | mode}]

Mode Global Config

no monitor

This command removes all the source ports and a destination port for the and restores the default value for mirroring session
mode for all the configured sessions.

z[él Note: This is a stand-alone “no” command. This command does not have a “normal” form.
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Default enabled
Format no monitor
Mode Global Config

show monitor session

This command displays the Port monitoring information for a particular mirroring session.

z[él Note: The <session-id> parameter is an integer value used to identify the session. In the current version of
the software, the <session-id> parameter is always one (1).

Format show monitor session <session-id>

Mode Privileged EXEC

Term Definition

Session ID An integer value used to identify the session. Its value can be anything between 1 and the maximum

number of mirroring sessions allowed on the platform.

Monitor Session Indicates whether the Port Mirroring feature is enabled or disabled for the session identified with

Mode <session-id>. The possible values are Enabled and Disabled.

Probe Port Probe port (destination port) for the session identified with <session-id>. If probe port is not set then
this field is blank.

Source Port The port, which is configured as mirrored port (source port) for the session identified with <session-
1id>. If no source port is configured for the session then this field is blank.

Type Direction in which source port configured for port mirroring.Types are tx for transmitted packets and rx

for receiving packets.

STATIC MAC FILTERING

The commands in this section describe how to configure static MAC filtering. Static MAC filtering allows you to configure
destination ports for a static multicast MAC filter irrespective of the platform.

macfilter

This command adds a static MAC filter entry for the MAC address <macaddr> on the VLAN <vlanids>. The value of the
<macaddr> parameter is a 6-byte hexadecimal number in the format of b1:b2:b3:b4:b5:b6. The restricted MAC Addresses
are: 00:00:00:00:00:00, 01:80:C2:00:00:00 to 01:80:C2:00:00:0F, 01:80:C2:00:00:20 to 01:80:C2:00:00:21, and
FF:FF:FF:FF:FF:FF. The <vianid> parameter must identify a valid VLAN.

The number of static mac filters supported on the system is different for MAC filters where source ports are configured and
MAC filters where destination ports are configured.

e For unicast MAC address filters and multicast MAC address filters with source port lists, the maximum number of static
MAC filters supported is 20.

e For multicast MAC address filters with destination ports configured, the maximum number of static filters supported is
256.

95



D-Link Unified Switch CLI Command Reference

You can configure the following combinations:

¢ Unicast MAC and source port (max = 20)

e Multicast MAC and source port (max = 20)

e Multicast MAC and destination port (only) (max = 256)

¢ Multicast MAC and source ports and destination ports (max = 20)

Format macfilter <macaddr> <vlanid>

Mode Global Config

no macfilter

This command removes all filtering restrictions and the static MAC filter entry for the MAC address <macaddr> on the VLAN
<vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6.

The <vlanid> parameter must identify a valid VLAN.

Format no macfilter <macaddr> <vlanid>

Mode Global Config

macfilter adddest

Use this command to add the interface to the destination filter set for the MAC filter with the given <macaddr> and VLAN of
<vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Z@I Note: Configuring a destination port list is only valid for multicast MAC addresses.

Format macfilter adddest <macaddr>
Mode Interface Config

no macfilter adddest

This command removes a port from the destination filter set for the MAC filter with the given <macaddr> and VLAN of
<vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format no macfilter adddest <macaddr>

Mode Interface Config
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macfilter adddest all

This command adds all interfaces to the destination filter set for the MAC filter with the given <macaddr> and VLAN of
<vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianids> parameter must identify a valid VLAN.

Z@I Note: Configuring a destination port list is only valid for multicast MAC addresses.

Format macfilter adddest all <macaddr>
Mode Global Config

no macfilter adddest all

This command removes all ports from the destination filter set for the MAC filter with the given <macaddr> and VLAN of
<vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianids> parameter must identify a valid VLAN.

Format no macfilter adddest all <macaddr>
Mode Global Config

macfilter addsrc

This command adds the interface to the source filter set for the MAC filter with the MAC address of <macaddr> and VLAN
of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianids> parameter must identify a valid VLAN.

Format macfilter addsrc <macaddr> <vlanids>

Mode Interface Config

no macfilter addsrc

This command removes a port from the source filter set for the MAC filter with the MAC address of <macaddr> and VLAN
of <vlanid>. The <macaddr> parameter must be specified as a 6-byte hexadecimal number in the format of

b1:b2:b3:b4:b5:b6. The <vianids> parameter must identify a valid VLAN.

Format no macfilter addsrc <macaddr> <vlanid>

Mode Interface Config

macfilter addsrc all

This command adds all interfaces to the source filter set for the MAC filter with the MAC address of <macaddr> and
<vlanid>. You must specify the <macaddr> parameter as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6. The <vianid> parameter must identify a valid VLAN.

Format macfilter addsrc all <macaddr> <vlanid>
Mode Global Config
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no macfilter addsrc all

This command removes all interfaces to the source filter set for the MAC filter with the MAC address of <macaddr> and
VLAN of <vianids>. You must specify the <macaddr> parameter as a 6-byte hexadecimal number in the format of
b1:b2:b3:b4:b5:b6.

The <vlanid> parameter must identify a valid VLAN.

Format no macfilter addsrc all <macaddr> <vlanids>
Mode Global Config

show mac-address-table static

This command displays the Static MAC Filtering information for all Static MAC Filters. If you select <all >, all the Static MAC
Filters in the system are displayed. If you supply a value for <macaddr>, you must also enter a value for <vlanid>, and
the system displays Static MAC Filter information only for that MAC address and VLAN.

Format show mac-address-table static {<macaddr> <vlanid> | all}
Mode Privileged EXEC

Term Definition

MAC Address The MAC Address of the static MAC filter entry.

VLAN ID The VLAN ID of the static MAC filter entry.

Source Port(s) The source port filter set's slot and port(s).

Z@I Note: Only multicast address filters will have destination port lists.

show mac-address-table staticfiltering

This command displays the Static Filtering entries in the Multicast Forwarding Database (MFDB) table.

Format show mac-address-table staticfiltering

Mode Privileged EXEC

Term Definition

Mac Address A unicast MAC address for which the switch has forwarding and or filtering information. As the data is

gleaned from the MFDB, the address will be a multicast address. The format is 6 or 8 two-digit
hexadecimal numbers that are separated by colons, for example 01:23:45:67:89:AB. In an IVL system
the MAC address will be displayed as 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic entries are
added to the table as a result of a learning process or protocol.

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (Flt:).
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L2 DHCP RELAY AGENT COMMANDS

You can enable the switch to operate as a Layer 2 DHCP relay agent to relay DHCP requests from clients to a Layer 3 relay
agent or server. The Circuit ID and Remote ID can be added to DHCP requests relayed from clients to a DHCP server. This
information is included in DHCP Option 82, as specified in sections 3.1 and 3.2 of RFC3046.

dhcp 12relay

This command enables the Layer 2 DHCP Relay agent for an interface. The subsequent commands mentioned in this
section can only be used when the L2 DHCP relay is enabled.

Format dhcp l2relay

Mode ¢ Global Config
¢ Interface Config

no dhcp 2relay
This command disables Layer 2 DHCP relay agent for an interface.

Format no dhep l2relay

Mode ¢ Global Config
¢ Interface Config

dhcp 12relay circuit-id vlian

This parameter sets the DHCP Option-82 Circuit ID for a VLAN. When enabled, the interface number is added as the Circuit
ID in DHCP option 82.

Format dhcp 1l2relay circuit-id vlan <vlan-ranges>
Mode Global Config

no dhcp 12relay circuit-id vian
This parameter clears the DHCP Option-82 Circuit ID for a VLAN.

Format no dhep l2relay circuit-id vlan <vlan-ranges>
Mode Global Config

dhcp 12relay remote-id vian
This parameter sets the DHCP Option-82 Remote ID for a VLAN and subscribed service (based on subscription-name).

Format dhcp l2relay remote-id <remote-id-string> vlan <vlan-range>

Mode Global Config
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no dhcp [2relay remote-id vian
This parameter clears the DHCP Option-82 Remote ID for a VLAN and subscribed service (based on subscription-name).

Format no dhcp l2relay remote-id vlan <vlan-ranges

Mode Global Config

dhcp I2relay trust

Use this command to configure an interface as trusted for Option-82 reception.

Default untrusted

Format dhcp 1l2relay trust
Mode Interface Config

no dhcp 2relay trust

Use this command to configure an interface to the default untrusted for Option-82 reception.

Format no dhep l2relay trust
Mode Interface Config

dhcp 12relay vian

Use this command to enable the L2 DHCP Relay agent for a set of VLANs. All DHCP packets which arrive on interfaces in
the configured VLAN are subject to L2 Relay processing.

Default disable

Format dhcp l2relay vlan <vlan-range>
Mode Global Config

no dhcp 2relay vian

Use this command to disable the L2 DHCP Relay agent for a set of VLANSs.

Format no dhcp l2relay vlan <vlan-ranges>
Mode Global Config

show dhcp I2relay all

This command displays the summary of DHCP L2 Relay configuration.

Format show dhcp 1l2relay all
Mode Privileged EXEC

100 © 2009 D-Link Corporation. All Rights Reserved



L2 DHCP Relay Agent Commands

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dhcp l2relay all
DHCP L2 Relay is Enabled.

Interface L2RelayMode TrustMode

0/2 Enabled untrusted
0/4 Disabled trusted
VLAN Id L2 Relay CircuitId RemoteId
3 Disabled Enabled --NULL- -
4 Disabled Enabled EnterpriseSwitch
5 Enabled Enabled --NULL- -
6 Enabled Enabled EnterpriseSwitch
7 Enabled Disabled --NULL- -
8 Enabled Disabled --NULL- -
9 Enabled Disabled --NULL- -
10 Enabled Disabled --NULL- -

show dhcp I2relay interface

This command displays DHCP L2 relay configuration specific to interfaces.

Format show dhep l2relay interface {all|<interface-nums>}
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(DWS-4026) #show dhcp l2relay interface all

DHCP L2 Relay is Enabled.

Interface L2RelayMode TrustMode

0/2 Enabled untrusted
0/4 Disabled trusted

show dhcp I2relay stats interface

This command displays statistics specific to DHCP L2 Relay configured interface.

Format show dhcp l2relay stats interface {all|<interface-nums}
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.
(DWS-4026) #show dhcp l2relay stats interface all
DHCP L2 Relay is Enabled.

Interface UntrustedServer UntrustedClient TrustedServer TrustedClient
MsgsWithOpt82 MsgsWithOpt82 MsgsWithoutOpt82 MsgsWithoutOpt82
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0/1 0 0 0 0
0/2 0 0 3 7
0/3 0 0 0 0
0/4 0 12 0 0
0/5 0 0 0 0
0/6 3 0 0 0
0/7 0 0 0 0
0/8 0 0 0 0
0/9 0 0 0 0

show dhcp I2relay agent-option vian
This command displays the DHCP L2 Relay Option-82 configuration specific to VLAN.

Format show dhcp 1l2relay agent-option vlan <vlan-range>
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dhcp l2relay agent-option vlan 5-10

DHCP L2 Relay is Enabled.

VLAN Id L2 Relay CircuitId RemoteId

5 Enabled Enabled --NULL- -

6 Enabled Enabled EnterpriseSwitch
7 Enabled Disabled --NULL- -

8 Enabled Disabled --NULL- -

9 Enabled Disabled --NULL- -

10 Enabled Disabled --NULL- -
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show dhcp 12relay vian

This command shows whether DHCP L2 Relay is enabled globally and on a particular VLAN or range of VLANSs.

Format show dhcp 12relay vlan <vlan-range>

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dhcp l2relay vlan 1-2
DHCP L2 Relay is Enabled.

DHCP L2 Relay is enabled on the following VLANs:
2

show dhcp I2relay circuit-id vian

This command shows whether DHCP L2 Relay is enabled globally and shows the VLANSs for which the Circuit ID option is

enabled. When the Circuit ID option is enabled for a VLAN, the interface number is added as the Circuit ID in DHCP option
82.

Format show dhcp 1l2relay circuit-id vlan <vlan-ranges>

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) ##show dhcp 1l2relay circuit-id vlan 1-3

DHCP L2 Relay is Enabled.

DHCP Circuit-Id option is enabled on the following VLANs:
2 -3

show dhcp I2relay remote-id vian

This command shows whether DHCP L2 Relay is enabled globally and shows the remote ID associated with each VLAN on
which DHCP relay is enabled. The DHCP Option-82 Remote ID identifies a trusted identifier for the remote device.

Format show dhcp 1l2relay remote-id vlan <vlan-range>

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dhcp l2relay remote-id vlan 1-3

DHCP L2 Relay is Enabled.

VLAN ID Remote Id
2 20
3 30
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DHCP CLIENT COMMANDS

Unified Switch can include vendor and configuration information in DHCP client requests relayed to a DHCP server. This
information is included in DHCP Option 60, Vendor Class Identifier. The information is a string of 128 octets.

dhcp client vendor-id-option

This command enables the inclusion of DHCP Option-60, Vendor Class Identifier included in the requests transmitted to the
DHCP server by the DHCP client operating in the Unified Switch switch.

Format dhcp client vendor-id-option <strings>
Mode Global Config

no dhcp client vendor-id-option

This command disables the inclusion of DHCP Option-60, Vendor Class Identifier included in the requests transmitted to the
DHCP server by the DHCP client operating in the Unified Switch switch.

Format no dhcp client vendor-id-option
Mode Global Config

dhcp client vendor-id-option-string

This parameter sets the DHCP Vendor Option-60 string to be included in the requests transmitted to the DHCP server by
the DHCP client operating in the Unified Switch switch.

Format dhcp client vendor-id-option-string <string>
Mode Global Config

no dhcp client vendor-id-option-string

This parameter clears the DHCP Vendor Option-60 string.

Format no dhcp client vendor-id-option-string
Mode Global Config

show dhcp client vendor-id-option

This command displays the configured administration mode of the vendor-id-option and the vendor-id string to be included
in Option-43 in DHCP requests.

Format show dhcp client vendor-id-option
Mode Privileged EXEC

104 © 2009 D-Link Corporation. All Rights Reserved



DHCP Snooping Configuration Commands

Example: The following shows example CLI display output for the command.

(DWS-4026) #show dhcp client vendor-id-option

DHCP Client Vendor Identifier Option is Enabled
DHCP Client Vendor Identifier Option string is D-LinkClient.

DHCP SNOOPING CONFIGURATION COMMANDS
This section describes commands you use to configure DHCP Snooping.
ip dhcp snooping

Use this command to enable DHCP Snooping globally.

Default disabled
Format ip dhcp snooping
Mode Global Config

no ip dhcp snooping
Use this command to disable DHCP Snooping globally.

Format no ip dhcp snooping
Mode Global Config

ip dhcp shooping vian

Use this command to enable DHCP Snooping on a list of comma-separated VLAN ranges.

Default disabled
Format ip dhcp snooping vlan <vlan-list>
Mode Global Config

no ip dhcp snooping vlan
Use this command to disable DHCP Snooping on VLANSs.

Format no ip dhcp snooping vlan <vlan-list>
Mode Global Config

ip dhcp snhooping verify mac-address

Use this command to enable verification of the source MAC address with the client hardware address in the received DCHP

message.
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Default enabled
Format ip dhcp snooping verify mac-address
Mode Global Config

no ip dhcp snooping verify mac-address
Use this command to disable verification of the source MAC address with the client hardware address.

Format no ip dhcp snooping verify mac-address
Mode Global Config

ip dhcp shooping database

Use this command to configure the persistent location of the DHCP Snooping database. This can be local or a remote file
on a given IP machine.

Default local
Format ip dhcp snooping database {local|tftp://hostIP/filename}
Mode Global Config

ip dhcp shooping database write-delay

Use this command to configure the interval in seconds at which the DHCP Snooping database will be persisted. The interval
value ranges from 15 to 86400 seconds.

Default 300 seconds
Format ip dhcp snooping database write-delay <in seconds>
Mode Global Config

no ip dhcp snooping database write-delay
Use this command to set the write delay value to the default value.

Format no ip dhcp snooping database write-delay
Mode Global Config

ip dhcp snooping binding

Use this command to configure static DHCP Snooping binding.

Format ip dhcp snooping binding <mac-address> vlan <vlan id> <ip address> interface
<interface id>
Mode Global Config
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no ip dhcp snooping binding <mac-address>
Use this command to remove the DHCP static entry from the DHCP Snooping database.

Format no ip dhcp snooping binding <mac-address>
Mode Global Config

ip verify binding

Use this command to configure static IP source guard (IPSG) entries.

Format ip verify binding <mac-address> vlan <vlan id> <ip address> interface
<interface id>
Mode Global Config

no ip verify binding

Use this command to remove the IPSG static entry from the IPSG database.

Format no ip verify binding <mac-address> vlan <vlan id> <ip address> interface
<interface id>
Mode Global Config

ip dhcp snooping limit

Use this command to control the rate at which the DHCP Snooping messages come. The default rate is 15 pps with a range
from 0 to 30 pps. The default burst level is 1 second with a range of 1 to 15 seconds.

Default 15 pps for rate limiting and 1 sec for burst interval
Format ip dhcp snooping limit {rate pps [burst interval seconds]}
Mode Interface Config

no ip dhcp snooping limit
Use this command to set the rate at which the DHCP Snooping messages come, and the burst level, to the defaults.

Format no ip dhcp snooping limit
Mode Interface Config

ip dhcp snooping log-invalid

Use this command to control the logging DHCP messages filtration by the DHCP Snooping application.

Default disabled
Format ip dhcp snooping log-invalid
Mode Interface Config
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no ip dhcp snooping log-invalid
Use this command to disable the logging DHCP messages filtration by the DHCP Snooping application.

Format no ip dhcp snooping log-invalid
Mode Interface Config

ip dhcp snooping trust

Use this command to configure the port as trusted.

Default disabled
Format ip dhcp snooping trust
Mode Interface Config

no ip dhcp snooping trust
Use this command to configure the port as untrusted.

Format no ip dhcp snooping trust
Mode Interface Config

ip verify source

Use this command to configure the IPSG source ID attribute to filter the data traffic in the hardware. Source ID is the
combination of IP address and MAC address. Normal command allows data traffic filtration based on the IP address. With
the “port-security” option, the data traffic will be filtered based on the IP and MAC addresses.

Default the source ID is the IP address
Format ip verify source {port-security}
Mode Interface Config

no ip verify source

Use this command to disable the IPSG configuration in the hardware. You cannot disable port-security alone if it is
configured.

Format no ip verify source

Mode Interface Config

show ip dhcp snooping

Use this command to display the DHCP Snooping global configurations and per port configurations.

Format show ip dhcp snooping
Mode e Privileged EXEC
e User EXEC
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Term Definition
Interface The interface for which data is displayed.
Trusted If it is enabled, DHCP snooping considers the port as trusted. The factory default is disabled.

Log Invalid Pkts  If it is enabled, DHCP snooping application logs invalid packets on the specified interface.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip dhcp snooping

DHCP snooping is Disabled

DHCP snooping source MAC verification is enabled
DHCP snooping is enabled on the following VLANS:
11 - 30, 40

Interface Trusted Log Invalid Pkts
0/1 Yes No
0/2 No Yes
0/3 No Yes
0/4 No No
0/6 No No

show ip dhcp snooping binding

Use this command to display the DHCP Snooping binding entries. To restrict the output, use the following options:

e Dynamic: Restrict the output based on DCHP snooping.

¢ Interface: Restrict the output based on a specific interface.
e Static: Restrict the output based on static entries.

¢ VLAN: Restrict the output based on VLAN.

Format show ip dhcp snooping binding [{static/dynamic}] [interface slot/port] [vlan
id]

Mode e Privileged EXEC
e User EXEC

Term Definition

MAC Address Displays the MAC address for the binding that was added. The MAC address is the key to the binding

database.

IP Address Displays the valid IP address for the binding rule.

VLAN The VLAN for the binding rule.

Interface The interface to add a binding into the DHCP snooping interface.

Type Binding type; statically configured from the CLI or dynamically learned.

Lease (sec) The remaining lease time for the entry.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip dhcp snooping binding
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Total number of bindings: 2

MAC Address IP Address VLAN Interface Type Lease (Secs)
00:02:B3:06:60:80 210.1.1.3 10 0/1 86400
00:0F:FE:00:13:04 210.1.1.4 10 0/1 86400

show ip dhcp snooping database

Use this command to display the DHCP Snooping configuration related to the database persistency.

Format show ip dhcp snooping database
Mode e Privileged EXEC
e User EXEC
Term Definition
Agent URL Bindings database agent URL.
Write Delay The maximum write time to write the database into local or remote.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip dhcp snooping database
agent url: /10.131.13.79:/sail.txt
write-delay: 5000

show ip dhcp snooping statistics

Use this command to list statistics for DHCP Snooping security violations on untrusted ports.

Format show ip dhcp snooping statistics
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface The IP address of the interface in slot/port format.
MAC Verify Represents the number of DHCP messages that were filtered on an untrusted interface because of
Failures source MAC address and client HW address mismatch.

Client Ifc Mismatch Represents the number of DHCP release and Deny messages received on the different ports than

learned previously.

DHCP Server Msgs Represents the number of DHCP server messages received on Untrusted ports.
Rec’d

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip dhcp snooping statistics

Interface MAC Verify Client Ifc DHCP Server
Failures Mismatch Msgs Rec'd
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Use this command to clear all DHCP Snooping bindings on all interfaces or on a specific interface.

Format clear ip dhcp snooping binding [interface <slot/ports>]
Mode e Privileged EXEC
e User EXEC

clear ip dhcp snooping statistics

Use this command to clear all DHCP Snooping statistics.

Format clear ip dhcp snooping statistics
Mode e Privileged EXEC
e User EXEC

show ip verify source

Use this command to display the IPSG configurations on all ports.

Format show ip verify source
Mode e Privileged EXEC
e User EXEC
Term Definition
Interface Interface address in slot/port format.
Filter Type Is one of two values:

e ip-mac: User has configured MAC address filtering on this interface.

¢ ip: Only IP address filtering on this interface.
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Term Definition

IP Address IP address of the interface

MAC Address If MAC address filtering is not configured on the interface, the MAC Address field is empty. If port
security is disabled on the interface, then the MAC Address field displays “permit-all.”

VLAN The VLAN for the binding rule.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip verify source

Interface Filter Type IP Address MAC Address Vlan
0/1 ip-mac 210.1.1.3 00:02:B3:06:60:80 10
0/1 ip-mac 210.1.1.4 00:0F:FE:00:13:04 10

show ip source binding

Use this command to display the IPSG bindings.

Format show ip source binding [{static/dynamic}] [interface slot/port] [vlan id]
Mode e Privileged EXEC
e User EXEC
Term Definition
MAC Address The MAC address for the entry that is added.
IP Address The IP address of the entry that is added.
Type Entry type; statically configured from CLI or dynamically learned from DHCP Snooping.
VLAN VLAN for the entry.
Interface IP address of the interface in slot/port format.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip source binding

MAC Address IP Address Type Vlan Interface
00:00:00:00:00:08 1.2.3.4 dhcp-smooping 2 o1
00:00:00:00:00:09 1.2.3.4 dhcp-snooping 3 0/1
00:00:00:00:00:0A 1.2.3.4 dhcp-snooping 4 0/1

DyYNAMIC ARP INSPECTION COMMANDS

Dynamic ARP Inspection (DAI) is a security feature that rejects invalid and malicious ARP packets. DAI prevents a class of
man-in-the-middle attacks, where an unfriendly station intercepts traffic for other stations by poisoning the ARP caches of
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its unsuspecting neighbors. The miscreant sends ARP requests or responses mapping another station’s IP address to its
own MAC address.

DAl relies on DHCP snooping. DHCP snooping listens to DHCP message exchanges and builds a binding database of valid
{MAC address, IP address, VLAN, and interface} tuples.

When DAl is enabled, the switch drops ARP packets whose sender MAC address and sender IP address do not match an
entry in the DHCP snooping bindings database. You can optionally configure additional ARP packet validation.

ip arp inspection vlan

Use this command to enable Dynamic ARP Inspection on a list of comma-separated VLAN ranges.

Default disabled
Format ip arp inspection vlan vlan-list
Mode Global Config

no ip arp inspection vian
Use this command to disable Dynamic ARP Inspection on a list of comma-separated VLAN ranges.

Format no ip arp inspection vlan vlan-list

Mode Global Config

ip arp inspection validate

Use this command to enable additional validation checks like source-mac validation, destination-mac validation, and ip
address validation on the received ARP packets. Each command overrides the configuration of the previous command. For
example, if a command enables src-mac and dst-mac validations, and a second command enables IP validation only, the
src-mac and dst-mac validations are disabled as a result of the second command.

Default disabled
Format ip arp inspection validate {[src-mac] [dst-mac] [ip]l}
Mode Global Config

no ip arp inspection validate
Use this command to disable the additional validation checks on the received ARP packets.

Format no ip arp inspection validate {[src-mac] [dst-mac] [ip]l}

Mode Global Config

ip arp inspection vian logging

Use this command to enable logging of invalid ARP packets on a list of comma-separated VLAN ranges.
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Default enabled
Format ip arp inspection vlan vlan-list logging
Mode Global Config

no ip arp inspection vian logging
Use this command to disable logging of invalid ARP packets on a list of comma-separated VLAN ranges.

Format no ip arp inspection vlan vlan-list logging
Mode Global Config

ip arp inspection trust

Use this command to configure an interface as trusted for Dynamic ARP Inspection.

Default enabled
Format ip arp inspection trust
Mode Interface Config

no ip arp inspection trust
Use this command to configure an interface as untrusted for Dynamic ARP Inspection.

Format no ip arp inspection trust

Mode Interface Config

ip arp inspection limit

Use this command to configure the rate limit and burst interval values for an interface. Configuring none for the limit means
the interface is not rate limited for Dynamic ARP Inspections.

z[él Note: The user interface will accept a rate limit for a trusted interface, but the limit will not be enforced unless the
interface is configured to be untrusted.

Default 15 pps for rate and 1 second for burst-interval
Format ip arp inspection limit {rate pps [burst interval seconds] | none}
Mode Interface Config

no ip arp inspection limit

Use this command to set the rate limit and burst interval values for an interface to the default values of 15 pps and 1 second,
respectively.

Format no ip arp inspection limit

Mode Interface Config
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ip arp inspection filter

Use this command to configure the ARP ACL used to filter invalid ARP packets on a list of comma-separated VLAN ranges.
If the static keyword is given, packets that do not match a permit statement are dropped without consulting the DHCP
snooping bindings.

Default No ARP ACL is configured on a VLAN
Format ip arp inspection filter acl-name vlan vlan-list [static]
Mode Global Config

no ip arp inspection filter

Use this command to unconfigure the ARP ACL used to filter invalid ARP packets on a list of comma-separated VLAN
ranges.

Format no ip arp inspection filter acl-name vlan vlan-list [static]
Mode Global Config

arp access-list
Use this command to create an ARP ACL.

Format arp access-list acl-name
Mode Global Config

no arp access-list
Use this command to delete a configured ARP ACL.

Format no arp access-list acl-name

Mode Global Config

permit ip host mac host
Use this command to configure a rule for a valid IP address and MAC address combination used in ARP packet validation.

Format permit ip host sender-ip mac host sender-mac
Mode ARP Access-list Config

no permit ip host mac host
Use this command to delete a rule for a valid IP and MAC combination.

Format no permit ip host sender-ip mac host sender-mac
Mode ARP Access-list Config
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show ip arp inspection

Use this command to display the Dynamic ARP Inspection global configuration and configuration on all the VLANs. With the
vian-list argument (i.e. comma separated VLAN ranges), the command displays the global configuration and configuration
on all the VLANSs in the given VLAN list. The global configuration includes the source mac validation, destination mac
validation and invalid IP validation information.

Format show ip arp inspection [vlan <vlan-list>]
Mode e Privileged EXEC
e User EXEC
Term Definition
Source MAC Displays whether Source MAC Validation of ARP frame is enabled or disabled.
Validation
Destination MAC Displays whether Destination MAC Validation is enabled or disabled.
Validation
IP Address Displays whether IP Address Validation is enabled or disabled.
Validation
VLAN The VLAN ID for each displayed row.
Configuration Displays whether DAI is enabled or disabled on the VLAN.
Log Invalid Displays whether logging of invalid ARP packets is enabled on the VLAN.
ACL Name The ARP ACL Name, if configured on the VLAN.
Static Flag If the ARP ACL is configured static on the VLAN.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip arp inspection vlan 10-12

Source Mac Validation : Disabled

Destination Mac Validation : Disabled

IP Address Validation : Disabled

Vlan Configuration Log Invalid ACL Name Static flag
10 Enabled Enabled H2 Enabled
11 Disabled Enabled
12 Enabled Disabled

show ip arp inspection statistics

Use this command to display the statistics of the ARP packets processed by Dynamic ARP Inspection. Give the vlan-list
argument and the command displays the statistics on all DAl-enabled VLANSs in that list. Give the single vlan argument and
the command displays the statistics on that VLAN. If no argument is included, the command lists a summary of the forwarded
and dropped ARP packets.
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Format show ip arp inspection statistics [vlan vlan-list]
Mode e Privileged EXEC
e User EXEC
Term Definition
VLAN The VLAN ID for each displayed row.
Forwarded The total number of valid ARP packets forwarded in this VLAN.
Dropped The total number of not valid ARP packets dropped in this VLAN.
DHCP Drops The number of packets dropped due to DHCP snooping binding database match failure.
ACL Drops The number of packets dropped due to ARP ACL rule match failure.
DHCP Permits The number of packets permitted due to DHCP snooping binding database match.
ACL Permits The number of packets permitted due to ARP ACL rule match.
Bad Src MAC The number of packets dropped due to Source MAC validation failure.

Bad Dest MAC The number of packets dropped due to Destination MAC validation failure.

Invalid IP The number of packets dropped due to invalid IP checks.

Example: The following shows example CLI display output for the command show ip arp inspection statistics which

lists the summary of forwarded and dropped ARP packets on all DAl-enabled VLANS.

VLAN Forwarded Dropped

10 90 14
20 10 3

Example: The following shows example CLI display output for the command show ip arp inspection statistics vlan

<vian-list>.

VLAN DHCP ACL DHCP ACL Bad Src Bad Dest Invalid
Drops Drops Permits Permits MAC MAC Ip

10 11 1 65 25 1 1 0

20 1 0 8 2 0 1 1

clear ip arp inspection statistics

Use this command to reset the statistics for Dynamic ARP Inspection on all VLANs.

Default none
Format clear ip arp inspection statistics
Mode Privileged EXEC

show ip arp inspection interfaces

Use this command to display the Dynamic ARP Inspection configuration on all the DAI-enabled interfaces. An interface is
said to be enabled for DAI if at least one VLAN, that the interface is a member of, is enabled for DAI. Given a slot/port

interface argument, the command displays the values for that interface whether the interface is enabled for DAI or not.
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Format show ip arp inspection interfaces [slot/port]
Mode e Privileged EXEC

e User EXEC
Term Definition
Interface The interface ID for each displayed row.
Trust State Whether the interface is trusted or untrusted for DAI.
Rate Limit The configured rate limit value in packets per second.
Burst Interval The configured burst interval value in seconds.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip arp inspection interfaces

Interface Trust State Rate Limit Burst Interval
(pps) (seconds)

0/1 Untrusted 15 1

0/2 Untrusted 10 10

show arp access-list

Use this command to display the configured ARP ACLs with the rules. Giving an ARP ACL name as the argument will display
only the rules in that ARP ACL.

Format show arp access-list [acl-name]
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show arp access-list

ARP access list H2
permit ip host 1.1.1.1 mac host 00:01:02:03:04:05
permit ip host 1.1.1.2 mac host 00:03:04:05:06:07
ARP access list H3
ARP access list H4
permit ip host 2.1.1.2 mac host 00:03:04:05:06:08
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IGMP SNOOPING CONFIGURATION COMMANDS

This section describes the commands you use to configure IGMP snooping. Unified Switch software supports IGMP Versions
1, 2, and 3. The IGMP snooping feature can help conserve bandwidth because it allows the switch to forward IP multicast
traffic only to connected hosts that request multicast traffic. IGMPv3 adds source filtering capabilities to IGMP versions 1 and
2.

set igmp

This command enables IGMP Snooping on the system (Global Config Mode) or an interface (Interface Config Mode). This
command also enables IGMP snooping on a particular VLAN (VLAN Config Mode) and can enable IGMP snooping on all
interfaces participating in a VLAN.

If an interface has IGMP Snooping enabled and you enable this interface for routing or enlist it as a member of a port-channel
(LAG), IGMP Snooping functionality is disabled on that interface. IGMP Snooping functionality is re-enabled if you disable
routing or remove port-channel (LAG) membership from an interface that has IGMP Snooping enabled.

The IGMP application supports the following activities:

e Validation of the IP header checksum (as well as the IGMP header checksum) and discarding of the frame upon
checksum error.

e Maintenance of the forwarding table entries based on the MAC address versus the IP address.

* Flooding of unregistered multicast data packets to all ports in the VLAN.

Default disabled
Format set igmp
Mode ¢ Global Config

¢ Interface Config

Format set igmp <vlanid>
Mode VLAN Config
no set igmp

This command disables IGMP Snooping on the system, an interface or a VLAN.

Format no set igmp

Mode ¢ Global Config
¢ Interface Config

Format no set igmp <vlanid>
Mode VLAN Config

set igmp interfacemode

This command enables IGMP Snooping on all interfaces. If an interface has IGMP Snooping enabled and you enable this
interface for routing or enlist it as a member of a port-channel (LAG), IGMP Snooping functionality is disabled on that
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interface. IGMP Snooping functionality is re-enabled if you disable routing or remove port-channel (LAG) membership from
an interface that has IGMP Snooping enabled.

Default disabled
Format set igmp interfacemode
Mode Global Config

no set igmp interfacemode

This command disables IGMP Snooping on all interfaces.

Format no set igmp interfacemode
Mode Global Config

set igmp fast-leave

This command enables or disables IGMP Snooping fast-leave admin mode on a selected interface or VLAN. Enabling fast-
leave allows the switch to immediately remove the layer 2 LAN interface from its forwarding table entry upon receiving an
IGMP leave message for that multicast group without first sending out MAC-based general queries to the interface.

You should enable fast-leave admin mode only on VLANs where only one host is connected to each layer 2 LAN port. This
prevents the inadvertent dropping of the other hosts that were connected to the same layer 2 LAN port but were still
interested in receiving multicast traffic directed to that group. Also, fast-leave processing is supported only with IGMP version
2 hosts.

Default disabled

Format set igmp fast-leave

Mode Interface Config

Format set igmp fast-leave <vlan id>
Mode VLAN Config

no set igmp fast-leave

This command disables IGMP Snooping fast-leave admin mode on a selected interface.

Format no set igmp fast-leave

Mode Interface Config

Format no set igmp fast-leave <vlian id»>
Mode VLAN Config

set igmp groupmembership-interval

This command sets the IGMP Group Membership Interval time on a VLAN, one interface or all interfaces. The Group
Membership Interval time is the amount of time in seconds that a switch waits for a report from a particular group on a
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particular interface before deleting the interface from the entry. This value must be greater than the IGMPv3 Maximum
Response time value. The range is 2 to 3600 seconds.

Default 260 seconds
Format set igmp groupmembership-interval <2-3600>
Mode ¢ Interface Config

¢ Global Config

Format set igmp groupmembership-interval <vlan id> <2-3600>
Mode VLAN Config

no set igmp groupmembership-interval

This command sets the IGMPv3 Group Membership Interval time to the default value.

Format no set igmp groupmembership-interval

Mode ¢ Interface Config
¢ Global Config

Format no set igmp groupmembership-interval <vlan id>
Mode VLAN Config

set igmp maxresponse

This command sets the IGMP Maximum Response time for the system, or on a particular interface or VLAN. The Maximum
Response time is the amount of time in seconds that a switch will wait after sending a query on an interface because it did
not receive a report for a particular group in that interface. This value must be less than the IGMP Query Interval time value.
The range is 1 to 25 seconds.

Default 10 seconds
Format set igmp maxresponse <1-25>
Mode ¢ Global Config

¢ Interface Config

Format set igmp maxresponse <vlan id> <1-25>
Mode VLAN Config

no set igmp maxresponse

This command sets the max response time (on the interface or VLAN) to the default value.

Format no set igmp maxresponse

Mode ¢ Global Config
¢ Interface Config
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Format no set igmp maxresponse <vlan id>

Mode VLAN Config

set igmp mcrtrexpiretime

This command sets the Multicast Router Present Expiration time. The time is set for the system, on a particular interface or
VLAN. This is the amount of time in seconds that a switch waits for a query to be received on an interface before the interface
is removed from the list of interfaces with multicast routers attached. The range is 0 to 3600 seconds. A value of 0 indicates
an infinite time-out, i.e. no expiration.

Default 0
Format set igmp mcrtrexpiretime <0-3600>
Mode ¢ Global Config

¢ Interface Config

Format set igmp mcrtrexpiretime <vlan id> <0-3600>
Mode VLAN Config

no set igmp mcritrexpiretime

This command sets the Multicast Router Present Expiration time to 0. The time is set for the system, on a particular interface
ora VLAN.

Format no set igmp mcrtrexpiretime

Mode ¢ Global Config
¢ Interface Config

Format no set igmp mcrtrexpiretime <vlan id>
Mode VLAN Config
set igmp mrouter

This command configures the VLAN ID (<vlanId>) that has the multicast router mode enabled.

Format set igmp mrouter <vlan id>
Mode Interface Config
no set igmp mrouter

This command disables multicast router mode for a particular VLAN ID (<vlan id>).

Format no set igmp mrouter <vlan id>
Mode Interface Config
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set igmp mrouter interface

This command configures the interface as a multicast router interface. When configured as a multicast router interface, the
interface is treated as a multicast router interface in all VLANSs.

Default disabled
Format set igmp mrouter interface
Mode Interface Config

no set igmp mrouter interface

This command disables the status of the interface as a statically configured multicast router interface.

Format no set igmp mrouter interface

Mode Interface Config

show igmpsnooping

This command displays IGMP Snooping information. Configured information is displayed whether or not IGMP Snooping is
enabled.

Format show igmpsnooping [<slot/port> | <vlan id>]
Mode Privileged EXEC

When the optional arguments <slot/ports> or <vian id> are not used, the command displays the following information:

Term Definition

Admin Mode Indicates whether or not IGMP Snooping is active on the switch.

Multicast Control The number of multicast control frames that are processed by the CPU.
Frame Count

Interface Enabled The list of interfaces on which IGMP Snooping is enabled.
for IGMP Snooping

VLANS Enabled for The list of VLANS on which IGMP Snooping is enabled.
IGMP Snooping

When you specify the <slot/port> values, the following information appears:

Term Definition

IGMP Snooping Indicates whether IGMP Snooping is active on the interface.
Admin Mode

Fast Leave Mode Indicates whether IGMP Snooping Fast-leave is active on the interface.

Group Membership The amount of time in seconds that a switch will wait for a report from a particular group on a particular
Interval interface before deleting the interface from the entry.This value may be configured.

Maximum The amount of time the switch waits after it sends a query on an interface because it did not receive a
Response Time report for a particular group on that interface. This value may be configured.

Multicast Router  The amount of time to wait before removing an interface from the list of interfaces with multicast routers
Expiry Time attached. The interface is removed if a query is not received. This value may be configured.
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When you specify a value for <vian ids, the following information appears:

Term Definition

VLANID The VLAN ID.

IGMP Snooping Indicates whether IGMP Snooping is active on the VLAN.
Admin Mode

Fast Leave Mode Indicates whether IGMP Snooping Fast-leave is active on the VLAN.

Group Membership The amount of time in seconds that a switch will wait for a report from a particular group on a particular
Interval interface, which is participating in the VLAN, before deleting the interface from the entry.This value may
be configured.

Maximum The amount of time the switch waits after it sends a query on an interface, participating in the VLAN,
Response Time because it did not receive a report for a particular group on that interface. This value may be
configured.

Multicast Router The amount of time to wait before removing an interface that is participating in the VLAN from the list
Expiry Time of interfaces with multicast routers attached. The interface is removed if a query is not received. This
value may be configured.

show igmpsnooping mrouter interface

This command displays information about statically configured ports.

Format show igmpsnooping mrouter interface <slot/port>
Mode Privileged EXEC

Term Definition

Interface The port on which multicast router information is being displayed.

Multicast Router Indicates whether multicast router is statically enabled on the interface.
Attached

VLAN ID The list of VLANs of which the interface is a member.

show igmpsnooping mrouter vian

This command displays information about statically configured ports.

Format show igmpsnooping mrouter vlan <slot/port>

Mode Privileged EXEC

Term Definition

Interface The port on which multicast router information is being displayed.
VLAN ID The list of VLANs of which the interface is a member.
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show mac-address-table igmpsnooping

This command displays the IGMP Snooping entries in the MFDB table.

Format show mac-address-table igmpsnooping

Mode Privileged EXEC

Term Definition

MAC Address A multicast MAC address for which the switch has forwarding or filtering information. The format is two-

digit hexadecimal numbers that are separated by colons, for example 01:23:45:67:89:AB. In an IVL
system the MAC address is displayed as a MAC address and VLAN ID combination of 8 bytes.

Type The type of the entry, which is either static (added by the user) or dynamic (added to the table as a
result of a learning process or protocol).

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (Flt:).

IGMP SNOOPING QUERIER COMMANDS

IGMP Snooping requires that one central switch or router periodically query all end-devices on the network to announce their
multicast memberships. This central device is the “IGMP Querier’. The IGMP query responses, known as IGMP reports,
keep the switch updated with the current multicast group membership on a port-by-port basis. If the switch does not receive
updated membership information in a timely fashion, it will stop forwarding multicasts to the port where the end device is
located.

This section describes commands used to configure and display information on IGMP Snooping Queriers on the network
and, separately, on VLANSs.

set igmp querier
Use this command to enable IGMP Snooping Querier on the system, using Global Config mode, or on a VLAN. Using this

command, you can specify the IP Address that the Snooping Querier switch should use as the source address while
generating periodic queries.

If a VLAN has IGMP Snooping Querier enabled and IGMP Snooping is operationally disabled on it, IGMP Snooping Querier

functionality is disabled on that VLAN. IGMP Snooping functionality is re-enabled if IGMP Snooping is operational on the
VLAN.

Z@I Note: The Querier IP Address assigned for a VLAN takes preference over global configuration.

The IGMP Snooping Querier application supports sending periodic general queries on the VLAN to solicit membership
reports.

Default disabled
Format set igmp querier [<vlan-id>] [address ipv4 address]
Mode ¢ Global Config

¢ VLAN Mode
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no set igmp querier

Use this command to disable IGMP Snooping Querier on the system. Use the optional address parameter to reset the
querier address to 0.0.0.0.

Format no set igmp querier [<vlan-id>] [address]
Mode ¢ Global Config
e VLAN Mode

set igmp querier query-interval

Use this command to set the IGMP Querier Query Interval time. It is the amount of time in seconds that the switch waits
before sending another general query.

Default disabled
Format set igmp querier query-interval <1-18000>
Mode Global Config

no set igmp querier query-interval

Use this command to set the IGMP Querier Query Interval time to its default value.

Format no set igmp querier query-interval
Mode Global Config
set igmp querier timer expiry

Use this command to set the IGMP Querier timer expiration period. It is the time period that the switch remains in Non-
Querier mode once it has discovered that there is a Multicast Querier in the network.

Default 60 seconds
Format set igmp querier timer expiry <60-300>
Mode Global Config

no set igmp querier timer expiry

Use this command to set the IGMP Querier timer expiration period to its default value.

Format no set igmp querier timer expiry
Mode Global Config

set igmp querier version

Use this command to set the IGMP version of the query that the snooping switch is going to send periodically.

Default 1
Format set igmp querier version <1-2>
Mode Global Config
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no set igmp querier version

Use this command to set the IGMP Querier version to its default value.

Format no set igmp querier version
Mode Global Config

set igmp querier election participate

Use this command to enable the Snooping Querier to participate in the Querier Election process when it discovers the
presence of another Querier in the VLAN. When this mode is enabled, if the Snooping Querier finds that the other Querier’s
source address is better (less) than the Snooping Querier’s address, it stops sending periodic queries. If the Snooping
Querier wins the election, then it will continue sending periodic queries.

Default disabled
Format set igmp querier election participate
Mode VLAN Config

no set igmp querier election participate

Use this command to set the Snooping Querier not to participate in querier election but go into non-querier mode as soon
as it discovers the presence of another querier in the same VLAN.

Format no set igmp querier election participate
Mode VLAN Config

show igmpsnooping querier

Use this command to display IGMP Snooping Querier information. Configured information is displayed whether or not IGMP
Snooping Querier is enabled.

Format show igmpsnooping querier [{detail | vlan <vlanid>}]
Mode Privileged EXEC

When the optional argument <vlanid> is not used, the command displays the following information.

Field Description
Admin Mode Indicates whether or not IGMP Snooping Querier is active on the switch.
Admin Version The version of IGMP that will be used while sending out the queries.

Querier Address  The IP Address which will be used in the IPv4 header while sending out IGMP queries. It can be
configured using the appropriate command.

Query Interval The amount of time in seconds that a Snooping Querier waits before sending out the periodic general
query.
Querier Timeout  The amount of time to wait in the Non-Querier operational state before moving to a Querier state.

127



D-Link Unified Switch CLI Command Reference

When you specify a value for <vlanid>, the following additional information appears.

Field

Description

VLAN Admin Mode Indicates whether iGMP Snooping Querier is active on the VLAN.

VLAN Operational
State

Indicates whether IGMP Snooping Querier is in “Querier” or “Non-Querier” state. When the switch is
in Querier state, it will send out periodic general queries. When in Non-Querier state, it will wait for
moving to Querier state and does not send out any queries.

VLAN Operational
Max Response
Time

Indicates the time to wait before removing a Leave from a host upon receiving a Leave request. This
value is calculated dynamically from the Queries received from the network. If the Snooping Switch is
in Querier state, then it is equal to the configured value.

Querier Election
Participation

Indicates whether the IGMP Snooping Querier participates in querier election if it discovers the
presence of a querier in the VLAN.

Querier VLAN The IP address will be used in the IPv4 header while sending out IGMP queries on this VLAN. It can
Address be configured using the appropriate command.

Operational The version of IPv4 will be used while sending out IGMP queries on this VLAN.

Version

Last Querier Indicates the IP address of the most recent Querier from which a Query was received.

Address

Last Querier Indicates the IGMP version of the most recent Querier from which a Query was received on this VLAN.
Version

When the optional argument detai1 is used, the command shows the global information and the information for all Querier-

enabled VLANSs.
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PORT SECURITY COMMANDS

This section describes the command you use to configure Port Security on the switch. Port security, which is also known as
port MAC locking, allows you to secure the network by locking allowable MAC addresses on a given port. Packets with a
matching source MAC address are forwarded normally, and all other packets are discarded.

Z@I Note: To enable the SNMP trap specific to port security, see “snmp-server enable traps violation” on page 498.

port-security

This command enables port locking at the system level (Global Config) or port level (Interface Config).

Default disabled
Format port-security
Mode ¢ Global Config

¢ Interface Config

no port-security

This command disables port locking for one (Interface Config) or all (Global Config) ports.

Format no port-security

Mode ¢ Global Config
¢ Interface Config

port-security max-dynamic

This command sets the maximum number of dynamically locked MAC addresses allowed on a specific port.

Default 600
Format port-security max-dynamic <maxvalue>
Mode Interface Config

no port-security max-dynamic

This command resets the maximum number of dynamically locked MAC addresses allowed on a specific port to its default
value.

Format no port-security max-dynamic

Mode Interface Config
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port-security max-static

This command sets the maximum number of statically locked MAC addresses allowed on a port.

Default 20
Format port-security max-static <maxvalue>
Mode Interface Config

no port-security max-static

This command sets maximum number of statically locked MAC addresses to the default value.

Format no port-security max-static
Mode Interface Config
port-security mac-address

This command adds a MAC address to the list of statically locked MAC addresses. The <vid> is the VLAN ID.

Format port-security mac-address <mac-address> <vid>
Mode Interface Config
no port-security mac-address

This command removes a MAC address from the list of statically locked MAC addresses.

Format no port-security mac-address <mac-address> <vids>
Mode Interface Config
port-security mac-address move

This command converts dynamically locked MAC addresses to statically locked addresses.

Format port-security mac-address move
Mode Interface Config
show port-security

This command displays the port-security settings. If you do not use a parameter, the command displays the settings for the
entire system. Use the optional parameters to display the settings on a specific interface or on all interfaces.

Format show port-security [{<slot/port> | all}]

Mode Privileged EXEC

Term Definition

Admin Mode Port Locking mode for the entire system. This field displays if you do not supply any parameters.
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For each interface, or for the interface you specify, the following information appears:

Term Definition

Admin Mode Port Locking mode for the Interface.

Dynamic Limit Maximum dynamically allocated MAC Addresses.
Static Limit Maximum statically allocated MAC Addresses.
Violation Trap Whether violation traps are enabled.

Mode

show port-security dynamic

This command displays the dynamically locked MAC addresses for the port.

Format show port-security dynamic <slot/ports>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of dynamically locked MAC.

show port-security static

This command displays the statically locked MAC addresses for port.

Format show port-security static <slot/port>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of statically locked MAC.

show port-security violation

This command displays the source MAC address of the last packet discarded on a locked port.

Format show port-security violation <slot/port>
Mode Privileged EXEC

Term Definition

MAC Address MAC Address of discarded packet on locked port.
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LLDP (802.1AB) COMMANDS

This section describes the command you use to configure Link Layer Discovery Protocol (LLDP), which is defined in the
IEEE 802.1AB specification. LLDP allows stations on an 802 LAN to advertise major capabilities and physical descriptions.
The advertisements allow a network management system (NMS) to access and display this information.

lidp transmit

Use this command to enable the LLDP advertise capability.

Default disabled
Format 11dp transmit
Mode Interface Config

no lldp transmit

Use this command to return the local data transmission capability to the default.

Format no lldp transmit
Mode Interface Config
lidp receive

Use this command to enable the LLDP receive capability.

Default disabled
Format 11dp receive
Mode Interface Config

no lldp receive

Use this command to return the reception of LLDPDUSs to the default value.

Format no lldp receive
Mode Interface Config
lidp timers

Use this command to set the timing parameters for local data transmission on ports enabled for LLDP. The <interval-
seconds > determines the number of seconds to wait between transmitting local data LLDPDUs. The range is 1-32768
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seconds. The <hold-values is the multiplier on the transmit interval that sets the TTL in local data LLDPDUs. The
multiplier range is 2-10. The <reinit-seconds> is the delay before re-initialization, and the range is 1-0 seconds.

Default ¢ interval—30 seconds
e hold—4
* reinit—2 seconds

Format 1ldp timers [interval <interval-seconds>] [hold <hold-value>] [reinit <reinit-
seconds>]

Mode Global Config

no lldp timers

Use this command to return any or all timing parameters for local data transmission on ports enabled for LLDP to the default
values.

Format no 1lldp timers [interval] [hold] [reinit]
Mode Global Config

lidp transmit-tlv

Use this command to specify which optional type length values (TLVs) in the 802.1AB basic management set are transmitted
in the LLDPDUs. Use sys-name to transmit the system name TLV. To configure the system name, see “snmp-server’ on
page 496. Use sys-descto transmit the system description TLV. Use sys-cap to transmit the system capabilities TLV. Use
port-desc to transmit the port description TLV. To configure the port description, see See “description” on page 15.

Default no optional TLVs are included
Format 1ldp transmit-tlv [sys-desc] [sys-name] [sys-cap] [port-desc]
Mode Interface Config

no lldp transmit-tlv

Use this command to remove an optional TLV from the LLDPDUs. Use the command without parameters to remove all
optional TLVs from the LLDPDU.

Format no lldp transmit-tlv [sys-desc] [sys-name] [sys-cap] [port-desc]
Mode Interface Config

lidp transmit-mgmt

Use this command to include transmission of the local system management address information in the LLDPDUs.

Format 11dp transmit-mgmt
Mode Interface Config
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no lldp transmit-mgmt

Use this command to include transmission of the local system management address information in the LLDPDUSs. Use this
command to cancel inclusion of the management information in LLDPDUs.

Format no 1lldp transmit-mgmt
Mode Interface Config

lidp notification

Use this command to enable remote data change notifications.

Default disabled
Format 11dp notification
Mode Interface Config

no lldp notification

Use this command to disable notifications.

Default disabled
Format no 1lldp notification
Mode Interface Config

lidp notification-interval

Use this command to configure how frequently the system sends remote data change notifications. The <intervals>
parameter is the number of seconds to wait between sending notifications. The valid interval range is 5-3600 seconds.

Default 5
Format 1l1dp notification-interval <intervals
Mode Global Config

no lldp notification-interval

Use this command to return the notification interval to the default value.

Format no lldp notification-interval
Mode Global Config
clear lidp statistics

Use this command to reset all LLDP statistics, including MED-related information.

Format clear 1lldp statistics
Mode Privileged Exec
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clear lidp remote-data

Use this command to delete all information from the LLDP remote data table, including MED-related information.

Format clear 1lldp remote-data
Mode Global Config
show lldp

Use this command to display a summary of the current LLDP configuration.

Format show 1lldp
Mode Privileged Exec
Term Definition

Transmit Interval How frequently the system transmits local data LLDPDUs, in seconds.

Transmit Hold The multiplier on the transmit interval that sets the TTL in local data LLDPDUs.
Multiplier

Re-initialization The delay before re-initialization, in seconds.

Delay

Notification How frequently the system sends remote data change notifications, in seconds.
Interval

show lldp interface

Use this command to display a summary of the current LLDP configuration for a specific interface or for all interfaces.

Format show 1lldp interface {<slot/port> [ all}

Mode Privileged Exec

Term Definition

Interface The interface in a slot/port format.

Link Shows whether the link is up or down.

Transmit Shows whether the interface transmits LLDPDUs.

Receive Shows whether the interface receives LLDPDUs.

Notify Shows whether the interface sends remote data change notifications.

TLVs Shows whether the interface sends optional TLVs in the LLDPDUs. The TLV codes can be 0 (Port

Description), 1 (System Name), 2 (System Description), or 3 (System Capability).

Mgmt Shows whether the interface transmits system management address information in the LLDPDUs.

show lldp statistics

Use this command to display the current LLDP traffic and remote table statistics for a specific interface or for all interfaces.

Format show 1lldp statistics {<slot/port> [ all}
Mode Privileged Exec
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Term Definition

Last Update The amount of time since the last update to the remote table in days, hours, minutes, and seconds.

Total Inserts Total number of inserts to the remote data table.

Total Deletes Total number of deletes from the remote data table.

Total Drops Total number of times the complete remote data received was not inserted due to insufficient
resources.

Total Ageouts Tota_ll n(;meer of times a complete remote data entry was deleted because the Time to Live interval
expired.

The table contains the following column headings:

Term Definition

Interface The interface in slot/port format.

Transmit Total Total number of LLDP packets transmitted on the port.

Receive Total Total number of LLDP packets received on the port.

Discards Total number of LLDP frames discarded on the port for any reason.

Errors The number of invalid LLDP frames received on the port.

Ageouts Total number of times a complete remote data entry was deleted for the port because the Time to Live
interval expired.

TVL Discards The number of TLVs discarded.

TVL Unknowns Total number of LLDP TLVs received on the port where the type value is in the reserved range, and
not recognized.

show lldp remote-device

Use this command to display summary information about remote devices that transmit current LLDP data to the system. You
can show information about LLDP remote data received on all ports or on a specific port.

Format show 1ldp remote-device {<slot/port> | all}

Mode Privileged EXEC

Term Definition

Local Interface The interface that received the LLDPDU from the remote device.

RemlID An internal identifier to the switch to mark each remote device to the system.

Chassis ID The ID that is sent by a remote device as part of the LLDP message, it is usually a MAC address of
the device.

Port ID The port number that transmitted the LLDPDU.

System Name The system name of the remote device.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1ldp remote-device all
LLDP Remote Device Summary

Local
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Interface RemID
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--More-- or (qg)uit

show lldp remote-device detail
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System Name

Use this command to display detailed information about remote devices that transmit current LLDP data to an interface on

the system.

Format show 11dp remote-device detail <slot/port>
Mode Privileged EXEC

Term Definition

Local Interface

The interface that received the LLDPDU from the remote device.

Remote Identifier

An internal identifier to the switch to mark each remote device to the system.

Chassis ID
Subtype

The type of identification used in the Chassis ID field.

Chassis ID

The chassis of the remote device.

Port ID Subtype

The type of port on the remote device.

Port ID

The port number that transmitted the LLDPDU.

System Name

The system name of the remote device.

System
Description

Describes the remote system by identifying the system name and versions of hardware, operating

system, and networking software supported in the device.

Port Description

Describes the port in an alpha-numeric format. The port description is configurable.

System
Capabilities
Supported

Indicates the primary function(s) of the device.

System
Capabilities
Enabled

Shows which of the supported system capabilities are enabled.

Management
Address

For each interface on the remote device with an LLDP agent, lists the type of address the remote LLDP
agent uses and specifies the address used to obtain information related to the device.
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Term Definition

Time To Live The amount of time (in seconds) the remote device's information received in the LLDPDU should be
treated as valid information.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1lldp remote-device detail 0/7
LLDP Remote Device Detail

Local Interface: 0/7

Remote Identifier: 2

Chassis ID Subtype: MAC Address
Chassis ID: 00:FC:E3:90:01:0F
Port ID Subtype: MAC Address
Port ID: 00:FC:E3:90:01:11
System Name:

System Description:

Port Description:

System Capabilities Supported:
System Capabilities Enabled:
Time to Live: 24 seconds

show lldp local-device

Use this command to display summary information about the advertised LLDP local data. This command can display
summary information or detail for each interface.

Format show 1ldp local-device {<slot/port> [ all}
Mode Privileged EXEC

Term Definition

Interface The interface in a slot/port format.

Port ID The port ID associated with this interface.

Port Description  The port description associated with the interface.

show lldp local-device detail

Use this command to display detailed information about the LLDP data a specific interface transmits.

Format show 11dp local-device detail <slot/ports
Mode Privileged EXEC

Term Definition

Interface The interface that sends the LLDPDU.

Chassis ID The type of identification used in the Chassis ID field.
Subtype
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Term

Definition

Chassis ID

The chassis of the local device.

Port ID Subtype

The type of port on the local device.

Port ID

The port number that transmitted the LLDPDU.

System Name

The system name of the local device.

System
Description

Describes the local system by identifying the system name and versions of hardware, operating
system, and networking software supported in the device.

Port Description

Describes the port in an alpha-numeric format.

System Indicates the primary function(s) of the device.

Capabilities

Supported

System Shows which of the supported system capabilities are enabled.

Capabilities

Enabled

Management The type of address and the specific address the local LLDP agent uses to send and receive
Address information.

LLDP-MED COMMANDS

Link Layer Discovery Protocol - Media Endpoint Discovery (LLDP-MED) (ANSI-TIA-1057) provides an extension to the LLDP
standard. Specifically, LLDP-MED provides extensions for network configuration and policy, device location, Power over
Ethernet (PoE) management and inventory management.

lidp med

Use this command to enable MED. By enabling MED, you will be effectively enabling the transmit and receive function of
LLDP.

Default disabled

Format 11dp med

Mode Interface Config

no lldp med

Use this command to disable MED.

Format
Mode

no 1lldp med
Interface Config

lidp med confignotification

Use this command to configure all the ports to send the topology change notification.

Default
Format
Mode

disabled
1ldp med confignotification

Interface Config
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no ldp med confignotification

Use this command to disable notifications.

Format no 1lldp med confignotification
Mode Interface Config
lidp med transmit-tlv

Use this command to specify which optional Type Length Values (TLVs) in the LLDP MED set will be transmitted in the Link
Layer Discovery Protocol Data Units (LLDPDUs).

Default By default, the capabilities and network policy TLVs are included.

Format 1ldp med transmit-tlv [capabilities] [ex-pd] [ex-pse] [inventory] [location]
[network-policy]

Mode Interface Config

Term Definition

capabilities Transmit the LLDP capabilities TLV.

ex-pd Transmit the LLDP extended PD TLV.

ex-pse Transmit the LLDP extended PSE TLV.

inventory Transmit the LLDP inventory TLV.

location Transmit the LLDP location TLV.

network-policy Transmit the LLDP network policy TLV.

no lldp med transmit-tlv

Use this command to remove a TLV.

Format no lldp med transmit-tlv [capabilities] [network-policy] [ex-pse] [ex-pd]
[location] [inventory]

Mode Interface Config

lidp med all

Use this command to configure LLDP-MED on all the ports.

Format 11dp med all
Mode Global Config
lidp med confignotification all

Use this command to configure all the ports to send the topology change notification.

Format 1l1dp med confignotification all
Mode Global Config
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lidp med faststartrepeatcount

Use this command to set the value of the fast start repeat count. [count] is the number of LLDP PDUs that will be

transmitted when the product is enabled. The range is 1 to 10.

Default 3
Format 1l1dp med faststartrepeatcount [count]
Mode Global Config

no lldp med faststartrepeatcount

Use this command to return to the factory default value.

Format no lldp med faststartrepeatcount
Mode Global Config

lidp med transmit-tlv all

Use this command to specify which optional Type Length Values (TLVs) in the LLDP MED set will be transmitted in the Link

Layer Discovery Protocol Data Units (LLDPDUs).

Default By default, the capabilities and network policy TLVs are included.

Format 1ldp med transmit-tlv all [capabilities] [ex-pd] [ex-pse] [inventory]
[location] [network-policy]

Mode Global Config

Term Definition

capabilities Transmit the LLDP capabilities TLV.

ex-pd Transmit the LLDP extended PD TLV.

ex-pse Transmit the LLDP extended PSE TLV.

inventory Transmit the LLDP inventory TLV.

location Transmit the LLDP location TLV.

network-policy Transmit the LLDP network policy TLV.

no lldp med transmit-tlv

Use this command to remove a TLV.

Format no lldp med transmit-tlv [capabilities] [network-policy]

[location] [inventory]
Mode Global Config

[ex-pse] [ex-pd]
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show lldp med

Use this command to display a summary of the current LLDP MED configuration.

Format show 11ldp med
Mode Privileged Exec

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1ldp med
LLDP MED Global Configuration

Fast Start Repeat Count: 3
Device Class: Network Connectivity

(DWS-4026) #

show lldp med interface

Use this command to display a summary of the current LLDP MED configuration for a specific interface. <slot/port>
indicates a specific physical interface. a11 indicates all valid LLDP interfaces.

Format show 1lldp med interface {<slot/port> | all}
Mode Privileged Exec

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1ldp med interface all

Interface Link configMED operMED ConfigNotify TLVsTx
0/1 Down Disabled Disabled Disabled 0,1
0/2 Up Disabled Disabled Disabled 0,1
0/3 Down Disabled Disabled Disabled 0,1
0/4 Down Disabled Disabled Disabled 0,1
0/5 Down Disabled Disabled Disabled 0,1
0/6 Down Disabled Disabled Disabled 0,1
0/7 Down Disabled Disabled Disabled 0,1
0/8 Down Disabled Disabled Disabled 0,1
0/9 Down Disabled Disabled Disabled 0,1
0/10 Down Disabled Disabled Disabled 0,1
0/11 Down Disabled Disabled Disabled 0,1
0/12 Down Disabled Disabled Disabled 0,1
0/13 Down Disabled Disabled Disabled 0,1
0/14 Down Disabled Disabled Disabled 0,1
TLV Codes: 0- Capabilities, 1- Network Policy

2- Location, 3- Extended PSE

4- Extended Pd, 5- Inventory

--More-- or (qg)uit
(DWS-4026) #show 1lldp med interface 0/2

Interface Link configMED operMED ConfigNotify TLVsTx
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0/2 Up Disabled
TLV Codes: 0- Capabilities,
2- Location,

4- Extended Pd,

(DWS-4026) #

show lldp med local-device detail

Disabled Disabled

1- Network Policy
3- Extended PSE
5- Inventory

0,1

Use this command to display detailed information about the LLDP MED data that a specific interface transmits. <slot/
port> indicates a specific physical interface.

Format show 11ldp med local-device detail <slot/port>

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1ldp med local-device detail 0/8

LLDP MED Local Device Detail

Interface: 0/8

Network Policies

Media Policy Application Type

Vlan ID: 10
Priority: 5
DSCP: 1
Unknown: False
Tagged: True

Media Policy Application Type

Vlan ID: 20
Priority: 1
DSCP: 2
Unknown: False
Tagged: True

Inventory

Hardware Rev: XXX XXX XXX
Firmware Rev: XXX XXX XXX
Software Rev: XXX XXX XXX
Serial Num: XXX XXX XXX
Mfg Name: XXX XXX XXX
Model Name: XXX XXX XXX
Asset ID: XXX XXX XXX

Location
Subtype: elin
Info: XXX XXX XXX

Extended POE
Device Type: pseDevice

voice

streamingvideo
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Extended POE PSE
Available: 0.3 Watts
Source: primary
Priority: critical

Extended POE PD
Required: 0.2 Watts

Source: local
Priority: low

show lldp med remote-device

Use this command to display the summary information about remote devices that transmit current LLDP MED data to the
system. You can show information about LLDP MED remote data received on all valid LLDP interfaces or on a specific
physical interface.

Format show 1ldp med remote-device {<slot/port> [ all}

Mode Privileged EXEC

Term Definition

Local Interface The interface that received the LLDPDU from the remote device.

Remote ID An internal identifier to the switch to mark each remote device to the system.
Device Class Device classification of the remote device.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1ldp med remote-device all
LLDP MED Remote Device Summary

Local
Interface Remote ID Device Class

0/8 1 Class I

0/9 2 Not Defined
0/10 3 Class II
0/11 4 Class III
0/12 5 Network Con

show lldp med remote-device detail

Use this command to display detailed information about remote devices that transmit current LLDP MED data to an interface
on the system.

Format show 11dp med remote-device detail <slot/portx
Mode Privileged EXEC
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Example: The following shows example CLI display output for the command.

(DWS-4026) #show 1lldp med remote-device detail 0/8
LLDP MED Remote Device Detail

Local Interface: 0/8

Remote Identifier: 18

Capabilities

MED Capabilities Supported: capabilities, networkpolicy,
MED Capabilities Enabled: capabilities, networkpolicy
Device Class: Endpoint Class I

Network Policies

Media Policy Application Type : voice
Vlan ID: 10

Priority: 5

DSCP: 1

Unknown: False

Tagged: True

Media Policy Application Type : streamingvideo
Vlan ID: 20

Priority: 1

DSCP: 2

Unknown: False

Tagged: True

Inventory

Hardware Rev: XXX XXX XXX
Firmware Rev: XXX XXX XXX
Software Rev: XXX XXX XXX
Serial Num: XXX XXX XXX
Mfg Name: XXX XXX XXX
Model Name: XXX XXX XXX
Asset ID: XXX XXX XXX

Location
Subtype: elin
Info: XXX XXX XXX

Extended POE
Device Type: pseDevice

Extended POE PSE
Available: 0.3 Watts
Source: primary
Priority: critical

Extended POE PD
Required: 0.2 Watts

Source: local
Priority: low

location,

extendedpse
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DENIAL OF SERVICE COMMANDS

This section describes the commands you use to configure Denial of Service (DoS) Control. Unified Switch software provides
support for classifying and blocking specific types of Denial of Service attacks. You can configure your system to monitor
and block these types of attacks:

SIP = DIP: Source IP address = Destination IP address.
First Fragment:TCP Header size smaller then configured value.
TCP Fragment: IP Fragment Offset = 1.

TCP Flag: TCP Flag SYN set and Source Port < 1024 or TCP Control Flags = 0 and TCP Sequence Number = 0 or
TCP Flags FIN, URG, and PSH set and TCP Sequence Number = 0 or TCP Flags SYN and FIN set.

L4 Port: Source TCP/UDP Port = Destination TCP/UDP Port.
ICMP: Limiting the size of ICMP Ping packets.

dos-control all

This command enables Denial of Service protection checks globally.

Default disabled
Format dos-control all
Mode Global Config

no dos-control all

This command disables Denial of Service prevention checks globally.

Format no dos-control all
Mode Global Config

dos-control sipdip

This command enables Source IP address = Destination IP address (SIP = DIP) Denial of Service protection. If the mode is
enabled, Denial of Service prevention is active for this type of attack. If packets ingress with SIP = DIP, the packets will be
dropped if the mode is enabled.

Default disabled
Format dos-control sipdip
Mode Global Config

no dos-control sipdip

This command disables Source IP address = Destination IP address (SIP = DIP) Denial of Service prevention.

Format no dos-control sipdip
Mode Global Config
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dos-control firstfrag

This command enables Minimum TCP Header Size Denial of Service protection. If the mode is enabled, Denial of Service
prevention is active for this type of attack. If packets ingress having a TCP Header Size smaller then the configured value,
the packets will be dropped if the mode is enabled.The default is disabled. If you enable dos-control firstfrag, but do not
provide a Minimum TCP Header Size, the system sets that value to 20.

Default disabled <20>
Format dos-control firstfrag [<0-255>]
Mode Global Config

no dos-control firstfrag

This command sets Minimum TCP Header Size Denial of Service protection to the default value of disabled.

Format no dos-control firstfrag
Mode Global Config

dos-control tcpfrag

This command enables TCP Fragment Denial of Service protection. If the mode is enabled, Denial of Service prevention is
active for this type of attack. If packets ingress having IP Fragment Offset equal to one (1), the packets will be dropped if the
mode is enabled.

Default disabled
Format dos-control tcpfrag
Mode Global Config

no dos-control tcpfrag

This command disabled TCP Fragment Denial of Service protection.

Format no dos-control tcpfrag
Mode Global Config

dos-control tcpflag

This command enables TCP Flag Denial of Service protections. If the mode is enabled, Denial of Service prevention is active
for this type of attacks. If packets ingress having TCP Flag SYN set and a source port less than 1024 or having TCP Control
Flags set to 0 and TCP Sequence Number set to 0 or having TCP Flags FIN, URG, and PSH set and TCP Sequence Number
set to 0 or having TCP Flags SYN and FIN both set, the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control tcpflag
Mode Global Config
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no dos-control tcpflag

This command sets disables TCP Flag Denial of Service protections.

Format no dos-control tcpflag
Mode Global Config

dos-control 14port

This command enables L4 Port Denial of Service protections. If the mode is enabled, Denial of Service prevention is active
for this type of attack. If packets ingress having Source TCP/UDP Port Number equal to Destination TCP/UDP Port Number,
the packets will be dropped if the mode is enabled.

Z@I Note: Some applications mirror source and destination L4 ports - RIP for example uses 520 for both. If you enable
dos-control I4port, applications such as RIP may experience packet loss which would render the application

inoperable.
Default disabled
Format dos-control lé4port
Mode Global Config

no dos-control l4port

This command disables L4 Port Denial of Service protections.

Format no dos-control l4port
Mode Global Config

dos-control icmp
This command enables Maximum ICMP Packet Size Denial of Service protections. If the mode is enabled, Denial of Service

prevention is active for this type of attack. If ICMP Echo Request (PING) packets ingress having a size greater than the
configured value, the packets will be dropped if the mode is enabled.

Default disabled <512>
Format dos-control icmp <0-1023>
Mode Global Config

no dos-control icmp

This command disables Maximum ICMP Packet Size Denial of Service protections.

Format no dos-control icmp
Mode Global Config
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dos-control smacdmac

Z@I Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables Source MAC address = Destination MAC address (SMAC = DMAC) Denial of Service protection. If
the mode is enabled, Denial of Service prevention is active for this type of attack. If packets ingress with SMAC = DMAC,
the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control smacdmac
Mode Global Config

no dos-control smacdmac
This command disables Source MAC address = Destination MAC address (SMAC = DMAC) Denial of Service protection.

Format no dos-control smacdmac

Mode Global Config

dos-control tcpport

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables TCP L4 source = destination port number (Source TCP Port = Destination TCP Port) Denial of
Service protection. If the mode is enabled, Denial of Service prevention is active for this type of attack. If packets ingress
with Source TCP Port = Destination TCP Port, the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control tcpport
Mode Global Config

no dos-control tcpport

This command disables TCP L4 source = destination port number (Source TCP Port = Destination TCP Port) Denial of
Service protection.

Format no dos-control smacdmac
Mode Global Config

dos-control udpport

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.
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This command enables UDP L4 source = destination port number (Source UDP Port = Destination UDP Port) Denial of
Service protection. If the mode is enabled, Denial of Service prevention is active for this type of attack. If packets ingress
with Source UDP Port = Destination UDP Port, the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control udpport
Mode Global Config

no dos-control udpport

This command disables UDP L4 source = destination port number (Source UDP Port = Destination UDP Port) Denial of
Service protection.

Format no dos-control udpport
Mode Global Config

dos-control tcpflagseq

Z@I Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables TCP Flag and Sequence Denial of Service protections. If the mode is enabled, Denial of Service
prevention is active for this type of attack. If packets ingress having TCP Flag SYN set and a source port less than 1024 or
having TCP Control Flags set to 0 and TCP Sequence Number set to 0 or having TCP Flags FIN, URG, and PSH set and
TCP Sequence Number set to 0 or having TCP Flags SYN and FIN both set, the packets will be dropped if the mode is
enabled.

Default disabled
Format dos-control tcpflagseq
Mode Global Config

no dos-control tcpflagseq
This command sets disables TCP Flag and Sequence Denial of Service protection.

Format no dos-control tcpflagseq
Mode Global Config

dos-control tcpoffset

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.
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This command enables TCP Offset Denial of Service protection. If the mode is enabled, Denial of Service prevention is active
for this type of attack. If packets ingress having TCP Header Offset equal to one (1), the packets will be dropped if the mode
is enabled.

Default disabled
Format dos-control tcpoffset
Mode Global Config

no dos-control tcpoffset
This command disabled TCP Offset Denial of Service protection.

Format no dos-control tcpoffset
Mode Global Config

dos-control tcpsyn

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables TCP SYN and L4 source = 0-1023 Denial of Service protection. If the mode is enabled, Denial of
Service prevention is active for this type of attack. If packets ingress having TCP flag SYN set and an L4 source port from O
to 1023, the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control tcpsyn
Mode Global Config

no dos-control tcpsyn
This command sets disables TCP SYN and L4 source = 0-1023 Denial of Service protection.

Format no dos-control tcpsyn
Mode Global Config

dos-control tcpsynfin

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables TCP SYN and FIN Denial of Service protection. If the mode is enabled, Denial of Service prevention
is active for this type of attack. If packets ingress having TCP flags SYN and FIN set, the packets will be dropped if the mode
is enabled.

Default disabled
Format dos-control tcpsynfin
Mode Global Config
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no dos-control tcpsynfin
This command sets disables TCP SYN & FIN Denial of Service protection.

Format no dos-control tcpsynfin
Mode Global Config

dos-control tepfinurgpsh

Z@I Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.
This command enables TCP FIN and URG and PSH and SEQ = 0 checking Denial of Service protections. If the mode is

enabled, Denial of Service prevention is active for this type of attack. If packets ingress having TCP FIN, URG, and PSH all
set and TCP Sequence Number set to 0, the packets will be dropped if the mode is enabled.

Default disabled
Format dos-control tcpfinurgpsh
Mode Global Config

no dos-control tcpfinurgpsh
This command sets disables TCP FIN and URG and PSH and SEQ = 0 checking Denial of Service protections.

Format no dos-control tcpfinurgpsh
Mode Global Config

dos-control icmpv4

Z@I Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables Maximum ICMPv4 Packet Size Denial of Service protections. If the mode is enabled, Denial of
Service prevention is active for this type of attack. If ICMPv4 Echo Request (PING) packets ingress having a size greater
than the configured value, the packets will be dropped if the mode is enabled.

Default disabled <512>
Format dos-control icmpv4 <0-16384>
Mode Global Config

no dos-control icmpv4
This command disables Maximum ICMP Packet Size Denial of Service protections.

Format no dos-control icmpvé4
Mode Global Config
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dos-control icmpv6

Z@I Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables Maximum ICMPv6 Packet Size Denial of Service protections. If the mode is enabled, Denial of
Service prevention is active for this type of attack. If ICMPv6 Echo Request (PING) packets ingress having a size greater
than the configured value, the packets will be dropped if the mode is enabled.

Default disabled <512>
Format dos-control icmpvé <0-16384>
Mode Global Config

no dos-control icmpvé
This command disables Maximum ICMP Packet Size Denial of Service protections.

Format no dos-control icmpvé
Mode Global Config

dos-control icmpfrag

z[él Note: This command is only supported on the BCM56224, BCM56514, BCM56624, and BCM56820platforms.

This command enables ICMP Fragment Denial of Service protection. If the mode is enabled, Denial of Service prevention
is active for this type of attack. If packets ingress having fragmented ICMP packets, the packets will be dropped if the mode
is enabled.

Default disabled
Format dos-control icmpfrag
Mode Global Config

no dos-control icmpfrag
This command disabled ICMP Fragment Denial of Service protection.

Format no dos-control icmpfrag
Mode Global Config

show dos-control
This command displays Denial of Service configuration information.

Format show dos-control
Mode Privileged EXEC
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K

Note: Some of the information below displays only if you are using the BCM56224, BCM56514, BCM56624, and
BCM56820platforms.

Term

Definition

First Fragment
Mode

May be enabled or disabled.

The factory default is disabled.

Min TCP Hdr Size
<0-255>

The factory default is 20.

ICMP Mode

May be enabled or disabled.

The factory default is disabled.

Max ICMPv4 Pkt
Size

The range is 0-1023. The factory default is 512.

Max ICMPv6 Pkt
Size

The range is 0-16384. The factory default is 512.

ICMP Fragment
Mode

May be enabled or disabled.

The factory default is disabled.

L4 Port Mode

May be enabled or disabled.

The factory default is disabled.

TCP Port Mode

May be enabled or disabled.

The factory default is disabled.

UDP Port Mode

May be enabled or disabled.

The factory default is disabled.

SIPDIP Mode

May be enabled or disabled.

The factory default is disabled.

SMACDMAC Mode

May be enabled or disabled.

The factory default is disabled.

TCP Flag Mode

May be enabled or disabled.

The factory default is disabled.

TCP FIN&QURG&
PSH Mode

May be enabled or disabled.

The factory default is disabled.

TCP Flag &
Sequence Mode

May be enabled or disabled.

The factory default is disabled.

TCP SYN Mode

May be enabled or disabled.

The factory default is disabled.

TCP SYN & FIN
Mode

May be enabled or disabled.

The factory default is disabled.

TCP Fragment
Mode

May be enabled or disabled.

The factory default is disabled.

TCP Offset Mode

May be enabled or disabled.

The factory default is disabled.

MAC DATABASE COMMANDS

This section describes the commands you use to configure and view information about the MAC databases.
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bridge aging-time

This command configures the forwarding database address aging timeout in seconds. The <seconds> parameter must be
within the range of 10 to 1,000,000 seconds.

Default 300
Format bridge aging-time <10-1,000,000>
Mode Global Config

no bridge aging-time

This command sets the forwarding database address aging timeout to the default value.

Format no bridge aging-time
Mode Global Config

show forwardingdb agetime

This command displays the timeout for address aging. In an IVL system, the [fdbid | all] parameter is required.

Default all

Format show forwardingdb agetime [fdbid | all]
Mode Privileged EXEC

Term Definition

Forwarding DB ID Fdbid (Forwarding database ID) indicates the forwarding database whose aging timeout is to be
shown. The all option is used to display the aging timeouts associated with all forwarding databases.
This field displays the forwarding database ID in an IVL system.

Agetime ¢ In an IVL system, this parameter displays the address aging timeout for the associated forwarding
database.

show mac-address-table multicast

This command displays the Multicast Forwarding Database (MFDB) information. If you enter the command with no
parameter, the entire table is displayed. You can display the table entry for one MAC Address by specifying the MAC address
as an optional parameter.

Format show mac-address-table multicast <macaddr>

Mode Privileged EXEC

Term Definition

MAC Address A multicast MAC address for which the switch has forwarding and or filtering information. The format

is two-digit hexadecimal numbers separated by colons, for example 01:23:45:67:89:AB. In an IVL
system the MAC address will be displayed as a MAC address and VLAN ID combination of 8 bytes.

Type The type of the entry. Static entries are those that are configured by the end user. Dynamic entries are
added to the table as a result of a learning process or protocol.
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Term Definition

Component The component that is responsible for this entry in the Multicast Forwarding Database. Possible values
are IGMP Snooping, GMRP, and Static Filtering.

Description The text description of this multicast table entry.

Interfaces The list of interfaces that are designated for forwarding (Fwd:) and filtering (Flt:).

Forwarding The resultant forwarding list is derived from combining all the component’s forwarding interfaces and

Interfaces removing the interfaces that are listed as the static filtering interfaces.

show mac-address-table stats

This command displays the Multicast Forwarding Database (MFDB) statistics.

Format show mac-address-table stats

Mode Privileged EXEC

Term Definition

Total Entries The total number of entries that can possibly be in the Multicast Forwarding Database table.

Most MFDB Entries The largest number of entries that have been present in the Multicast Forwarding Database table. This
Ever Used value is also known as the MFDB high-water mark.

Current Entries The current number of entries in the MFDB.

ISDP COMMANDS
This section describes the commands you use to configure the industry standard Discovery Protocol (ISDP).
isdp run

This command enables ISDP on the switch.

Default Enabled
Format isdp run
Mode Global Config
no isdp run

This command disables ISDP on the switch.

Format no isdp run
Mode Global Config
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isdp holdtime

This command configures the hold time for ISDP packets that the switch transmits. The hold time specifies how long a
receiving device should store information sent in the ISDP packet before discarding it. The range is given in seconds.

Default 180 seconds

Format isdp holdtime <10-255>
Mode Global Config

isdp timer

This command sets the period of time between sending new ISDP packets. The range is given in seconds.

Default 30 seconds
Format isdp timer <5-254>
Mode Global Config

isdp advertise-v2

This command enables the sending of ISDP version 2 packets from the device.

Default Enabled
Format isdp advertise-v2
Mode Global Config

no isdp advertise-v2

This command disables the sending of ISDP version 2 packets from the device.

Format no isdp advertise-v2
Mode Global Config
isdp enable

This command enables ISDP on the interface.

Z@I Note: ISDP must be enabled both globally and on the interface in order for the interface to transmit ISDP packets.
If ISDP is globally disabled on the switch, the interface will not transmit ISDP packets, regardless of the ISDP
status on the interface. To enable ISDP globally, use the command “isdp run” on page 156.

Default Enabled
Format isdp enable
Mode Interface Config
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no isdp enable

This command disables ISDP on the interface.

Format no isdp enable

Mode Interface Config

clear isdp counters

This command clears ISDP counters.

Format clear isdp counters
Mode Privileged EXEC

clear isdp table

This command clears entries in the ISDP table.

Format clear isdp table
Mode Privileged EXEC
show isdp

This command displays global ISDP settings.

Format show isdp

Mode Privileged EXEC

Term Definition

Timer The frequency with which this device sends ISDP packets. This value is given in seconds.

Hold Time The length of time the receiving device should save information sent by this device. This value is given
in seconds.

ISDPv2 The setting for sending ISDPv2 packets. If disabled, version 1 packets are transmitted.

Advertisements

Device ID

The Device ID advertised by this device. The format of this Device ID is characterized by the value of
the Device ID Format object.

Device ID Format
Capability

Indicates the Device ID format capability of the device.

e serialNumber indicates that the device uses a serial number as the format for its Device ID.

e macAddress indicates that the device uses a Layer 2 MAC address as the format for its Device ID.
e other indicates that the device uses its platform-specific format as the format for its Device ID.

Device ID Format

Indicates the Device ID format of the device.

e serialNumber indicates that the value is in the form of an ASCII string containing the device serial
number.

e macAddress indicates that the value is in the form of a Layer 2 MAC address.

e other indicates that the value is in the form of a platform specific ASCII string containing info that
identifies the device. For example, ASCII string contains serialNumber appended/prepended with
system name.

158 © 2009 D-Link Corporation. All Rights Reserved



ISDP Commands

show isdp interface

This command displays ISDP settings for the specified interface.

Format show isdp interface {all | <slot/ports}

Mode Privileged EXEC

Term Definition

Mode ISDP mode enabled/disabled status for the interface(s).

show isdp entry

This command displays ISDP entries. If the device id is specified, then only entries for that device are shown.

Format show isdp entry {all | deviceid}

Mode Privileged EXEC

Term Definition

Device ID The device ID associated with the neighbor which advertised the information.
IP Addresses The IP address(es) associated with the neighbor.

Platform The hardware platform advertised by the neighbor.

Interface The interface (slot/port) on which the neighbor's advertisement was received.
Port ID The port ID of the interface from which the neighbor sent the advertisement.
Hold Time The hold time advertised by the neighbor.

Version The software version that the neighbor is running.

Advertisement The version of the advertisement packet received from the neighbor.
Version

Capability ISDP Functional Capabilities advertised by the neighbor.

show isdp neighbors
This command displays the list of neighboring devices.

Format show isdp neighbors [{<slot/port> | detail}]
Mode Privileged EXEC
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Term Definition

Device ID The device ID associated with the neighbor which advertised the information.
IP Addresses The IP addresses associated with the neighbor.

Capability ISDP functional capabilities advertised by the neighbor.

Platform The hardware platform advertised by the neighbor.

Interface The interface (slot/port) on which the neighbor's advertisement was received.
Port ID The port ID of the interface from which the neighbor sent the advertisement.
Hold Time The hold time advertised by the neighbor.

Advertisement The version of the advertisement packet received from the neighbor.
Version

Entry Last Displays when the entry was last modified.

Changed Time

Version The software version that the neighbor is running.

Example: The following shows example CLI display output for the command.

(DWS-4026)

Device ID

Address (es) :
IP Address:

#show isdp neighbors detail

0001£f45f1bcO

10.27.7.57

Capability Router Trans Bridge Switch IGMP
Platform SecureStack C2
Interface 0/48
Port ID ge.3.14
Holdtime 131
Advertisement Version 2
Entry last changed time 0 days 00:01:59
Version: 05.00.56

show isdp traffic

This command displays ISDP statistics.

Format show isdp traffic

Mode Privileged EXEC

Term Definition

ISDP Packets Received

Total number of ISDP packets received

ISDP Packets Transmitted

Total number of ISDP packets transmitted
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Term

Definition

ISDPv1 Packets Received

Total number of ISDPv1 packets received

ISDPv1 Packets Transmitted

Total number of ISDPv1 packets transmitted

ISDPv2 Packets Received

Total number of ISDPv2 packets received

ISDPv2 Packets Transmitted

Total number of ISDPv2 packets transmitted

ISDP Bad Header

Number of packets received with a bad header

ISDP Checksum Error

Number of packets received with a checksum error

ISDP Transmission Failure

Number of packets which failed to transmit

ISDP Invalid Format

Number of invalid packets received

ISDP Table Full

Number of times a neighbor entry was not added to the table due to a full database

ISDP IP Address Table Full

Displays the number of times a neighbor entry was added to the table without an IP
address.

debug isdp packet

This command enables tracing of ISDP packets processed by the switch. ISDP must be enabled on both the device and the
interface in order to monitor packets for a particular interface.

Format
Mode Privileged EXEC
no debug isdp packet

debug isdp packet [{receive | transmit}]

This command disables tracing of ISDP packets on the receive or the transmit sides or on both sides.

Format
Mode

no debug isdp packet [{receive | transmit}]
Privileged EXEC
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Section 4: Routing Commands

This section describes the routing commands available in the Unified Switch CLI.

The Routing Commands section contains the following subsections:

e “Address Resolution Protocol Commands” on page 163

e “IP Routing Commands” on page 168

e “Router Discovery Protocol Commands” on page 177

e “Virtual LAN Routing Commands” on page 180

e “Virtual Router Redundancy Protocol Commands” on page 181
e “DHCP and BOOTP Relay Commands” on page 187

e “|P Helper Commands” on page 189

e “Routing Information Protocol Commands” on page 190

e “ICMP Throttling Commands” on page 197

Z@I Note: The commands in this section are in one of three functional groups:

e Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

e Clear commands clear some or all of the settings to factory defaults.

ADDRESS RESOLUTION PROTOCOL COMMANDS

This section describes the commands you use to configure Address Resolution Protocol (ARP) and to view ARP information
on the switch. ARP associates IP addresses with MAC addresses and stores the information as ARP entries in the ARP
cache.

arp

This command creates an ARP entry. The value for <ipaddress> is the IP address of a device on a subnet attached to
an existing routing interface. <macaddr> is a unicast MAC address for that device.

The format of the MAC address is 6 two-digit hexadecimal numbers that are separated by colons, for example
00:06:29:32:81:40.

Format arp <ipaddress> <macaddrs>
Mode Global Config
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no arp

This command deletes an ARP entry. The value for <arpentry> is the IP address of the interface. The value for
<ipaddress> is the IP address of a device on a subnet attached to an existing routing interface. <macaddr> is a unicast
MAC address for that device.

Format no arp <ipaddress> <macaddrs>
Mode Global Config
ip proxy-arp

This command enables proxy ARP on a router interface. Without proxy ARP, a device only responds to an ARP request if
the target IP address is an address configured on the interface where the ARP request arrived. With proxy ARP, the device
may also respond if the target IP address is reachable. The device only responds if all next hops in its route to the destination
are through interfaces other than the interface that received the ARP request.

Default enabled
Format ip proxy-arp
Mode Interface Config

no ip proxy-arp

This command disables proxy ARP on a router interface.

Format no ip proxy-arp
Mode Interface Config
arp cachesize

This command configures the ARP cache size. The ARP cache size value is a platform specific integer value. The default
size also varies depending on the platform.

Format arp cachesize <platform specific integer value>
Mode Global Config
no arp cachesize

This command configures the default ARP cache size.

Format no arp cachesize

Mode Global Config

arp dynamicrenew

This command enables the ARP component to automatically renew dynamic ARP entries when they age out.

Default disabled
Format arp dynamicrenew
Mode Privileged EXEC
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no arp dynamicrenew

This command prevents dynamic ARP entries from renewing when they age out.

Format no arp dynamicrenew
Mode Privileged EXEC
arp purge

This command causes the specified IP address to be removed from the ARP cache. Only entries of type dynamic or gateway
are affected by this command.

Format arp purge <ipaddrs>

Mode Privileged EXEC

arp resptime

This command configures the ARP request response timeout.

The value for <seconds> is a valid positive integer, which represents the IP ARP entry response timeout time in seconds.
The range for <seconds> is between 1-10 seconds.

Default 1
Format arp resptime <1-10>
Mode Global Config

no arp resptime

This command configures the default ARP request response timeout.

Format no arp resptime
Mode Global Config
arp retries

This command configures the ARP count of maximum request for retries.

The value for <retries> is an integer, which represents the maximum number of request for retries. The range for
<retries> is an integer between 0-10 retries.

Default 4
Format arp retries <0-10>
Mode Global Config
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no arp retries

This command configures the default ARP count of maximum request for retries.

Format no arp retries
Mode Global Config
arp timeout

This command configures the ARP entry ageout time.

The value for <seconds> is a valid positive integer, which represents the IP ARP entry ageout time in seconds. The range
for <seconds> is between 15-21600 seconds.

Default 1200
Format arp timeout <15-21600>
Mode Global Config

no arp timeout

This command configures the default ARP entry ageout time.

Format no arp timeout
Mode Global Config

clear arp-cache

This command causes all ARP entries of type dynamic to be removed from the ARP cache. If the gateway keyword is
specified, the dynamic entries of type gateway are purged as well.

Format clear arp-cache [gateway]
Mode Privileged EXEC

clear arp-switch

Use this command to clear the contents of the switch’s Address Resolution Protocol (ARP) table that contains entries learned
through the Management port. To observe whether this command is successful, ping from the remote system to the DUT.
Issue the show arp switch command to see the ARP entries. Then issue the clear arp-switch command and check
the show arp switch entries. There will be no more arp entries.

Format clear arp-switch
Mode Privileged EXEC
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show arp

This command displays the Address Resolution Protocol (ARP) cache. The displayed results are not the total ARP entries.
To view the total ARP entries, the operator should view the show arp results in conjunction with the show arp switch
results.

Format show arp
Mode Privileged EXEC
Term Definition

Age Time (seconds) The time it takes for an ARP entry to age out. This is configurable. Age time is measured in seconds.

Response Time The time it takes for an ARP request timeout. This value is configurable. Response time is measured
(seconds) in seconds.

Retries The maximum number of times an ARP request is retried. This value is configurable.

Cache Size The maximum number of entries in the ARP table. This value is configurable.

Dynamic Renew Displays whether the ARP component automatically attempts to renew dynamic ARP entries when
Mode they age out.

Total Entry Count  The total entries in the ARP table and the peak entry count in the ARP table.
Current / Peak

Static Entry Count The static entry count in the ARP table and maximum static entry count in the ARP table.
Current / Max

The following are displayed for each ARP entry:

Term Definition

IP Address The IP address of a device on a subnet attached to an existing routing interface.

MAC Address The hardware MAC address of that device.

Interface The routing slot/port associated with the device ARP entry.

Type The type that is configurable. The possible values are Local, Gateway, Dynamic and Static.
Age The current age of the ARP entry since last refresh (in hh:mm:ss format )

show arp brief

This command displays the brief Address Resolution Protocol (ARP) table information.

Format show arp brief

Mode Privileged EXEC

Term Definition

Age Time The time it takes for an ARP entry to age out. This value is configurable. Age time is measured in
(seconds) seconds.

Response Time The time it takes for an ARP request timeout. This value is configurable. Response time is measured
(seconds) in seconds.

Retries The maximum number of times an ARP request is retried. This value is configurable.

Cache Size The maximum number of entries in the ARP table. This value is configurable.
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Term Definition

Dynamic Renew  Displays whether the ARP component automatically attempts to renew dynamic ARP entries when
Mode they age out.

Total Entry Count The total entries in the ARP table and the peak entry count in the ARP table.
Current / Peak

Static Entry Count The static entry count in the ARP table and maximum static entry count in the ARP table.
Current / Max

show arp switch

This command displays the contents of the switch’s Address Resolution Protocol (ARP) table.

Format show arp switch

Mode Privileged EXEC

Term Definition

IP Address The IP address of a device on a subnet attached to the switch.
MAC Address The hardware MAC address of that device.

Interface The routing slot/port associated with the device’s ARP entry.

IP ROUTING COMMANDS

This section describes the commands you use to enable and configure IP routing on the switch.
routing

This command enables routing for an interface. You can view the current value for this function with the show ip brief
command. The value is labeled as “Routing Mode.”

Default disabled
Format routing

Mode Interface Config
no routing

This command disables routing for an interface.

You can view the current value for this function with the show ip brief command. The value is labeled as “Routing Mode.”

Format no routing
Mode Interface Config
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ip routing

This command enables the IP Router Admin Mode for the master switch.

Format ip routing
Mode Global Config

no ip routing

This command disables the IP Router Admin Mode for the master switch.

Format no ip routing
Mode Global Config
ip address

This command configures an IP address on an interface. You can also use this command to configure one or more
secondary IP addresses on the interface.The value for <ipaddr> is the IP address of the interface. The value for
<subnetmask> is a 4-digit dotted-decimal number which represents the subnet mask of the interface. The subnet mask
must have contiguous ones and be no longer than 30 bits, for example 255.255.255.0. This command adds the label IP
address in show ip interface.

Format ip address <ipaddr> <subnetmask> [secondary]
Mode Interface Config

no ip address

This command deletes an IP address from an interface. The value for <ipaddrs is the IP address of the interface in a.b.c.d
format where the range for a, b, ¢, and d is 1-255. The value for <subnetmask> is a 4-digit dotted-decimal number which
represents the Subnet Mask of the interface. To remove all of the IP addresses (primary and secondary) configured on the
interface, enter the command no ip address.

Format no ip address [{<ipaddr> <subnetmask> [secondary]}]
Mode Interface Config
ip route

This command configures a static route. The <ipaddr> parameter is a valid IP address, and <subnetmask> is a valid
subnet mask. The <nexthopip> parameter is a valid IP address of the next hop router. Specifying Nul10 as nexthop
parameter adds a static reject route. The optional <preference> parameter is an integer (value from 1 to 255) that allows
you to specify the preference value (sometimes called “administrative distance”) of an individual static route. Among routes
to the same destination, the route with the lowest preference value is the route entered into the forwarding database. By
specifying the preference of a static route, you control whether a static route is more or less preferred than routes from
dynamic routing protocols. The preference also controls whether a static route is more or less preferred than other static
routes to the same destination. A route with a preference of 255 cannot be used to forward traffic.
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For the static routes to be visible, you must perform the following steps:

e Enable ip routing globally.
e Enable ip routing for the interface.
e Confirm that the associated link is also up.

Default preference—1

Format ip route <ipaddr> <subnetmask> [<nexthopip> | Null0] [<preferences]
Mode Global Config

no ip route

This command deletes a single next hop to a destination static route. If you use the <nexthopip> parameter, the next hop
is deleted. If you use the <preference> value, the preference value of the static route is reset to its default.

Format no ip route <ipaddr> <subnetmask> [{<nexthopip> [<preference>] | Nullo}]
Mode Global Config
ip route default

This command configures the default route. The value for <nexthopip> is a valid IP address of the next hop router. The
<preferences is an integer value from 1 to 255. A route with a preference of 255 cannot be used to forward traffic.

Default preference—1
Format ip route default <nexthopip> [<preference>]
Mode Global Config

no ip route default

This command deletes all configured default routes. If the optional <nexthopip> parameter is designated, the specific next
hop is deleted from the configured default route and if the optional preference value is designated, the preference of the
configured default route is reset to its default.

Format no ip route default [{<nexthopip> | <preferences}]
Mode Global Config

ip route distance

This command sets the default distance (preference) for static routes. Lower route distance values are preferred when
determining the best route. The ip route and ip route default commands allow you to optionally set the distance
(preference) of an individual static route. The default distance is used when no distance is specified in these commands.
Changing the default distance does not update the distance of existing static routes, even if they were assigned the original
default distance. The new default distance will only be applied to static routes created after invoking the ip route
distance command.

Default 1
Format ip route distance <1-255>
Mode Global Config
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no ip route distance

This command sets the default static route preference value in the router. Lower route preference values are preferred when
determining the best route.

Format no ip route distance
Mode Global Config
ip netdirbcast

This command enables the forwarding of network-directed broadcasts. When enabled, network directed broadcasts are
forwarded. When disabled they are dropped.

Default disabled
Format ip netdirbcast
Mode Interface Config

no ip netdirbcast

This command disables the forwarding of network-directed broadcasts. When disabled, network directed broadcasts are
dropped.

Format no ip netdirbcast
Mode Interface Config
ip mtu

This command sets the IP Maximum Transmission Unit (MTU) on a routing interface. The IP MTU is the size of the largest
IP packet that can be transmitted on the interface without fragmentation. Unified Switch software currently does not fragment
IP packets.

e Packets forwarded in hardware ignore the IP MTU.

e Packets forwarded in software are dropped if they exceed the IP MTU of the outgoing interface.

Packets originated on the router, may be fragmented by the IP stack. The IP stack uses its default IP MTU and ignores the
value set using the ip mtu command.

Z@I Note: The IP MTU size refers to the maximum size of the IP packet (IP Header + IP payload). It does not include
any extra bytes that may be required for Layer-2 headers. To receive and process packets, the Ethernet MTU
(see “mtu” on page 15) must take into account the size of the Ethernet header.

Default 1500 bytes
Format ip mtu <68-1500>
Mode Interface Config
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no ip mtu

This command resets the ip mtu to the default value.

Format no ip mtu <mtu>
Mode Interface Config
encapsulation

This command configures the link layer encapsulation type for the packet. The encapsulation type can be ethernet or
snap.

Default ethernet
Format encapsulation {ethernet | snap}
Mode Interface Config

z‘él Note: Routed frames are always ethernet encapsulated when a frame is routed to a VLAN.

show ip brief

This command displays all the summary information of the IP, including the ICMP rate limit configuration and the global ICMP
Redirect configuration.

Format show ip brief
Modes e Privileged EXEC
e User EXEC
Term Definition
Default Time to Live The computed TTL (Time to Live) of forwarding a packet from the local router to the final
destination.
Routing Mode Shows whether the routing mode is enabled or disabled.
Maximum Next Hops The maximum number of next hops the packet can travel.
Maximum Routes The maximum number of routes the packet can travel.

ICMP Rate Limit Interval Shows how often the token bucket is initialized with burst-size tokens. Burst-interval is from 0 to
2147483647 milliseconds. The default burst-interval is 1000 msec.

ICMP Rate Limit Burst  Shows the number of ICMPv4 error messages that can be sent during one burst-interval. The

Size range is from 1 to 200 messages. The default value is 100 messages.
ICMP Echo Replies Shows whether ICMP Echo Replies are enabled or disabled.
ICMP Redirects Shows whether ICMP Redirects are enabled or disabled.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip brief

Default Time to Live..... ... ... 64
Routing Mode. .. .. ...ttt e i e Disabled
Maximum NexXt HOPS. . ...ttt 4
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MaxXimum ROUELES. ... v ittt ittt ittt e ettt ee e
ICMP Rate Limit Interval.............c.cciiuenn..
ICMP Rate Limit Burst Size...........iiiuninenn..
ICMP Echo Replies...... ...
ICMP RedireCtsS. . i i ittt ittt e e et e e eeean

show ip interface

6000

1000 msec
100 messages
Enabled
Enabled

This command displays all pertinent information about the IP interface.

Format show ip interface <slot/port>
Modes e Privileged EXEC

e User EXEC
Term Definition

Routing Interface
Status

Determine the operational status of IPv4 routing Interface. The possible values are Up or Down.

Primary IP Address The primary IP address and subnet masks for the interface. This value appears only if you configure it.

Secondary IP
Address

One or more secondary IP addresses and subnet masks for the interface. This value appears only if
you configure it.

Helper IP Address

The helper IP addresses configured by the “ip helper-address” command.

Routing Mode

The administrative mode of router interface participation. The possible values are enable or disable.
This value is configurable.

Administrative
Mode

The administrative mode of the specified interface. The possible values of this field are enable or
disable. This value is configurable.

Forward Net

Displays whether forwarding of network-directed broadcasts is enabled or disabled. This value is

Directed configurable.
Broadcasts
Proxy ARP Displays whether Proxy ARP is enabled or disabled on the system.

Local Proxy ARP

Displays whether Local Proxy ARP is enabled or disabled on the interface.

Active State

Displays whether the interface is active or inactive. An interface is considered active if its link is up and
it is in forwarding state.

Link Speed Data
Rate

An integer representing the physical link data rate of the specified interface. This is measured in
Megabits per second (Mbps).

MAC Address

The burned in physical address of the specified interface. The format is 6 two-digit hexadecimal
numbers that are separated by colons.

Encapsulation
Type

The encapsulation type for the specified interface. The types are: Ethernet or SNAP.

IP MTU The maximum transmission unit (MTU) size of a frame, in bytes.

Bandwidth Shows the bandwidth of the interface.

Destination Displays whether ICMP Destination Unreachables may be sent (enabled or disabled).
Unreachables

ICMP Redirects

Displays whether ICMP Redirects may be sent (enabled or disabled).

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip interface 0/2

Routing Interface Status...............oo...
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Primary IP AddresSS. ...ttt et i 1.2.3.4/255.255.255.0
Secondary IP AdAress(€S) . v vt vt ieennenennn. 21.2.3.4/255.255.255.0
............................................... 22.2.3.4/255.255.255.0
Helper IP AddresSsS. .. ..ttt ittt ittt i 1.2.3.4
............................................... 1.2.3.5
RoUtIng MoOde. . . v i ittt it e e e e e e e e e e e e Disable

Administrative Mode........... ... .. Enable

Forward Net Directed Broadcasts................ Disable

ProxXy ARP. . . . e e e e e Enable

Local ProxXy ARP. . ..ttt e e Disable

Active State. ... ... e Inactive

Link Speed Data Rate........... ..., Inactive

MAC AddresSS. . vttt ittt ittt ettt i 00:10:18:82:0C:68

Encapsulation Type. ... ...ttt nenneennnn Ethernet

I /N 1500

Bandwidth. .. ... e 100000 kbps

Destination Unreachables....................... Enabled

ICMP Redirects. ... ..ttt ittt iiiaeen Enabled

show ip interface brief

This command displays summary information about IP configuration settings for all ports in the router.

Format show ip interface brief
Modes e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
State Routing operational state of the interface.
IP Address The IP address of the routing interface in 32-bit dotted decimal format.
IP Mask The IP mask of the routing interface in 32-bit dotted decimal format.
Netdir Bcast Indicates if IP forwards net-directed broadcasts on this interface. Possible values are Enable or
Disable.
MultiCast Fwd The multicast forwarding administrative mode on the interface. Possible values are Enable or Disable.

show ip route

This command displays the routing table. The <ip-address> specifies the network for which the route is to be displayed
and displays the best matching best-route for the address. The <mask> specifies the subnet mask for the given <ip-
address>. When you use the longer-prefixes keyword, the <ip-address>and <mask> pair becomes the prefix, and
the command displays the routes to the addresses that match that prefix. Use the <protocol> parameter to specify the
protocol that installed the routes. The value for <protocol> can be connected, rip, or static. Use the all parameter
to display all routes including best and non-best routes. If you do not use the a11 parameter, the command only displays the
best route.

Z@I Note: If you use the connected keyword for <protocol >, the all option is not available because there are no
best or non-best connected routes.
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Format show ip route [{<ip-address> [<protocol>] | {<ip-address> <mask> [longer-
prefixes] [<protocol>] | <protocols} [all] | all}]

Modes e Privileged EXEC
e User EXEC

Term Definition

Route Codes The key for the routing protocol codes that might appear in the routing table output.

The show ip route command displays the routing tables in the following format:

Code IP-Address/Mask [Preference/Metric] via Next-Hop, Route-Timestamp, Interface

The columns for the routing table display the following information:

Term Definition

Code The codes for the routing protocols that created the routes.

IP-Address/Mask The IP-Address and mask of the destination network corresponding to this route.

Preference The administrative distance associated with this route. Routes with low values are preferred over
routes with higher values.

Metric The cost associated with this route.

via Next-Hop The outgoing router IP address to use when forwarding traffic to the next router (if any) in the path

toward the destination.

Route-Timestamp The last updated time for dynamic routes. The format of Route-Timestamp will be
e Days:Hours:Minutes if days > = 1
e Hours:Minutes:Seconds if days < 1

Interface The outgoing router interface to use when forwarding traffic to the next destination. For reject routes,
the next hop interface would be NullO interface.

To administratively control the traffic destined to a particular network and prevent it from being forwarded through the router,
you can configure a static reject route on the router. Such traffic would be discarded and the ICMP destination unreachable
message is sent back to the source. This is typically used for preventing routing loops. Reject routes (routes of REJECT type
installed by any protocol) are not redistributed by RIP.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip route

Route Codes: R - RIP Derived, C - Connected, S - Static

C 1.1.1.0/24 [0/1] directly connected, 0/11

C 2.2.2.0/24 [0/1] directly connected, 0/1

C 5.5.5.0/24 [0/1] directly connected, 0/5

S 7.0.0.0/8 [1/0] directly connected, NullO

OIA 10.10.10.0/24 [110/6] via 5.5.5.2, 00h:00m:01s, 0/5
C 11.11.11.0/24 [0/1] directly connected, 0/11

S 12.0.0.0/8 [5/0] directly connected, Nullo
S 23.0.0.0/8 [3/0] directly connected, Nullo
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show ip route summary

Use this command to display the routing table summary. Use the optional a1l parameter to show the number of all routes,
including best and non-best routes. To include only the number of best routes, do not use the optional parameter.

Format show ip route summary [all]
Modes e Privileged EXEC

e User EXEC
Term Definition

Connected Routes The total number of connected routes in the routing table.

Static Routes Total number of static routes in the routing table.

RIP Routes Total number of routes installed by RIP protocol.
Reject Routes Total number of reject routes installed by all protocols.
Total Routes Total number of routes in the routing table.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip route summary

Connected Routes. ...... . nenn. 1
Static ROULES. ..ottt ettt e e et e e 7
RIP ROULES. ... i e e e e e e e e e e 0
Reject ROULES. ... ittt e e e e e 2
Total roULEeS. . . i it ittt e e e e e e e e e 8

show ip route preferences

This command displays detailed information about the route preferences. Route preferences are used in determining the
best route. Lower router preference values are preferred over higher router preference values. A route with a preference of
255 cannot be used to forward traffic.

Format show ip route preferences
Modes e Privileged EXEC

e User EXEC
Term Definition
Local The local route preference value.
Static The static route preference value.
RIP The RIP route preference value.

show ip stats

This command displays IP statistical information. Refer to RFC 1213 for more information about the fields that are displayed.
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Format show ip stats
Modes e Privileged EXEC
e User EXEC

ROUTER DISCOVERY PROTOCOL COMMANDS

This section describes the commands you use to view and configure Router Discovery Protocol settings on the switch. The
Router Discovery Protocol enables a host to discover the IP address of routers on the subnet.

ip irdp

This command enables Router Discovery on an interface.

Default disabled
Format ip irdp

Mode Interface Config
no ip irdp

This command disables Router Discovery on an interface.

Format no ip irdp
Mode Interface Config

ip irdp address
This command configures the address that the interface uses to send the router discovery advertisements. The valid values

for <ipaddr> are 224.0.0.1, which is the all-hosts IP multicast address, and 255.255.255.255, which is the limited broadcast
address.

Default 224.0.0.1
Format ip irdp address <ipaddr>
Mode Interface Config

no ip irdp address

This command configures the default address used to advertise the router for the interface.

Format no ip irdp address
Mode Interface Config
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ip irdp holdtime

This command configures the value, in seconds, of the holdtime field of the router advertisement sent from this interface.
The holdtime range is the value of <maxadvertintervalsto 9000 seconds.

Default 3 * maxinterval

Format ip irdp holdtime <maxadvertinterval-9000>
Mode Interface Config

no ip irdp holdtime

This command configures the default value, in seconds, of the holdtime field of the router advertisement sent from this
interface.

Format no ip irdp holdtime
Mode Interface Config
ip irdp maxadvertinterval

This command configures the maximum time, in seconds, allowed between sending router advertisements from the
interface. The range for maxadvertinterval is 4 to 1800 seconds.

Default 600
Format ip irdp maxadvertinterval <4-1800>
Mode Interface Config

no ip irdp maxadvertinterval

This command configures the default maximum time, in seconds.

Format no ip irdp maxadvertinterval
Mode Interface Config
ip irdp minadvertinterval

This command configures the minimum time, in seconds, allowed between sending router advertisements from the interface.
The range for minadvertinterval is three to the value of maxadvertinterval.

Default 0.75 * maxadvertinterval
Format ip irdp minadvertinterval <3-maxadvertintervals>
Mode Interface Config

no ip irdp minadvertinterval

This command sets the default minimum time to the default.

Format no ip irdp minadvertinterval

Mode Interface Config
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ip irdp preference

This command configures the preferability of the address as a default router address, relative to other router addresses on
the same subnet.

Default 0
Format ip irdp preference <-2147483648 to 2147483647>
Mode Interface Config

no ip irdp preference

This command configures the default preferability of the address as a default router address, relative to other router
addresses on the same subnet.

Format no ip irdp preference
Mode Interface Config
show ip irdp

This command displays the router discovery information for all interfaces, or a specified interface.

Format show ip irdp {<slot/port> [ all}
Modes e Privileged EXEC
e User EXEC

Term Definition

Interface The <slot/port > that matches the rest of the information in the row.

Ad Mode The advertise mode, which indicates whether router discovery is enabled or disabled on this interface.

Advertise Address The IP address to which the interface sends the advertisement.

Max Int The maximum advertise interval, which is the maximum time, in seconds, allowed between sending
router advertisements from the interface.

Min Int The minimum advertise interval, which is the minimum time, in seconds, allowed between sending
router advertisements from the interface.

Hold Time The amount of time, in seconds, that a system should keep the router advertisement before discarding
it.

Preference The preference of the address as a default router address, relative to other router addresses on the

same subnet.
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VIRTUAL LAN ROUTING COMMANDS

This section describes the commands you use to view and configure VLAN routing and to view VLAN routing status
information.

vlan routing

This command creates routing on a VLAN. The <vlanids> value has a range from 1 to 3965.

Format vlan routing <vlanids>
Mode VLAN Config
no vlan routing

This command deletes routing on a VLAN. The <vIanids> value has a range from 1 to 3965.

Format no vlan routing <vlanid>
Mode VLAN Config

show ip vian

This command displays the VLAN routing information for all VLANs with routing enabled.

Format show ip vlan

Modes e Privileged EXEC
e User EXEC

Term Definition

MAC Address used The MAC Address associated with the internal bridge-router interface (IBRI). The same MAC Address
by Routing VLANs is used by all VLAN routing interfaces. It will be displayed above the per-VLAN information.

VLAN ID The identifier of the VLAN.

Logical Interface  The logical slot/port associated with the VLAN routing interface.
IP Address The IP address associated with this VLAN.

Subnet Mask The subnet mask that is associated with this VLAN.
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VIRTUAL ROUTER REDUNDANCY PROTOCOL COMMANDS

This section describes the commands you use to view and configure Virtual Router Redundancy Protocol (VRRP) and to
view VRRP status information. VRRP helps provide failover and load balancing when you configure two devices as a VRRP
pair.

ip vrrp (Global Config)

Use this command in Global Config mode to enable the administrative mode of VRRP on the router.

Default none

Format ip vrrp
Mode Global Config
no ip vrrp

Use this command in Global Config mode to disable the default administrative mode of VRRP on the router.

Format no ip vrrp
Mode Global Config
ip vrrp (Interface Config)

Use this command in Interface Config mode to create a virtual router associated with the interface. The parameter <vrid>
is the virtual router ID, which has an integer value range from 1 to 255.

Format ip vrrp <vrids>
Mode Interface Config
no ip vrrp

Use this command in Interface Config mode to delete the virtual router associated with the interface. The virtual Router ID,
<vrids, is an integer value that ranges from 1 to 255.

Format no ip vrrp <vrids>
Mode Interface Config
ip vrrp mode

This command enables the virtual router configured on the specified interface. Enabling the status field starts a virtual router.
The parameter <vrids is the virtual router ID which has an integer value ranging from 1 to 255.

Default disabled
Format ip vrrp <vrid> mode
Mode Interface Config
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no ip vrrp mode

This command disables the virtual router configured on the specified interface. Disabling the status field stops a virtual router.

Format no ip vrrp <vrid> mode
Mode Interface Config
ip vrrp ip

This command sets the virtual router IP address value for an interface. The value for <ipaddrs is the IP address which is
to be configured on that interface for VRRP. The parameter <vrids is the virtual router ID which has an integer value range
from 1 to 255. You can use the optional [secondary] parameter to designate the IP address as a secondary IP address.

Default none
Format ip vrrp <vrids> ip <ipaddr> [secondary]
Mode Interface Config

no ip vrrp ip

Use this command in Interface Config mode to delete a secondary IP address value from the interface. To delete the primary
IP address, you must delete the virtual router on the interface.

Format no ip vrrp <vrid> <ipaddress> secondary

Mode Interface Config

ip vrrp authentication

This command sets the authorization details value for the virtual router configured on a specified interface. The parameter
{none | simple} specifies the authorization type for virtual router configured on the specified interface. The parameter
[key] is optional, it is only required when authorization type is simple text password. The parameter <vrids is the virtual
router ID which has an integer value ranges from 1 to 255.

Default no authorization
Format ip vrrp <vrid> authentication {none | simple <key>}
Mode Interface Config

no ip vrrp authentication

This command sets the default authorization details value for the virtual router configured on a specified interface.

Format no ip vrrp <vrid> authentication

Mode Interface Config
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ip vrrp preempt

This command sets the preemption mode value for the virtual router configured on a specified interface. The parameter
<vrids is the virtual router ID, which is an integer from 1 to 255.

Default enabled
Format ip vrrp <vrid> preempt
Mode Interface Config

no ip vrrp preempt

This command sets the default preemption mode value for the virtual router configured on a specified interface.

Format no ip vrrp <vrid> preempt
Mode Interface Config

ip vrrp priority

This command sets the priority of a router within a VRRP group. Higher values equal higher priority. The range is from 1 to
254. The parameter <vrid> is the virtual router ID, whose range is from 1 to 255.

The router with the highest priority is elected master. If a router is configured with the address used as the address of the
virtual router, the router is called the “address owner.” The priority of the address owner is always 255 so that the address
owner is always master. If the master has a priority less than 255 (it is not the address owner) and you configure the priority
of another router in the group higher than the master’s priority, the router will take over as master only if preempt mode is
enabled.

Default 100 unless the router is the address owner, in which case its priority is automatically set to 255.
Format ip vrrp <vrid> priority <1-254>
Mode Interface Config

no ip vrrp priority

This command sets the default priority value for the virtual router configured on a specified interface.

Format no ip vrrp <vrid> priority
Mode Interface Config
ip vrrp timers advertise

This command sets the frequency, in seconds, that an interface on the specified virtual router sends a virtual router
advertisement.

Default 1
Format ip vrrp <vrid> timers advertise <1-255>
Mode Interface Config
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no ip vrrp timers advertise
This command sets the default virtual router advertisement value for an interface.

Format no ip vrrp <vrid> timers advertise

Mode Interface Config

ip vrrp track interface

Use this command to alter the priority of the VRRP router based on the availability of its interfaces. This command is useful
for tracking interfaces that are not configured for VRRP. Only IP interfaces are tracked. A tracked interface is up if the IP on
that interface is up. Otherwise, the tracked interface is down.

When the tracked interface is down or the interface has been removed from the router, the priority of the VRRP router will
be decremented by the value specified in the <prioritys> argument. When the interface is up for IP protocol, the priority
will be incremented by the <priority> value.

A VRRP configured interface can track more than one interface. When a tracked interface goes down, then the priority of
the router will be decreased by 10 (the default priority decrement) for each downed interface. The default priority decrement
is changed using the <prioritys> argument. The default priority of the virtual router is 100, and the default decrement
priority is 10. By default, no interfaces are tracked. If you specify just the interface to be tracked, without giving the optional
priority, then the default priority will be set. The default priority decrement is 10.

Default priority: 10
Format ip vrrp <vrid> track interface <slot/port> [decrement <prioritys]
Mode Interface Config

no ip vrrp track interface
Use this command to remove the interface from the tracked list or to restore the priority decrement to its default.

Format no ip vrrp <vrid> track interface <slot/port> [decrement]

Mode Interface Config

ip vrrp track ip route

Use this command to track the route reachability. When the tracked route is deleted, the priority of the VRRP router will be
decremented by the value specified in the <prioritys> argument. When the tracked route is added, the priority will be
incremented by the same.

A VRRP configured interface can track more than one route. When a tracked route goes down, then the priority of the router
will be decreased by 10 (the default priority decrement) for each downed route. By default no routes are tracked. If you
specify just the route to be tracked, without giving the optional priority, then the default priority will be set. The default priority
decrement is 10. The default priority decrement is changed using the <prioritys> argument.

Default priority: 10
Format ip vrrp <vrid> track ip route <ip-address/prefix-length> [decrement <priority>]
Mode Interface Config
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no ip vrrp track ip route

Use this command to remove the route from the tracked list or to restore the priority decrement to its default. When removing
a tracked IP route from the tracked list, the priority should be incremented by the decrement value if the route is not
reachable.

Format
Mode

no ip vrrp <vrid> track interface <slot/port> [decrement]

Interface Config

show ip vrrp interface stats

This command displays the statistical information about each virtual router configured on the switch.

Format show ip vrrp interface stats <slot/port> <vrid>
Modes e Privileged EXEC
e User EXEC
Term Definition
Uptime The time that the virtual router has been up, in days, hours, minutes and seconds.
Protocol The protocol configured on the interface.

State Transitioned The total number of times virtual router state has changed to MASTER.
to Master

Advertisement
Received

The total number of VRRP advertisements received by this virtual router.

Advertisement
Interval Errors

The total number of VRRP advertisements received for which advertisement interval is different than
the configured value for this virtual router.

Authentication
Failure

The total number of VRRP packets received that don't pass the authentication check.

IP TTL errors

The total number of VRRP packets received by the virtual router with IP TTL (time to live) not equal to
255.

Zero Priority

Packets Received

The total number of VRRP packets received by virtual router with a priority of '0'.

Zero Priority
Packets Sent

The total number of VRRP packets sent by the virtual router with a priority of '0".

Invalid Type

Packets Received

The total number of VRRP packets received by the virtual router with invalid 'type' field.

Address List
Errors

The total number of VRRP packets received for which address list does not match the locally
configured list for the virtual router.

Invalid
Authentication

Type

The total number of VRRP packets received with unknown authentication type.

Authentication
Type Mismatch

The total number of VRRP advertisements received for which 'auth type' not equal to locally configured
one for this virtual router.

Packet Length
Errors

The total number of VRRP packets received with packet length less than length of VRRP header.
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show ip vrrp

This command displays whether VRRP functionality is enabled or disabled on the switch. It also displays some global
parameters which are required for monitoring. This command takes no options.

Format show ip vrrp

Modes e Privileged EXEC
e User EXEC

Term Definition

VRRP Admin Mode The administrative mode for VRRP functionality on the switch.

Router Checksum The total number of VRRP packets received with an invalid VRRP checksum value.

Errors

Router Version
Errors

The total number of VRRP packets received with Unknown or unsupported version number.

Router VRID Errors The total number of VRRP packets received with invalid VRID for this virtual router.

show ip vrrp interface

This command displays all configuration information and VRRP router statistics of a virtual router configured on a specific
interface. Use the output of the command to verify the track interface and track IP route configurations.

Format show ip vrrp interface <slot/port> <vrids>
Modes e Privileged EXEC

e User EXEC
Term Definition
IP Address The configured IP address for the Virtual router.
VMAC address The VMAC address of the specified router.

Authentication
type

The authentication type for the specific virtual router.

Priority

The priority value for the specific virtual router, taking into account any priority decrements for tracked
interfaces or routes.

Configured Priority The priority configured through the ip vrrp <vrids priority <1-254>command.

Advertisement
interval

The advertisement interval in seconds for the specific virtual router.

Pre-Empt Mode

The preemption mode configured on the specified virtual router.

Administrative
Mode

The status (Enable or Disable) of the specific router.

State

The state (Master/backup) of the virtual router.

Example: The following shows example CLI display output for the command.

show ip vrrp interface <u/s/p> <vrids>

Primary IP AddresSsS. ... ... iiimnnnneennn.. 1.1.1.5
VMAC AdQr eSS . v v it it e e et e e e et e e e e e e e e e e e e 00:00:5e:00:01:01
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Authentication Type...... ..., None
Prior ity . ittt e e 80
Configured priority......... ... ... 100
Advertisement Interval (secs).................. 1
Pre-empt Mode. .. ... ...ttt Enable
Administrative Mode........... ... .. . .. Enable
State. .o e Initialized
Track Interface State DecrementPriority
<0/1> down 10
TrackRoute (pfx/len) State DecrementPriority
10.10.10.1/255.255.255.0 down 10

show ip vrrp interface brief

This command displays information about each virtual router configured on the switch. This command takes no options. It
displays information about each virtual router.

Format show ip vrrp interface brief
Modes e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
VRID The router ID of the virtual router.
IP Address The virtual router IP address.
Mode Indicates whether the virtual router is enabled or disabled.
State The state (Master/backup) of the virtual router.

DHCP AND BOOTP RELAY COMMANDS

This section describes the commands you use to configure BootP/DHCP Relay on the switch. A DHCP relay agent operates
at Layer 3 and forwards DHCP requests and replies between clients and servers when they are not on the same physical
subnet.

bootpdhcprelay cidoptmode

This command enables the circuit ID option mode for BootP/DHCP Relay on the system.

Default disabled
Format bootpdhcprelay cidoptmode
Mode Global Config
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no bootpdhcprelay cidoptmode

This command disables the circuit ID option mode for BootP/DHCP Relay on the system.

Format no bootpdhcprelay cidoptmode
Mode Global Config

bootpdhcprelay enable

This command enables the forwarding of relay requests for BootP/DHCP Relay on the system.

Default disabled
Format bootpdhcprelay enable
Mode Global Config

no bootpdhcprelay enable

This command disables the forwarding of relay requests for BootP/DHCP Relay on the system.

Format no bootpdhcprelay enable
Mode Global Config
bootpdhcprelay maxhopcount

This command configures the maximum allowable relay agent hops for BootP/DHCP Relay on the system. The <hops>
parameter has a range of 1 to 16.

Default 4
Format bootpdhcprelay maxhopcount <1-16>
Mode Global Config

no bootpdhcprelay maxhopcount

This command configures the default maximum allowable relay agent hops for BootP/DHCP Relay on the system.

Format no bootpdhcprelay maxhopcount
Mode Global Config

bootpdhcprelay minwaittime
This command configures the minimum wait time in seconds for BootP/DHCP Relay on the system. When the BOOTP relay

agent receives a BOOTREQUEST message, it MAY use the seconds-since-client-began-booting field of the request as a
factor in deciding whether to relay the request or not. The parameter has a range of 0 to 100 seconds.

Default 0
Format bootpdhcprelay minwaittime <0-100>
Mode Global Config
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no bootpdhcprelay minwaittime

This command configures the default minimum wait time in seconds for BootP/DHCP Relay on the system.

Format no bootpdhcprelay minwaittime
Mode Global Config
show bootpdhcprelay

This command displays the BootP/DHCP Relay information.

Format show bootpdhcprelay
Modes e Privileged EXEC
e User EXEC
Term Definition
Maximum Hop The maximum allowable relay agent hops.
Count
Minimum Wait The minimum wait time.

Time (Seconds)

Admin Mode Indicates whether relaying of requests is enabled or disabled.

Server IP Address The IP address for the BootP/DHCP Relay server.

Circuit Id Option  The DHCP circuit Id option which may be enabled or disabled.
Mode

Requests Received The number or requests received.

Requests Relayed The number of requests relayed.

Packets Discarded The number of packets discarded.

IP HELPER COMMANDS

This section describes the commands to configure a DHCP relay agent with multiple DHCP server addresses per routing
interface, and to use different server addresses for client packets arriving on different interfaces on the relay agent.

ip helper-address
Use this command to add a unicast helper address to the list of helper addresses on an interface. This is the address of a
DHCP server. This command can be applied multiple times on the routing interface to form the helper addresses list until

the list reaches the maximum supported helper addresses.

Format ip helper-address <ip-address>
Mode Interface Config
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no ip helper-address

Use this command to remove the IP address from the previously configured list. The no command without an <ip-
address> argument removes the entire list of helper addresses on that interface.

Format no ip helper-address <ip-address>
Mode Interface Config

show ip helper-address

Use this command to display the configured helper addresses on the given interface.

Format show ip helper-address <interface>
Mode e Privileged EXEC
e User EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip helper-address 0/1

ROUTING INFORMATION PROTOCOL COMMANDS

This section describes the commands you use to view and configure Routing Information Protocol (RIP), which is a distance-
vector routing protocol that you use to route traffic within a small network.

router rip

Use this command to enter Router RIP mode.

Format router rip
Mode Global Config
enable (RIP)

This command resets the default administrative mode of RIP in the router (active).

Default enabled
Format enable
Mode Router RIP Config
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no enable (RIP)

This command sets the administrative mode of RIP in the router to inactive.

Format no enable
Mode Router RIP Config
ip rip

This command enables RIP on a router interface.

Default disabled
Format ip rip

Mode Interface Config
no ip rip

This command disables RIP on a router interface.

Format no ip rip
Mode Interface Config

auto-summary

This command enables the RIP auto-summarization mode.

Default disabled
Format auto-summary
Mode Router RIP Config

no auto-summary

This command disables the RIP auto-summarization mode.

Format no auto-summary
Mode Router RIP Config

default-information originate (RIP)

This command is used to control the advertisement of default routes.

Format default-information originate
Mode Router RIP Config
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no default-information originate (RIP)

This command is used to control the advertisement of default routes.

Format no default-information originate
Mode Router RIP Config

default-metric (RIP)

This command is used to set a default for the metric of distributed routes.

Format default-metric <0-15>
Mode Router RIP Config

no default-metric (RIP)

This command is used to reset the default metric of distributed routes to its default value.

Format no default-metric
Mode Router RIP Config
distance rip

This command sets the route preference value of RIP in the router. Lower route preference values are preferred when
determining the best route. A route with a preference of 255 cannot be used to forward traffic.

Default 15
Format distance rip <1-255>
Mode Router RIP Config

no distance rip

This command sets the default route preference value of RIP in the router.

Format no distance rip
Mode Router RIP Config

distribute-list out (RIP)

This command is used to specify the access list to filter routes received from the source protocol.

Default 0
Format distribute-list <1-199> out {static | connected}
Mode Router RIP Config
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no distribute-list out

This command is used to specify the access list to filter routes received from the source protocol.

Format no distribute-list <1-199> out {static | connected}
Mode Router RIP Config

ip rip authentication

This command sets the RIP Version 2 Authentication Type and Key for the specified interface. The value of <type> is either
none, simple, or encrypt. The value for authentication key [key] must be 16 bytes or less. The [key] is composed of
standard displayable, non-control keystrokes from a Standard 101/102-key keyboard. If the value of <type> is encrypt, a
keyid in the range of 0 and 255 must be specified. Unauthenticated interfaces do not need an authentication key or
authentication key ID.

Default none
Format ip rip authentication {none | {simple <key>} | {encrypt <key> <keyid>}}
Mode Interface Config

no ip rip authentication

This command sets the default RIP Version 2 Authentication Type for an interface.

Format no ip rip authentication

Mode Interface Config

ip rip receive version

This command configures the interface to allow RIP control packets of the specified version(s) to be received.

The value for <modes> is one of: rip1 to receive only RIP version 1 formatted packets, rip2 for RIP version 2, both to
receive packets from either format, or none to not allow any RIP control packets to be received.

Default both
Format ip rip receive version {ripl | rip2 | both | none}
Mode Interface Config

no ip rip receive version

This command configures the interface to allow RIP control packets of the default version(s) to be received.

Format no ip rip receive version

Mode Interface Config

ip rip send version

This command configures the interface to allow RIP control packets of the specified version to be sent. The value for <mode>
isone of: rip1 to broadcast RIP version 1 formatted packets, ripic (RIP version 1 compatibility mode) which sends RIP
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version 2 formatted packets via broadcast, rip2 for sending RIP version 2 using multicast, or none to not allow any RIP
control packets to be sent.

Default ripi2
Format ip rip send version {ripl | riplc | rip2 | none}
Mode Interface Config

no ip rip send version

This command configures the interface to allow RIP control packets of the default version to be sent.

Format no ip rip send version
Mode Interface Config
hostroutesaccept

This command enables the RIP hostroutesaccept mode.

Default enabled
Format hostroutesaccept
Mode Router RIP Config

no hostroutesaccept

This command disables the RIP hostroutesaccept mode.

Format no hostroutesaccept
Mode Router RIP Config
split-horizon

This command sets the RIP split horizon mode. Split horizon is a technique for avoiding problems caused by including routes
in updates sent to the router from which the route was originally learned. The options are: None - no special processing for
this case. Simple - a route will not be included in updates sent to the router from which it was learned. Poisoned reverse - a
route will be included in updates sent to the router from which it was learned, but the metric will be set to infinity.

Default simple
Format split-horizon {none | simple | poison}
Mode Router RIP Config

no split-horizon

This command sets the default RIP split horizon mode.

Format no split-horizon
Mode Router RIP Config
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redistribute (RIP)

This command configures RIP protocol to redistribute routes from the specified source protocol/routers. There are five
possible match options. Internal routes are redistributed by default.

Default e metric—not-configured
¢ match—internal
Format for redistribute {static | connected} [metric <0-15>]
source
protocol
Mode Router RIP Config

no redistribute

This command de-configures RIP protocol to redistribute routes from the specified source protocol/routers.

Format no redistribute {static | connected} [metric] [match [internal] [external 1]
[external 2] [nssa-external 1] [nssa-external-2]]

Mode Router RIP Config

show ip rip

This command displays information relevant to the RIP router.

Format show ip rip

Modes ¢ Privileged EXEC
e User EXEC

Term Definition

RIP Admin Mode Enable or disable.

Split Horizon Mode None, simple or poison reverse.

Auto Summary Enable or disable. If enabled, groups of adjacent routes are summarized into single entries, in order to

Mode reduce the total number of entries The default is enable.

Host Routes Enable or disable. If enabled the router accepts host routes. The default is enable.

Accept Mode

Global Route The number of route changes made to the IP Route Database by RIP. This does not include the refresh

Changes of a route's age.

Global queries The number of responses sent to RIP queries from other systems.

Default Metric The default metric of redistributed routes if one has already been set, or blank if not configured earlier.
The valid values are 1 to 15.

Default Route The default route.

Advertise
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show ip rip interface brief

This command displays general information for each RIP interface. For this command to display successful results routing
must be enabled per interface (i.e., ip rip).

Format show ip rip interface brief
Modes e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash.
IP Address The IP source address used by the specified RIP interface.

Send Version

The RIP version(s) used when sending updates on the specified interface. The types are none, RIP-
1, RIP-1c, RIP-2

Receive Version

The RIP version(s) allowed when receiving updates from the specified interface. The types are none,
RIP-1, RIP-2, Both

RIP Mode

The administrative mode of router RIP operation (enabled or disabled).

Link State

The mode of the interface (up or down).

show ip rip interface

This command displays information related to a particular RIP interface.

Format show ip rip interface <slot/port>
Modes e Privileged EXEC
e User EXEC
Term Definition
Interface Valid slot and port number separated by a forward slash. This is a configured value.
IP Address The IP source address used by the specified RIP interface. This is a configured value.

Send Version

The RIP version(s) used when sending updates on the specified interface. The types are none, RIP-
1, RIP-1c, RIP-2. This is a configured value.

Receive Version

The RIP version(s) allowed when receiving updates from the specified interface. The types are none,
RIP-1, RIP-2, Both. This is a configured value.

Both RIP Admin
Mode

RIP administrative mode of router RIP operation; enable activates, disable de-activates it. This is a
configured value.

Link State

Indicates whether the RIP interface is up or down. This is a configured value.

Authentication
Type

The RIP Authentication Type for the specified interface. The types are none, simple, and encrypt. This
is a configured value.

Default Metric

A number which represents the metric used for default routes in RIP updates originated on the
specified interface. This is a configured value.

The following information will be invalid if the link state is down.
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Term Definition

Bad Packets The number of RIP response packets received by the RIP process which were subsequently discarded
Received for any reason.

Bad Routes The number of routes contained in valid RIP packets that were ignored for any reason.

Received

Updates Sent The number of triggered RIP updates actually sent on this interface.

ICMP THROTTLING COMMANDS

This section describes the commands you use to configure options for the transmission of various types of ICMP messages.
ip unreachables

Use this command to enable the generation of ICMP Destination Unreachable messages. By default, the generation of ICMP
Destination Unreachable messages is enabled.

Default enable
Format ip unreachables
Mode Interface Config

no ip unreachables

Use this command to prevent the generation of ICMP Destination Unreachable messages.

Format no ip unreachables
Mode Interface Config
ip redirects

Use this command to enable the generation of ICMP Redirect messages by the router. By default, the generation of ICMP
Redirect messages is enabled.

Default enable
Format ip redirects
Mode ¢ Global Config

¢ Interface Config

no ip redirects
Use this command to prevent the generation of ICMP Redirect messages by the router.

Format no ip redirects

Mode ¢ Global Config
¢ Interface Config
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ip icmp echo-reply

Use this command to enable the generation of ICMP Echo Reply messages by the router. By default, the generation of ICMP
Echo Reply messages is enabled.

Default enable
Format ip icmp echo-reply
Mode Global Config

no ip icmp echo-reply
Use this command to prevent the generation of ICMP Echo Reply messages by the router.

Format no ip icmp echo-reply
Mode Global Config

ip icmp error-interval

Use this command to limit the rate at which IPv4 ICMP error messages are sent. The rate limit is configured as a token
bucket, with two configurable parameters, burst-size and burst-interval.

The burst-interval specifies how often the token bucket is initialized with burst-size tokens. burst-interval is from 0 to
2147483647 milliseconds (msec).

The burst-size is the number of ICMP error messages that can be sent during one burst-interval. The range is from 1 to 200
messages.

To disable ICMP rate limiting, set burst-interval to zero (0).

Default e burst-interval of 1000 msec.

e burst-size of 100 messages
Format ip icmp error-interval <burst-interval> [<burst-size>]
Mode Global Config

no ip icmp error-interval

Use the no form of the command to return burst-interval and burst-size to their default values.

Format no ip icmp error-interval
Mode Global Config
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Section 5: Wireless Commands

This section describes the CLI commands you use to manage the wireless features on the switch as well as the wireless
access points that a switch manages.

This section contains the following subsections:

e “Unified Switch Commands” on page 200

e “Unified Switch Channel and Power Commands” on page 227
e “Peer Unified Switch Commands” on page 234

e “Local Access Point Database Commands” on page 237

e “Wireless Network Commands” on page 244

e “Access Point Profile Commands” on page 261

e “Access Point Profile RF Commands” on page 266

e “Access Point Profile QoS Commands” on page 282

e “Access Point Profile VAP Commands” on page 286

e “WS Managed Access Point Commands” on page 287

e “Access Point Failure Status Commands” on page 305

e “RF Scan Access Point Status Commands” on page 307

e “Client Association Status and Statistics Commands” on page 311
e “Client Failure and Ad Hoc Status Commands” on page 320

e  “WIDS Access Point RF Security Commands” on page 322

e “Detected Clients Database Commands” on page 331

The commands in this section are in one of three functional groups:

e Show commands display switch settings, statistics and other information.

e Configuration Commands configure features and options. For every configuration command there is a show command
that displays the configuration setting.

e Clear commands clear some or all of the settings to factory defaults.
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UNIFIED SWITCH COMMANDS

The commands in this section provide global Unified Switch configuration, status, and statistics.

wireless
This command enters the Unified Switch global configuration mode.

Format wireless
Mode Global Config

enable (Wireless Config Mode)

This command enables the Unified Switch functionality.

Default Enable

Format enable

Mode Wireless Config
no enable

The no version of this command disables the Unified Switch functionality.

Format no enable
Mode Wireless Config

country-code

This command globally configures the country code for the Unified Switch and all managed access points. The code may
be entered in either upper or lower case. When you change the country code, the wireless function is disabled and re-
enabled automatically. The show country-code command displays all valid country codes.

Default us

Format country-code <code>

Mode Wireless Config

Parameter Description

code This parameter must identify a valid country code.

Example: The following shows an example of the command.

(DWS-4026) (Config wireless)# country-code au <cr>
Are you sure you want to change the country code? (y/n)
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no country-code
The no version of this command returns the configured country code to the default.

Format no country-code
Mode Wireless Config

OUI database

This command adds a new entry to the OUI database, if not already present. Each entry consists of an OUI Value, which is
composed of the higher three octets of the Ethernet MAC address of the AP/Client and the organization name for the OUI,
which is a 32-byte string.

Format oui database <ouival> <oui>
Mode Wireless Config Mode

Parameter Description

ouival OUI Value of the vendor of AP/Client.
oui Organization name for the OUI.

Example: The following example adds an OUI entry with the value and vendor name as shown.

DWS-4026 (Config-wireless)# oui database 00:00:01 "VendorName"

no OUI database

The no version of this command deletes the OUI entry for the specified OUI Value from the local OUI database.

Format no oui database <ouival>
Mode Wireless Config Mode
peer-group

This command indicates the peer group for this switch. There may be more than one group of peer switches on the same
WLAN. A peer group is created by configuring all peers within the group with the same identifier.

Default 1

Format peer-group <1-255>

Mode Wireless Config

Parameter Description

1-255 The identifier for the peer switch group. The range is from 1 to 255.
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no peer-group
The no version of this command returns the configured peer switch group to the default.

Format no peer-group
Mode Wireless Config

discovery method

This command enables various methods used for the discovery of APs and peer switches. If no method is specified, then it
enables all the discovery methods.

Default IP-Polling — Enable, L2-Multicast - Enable

Format discovery method [{ip-poll | 12-multicast}]
Mode Wireless Config

Parameter Description

ip-poll Enable IP-based discovery of APs and peer switches.
12-multicast Enable L2-based discovery of APs and peer switches.

no discovery method

The no version of this command disables the specified discovery method. If no method is specified, then it disables all the
discovery methods.

Format no discovery method [{ip-poll | 12-multicast}]
Mode Wireless Config

discovery ip-list

This command adds an IP address to the list of addresses global to the Unified Switch. The switch polls each address in the
list to discover new access points and peers. The list is used when discovery via IP polling is enabled.

Format discovery ip-list <ipaddrs>
Mode Wireless Config

Parameter Description

ipaddr A valid IP address.

no discovery ip-list

The no version of this command deletes the specified IP address from the polling list. If an argument is not specified, all
entries are deleted from the polling list.
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Format no discovery ip-list [<ipaddrs>]
Mode Wireless Config

discovery vian-list

This command adds VLAN IDs on which to send L2 discovery multicast frames. Up to 16 VLAN IDs can be configured. By
default, there is one entry in the list, 1 - Default VLAN.

Default 1 — Default VLAN

Format discovery vlan-list <1-4094>
Mode Wireless Config

Parameter Description

1-4094 A VLAN ID in the range 1 to 4094.

no discovery vlan-list

The no version of this command deletes the VLAN ID from the discovery list. If no arguments are specified, all VLANs are
deleted from the list except for the first entry. At least one entry must be configured in the list.

Format no discovery vlan-list [<1-4094>]
Mode Wireless Config

ap validation

This command configures whether to use the local valid AP database or a RADIUS server to validate newly discovered APs.

Default local

Format ap validation {local | radius}

Mode Wireless Config

Parameter Description

local Local database is used for validating discovered APs.
radius RADIUS server is used for validating discovered APs.

ap authentication

This command enables AP authentication. When enabled, all APs are required to authenticate to the Unified Switch using
a password upon discovery.

Default Disable
Format ap authentication
Mode Wireless Config
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no ap authentication

The no version of this command disables AP authentication. APs are not required to authenticate to the Unified Switch upon
discovery.

Format no ap authentication
Mode Wireless Config

ap client-qos
This command enables AP client QoS operation globally for the Unified Switch. When enabled, and when the network client

QoS mode is also enabled, clients associated to that network may have one or more of the following QoS characteristics in
effect in the down and/or up directions: access control, bandwidth limiting, and differentiated services.

% Note: This command takes effect in an AP without requiring that the AP profile be re-applied.

Default Disable
Format ap client-qgos
Mode Wireless Config

no ap client-qos

The no version of this command disables AP client QoS operation globally. Client traffic is not subject to QoS processing in
any APs attached to this Unified Switch.

Format no ap client-gos
Mode Wireless Config

shmp-server enable traps wireless

This command globally enables the Unified Switch SNMP traps. The specific wireless trap groups are configured using the
trapflags command in Wireless Config Mode.

Default Disable
Format snmp-server enable traps wireless
Mode Global Config

no snmp-server enable traps wireless
The no version of this command globally disables all Unified Switch SNMP traps.

Format no snmp-server enable traps wireless

Mode Global Config
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trapflags (Wireless Config Mode)

This command enables Unified Switch SNMP trap groups for wireless system events. If no parameters are specified, then
all traps are enabled.

Default All - Disable

Format trapflags [{ap-failure | ap-state | client-state | peer-ws | rf-scan | rogue-
ap | ws-status}]

Mode Wireless Config

Parameter Description

ap-failure Enable/Disable SNMP traps associated with AP association/authentication failures.

ap-state Enable/Disable SNMP traps associated with AP state changes.

client-failure Enable/Disable SNMP traps associated with client association/authentication failures.

client-state Enable/Disable SNMP traps associated with client state changes.
peer-ws Enable/Disable SNMP traps associated with peer Unified Switch events.
rf-scan Enable/Disable SNMP traps associated with RF scan related events.
rogue-ap Enable/Disable SNMP traps associated with rogue access points.
ws-status Enable/Disable SNMP traps associated with wireless status events.
wids-status Enable/Disable SNMP traps for WIDS status events.

no trapflags

The no version of this command disables Unified Switch SNMP trap groups for wireless system events. If no parameters are
specified, then all traps are disabled.

Format no trapflags [{ap-failure | ap-state | client-state | peer-ws | rf-scan | rogue-
ap | ws-status}]

Mode Wireless Config

agetime

This command configures database entry age times for the Unified Switch. A time value of 0 indicates entries in the
corresponding database will not age and you must manually delete them.

Default 24 hours

Format agetime {ad-hoc | ap-failure | client-failure | rf-scan |detected-client} <0,1-
168>

Mode Wireless Config

Parameter Description

ad-hoc Time in hours to maintain an entry in the ad hoc client network list.

ap-failure

Time in hours to maintain an entry in the AP association and authentication failure list.

client-failure

Time in hours to maintain an entry in the client association and authentication failure list.
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Parameter Description

rf-scan Time in hours to maintain an entry obtained from an RF scan.

detected-client Time in hours to maintain an entry in the detected clients database.

0,1-168 Time in hours from 0 to 168. A value of 0 indicates that entries should never age out.
no agetime

The no version of this command returns the configured entry age time to the default.

Format no agetime {ad-hoc | ap-failure | client-failure | rf-scan |[detected-client}

Mode Wireless Config

peer-switch configuration

This command enables peer switch configuration for the wireless system. When a group is enabled, the corresponding
configuration is applied to one or more peer switches during a peer switch configuration request. If no parameters are
specified, then all switch configuration groups are enabled.

Default e ap-database - Enable
e ap-profile - Enable,
¢ captive-portal - Enable
¢ channel-power - Enable,
e discovery — Disable,
e global — Enable,
e known-client — Enable
e radius-client — Enable

Format peer-switch configuration [{ap-database|ap-profile|captive-portal|channel-
power[discovery[global [known-client [radius-client}]

Mode Wireless Config

Parameter Description

ap-database Enable/Disable AP database configuration push to peer switches.
ap-profile Enable/Disable AP profile and network configuration push to peer switches.
captive-portal Enable/Disable Captive Portal configuration push to peer switches.
channel-power Enable/Disable channel and power configuration push to peer switches.
discovery Enable/Disable discovery configuration push to peer switches.

global Enable/Disable global configuration push to peer switches.

known-client Enable/Disable known client database push to peer switches.
radius-client Enable/Disable RADIUS client configuration push to peer switches.

no peer-switch configuration

The no version of this command disables peer switch configuration for the wireless system. If no parameters are specified,
then all peer switch configurations are disabled.

206 © 2009 D-Link Corporation. All Rights Reserved



Unified Switch Commands

Format no peer-switch configuration [{ap-database|ap-profile|captive-portal| channel-
power |discovery|global | known-client|radius-client}]

Mode Wireless Config

wireless peer-switch configure

This command allows the administrator to initiate a configuration push to one or all peer switches. If no parameters are given,
all peer switches are configured. If the optional IP address parameter is specified, only that peer switch is configured.

Format wireless peer-switch configure [<ipaddrs>]
Mode Privileged EXEC

Parameter Description

ipaddr Peer switch IP address.

client roam-timeout

This command configures maximum duration for which a client entry is retained in the client association database after
disassociating from a managed AP. Roam-timeout is the time in seconds after disassociation for the entry to be deleted from
the managed AP client association database.

Default 30 seconds

Format client roam-timeout <1-120>

Mode Wireless Config

Parameter Description

roam-timeout Time in seconds after disassociation for the entry to be deleted from the managed AP client association
database.

1-120 Time in seconds from 1 to 120.

no client roam-timeout

The no version of this command returns the configured client age timeout to the default.

Format no client roam-timeout
Mode Wireless Config
tunnel-mtu

This command configures the network MTU size for all access points. This configuration is only used for tunneled networks
and is, therefore, only available if the wireless tunneling feature is enabled. Note that the physical ports on the Unified Switch
and the rest of the network devices must also be configured with the appropriate MTU size. This configuration applies only
to the managed access points.
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Default 1500

Format tunnel-mtu {1500 | 1520}

Mode Wireless Config

Parameter Description

1500 Maximum IP frame size is 1518 tagged/1522 untagged.
1520 Maximum IP frame size is 1538 tagged/1542 untagged.

no tunnel-mtu
The no version of this command returns the configured network MTU size to the default value.

Format no tunnel-mtu
Mode Wireless Config

cluster-priority

This command configures the Cluster priority of the switch. This configuration is used to change the preference level of the
switch to select or unselect it as the Cluster Controller. A higher number indicates a higher preference.

Default 0

Format cluster-priority <0-255>

Mode Wireless Config

Parameter Description

0-255 Preference level for Cluster Controller election.

radius server-name

This command configures global RADIUS authentication /accounting server name for wireless clients. The server name can
contain alphanumeric characters plus —, _, and space.

Default ¢ Default-RADIUS-Server — authentication server name

e Default-RADIUS-Server — accounting server name
Format radius server-name {auth | acct} <names
Mode Wireless Config

no radius server-name
The no version of this command sets the global RADIUS authentication /accounting server name to the default value.

Format no radius server-name {auth | acct}

Mode Wireless Config
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Example: The following shows examples of the command.

(DWS-4026) #radius server-name auth “Wireless Auth-Server 1” ?
<Ccr> Press Enter to execute the command.

(DWS-4026) #no radius server-name auth ?
<Ccr> Press Enter to execute the command.

(DWS-4026) #radius server-name acct “Wireless Acct Server 1” ?
<cr> Press Enter to execute the command.

(DWS-4026) #no radius server-name acct ?
<Ccr> Press Enter to execute the command.

radius accounting (Wireless Config)

This command configures global RADIUS accounting mode for wireless clients.

Default Disable
Format radius accounting
Mode Wireless Config

no radius accounting (Wireless Config)
The no version of this command disables global RADIUS accounting mode for wireless clients.

Format no radius accounting

Mode Wireless Config

Example: The following shows examples of the commands.

(DWS-4026) # radius accounting ?
<Cr> Press Enter to execute the command.

(DWS-4026) # no radius accounting ?
<Ccr> Press Enter to execute the command

mac-authentication-mode

This command configures the client MAC authentication mode for the switch. The mode indicates whether MAC addresses
in the Known Client database are granted or denied access. The MAC authentication mode is applied to the known client
database configured either locally or on the RADIUS server.

Default white-list

Format mac-authentication-mode {white-list | black-list}

Mode Wireless Config

Parameter Description

white-list The access is granted only to clients with MACs in the Known Client database.
black-list The access is denied to clients with MACs in the known client database.
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known-client

This command configures a client MAC address in the local Known Client database. The action indicates whether to grant,
deny, or use global action for MAC authentication of the client.

Format known-client <macaddr> [name <name>] [action {global-action | grant | deny}]
Mode Wireless Config

Parameter Description

macaddr A valid MAC address.

name An alphanumeric string up to 32 characters in length.

global-action Default authentication action is global-action. Apply global action to the client.

grant Grant access to the client.

deny Deny access to the client.

no known-client
The no version of this command deletes an entry from the local Known Client database.

Format no known-client <macaddr>

Mode Wireless Config

show wireless

This show command displays the configured Unified Switch global parameters and the operational status.

Format show wireless
Mode ¢ Privileged EXEC
e User EXEC
Field Description
Administrative Shows whether the administrative mode is enabled.
Mode
WLAN Switch Shows whether the wireless function on the switch is enabled.

Operational Mode

WS IP Address Shows the IP address of the switch. If the routing package is enabled, this address belongs to a routing
or loopback interface.

AP Authentication Shows whether the AP must be authenticated by using the local database or a RADIUS database.
Mode

AP Auto Upgrade Shows whether the Auto Upgrade feature is enabled or disabled.

Mode

AP Validation Shows whether to use the local or RADIUS server database for AP validation.

Method

Client Roam Shows how long to wait before a client that disassociates from this AP or a neighbor AP must re-
Timeout (secs) authenticate when it associates again.
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Field Description

Country Code Shows the country in which the WLAN is operating.

Peer Group ID Shows the Peer group ID.

Cluster Priority Priority of this switch for the Cluster election.

Cluster Controller Indicates whether or not this switch is the Cluster controller.

Cluster Controller The IP address of the switch that acts as the Cluster controller.
IP Address

AP Client Qos Shows whether the AP Client QoS mode is enabled or disabled.
Mode

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless

Administrative Mode. ..... ...ttt Enable
WLAN Switch Operational Mode................... Enabled
WS TP AdArES S . i ittt ittt et e et e e e e e e et e e 10.0.0.1
AP Authentication Mode.............. ..., Disable
AP Auto Upgrade Mode.........c.ouiiiinnennnn.. Disable
AP Validation Method............ ..., Local
Client Roam Timeout (S€CS) ...ttt 30
Country Code. ...ttt ittt et US - United States
Peer Group ID. .. .. ...ttt ittt 1
Cluster Priority....... ...t 2
Cluster Controller..... ... iieeieeennnn. Yes
Cluster Controller IP Address........eeeeeenen.. 10.0.0.1
AP Client QOS MOdE. . .t i ittt ittt it eeeeeen Disable

show wireless country-code

This show command displays the country codes configurable on the Unified Switch.

Format show wireless country-code

Mode Privileged EXEC

Field Description

Code Shows the 2-letter country code.

Country Shows the name of the country associated with the code.

show wireless OUI database
This show command displays all the OUI entries created by the admin in the local OUI database.

Format show OUI database [<ouivals>]
Mode Privileged EXEC
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Field Description
ouival OUI Value of the vendor of AP/Client.
oui Organization name for the OUI.
Example:
OUI Value OUI Description
00:11:11
00:11:12 Andreys OUI

(DWS-4026) #

show wireless discovery

This show command displays the configured Unified Switch discovery methods.

Format show wireless discovery
Mode Privileged EXEC
Field Description

IP Polling Mode Shows whether the L3 IP Polling discovery method is enabled.

L2 Multicast Shows whether the L2 Multicast Discovery Mode is enabled.
Discovery Mode

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless discovery

IP Polling MOde .. i i i ittt ittt e e e e e Enabled
L2 Multicast Discovery Mode ................... Enabled

show wireless discovery ip-list

This show command displays the configured Unified Switch IP polling list and the polling status for each configured IP
address for discovery.

Format show wireless discovery ip-list

Mode Privileged EXEC

Field Description

IP Address Shows the IP addresses configured in the L3/IP Discovery List.

Status Shows the L3 discovery status. Possible values are Not Polled, Unreachable, or Discovered.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless discovery ip-list
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1.1.1.1 Not Polled

show wireless discovery vlan-list

This show command displays the configured VLAN ID list for L2 discovery.

Format show wireless discovery vlan-list

Mode Privileged EXEC

Field Description

VLAN Shows the ID and name of each VLAN in the L2 Discovery list.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless discovery vlan-list
- Default

show wireless status

This show command displays the configured global Unified Switch status parameters. The counters are aggregated for the
peer group if the switch acts as Cluster Controller. If the switch is not a Cluster Controller, the values are for this switch only;
however, the parameters that describe maximum limits are for the peer group.

Format show wireless status

Mode Privileged EXEC

Field Description

Total Access The total number of access points in the managed AP database. This value is always equal to the sum
Points of Managed Access Points, Connection Failed Access Points, and Discovered Access Points.
Managed Access The total number of APs in the managed AP database that are authenticated, configured, and have an
Points active connection with the Unified Switch.

Connection Failed The number of APs that were previously authenticated and managed, but lost connection with the
Access Points Unified Switch.

Discovered Access APs that have a connection with the switch, but have not yet been completely configured (i.e.,
Points managed APs with a discovered or authenticated status).

Maximum Managed The total number of managed APs that the wireless system (peer group) supports.
APs in Peer Group

Rogue AP Number of APs to which the wireless system is currently sending de-authentication messages to
Mitigation Count  mitigate against rogue APs.

Rogue AP Maximum number of APs for which the system can send de-authentication frames.
Mitigation Limit

Total Clients Total number of clients in the database. This total includes clients with an Associated, Authenticated,
or Disassociated status.
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Field Description

Authenticated Total number of clients in the associated client database with an “Authenticated” status.

Clients

Maxumum Maximum number of clients that can associate with the wireless system. This is the maximum number

Associated Clients of entries allowed in the Associated Client database.

Detected Clients  The total number of detected clients in the database.

Maximum Detected The maximum number of detected clients that can be stored in the database.
Clients

Peer Switches Total number of peer WLAN switches detected on the network.

Unknown Access Total number of APs currently detected but not known to the switch. These includes rogue APs and
Points APs not connected to the network.

Rogue Access Total number of rogue APs currently detected on the WLAN.
Points

Standalone Access Total number of trusted APs in standalone mode.
Points

Distributed Tunnel Number of clients that are currently sending and receiving packets via distributed tunnels.
Clients

WLAN Utilization  Total network utilization across all APs managed by this switch, this is an average of the global
statistics received from each AP.

Maximum Pre- Maximum number of Client Pre-Authentication events that can be recorded by the system.
authentication
History Entries

Total Pre- Current number of pre-authentication history entries in use by the system.
authentication
History Entries

Maximum Roam  Maximum number of entries that can be recorded in the roam history for all detected clients.
History Entries

Total Roam History Current number of roam history entries in use by the system.
Entries

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless status

Total Access PointsS..... ... 0
Managed Access Points............iiiiiinnnnn.. 0
Connection Failed Access Points................ 0
Discovered Access Points............uiiiininn.. 0
Maximum Managed APs in Peer Group.............. 256
Rogue AP Mitigation Count...................... 0
Rogue AP Mitigation Limit...................... 16
Total Clients. ...ttt et e e eeea 0
Authenticated Clients..........i ... 0
Maximum Associated Clients...............c...... 8000
Detected Clients. ... ...ttt eeeeeeenn 0
Maximum Detected Clients.............c.c.iuin... 16000
Peer Switches. ... ... ..t 1
Unknown Access Points.........iiiiiiinnnnn.. 0
Rogue Access Points....... ... ... 0
Standalone Access Points....................... 0
Distributed Tunnel Clients..................... 0
WLAN Utilization. ...ttt ettt eeeeeeeeeeennn 0 %

214 © 2009 D-Link Corporation. All Rights Reserved



Unified Switch Commands

Maximum Pre-authentication History Entries..... 500
Total Pre-authentication History Entries....... 0
Maximum Roam History Entries................... 500
Total Roam History Entries..................... 0

show wireless statistics

This show command displays the current global Unified Switch statistics. The counters are aggregated for the peer group
the switch acts as the Cluster Controller for the group. If the switch is not the Cluster Controller, the values are for this switch

only.

Format show wireless statistics

Mode Privileged EXEC

Field Description

WLAN Bytes Shows the total bytes received across all APs managed by the switch.

Received

WLAN Bytes Shows the total bytes transmitted across all APs managed by the switch.

Transmitted

WLAN Packets Shows the total number of packets received across all APs managed by the switch.

Received

WLAN Packets Shows the total number of packets transmitted across all APs managed by the switch.
Transmitted

WLAN Bytes Shows the total bytes received across all APs managed by the switch and dropped.

Received Dropped

WLAN Bytes Shows the total bytes transmitted across all APs managed by the switch and dropped.

Transmit Dropped

WLAN Packets Shows the total number of packets received across all APs managed by the switch and dropped.
Receive Dropped

WLAN Packets Shows the total number of packets transmitted across all APs managed by the switch and dropped.

Transmit Dropped

Example: The following shows example CLI display output for the command.

(DWS-

WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN
WLAN

4026) #show wireless statistics <crs

Bytes Received....... ... ... 0
Bytes Transmitted............. ... ... 0
Packets Received...... ... ... 0
Packets Transmitted....................... 0
Bytes Receive Dropped..........cciuviine... 0
Bytes Transmit Dropped.............c....... 0
Packets Receive Dropped...........c..oov... 0
Packets Transmit Dropped.................. 0

show wireless switch status

This show command displays the current global Unified Switch status parameters. If the Unified Switch is a Cluster
Controller, then this command shows per-switch status parameters for all the switches in the wireless network. For the switch
that is not acting as a Cluster Controller, only the local status parameters are displayed.
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Format show wireless switch <ipaddr> status
Mode Privileged EXEC

The following table lists the command parameters

Parameter Description

ipaddr IP address of the Unified Switch in the wireless system.

The following table lists the output fields that display.

Field Description

Switch IP Address [P address of the Unified Switch or any peer switch in the wireless system.

Cluster Priority Priority of this switch for the Cluster election.

Total Access The total number of access points in the managed AP database. This value is always equal to the sum
Points of Managed Access Points, Connection Failed Access Points, and Discovered Access Points.
Managed Access The total number of APs in the managed AP database that are authenticated, configured, and have an
Points active connection with the Unified Switch.

Connection Failed The number of APs that were previously authenticated and managed, but lost connection with the
Access Points Unified Switch.

Discovered Access APs that have a connection with the Unified Switch, but have not yet been completely configured (i.e.
Points managed APs with a discovered or authenticated status).

Maximum Managed The maximum number of managed access points supported by the switch.
Access Points

Total Clients Total number of clients in the database. This total includes clients with an Associated, Authenticated,
or Disassociated status.

Authenticated Total number of clients in the associated client database with an “Authenticated” status.

Clients

Distributed Tunnel Number of clients that are currently sending and receiving packets via distributed tunnels.
Clients

WLAN Utilization  Total network utilization across all APs managed by this switch, this is an average of the global
statistics received from each AP.

Example: The following shows example CLI display output for the command.

If a network consists of two switches 192.168.37.60 and 192.168.37.61 respectively and former is the Cluster Controller,
this command works differently at Cluster Controller and peer switch that is not acting as a Cluster Controller as follows.

On the Cluster Controller, it displays entries in the following format:

(DWS-4026) show wireless switch 10.27.65.8 status

Switch IP AddressS. ...ttt ittt it e e 10.27.65.8
Cluster Priority........ ... 1

Total Access PointsS. . ... ... 0

Managed Access Points............. ... 0
Connection Failed Access Points................ 0
Discovered Access Points............uiiuininn.. 0

Maximum Managed Access Points.................. 64

Total Clients. ...ttt ettt eean 0
Authenticated Clients.........oi i, 0
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Distributed Tunnel Clients..................... 0
WLAN Utilization. ...ttt ee et eeeeeeeeeennn 0 %

On the switch that is not acting as a Cluster Controller the summary command displays entries in the following format:

(DWS-4026) #show wireless switch 192.168.37.60 status
Error! Only Cluster Controller can display the peer switch status parameters.

(DWS-4026) #show wireless switch 192.168.37.61 status

Switch IP AddresSsS .. iv ittt ittt et e ee e e e ee 192.168.37.61
Cluster Priority....... ...t 1
Total Access PointsS..... ... 5
Managed Access Points.........iiiiiiiiinn.. 3
Connection Failed Access Points................ 1
Discovered Access PointsS...........iiiuinnn.. 1
Total Clients. ...t e e e e e e e e eeeas 3
Associated Clients. . ... ..t 1
Authenticated Clients.........oi ... 2
Standalone Access Points............. ... 0
WLAN Utilization. ...ttt ettt eeeeeeeeennn 10 %

show wireless switch statistics

This show command displays the current Unified Switch statistics. If the Unified Switch is a Cluster Controller, then this
command shows per switch statistics for all the switches in the wireless system. For the switch that is not acting as a Cluster
controller, only the local statistics are displayed.

Format show wireless {<ipaddrs>[local} statistics
Mode Privileged EXEC

Field Description

ipaddr IP address of the Unified Switch in the wireless system.

Example: The following shows example CLI display output for the command.

If a network consists of two switches 192.168.37.60 and 192.168.37.61 respectively and former is the Cluster Controller,
this command works differently at Cluster Controller and the peer switch which is not a Cluster Controller as follows.

On the Cluster Controller, it displays entries in the following format:

(DWS-4026) #show wireless switch 192.168.37.60 statistics <cr>

WLAN Bytes Received........ .t nnnnnn. 1873
WLAN Bytes Transmitted......................... 8234
WLAN Packets Received.......... ... 233
WLAN Packets Transmitted....................... 435
WLAN Bytes Receive Dropped. .. ......eeeeeenennnn. 0
WLAN Bytes Transmit Dropped..........c..eeeuenn.. 0
WLAN Packets Receive Dropped................... 0
WLAN Packets Transmit Dropped.................. 0

(DWS-4026) #show wireless switch 192.168.37.61 statistics <cr>

WLAN Bytes Received........... ... 320
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WLAN Bytes Transmitted......................... 560
WLAN Packets Received............. ... ... ... 45
WLAN Packets Transmitted....................... 78
WLAN Bytes Receive Dropped..........c.uueuunen.. 0
WLAN Bytes Transmit Dropped.............c....... 0
WLAN Packets Receive Dropped................... 0
WLAN Packets Transmit Dropped.................. 0

On the switch that is not acting as a Cluster Controller the summary command displays entries in the following format:

(DWS-4026) #show wireless switch 192.168.37.60 statistics <cr>
Error! Only ClusterController can display the peer switch statistics.
(DWS-4026) #show wireless switch 192.168.37.61 statistics <cr>

WLAN Bytes Received........ ... 320
WLAN Bytes Transmitted......................... 560
WLAN Packets Received.......... ... ... ... 45
WLAN Packets Transmitted....................... 78
WLAN Bytes Receive Dropped...........couoeuune... 0
WLAN Bytes Transmit Dropped.................... 0
WLAN Packets Receive Dropped...........cvuuo... 0
WLAN Packets Transmit Dropped.................. 0

The local switch statistics can also be displayed using the following command format:

(DWS-4026) #show wireless switch local statistics <cr>

WLAN Bytes Received........ ... 320
WLAN Bytes Transmitted......................... 560
WLAN Packets Received............. ... ... ... 45
WLAN Packets Transmitted....................... 78
WLAN Bytes Receive Dropped...........couoeuuue... 0
WLAN Bytes Transmit Dropped.................... 0
WLAN Packets Receive Dropped...........cvuuo... 0
WLAN Packets Transmit Dropped.................. 0

show wireless trapflags

This show command displays the configured Unified Switch SNMP trap modes.

Format show wireless trapflags
Mode Privileged EXEC
Field Description

AP Failure Traps Shows whether AP Failure Traps are enabled.

AP State Change Shows whether AP State Change Traps are enabled.
Traps

Client Failure Shows whether Client Failure Traps are enabled.
Traps

Client State Shows whether Client State Change Traps are enabled.
Change Traps

Peer Switch Traps Shows whether Peer Switch Traps are enabled.
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Field Description

RF Scan Traps Shows whether RF Scan Traps are enabled.

Rogue AP Traps  Shows whether Rogue AP Traps are enabled.
WIDS Status Traps Shows whether WIDS Status Traps are enabled.

Wireless Status Shows whether Wireless Status Traps are enabled.
Traps

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless trapflags

AP Failure TrapS. .« ottt it ettt et et et e Disable
AP State Change TrapS. .. ...ttt munenaeeeeennn. Disable
Client Faillure TrapsS. .. ...t enneennenneennnn Disable
Client State Change TrapS.........ceueueeimeennnn Disable
Peer Switch TrapsS...... ..., Disable
RE SCAN TraDS .« t i it ettt e e e e e e e e et e et e et Disable
ROGUE AP TraDS . « v vt et et e et e et e e et e et e e e Disable
WIDS StatuUsS TrapS . .« e ittt ettt et e e e e ee Disable
Wireless Status TrapS........uoueiieeinennnenn. Disable

show trapflags (modified command)

The existing Unified Switch show trapflags command is modified to show the global Unified Switch trap configuration. See
the command “show trapflags” on page 5083.

show wireless tunnel-mtu
This show command displays the configured network MTU size. This is a global configuration for all managed access points.

Format show wireless tunnel-mtu
Mode Privileged EXEC

show wireless agetime

This show command displays the configured age times for the status database entries.

Format show wireless agetime

Mode Privileged EXEC

Field Description

Ad Hoc Client Shows how long to continue to display an ad hoc client in the status list since it was last detected.

Status Age (hours)

AP Failure Status Shows how long to continue to display a failed AP in the status list since it was last detected.
Age (hours)

RF Scan Status Shows how long to continue to display an AP detected through the RF Scan since it was last detected.
Age (hours)

Detected Clients  Shows how long to keep an entry in the Detected Client Status list.
Age (hours)
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Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless agetime <cr>

Ad Hoc Client Statue Age (hours)............... 24
AP Failure Status Age (hours).................. 24
RF Scan Status Age (hours)......... ... ........ 24
Detected Clients Age (hours).......... ... 24

show wireless peer-switch configuration

This show command displays the peer switch configuration groups mode.

Format show wireless peer-switch configuration

Mode Privileged EXEC

Field Description

AP Database Displays whether the AP database configuration push to peer switches is enabled or disabled.

AP Profile Displays whether the AP profile and network configuration push to peer switches is enabled or
disabled.

Channel Power Displays whether the channel and power configuration push to peer switches is enabled or disabled.

Discovery Displays whether the discovery configuration push to peer switches is enabled or disabled.

Global Displays whether the global configuration push to peer switches is enabled or disabled.

Known Client Displays whether the known client database push to peer switches is enabled or disabled.

Captive Portal Displays whether Captive Portal configuration push to peer switches is enabled or disabled.

Radius Client Displays whether RADIUS client configuration push to peer switches is enabled or disabled.

QoS ACL Displays whether QoS ACL configuration push to peer switches is enabled or disabled.

QoS DiffServ Displays whether QoS Diffserv (classes, services, and policies) configuration has been enabled to

push the configuration to peer switches.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless peer-switch configuration

AP Database. .. ...t e e e e e e Enable
AP Profile. ... i e Enable
Channel POWeT . ... ...ttt iie ettt et Enable
I =T ] @ oy Disable
Global. .. e e e e e e e e e e e Enable
Known Client.........uiiiiimiiittte et Enable
Captive Portal....... ...ttt Enable
RADIUS Client . v v i v ittt ettt ettt e et et eeeeean Enable
QOS ACLi. it ittt e e e e e e e e e e e e e e e e e e e e e e e e Enable
QOS DiffSerV. . v ittt it e e e e e Enable

show wireless configuration request status

This show command displays the global peer switch configuration push status and configuration push status for all peer
switches.
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Format show wireless configuration request status

Mode Privileged EXEC

Field Description

Status The global status for the configuration push request.

Total Count The total number of peer switches configuration being pushed in the current configuration push

request. This may be to one peer switch or to the total number of peer switches at the time the
configuration push request is started.

Success Count

Indicates the total number of peer switches to which the configuration has been pushed successfully
for the current configuration push request.

Failure Count

Indicates the total number of peer switches to which the configuration push request failed for the
current configuration push request.

IP Address

The peer switch IP Address.

Configuration
Status

Configuration push status for the peer switch.

Example: The following shows example CLI display output for the command.

(DWS-4026)

#show wireless configuration request status

Global Status:
Configuration Status................... Sending Configuration

Total Count
Success Count
Failure Count

Peer-Switch Status:

IP Address

10.0.0.100
10.0.0.101
10.0.0.102

Failure Invalid Code Version
In Progress
Requested

show wireless configuration receive status

This show command displays the peer switch configuration received status.

Format show wireless configuration receive status

Mode Privileged EXEC

Field Description

Switch IP The peer switch IP address that pushed configuration.

Configuration Indicates the configuration groups received as part of the configuration push.
Received

Receive Time

Indicates the configuration push received time.

Receive Status

Indicates the status of the configuration push receive from the peer switch.
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Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless configuration receive status

Switch IP....

..................... 192.168.30.20

Configuration Received ............. AP Database,

Receive Time

AP Profile,
Channel Power,
Discovery,
Global,
Known-Client
....................... JAN 03 23:32:06 1970

Receive Status ............ ... .. .... Failure Invalid Configuration

show wireless ap capability

This command displays access point hardware type and radio hardware type capabilities. If no parameters are specified, a
summary of access point hardware type capabilities for all supported AP hardware types is displayed. If an AP hardware
type ID and radio interface is specified, the detailed hardware type capabilities are displayed. Note that in this release, only
hardware type hw_dwl8600 is suported.

Format show wireless ap capability [hw dwl8600 radio <1-2>]
Mode Privileged EXEC

Field Description

hw_dwlI8600 The AP hardware type ID.

<1-2>

The radio index on the AP hardware type.

Hardware Type ID

AP hardware type that supports this radio.

Hardware Type Descriptive name of the AP hardware type.
Description

Radio Count Number of radios supported on the AP.

Image Type AP image type ID and description.

Radio The radio index of this radio in the AP.

Radio Type Text description of this radio type.

Description

VAP Count Number of virtual access points supported by this radio.

802.11a Support

Flag indicating whether this radio supports 802.11a Mode.

802.11bg Support

Flag indicating whether this radio supports 802.11bg Mode.

802.11n Support

Flag indicating whether this radio supports 802.11n configuration parameters.

(DWS-4026) #show wireless ap capability

Hardware Hardware Radio VAP Count Image
Type ID Type Description Count Per Radio Type
hw_dwl8600 DWL-8600AP Dual Radio a/b/g/n 2 16 img_dwl8600

(DWS-4026) #
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(DWS-4026) #show wireless ap capability hw dwl8600 radio 2

HardWare TyYDe . « v vt vttt ettt e ettt e e e DWL-8600AP Dual Radio a/b/g/n
Radio Count...... ...ttt 2
IMage Ty . v i ittt et et et e et et e e e e DWL-8600AP Image
Radio. ..o e e 2
Radio Type DesSCription.........oueeeueunenennnnn D-Link Enterprise b/g/n
VAP Count........ ..ttt 16
802.11a SUPPOTE .« v ittt it e et e e e e e Disable
802.11bg SUPPOTXEL . .« ittt it i e e e Enable
802.11Nn SUPPOTL .« i ittt ittt e e e Enable
show wireless ap capability image-table
This command displays the access point image capability table.
Format show wireless ap capability image-table
Mode Privileged EXEC
Field Description

Image Type ID AP image type ID.

Image Type Descriptive name of the AP image type.
Description

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap capability image-table

Image Type ID Image Type Description

hw dwlg8600 DWL-8600AP image

show wireless radius

This show command displays the configured global RADIUS configuration for wireless clients.

Format show wireless radius

Mode Privileged EXEC

Field Description

RADIUS The name of the RADIUS server used for AP authentications as well as client authentications when a
Authentication network-level RADIUS server is not defined.

Server Name

RADIUS Indicates whether the specified named RADIUS Authentication server is configured in the RADIUS
Authentication Client configuration.

Server Configured

223



D-Link Unified Switch CLI Command Reference

Field Description

RADIUS The name of the RADIUS server used for reporting wireless client associations and disassociations
Accounting Server when a network-level RADIUS accounting server is not defined.

Name

RADIUS Indicates whether the specified named RADIUS Accounting server is configured in the RADIUS Client
Accounting Server configuration.

Configured

RADIUS Flag to indicate whether or not RADIUS accounting is enabled for wireless clients accounting.
Accounting

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless radius

RADIUS Authentication Server Name.......... Default-RADIUS-Server
RADIUS Authentication Server Configured.... Configured

RADIUS Accounting Server Name ............. Default-RADIUS-Server
RADIUS Accounting Server Configured........ Not Configured

RADIUS Accounting ........o.ouiuuueeeennnnn. Disable

show wireless mac-authentication-mode
This show command displays the configured client MAC authentication mode for the switch.

Format show wireless mac-authentication-mode
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless mac-authentication-mode
MAC Authentication Action................coo.... white-1list

show wireless known-client

This show command displays the content of the local Known Client database or an entry of the local Know Client database.

Format show wireless known-client [<macaddrs>]

Mode Privileged EXEC

Field Description

MAC Address The client MAC address in the local Known Client database.

Nickname An alphanumeric string up to 32 characters in length.

Action Indicates whether to grant, deny, or use global action for MAC authentication of the client.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless known-client

MAC Address Nickname Action
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clear wireless statistics
This clear command resets the global Unified Switch statistics.

Format clear wireless statistics
Mode Privileged EXEC

Example: The following shows an example of the command.

(DWS-4026) #iclear wireless statistics

Are you sure you want to clear the wireless switch statistics? (y/n)y
Sent clear statistics request to the wireless switch.

The statistics are not cleared immediately.

(DWS-4026) #clear wireless statistics
Are you sure you want to clear the wireless switch statistics? (y/n)n

Wireless switch statistics not cleared.

wireless acknowledge-rogue

Use this command to clear the rogue AP state in the RF Scan database for the specified AP. If you do not specify a MAC
address, the rogue AP state will be cleared for all rogue APs.

Format wireless acknowledge-rogue [<macaddrs]

Mode Privileged Exec

dist-tunnel idle-timeout

Use this command to globally configure the time interval for which L2 distributed tunneled clients can stay idle. Beyond this
time interval, the tunnel is terminated. The parameter idle-timeout is a numeric value in seconds.

Default 120

Format dist-tunnel idle-timeout <30-3600>

Mode Wireless Config

Parameter Description

idle-timeout The identifier for idle-timeout. The range is 30 to 3600 seconds.

dist-tunnel max-timeout

Use this command to globally configure the maximum time for the L2 distributed tunneled clients beyond which the tunnel is
terminated. The parameter max-timeout is a numeric value in seconds.

Default 7200
Format dist-tunnel max-timeout <30-86400>
Mode Wireless Config
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Parameter

Description

max-timeout

The identifier for max-timeout. The range is 30 to 86400 seconds.

dist-tunnel mcast-repl

Use this command to globally configure the maximum multicast replications allowed for the L2 distributed tunneled clients.
The parameter mcast-repl is a numeric value.

Default 128

Format dist-tunnel mcast-repl <1-1024>

Mode Wireless Config

Parameter Description

mcast-repl The identifier for multicast replications. The range is 1 to 1024.

dist-tunnel max-clients

Use this command to globally configure the maximum number of clients that can be tunneled using L2 distributed tunnels.
The parameter max clients value is a numeric value.

Default 128

Format dist-tunnel max-clients <1-8000>

Mode Wireless Config

Parameter Description

max-clients The identifier for maximum clients. The range is 1 to 8000.
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UNIFIED SWITCH CHANNEL AND POWER COMMANDS

The commands in this section provide status and configuration for automatic channel planning and power adjustment.
channel-plan mode

This command configures the channel plan mode for each 802.11a/n and 802.11b/g/n frequency band. If itis <intervals,
a channel plan is computed and applied at every defined interval. If it is <manual>, you must start and apply the channel
plan manually. If it is <t ime>, then the channel plan will be computed and applied at the scheduled time.

Default manual

Format channel-plan {an | bgn} mode {interval | manual | time}
Mode Wireless Config

Parameter Description

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.

interval Compute and apply new channel plans at the configured interval.
manual Compute and apply new channel plans only when requested via the Ul.
time Compute and apply a new channel plan at the configured time.

channel-plan interval

This command configures the channel plan interval for each 802.11a/n and 802.11b/g frequency band. When the
corresponding channel plan mode is configured for interval, this parameter indicates how often new channel plans are
computed and applied.

Default 6

Format channel-plan {an | bgn} interval <6-24>
Mode Wireless Config

Parameter Description

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.
6-24 The channel plan interval in hours.

no channel-plan interval
The no version of this command returns the configured channel plan interval to the default.

Format no channel-plan {an | bgn} interval
Mode Wireless Config
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channel-plan time

This command configures the channel plan time for each 802.11a/n and 802.11b/g/n frequency band. When the
corresponding channel plan mode is configured for time, this parameter indicates the time of day a new channel plan is
computed and applied.

Default 00:00

Format channel-plan {an | bgn} time <hh:mm>
Mode Wireless Config

Parameter Description

an Configure channel plan mode for 802.11a/n.
bgn Configure channel plan mode for 802.11b/g/n.
hh:mm The channel plan time in 24 hour time.

Example: The following shows an example of the command.

DWS-4026 (Config wireless)# channel-plan an time 23:59 ?
<Cr> Press Enter to execute the command.

no channel-plan time
The no version of this command returns the configured channel plan time to the default.

Format channel-plan {an | bgn} time
Mode Wireless Config

channel-plan history-depth

This command configures the number of channel plan history iterations that are maintained for each 802.11a/n and 802.11b/
g/n frequency band. The number of iterations stored for each channel plan affects channel assignment; the channel
algorithm will not assign the same channel to an AP more than once within the number of stored iterations of the channel
plan.

Default 5

Format channel-plan {an | bgn} history-depth <0-10>
Mode Wireless Config

Parameter Description

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.

0-10 Channel plan history depth.

no channel-plan history-depth

The no version of this command returns the history depth for the channel plan to the default.
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Format no channel-plan {an | bgn} history-depth
Mode Wireless Config

power-plan mode

This command configures the power plan mode for managed APs. If it is <interval>, power adjustments are computed
and applied at every defined interval. If it is <manual>, you must start and apply proposed power adjustments manually.

Default manual

Format power-plan mode {interval | manual}

Mode Wireless Config

Parameter Description

interval Compute and apply power adjustments at the configured interval.
manual Compute and apply power adjustments only when requested via the UL.

power-plan interval

This command configures the power adjustment interval. When the power plan mode is configured for interval, this
parameter indicates how often new power adjustments are computed and applied.

Default 4

Format power plan interval <1-24>
Mode Wireless Config

Parameter Description

1-24 The power plan interval in hours.

no power-plan interval
The no version of this command returns the configured power adjustment interval to the default.

Format no power-plan interval

Mode Wireless Config

wireless channel-plan
This command allows you to request manual channel plan actions for each 802.11n and 802.11b/g/n frequency band.

Format wireless channel-plan {an | bgn} [peer group] {apply | clear | start}
Mode Privileged EXEC
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Parameter Description

an Configure channel plan mode for 802.11a/n.
bgn Configure channel plan mode for 802.11b/g/n.
peer group Run the channel plan for the entire peer-group.
apply Apply the entire proposed channel plan.

clear Clear the current proposed channel plan.

start Compute a new proposed channel plan.

wireless power-plan

This command allows you to manage manual power adjustments for the managed APs.

Format wireless power-plan [peer group] f{apply | clear | start}
Mode Privileged EXEC

Parameter Description

peer group Run the power plan for the entire peer-group.

apply Apply the proposed power adjustments.

clear Clear the proposed power adjustments.

start Compute new proposed power adjustments.

show wireless channel-plan

This command displays configuration for automatic channel planning. The channel plan type argument must be specified,
the configuration and status is maintained separately for each radio frequency.

Format show wireless channel-plan {an | bgn}

Mode Privileged EXEC

Field Description

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.

Channel Plan The channel plan type or mode, managed AP radios operating in the specified mode will be considered

for this channel plan.

Channel Plan Mode The frequency for automatic channel planning manual, fixed time, or interval. If the mode is manual,
the channel algorithm will not run unless you request it.

Channel Plan If the channel plan mode is interval, this indicates the frequency in hours that the channel plan is
Interval computed and applied.

Channel Plan Fixed If the channel plan mode is fixed time, this indicates the time (24-hour time) at which the channel plan
Time is computed and applied.

Channel Plan This indicates the number of iterations of the channel plan that are maintained in the channel plan
History Depth history. The channel on a managed AP radio will not be changed more than once within the channel
plan history.
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show wireless channel-plan history

This command displays a history for the automatic channel algorithm. The channel plan type argument must be specified.
A channel history is maintained separately for each radio frequency. The channel algorithm maintains a configured number
of iterations of applied channel changes to avoid frequent channel changes to the same managed AP radio. If the IP address
is not entered, the command displays a history summary for all peer switches. If a peer switch IP address is entered, detailed
history for that peer switch is displayed.

Format show wireless channel-plan history {an | bgn} [<ipaddrs>]
Mode Privileged EXEC

Field Description

ipaddr The <ipaddrs is a valid IP address.

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.

Current Iteration

Indicates the current iteration of the channel plan.

Operational Status

Indicates whether automatic channel planning is active or inactive. Automatic channel planning may
be inactive due to 802.11h or unsupported clear channels.

Last Algorithm

Time

Indicates the last time the channel planning algorithm completed.

AP MAC address

The managed AP Ethernet MAC address.

Location A descriptive location string configured for the managed AP.

Radio The radio interface on the managed AP.

Iteration Iteration of the channel plan where the new channel was computed and applied.
Channel The channel computed and applied to the managed AP.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless channel-plan history a

Switch Current Last Algorithm

IP Address Iteration Time

10.0.0.1 2 JAN 03 23:32:06 1970
10.254.22.1 3 JAN 03 23:33:06 1970
10.254.22.15 1 JAN 03 23:32:06 1970
10.254.22.16 0 --

Switch) #show wireless channel-plan history a 10.254.22.15
Switch IP AdAress. .. ...ttt it ei e 10.254.22.15
Current Iteration.............iiiiiimenneenn. 0

Operational Status...............o ... Active

Last Algorithm Time.......... ... ... . .. ... JAN 03 23:32:06 1970
AP MAC Address Location Radio Iteration Channel
00:00:85:00:50:00 Third floor 1 1 6
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show wireless channel-plan proposed

This command displays the proposed channel plan changes for a manual request to run the channel algorithm. The channel
plan type argument must be specified. The channel algorithm is run separately for each radio frequency. The proposed
channel changes may be cleared or applied using the wireless channel-plan command. If the IP address is not entered,
the command displays a proposed summary for all peer switches. If a peer switch IP address is entered, detailed proposed
entries for that peer switch are displayed.

Format show wireless channel-plan proposed {an | bgn} [<ipaddrs>]
Mode Privileged EXEC

Field Description

ipaddr The <ipaddrs is a valid IP address.

an Configure channel plan mode for 802.11a/n.

bgn Configure channel plan mode for 802.11b/g/n.

Current Status Indicates the status of a manual channel plan request.

AP MAC Address The managed AP Ethernet MAC address.

Location A descriptive location string configured for the managed AP.

Radio The radio interface on the managed AP.

Current Channel The current channel on the managed AP radio.

New Channel The new channel computed by the channel algorithm.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless channel-plan proposed a

Switch IP Address Current Status
10.0.0.1 Apply Complete
10.254.22.1 Apply Complete
10.254.22.15 Apply Complete

(DWS-4026) #show wireless channel-plan proposed a 10.254.22.15
Current Status........... ... Apply Complete

Current New
AP MAC Address Location Radio Channel Channel

00:00:85:00:50:00 Third floor 1 11 1
show wireless power-plan

This command displays status and configuration for automatic power adjustment. The command does not accept any
arguments.

Format show wireless power-plan
Mode Privileged EXEC
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Field Description

Power Plan Mode The mode for automatic power adjustment, manual or interval. If the mode is manual, the power
algorithm will not run unless you request it.

Power Plan Interval If the power adjustment mode is interval, this indicates the frequency in minutes that power
adjustments are computed and applied.

show wireless power-plan proposed

This command displays the proposed power adjustments for a manual request to run the power algorithm. The command
does not accept any arguments. The proposed power changes may be cleared or applied using the wireless power-plan
command. If the IP address is not entered, the command displays a proposed summary for all peer switches. If a peer switch
IP address is entered, detailed proposed entries for that peer switch are displayed.

Format show wireless power-plan proposed [<ipaddr>]
Mode Privileged EXEC

Field Description

ipaddr The <ip addr> is a valid IP address.

Current Status Indicates the status of a manual power adjustment request.
AP MAC Address The managed AP Ethernet MAC address.

Location A descriptive location string configured for the managed AP.
Radio The radio interface on the managed AP.

Current Power The current transmit power on the managed AP radio.

New Power The new transmit power computed by the power algorithm.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless power-plan proposed
Switch IP Address Current Status

10.0.0.1 Algorithm Completed
10.254.22.1 Algorithm Completed
10.254.22.15 Algorithm Completed

(DWS-4026) #show wireless power-plan proposed 10.254.22.15
Current Status......... .. ... Algorithm Complete
No proposed power adjustments to display.
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PEER UNIFIED SWITCH COMMANDS

The commands in this section provide peer Unified Switch status.
show wireless peer-switch

This command displays status information for peer Unified Switches. If no parameters are entered, the command will display
summary status for all peer switches. If a peer switch IP address is entered, detailed status for that peer switch is displayed.

Format show wireless peer-switch [<ipaddrs>]
Mode Privileged EXEC

Field Description

ipaddr The <ipaddrs is a valid IP address.

IP Address IP address of the peer switch.

Vendor ID The peer switch software vendor ID.

Software Version Version of WS software on the peer switch.

Protocol Version Protocol version of WS software on the peer switch.

Discovery Reason Method for peer WS discovery.

Managed AP Count Total number of access points currently managed by the peer switch.

Age Time since last update was received from the switch.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless peer-switch

Vendor Software Protocol Discovery
IP Address ID Version Version Reason Age
10.27.64.222 D-Link D.5.28.1 2 L2 Poll 04:00:00:18

(DWS-4026) #show wireless peer-switch 10.254.22.1

= Vo Lo B S = = 10.254.22.1
VenNdor ID. . ittt ettt e e e e e e e e e e e e D-Link
Software Version......... .t D.5.28.1
Protocol VersSion. ......u.uiii e eeenneeeennn 2

DisScovery ReEaSON. . .. u vt ittt ittt e e e eee e L2 Poll
Managed AP Count............ ... 3

7 0d:00:00:11

show wireless peer-switch configure status
This command displays config push status information for peer Unified Switches. If no parameters are entered, the command

will display summary status for all peer switches. If a peer switch IP address is entered, detailed status for that peer switch
is displayed.

234 © 2009 D-Link Corporation. All Rights Reserved



Peer Unified Switch Commands

Format show wireless peer-switch [<ipaddr>] configure status
Mode Privileged EXEC

Field Description

ipaddr The <ipaddrs is a valid IP address.

IP Address The IP address of the peer switch.

Configuration

The peer switch IP address last config received.

Switch IP Address

Configuration
Status

Config push status from the Unified Switch to this peer switch.

Configuration
Received

Configuration groups received as part of config push from the peer switch.

Rx Time

The time the config push was received from the peer switch.

Example: The following shows example CLI display output for the command.

(DWS-4026)

IP Address

10.0.0.100
10.0.0.101
10.0.0.102
(DWS-4026)

IP Address

#ishow wireless peer-switch configure status
Configuration
Switch IP Address

Configuration

10.254.22.1
10.254.22.1
10.254.22.1

AP Database,AP Profile..
AP Database,AP Profile..
AP Profile,Channel..

03 23:32:06 1970
03 23:32:06 1970
03 23:32:06 1970

#ishow wireless peer-switch 10.0.0.100 configure status

10.0.0.100

Configuration Switch IP Address.
Configuration Status
Configuration Received

Known-Client
Rx Time

show wireless peer-switch ap status

10.254.22.1

Failure Invalid Code Version
AP Database,

AP Profile,

Channel Power,

Discovery,

Global,

JAN 03 23:32:06 1970

This command displays the operational status for a peer Unified Switch-managed AP. If no parameters are specified, the
command will display a summary of all Unified Switch-managed APs. If an AP MAC address is specified, the detailed status

is displayed.

Format show wireless peer-switch [<ipaddr>] ap [<macaddr>] status
Mode Privileged EXEC

Field Description

ipaddr The <ipaddrs is a valid IP address.
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Field Description
macaddr Unified Switch-managed AP MAC address.
IP Address The network IP address of the peer Unified Switch-managed AP.

MAC Address The Ethernet address of the peer Unified Switch-managed AP.

Peer Switch IP The network IP address of the peer Unified Switch managing the AP.
Address

Location A location description for the AP, this is the value configured in the valid AP database (either locally or

on the RADIUS server).

Profile The AP profile configuration currently applied to the peer Unified Switch-managed AP.

Hardware Type Hardware platform for the AP, this is learned from the AP during discovery.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless peer-switch ap status
Peer Switch

MAC Address IP Address Location Profile HwType

00:01:01:02:01:01 192.168.0.100 Ground Floor 1-Default DWL-8600AP Dual Radio
00:01:01:02:02:01 192.168.0.100 Ground Floor 1-Default DWL-8600AP Dual Radio
00:01:01:02:03:0 192.168.0.200 Conf Room.. 2-L3 Roaming.. DWL-8600AP Dual Radio
00:01:01:02:04:01 192.168.0.300 First Floor 3-WPA2 VAPs.. DWL-8600AP Dual Radio

(DWS-4026) #
(DWS-4026) #show wireless peer-switch 192.168.0.100 ap status
Peer Switch

a/b/g/n
a/b/g/n
a/b/g/n
a/b/g/n

MAC Address IP Address Location Profile HwType
00:01:01:02:01:01 192.168.0.100 Ground Floor 1-Default DWL-8600AP Dual Radio a/b/g/n
00:01:01:02:02:01 192.168.0.100 Ground Floor 1-Default DWL-8600AP Dual Radio a/b/g/n

(DWS-4026) #show wireless peer-switch ap 00:01:01:02:02:01 status

MAC AdAr eSS . v vttt ittt e e ettt e e e e e et e 00:01:01:02:01:01

Peer Switch IP Address. ............. ... ... 192.168.0.100

IP AdAYESS. ittt e 192.168.0.1

LoCatIoN . « vt e e e e e Conf Room Bldg 200
Profile. ... . e 2 - L3 Roaming Profile
HarAWare TyD€ . v v oottt tee e et ee e et eeeeann D-Link
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LocAL ACCESS POINT DATABASE COMMANDS

The commands in this section provide configuration of the local valid AP database. These configurations may also be
performed on an external RADIUS server.

ap database

This command adds an AP to the local valid AP database (if not already present) and enters the AP configuration mode
identified by the AP MAC address. In AP configuration mode, you can configure parameters for each individual valid AP.
Note that if a valid AP is already being managed by the switch, you need to reset the AP to pick up any configuration changes
in the valid AP database. The valid AP database parameters are read only when the AP is validated during discovery.

Format ap database <macaddr>
Mode Wireless Config

Parameter Description

macaddr MAC address of a physical AP.

no ap database

The no version of this command deletes the AP entry for the specified MAC address from the local database or all the entries
present in the database.

Format no ap database [<macaddr>]
Mode Wireless Config

mode (AP Config Mode)

This command configures the managed mode for an AP.

Default ws-managed

Format mode {ws-managed | standalone | rogue}

Mode AP Config

Parameter Description

ws-managed AP is managed by the Unified Switch upon discovery.

standalone AP is managed as a standalone AP and should not be reported as rogue by the Unified Switch.
rogue AP is identified as an administrator-configured rogue AP and will be reported as rogue upon discovery.
location

This command configures a descriptive string for the AP location.
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Format location <values>

Mode AP Config

Parameter Description

value This parameter is an AP location string. It should not be more than 32 characters long. To use spaces

in the location, enclose the value with quotes, for example "Conference Room A".

no location
The no version of this command deletes the current location string for the AP.

Format no location
Mode AP Config

password (AP Config Mode)

This command configures the password that this AP must use to authenticate to the Unified Switch. The password is only
verified if global AP authentication is enabled. After you enter the password, the CLI prompts you to enter a password that
is between 8-63 alphanumeric characters.

Default The default password is blank.
Format password
Mode AP Config

no password
The no version of this command deletes the password for the AP.

Format no password
Mode AP Config

Example: The following shows an example of the command.

DWS-4026 (Config-ap)# password ?
<cr>Press Enter to execute the command.

DWS-4026 (Config-ap)# password <cr>
Enter Password (8 - 63 characters) :<enter here>

Re-enter password:<enter same heres>

DWS-4026 (Config-ap)# no password <cr>
DWS-4026 (Config-ap)#

password encrypted

This command configures the password that this AP must use to authenticate to the Unified Switch. The password is only
verified if global AP authentication is enabled. The command accepts the AP password in an encrypted format.
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Default The default password is blank.

Format password encrypted <passwords>

Mode AP Config

Parameter Description

password The password in encrypted format, 128 hexadecimal characters.
profile

This command configures the AP profile to be used to configure this AP. The profile configuration is used only if the AP mode
is Unified Switch-managed.

Default 1 - Default

Format profile <1-16>

Mode AP Config

Parameter Description

1-16 Indicates the AP profile ID for AP configuration.
no profile

The no version of this command sets the current profile ID for the AP to the default profile.

Format no profile
Mode AP Config
radio

This command allows you to configure fixed channel and/or power settings for a radio on the AP. If the channel is not valid
for the physical mode configured within the AP configuration profile, this configuration is ignored.

Default channel 0 (auto), power 0 (auto)

Format radio <1-2> {channel <channel> | power <0-100>}

Mode AP Config

Parameter Description

1-2 The radio interface on the AP.

channel 0 (auto) or a fixed channel for the radio. The valid range is based on the configured country code.
0-100 0 (auto) or a fixed transmit power for the radio. The value is entered as % of maximum power.

standalone channel (Stand-alone AP expected channel)

This command configures the expected channel for an AP in stand-alone mode.
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Default 0 (any channel)

Format standalone channel <channels>

Mode AP Config

Parameter Description

channel A valid channel from 0 to 161 from the all-country aggregate channel list. Channel zero indicates that

any valid channel is allowed.

no standalone channel

The no version of this command configures the expected channel for an AP in stand-alone mode to the default — any channel
is allowed.

Format no standalone channel
Mode AP Config

standalone security (Stand-alone AP expected security mode)

This command configures the expected security mode for an AP in stand-alone mode.

Default any

Format standalone security {any | open | wep | wpa}

Mode AP Config

Parameter Description

any All security modes are allowed; open security, WEP and WPA/WPA2.
open Only open security mode is allowed for the AP.

wep Only WEP security is allowed for the AP.

wpa Only WPA/WPA2 security is allowed for the AP.

no standalone security

The no version of this command configures the expected security mode for an AP in stand-alone mode to the default — any
security mode is allowed.

Format no standalone security
Mode AP Config

standalone ssid (Stand-alone AP expected SSID)

This command configures the expected SSID for an AP in stand-alone mode.
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Default ““ (empty string — any SSID is allowed).

Format standalone ssid <name>

Mode AP Config

Parameter Description

name The service set ID must be between 1 and 32 characters. Use the no form of the command to configure

the AP to operate on any SSID.

no standalone ssid
The no version of this command configures the expected SSID for an AP in stand-alone mode.

Format no standalone ssid
Mode AP Config

standalone wds-mode (Stand-alone AP expected WDS mode)

This command configures the expected WDS mode for an AP in stand-alone mode.

Default any

Format standalone wds-mode {any | bridge | normal}

Mode AP Config

Parameter Description

any Operation as a bridge or in normal mode is allowed.

bridge Normal mode operation is not allowed. The stand-alone AP is expected to operate as a bridge.
normal Operation as a bridge is not allowed.

no standalone wds-mode

The no version of this command configures the expected WDS mode for an AP in stand-alone mode to the default — any
WDS mode is allowed.

show wireless ap database

This command displays the valid AP database entries. If no parameters are entered, a summary is displayed. You can enter
a MAC address to display detailed information for a specific AP.

Format show wireless ap database [<macaddrs]

Mode Privileged EXEC

Field Description

macaddr The MAC Address corresponding to the AP’s Ethernet interface.
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Field Description

Location A description for the AP, often based on its location.

AP Mode Indicates the configured mode of the AP is either ws-managed, standalone, or rogue.

Profile This indicates the configuration profile. If the AP is in managed mode this is the profile sent to the AP.
Password If the authentication password is configured, the value displayed will be Yes, otherwise it will be No.
Configured

Radio 1 Channel This indicates Auto or a fixed channel for radio 1.

Radio 2 Channel This indicates Auto or a fixed channel for radio 2.

Radio 1 Transmit This indicates Auto or a fixed power setting for radio 1.
Power

Radio 2 Transmit This indicates Auto or a fixed power setting for radio 2.
Power

Standalone Expected channel for stand-alone mode.
Expected Channel

Standalone Expected security for stand-alone mode.
Expected Security
Mode

Standalone Expected SSID for stand-alone mode.
Expected SSID

Standalone Expected WDS mode for stand-alone mode.
Expected WDS
Mode

When the command is entered without specifying a MAC address, the following summary information displays:

Field Description

AP Database Number of APs in the database/size of the AP database.

Managed AP The total number of APs in the database that are marked as Managed.
Rogue AP The total number of APs in the database that are marked as Rogue.
Standalone AP The total number of APs in the database that are marked as Standalone.

Example: The following example shows the CLI display when the command is enter with no AP MAC address specified:

AP database: 2/128 Managed AP: 1 Rogue AP: 0 Standalone AP: 1
MAC Address Location AP Mode
00:11:22:33:45:67 test ws-managed
00:23:34:56:54:76 dev standalone

Example: The following shows example CLI display output for the command when an AP MAC address is specified..

(DWS-4026) #show wireless ap database 11:33:44:55:66:77

AP MAC AdArESS . i v ittt ettt ettt e e ettt 11:33:44:55:66:77
Locatiom. v v ittt e

AP MO . ¢ ittt ettt e e e e e e e e e e e e e e e ws-managed
Password Configured...........iiiiiiiieeennn. No

Profile. ... e e 1 - Default
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Radio
Radio
Radio

Radio 2 Power

Stand-alone
Stand-alone
Stand-alone
Stand-alone

(DWS-4026)
MAC Address

00:77:77:77:52:00
11:10:10:10:10:10

[ SRS
J
[¢]
B
o
o

#ishow wireless ap-database

............................... Auto
................................. Auto
............................... Auto
................................. Auto
Expected Channel................... 0
Expected Security Mode............. Any
Expected SSID. ... ..o iiiiiiiiinnnnn.
Expected WDS Mode............coo.... Any
Location AP Mode
lab ws-managed
conference-room standalone
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WIRELESS NETWORK COMMANDS

The commands in this section provide configuration of wireless networks.
network (Wireless Config Mode)

This command adds a network configuration (if not already present) and enters the network configuration mode. In this
mode, you can modify the network configuration parameters.

Default Networks 1-16 are created by default.
Format network <1-64>

Mode Wireless Config

Parameter Description

1-64 Integer ID for the network.

no network

The no version of this command deletes a configured network. If a network is applied to one or more VAPs within an AP
profile, it cannot be deleted. The first sixteen default networks can never be deleted.

Format no network
Mode Wireless Config
ssid

This command configures the SSID for the wireless network. A network must be configured with an SSID of one or more
characters. The SSID can be modified, but cannot be deleted. Except for the default Guest Network, the default SSID for
each network is ‘Managed SSID’ followed by the unique Network ID.

Default Network 1 - Guest Network
Network <networkid>— Managed SSID <networkid>
Format ssid <name>
Mode Network Config
Parameter Description
name Service Set Identifier, must be between 1-32 alphanumeric characters. To use spaces in the SSID, use

quotes around the name.

vlan (Network Config Mode)

This command configures the default VLAN ID for the network. If there is no RADIUS server configured or a client is not
associated with a VLAN via RADIUS, this is the VLAN assigned.
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Default 1 — Default VLAN
Format vlan <1-4094>
Mode Network Config
Parameter Description
1-4094 A valid VLAN ID.
no vlan

The no version of this command sets the default VLAN ID for the network to its default value.

Format no vlan
Mode Network Config
hide-ssid

This command enables hiding of the SSID for this network. If enabled, the SSID is not included in the AP beacon frames.

Default Disable
Format hide-ssid
Mode Network Config

no hide-ssid
The no version of this command disables hiding of the SSID for this network.

Format no hide-ssid
Mode Network Config

client-qos access-control
This command configures the default access control list used by clients associated with this network that do not obtain their
own value via RADIUS. The <acl-name> parameter is a case-sensitive alphanumeric string from 1 to 31 characters. The

access list specified in this command must currently exist in the Unified Switch.

Format client-gos access-control {down | up} {ip {<1-199> | <acl-name>}
Mode Network Config

no client-qos access-control
The no version of this command removes the client QoS default access control list parameter configured for this network.

Format no client-gos access-control {down | up}

Mode Network Config
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client-qos bandwidth-limit

This command configures the default maximum bandwidth rate limit in bits per second used by clients associated with this
network that do not obtain their own value via RADIUS.

% Note: The specified value is subject to rounding down to the nearest 64000 in the AP, with a minimum rounded
value of 64000.

Format client-qgos bandwidth-limit {down | up} {1-4294967295}
Mode Network Config

no client-qos bandwidth-limit

The no version of this command sets the client QoS default maximum bandwidth rate limit parameter to 0 for this network,
disabling rate limiting for clients that associate with this network and use this default value.

Format no client-gos bandwidth-limit {down | up}
Mode Network Config

client-qos diffserv-policy
This command configures the default Diffserv policy used by clients associated with this network that do not obtain their own
value via RADIUS. The <policy-name> parameter is a case-sensitive alphanumeric string from 1 to 31 characters and

must specify a Diffserv policy that currently exists in the Unified Switch.

Format client-qos diffserv-policy {down | up} <policy-names>
Mode Network Config

no client-qos diffserv-policy
The no version of this command removes the client QoS default Diffserv policy parameter configured for this network.

Format no client-qos diffserv-policy {down | up}
Mode Network Config

client-qos enable
This command enables AP client QoS operation for the network. When enabled, and when the wireless global client QoS

mode is also enabled, clients associated to this network may have one or more of the following QoS facilities in effect in the
down and/or up directions: access control, bandwidth limiting, and Differentiated services (via policy).

% Note: This command takes effect in an AP without requiring that the AP profile be reapplied.

Default disable
Format client-gos enable
Mode Network Config

246 © 2009 D-Link Corporation. All Rights Reserved



Wireless Network Commands

no client-qos enable

The no version of this command disables AP client QoS operation for the network. Client traffic is not subject to QoS
processing for any clients attached to this wireless network.

Format no client-gos enable
Mode Network Config

deny-broadcast

This command enables deny broadcast mode for the network. This means the AP will not respond to client probe requests
broadcast to all available SSIDs.

Default Disable
Format deny-broadcast
Mode Network Config

no deny-broadcast

The no version of this command disables deny broadcast mode for the network. This means the AP will respond to client
probe requests for all available SSIDs.

Format no deny-broadcast
Mode Network Config

redirect mode

This command enables and configures the mode for redirection of wireless client traffic on this network. If HTTP redirection
is enabled, initial client requests are redirected to the configured URL.

Default None
Format redirect mode {http | none}
Mode Network Config

no redirect mode

The no version of this command disables redirect on the network.

Format no redirect mode
Mode Network Config
redirect url

This command configures a URL for HTTP redirection. When HTTP redirection is enabled on the network, each initial client
request is directed to this URL. Note that http:// is not entered in the configured URL because this prefix is assumed.
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Default None (The default is “blank”.)

Format redirect url <url>

Mode Network Config

Parameter Description

url A Uniform Resource Locator, for example www.cnn.com. The URL must be 0-128 characters.

no redirect url
The no version of this command removes the configured URL. The value is set to an empty string.

Format no redirect url
Mode Network Config

security mode

This command configures the authentication and encryption mode on the network.

Default none

Format security mode {none | static-wep | wep-dotlx | wpa-enterprise | wpa-personal}
Mode Network Config

Parameter Description

none No authentication or encryption on the network.

static-wep Static WEP encryption, authentication is configured separately.

wep-dotix Dynamic WEP authentication using 802.1x.

wpa-enterprise WPA 802.1x authentication.

wpa-personal WPA shared-key authentication.

no security mode
The no version of this command sets the security mode to its default value.

Format no security mode
Mode Network Config

wep authentication

This command configures the static WEP authentication mode for the network. This value is applicable only when the
security mode is configured for static WEP authentication and encryption.
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Default Open System

Format wep authentication {open-system [shared-key] | shared-key}
Mode Network Config

Parameter Description

open system No authentication required.

shared-key Clients are required to authenticate to the network using a shared key.

no wep authentication

The no version of this command sets WEP authentication mode to the default value, which is open system.

Format no wep authentication
Mode Network Config
wep key

This command configures up to 4 static WEP keys for the network. The configured keys are used when the network security
mode is set to WEP shared key, according to the configured WEP transfer key index. The number of characters required
depends on the configured WEP key type and length.

Format wep key <1-4> <value>

Mode Network Config

Parameter Description

1-4 A valid WEP key index.

value The WEP key itself, entered in ASCII or HEX format. The following list shows the number of keys to

enter in the field:

e 64 bit —ASCII: 5 characters; Hex: 10 characters

e 128 bit —ASCII: 13 characters; Hex: 26 characters

e 152 bit —ASCII: 16 characters; Hex: 32 characters.

For more information, please see the “Static WEP” table in the Unified Switch Administrator’s Guide.

no wep key

The no version of this command removes the corresponding WEP key configuration.

Format no wep key <1-4>
Mode Network Config
wep tx-key

This command configures the WEP key index to be used for encryption on the network. This value is applicable only when
the security mode is configured for WEP shared key authentication and encryption.
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Default 1

Format wep tx-key <I1-4>

Mode Network Config

Parameter Description

14 A valid WEP key index value.

no wep tx-key
The no version of this command sets the WEP transmit key index to its default value.

Format no wep tx-key
Mode Network Config

wep key type

This command configures the WEP key type for the network. The configured key type is used when the network security
mode is set to WEP shared key. The WEP key type affects the number of characters required for a valid WEP key, and
therefore changing the WEP key length will reset all keys.

Default ASCII

Format wep key type {ascii | hex]}
Mode Network Config

Parameter Description

ascii Set WEP key type to ASCII.

hex Set WEP key type to hexadecimal.

no wep key type
The no version of this command returns the WEP key type to its default value.

Format no wep key type
Mode Network Config

wep key length

This command configures the WEP key length in bits for the network. The configured key length is used when the network
security mode is set to WEP shared key. The WEP key length affects the number of characters required for a valid WEP
key, and therefore changing the WEP key length will reset all keys.

Default 128
Format wep key length {64 | 128}
Mode Network Config
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no wep key length
The no version of this command returns the WEP key length to its default value.

Format no wep key length
Mode Network Config

mac authentication

This command enables and configures the mode for client MAC authentication on the network.

Default Disable

Format mac authentication {Iocal | radius}

Mode Network Config

Parameter Description

local Enable MAC authentication using the AP profile MAC authentication list.
radius Enable MAC authentication using the configured RADIUS server.

no mac authentication

The no version of this command disables MAC authentication on the network.

Format no mac authentication

Mode Network Config

radius server secret (Network Config)

This command configures the secret to use in communicating with the configured RADIUS server. The secret must be a

printable string in the range 0-64 characters. When the command is entered, you will be prompted to enter the secret and
then again to confirm the secret.

Format radius server secret

Mode Network Config

Example: The following shows an example of the command.

DWS-4026 (Config-network)# radius server secret
Enter Secret (65 characters max) :<enter here>
Re-enter Secret:<enter same heres

radius server-name

This command configures the RADIUS authentication/accounting server name for wireless clients authenticating to this
network. The server name can contain alphanumeric characters plus —, _, and space.
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Default Default-RADIUS-Server — authentication server name
Default-RADIUS-Server — accounting server name

Format radius server-name {auth | acct} <name>

Mode Network Config

Parameter Description

name Enter an alphanumeric string up to 32 characters in length.

no radius server-name
The no version of this command sets the RADIUS authentication/accounting server name to the default value.

Format no radius server-name {auth | acct}
Mode Network Config

Example: The following shows an example of the command.

(DWS-4026) #radius server-name auth “Wireless Network-1 Auth Server 1” ?
<Ccr> Press Enter to execute the command.

(DWS-4026) #no radius server-name auth ?
<Ccr> Press Enter to execute the command.

(DWS-4026) #radius server-name acct “Wireless Network-1 Acct_ Server 1” ?
<Ccr> Press Enter to execute the command.

(DWS-4026) #no radius server-name acct ?
<Cr> Press Enter to execute the command.

radius use—-network-configuration

This command configures the system to use the network RADIUS configuration for wireless client’s authentication on this
network or to use global RADIUS configuration.

Default Enable
Format radius use-network-configuration
Mode Network Config

no radius use—network—configuration

The no version of this command configures the system to use the network RADIUS configuration for authentication of
wireless clients on this network.

Format no radius use-network-configuration

Mode Network Config

Example: The following shows an example of the command.

(DWS-4026) # radius use-network-configuration ?
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<cr>Press Enter to execute the command.

(DWS-4026) # no radius use-network-configuration ?
<cr>Press Enter to execute the command.

radius accounting (Network Config)

This command enables RADIUS accounting mode for authentication on this network.

Default Disable
Format radius accounting
Mode Network Config

no radius accounting
The no version of this command disables RADIUS accounting mode for authentication on this network.

Format no radius accounting

Mode Network Config

wpa versions

This command configures the WPA version(s) supported on the network. One or both parameters must be specified. This
configuration only applies when the configured security mode is WPA.

Default wpa/wpa2

Format wpa versions {wpa [wpa2] | wpa2}
Mode Network Config

Parameter Description

wpa WPA version allowed.

wpa2 WPA2 version allowed.

no wpa versions

The no version of this command configures the supported WPA versions to the default value.

Format no wpa versions
Mode Network Config
wpa ciphers

This command configures the WPA cipher suites supported on the network; one or both parameters must be specified. This
configuration only applies when the configured security mode is WPA.
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Default tkip

Format wpa ciphers {ccmp [tkip] | tkip}
Mode Network Config

Parameter Description

tkip TKIP encryption.

ccmp CCMP encryption.

no wpa ciphers

The no version of this command WPA returns supported cipher suites to the default value.

Format no wpa ciphers
Mode Network Config
wpa key

This command configures the WPA shared key. This is an alphanumeric string in the range 8-64 characters. The configured
key is used when the network security mode is set to WPA shared key.

Default None

Format wpa key <value>
Mode Network Config
tunnel

This command enables client traffic tunneling on the network. For the tunnel to be operational, global routing must be
enabled on the switch and the tunnel subnet, and mask must be configured and match a valid routing interface.

Default Disable
Format tunnel

Mode Network Config
no tunnel

The no version of this command disables client traffic tunneling on the network.

Format no tunnel
Mode Network Config

tunnel subnet

This command configures the tunnel subnet IP address for the network. This must match a configured routing interface in
order for the tunnel to be operational.

254 © 2009 D-Link Corporation. All Rights Reserved



Wireless Network Commands

Default Subnet IP - None
Subnet mask - 255.255.255.0
Format tunnel subnet <ipaddr> [mask <mask>]
Mode Network Config
Parameter Description
ipaddr A valid IP address.
mask A valid subnet mask.

no tunnel subnet
The no version of this command deletes the configured tunnel subnet parameters.

Format no tunnel subnet
Mode Network Config

arp-suppression

This command enables wireless ARP suppression on the network. Enabling wireless ARP suppression allows for limiting
ARP broadcasts on the wireless medium for IPv4 networks.

Default Disable
Format arp-suppression
Mode Network Config Mode

no arp-suppression
The no version of this command disables wireless ARP suppression on the network.

Format no arp-suppression

Mode Network Config Mode

wpa2 pre-authentication

This command enables WPA2 pre-authentication support for client roaming.

Default Enable
Format wpa2 pre-authentication
Mode Network Config

no wpaZ2 pre-authentication

The no version of this command disables WPA2 pre-authentication support.
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Format no wpa2 pre-authentication
Mode Network Config

wpa2 pre-authentication limit

This command configures the WPA2 pre-authentication limit for the network. This specifies a limit on the number of APs

within the peer group to which one client is allowed to pre-authenticate.

Default 0, no limit

Format wpa2 pre-authentication limit <0-192>
Mode Network Config

Parameter Description

0-192 Valid WPA2 pre-authentication limit.

no wpaZ2 pre-authentication limit

The no version of this command sets the configured WPA2 pre-authentication limit to its default value.

Format no wpa2 pre-authentication limit
Mode Network Config

wpa2 key-forwarding

This command enables WPA2 key forwarding support for client roaming on the network.

Default Enable
Format wpa2 key-forwarding
Mode Network Config

no wpa2 key-forwarding
The no version of this command disables WPA2 key forwarding support on the network.

Format no wpa2 key-forwarding
Mode Network Config

wpa2 key-caching holdtime

This command configures the length of time a PMK will be cached by an AP for either client roaming or key forwarding.

Default 10
Format wpa2 key-caching holdtime <0-1440>
Mode Network Config
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Parameter Description

0-1440 WPA2 key caching hold time in minutes.

no wpaZ2 key-caching holdtime
The no version of this command sets the WPA2 key caching hold time to its default value.

Format no wpa2 key-caching holdtime
Mode Network Config

dot1x bcast-key-refresh-rate

This command specifies the interval after which the broadcast keys are changed.

Default 300 seconds

Format dotlx bcast-key-refresh-rate <0-86400>

Mode Network Config

Parameter Description

0-86400 The bcast-key-refresh-rate range is 0 to 86400 in seconds.

no dot1x bcast-key-refresh-rate
The no version of this command returns the bcast-key-refresh-rate to its default value.

Format no dotlx bcast-key-refresh-rate
Mode Network Config

dot1x session-key-refresh-rate

This command specifies the interval after which the Unicast session keys are changed.

Default 0 seconds

Format dotlx session-key-refresh-rate <0-86400>

Mode Network Config

Parameter Description

0-86400 The session-key-refresh-rate range is 0 to 86400 in seconds.

no dot1x session-key-refresh-rate

The no version of this command returns the session-key-refresh-rate to its default value.

257



D-Link Unified Switch CLI Command Reference

Format

Mode Network Config

clear (Network Config Mode)

no dotlx session-key-refresh-rate

This command restores a network configuration to default values.

Format clear

Mode Network Config

show wireless network

This command displays the network configuration parameters. If no parameters are specified, a summary of the configured

networks is displayed, otherwise the detailed configuration is displayed.

Format show wireless network [<1-64>]

Mode Privileged EXEC

Field Description

SSID Service Set Identifier.

Interface ID Internal interface number for this network

Default VLAN Default VLAN for the network.

Hide SSID Indicates if SSID inclusion is suppressed from the beacons.

Deny Broadcast

Indicates if probe requests with broadcast SSID are denied on the network.

Redirect Mode

Indicates the mode of client traffic redirection.

Redirect URL

Indicates the configured URL for client HTTP redirection.

L2 Distributed Tunneling Mode

Indicates whether L2 distributed tunneling mode is enabled on the switch.

Bcast Key Refresh Rate

The interval after which the broadcast keys are changed.

Session Key Refresh Rate

the interval after which the Unicast session keys are changed

L3 Tunnel Mode

If tunneling feature is enabled, indicates if L3 roaming is enabled on the network.

L3 Tunnel Status

Indicates the if the tunnel is up or down.

L3 Tunnel Subnet IP

If tunneling feature is enabled, indicates the subnet for the tunnel.

L3 Tunnel Subnet Mask

If tunneling feature is enabled, indicates the network mask for the tunnel subnet.

Wireless ARP Suppression

Indicates whether wireless ARP suppression is enabled or disabled.

Security Mode

Indicates the authentication and encryption mode.

MAC Authentication

The client MAC address authentication mode.

RADIUS Authentication Server
Name

RADIUS server name for authentication.

RADIUS Authentication Server
Status

Indicates whether the specified named RADIUS Authentication server is configured in

the RADIUS Client configuration.

RADIUS Accounting Server Name RADIUS server name for accounting.

RADIUS Accounting Server
Status

Indicates whether the specified named RADIUS Accounting server is configured in the

RADIUS Client configuration.
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Field Description

WPA Versions Indicates the WPA versions allowed when the WPA encryption mode is enabled.
WPA Ciphers Indicates the encryption solutions to use when the WPA encryption mode is enabled.
WPA Key Type Specifies the type of the WPA key configured (ASCII only).

Passphrase The WPA passphrase

WPA2 Pre-Authentication

If WPA2 version is enabled, indicates pre-authentication support for roaming WPA2
clients.

WPA2 Pre-Authentication Limit

If WPA2 pre-authentication is enabled, specifies a limit on the number of APs within the
peer group to which one client is allowed to pre-authenticate.

WPA2 Key Caching Holdtime

Time in minutes that a PMK will be cached by an AP after the client using this PMK has
roamed away from this AP.

WEP Authentication Type

Indicates whether Open System authentication or Shared Key authentication is used.

WEP Key Type

indicates whether the key is in hexadecimal format or ASCII text format.

WEP Key Length

If WEP — Shared Key security mode is enabled, specifies number of bits for the WEP
Keys.

WEP Transfer Key Index

If WEP — Shared Key security mode is enabled, indicates which WEP key will be used
for encryption.

WEP Key1-4

If WEP — Shared Key security mode is enabled, indicates the WEP keys configured for
encryption. Up to 4 keys can be configured.

Client QoS Mode

Indicates whether client QoS operation is enabled on this network.

Client QoS Bandwidth Limit Down Defines the default maximum rate limit in bits per second for traffic flowing from the AP

to the client. A value of 0 disables rate limiting in this direction. This default is used for
clients that do not obtain their own value via RADIUS.

Client QoS Bandwidth Limit Up

Defines the default maximum rate limit in bits per second for traffic flowing from the
client to the AP. A value of 0 disables rate limiting in this direction. This default is used
for clients that do not obtain their own value via RADIUS.

Client QoS Access Control Down

Defines the default access control list to use for traffic flowing from the AP to the client.
Both the ACL type and its name (or number) is displayed. This default is used for clients
that do not obtain their own value via RADIUS.

Client QoS Access Control Up

Defines the default access control list to use for traffic flowing from the client to the AP.
Both the ACL type and its name (or number) is displayed. This default is used for clients
that do not obtain their own value via RADIUS.

Client QoS Diffserv Policy Down

Defines the default Diffserv policy to use for traffic flowing from the AP to the client. This
default is used for clients that do not obtain their own value via RADIUS.

Client QoS Diffserv Policy Up

Defines the default Diffserv policy to use for traffic flowing from the client to the AP. This
default is used for clients that do not obtain their own value via RADIUS.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless network

Network SSID

1 dlinkl
2 dlink2
3 dlinks3
4 dlink4
5 dlink5
6 dlinke
7 dlink?7

Hide SSID L3 Tunnel Security Mode

Disable Disable None
Disable Disable None
Disable Disable None
Disable Disable None
Disable Disable None
Disable Disable None
Disable Disable None
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8 dlinks8 Disable Disable None
9 dlink9 Disable Disable None
10 dlink10 Disable Disable None
11 dlink1l1l Disable Disable None
12 dlink12 Disable Disable None
13 dlink13 Disable Disable None
14 dlink14 Disable Disable None
15 dlink15 Disable Disable None
16 dlinkle Disable Disable None

(DWS-4026) #show wireless network 3

S 0 dlink3
Interface ID. ... ittt ittt et e 264

Default VLAN. .. ...ttt e e e et et e e 1

Hide SSID. .. ittt ittt e e e e e e e e e e e Disable

Deny Broadcast . ... ...ttt Disable
Redirect Mode. .. ... ...ttt None

Redirect URL. .. ...ttt ittt i eiieeiae. ===

L2 Distributed Tunneling Mode.................. Disable

Bcast Key Refresh Rate............ ... ... 300

Session Key Refresh Rate.......... ... ... ...... 0

L3 Tunnel Mode. ... ...ttt ittt e e Disable

L3 Tunnel Status........ ... None

L3 Tunnel Subnet IP......... ...ttt 0.0.0.0

L3 Tunnel Subnet Mask............. ... .. 255.255.255.0
Wireless ARP Suppression...............couuo... Disable
Security Mode. .. ...ttt e e e None

MAC Authentication............ ... ... Disable
RADIUS Authentication Server Name.............. Default-RADIUS-Server
RADIUS Authentication Server Status............ Not Configured
RADIUS Accounting Server Name.................. Default-RADIUS-Server
RADIUS Accounting Server Status................ Not Configured
WPA VerSiomS . ittt et e e e e e e e e e e e et et e e e WPA/WPA2

WPA Ciphers. ... ... e i i e TKIP/CCMP
WPA KEY Ty« e ettt e ettt e e ettt i ASCII
Passphrase. .. ...ttt i

WPA2 Pre-Authentication........................ Enable

WPA2 Pre-Authentication Limit.................. 0

WPA2 Key Caching Holdtime (minutes)............ 10

WEP Authentication Type........ciiiiiinnn... Open System
WEP KEY Ty« e ettt e ettt e e ettt e HEX

WEP Key Length (bits)........... ... .. ... ... ... 128

WEP Transfer Key Index............ ..., 1

WEP Key L. . i e e e e et e e

L S

WEP Key 3. . i e e e e i e e

WEP KEY 4ttt e teiit e e ettt e e ettt i

Client QOS MOAE. . . ittt i ittt et et eeee Disable
Client QoS Bandwidth Limit Down................ 0

Client QoS Bandwidth Limit Up.................. 0

Client QoS Access Control DOWN.......ov'uoueeenwees —=—===-

Client QoS Access Control Up........vuiieenne. —===-

Client QoS Diffserv Policy Down................ —----
--More-- or (qg)uit

Client QoS Diffserv Policy Up.........ciuiiu.. —===-
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ACCESS POINT PROFILE COMMANDS

The commands in this section provide configuration of access point profiles. Access point profiles can be applied to multiple
physical APs.

ap profile

This command adds an AP profile (if not already present) and enters the AP profile configuration mode. In this mode, you
can modify the profile configuration parameters. You can modify an AP profile at any time. If the profile is associated with

one or more Managed APs, you must use the wireless ap profile apply command to send the changes to those
APs.

Default 1 - Default

Format ap profile <1-16>

Mode Wireless Config

Parameter Description

1-16 Identifier for the AP Profile.

no ap profile

The no version of this command deletes a configured AP profile. If the profile is referenced by an entry in the valid AP
database, or is applied to one or more managed APs, it cannot be deleted. The default profile (1 — Default) can never be
deleted.

Format no ap profile <1-16>
Mode Wireless Config

Example: The following shows an example of the command.

DWS-4026 (Config-wireless)# ap profile 1
DWS-4026 (Config-ap-profile)#

If the profile is in use:

DWS-4026 (Config-wireless)# no ap profile 2
One or more managed APs are configured with this profile, it cannot be deleted.

name

This command allows you to configure a descriptive name for the AP Profile.

Default Default (AP profile 1)
Format name <name>
Mode AP Profile Config
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Parameter Description
name AP Profile name; it must be less than 32 characters. Use quotes around a name that contains spaces.
no name

The no version of this command deletes the configured name for the AP profile.

Format no name
Mode AP Profile Config
hwtype

This command allows you to configure the AP hardware type. Currently, only the hw_dwlI8600 hardware type is supported.

Default hw_dwl8600

Format hwtype <hw dwl8600>
Mode AP Profile Config
Parameter Description
hw_dwlI8600 AP hardware type.
no hwtype

This command allows you to set the AP hardware type to the default value “hw_dwlI8600”.

Format no hwtype
Mode AP Profile Config

Example: The following shows an example of the command.

DWS-4026 (Config-ap-profile)# no hwtype ?
<Ccr> Press Enter to execute the command.

vlan (AP Profile Config Mode)

This command allows you to configure the VLAN ID used to send tracer packets by wired network detection algorithm. If
VLAN is “0”, the tracer packets will be sent untagged.

Default 1

Format vlan <0-4094>

Mode AP Profile Config

Parameter Description

0-4094 Wired network detection VLAN ID.
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Example: The following shows an example of the command.

DWS-4026 (Config-ap-profile)# wvlan 10 ?
<Ccr> Press Enter to execute the command.

no vian (AP Profile Config Mode)
This command allows you to set the wired network detection VLAN ID to the default value. “1”.
Format no vlan

Mode AP Profile Config

Example: The following shows an example of the command.

DWS-4026 (Config-ap-profile)# no vlan
<Ccr> Press Enter to execute the command.

ap profile copy

This command copies an entire existing AP profile to another profile. If the destination profile does not exist, it will be created.

Format ap profile copy <1-16> <1-16>
Mode Wireless Config

Parameter Description

1-16 Source AP Profile ID.

1-16 Destination AP Profile ID.

Example: The following shows an example of the command.

If the destination AP Profile is associated with Managed APs:

DWS-4026 (Config-wireless)# ap profile copy 1 2 <cr>
The destination profile is associated with WS Managed APs. Do you want to overwrite the
existing profile (y/n)? <enter ‘y’ or ‘n’s>

wireless ap profile apply

This command requests for the switch to resend the AP profile configuration to all managed APs associated with the profile.
This allows you to apply configuration changes to the APs that are already managed.

Format wireless ap profile apply <I1-16>
Mode Privileged EXEC
Parameter Description
1-16 AP Profile ID.
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Example: The following shows an example of the command.

If the profile is associated with WS Managed APs:

DWS-4026 (Config-wireless)# ap profile apply 1 <cr>
Do you want to apply the configuration to all managed APs associated with this profile?
(y/n)

clear (AP Profile Config Mode)

This command restores an AP profile configuration to default values except for the profile name. The profile name is not an
AP configuration and is only used for descriptive purposes, therefore it is not cleared with this command. To delete a profile
name, use the no name command.

Format clear
Mode AP Profile Config

Example: The following shows an example of the command.

DWS-4026 (Config-ap-profile)# clear

All configurations will be set to the default values for this profile except the
profile name. Are you sure you want to clear the profile configuration? (y/n)y

show wireless ap profile

This command displays the configured AP profiles. If you do not enter any command parameters, a summary of all AP
profiles is displayed. You can enter an AP profile ID to display detailed configuration for a specific profile.

Format show wireless ap profile [<1-16> [radio [<1-2>]]]
Mode Privileged EXEC

Field Description

AP Profile ID Existing AP profile ID.

Profile Name A descriptive name for the corresponding AP profile ID.

Hardware Type Existing AP hardware type ID and description string.

Wired Network The VLAND ID used for sending tracer packets by the wired network detection algorithm. A configured
Detection VLAN ID value of 0 results in the transmission of untagged tracer packets.

Profile Status Indicates the current AP profile status:
e Configured—the profile exists, no managed APs are configured with the profile.
e Associated—one or more managed APs are configured with the profile.
¢ Apply Requested—you have invoked the apply command for the profile.

¢ Apply In Progress—the profile is currently being applied to the associated managed APs. When
the apply is complete, the profile returns to Associated status.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap profile 1

AP Profile ID. ... ittt ittt e e e e e e e e 1
Profile Name. ... ...ttt ittt ettt eeeeeeenn. Default

264 © 2009 D-Link Corporation. All Rights Reserved



Access Point Profile Commands

Hardware TypPe. ..ot v ittt ittt ittt eeeenn 0 - Any
Wired Network Detection Vlan ID............... 0 - Any
Profile Status. ... .. ...ttt Configured
Valid APs Configured............ ... ... ... 0

Managed APs Configured......................... 2
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ACCESS POINT PROFILE RF COMMANDS

The commands in this section provide RF configuration per radio interface within an access point profile.
radio

This command enters the AP profile radio configuration mode. In this mode you can modify the radio configuration
parameters for an AP profile.

Format radio <1-2>

Mode AP Profile Config

Parameter Description

1-2 The radio interface within the AP profile.

enable (AP Profile Radio Config Mode)

This command configures the administrative mode of the radio interface to the “on” state.

Default on

Format enable

Mode AP Profile Radio Config
no enable

The no version of this command configures the administrative mode of the radio interface to the “off” state.

Format no enable
Mode AP Profile Radio Config

mode (AP Profile Radio Config Mode)

This command configures the physical layer technology to use on the radio.

Default Radio 1, bgn
Radio 2, an
Format mode {a | bg | an | bgn | n-only-a | n-only-g}
Mode AP Profile Radio Config
Parameter Description
a Indicates 802.11a as physical mode. Only applicable for radio 1.
bg Indicates 802.11bg as physical mode. Only applicable for radio 2.
an Indicates 802.11a/n as physical mode. Only applicable for radio 1.
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Parameter Description

bgn Indicates 802.11b/g/n as physical mode. Only applicable for radio 2.

n-only-a Indicates 802.11n in 5GHz band as physical mode. Only applicable for radio 1.
n-only-g Indicates 802.11n in 2.4GHz band as physical mode. Only applicable for radio 2.

If the user attempts to change the radio mode to one that is not applicable to that radio, then the following error displays:

(DWS-4026) (Config-ap-profile)#radio 1
(DWS-4026) (Config-ap-radio)#mode bg
Failed to set physical mode for radio interface.

no mode (AP Profile Radio Config Mode)

The no version of this command is used to return the configured radio mode to the default, which for radio 1 is an and for
radio 2 is bgn.

Format no mode
Mode AP Profile Radio Config

rf-scan other-channels

This command enables the radio to perform RF scanning on channels other than its operating channel. The optional interval
parameter indicates how often the radio leaves its operational channel.

Default e Enabled
¢ interval, 60 seconds
Format rf-scan other-channels [interval <30-120>]
Mode AP Profile Radio Config
Parameter Description
interval Interval at which the AP will move away from its operating channel.
30-120 Time interval in seconds.

no rf-scan other-channels
The no version of this command disables scanning on other channels; the radio will always scan on its operational channel.

Format no rf-scan other-channels
Mode AP Profile Radio Config

rf-scan sentry

This command enables dedicated RF scanning and disables normal operation of the radio. The radio will not allow any client
associations when sentry mode is enabled.
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Default ¢ Disabled
e Channels, all
Format rf-scan sentry [channels {a | bg | all}]
Mode AP Profile Radio Config
Parameter Description
channels Indicates to scan channels within specified mode/frequency.
a Perform RF scan on all 802.11a channels (5 GHz frequency).
bg Perform RF scan on all 802.11b/g channels (2.4 GHz frequency).
all Perform RF scan on all channels.

no rf-scan sentry
The no version of this command disables dedicated scanning and enables normal operation of the radio.

Format no rf-scan sentry
Mode AP Profile Radio Config
rf-scan duration

This command configures the RF scan duration for the radio. The duration indicates how long the radio will scan on one
channel.

Default 10 milliseconds

Format rf-scan duration <10-2000>
Mode AP Profile Radio Config
Parameter Description

10-2000 Time duration in milliseconds.

no rf-scan duration
The no version of this command returns the configured RF scan duration to its default value.

Format no rf-scan duration

Mode AP Profile Radio Config

station-isolation

This command enables the Station Isolation mode on the radio. When Station Isolation is enabled, the access point blocks

communication between wireless clients. The access point still allows data traffic between its wireless clients and wired
devices on the network, but not among wireless clients.

268 © 2009 D-Link Corporation. All Rights Reserved



Access Point Profile RF Commands

Default Disabled
Format station-isolation
Mode AP Profile Radio Config

no station-isolation

The no version of this command disables the station isolation mode on the radio.

Format no station-isolation
Mode AP Profile Radio Config
rate-limit

This command is used to enable broadcast and multicast traffic rate limiting on the radio. If no optional parameters are
entered, the command enables rate limiting on the radio with the default values.

Default ¢ rate-limit, Disabled
¢ rate-limit normal, 50 packets per second
¢ rate-limit burst, 75 packets per second

Format rate-limit [{normal <1-50> | burst <1-75>}]

Mode AP Profile Radio Config

Parameter Description

normal Configures the rate limit for normal traffic; all traffic below this limit is transmitted.

burst Configures the burst traffic rate. Traffic can occur in bursts up to this value before all traffic is

considered to exceed the limit.

no rate-limit
The no version of this command is used to either disable broadcast/multicast traffic rate limiting, or to return the configured
rate limits to the default values. If no parameters are entered, rate limiting is disabled on the radio. If the optional normal or

burst parameters are entered, the specified rate is set to its default value.

Format no rate-limit [{normal | burst }]
Mode AP Profile Radio Config

beacon-interval

The command configures the beacon interval for the radio. The beacon interval indicates the interval at which the AP radio
transmits beacon frames.

Default 100 milliseconds
Format beacon-interval <20-2000>
Mode AP Profile Radio Config
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Parameter Description

20-2000 Time interval in milliseconds at which the radio sends beacon frames.

no beacon-interval

The no version of this command configures the beacon interval to the default value.

Format no beacon-interval
Mode AP Profile Radio Config
dtim-period

The command configures the DTIM period for the radio. The DTIM period is the number of beacons between DTIMs. A DTIM
is Delivery Traffic Indication Map which indicates there is buffered broadcast or multicast traffic on the AP.

Default 10 Beacons

Format dtim-period <1-255>

Mode AP Profile Radio Config

Parameter Description

1-255 Number of beacons between DTIMs.

no dtim-period
The no version of this command configures the DTIM period to the default value.

Format no dtim-period
Mode AP Profile Radio Config

fragmentation-threshold

This command configures the fragmentation threshold for the radio. The fragmentation threshold indicates a limit on the size
of packets that can be fragmented. A threshold of 2346 indicates there should be no fragmentation.

Default 2346 (no fragmentation)

Format fragmentation-threshold <256-2346>

Mode AP Profile Radio Config

Parameter Description

256-2346 Fragmentation threshold for the radio, even values.

no fragmentation-threshold

The no version of this command configures the fragmentation threshold to the default value.
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Format no fragmentation-threshold
Mode AP Profile Radio Config

rts-threshold

This command configures the RTS threshold for the radio. This indicates the number of octets in an MPDU, below which an
RTS/CTS handshake shall not be performed.

Default 2347

Format rts-threshold <0-2347>
Mode AP Profile Radio Config
Parameter Description

0-2347 RTS threshold for the radio.

no rits-threshold

The no version of this command configures the RTS threshold to the default value.

Format no rts-threshold
Mode AP Profile Radio Config
max-clients

This command configures the maximum number of simultaneous client associations allowed on the radio interface.

Default 200

Format max-clients <0-200>

Mode AP Profile Radio Config

Parameter Description

0-200 Maximum number of simultaneous associations allowed on the radio interface.

no max-clients

The no version of this command configures the maximum number of simultaneous client associations allowed on the radio
interface to the default value.

Format no max-clients
Mode AP Profile Radio Config
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channel auto

This command enables auto channel adjustment for the radio. This indicates the initial AP channel assignment can be
automatically adjusted by the switch.

Default Disabled
Format channel auto
Mode AP Profile Radio Config

no channel auto
The no version of this command without any parameters disables auto channel adjustment for the radio.

Format no channel auto
Mode AP Profile Radio Config

channel auto-eligible

This command enables either one or all of the supported channels on the radio to be eligible for auto-channel selection. If
you specify one channel, the command will succeed only if this channel is supported by the current mode of the radio (use
show wireless ap profile XX radio XX auto-eligible for valid values). If you supply “all” as the argument for
this command, all channels supported by the current radio mode will be enabled for automatic selection.

Default Either all supported channels are enabled, or only channels 1, 6, and 11 if supported by the current
radiomode (e.g. 802.11 b/g).

Format channel auto-eligible {all | <1-255>}

Mode AP Profile Radio Config

no channel auto-eligible

The no version of this command removes either one or all of the channels currently available for automatic selection from
consideration on the radio. If you specify one channel, the command will succeed only if this channel is currently available
for automatic selection on the radio. If you supply all as the argument for this command, all channels currently available on
the radio will be disabled.

Format no channel auto-eligible {all | <1-255>}
Mode AP Profile Radio Config
power auto

This command enables auto power adjustment for the radio. This indicates the AP power assignment can be automatically
adjusted by the switch.

Default Disabled
Format power auto
Mode AP Profile Radio Config
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no power auto
The no version of this command disables auto power adjustment for the radio.

Format no power auto
Mode AP Profile Radio Config

power default

This command configures a power setting for the radio. When auto power adjustment is enabled, this indicates an initial
default power setting; otherwise this indicates a fixed power setting.

Default 100%

Format power default <0-100>

Mode AP Profile Radio Config

Parameter Description

0-100 Default transmit power percentage.

no power default

The no version of this command configures the default power setting to its default value.

Format no power default
Mode AP Profile Radio Config
rate

This command is used to configure the list of supported and basic client data rates for the radio. The supported rates are
those the AP will allow when setting up communications with client stations. The basic rates are the list of data rates that all
stations associating with the AP must support.

Default e 802.11a supported: 6, 9, 12, 18, 24, 36, 48, 54 Mbps
e 802.11a basic: 6, 12, 24 Mbps
e 802.11b/g supported: 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, 54 Mbps
e 802.11b/g basic: 1, 2, 5.5, 11 Mbps

Format rate {basic | supported} <values

Mode AP Profile Radio Config

Parameter Description

value A valid data rate in Mbps based on radio mode.
no rate

The no version of this command is used to remove a basic or supported data rate from the corresponding list.
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Format no rate {basic | supported} <values
Mode AP Profile Radio Config

Parameter Description

value A valid rate based on radio mode.

wmm

This command enables WMM mode for the radio. WMM mode is Wi-Fi Multimedia mode. When enabled QoS settings affect
both downstream traffic to the station (AP EDCA parameters) and upstream traffic to the AP (station EDCA parameters).
When disabled, QoS only applies to downstream traffic.

Default Enabled

Format wmm

Mode AP Profile Radio Config
no wmm

The no version of this command disables WMM mode for the radio.

Format no wmm
Mode AP Profile Radio Config

load-balance

This command enables load balancing. The optional utilization parameter indicates the percentage of network utilization
allowed on the radio before clients are denied. 0% indicates that no load balancing is performed.

Default e Disabled
e tilization, 60%
Format load-balance [utilization <1-100>]
Mode AP Profile Radio Config
Parameter Description
1-100 Percentage of network utilization allowed on the radio.

no load-balance

The no version of this command disables load balancing or resets the utilization to its default value. If no parameters are
entered, load balancing is disabled.

Format no load-balance [utilization]
Mode AP Profile Radio Config
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dot11n channel-bandwidth

This command selects the bandwidth used in the channel when operating in 802.11n mode.

Default 40 MHz

Format dotlln channel-bandwidth {20 | 40}
Mode AP Profile Radio Config

Parameter Description

20 The Radio operates in 20 MHz bandwidth.
40 The Radio operates in 40 MHz bandwidth.

no dot11n channel-bandwidth
The no version of this command sets the bandwidth used to default in the channel when operating in 802.11n mode.

Format no dotlln channel-bandwidth
Mode AP Profile Radio Config

dot11n primary-channel

This command selects the bandwidth used in the channel when operating in 802.11n mode.

Default lower

Format dotlln primary-channel {lower | upper}

Mode AP Profile Radio Config

Parameter Description

lower The relative location of the primary channel is on the lower side in the 40 MHz channel.
upper The relative location of the primary channel is on the upper side in the 40 MHz channel.

no dot11n primary-channel

The no version of this command sets the bandwidth used to the default in the channel when operating in 802.11n mode.

Format no dotlln primary-channel
Mode AP Profile Radio Config
protection

This command selects the protection mode to use when operating in 802.11n mode. When the protection mode is enabled,
AP and stations ensure transmission is protected if there are legacy stations using the same radio frequency.
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Default auto

Format protection {auto | off}

Mode AP Profile Radio Config

Parameter Description

auto The protection mechanism is set to “automatic” mode.
off The protection mechanism is set to “off” mode.

no protection
The no version of this command sets the protection mechanism to the default value — automatic mode.

Format no protection
Mode AP Profile Radio Config

dot11n short-guard-interval

This command enables or disables the short guard interval when operating in 802.11n mode.

Default enable

Format dotlln short-guard-interval {enable | disable}

Mode AP Profile Radio Config

Parameter Description

enable The short guard interval is enabled. Guard interval is set to 400ns.
disable The short guard interval is disabled. Guard interval is set to 800ns.

no dot11n short-guard-interval
The no version of this command sets the short guard interval to the default.

Format no dotlln short-guard-interval
Mode AP Profile Radio Config

multicast tx-rate

This command selects the rate at which the radio transmits the multicast frames.

Default auto
Format multicast tx-rate <rate>
Mode AP Profile Radio Config
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Parameter Description

rate A valid rate based on the radio mode. When the radio is operating in the 5 GHz band, values are 6,
11, 12, 18, 24, 36, 48, and 54 Mbps. When the radio is operating in the 2.4 GHz band, the values are
1,2,5.5,6,9, 11,12, 18, 24, 36, 48, and 54 Mbps. When set to 0, the multicast transmission rate
selection is automatic.

no multicast tx-rate

The no version of this command sets the multicast transmit rate to 0.

Format no multicast tx-rate
Mode AP Profile Radio Config
u-apsd

This command enables the unscheduled automatic power save delivery mode for the radio.

Default Enabled

Format u-apsd

Mode AP Profile Radio Config
no u-apsd

The no version of this command disables the unscheduled automatic power save delivery mode for the radio.

Format no u-apsd
Mode AP Profile Radio Config

incorrect-frame-no-ack

This command configures the radio to not send any acknowledgement for incorrectly received frames.

Default Enabled
Format incorrect-frame-no-ack
Mode AP Profile Radio Config

no incorrect-frame-no-ack
The no version of this command configures the radio to send the acknowledgement for the incorrectly received frames.

Format no incorrect-frame-no-ack
Mode AP Profile Radio Config

show wireless ap profile radio

This command displays the radio configuration for an AP profile. When you enter the required profile ID, a summary view of
the radio configuration is displayed. If you enter a radio index, the radio configuration detail is displayed.
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Format show wireless ap profile <1-16> [radio <1-2> [[rates [{advertised |
supported}]] | channels]]

Mode Privileged EXEC

Parameter Description

AP Profile ID AP profile ID.

Profile Name Descriptive name associated with the AP Profile ID.

Radio AP profile radio interface.

Status Indicates whether or not the radio is operational (on or off).

Mode Indicates the physical layer technology for the radio.

RF Scan - Other
Channels Mode

Indicates if the radio is configured to scan on channels other than its operating channel. A radio will
always scan on its operating channel.

RF Scan - Other
Channels Interval

If the radio is configured to scan other channels, indicates how often, in seconds, the radio will leave
its operating channel.

RF Scan - Sentry
Mode

Indicates if the radio is configured for dedicated sentry scan mode. In this mode the radio does not
allow any client associations.

RF Scan - Sentry
Scan Channels

Indicates which set of channels are scanned when sentry scan mode is enabled, for example, 802.11a
indicates the radio will scan all channels within the 802.11a frequency band (5 GHz).

RF Scan - Duration

Indicates how long the radio will scan on one channel. This configuration applies to both scan other
channels mode and sentry scan mode.

Enable Broadcast/
Multicast Rate
Limiting

Indicates if broadcast and multicast traffic rate limiting is enabled on the radio.

Broadcast/
Multicast Rate
Limit

If rate limiting is enabled, broadcast/multicast traffic below this limit is transmitted normally.

Broadcast/ If rate limiting is enabled, broadcast/multicast traffic can occur in bursts up to this value before all traffic
Multicast Rate is considered to exceed the limit.

Limit Burst

Beacon Interval Interval at which the AP transmits beacon frames.

DTIM Period Indicates the number of beacons between DTIMs (Delivery Traffic Indication Map — indicates buffered

broadcast or multicast traffic on the AP).

Fragmentation
Threshold

Indicates the size limit for packets transmitted over the network. Packets under configured size are not
fragmented.

RTS Threshold

Indicates the number of octets in an MPDU, below which an RTS/CTS handshake shall not be
performed.

Short Retry Limit

Indicates the maximum number of transmission attempts on frame sizes less than or equal to the RTS
Threshold. This is a read-only value and cannot be configured.

Long Retry Limit

Indicates the maximum number of transmission attempts on frame sizes greater than the RTS
Threshold. This is a read-only value and cannot be configured.

Maximum Transmit
Lifetime

Indicates the elapsed time after the initial transmission of an MSDU, after which further attempts to
transmit the MSDU shall be terminated. This is a read-only value and and cannot be configured.

Maximum Receive
Lifetime

Indicates the elapsed time after the initial reception of a fragmented MMPDU or MSDU, after which
further attempts to reassemble the MMPDU or MSDU shall be terminated. This is a read-only value
and cannot be configured.

Maximum Clients

Maximum number of simultaneous associations allowed on the interface.

278 © 2009 D-Link Corporation. All Rights Reserved



Access Point Profile RF Commands

Parameter Description

Automatic Channel Indicates if automatic channel adjustment is enabled. If enabled, the initial AP channel assignment can
Adjustment be automatically adjusted by the switch due to changes in the network.

Automatic Power Indicates if automatic power adjustment is enabled. If enabled, the switch may modify the power on
Adjustment the radio due to changes in performance.

Initial Power (%) Indicates a default power setting for the radio. If automatic power adjustmentis disabled, this indicates
a fixed power setting, otherwise it indicates the initial power setting before any automatic adjustments.

Load Balancing Indicates if the AP will load balance users on this radio.

Load Utilization If load balancing is enabled, % of network utilization allowed on the radio before clients are denied.

Station Isolation Indicates whether or not Station Isolation is enabled on the radio. When enabled the AP does not allow
data traffic among wireless clients.

Channel Indicates the bandwidth used in the channel when the radio is operating in 802.11n mode.
Bandwidth

Primary Channel Specifies the relative location of the primary channel in the 40MHz channel when the radio is operating
in 802.11n mode.

Protection Indicates if the 802.11n protection mechanism is turned on or off, or if it is in the Auto mode.
Short Guard Indicates the short guard interval configured on the radio when it is operating in 802.11n mode.
Interval

Multicast Transmit Indicates the 802.11 rate at which the radio transmits multicast frames.
Rate

Automatic Power Indicates if power save delivery mode is enabled or disabled on the radio.
Save Delivery
Mode

No Ack Indicates if acknowledgement has to be sent for incorrectly received frames.

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless ap profile 1 radio 1

AP Profile ID. ... .ttt ittt it it 1
Profile Name. ... ...ttt ittt ettt eeeeeeeen. Default
RAAio. .o e 1 - 802.11la/n
StatusS. . . e On

1/ Yo 802.11la/n
RF Scan - Other Channels Mode.................. Enable
RF Scan - Other Channels Scan Interval......... 60

RF Scan - Sentry Mode...........iuiiiiiinnennnn Disable
RF Scan - Sentry Scan Channels................. All

RF Scan - Scan Duration............eeeiiuiunnnnn 10
Enable Broadcast/Multicast Rate Limiting....... Disable
Broadcast/Multicast Rate Limit................. 50
Broadcast/Multicast Rate Limit Burst........... 75
Beacon Interval........ it tteeeneennnn. 100
DTIM Period. .. ...ttt ittt e et e e eeeean 10
Fragmentation Threshold........................ 2346
RTS Threshold (bytes)...... ... ... 2347
Short Retry Limit......... . ..., 7

Long Retry Limit....... ..., 4
Maximum Transmit Lifetime...................... 512
Maximum Receive Lifetime....................... 512
Maximum Clients.........u ittt ieee e 200

--More-- or (qg)uit
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Automatic Channel Adjustment................... Enable
Automatic Power Adjustment..................... Enable
Initial PoOWeT (&) ¢ v i i ittt ittt et e e e 100
Load BalancCing. . ... ...ttt Disable
Load Utilization (%) .... . 60
Station Isolation..........uiiiiiiiinieeennn. Disable
Channel Bandwidth.......... ... .. .. 40 MHz
Primary Channel......... ... ..., Lower
Protection. ... e e e e e Auto
Short Guard Interval......... ... iiinennnen. Enabled
Multicast Transmit Rate.............. ..., Auto
Automatic Power Save Delivery Mode............. Enable
NO BACK . ittt e et et e e e e e e e e e e e e e e e e e e Disable

(DWS-4026) #show wireless ap profile 1 radio 2 channels

AP Profile ID. ... ..ttt ittt et et e e 1

Profile Name. ... ...ttt ittt ittt ittt eieeeeeenn. Default

RAAI0. ¢ it ettt e e e e e 2 - 802.11b/g
1/ Yo 802.11b/g

9 10 11*

show wireless rates

This command displays the rates valid for a specified physical mode. This is intended to help you determine valid values
for the radio configuration command.

Format show wireless rates {a | bg}

Mode Privileged EXEC

Field Description

Mode Indicates the physical layer technology to use on the radio.
Valid Rates Indicates data rates valid for the physical mode.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wirelesgss rates a

Mode . o i e e IEEE 802.11la

24 Mbps
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36 Mbps
48 Mbps
54 Mbps

show wireless multicast tx-rates

This command displays the multicast transmit rates valid for a specified physical mode. This is intended to help you
determine valid values for the radio configuration command.

Format show wireless multicast tx-rates {a | bg}
Mode Privileged EXEC

Field Description

Mode Indicates the physical layer technology to use on the radio.
Valid Rates Indicates data rates valid for the physical mode.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wirelesgss rates a

Mode . o i e IEEE 802.11la
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ACCESS POINT PROFILE Q0S COMMANDS

The commands in this section provide QoS configuration per radio interface and QoS queue within an access point profile.
qos ap-edca

This command configures the downstream traffic flowing from the access point to the client station EDCA queues — voice
(0), video (1), best-effort (2), and background (3) queues. The command allows you to configure AIFS (Arbitration Inter-
Frame Spacing), Minimum Contention Window, Maximum Contention Window, and Maximum Burst Duration for each of
these queues.

Default e Voice
AIFS, 1 msec
Minimum Contention Window, 3 msecs
Maximum Contention Window, 7 msecs
Maximum Burst Duration, 1500 usec

e Video
AIFS, 1 msec
Minimum Contention Window, 7 msecs
Maximum Contention Window, 15 msecs
Maximum Burst Duration, 3000 usec

e Best-Effort
AIFS, 3 msec
Minimum Contention Window, 15 msecs
Maximum Contention Window, 63 msecs
Maximum Burst Duration, 0 usec

e Background
AIFS, 7 msec
Minimum Contention Window, 15 msecs
Maximum Contention Window, 1023 msecs
Maximum Burst Duration, 0 usec

Format gos ap-edca {background | best-effort | video | voice} ({aifs <1-255> | cwmin
<cwmin-time> | cwmax <cwmax-times> | max-burst <0-999900>)}

Mode AP Profile Radio Config

Parameter Description

1-255 Arbitration Inter-Frame Spacing duration value in milliseconds.

cwmin-time Minimum contention window value in milliseconds.

cwmax-time Maximum contention window value in milliseconds.

0-999900 Maximum burst length value in microseconds.

no qos ap-edca

The no version of this command resets the chosen queue configuration value for AIFS, Minimum Contention Window,
Maximum Contention Window, and Maximum Burst Length to its default value.

Format no gos ap-edca {background | best-effort | video | voice} {aifs | cwmin | cwmax
| max-burst}
Mode AP Profile Radio Config
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qos station-edca

This command configures the upstream traffic flowing from the client station to the access point EDCA queues for voice (0),
video (1), best-effort (2), and background (3) queues. The commands allow you to configure AIFS (Arbitration Inter-Frame
Spacing), Minimum Contention Window, Maximum Contention Window, and Transmission Opportunity Limit for each of

these queues.

Default .

Voice

AIFS, 2 msec

Minimum Contention Window, 3 msecs
Maximum Contention Window, 7 msecs
Transmission Opportunity Limit, 47 msecs

Video

AIFS, 2 msec

Minimum Contention Window, 7 msecs
Maximum Contention Window, 15 msecs
Transmission Opportunity Limit, 94 msecs

Best-Effort

AIFS, 3 msec

Minimum Contention Window, 15 msecs
Maximum Contention Window, 1023 msecs
Transmission Opportunity Limit, 0 msecs

Background

AIFS, 7 msec

Minimum Contention Window, 15 msecs
Maximum Contention Window, 1023 msecs
Transmission Opportunity Limit, 0 msecs

Format gos station-edca {background | best-effort | video | voice} { aifs <1-255> |
cwmin <cwmin-time> | cwmax <cwmax-times | txop-limit <0-65535> }

Mode AP Profile Radio Config
Parameter Description
1-255 Arbitration Inter-Frame Spacing duration value in milliseconds.

cwmin-time

Minimum Contention Window value in milliseconds.

cwmax-time

Maximum Contention Window value in milliseconds.

0-65535

Transmission Opportunity Limit value in milliseconds.

no qos station-edca

The no version of this command allows you to reset the chosen queue configuration values for AIFS, Minimum Contention

Window, Maximum Contention Window, and Transmission Opportunity Limit.

Format no gos station-edca {background | best-effort | video | voice} { aifs | cwmin

/

cwmax | txop-limit}

Mode AP Profile Radio Config
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show wireless ap profile qos

This command displays the configured values for a radio interface per QoS Queue. The various QoS queues that can be
displayed are as follows:

e Background (Queue 3), lowest priority queue, high throughput.

e Best Effort (Queue 2), medium priority queue, medium throughput and delay.

¢ Video (Queue 1), highest priority queue, minimum delay.

e Voice (Queue 0), highest priority queue, minimum delay.

Format show wireless ap profile <1-16> radio <1-2> gos [{ap-edca | station-edca}]
Mode Privileged EXEC

Parameter Description

AP Profile ID Configured AP profile ID.

Profile Name Name associated with the AP Profile ID.

Radio Index AP profile radio interface.

Mode The configured physical mode for the radio.

WMM Mode Indicates the Wireless Multimedia mode of the radio.

Arbitration Inter- AP EDCA and station EDCA wait time for data frames, ranges 1-255 milliseconds.
frame Spacing

Minimum AP EDCA and station EDCA upper limit of a range from which the initial random back off wait time is
Contention determined.

Window

Maximum AP EDCA and station EDCA upper limit for the doubling of the random back off value; doubling
Contention continues until either the data frame is sent or this value is reached.

Window

Maximum Burst AP EDCA maximum burst length in microseconds allowed for packet bursts on the wireless network.
Length

Transmission Station EDCA interval of time in milliseconds when a WME client station has the right to initiate
Opportunity Limit transmissions onto the wireless medium.

Example: The following shows example CLI display output for the command.

Switch# show wireless ap profile 1 radio 1 gos ap-edca

AP Profile ID. ... ..ttt ittt e e et e e e 1

Profile Name. . . ...ttt ettt et et e profilel

Radio INAeX. .. v iii ittt et e e e e e e e e e 1

1 IEEE 802.1l1lg

WMM MOAE . & ottt e e e e e et e e e e e e e et et ee e Disable

QoS AIFS Minimum Maximum Maximum
Queues Contention Window Contention Window Burst
Voice (0) 1 3 7 1500
Video (1) 1 7 15 3000
Best-Effort (2) 3 15 63 0
Background (3) 7 15 1023 0

Switch# show wireless ap profile 1 radio 1 gos station-edca
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AP Profile ID. ... .ttt e 1

Profile Name. ... ...ttt ittt i profilel

Radio INAeX. .. v ittt ittt et e e e e e e e e e 1

1 (T 1 IEEE 802.11g

WMM MOAE . & ottt e e e e ettt e e e e e e e e e ettt e e Disable

QoS ATFS Minimum Maximum Tx Op
Queues Contention Window Contention Window Limit
Voice (0) 2 3 7 47
Video (1) 2 7 15 94
Best-Effort (2) 3 15 63 0
Background (3) 7 15 1023 0
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ACCESS POINT PROFILE VAP COMMANDS

The commands in this section provide Virtual Access Point (VAP) configuration per radio interface within an access point
profile.

vap

This command enters the AP Profile VAP configuration mode. In this mode you can modify the VAP configuration parameters
of the selected AP profile.

Format vap <0-15>

Mode AP Profile Radio Config
Parameter Description

0-15 VAP ID

enable (AP Profile VAP Config Mode)

This command enables the configured VAP on the radio. VAPO cannot be disabled; if you want to disable VAP0, you must
turn off the radio.

Default VAP O - Enable, VAP 1-15 - Disable
Format enable

Mode AP Profile VAP Config

no enable

The no version of this command disables the configured VAP on the radio. This command is not valid for VAP 0.

Format no enable
Mode AP Profile VAP Config

network (AP Profile VAP Config Mode)

This command configures the network to apply to the VAP. A VAP must be configured with a network; therefore the network
cannot be deleted.

Default The default networks 1-16 are applied to VAPO — VAP15 in order.
Format network <I1-64>

Mode AP Profile VAP Config

Parameter Description

1-64 A configured network ID.
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WS MANAGED ACCESS POINT COMMANDS

The commands in this section provide views and management of all status and statistics for an access point managed by
the Unified Switch. This includes views of neighbors within the RF area for each managed AP radio interface. This section
also lists commands available via Privileged EXEC mode to control the WS Managed APs.

wireless ap channel set

This command sets a new channel on the managed AP radio. The channel is not saved in the configuration, it is maintained
until the next time the AP is discovered (AP or switch reset).

Format wireless ap channel set <macaddr> radio <1-2> <channel>
Mode Privileged EXEC

Parameter Description

macaddr Managed AP MAC Address.

1-2 Radio interface on the managed AP.

channel Channel to set on the managed AP.

wireless ap debug

This command sets the admin user password and enables debug mode on the AP (this allows you telnet access to the AP,
which is normally disabled in managed mode). The debug mode and required password are not saved in the configuration
on the switch, they are only maintained until the next time the AP is discovered (AP or switch reset). This command prompts
for the debug password each time it is invoked.

% Note: The AP admin user password will remain changed on the AP.

Default Disable

Format wireless ap debug <macaddrs>
Mode Privileged EXEC

Parameter Description

macaddr Managed AP MAC Address.

no wireless ap debug

The no version of this command disables AP debug mode. The managed AP Ul will be disabled as it normally is when the
AP is in managed mode.

Format no wireless ap debug <macaddr>
Mode Privileged EXEC
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wireless ap download image-type

This command sets a TFTP path and file name for the specified AP system type. The download request can be initiated for
all the image types or for a specific image type. Currently the D-Link UWS supports only one image type: for DWL-8600AP.

Default None

Format wireless ap download image-type img dwl8600 <urlx>
Mode Privileged EXEC

Parameter Description

img_dwI8600 The image type.

url TFTP file path for an AP system image.

Example: The following shows an example of the command.

(DWS-4026) #wireless ap download image-type img dwl8600 tftp://1.1.1.1/./ap/apcode.tar ?
<Ccr> Press Enter to execute the command.

wireless ap download group-size

This command sets the download group size. The switch requests the managed APs to download a new system image in
groups. By default the switch will request the download for 10 managed APs at a time.

Default 10

Format wireless ap download group-size <1-64>
Mode Privileged EXEC

Parameter Description

1-64 Enter the number of APs.

Example: The following shows an example of the command.

(DWS-4026) #wireless ap download group-size 3

wireless ap download abort

This command aborts the AP image download process. If the process is aborted, the code download still continues on the
remaining APs in the current download group, but not on APs in the next download group.

Format wireless ap download abort
Mode Privileged EXEC

wireless ap download start
This command initiates the AP image download process to (a) all managed APs running a specific image type, or to (b) one

or all managed APs irrespective of image type, to download a new system image based on the configured TFTP URL. The
download is not started if the filename for the requested image type is not configured.
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Format wireless ap download start [image-type img dwl8600] [<macaddr>]
Mode Privileged EXEC

Parameter Description

img_dwi8600 The image type.

macaddr Managed AP MAC Address.

Example: The following shows an example of the command.

(DWS-4026) #wireless ap download start image-type img dwl8600
(DWS-4026) #wireless ap download start
(DWS-4026) #wireless ap download start 00:00:84:00:50

The following text displays after you enter the command:

It takes about 12 minutes for the upgrade process to complete for an AP.
After this process, the AP reboots automatically and becomes managed again.

wireless ap power set

This command sets a new power on the managed AP radio. The power setting is not saved in the configuration, it is
maintained until the next time the AP is discovered (AP or switch reset).

Format wireless ap power set <macaddr> radio <1-2> <1-100>
Mode Privileged EXEC

Parameter Description

macaddr Managed AP MAC Address.

1-2 Radio Index to be configured on the managed AP.

1-100 Power to be configured for the radio on the managed AP.

wireless ap reset

This command requests the switch to reset the managed AP indicated by the MAC address.

Format wireless ap reset <macaddr>
Mode Privileged EXEC

Parameter Description

macaddr Managed AP MAC address.
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clear wireless ap failed

This command deletes one or all managed AP entries with a failed status. A failed status indicates the Unified Switch has
lost contact with the managed AP.

Format clear wireless ap failed [<macaddrs]
Mode Privileged EXEC

Parameter Description

macaddr Managed AP MAC Address.

Example: The following shows an example of the command.

(DWS-4026) #iclear wireless ap failed
Are you sure you want to clear all failed managed AP entries? (y/n) y
All managed AP failed entries cleared.

clear wireless ap neighbors

This command deletes entries from the managed AP client and AP neighbor lists. Note that client neighbor entries added
via a client association to the managed AP will not be cleared; these are only removed by the system when a client
disassociates.

Format clear wireless ap neighbors <macaddr>
Mode Privileged EXEC

Example: The following shows an example of the command.

(DWS-4026) #clear wireless ap neighbors

Are you sure you want to clear managed AP neighbors (associated client neighbors will not
be cleared)? (y/n) y

Managed AP neighbor entries cleared.

show wireless ap status

This command displays operational status for a WS managed AP. If no parameters are specified, a summary of all managed
APs is displayed. If an AP MAC address is specified, the detailed status is displayed.

If the Unified Switch is a Cluster Controller, the command show all the APs managed by the peer group.

When acting as a Cluster Controller, the peer managed APs are displayed with an “*” (asterisk symbol) before the AP MAC
Address in the summary command.

Format show wireless ap [<macaddr>] status
Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

MAC Address The Ethernet address of the WS managed AP.
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Field Description

Location A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server).

IP Address The network IP address of the managed AP.

IP Subnet Mask

The network mask of the managed AP.

Managing Switch

Indicates if the AP is managed by this Unified Switch or a peer Unified Switch.

Switch MAC
Address

The Ethernet address of the Unified Switch managing the AP.

Switch IP Address

The network IP address of the Unified Switch managing the AP.

Status

The current managed state of the AP. The possible values are:
¢ Discovered - The AP is discovered by the switch, but is not yet authenticated.

¢ Authenticated - The AP has been validated and authenticated (if authentication is enabled), but it is
not configured.

e Managed - The AP profile configuration has been applied to the AP and it is operating in managed
mode.

¢ Failed - The Unified Switch lost contact with the AP. A failed entry will remain in the managed AP
database unless you remove it. Note that a managed AP will temporarily show a failed status during
a reset.

Configuration

This status indicates if the AP is configured successfully with the assigned profile.

Status

Last Failing The element ID of the last failing configuration element. If the configuration status indicates a partial or
Configuration complete failure, this field indicates the last element that failed during configuration.

Element

Configuration
Failure Error

An ASCII string provided by the AP containing an error message for the last failing configuration
element.

Debug Mode

Indicates whether or not debug mode is enabled on the AP. Debug mode allows you telnet access to
the device.

Code Download
Status

lindicates the current status of a code download request for this AP.

Reset Status

Indicates the current status of an AP reset, if one has been initiated.

Profile The AP profile configuration currently applied to the managed AP, the profile is assigned to the AP in
the valid AP database. Note: Once an AP is discovered and managed by the Unified Switch, if the
profile is changed in the valid AP database (either locally or on the RADIUS server) the AP must be
reset to configure with the new profile.

Vendor ID Vendor of the AP software, this is learned from the AP during discovery.

Protocol Version

Indicates the protocol version supported by the software on the AP; this is learned from the AP during
discovery.

Software Version

Indicates the version of software on the AP; this is learned from the AP during discovery.

Hardware Type

Hardware platform for the AP; this is learned from the AP during discovery.

Serial Number

Unique Serial number assigned to the AP; this is learned from the AP during discovery.

Part Number

Hardware part number for the AP; this is learned from the AP during discovery.
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Field Description

Discovery Reason This status value indicates how the managed AP was discovered. The status is one of the following
values:

¢ |P Poll Received - The AP was discovered via an IP poll from the Unified Switch; its IP address is
configured in the IP polling list.

* Peer Redirect - The AP was discovered through a peer switch redirect, the AP tried to associate
with another peer switch and learned the current Unified Switch IP address from the peer (peer
learned Unified Switch IP address in RADIUS server response when validating the AP.)

¢ Switch IP Configured - The managed AP is configured with the Unified Switch IP address.

e Switch IP DHCP - The managed AP learned the correct Unified Switch IP address through DHCP
option 43.

e |2 Poll Received - The AP was discovered through the D-Link Wireless Device Discovery Protocol.

Authenticated Total number of clients currently authenticated to the AP. This is the sum of all authenticated clients for
Clients all the VAPs enabled on the AP.

System Uptime Time in seconds since last power-on reset of the managed AP.

Age Time since last communication between the WDS and the AP.

Example: The following shows example CLI display output for the command.

On the Cluster Controller the summary command displays entries in the following format:

(DWS-4026) #show wireless ap status

MAC Address Configuration
(*) Peer Managed IP Address Profile Status Status Age
*00:00:85:00:50:00 192.168.37.49 1 Managed Success 04:00:00:11

On the switch that is not acting as a Cluster Controller the summary command displays
entries in the following format:
(DWS-4026) #show wireless ap status

Configuration
MAC Address IP Address Profile Status Status Age
00:00:85:00:50:00 192.168.37.49 1 Managed Success 0d:00:00:01

(DWS-4026) #show wireless ap 00:22:B0:3A:C1:80 status

MAC addre S S . v i vt ittt e e e e e e et e e e e e e e 00:22:B0:3A:C1:80
LoCatiom. v vttt e

= Vo Lo B S = = 10.27.64.126

IP Subnet MasK...... ..ttt it 255.255.254.0
Managing Switch...... ...ttt Local Switch
Switch MAC AddresSsS. .. v v ittt ittt ittt eee e 00:02:BC:00:00:77
Switch IP Address. ... ...ttt 10.27.65.8

SEatUS . . o it e Managed
Configuration Status............. ... Success

Last Failing Configuration Element............. None
Configuration Failure Error....................

Debug Mode. . ittt et e et e e e e e e e e Disable

Code Download Status............iiiiiiiie.. Not Started

Reset Status........ ... .. Not Started

292 © 2009 D-Link Corporation. All Rights Reserved



WS Managed Access Point Commands

Profile. ... e e 1 - Default
Vendor TID. ...ttt ittt e et e e e e e e e D-Link

Protocol VerSion. ... ... ..o inneennn.. 2

Software VersSion. . ..... ..o iinneennn.. D.05.22.1
Hardware TyP . « v v it ittt e e et e et e e et e e e e 9hw_dwl8600 - DWL-8600AP Dual Radio a/b/
g/n

Serial NumbeTr. ...... ...ttt H05167353

Part Number. ....... ..ttt dwl8600ap
DisScovVery REaASOM. . oot i ittt ittt et e e e e e e L2 Poll Received
Authenticated Clients........ ... . ... 0

System Up Time. ... ...ttt it e 0d:00:02:43

72N 0d:00:00:02#

show wireless ap radio status

This command displays operational status for a WS managed AP radio interface. If no parameters are specified, a summary
of radio status for all managed APs is displayed. If an AP MAC address and radio interface are specified, the detailed status

is displayed.

Format show wireless ap {<macaddr> radio [<1-2>] status | radio status])

Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

MAC Address The Ethernet address of the WS managed AP.

Location A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server).

Radio Indicates the radio interface on the AP.

Channel If the radio is operational, the current operating channel for the radio.

Bandwidth If the radio is operational, the current channel bandwidth in use.

Transmit Power If the radio is operational, the current transmit power for the radio.

Associated Clients Total count of clients associated on the physical radio, this is a sum of all the clients associated to each

VAP enabled on the radio.

Total Neighbors  Total number of neighbors (both APs and clients) that can be seen by this radio in its RF area.

Supported The list of eligible channels the AP reported to the switch for channel assignment. This list is based on
Channels country code, hardware capabilities, and any configured channel limitations.

Fixed Channel This flag indicates if a fixed channel is configured and assigned to the radio. A fixed channel can be
Indicator configured in the valid AP database (locally or on a RADIUS server).

Manual Channel Indicates the current state of a manual request to change the channel on this radio.
Adjustment Status

Fixed Power This flag indicates if a fixed power setting is configured and assigned to the radio. A fixed transmit
Indicator power can be configured in the valid AP database (locally or on a RADIUS server).
Manual Power Indicates the current state of a manual request to change the power setting on this radio.

Adjustment Status

WLAN Utilization Indicates the total network utilization for the physical radio. This value is based on radio statistics.
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Example: The following shows example CLI display output for the command.
On the Cluster Controller, the summary command will display entries in the following format:
On the switch that is not acting as a Cluster Controller the summary command displays entries in the following format:

(DWS-4026) #show wireless ap radio status

Transmit Assoc. Auth.

MAC Address Location Radio Channel Power (%) Clients Clients
00:00:85:00:50:00 ap-5 1 1 100 0 1
2 153 100 0 0

(DWS-4026) show wireless ap 00:22:B0:3A:C1:80 radio 1 status

MAC AddreS S . v i vt ittt e e et e e e e e e e e e e e e 00:22:B0:3A:C1:80
YT whs I < ) o 1PNt

RAAiO. .o e 1 - 802.11la/n
Supported Channels...........cciiiiiiniieennn.. 36, 44, 52, 60, 100, 108, 116, 1
24, 132, 149, 157

Channel. ... ... e e et e e e e 149

Channel Bandwidth.......... ... .. .. 40 MHz

Fixed Channel Indicator...........iiuiiueeeenn.. No

Manual Channel Adjustment Status............... Success

TransSmit POWEL . . . v ittt et ettt et e e e e e eeeeean 100 %

Fixed Power Indicator.........c.uiiiiiinennnnn. No

Manual Power Adjustment Status................. Not Started
Authenticated Clients.........oi ... 0

Total Neighbors....... ... 22

WLAN Utilization. ... iii it eee i 4 %

show wireless ap radio channel status

This command displays the manual channel adjustment status for a radio on a WS managed AP. This indicates the individual
AP status for a wireless channel plan apply request or a wireless AP channel set request.

Format show wireless ap <macaddr> radio <1-2> channel status
Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 Radio Interface.

Channel If the radio is operational, the current operating channel for the radio.

Manual Channel Indicates the current state of a manual request to change the channel on this radio.
Adjustment Status

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:01:01:02:01:01 radio 2 channel status

Manual Channel Adjustment Status............... In Progress
Channel. ... . . e et e e 6

(DWS-4026) #
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show wireless ap radio power status

This command displays the manual power adjustment status for a radio on a WS managed AP. This indicates the individual
AP status for a wireless power plan apply request or a wireless AP power set request.

Format show wireless ap <macaddr> radio <1-2> power status
Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 Radio Interface.

Transmit Power If the radio is operational, the current transmit power for the radio.

Manual Power Indicates the current state of a manual request to change the power setting on this radio.
Adjustment Status

show wireless ap radio vap status

This command displays the operational status for WS managed AP Virtual AP (VAP) interfaces. If no parameters are
specified, a summary of all VAPs for a managed AP is displayed. If a VAP ID is specified, the detailed status is displayed.

Format show wireless ap <macaddr> radio <1-2> vap [<0-15>] status

Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

0-15 VAP ID.

MAC Address The Ethernet address of the WS managed AP.

Location A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server).

Radio Indicates a radio interface on the AP.

VAP ID The integer ID used to identify the VAP (0-7), this is used to uniquely identify the VAP for configuration
via CLI/SNMP.

VAP MAC Address The Ethernet address of the VAP.

SSID Indicates the network assigned to the VAP. The network for each VAP is configured within the AP

profile and the SSID is based on the network configuration.

Client Indicates the total number of clients currently authenticated to the VAP.
Authentications

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:01:01:02:01:01 radio 1 vap status

MAC Addr eSS . v i i vt et et e e e e e e e e e e e e e 00:01:02:03:07:10
LOCAEI0N . et e e e e e e e e e e e
RAAI0. ¢ ittt et e e e e 1 - 802.1la/n
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Client

VAP ID VAP MAC Address SSID Auth.
0 00:01:02:03:07:10 dlinkl 0

1 00:01:02:03:07:11 dlink2 0

2 00:01:02:03:07:12 dlink3 0

3 00:01:02:03:07:13 dlink4 0

4 00:01:02:03:07:14 dlink5 0

5 00:01:02:03:07:15 dlinké 0

6 00:01:02:03:07:16 dlink?7 0

7 00:01:02:03:07:17 dlinks8 0

8 00:01:02:03:07:18 dlink9 0

9 00:01:02:03:07:19 dlink10 0

10 00:01:02:03:07:1A dlinkl1l 0

11 00:01:02:03:07:1B dlinkl12 0

12 00:01:02:03:07:1C dlink13 0

13 00:01:02:03:07:1D dlink1l4 0

14 00:01:02:03:07:1E dlink15 0
--More-- or (qg)uit

15 00:01:02:03:07:1F dlinklé 0

(DWS-4026) #show wireless ap 00:22:B0:3A:C1:80 radio 1 vap 2 status

AN G To Lo ial =Y = = 00:22:B0:3A:C1:80
T2 wis I« ) o 1PNt

2= s 3 1

Y272 = I 5 2

VAP MAC AdArESS . it ittt ittt et et e et e e e e e eeas 00:22:B0:3A:C1:80
S 105 dlinkl

Client Authentications............. .. ..., 0

show wireless ap radio neighbor ap status

This command displays the status parameters for each neighbor AP detected through an RF scan on the specified managed

AP radio.

Format show wireless ap <macaddr> radio <1-2> neighbor ap status
Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

MAC Address The Ethernet address of the WS managed AP.

Location A location description for the AP, this is the value configured in the valid AP database (either locally or

on the RADIUS server).

Radio Indicates a radio interface on the AP.

Neighbor AP MAC The Ethernet MAC address of the neighbor AP network, this could be a physical radio interface or VAP

MAC address. For D-Link APs, this is always a VAP MAC address. The neighbor AP MAC address
may be cross-referenced in the RF Scan status.

SSID Service Set ID of the neighbor AP network.
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Field Description
RSSI Received Signal Strength Indication, this is an indicator of the signal strength relative to the neighbor
and may give an idea of the neighbor’s distance from the managed AP.
Status Indicates the managed status of the AP, whether this is a valid AP known to the switch or a Rogue on
the network. The valid values are:
* Managed - The neighbor AP is managed by this switch or another switch within the peer group. The
neighbor AP status can be referenced using its base MAC address.
¢ Unknown- The neighbor APs detected in the RF scan are initially categorized as “Unknown” APs.
e Standalone - The AP is managed in standalone mode and configured as a valid AP entry (local or
RADIUS).
e Rogue - The AP intrusion Detection function has determined that the AP is posing a threat to the
network and categorizes the neighbor AP as “Rogue”.
Age Indicates the time since this AP was last reported from an RF scan on the radio.

Example: The following shows example CLI display output for the command.

(DWS-4026)

#ishow wireless ap 00:01:01:02:01:01 radio 1 neighbor ap status

MAC AdAresSS. .. i ittt ittt ittt it e it e e e e 00:01:01:02:01:01

Locatiom. o it FirstFloor

RAAI0. ittt et e 1

Neighbor AP MAC SSID RSSI Status Age
00:01:01:02:01:03 Network3 10 Managed Oh:2m:52s
00:01:01:02:03:02 Network2 10 Managed Oh:2m:55s
00:33:01:02:01:83 Lobby 10 Unknown Oh:2m:49s

show wireless ap radio neighbor client status

This command displays the status parameters for each client detected as a neighbor to the specified managed AP radio. A
client neighbor may be detected through one or more methods: RF scan on the radio, client association to a VAP on the
radio, or receiving a probe request from the client.

Format show wireless ap <macaddr> radio <1-2> neighbor client status

Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

MAC Address The Ethernet address of the WS managed AP.

Location A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server).

Radio Indicates a radio interface on the AP.

Neighbor Client
MAC

The Ethernet address of the client station.

RSSI

Received Signal Strength Indication, this is an indicator of the signal strength relative to the neighbor
and may give an idea of the neighbor’s distance from the managed AP.
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Field

Description

Channel

The managed AP channel the client frame was received on, which may be different than the operating
channel for this radio.

Discovery Reason

Indicates one or more discovery methods for the neighbor client. One of more of the following
abbreviated values may be displayed:

¢ RF Scan (RF) - The client was reported from an RF scan on the radio. Note that client stations are
difficult to detect via RF scan; the other methods are more common for client neighbor detection.

¢ Probe Request (Probe) - The managed AP received a probe request from the client.

e Associated to Managed AP (Assoc Managed AP) - This neighbor client is associated to another
managed AP.

¢ Associated to this AP (Assoc this AP) - The client is associated to this managed AP on the displayed
radio.

e Associated to Peer AP (Assoc peer AP) - The client is associated to a peer switch managed AP.
e Ad Hoc Rogue (Ad Hoc) - The client was detected as part of an Ad Hoc network.

Age

Indicates the time since this client was last reported from an RF scan on the radio.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:01:01:02:01:01 radio 1 neighbor client status

MAC Address..

.................................. 00:01:01:02:01:01

LOCAEI0N . e et e e e e e e e e e e FirstFloor

RAAiO. ottt e e e e e e e e e 1

Neighbor MAC RSSI Channel Discovery Reason Age
00:01:01:10:01:01 20 6 Assoc this AP, Probe 00d:00h:05m:21s
00:01:01:14:01:01 20 6 Assoc this AP, Probe 00d:00h:05m:20s
00:01:31:16:01:01 20 11 Probe, RF 00d:00h:05m:19s

show wireless ap statistics

This command displays global statistics for a managed AP, the managed AP MAC address parameter is required, and the
command displays a detailed view of the current statistics. You can clear all wireless statistics through the clear wireless
statistics command.

Format show wireless ap <macaddr> statistics
Mode Privileged EXEC

Field Description

macaddr Managed AP MAC address.

MAC Address

The Ethernet address of the WS managed AP.

Location

A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server.)

WLAN Packets
Received

The total packets received by the AP on the wireless network.

WLAN Bytes
Received

Total bytes received by the AP on the wireless network.
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Field

Description

WLAN Packets
Transmitted

Total packets transmitted by the AP on the wireless network.

WLAN Bytes
Transmitted

Total bytes transmitted by the AP on the wireless network.

WLAN Packets
Receive Dropped

Total receive packets discarded by the AP on the wireless network.

WLAN Bytes
Received

Total receive bytes discarded by the AP on the wireless network.

WLAN Packets
Transmitted

Total packets discarded by the AP prior to transmission on the wireless network.

WLAN Bytes
Transmitted

Total bytes discarded by the AP prior to transmission on the wireless network.

Ethernet Packets
Received

Total packets received by the AP on the wired network.

Ethernet Bytes
Received

Total bytes received by the AP on the wired network.

Ethernet Multicast
Packets Received

Total multicast packets received by the AP on the wired network.

Ethernet Packets
Transmitted

Total packets transmitted by the AP on the wired network.

Ethernet Bytes
Transmitted

Total bytes transmitted by the AP on the wired network.

Total Transmit
Errors

Total transmit errors detected by the AP on the wired network.

Total Receive
Errors

Total receive errors detected by the AP on the wired network.

ARP Regs
Converted from
Bcast to Ucast

Total number of ARP request converted from broadcast to unicast on the wireless netework.

Filtered ARP Total number of ARP requests filtered by the AP instead of sending on the wireless network.
Requests

Broadcasted ARP Total number of ARP requests broadcasted on the wireless network after performing wireless ARP
Requests suppression.

Example: The following shows example CLI display output for the command.

(DWS-4026)

MAC Address..

#show wireless ap 00:01:01:02:01:01 statistics

00:01:01:02:01:01

Locatiom. o vt e FirstFloor
WLAN Packets Received.......... ... 0
WLAN Packets Transmitted....................... 0
WLAN Bytes Received........ ... 0
WLAN Bytes Transmitted............... ... . ...... 0
WLAN Packets Receive Dropped................... 0
WLAN Packets Transmit Dropped.................. 0
WLAN Bytes Receive Dropped.........couuiuunnen.. 0
WLAN Bytes Transmit Dropped.................... 0
Ethernet Packets Received...................... 0
Ethernet Packets Transmitted................... 0
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Ethernet Bytes Received............. ... ... ..., 0
Ethernet Bytes Transmitted..................... 0
Ethernet Multicast Packets Received............ 0
Total Transmit Errors.............ciiiinneennn 0
Total Receive EXrrOrS. ... ...t enaenneennnn 0
ARP Regs Converted from Bcast to Ucast......... 50
Filtered ARP RequUestS. .. ...ttt 8
Broadcasted ARP Requests..........coiiiine.. 5

(DWS-4026) #

show wireless ap radio statistics

This command displays statistics for each physical radio on a WS managed AP, the managed AP MAC address and radio
parameters are required, the command displays a detailed view of the current statistics.

Format show wireless ap <macaddr> radio <1-2> statistics

Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

MAC Address The Ethernet address of the WS managed AP.

Location A description for the AP, this is the value configured in the valid AP database (either locally or on the
RADIUS server).

Radio Indicates a radio interface on the AP.

WLAN Packets Total packets received by the AP on this radio interface.

Received

WLAN Bytes Total bytes received by the AP on this radio interface.

Received

WLAN Packets
Transmitted

Total packets transmitted by the AP on this radio interface.

WLAN Bytes
Transmitted

Total bytes transmitted by the AP on this radio interface.

WLAN Packets
Receive Dropped

Total receive packets discarded by the AP on this radio interface.

WLAN Bytes
Received

Total receive bytes discarded by the AP on this radio interface.

WLAN Packets
Transmitted

Total packets discarded by the AP prior to transmission on this radio interface.

WLAN Bytes
Transmitted

Total bytes discarded by the AP prior to transmission on this radio interface.

Transmitted
Fragment Count

Count of acknowledged MPDU with an individual address or an MPDU with a multicast address of type
Data or Management.

Multicast

Count of successfully transmitted MSDU frames where the multicast bit is set in the destination MAC

Transmitted Frame address.

Count
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Field Description
Failed Count Number of times an MSDU is not transmitted successfully due to transmit attempts exceeding either
the short retry limit or the long retry limit.
Retry Count Number of time an MSDU is successfully transmitted after one or more retries.
gllultiple Retry Number of times an MSDU is successfully transmitted after more than one retry.
ount

Frame Duplicate  Number of times a frame is received and the Sequence Control field indicates it is a duplicate.
Count

RTS Success Count of CTS frames received in response to an RTS frame.
Count

RTS Failure Count Count of CTS frames not received in response to an RTS frame.

ACK Failure Count Count of ACK frames not received when expected.

Received Fragment Count of successfully received MPDU frames of type data or management.
Count

Multicast Received Count of MSDU frames received with the multicast bit set in the destination MAC address.
Frame Count

FCS Error Count Count of FCS errors detected in a received MPDU frame.

Transmitted Frame Count of each successfully transmitted MSDU.

Count

WEP Count of encrypted frames received and the key configuration of the transmitter indicates that the
Undecryptable frame should not have been encrypted or that frame was discarded due to the receiving station not
Count implementing the privacy option.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:01:01:02:01:01 radio 1 statistics

MAC AdQr eSS . vttt ittt et e e e e e et e e e e e e e 00:01:01:02:01:01
Locatiom. v vttt e e FirstFloor
RAAI0O. ¢ i ittt e e e e e e 1
WLAN Packets Received............ . ... 0
WLAN Packets Transmitted....................... 0
WLAN Bytes Received.......... ... 0
WLAN Bytes Transmitted......................... 0
WLAN Packets Receive Dropped...........cuuuo... 0
WLAN Packets Transmit Dropped.................. 0
WLAN Bytes Receive Dropped..........ccouieue... 0
WLAN Bytes Transmit Dropped.................... 0
Fragments Received........ ...t iiiiiniennn. 0
Fragments Transmitted............... ... ... ...... 0
Multicast Frames Received...................... 0
Multicast Frames Transmitted................... 0
Duplicate Frame Count................. ... 0
Failed Transmit Count.................c. .o, 0
Transmit Retry Count............. ... .. ... 0
Multiple Retry CoOUNt. .. ...ttt nnnnenn. 0
RTS Success Count.......... ... ... 0
RTS Failure CoUnt....... ..ttt 0
ACK Failure Count......... ..ot iiiiiiinnennnn.. 0
FCS Error Count.......... ..., 0
Frames Transmitted............ ... ... ... 0
WEP Undecryptable Count........................ 0
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show wireless ap radio vap statistics

This command displays statistics for each VAP on a WS managed AP radio. All parameters are required, and the command

displays a detailed view of the current statistics.

Format show wireless ap <macaddr> radio <1-2> vap <0-7> statistics

Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address.

1-2 The radio interface on the AP.

0-7 VAP ID.

MAC Address The Ethernet address of the WS managed AP.

Location A location description for the AP, this is the value configured in the valid AP database (either locally or
on the RADIUS server).

Radio Indicates a radio interface on the AP.

VAP Indicates the VAP ID on the radio.

WLAN Packets Total packets received by the AP on this VAP.

Received

WLAN Bytes Total bytes received by the AP on this VAP.

Received

WLAN Packets
Transmitted

Total packets transmitted by the AP on this VAP.

WLAN Bytes
Transmitted

Total bytes transmitted by the AP on this VAP.

WLAN Packets

Receive Dropped

Total receive packets discarded by the AP on this VAP.

WLAN Bytes
Received

Total receive bytes discarded by the AP on this VAP.

WLAN Packets
Transmitted

Total packets discarded by the AP prior to transmission on this VAP.

WLAN Bytes
Transmitted

Total bytes discarded by the AP prior to transmission on this VAP.

Client Association

Failures

Number of clients that have been denied association to the VAP.

Client
Authentication
Failures

Number of clients that have failed authentication to the VAP.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:01:01:02:01:01 radio 1 vap 1 statistics
AP MAC AdAr eSS . i vttt ettt ettt et e et e ettt e e 00:01:01:02:01:01
LOCAEI0N . ettt e e e e e e e FirstFloor

2= s 3 1

Y272 = I 5 1

WLAN Packets Received......... ... 0

WLAN Packets Transmitted....................... 0
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WLAN Bytes Received.......... ... 0
WLAN Bytes Transmitted............... ... ... ... 0
WLAN Packets Receive Dropped...........cuuuo... 0
WLAN Packets Transmit Dropped.................. 0
WLAN Bytes Receive Dropped.........coiuunuunen.. 0
WLAN Bytes Transmit Dropped.................... 0
Client Association Failures.................... 0
Client Authentication Failures................. 0

show wireless ap download

This command displays global configuration and status for an AP code download request. It does not accept any parameters.

Format show wireless ap download
Mode Privileged EXEC
Field Description

Image File Name

The AP image filename on the TFTP server.

Image File Path

The AP image file path on the TFTP server.

Server Address

The TFTP server IP address.

Group Size

If a code download request is for all managed APs, the switch processes the request for one group of
APs at a time before starting the next group. The group size indicates the maximum number of APs
the switch will send the code download request to at one time.

Download Type

The last download type requested.

Download Status

The global status for the code download request.

Total Count

The total number of managed APs being updated in the current code download request. This may be
one AP or the total number of managed APs at the time a code download request is started.

Success Count

Indicates the total number of managed APs that have successfully downloaded their code for the
current code download request.

Failure Count

Indicates the total number of managed APs that have failed to download their code for the current code
download request.

Abort Count

Indicates the number of APs for which the download was aborted, starting at 0 and incrementing with
each aborted download.

Example: The following shows example CLI display output for the command.

(DWS-4026)

#show wireless ap download

Image File Name. .. ...ttt it e e
Image File Path. ... .. .. ...
Server AdAreSS. . ..ttt ittt ettt e e

Group Size..
Download Type
Download Status...........c.iiiiiiiiiiininnnn.

Total Count

Success Count
Failure Count

Abort Count

................................... 10

All images
Not Started
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show wireless ap radio radar status

This command displays radar status for each radio on a WS managed AP. All parameters are required. The radar status is
displayed for mode a radios only. For b/g mode radios, an error is displayed.

Format show wireless ap <mac-addr> radio <1-2> radar status
Mode Privileged EXEC

Field Description

macaddr WS managed AP MAC address

1-2 The radio interface on the AP.

Channel The list of channels available on the specified radio.

Radar Detection  In some regulatory domains, radar detection is required on some channels in the 5 GHz band. If radar
Required detection is required on the channel, the AP uses the 802.11h specification to avoid interference with
other wireless devices.

Radar Detected Indicates whether another 802.11 device was detected on the channel.
Status
Last Radar Shows the amount of time that has passed since the device was last detected on the channel.

Detected Time

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:22:B0:3A:C1:80 radio 1 radar status

Radar Detection Radar Detected Last Radar
Channel Required Status Detected Time
36 No No 0d:00:00:00
44 No No 0d:00:00:00
52 Yes No 0d:00:00:00
60 Yes No 0d:00:00:00
100 Yes No 0d:00:00:00
108 Yes No 0d:00:00:00
116 Yes No 0d:00:00:00
124 Yes No 0d:00:00:00
132 Yes No 0d:00:00:00
149 No No 0d4:00:00:00
157 No No 0d:00:00:00
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ACCESS POINT FAILURE STATUS COMMANDS

The commands in this section provide views and management of data maintained for access point association and
authentication failures.

clear wireless ap failure list

This command deletes all entries from the AP failure list, entries normally age out according to the configured age time. The
AP failure list includes entries for all APs that have failed to validate or authenticate to the Unified Switch.

Format clear wireless ap failure list
Mode Privileged EXEC

Example: The following shows an example of the command.

(DWS-4026) #iclear wireless ap failure list
Are you sure you want to clear the entire AP failure list? (y/n) y
All AP failure entries cleared.

(DWS-4026) #clear wireless ap failure list
Are you sure you want to clear the entire AP failure list? (y/n) n

AP failure entries not cleared.

show wireless ap failure status

This command displays summary or detailed data for entries in the AP failure list. Entries are added to the list when the
Unified Switch fails to validate or authenticate an AP.

When acting as a Cluster Controller, the peer Unified Switch reported AP failures are also displayed. To identify such entries
in the summary command display, a “*” (asterisk) is used alongside the peer Unified Switch reported AP MAC Address.

Format show wireless ap [<macaddr>] failure status

Mode Privileged EXEC

Field Description

macaddr The failure AP MAC address.

MAC Address The Ethernet address of the AP.

IP Address The network IP address of the AP.

Reporting Switch Indicates if AP Failure happened with this Unified Switch or peer Unified Switch.
Switch MAC The Ethernet address of the Unified Switch managing the AP.

Address

Switch IP Address The network IP address of the Unified Switch managing the AP.

Last Failure Type Indicates the last type of failure that occurred. If the WS supports the Integrated AP image download
mode and the AP auto upgrade is enabled, the AP is automatically upgraded upon discovery. However,
if no AP image is found on the WS to upgrade the AP, this failure type is reported as 'AP Code Image
Not Available'.

Validation Failure The count of association failures for this AP.
Count
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Field Description

Authentication The count of authentication failures for this AP.
Failure Count

Vendor ID Vendor of the AP software.

Protocol Version Indicates the protocol version supported by the software on the AP.

Software Version Indicates the version of software on the AP.

Hardware Type Hardware platform for the AP.

Age Time in seconds since failure occurred.

Example: The following shows example CLI display output for the command.

On the Cluster Controller, the summary command will display entries in the following format:

(DWS-4026) #show wireless ap failure status

MAC Address
(*) Peer Managed IP Address Last Failure Type Age

*00:00:86:00:50:00 192.168.37.74 No Database Entry 0d4:00:00:06

On the switch that is not acting as a Cluster Controller the summary command displays
entries in the following format:

(DWS-4026) #show wireless ap failure status

MAC Address IP Address Last Failure Type Age
00:00:85:00:50:00 192.168.37.49 No Database Entry 0d4:00:02:02
00:00:86:00:50:00 192.168.37.74 No Database Entry 0d:00:00:03

(DWS-4026) #show wireless ap 00:22:B0:3A:C8:40 failure status

MAC addreS S . v v it ittt ettt e e e e et et 00:22:B0:3A:C8:40
=2V Lo B = = = 10.27.64.163
Reporting Switch....... ... ... ... ... ... Local Switch
Switch MAC AddresSS. ... v vttt e teeeeenn 00:02:BC:00:00:77
Switch IP AddressS. . ...ttt it i e ie i 10.27.65.8

Last Failure Type. ..ot ieiaennn No Database Entry
Validation Failure Count.................. 6

Authentication Failure Count.............. 0

Vendor ID. ...ttt ittt ettt et e e D-Link

Protocol Version.........ouuiiennnnnnnn. 2

Software Version...........ouuuiiuunennnn. D.06.04.1
Hardware TyPE .« vt it e te et ettt e eeeeee e hw dwl8600 - DWL-8600AP Dual Radio a/b/g/n
7 0d:00:00:29
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RF ScAN ACCESS POINT STATUS COMMANDS

The commands in this section provide views and management of data maintained for all access points known by the Unified
Switch via RF scan data obtained from the managed access points.

clear wireless ap rf-scan list
This command deletes all entries from the RF scan list; entries normally age out according to the configured age time.

Format clear wireless ap rf-scan list
Mode Privileged EXEC

Example: The following shows an example of the command.

(DWS-4026) #clear wireless ap rf-scan list
Are you sure you want to clear all RF scan entries? (y/n) y
All RF scan entries cleared.

show wireless ap rf-scan status

This command displays summary or detailed data for APs detected via RF scan on the managed APs. If the optional MAC
address parameter is specified, detailed data is displayed.

Format show wireless ap [<macaddr>] rf-scan status
Mode Privileged EXEC

Field Description

macaddr AP MAC address detected in RF scan.

MAC Address The Ethernet MAC address of the detected AP, this could be a physical radio interface or VAP MAC.
For D-Link APs, this is always a VAP MAC address.

BSSID Basic Service Set Identifier advertised by the AP in the beacon frames.

SSID Service Set ID of the network, this is broadcast in the detected beacon frame.

Ooul Vendor name for the MAC address.

Physical Mode Indicates the 802.11 mode being used on the AP.

Channel Transmit channel of the AP.

Status Indicates the managed status of the AP, whether this is a valid AP known to the switch or a Rogue on

the network. The valid values are:

* Managed - The neighbor AP is managed by this switch or another switch within the peer group. The
neighbor AP status can be referenced using its base MAC address.

e Unknown - The neighbor APs detected in the RF Scan are initially categorized as “Unknown” APs.

e Standalone - The AP is managed in standalone mode and configured as a valid AP entry (local or
RADIUS).

¢ Rogue - The AP Intrusion Detection function has determined that the AP is posing a threat to the
network and categorizes the neighbor AP as “Rogue”.

Age Time in seconds since this AP was last detected in an RF scan.

The following parameters are displayed only in the detailed status:

Transmit Rate Indicates the rate at which the AP is currently transmitting data.
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Field

Description

Beacon Period

Beacon interval for the neighbor AP network.

Initial Status

If the AP is not rogue, then initial status is equal to “Status”. For rogue APs, the initial status is the
classification prior to this AP becoming rogue. The valid values are:

* Managed - The neighbor AP is managed by this switch or another switch within the peer group. The
neighbor AP status can be referenced using its base MAC address.

e Unknown - The neighbor APs detected in the RF Scan are initially categorized as “Unknown” APs.

e Standalone - The AP is managed in standalone mode and configured as a valid AP entry (local or
RADIUS).

AP MAC Address

If status indicates a managed AP, this indicates the base MAC address of the AP.

Radio Interface

If status indicates a managed AP, this indicates the radio interface on the AP.

Discovered Age

Time in seconds since this AP was first detected in an RF scan.

Security Mode

Security used by this AP: Open, WEP, or WPA.

Highest Supported
Rate

The highest supported rate advertised by this AP in the beacon frames. An integer value representing
the number per 100Kbps.

802.11n Mode

Flag indicating whether this AP supports 802.11n.

Ad Hoc Network

Flag indicating that the beacon frame is received from an Ad hoc network. Possible values are: false-
Not Ad hoc, true-Ad hoc.

Peer Managed AP

Flag indicating this AP is managed by a peer switch. Valid values are:
¢ Locally managed - AP is managed by the local switch.
e Peer managed - AP is managed by a peer switch.

Rogue Mitigation

Status indicating whether rogue AP mitigation is in progress for this AP. If mitigation is not in progress
then this field displays the reason, which can be one of the following:

¢ Not Required (AP s not rogue)

¢ Already mitigating too many APs.

e AP Is operating on an illegal channel.

e AP is spoofing valid managed AP MAC address.
e AP is Ad hoc.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap rf-scan status

Physical Discovered
MAC Address SSID Mode Channel Status Age
00:01:01:02:01:03 Network3 802.11g 6 Managed 3h:28m:11s
00:01:01:02:03:02 Network2 802.11g 6 Managed 3h:28m:14s
00:33:01:02:01:83 Lobby 802.11g 6 Unknown 3h:28m:8s

(DWS-4026) #show wireless ap 00:11:95:A3:7A:C8 rf-scan status

.................................. 00:11:95:A3:7A:C8

SO T e & i e e e e e e e e e e e e e e e e e e e e e e e e e Guest Network
L 1 Unknown
Physical Mode...... ...ttt 802.11g
Channel. ... . . e e 1

SEatUS . . o e e Rogue

Initial Status...... ... Rogue
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Transmit Rate (Mpbs) .......... ... ... 1 Mbps
Beacon Period (msecs)............oiiiiiniinin... 100
Discovered Age. . .. ..ttt et e e 0d:00:03:01
e 04:00:02:57
Security Mode. .. ...t e e e e Open

Highest Supported Rate (per 100Kbps)........... 10

802.11n MOde. . ittt ittt it e e e Supported
Ad hoc Network......... ... . ... . . .. Not Ad hoc
Rogue Mitigatiom......... ... ... Not Required

(DWS-4026) #

show wireless ap rf-scan triangulation

This command displays the signal triangulation status for the specified RF scan entry. Triangulation information is provided
to help locate the rogue AP by showing which managed APs detect each device discovered through the RF Scan. Up to six
triangulation entries are reported for each AP detected through the RF Scan: three entries by non-sentry APs and three
entries by sentry APs. Since an AP may have one radio configured in sentry mode and another radio configured in non-
sentry mode, the same AP can appear in both lists. If the AP has not been detected by three APs, then the list may contain
zero, one, or two entries.

Format show wireless ap <macaddr> rf-scan triangulation

Mode Privileged EXEC

Field Description

macaddr AP MAC address detected in RF scan.

Sentry Identifies whether the AP that detected the entry is in sentry or non-sentry mode.

MAC Address Shows the MAC address of the AP that detected the RF Scan entry. The address links to the valid AP
database.

Radio Identifies the radio on the AP that deleted the RF Scan entry.

RSSI Shows the received signal strength indicator (RSSI) in terms of percentage for the non-sentry AP. The
range is 0, which means the AP is not detected, to 100%.

Signal (dBm) Received signal strength for the non-sentry AP. The range is -127 dBm to 127 dBm, but most values
are expected to be range from -95 dBm to -10 dBm.

Noise (dBm) Noise reported on the channel by the non-sentry AP.

Age Time since this AP was last detected in an RF scan.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ap 00:02:BC:00:17:D0 rf-scan triangulation

RSSI Signal Noise
Sentry MAC Address Radio (%) (dBm) (dBm) Age

Non-Sentry 00:22:B0:3A:C1:80 2 15 -80 -92 0d:15:48:19

show wireless ap rf-scan rogue-classification

This command displays the WIDS AP rogue classification test results.
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Format show wireless ap <macaddr> rf-scan rogue-classification
Mode Privileged EXEC
Field Description
macaddr AP MAC address detected in RF scan.
Test ID Test identifier (WIDSAPROGUENN).
Cond Detect Ill:’ldlicates whether this test detected the condition that it is designed to detect. Valid values are True or
alse.
MAC Addr (radio) The Managed AP MAC address and (radio number) that last reported detecting this condition.
Test Config Indicates whether this test is configured to report rogues. Valid values are Enable or Disable.
Test Result Indicates whether this test reported the device as rogue. Valid values are Rogue or empty string.
'|I:"ime Since 1st Time stamp indicating how long ago this test first detected the condition.
eport

Time Since Last  Time stamp indicating how long ago this test last detected the condition.
Report

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless ap 00:11:95:A3:7A:C8 rogue-classification

Cond Test Test Time Since Time Since
Test ID Detect MAC Addr (radio) Config Result 1lst Report Last Report
WIDSAPROGUEO1l True 00:00:00:00:00:11(1) Enable Rogue 0d:00:00:00 0d4:00:00:01
WIDSAPROGUEO2 False 00:00:00:00:00:12(2) Disable 0d4:00:00:00 0d4:00:00:00
WIDSAPROGUEO3 True 00:00:00:00:00:13(0) Enable Rogue 0d:00:00:02 0d:00:00:03
WIDSAPROGUEO4 True 00:00:00:00:00:14 (1) Enable Rogue 0d:00:00:04 0d:00:00:05
WIDSAPROGUEOS5 True 00:00:00:00:00:15(2) Enable Rogue 0d:00:00:06 0d4:00:00:07
WIDSAPROGUEO6 True 00:00:00:00:00:16(0) Enable Rogue 0d:00:01:28 0d:00:01:39

)

)

)

)

)

WIDSAPROGUEO7 False 00:00:00:00:00:17(1) Enable 0d:00:01:51 0d:00:03:42
WIDSAPROGUE(O8 False 00:00:00:00:00:18(2) Enable 0d4:00:05:33 0d:00:07:24
WIDSAPROGUE(OY9 False 00:00:00:00:00:19(2) Enable 0d4:00:09:15 0d4:00:11:06
WIDSAPROGUE10 False 00:00:00:00:00:1A(0) Enable 0d4:00:12:57 0d:00:14:48
WIDSAPROGUEll False 00:00:00:00:00:1B(0) Enable 0d:00:00:00 0d:00:00:00
WIDSAPROGUEODL . . i vttt ettt ettt e et e eeeeeenn Administrator configured rogue AP
WIDSAPROGUEOD2 . .« vt ittt ettt e e e e e e eeee e Managed SSID from an unknown AP
WIDSAPROGUEOD3 . . . it ittt ettt e e e e e e e e e e e Managed SSID from a fake managed AP
WIDSAPROGUEO4 . . . . ot ittt ittt i e i e AP without an SSID

WIDSAPROGUEODS . & v vttt e ettt e e e e e e e eeee e Fake managed AP on an invalid channel
WIDSAPROGUEODG . . v vttt et ettt e et eee e ee Managed SSID detected with incorrect security
WIDSAPROGUEOD 7 . v v v vttt e e e e e e e et eee e eeeeen Invalid SSID from a managed AP
WIDSAPROGUEODS . . & ittt ettt et et e e e e e AP is operating on an illegal channel
WIDSAPROGUEODD . . & it ittt et et e e et e e e e Standalone AP with unexpected configuration
WIDSAPROGUELOD . « « v vttt ettt e e e e e e e e e e e e e Unexpected WDS device detected on network
WIDSAPROGUELL . . . ittt ittt e ettt eeeeeee Unmanaged AP detected on wired network
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CLIENT ASSOCIATION STATUS AND STATISTICS COMMANDS

The commands in this section provide views and management of all status and statistics for wireless clients. In addition to
commands to display data from the associated client perspective, this section includes commands to display a view of all
clients associated to a specific VAP, and to display a view of all clients associated to a specific SSID.

wireless client disassociate

This command initiates a request to disassociate a client associated to a managed AP specified by the client MAC address.
The Unified Switch will send a message to the appropriate managed AP to force the disassociation.

Format wireless client disassociate <macaddrs>
Mode Privileged EXEC

Parameter Description

macaddr Client MAC address.

show wireless client status

This commands displays summary or detailed data for clients associated to a managed AP. If the Unified Switch is a Cluster
Controller, the command shows all the associated clients in the peer-group. When acting as a Cluster Controller, the peer
switch associated clients are displayed with an “*” (asterisk) before the Client MAC Address in the summary command.

Format show wireless client [<macaddr>] status
Mode Privileged EXEC

Parameter Description

macaddr Client MAC address.

The command output displays the following information.

Field Description

MAC Address The Ethernet address of the client station.

Detected IP This is the IPv4 address detected for the clents using ARP snooping.

Address

Tunnel IP Address Tgids field is blank for all non-tunneled clients. For a tunneled client, this is the assigned tunnel IP
address.

Associating Switch Indicates if the client is associated to an AP managed by this Unified Switch or a peer Unified Switch.

Switch MAC The Ethernet address of the Unified Switch associating this client.
Address

Switch IP Address The network IP address of the Unified Switch associating this client.

SSID Indicates the network on which the client is connected.
NetBIOS Name NetBIOS name of the client.
VAP MAC Address Indicates the Ethernet MAC address for the managed AP VAP where this client is associated.
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Field Description
Channel Indicates the operating channel for the client association.
Status Indicates whether or not the client has associated and/or authenticated. The valid values are:

¢ Associated - The client is currently associated to the managed AP.
¢ Authenticated - The client is currently associated and authenticated to the managed AP.

e Disassociated - The client has disassociated from the managed AP. If the client does not roam to
another managed AP within the client roam timeout, it will be deleted.

AP MAC Address This field indicates the base AP Ethernet MAC address for the managed AP.

Location The descriptive location configured for the managed AP.

Radio Displays the managed AP radio interface on which the client is associated.

VLAN If the client is on a VAP using VLAN data forwarding mode, indicates the current assigned VLAN.
User Name Indicates the user name of clients that have authenticated via 802.1x. Clients on networks with other

security modes will not have a user name.

Transmit Data Rate Indicates the rate at which the client station is currently transmitting data.

802.11n-Capable  For current association, this flag indicates whether the client is capable of 802.11n operation.

Inactive Period For current association, the period of time that the AP has not seen any traffic for the client.
Age Indicates the time in seconds since the switch received new status or statistics update for this client.
Network Time Indicates the time since the client first authenticated with the network.

Example: The following shows example CLI display output for the command.
On the Cluster Controller the summary command displays entries in the following format:

(DWS-4026) #show wireless client status

MAC Address

(*) Peer Managed VAP MAC Address SSID Status Network Time
*00:0F:B5:86:93:95 00:00:86:00:50:00 l7network Auth 0d:01:09:52
00:0F:B5:88:93:95 00:00:88:00:50:00 1l7network Auth 0d:01:09:52

(DWS-4026) #

On the switch that is not acting as a Cluster controller the summary command displays
entries in the following format:
(DWS-4026) #show wireless client status

MAC Address VAP MAC Address SSID Status Network Time

00:0F:B5:86:93:95 00:00:86:00:50:00 1l7network Auth 0d:01:09:52
(DWS-4026) #

Example: The following shows CLI display output for a particular MAC address:

(DWS-4026) #show wireless client 00:14:6c:59:d1:99 status

MAC AddreS S . v i vt ittt e et e et e e e e e e e e 00:14:6C:59:D1:99
Detected IP AddresSS. . v v ittt ittt iiee et eeeaaes ===
Detected IP AddresSS. . v v v ittt ittt eeeeee e eeeaans ===
VAP MAC AdArESS . it i ittt ettt ettt et e e e e e e ees 00:02:BC:00:17:DO0
AP MAC AdAr eSS . i ittt ettt ettt et e et e et e e 00:02:BC:00:17:D0
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Associating Switch
Switch MAC Address
Switch IP Address
Tunnel IP Address

802.11n Capable
STBC Capable
Inactive Period

(DWS-4026)

#

show wireless client summary

2 - 802.11b/g/n
Local Switch
00:FC:E3:90:01:07
10.27.64.121
ALT-VLAN-8
PCRDU-ATSIGLER
Authenticated

1

8
1 Mbps
No
No
od
od
od

:00:00:55
:00:00:04
:23:32:51

This commands displays brief summary of clients associated to a managed AP.

If the WS is a WIDS Controller, the command shows all the associated clients in the peer-group.

When acting as WIDS Controller, the peer switch associated clients are displayed with a "*" before the Client MAC Adress
in the summary command.

Format
Mode

show wireless client summary

Privileged EXEC

The command output displays the following information:

Field Description
MAC Address The Ethernet address of client station.
IP Address This is the IPv4 address detected for the cilents using ARP snooping.

NetBIOS Name

NetBIOS Name of the client.

Example: On the WIDS Controller the summary command displays entries in the following format:

(DWS-4026)

#ishow wireless client summary

MAC Address

*00:0F:B5:86:93:95 8.0.1.29
00:0F:B5:86:93:96 8.0.1.29

(DWS-4026)

Peer Managed

IP Address

#

NetBIOS Name

17client-01
17client-02

On the switch that is not acting as a WIDS Controller the summary command displays entries
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in the following format:
(DWS-4026) #show wireless client summary

MAC Address IP Address NetBIOS Name
00:0F:B5:86:93:95 8.0.1.29 17client-01
00:0F:B5:86:93:96 8.0.1.29 17client-02

show wireless client client-qos status

This command displays detailed client QoS data for clients associated to a managed AP. These are the current operational
values in effect for the specified client.

Format show wireless client <macaddr> client-gos status

Mode Privileged EXEC

Field Description

macaddr Client MAC address.

MAC Address The Ethernet address of the client station.

SSID The network on which the client is connected.

Client QoS Indicates whether or not the client is performing client QoS operations. Possible values are Enabled

Operational Status or Disabled.

Bandwidth Limit The maximum transmission rate limit in bits per second in effect for traffic flowing from the AP to the
Down client. This may differ from the configured value due to rounding. A value of 0 indicates no rate limiting
is in effect in this direction.

Bandwidth Limit The maximum transmission rate limit in bits per second in effect for traffic flowing from the client to the
Up AP. This may differ from the configured value due to rounding. A value of 0 indicates no rate limiting is
in effect in this direction.

Access Control Identifies the access control list in effect for traffic flowing from the AP to the client. Both the ACL type
Down and its name (or number) is displayed. A value of <none> indicates no access control is in effect in
this direction.

Access Control Up I|dentifies the access control list in effect for traffic flowing from the client to the AP. Both the ACL type
and its name (or number) is displayed. A value of <none> indicates no access control is in effect in
this direction.

Diffserv Policy Identifies the Diffserv policy in effect for traffic flowing from the AP to the client. A value of <none>
Down indicates no policy is in effect in this direction.

Diffserv Policy Up Identifies the Diffserv policy in effect for traffic flowing from the client to the AP. A value of <none>
indicates no policy is in effect in this direction.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless client 00:0F:B5:86:93:95 client-gos status

MAC AL eSS e v i v it ittt e et e et e e e e e e e e e 00:0F:B5:86:93:95
1S 7 20 17network

Client QoS Operational Status.................. Disabled
Bandwidth Limit Down.............uiiiiiininnnnn. 0

Bandwidth Limit Up...... ... 0

Access Control DOWIl. .. uvv ittt iee et eeeeeeeenn <none>

Access Control Up.......iiiiiiiiiniiinneennn.. <none>

Diffserv Policy DOWIl. .. ..ottt timeeenennnenn. <none>
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Diffserv Policy Up.... ..., <none>

show wireless client client-qos radius status

This command displays detailed client QoS data for clients associated to a managed AP. These are the configured values
successfully obtained from a RADIUS server for the specified client.

Format show wireless client <macaddr> client-gos radius status
Mode Privileged EXEC

Field Description

macaddr Client MAC address.

MAC Address The Ethernet address of the client station.

SSID The network on which the client is connected.

Bandwidth Limit  Defines the maximum transmission rate limit in bits per second for traffic flowing from the AP to the
Down client. A value of 0 disables rate limiting in this direction. A value of <none> indicates that this
parameter was not obtained from RADIUS for the client.

Bandwidth Limit  Defines the maximum transmission rate limit in bits per second for traffic flowing from the client to the
Up AP. A value of 0 disables rate limiting in this direction. A value of <none > indicates that this parameter
was not obtained from RADIUS for the client.

Access Control Defines the configured access control list to use for traffic flowing from the AP to the client. Both the
Down ACL type and its name (or number) is displayed. A value of <none> indicates that this parameter was
not obtained from RADIUS for the client.

Access Control Up Defines the access control list to use for traffic flowing from the client to the AP. Both the ACL type and
its name (or number) is displayed. A value of <none> indicates that this parameter was not obtained
from RADIUS for the client.

Diffserv Policy Defines the Diffserv policy to use for traffic flowing from the AP to the client. A value of <none>
Down indicates that this parameter was not obtained from RADIUS for the client.

Diffserv Policy Up Defines the Diffserv policy to use for traffic flowing from the client to the AP. A value of <none>
indicates that this parameter was not obtained from RADIUS for the client..

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless client 00:0F:B5:86:93:95 client-gos radius status

AN 2V o el =Y = = 00:0F:B5:86:93:95
1S 7 20 17network
Bandwidth Limit Down.............uiiiiiinnnnnn. <none>

Bandwidth Limit Up....... ... <none>

Access Control DOWIl. .. v v vttt ittt et eeeeeeeenn <none>

Access Control Up........iiiiiiiiniiinneeenn.. <none>

Diffserv Policy DOWIl. . ...ttt enennnnenn. <none>

Diffserv POlicCy UpP. .ttt ittt it iieeeaenn. <none>

(DWS-4026) #

show wireless client statistics
This command displays association or session statistics for clients currently associated with a WS managed AP. The session

statistics show the cumulative association values if a client roams across managed APs. If no optional parameters are
specified, the session statistics are displayed.
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Format show wireless client <macaddr> statistics [{association | session}]
Mode Privileged EXEC

Field Description

macaddr WS managed AP’s client MAC address.

MAC Address The Ethernet address of the client station.

Packets Received Total packets received from the client station.

Bytes Received Total bytes received from the client station.

Packets Total packets transmitted to the client station.
Transmitted

Bytes Transmitted Total bytes transmitted to the client station.

Packets Receive  Total receive packets from the client station that were discarded by the AP.
Dropped

Bytes Receive Total receive bytes from the client station that were discarded by the AP.
Dropped

Packets Transmit Totals packets discarded by the AP prior to transmission to the client station.
Dropped

Bytes Transmit Total bytes discarded by the AP prior to transmission to the client station.
Dropped

Duplicate Packets Total duplicate packets received from the client station.
Received

Packet Fragments Total fragmented packets received from the client station.
Received

Packet Fragments Total fragmented packets transmitted to the client station.
Transmitted

Transmit Retry Number of times transmits to the client station succeeded after one or more retries.
Count

Transmit Retry Number of times transmits to the client station failed after one or more retries.
Failed Count

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless client 00:01:01:10:01:01 statistics

MAC AdAreSS .« i ittt ittt ettt et e e e e e e e e e e 00:01:01:10:01:01
Packets Recedved....... .. ...y 0
Packets Transmitted.............. ... ... . ... 0
Bytes Received. . ... ...ttt 0
Bytes Transmitted.......... .. ... ... 0
Packets Receive Dropped. .. ... ... 0
Packets Transmit Dropped.............cciieenn... 0
Bytes Receive Dropped. .. ... ...t 0
Bytes Transmit Dropped............cuiuiinuennn. 0
Duplicate Packets Received..................... 0
Packet Fragments Received...................... 0
Packet Fragments Transmitted................... 0
Transmit Retry Count..............ciiiiiienn.. 0
Failed Retry Count............ciiiiinnennna.. 0
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(DWS-4026) #

show wireless client neighbor ap status

This command displays all the APs an associated client can see in its RF area; for associated clients this provides a reverse
view of the managed AP client neighbor list. It allows you to view where a client may roam based on its neighbor APs.

Format show wireless client <macaddr> neighbor ap status
Mode Privileged EXEC

Field Description

macaddr Client MAC address.

MAC Address The Ethernet address of the client station.

AP MAC Address The base Ethernet address of the WS managed AP.

Location The configured descriptive location for the managed AP.

Radio The radio on the managed AP that detected this client as a neighbor.

Discovery Reason Indicates one or more discovery methods for the neighbor client. One or more of the following
abbreviated values may be displayed:

¢ RF Scan (RF) - The client was reported from an RF scan on the radio. Note that client stations are
difficult to detect via RF scan, the other methods are more common for client neighbor detection.

¢ Probe Request (Probe) - The managed AP received a probe request from the client.

e Associated to Managed AP (Assoc Managed AP) - This neighbor client is associated to another
managed AP.

e Associated to this AP (Assoc this AP) - The client is associated to this managed AP on the displayed
radio.

e Associated to Peer AP (Assoc peer AP) - The client is associated to a peer switch managed AP.
¢ Ad Hoc Rogue (Ad Hoc) - The client was detected as part of an ad hoc network.

show wireless vap client status

This command displays summary data for all managed AP VAPs with associated clients. If the optional VAP MAC address
is specified, the display will only show clients associated to the specific managed AP VAP.

Format show wireless vap [<macaddr>] client status

Mode Privileged EXEC

Field Description

macaddr WS managed AP VAP MAC address.

VAP MAC Address Indicates the Ethernet MAC address for the managed AP VAP where this client is associated.
MAC Address The Ethernet address of client station.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless vap 00:02:03:04:05:08 client status
VAP MAC Address Client MAC Address

00:02:03:04:05:08 00:02:03:04:05:06
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00:02:03:04:05:07

show wireless ssid client status

This command displays summary data for all managed SSIDs with associated clients. If the optional SSID string is specified,
the display will only show clients associated to that network. The SSID/network may exist on one or more managed AP VAPs.

Format show wireless ssid [<ssid>] client status
Mode Privileged EXEC

Field Description

ssid Service Set Identifier for the network.

MAC Address The Ethernet address of the client station.

SSID Indicates the network on which the client is connected.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless ssid client status

Client
SSID MAC Address Channel Status
Network?2 00:01:01:16:01:01 44 Authenticated
00:01:01:20:01:01 44 Authenticated
00:01:01:22:01:01 44 Authenticated
Network3 00:01:01:10:01:01 6 Associated
00:01:01:14:01:01 6 Authenticated

(DWS-4026) #

show wireless switch client status

This command displays summary data for all switches with associated clients. If the Unified Switch is a WIDS controller, then
this command shows all clients associated to the APs managed by all the peer switches. For non-Cluster Controller switches,
only clients managed by the local switches are displayed.

Format show wireless switch [<ipaddr>] client status

Mode Privileged EXEC

Field Description

ipaddr IP address of the switch in the wireless system.

IP Address IP address of the Unified Switch or any peer switch in the wireless system.
MAC Address The Ethernet address of the client station.

Example: The following shows example CLI display output for the command.

If a network consists of two switches 192.168.37.60 and 192.168.37.61 respectively and former is the Cluster Controller, this
command works differently at Cluster Controller and non-Cluster Controller as follows.
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On the Cluster Controller, it displays entries in the following format:

(DWS-4026) #show wireless switch client status
Client
Switch IP Address MAC Address Channel Status
192.168.37.60 00.0F.B5.86.93.95 1 Authenticated
00:14:C2:0C:47:6D 1 Authenticated
192.168.37.61 00.0F.B5.86.93.85 6 Authenticated
00:14:C2:0C:47:1D 11 Authenticated
(DWS-4026) #show wireless switch 192.168.37.60 client status
Client
Switch IP Address MAC Address Channel Status
192.168.37.60 00.0F.B5.86.93.95 1 Authenticated
00:14:C2:0C:47:6D 1 Authenticated
(DWS-4026) #show wireless switch 192.168.37.61 client status
Client
Switch IP Address MAC Address Channel Status
192.168.37.61 00.0F.B5.86.93.85 6 Authenticated
00:14:C2:0C:47:1D 11 Authenticated

On the switch that is not acting as a Cluster Controller the summary command displays

entries in the following format:

(DWS-4026) #show wireless switch client status
Client
MAC Address
00.0F.B5.86.93.85
00:14:C2:0C:47:1D

Switch IP Address

192.168.37.61

(DWS-4026)

Channel Status
6 Authenticated
11 Authenticated

#show wireless switch 192.168.37.60 client status

Error! Only Cluster Controller can display the peer switch associated client status.

(DWS-4026)
Client
MAC Address
00.0F.B5.86.93.85
00:14:C2:0C:47:1D

Switch IP Address

192.168.37.61

#show wireless switch 192.168.37.61 client status

Channel Status
6 Authenticated
11 Authenticated
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CLIENT FAILURE AND AD HoCc STATUS COMMANDS

The commands in this section provide views and management of data maintained for wireless client association and
authentication failures.

clear wireless client failure list
This command deletes all entries from the client failure list. Entries normally age out according to the configured age time.

Format clear wireless client failure list
Mode Privileged EXEC

Example: The following shows an example of the command.

(DWS-4026) #clear wireless client failure list
Are you sure you want to clear all client failure entries? (y/n) y
All client failure entries cleared.

clear wireless client adhoc list
This command deletes all entries from the Ad Hoc client list. Entries normally age out according to the configured age time.

Format clear wireless client adhoc list

Mode Privileged EXEC

show wireless client failure status

This command displays the client failure status parameters.

Format show wireless client [<macaddr>] failure status
Mode Privileged EXEC

Field Description

macaddr Client MAC address.

MAC Address The Ethernet address of the client.

VAP MAC Address The managed AP VAP Ethernet MAC address on which the client attempted to associate and/or
authenticate.

SSID The network SSID on which the client attempted to associate and/or authenticate.

Last Failure Type Indicates the last type of failure that occurred.

Authentication Count of authentication failures for this client.
Failure Count

Association Failure Count of association failures for this client.
Count

Age Time since failure occurred.
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Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless client failure status

Failure
MAC Address VAP MAC Address SSID Type Age
00:01:21:18:01:01 00:01:01:02:02:02 Network2 Auth Oh:1m:38s
00:01:32:18:01:01 00:01:01:02:01:03 Network3l Agssoc Oh:1m:44s

(DWS-4026) #
(DWS-4026) #show wireless client 00:01:21:18:01:01 failure status

MAC AdQr eSS . v i v vttt e et e e e e e et e e e e e e e e 00:01:21:18:01:01
VAP MAC AdArES S . i it i ittt ettt ettt et et iee e e 00:01:01:02:02:02
S Network?2

Last Failure Type. ..t i ittt e e e i et Authentication
Association Failure Count............ouuueu.n... 0

Authentication Failure Count................... 2

72 Oh:3m:14s

(DWS-4026) #

show wireless client adhoc status

This command displays summary or detailed data for Ad Hoc clients detected on the network by a managed AP.

Format show wireless client [<macaddr>] adhoc status

Mode Privileged EXEC

Field Description

macaddr Client MAC address.

MAC Address The Ethernet address of the client. If the Detection Mode is Beacon, then the client is represented as

an AP in the RF Scan database and the Neighbor AP List. If the Detection Mode is Data Frame, then
the client information is in the Neighbor Client List.

AP MAC Address The base Ethernet MAC Address of the managed AP which detected the client.

Location The configured descriptive location for the managed AP.

Radio The radio interface on the AP that detected the ad hoc device.

Detection Mode The mechanism of detecting this Ad Hoc device. The possible values are Beacon Frame or Data
Frame.

Age Time in seconds since the last detection of the ad hoc network.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show wireless client adhoc status

MAC Address AP MAC Address Location Radio Detection Mode Age
00:01:01:30:01:01 00:01:01:02:01:01 FirstFloor 1 Beacon Frame 3h:45m:4s
00:01:01:42:01:01 00:01:01:02:03:01 Eng 1 Beacon Frame 3h:44m:59s
00:01:01:45:01:01 00:01:01:02:01:01 FirstFloor 1 Beacon Frame 3h:45m:2s

(DWS-4026) #
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WIDS AccESs POINT RF SECURITY COMMANDS

The commands in this section provide views and management of data maintained for the Wireless Intrusion Detection
System (WIDS) for RF Security.

wids-security admin-config-rogue

(Administrator-configured rogue detection.) If the local database indicates that an AP is rogue, use this command to report
the AP as rogue in the RF Scan.

Default Enable
Format wids-security admin-config-rogue
Mode Wireless Config

wids-security ap-chan-illegal

(AP is operating on an illegal channel Rogue Detection.) Use this command to enable rogue reporting for AP’s operating on
an illegal channel.

Default Enable
Format wids-security ap-chan-illegal
Mode Wireless Config

no wids-security ap-chan-illegal
Use this command to disable the mode to report APs operating on an illegal channel.

Format no wids-security ap-chan-illegal
Mode Wireless Config

wids-security ap-de-auth-attack

(AP de-authentication attack.) Use this command to enable the AP de-authentication attack.

Default Disable
Format wids-security ap-de-auth-attack
Mode Wireless Config

no wids-security ap-de-auth-attack
Use this command to disable the AP de-authentication attack.

Format no wids-security ap-de-auth-attack
Mode Wireless Config
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wids-security fakeman-ap-managed-ssid

Use this command to enable Rogue reporting for fake managed AP’s detected with a managed SSID.

Default Enable
Format wids-security fakeman-ap-managed-ssid
Mode Wireless Config

no wids-security fakeman-ap-managed-ssid
Use this command to disable Rogue reporting for fake managed AP’s detected with a managed SSID.

Format no wids-security fakeman-ap-managed-ssid

Mode Wireless Config

wids-security fakeman-ap-chan-invalid

(Beacon received from a fake managed AP on an invalid channel Rogue Detection.) Use this command to enable rogue
reporting for fake managed APs detected with an invalid channel.

Default Enable
Format wids-security fakeman-ap-chan-invalid
Mode Wireless Config

no wids-security fakeman-ap-chan-invalid
Use this command to disable Rogue reporting for fake managed AP’s detected with an invalid channel.

Format no wids-security fakeman-ap-chan-invalid

Mode Wireless Config

wids-security fakeman-ap-no ssid

(Beacon received from fake managed AP without SSID rogue detection.) Use this command to enable rogue reporting for
fake managed AP’s detected with no SSID.

Default Enable
Format wids-security fakeman-ap-no-ssid
Mode Wireless Config

no wids-security fakeman-ap-no ssid
Use this command to disable rogue reporting for fake managed APs detected with an invalid channel.

Format no wids-security fakeman-ap-no ssid

Mode Wireless Config
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wids-security managed-ap-ssid-invalid

(Invalid SSID received from a managed AP Rogue Detection.) Use this command to enable rogue reporting for managed
AP’s detected with an invalid SSID.

Default Enable
Format wids-security managed-ap-ssid-invalid
Mode Wireless Config

no wids-security managed-ap-ssid-invalid
Use this command to disable the mode to report managed APs detected with an invalid SSID.

Format no wids-security managed-ap-ssid-invalid

Mode Wireless Config

wids-security managed-ssid-secu-bad

(Managed SSID detected with incorrect security configuration Rogue Detection). Use this command to enable rogue
reporting for AP’s detected with managed SSID’s and an invalid security configuration.

Default Enable
Format wids-security managed-ssid-secu-bad
Mode Wireless Config

no wids-security managed-ssid-secu-bad
Use this command to disable the mode to report AP’s detected with managed SSID’s and an invalid security configuration.

Format no wids-security managed-ssid-secu-bad

Mode Wireless Config

wids-security rogue-det-trap-interval

(Rogue-detected trap interval.) Use this command to set the interval in seconds between transmissions of the trap telling
you that rogues are present in the RF Scan database.

Default 300

Format wids-security rogue-det-trap-interval <60-3600>

Mode Wireless Config

Parameter Description

0, 60-3600 The interval in seconds between transmissions of the trap telling you that rogues are present in the RF

Scan database. The trap interval range is 60-3600 seconds. A configured value of 0 disables the trap
from being set.
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no wids-security rogue-det-trap-interval
Use this command to restore the rogue detected trap interval to its default value.

Format no wids-security rogue-det-trap-interval

Mode Wireless Config

wids-security standalone-cfg-invalid

(Standalone AP is operating with unexpected channel, SSID, security, or WIDS mode Rogue Detection.) Use this command
to enable rogue reporting for standalone APs operating with unexpected channel, SSID, security, or WIDS mode.

Default Enable
Format wids-security standalone-cfg-invalid
Mode Wireless Config

no wids-security standalone-cfg-invalid

Use this command to disable the mode to report standalone AP’s operating with unexpected channel, SSID, security, or
WIDS mode.

Format no wids-security standalone-cfg-invalid

Mode Wireless Config

wids-security unknown-ap-managed-ssid

(Managed SSID received from unknown AP rogue.) Use this command to enable rogue reporting for unknown rogue APs
detected with a managed SSID.

Default Enable
Format wids-security unknown-ap-managed-ssid
Mode Wireless Config

no wids-security unknown-ap-managed-ssid
Use this command to disable reporting unknown rogue APs detected with a managed SSID.

Format no wids-security unknown-ap-managed-ssid

Mode Wireless Config

wids-security unmanaged-ap-wired

(Unmanaged AP is detected on a wired network Rogue Detection.) Use this command to enable rogue reporting for detection
of unmanaged AP’s on a wired network.
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Default Enable
Format wids-security unmanaged-ap-wired
Mode Wireless Config

no wids-security unmanaged-ap-wired
Use this command to disable the mode to report unmanaged APs on a wired network.

Format no wids-security unmanaged-ap-wired

Mode Wireless Config

wids-security wds-device-unexpected

(Unexpected WDS device is detected on the network Rogue Detection.) Use this command to enable rogue reporting for
detection of unexpected WDS devices.

Default Enable
Format wids-security wds-device-unexpected
Mode Wireless Config

no wids-security wds-device-unexpected
Use this command to disable the mode to report detection of unexpected WDS devices.

Format no wids-security wds-device-unexpected

Mode Wireless Config

wids-security wired-detection-interval

(Minimum wired detection interval.) Use this command to set the minimum number of seconds that the AP waits before
starting a new wired network detection cycle.

Default 60

Format wids-security wired-detection-interval <intervals>

Mode Wireless Config

Parameter Description

interval Minimum number of seconds that the AP waits before starting a new wired network detection cycle.

The range is 1-3600 seconds. A value of zero (0) disables wired detection.

no wids-security wired-detection-interval

This command restores the minimum wired detection interval to its default value.
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Format no wids-security wired-detection-interval

Mode Wireless Config

show wireless wids-security

This command displays the configured wireless WIDS security settings.

Format show wireless wids-security

Mode Privileged EXEC

Field Description

Rogue - admin If the local database indicates that the AP is rogue, then reports the AP as rogue in the RF Scan.
configured Rogue

APs

Rogue - APs on an Enable or disable rogue reporting for APs operating on an illegal channel.
illegal channel

Rogue - fake Enable or disable rogue reporting for fake managed APs on an invalid channel.
managed AP/
invalid channel

Rogue - fake Enable or disable rogue reporting for fake managed APs without an SSID.
managed AP/no
SSID

Rogue - managed Enable or disable rogue reporting for a managed AP with an invalid SSID.
AP/invalid SSID

Rogue - managed Enable or disable rogue reporting for APs with a managed SSID and an incorrect security
SSID/invalid configuration.
security

Rogue - standalone Enable or disable rogue reporting for standalone APs operating with unexpected channel, security, or
AP/unexpected WIDS mode.
config

Rogue - unknown Enable or disable rogue reporting for unknown rogue APs detected with a managed SSID.
AP/managed SSID

Rogue - Enable or disable rogue reporting for unmanaged APs on a wired network.
unmanaged AP on
a wired network

Rogue - Enable or disable rogue reporting for unexpected WDS devices detected on the network.
unexpected WDS
devices

Rogue detected The interval in seconds between transmissions of the trap telling the administrator that rogues are
trap interval present in the RF Scan database.

Wired network Minimum number of seconds that the AP waits before starting a new wired network detection cycle.
detection interval

AP De- Enable or disable the AP De-authentication attack.

authentication

Attack

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security
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Rogue - admin configured Rogue AP's............ Enable
Rogue - AP's on an illegal channel............. Enable
Rogue - fake managed AP / invalid channel...... Enable
Rogue - fake managed AP / no SSID.............. Enable
Rogue - managed AP / invalid SSID.............. Enable
Rogue - managed SSID / invalid security........ Enable
Rogue - standalone AP / unexpected config...... Enable
Rogue - unknown AP / managed SSID.............. Enable
Rogue - unmanaged AP on a wired network........ Enable
Rogue - unexpected WDS devicesS................. Enable
Rogue detected trap interval................... 60 seconds
Wired network detection interval............... 60 seconds
AP De-Authentication Attack................. ... Disable

show wireless wids-security rogue-classification

This command displays the WIDS AP rogue classification test results.

Format show wireless wids-security <macaddr> rogue-classification

Mode Privileged EXEC

Field Description

macaddr MAC address of the rogue AP.

TestID Test identifier (WIDSAPROGUERNN).

Detect Indicates whether this test detected the condition that it is designed to detect. Possible values are True
or False.

MAC Addr (radio) The Managed AP MAC address and (radio number) last reported detecting this condition.

Config Indicates whether this test is configured to report rogues. Possible values are Enable or Disable.

Result Indicates whether this test reported the device as rogue (Possible values are Rogue or empty string.)

1st Report Time stamp indicating how long ago this test first detected the condition.

Last Report Time stamp indicating how long ago this test last detected the condition.

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security 00:11:95:A3:7A:C8 rogue-classification

Test ID Detect MAC Addr (radio) Config Result 1lst Report Last Report
WIDSAPROGUEO1l True 00:00:00:00:00:11(1) Enable Rogue 0d:00:00:00 0d4:00:00:01
WIDSAPROGUEO2 False 00:00:00:00:00:12(2) Disable 0d4:00:00:00 0d4:00:00:00
WIDSAPROGUEO3 True 00:00:00:00:00:13(0) Enable Rogue 0d:00:00:02 0d:00:00:03
WIDSAPROGUEO4 True 00:00:00:00:00:14 (1) Enable Rogue 0d:00:00:04 0d:00:00:05
WIDSAPROGUEOS5 True 00:00:00:00:00:15(2) Enable Rogue 0d:00:00:06 0d:00:00:07
WIDSAPROGUEO6 True 00:00:00:00:00:16(0) Enable Rogue 0d:00:01:28 0d:00:01:39

WIDSAPROGUEO7 False 00:00:00:00:00:17(1) Enable 0d:00:01:51 0d:00:03:42
WIDSAPROGUEO8 False 00:00:00:00:00:18(2) Enable 0d:00:05:33 0d:00:07:24
WIDSAPROGUEOY9 False 00:00:00:00:00:19(2) Enable 0d:00:09:15 0d:00:11:06
WIDSAPROGUE10 False 00:00:00:00:00:1A(0) Enable 0d:00:12:57 0d:00:14:48

To see test descriptions use show wireless wids-security rogue-test-descriptions.
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show wireless wids-security rogue-test-descriptions
This command displays the WIDS AP rogue classification test identifier descriptions.

Format show wireless wids-security rogue-test-descriptions
Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security rogue-test-descriptions

WIDSAPROGUEOL. . v vttt ettt et e ee e e eeeenn Administrator configured rogue AP
WIDSAPROGUEOD2 . . ¢ vttt et et eeeeeeeeeenn Managed SSID from an unknown AP
WIDSAPROGUEOD3 . . ¢ vttt ittt ieeeeeeee e Managed SSID from a fake managed AP
WIDSAPROGUEO4 . ... ... it iii i iiiine e AP without an SSID

WIDSAPROGUEODS . o v vttt it et eeeeeeeeeen Fake managed AP on an invalid channel
WIDSAPROGUEODG . . vttt ettt e et eee e eaes Managed SSID detected with incorrect security
WIDSAPROGUEOD7 . v v vt et et et eeeeeeeeeen Invalid SSID from a managed AP
WIDSAPROGUEODS . . vttt eeee e e eeeee e e e AP is operating on an illegal channel
WIDSAPROGUEOD . . vttt teeie e e eeeee e e e Standalone AP with unexpected configuration
WIDSAPROGUELO . .« vttt ittt et eeees Unexpected WDS device detected on network
WIDSAPROGUELL . ...ttt ittt et eaee e Unmanaged AP detected on wired network

show wireless wids-security de-authentication

This command displays information about APs against which the Cluster Controller initiated a de-authentication attack.

Format show wireless wids-security de-authentication
Mode Privileged EXEC

Field Description

BSSID BSSID of the AP against which the attack is launched.
Channel Channel on which the rogue AP is operating.

Attack Time Time since attack started on this AP.

Age Time since RF Scan report about this AP.

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security de-authentication

BSSID Channel Attack Time Age
00:02:BB:00:0A:01 3 0d4:00:01:51 0d4:00:01:28
00:02:BB:00:14:02 6 0d4:00:03:42 0d:00:02:56
00:02:BB:00:1E:03 9 0d:00:05:33 0d:00:04:24
00:02:BB:00:28:04 12 0d:00:07:24 0d:00:05:52
00:02:BB:00:32:05 15 0d:00:09:15 0d:00:07:20
00:02:BB:00:3C:06 18 0d4:00:11:06 0d4:00:08:48
00:02:BB:00:46:07 21 0d4:00:12:57 0d4:00:10:16
00:02:BB:00:50:08 24 0d4:00:14:48 0d4:00:11:44
00:02:BB:00:5A:09 27 0d:00:16:39 0d:00:13:12
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DETECTED CLIENTS DATABASE COMMANDS
This section provides status and configuration commands for the detected client database.
wids-security client rogue-det-trap-interval

Use this command to set the interval in seconds between transmissions of the trap telling you that rogue clients are present
in the Detected Clients Database.

Default 60

Format wids-security client rogue-det-trap-interval <0-3600>

Mode Wireless Config

Parameter Description

0-3600 Interval in seconds between transmissions of the trap. The range is 0-3600 seconds. A configured

value of 0 disables the trap from being sent.

no wids-security client rogue-det-trap-interval
Use this command to restore the rogue detection trap interval to its default value, 60.

Format no wids-security client rogue-det-trap-interval
Mode Wireless Config

Example: The following shows an example of the command.

(DWS-4026) # wids-security client rogue-det-trap-interval 60 °?
<Cr> Press Enter to execute the command.

(DWS-4026) # no wids-security client rogue-det-trap-interval ?
<Ccr> Press Enter to execute the command.

wids-security client known-client-database

Use this command to enable the test which marks the client as a rogue if it is not in the Known Clients database.

Default Disable
Format wids-security client known-client-database
Mode Wireless Config

no wids-security client known-client-database
Use this command to disable the check for the client in the Known Clients database.

Format no wids-security client known-client-database

Mode Wireless Config
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wids-security client configured-auth-rate

Use this command to enable the test which marks the client as rogue if it exceeds the configured rate for transmitting 802.11
authentication requests.

Default Enable
Format wids-security client configured-auth-rate
Mode Wireless Config

no wids-security client configured-auth-rate

Use this command to disable the test for checking if the client exceeds the configured rate for transmitting 802.11
authentication requests.

Format no wids-security client configured-auth-rate

Mode Wireless Config

wids-security client configured-probe-rate

Use this command to enable the test which marks the client as rogue if it exceeds the configured rate for transmitting probe
requests.

Default Enable
Format wids-security client configured-probe-rate
Mode Wireless Config

no wids-security client configured-probe-rate
Use this command to disable the test for checking if the client exceeds the configured rate for transmitting probe requests.

Format no wids-security client configured-probe-rate

Mode Wireless Config

wids-security client configured-deauth-rate

Use this command to enable the test which marks the client as rogue if it exceeds the configured rate for transmitting 802.11
de-authentication requests.

Default Enable
Format wids-security client configured-deauth-rate
Mode Wireless Config

no wids-security client configured-deauth-rate

Use this command to disable the test for checking if the client exceeds the configured rate for transmitting 802.11 de-
authentication requests.
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Format no wids-security client configured-deauth-rate

Mode Wireless Config

wids-security client max-auth-failure

Use this command to enable the test which marks the client as rogue if it exceeds the maximum number of authentication
failures.

Default Enable
Format wids-security client max-auth-failure
Mode Wireless Config

no wids-security client max-auth-failure

Use this command to disable the test for checking if the client has exceeded the configured rate for maximum authentication
failures.

Format no wids-security client max-auth-failure

Mode Wireless Config

wids-security client auth-with-unknown-ap

Use this command to enable the test to check if a known client is authenticated with an unknown AP. If yes, then the client
is marked as a rogue.

Default Enable
Format wids-security client auth-with-unknown-ap
Mode Wireless Config

no wids-security client auth-with-unknown-ap
Use this command to disable the test for checking if the client is authenticated with an unknown AP.

Format no wids-security client auth-with-unknown-ap

Mode Wireless Config

wids-security client threat-mitigation

Use this command to enable the transmission of de-authentication messages to known clients associated with unknown
APs. The “Known Client” test must also be enabled order for the mitigation to take place.

Default Disable
Format wids-security client threat-mitigation
Mode Wireless Config
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no wids-security client threat-mitigation
Use this command to disable the test for Client Threat Mitigation.

Format no wids-security client threat-mitigation

Mode Wireless Config

wids-security client threshold-value-deauth

Use this command to configure the maximum number of de-authentication messages which a switch can receive during the
threshold interval.

Default 10

Format wids-security client threshold-value-deauth <1-99999>
Mode Wireless Config

Parameter Description

1-99999 Range of the threshold value.

no wids-security client threshold-value-deauth
Use this command to set the threshold-value for de-authentication messages to the default.

Format no wids-security client threshold-value-deauth

Mode Wireless Config

wids-security client threshold-interval-deauth

Use this command to configure the threshold interval for counting the de-authentication messages.

Default 60

Format wids-security client threshold-interval-deauth <1-3600>
Mode Wireless Config

Parameter Description

1-3600 Range of the threshold value.

no wids-security client threshold-interval-deauth
Use this command to set the threshold value for the de-authentication interval to its default.

Format no wids-security client threshold-interval-deauth

Mode Wireless Config
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wids-security client threshold-value-auth

Use this command to configure the maximum number of authentication messages a switch can receive during the threshold
interval.

Default 10

Format wids-security client threshold-value-auth <1-99999>
Mode Wireless Config

Parameter Description

1-99999 The range of the threshold value.

no wids-security client threshold-value-auth
Use this command to set the threshold value for authentication messages to its default.

Format no wids-security client threshold-value-auth

Mode Wireless Config

wids-security client threshold-interval-auth

Use this command to configure the threshold interval for counting the authentication messages at the switch.

Default 60
Format wids-security client threshold-interval-auth <1-3600>
Mode Wireless Config

no wids-security client threshold-interval-auth
Use this command to set the threshold value for the authentication interval to its default.

Format no wids-security client threshold-interval-auth

Mode Wireless Config

wids-security client threshold-value-probe

Use this command to configure the maximum number of probe messages a switch can receive during the threshold interval.

Default 120

Format wids-security client threshold-value-probe <1-99999>
Mode Wireless Config

Parameter Description

1-99999 The range of the threshold value.
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no wids-security client threshold-value-probe
Use this command to set the threshold value for probe messages to the default.

Format no wids-security client threshold-value-probe

Mode Wireless Config

wids-security client threshold-interval-probe

Use this command to configure the threshold interval for counting the probe messages.

Default 60

Format wids-security client threshold-interval-probe <1-3600>
Mode Wireless Config

Parameter Description

1-3600 The range of the threshold value.

no wids-security client threshold-interval-probe
Use this command to set the threshold value for the probe interval to its default.

Format no wids-security client threshold-interval-probe

Mode Wireless Config

wids-security client threshold-auth-failure

Use this command to configure the number of 802.1X authentication failures that triggers the client to be reported as rogue.

Default 5

Format wids-security client threshold-auth-failure <1-99999>
Mode Wireless Config

Parameter Description

1-99999 The range of the threshold value.

no wids-security client threshold-auth-failure
Use this command to set the threshold value for authentication failures to its default.

Format no wids-security client threshold-auth-failure
Mode Wireless Config
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wids-security client known-db-location

Use this command to configure the location of the Known-Client database for detected clients.

Default Local

Format wids-security client known-db-location <local | radius-servers
Mode Wireless Config

Parameter Description

local Database defined locally.

radius-server Database defined on a radius-server.

no wids-security client known-db-location
Use this command to set the location of the Known-Client database for detected clients to the default.

Format no wids-security client known-db-location

Mode Wireless Config

wids-security client known-db-radius-server-name

Use this command to configure the radius-server name of the Known-Client database for detected clients.

Default Default-RADIUS-Server

Format wids-security client known-db-radius-server-name <names>
Mode Wireless Config

Parameter Description

name An alphanumeric string up to 32 characters in length.

no wids-security client known-db-radius-server-name
Use this command to set the Known-Client database radius-server name for detected clients to the default.

Format no wids-security client known-db-radius-server-name

Mode Wireless Config

detected-client ack-rogue

Use this command to change the client status from Rogue to Known or Authenticated for the specified client MAC address.
If no client is specified, the command changes the client status for all of the clients.

Format detected-client [<macaddr>] ack-rogue
Mode Wireless Config
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Parameter Description

macaddr The Ethernet address of the client.

clear wireless detected-client list

Use this command to delete the client entry for the specified MAC address or all the entries present in the database. If the
client is authenticated, then this command has no effect.

Format clear wireless [<macaddr>] detected-client
Mode Privileged EXEC

Parameter Description

macaddr The Ethernet address of the client.

Example: The following shows an example of the command.

clear wireless detected-client list
Are you sure you want to clear all the wireless detected clients? (y/n)y
Wireless detected-client list cleared.

show wireless client detected-client preauth-history

Use this command to display the pre-authentication events that have occurred for the specified client or for all the clients
present in the detected client database. A history of up to ten pre-authentications is displayed, as only a maximum of ten
pre-authentications are maintained for each client.

Format show wireless client [<macaddr>] detected-client preauth-history
Mode Privileged EXEC

Field Description

Mac Address The Ethernet address of the client.

AP Mac Address The Ethernet address of the Access Point with which the client is pre-authenticated.
Radio The radio interface on the AP.

VAP Mac Address The Ethernet address of the VAP to which client has roamed.

SSID The RF Noise perceived by the reporting AP for the specified detected client.

Pre-Auth Status Indicates whether the client is successfully pre-authenticated.

Time Since Event Time since entry was last updated.

show wireless client detected-client roam-history
Use this command to display the roaming history for the specified MAC address or all the clients in the detected client

database. A roaming history of up to ten Access Points is displayed, as only the maximum of ten records are maintained for
each client. Clients that never authenticated with the managed network do not display in the list.
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Format show wireless client <macaddr> detected-client roam-history
Mode Privileged EXEC

Field Description

Mac Address The Ethernet address of the client.

AP Mac Address
(Radio)

The Ethernet address of the Access Point with which the client is pre-authenticated.

Radio The radio interface on the AP.
VAP Mac Address The Ethernet address of the VAP to which client has roamed.
SSID The RF Noise perceived by the reporting AP for the specified detected client.

Auth Status

Shows if the client authentication was due to new authentication or roaming.

Time Since Roam

Time since entry was last updated.

show wireless client detected-client rogue-classification

Use this command to display the WIDS rogue classification test results for a particular client MAC address.

Format show wireless client <macaddr> detected-client rogue-classification

Mode Privileged EXEC

Field Description

macaddr The client MAC address.

Test ID Test identifier (WIDSCLNTROGUERNN).

Detect Indicates whether this test detected the condition that it is designed to detect. Valid values are no

detection or Condition Detected.

MAC Addr (radio)

The Managed AP MAC address and (radio number) that last reported detecting this condition.

Config

Indicates whether this test is configured to report rogues. Valid values are Enable or Disable.

Result

Indicates whether this test reported the device as rogue. Valid values are Rogue or empty string.

1st Report

Time stamp indicating how long ago this test first detected the condition.

Last Report

Time stamp indicating how long ago this test last detected the condition.

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless client 00:02:BB:00:14:02 detected-client rogue-classification

WIDSCLNTROGUEL . . ¢ ittt ittt et et e e ettt e e e e e Client not in Known Client Database
WIDSCLNTROGUEZ . & v vttt ettt et e e e e e ettt e eeeeenn Client exceeds configured rate
for auth msgs
WIDSCLNTROGUES . & & i ittt it e e et e e e e e e e e e e e e e e Client exceeds configured rate
for probe msgs
WIDSCLNTROGUEAZ . . & o ittt e e e e e e e e e e e e et e e e Client exceeds configured rate
for de-auth msgs
WIDSCLNTROGUES . & v vttt ettt ettt e e e e e et e e eeeeenn Client exceeds max failing
authentications
WIDSCLNTROGUEG . « ¢ v i o et it e et e e e e e e e e e e e e e Known client authenticated with

unknown AP
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show wireless client detected-client status

Use this command to display status information for detected clients. If you do not enter a parameter, the command displays
summary status for all detected clients in the database. if you enter a client MAC address, the command displays detailed
status for that detected client.

Format show wireless client <macaddr> detected-client status
Mode Privileged EXEC

Field Description

MAC Address The Ethernet address of the client.

oul The organizationally unique identifier for the wireless client.

Client Status The detected client status.

Auth Status Shows whether the client is authenticated or not.

Time Since Last  Time since entry was last updated.
Updated

Threat Detection  Shows if the threat detection test is triggered for this client.

Threat Mitigation = Shows if threat mitigation has been done for this client.

Client Name Shows the name of the client.

Time Since Created Time since entry was created.

Channel Channel in which the client is detected.

Auth RSSI RSSI reported by the managed AP with which the client is authenticated.

Auth Signal Signal strength reported by the managed AP with which the client is authenticated.

Auth Noise Noise reported by the managed AP with which the client is authenticated.

Probe Req Number of probe requests during the collection interval.

Probe Collection The time remaining in the probe collection interval.

Interval

Highest Num The largest number of probes that the switch detected during the collection interval.

Probes

Auth Req The number of 802.11 authentication messages recorded so far during the probe collection interval.

Auth Collection The amount of time left before the authentication collection interval is done and the switch decides
Interval whether the client is a threat.

Highest Num Auth The largest number of authentications that the switch detected during the collection interval.
Msgs

DeAuth Req The number of 802.11 de-authentication messages recorded so far during the probe collection interval.

DeAuth Collection The amount of time left before the de-authentication collection interval is done and the switch decides
Interval whether the client is a threat.

Highest Num The largest number of de-authentications that the switch detected during the collection interval.
DeAuth Msgs

Num Auth Failures The number of 802.1X authentication failures detected for this client.

Total Probe The number of probes detected in the last RF Scan.
Messages

Broadcast BSSID The number of probes to broadcast BSSID in the last RF Scan.
Probes
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Field Description
Broadcast SSID  The number of probes to Broadcast SSID in the last RF Scan.
Probes

Specific BSSID
Probes

The number of probes to Specific BSSID in the last RF Scan.

Specific SSID The number of probes to Specific SSID in the last RF Scan.
Probes

Last Non- The last non-broadcast BSSID detected in the RF Scan.
Broadcast BSSID

Last Non- The last non-broadcast SSID detected in the RF Scan.
Broadcast SSID

Threat Mitigation
Sent

The time since the switch sent the last threat mitigation message to this client.

Example: The following shows example CLI display output for the command.

(DWS-4026)
Mac Address

Client Name Client Status

# show wireless client detected-client status

Age

Create Time

00:02:BB:00:0A:01
00:02:BB:00:14:02

TestClientl
TestClient2

0d:00:01:51
0d:00:14:40

0d:00:01:10
0d4:00:14:30

(DWS-4026) # show wireless client 00:13:46:C1:78:67 detected-client status
MAC Addre S S . v i vt it e et e et e et e e e e e e e e 00:13:46:C1:78:67
L0 D-Link Corporation
Client StatuUS........i ittt ettt i Authenticated
Auth StatusS....... ittt it ettt e et e e een Authenticated
Time Since Last Updated............ ... . ....... 0d:00:00:02
Threat Detection........ ... Detected

Threat Mitigation............. e Not Done

Client Name. .. ..ottt et e e e e e e i eeeeeas

Time Since Created. ..... ...t eennnnnnnn 0d:02:17:19
Channel . ... ..ttt e e e e e e e e e 6

AUth RSSTI . ..ttt ittt e e e e e e e e e e e e 14

Auth Signal. .. ... ...ttt e -81

Auth Noise. ... it et e e e et e e e -89

Probe ReQ. . . i ittt it e e e e e e e e e e 12

Probe Collection Interval............oiuuee.n... 0d4:00:00:41
Highest Num Probes......... ... ... 10

Auth Req. ... i i i 0

Auth Collection Interval............oiueie.n... 04:00:00:41
Highest Num Auth MsSgsS....... it ennnnnn. 0

DeAUuth Req. ... ittt it ettt e e i 0

DeAuth Collection Interval..................... 0d4:00:00:41
Highest Num DeAuth MsSgs............coiuiiino... 0

Num Auth FailuresS. ... ...ttt iiieeeeeenn. 0

Total Probe MsSgsS. . ... .ttt innnnneens 20

Broadcast BSSID Probes. . .......cuuiiuueeeeennn. 10

Broadcast SSID Probes. .. .....uiiiiieennneennnn. 10

Specific BSSID Probes. .......cuiiiiiinneennn.. 0

Specific SSID Probes..........ciiiiiiiinnna.. 0

Last Non-Broadcast BSSID........cuueeeneennn. 00:00:00:00:00:00
Last Non-Broadcast SSID. ........ceuumeeeneennn.

Threat Mitigation Sent............. ... . ....... 0d:00:00:00
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show wireless client detected-client triangulation

Use this command to display the signal triangulation status for the specified client entry.

Format show wireless client <macaddr> detected-client triangulation

Mode Privileged EXEC

Field Description

AP Function Indicates whether the reporting AP is operating in Sentry Mode.

AP Mac Address  The Ethernet address of the AP.

RSSI The RSSI value of received signal for the client at the reporting AP.

Signal The RF signal strength perceived by the reporting AP in dBm for the specified detected-client.
Noise The RF Noise perceived by the reporting AP for the specified detected-client.

Detected Time Time in seconds since the particular AP detected the signal.

show wireless wids-security client

Use this command to display the configured wireless WIDS security settings for the client.

Format show wireless wids-security client

Mode Privileged EXEC

Field Description

Rogue Detected Interval, in seconds, between transmissions of the SNMP trap that indicates the administrator that
Trap Interval rogue APs are present in the RF Scan database. If set to 0, the trap is never sent.

Rogue-Not in If client MAC address is not in the Known Client database, then report the client as Rogue.

Known Client List

Rogue-Exceeds If the client exceeds the configured rate for transmitting 802.11 authentication requests, report the
Auth Req client as Rogue.

Rogue-Exceeds If the client exceeds the configured rate for transmitting 802.11 de-authentication requests, report the
DeAuth Reg client as Rogue.

Rogue-Exceeds If the client exceeds the configured rate for transmitting probe requests, report the client as Rogue.
Probe Req

Rogue-Exceeds If the client exceeds the maximum number of failing authentications, report the client as Rogue.
Failed Auth

Rogue-Auth If the Known Client is authenticated with an Unknown AP, report the client as Rogue.
Unknown AP

Client Threat- Indicates whether Client Threat Mitigation is enabled or not.

Mitigation

De-auth Threshold The number of seconds for counting the de-authentication messages.
Interval

De-auth Threshold The maximum number of de-authentication messages the client can send without being reported as
Value rogue.

Auth Threshold The number of seconds for counting the authentication messages.
Interval
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Field Description

Auth Threshold The maximum number of authentication messages the client can send without being reported as
Value rogue.

Probe Threshold The number of seconds for counting the probe messages.

Interval

Probe Threshold The maximum number of probe messages the client can send without being reported as rogue.
Value

Auth Failure The maximum number of authentication failures that triggers the client to be reported as rogue.
Threshold

Known DB The location of the Known-Client database for detected clients.

Location

Known DB Radius
Server Name

The name of the radius-server for the Known-Client database, defined for detected clients.

Known DB Radius
Server Status

Indicates whether or not a radius server for the Known-Client database is configured.

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security client

Rogue detected trap interval................... 300 seconds
Rogue-Not in Known Client list................. Disable
Rogue-Exceeds Auth Reqg ........... ... ... Enable
Rogue-Exceeds DeAuth Reqg ...................... Enable
Rogue-Exceeds Probe Reqg .............iiiiuueo.. Enable
Rogue-Exceeds Failed auth ..................... Enable
Rogue-Auth with unknown AP..................... Disable

Client Threat Mitigation................oooo... Disable
De-auth threshold interval..................... 60 seconds
De-auth threshold value........... ..., 10

Auth threshold interval........... ... o.... 60 seconds
Auth threshold value......... . ..., 10

Probe threshold interval....................... 60 seconds
Probe threshold value............. ... 120

Auth failure threshold......................... 5

Known DB Location..........iiieeeennnnnnnnn Local

Known DB Radius Server Name............ouououuuu.. Default-RADIUS-Server
Known DB Radius Server Status.................. Not Configured

show wireless wids-security client rogue-test-descriptions
Use this command to display the WIDS Client rogue classification test identifier descriptions.

Format show wireless wids-security client rogue-test-descriptions

Mode Privileged EXEC

Example: The following shows example CLI display output for the command.

(DWS-4026) # show wireless wids-security client rogue-test-descriptions

WIDSCLIENTROGUEOl......... Client not listed in the Known Clients database

WIDSCLIENTROGUEO2......... Client exceeds configured rate for transmitting 802.11

authentication requests

WIDSCLIENTROGUEO3......... Client exceeds configured rate for transmitting probe requests
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WIDSCLIENTROGUEO4......... Client exceeds configured rate for transmitting de-
authentication requests

WIDSCLIENTROGUEOS5......... Client exceeds max num of failing authentications

WIDSCLIENTROGUEO6......... Known Client is authenticated with an Unknown AP
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Section 6: Captive Portal Commands

This section describes the CLI commands you use to manage the Captive Portal features on the switch.

This section contains the following subsections:

e “Captive Portal Global Commands” on page 345

e “Captive Portal Configuration Commands” on page 351

e “Captive Portal Status Commands” on page 359

e “Captive Portal Client Connection Commands” on page 362
e “Captive Portal Interface Commands” on page 365

e “Captive Portal Local User Commands” on page 367

e “Captive Portal User Group Commands” on page 374

CAPTIVE PORTAL GLOBAL COMMANDS

The commands in this section enable you to configure the captive portal settings that affect the captive portal feature on the
switch and all captive portal instances.

captive-portal
Use this command to enter the Captive Portal Configuration Mode.

Format captive-portal
Mode Global Config

enable (Captive Portal Config Mode)

This command globally enables the captive portal feature on the switch.

Default Disable
Format enable
Mode Captive Portal Config

no enable (Captive Portal Config Mode)
The no version of this command disables the captive portal functionality.

Format no enable

Mode Captive Portal Config
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http port

This command configures an additional HTTP port. Valid port numbers are in the range of 0-65535, excluding port numbers
80 and 443 which are reserved. The HTTP port default is 0 which denotes no additional port and the default port (80) is used.

Default 0
Format http port <port-num>
Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #http port 8080<cr>
(DWS-4026) (Config-CP) #no http port<cr>

no http port

This command removes the specified additional HTTP port.

Format no http port <port-nums>
Mode Captive Portal Config
https port

This command configures an additional HTTPS secure port. The HTTPS secure port default is 0 which denotes no additional
port and the default port (443) is used.

Default 0

Format https port <port-num>

Mode Captive Portal Config

Parameter Description

port-num Port number in the range of 0-65535.

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #https port 60000<cr>
(DWS-4026) (Config-CP) #no https port<crs

no https port
This command set the HTTPS secure port to the default.

Format no https port <port-num>
Mode Captive Portal Config

statistics interval

Use this command to configure the interval at which statistics are reported in the Cluster Controller. The reporting interval is
in the range of 0, 15-3600 seconds where 0 disables statistical reporting.
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Default 120
Format statistics interval <intervals>
Mode Captive Portal Config

no statistics interval
Use this command to set the reporting interval to the default.

Format no statistics interval

Mode Captive Portal Config

snmp-server enable traps captive-portal

This command globally enables the captive portal traps. The specific captive portal traps are configured using the
trapflags command in Captive Portal Config Mode.

Default Disable
Format snmp-server enable traps captive-portal
Mode Global Config

no snmp-server enable traps captive-portal
This command globally disables all the captive portal traps.

Format no snmp-server enable traps captive-portal
Mode Global Config

trapflags (Captive Portal Config Mode)

This command enables captive portal SNMP traps. If no parameters are specified, then all traps are enabled. SNMP traps
can also be enabled individually by supplying the optional parameters.

The client-auth-failure option allows the SNMP agent to send a trap when a client attempts to authenticate with a
captive portal but is unsuccessful.

The client-connect option allows the SNMP agent to send a trap when a client authenticates with and connects to a
captive portal.

The client-db-full option allows the SNMP agent to send a trap each time an entry cannot be added to the client
database because it is full.

The client-disconnect option allows the SNMP agent to send a trap when a client disconnects from a captive portal.

Default Disabled

Format trapflags [{client-auth-failure | client-connect |
client-db-full | client-disconnect}]

Mode Captive Portal Config
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no trapflags

This command disables all captive portal SNMP traps when no parameters are specified. The optional parameters specify
individual traps to disable.

Format no trapflags [{client-auth-failure | client-connect |
client-db-full | client-disconnect}]

Mode Captive Portal Config

authentication timeout

This command configures the authentication timeout. If the captive portal user does not enter valid credentials within this
time limit, the authentication page needs to be served again in order for the client to gain access to the network. The
<timeout > variable is the authentication timeout and is a number in the range of 60-600 seconds.

Default 300
Format authentication timeout <timeouts>
Mode Captive Portal Config

no authentication timeout
This command sets the authentication timeout to the default value.

Format no authentication timeout

Mode Captive Portal Config

show captive-portal

This command reports status of the captive portal feature.

Format show captive-portal

Mode Privileged EXEC

Field Description

Administrative Shows whether the CP is enabled.
Mode

Operational Status Indicates whether the CP operational status is enabled or disabled.

Disable Reason If CP is disabled, this field displays the reason, which can be None, Administratively Disabled, No IPv4
Address, or Routing Enabled, but no IPv4 routing interface.

Captive Portal IP  Shows the IP address that the captive portal feature uses.
Address

show captive-portal status

This command reports status of all captive portal instances in the system.
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Format show captive-portal status
Mode Privileged EXEC
Field Description

Additional HTTP  Displays the port number of the additional HTTP port configured for traffic. A value of 0 indicates that
Port only port 80 is configured for HTTP traffic.

Additional HTTP  Displays the port number of the additional HTTPS secure port. A value of 0 indicates no additional port
Secure Port and the default port (443) is used.

Peer Switch Displays the interval at which statistics are reported in the Cluster Controller. The reporting interval is
Statistics in the range of 0, 15-3600 seconds where 0 disables statistical reporting.

Reporting Interval

Authentication Displays the number of seconds to keep the authentication session open with the client. When the
Timeout timeout expires, the switch disconnects any active TCP or SSL connection with the client.
Supported Captive Shows the number of supported captive portals in the system.

Portals

Configured Captive Shows the number of captive portals configured on the switch.

Portals

Active Captive Shows the number of captive portal instances that are operationally enabled.

Portals

Local Supported  Shows the number of users that can be added and configured using the local user database.
Users

Configured Local Shows the number of users that are configured from the local user database.
Users

System Supported Shows the total number of authenticated users that the system can support.
Users

Authenticated Shows the number of users currently authenticated to all captive portal instances on this switch.
Users

Example: The following shows example CLI display output for the command.

(DWS-4026) #show captive-portal status

Additional HTTP POTrt........ciiiiiinnennnn.. 0
Additional HTTP Secure Port.................... 0
Peer Switch Statistics Reporting Interval...... 120
Authentication Timeout.......... ... ... ... ..... 300
Supported Captive Portals...................... 10
Configured Captive Portals..................... 1
Active Captive Portals...........c.oiienn... 0
Local Supported USeIrS. ... ...ttt iiniinnneens 128
Configured Local USerS. .......uiiuiiienneennnn 0
System Supported Users...........uiiuiueeeeennn. 1024
Authenticated Users........ ..., 0

show captive-portal trapflags

This command shows which captive portal SNMP traps are enabled.

% Note: The existing Unified Switch show trapflags command shows the global captive portal traps
configuration. For more information, see “show trapflags” on page 503. For information about the global settings
for the captive portal SNMP traps, see “statistics interval” on page 346.
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Format show captive-portal trapflags

Mode Privileged EXEC

Field Description

Client Shows whether the SNMP agent sends a trap when a client attempts to authenticate with a captive
Authentication portal but is unsuccessful.

Failure Traps

Client Connection Shows whether the SNMP agent sends a trap when a client authenticates with and connects to a
Traps captive portal.

Client Database Shows whether the SNMP agent sends a trap each time an entry cannot be added to the client
Full Traps database because it is full.

Client Shows whether the SNMP agent sends a trap when a client disconnects from a captive portal.
Disconnection
Traps
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CAPTIVE PORTAL CONFIGURATION COMMANDS

The commands in this section are related to captive portal configurations.

configuration (Captive Portal)

Use this command to enter the Captive Portal Instance Mode.

The captive portal configuration, identified by CP ID 1, is the default CP configuration. You can create up to nine additional
captive portal configurations. The system supports a total of ten CP configurations. The Captive Portal ID <cp-id> variable

is a number in the range of 1-10.

Format configuration <cp-id>
Mode Captive Portal Config

no configuration

This command deletes a captive portal configuration. The command fails if interfaces are associated to this configuration.
The default captive portal configuration cannot be deleted. The Captive Portal ID <cp-id> variable is a number in the range
of 1-10.

Format no configuration <cp-ids>

Mode Captive Portal Config

enable (Captive Portal)

This command enables a captive portal configuration.

Default Enable

Format enable

Mode Captive Portal Instance
no enable

This command disables a captive portal configuration.

Format no enable
Mode Captive Portal Instance
name

This command configures the name for a captive portal configuration. The name can contain up to 32 alphanumeric
characters.

Format name <cp-names

Mode Captive Portal Instance
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protocol

This command configures the protocol mode for a captive portal configuration. The CP can use HTTP or HTTPS protocols.

Default https

Format protocol {http | https}
Mode Captive Portal Instance
verification

This command configures the verification mode for a captive portal configuration. The type of user verification to perform can
be one of the following:

e Guest: The user does not need to be authenticated by a database.

e Local: The switch uses a local database to authenticated users.

¢ RADIUS: The switch uses a database on a remote RADIUS server to authenticate users.

Default guest

Format verification {guest | local | radius}
Mode Captive Portal Instance

group

This command assigns a group ID to a captive portal configuration. Each Captive Portal configuration must contain at least
one group ID. The group-ID has a 1-1024 range. Group ID 1 is the default.

Default group-ID 1
Format group <group-ID>
Mode Captive Portal Instance

radius-accounting

This command enables accounting for a captive portal configuration.

Default Disable
Format radius accounting
Mode Captive Portal Instance

no radius-auth-server
This command disables accounting for a captive portal configuration.

Format no radius accounting

Mode Captive Portal Instance

radius-auth-server

Use this command to configure a captive portal configuration RADIUS authentication server.

352 © 2009 D-Link Corporation. All Rights Reserved



Captive Portal Configuration Commands

Default Disable
Format radius-auth-server <server-name>
Mode Captive Portal Instance

no radius-auth-server
This command disables a captive portal configuration RADIUS authentication server.

Format no radius-auth-server

Mode Captive Portal Instance

redirect-url mode

This command enables the redirect mode for a captive portal configuration.

Default Disable
Format redirect-url mode
Mode Captive Portal Instance

no redirect-url mode

This command disables the redirect mode for a captive portal configuration.

Format no redirect-url mode
Mode Captive Portal Instance
redirect-url

Use this command to specify the URL to which the newly authenticated client is redirected if the URL Redirect Mode is
enabled. This command is only available if the redirect mode is enabled.

Format redirect-url <url>
Mode Captive Portal Instance

max-bandwidth-up

This command configures the maximum rate at which a client can send data into the network.
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no max-bandwidth-up

Default 0

Format max-bandwidth-up <rate>

Mode Captive Portal Config

Parameter Description

rate Rate in bps. 0 indicates limit not enforced.

This command sets to the default the maximum rate at which a client can send data into the network.

Format no max-bandwidth-up
Mode Captive Portal Instance

max-bandwidth-down

This command configures the maximum rate at which a client can receive data from the network.

Default 0

Format max-bandwidth-down <rates>

Mode Captive Portal Instance

Parameter Description

rate Rate in bps. 0 indicates limit not enforced.

no max-bandwidth-down
This command sets to the default the maximum rate at which a client can receive data from the network.

Format no max-bandwidth-down
Mode Captive Portal Instance

max-input-octets

This command configures the maximum number of octets the user is allowed to transmit. After this limit has been reached
the user will be disconnected. If the value is set to 0 then the limit is not enforced.

Default 0

Format max-input-octets <bytes>

Mode Captive Portal Instance

Parameter Description

bytes Input octets in bytes. 0 indicates limit not enforced.
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no max-input-octets
This command sets to the default the maximum number of octets the user is allowed to transmit.

Format no max-input-octets

Mode Captive Portal Instance

max-output-octets

This command configures the maximum number of octets the user is allowed to receive. After this limit has been reached
the user will be disconnected. If the value is set to 0 then the limit is not enforced.

Default 0

Format max-output-octets <bytes>

Mode Captive Portal Instance

Parameter Description

bytes Output octets in bytes. 0 indicates limit not enforced.

no max-output-octets
This command sets to the default the maximum number of octets the user is allowed to receive.

Format no max-output-octets
Mode Captive Portal Instance

max-total-octets

This command configures the maximum number of octets the user is allowed to transfer, i.e., the sum of octets transmitted
and received. After this limit has been reached the user will be disconnected. If the value is set to 0, then the limit is not
enforced.

Default 0

Format max-total-octets <bytes>

Mode Captive Portal Instance

Parameter Description

bytes Total octets in bytes. 0 indicates limit not enforced.

no max-total-octets

This command sets to the default the maximum number of octets the user is allowed to transfer, i.e., the sum of octets
transmitted and received.
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Format no max-total-octets

Mode Captive Portal Instance

session-timeout

This command configures the session timeout for a captive portal configuration. The <t imeout > variable is a number that
represents the session timeout in seconds. Use 0 to indicate that the timeout is not enforced.

Default 0
Format session-timeout <timeouts>
Mode Captive Portal Instance

no session-timeout

Use this command to set the session timeout for a captive portal configuration to the default value.

Format no session-timeout
Mode Captive Portal Instance
idle-timeout

This command configures the idle timeout for a captive portal configuration. The <timeout> variable is a number that
represents the idle timeout in seconds. Use 0 to indicate that the timeout is not enforced.

Default 0
Format idle-timeout <timeout>
Mode Captive Portal Instance

no idle-timeout

Use this command to set the idle timeout for a captive portal configuration to the default value.

Format no idle-timeout
Mode Captive Portal Instance
locale

This command is not intended to be a user command. The administrator must use the WEB user interface to create and
customize captive portal web content. The command is primarily used by the Unified Switch show running config
command and process as it provides the ability to save and restore configurations using a text-based format.

Format locale <web-id>
Mode Captive Portal Instance
interface

This command associates an interface to a captive portal configuration or removes the interface captive portal association.
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Format interface <slot/ports>
Mode Captive Portal Instance

no interface

This command removes the association between an interface and a captive portal configuration.

Format no interface <slot/ports>
Mode Captive Portal Instance
block

This command blocks all traffic for a captive portal configuration.

Format block
Mode Captive Portal Instance
no block

This command unblocks all traffic for a captive portal configuration.

Format no block
Mode Captive Portal Instance

clear (Captive Portal Instance Config Mode)

This command sets the configuration for this instance to the default values.

Format clear
Mode Captive Portal Instance
user-logout

This command enables the ability for an authenticated user to de-authenticate from the network. This command is
configurable for a captive portal configuration.

Format user-logout
Mode Captive Portal Instance

no user-logout
This command removes the association between an interface and a captive portal configuration.

Format no user-logout
Mode Captive Portal Instance
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background-color

Use this command to customize the background color of the Captive Portal authentication page using a well-known color
name or RGB value. For example, red or RGB hex-code, i.e. #FF0000.The range of <color-code> is 1-32 characters.

Default #BFBFBF
Format background-color <color-code>
Mode Captive Portal Instance

foreground-color

Use this command to customize the foreground color of the Captive Portal authentication page using a well-known color
name or RGB value. For example, red or RGB hex-code, i.e. #FF0000.The range of <color-code> is 1-32 characters.

Default #999999
Format foreground-color <color-code>
Mode Captive Portal Instance

separator-color

Use this command to customize the separator bar color of the Captive Portal authentication page using a well-known color
name or RGB value. For example, red or RGB hex-code; i.e. #FF0000.The range of <color-code> is 1-32 characters.

Default #BFBFBF
Format separator-color <color-code>
Mode Captive Portal Instance
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CAPTIVE PORTAL STATUS COMMANDS

Use the commands in this section to view information about the status of one or more captive portal instances.
show captive-portal configuration

This command displays the operational status of each captive portal configuration. The <cp-id> variable is the captive
portal ID, which ranges from 1-10.

Format show captive-portal configuration <cp-id->
Mode Privileged EXEC

Field Description

CPID Shows the captive portal ID.

CP Name Shows the captive portal name.

Operational Status Shows whether the captive portal is enabled or disabled.

Disable Reason If the captive portal is disabled, this field indicates the reason.
Blocked Status Shows the blocked status, which is Blocked or Not Blocked.

Authenticated Shows the number of authenticated users connected to the network through this captive portal.
Users

Configured Shows the number of locales defined for this captive portal.

Locales

show captive-portal configuration interface

This command displays information for all interfaces assigned to a captive portal configuration or a specific interface
assigned to a captive portal configuration.

Format show captive-portal configuration <cp-id> interface [interface]
Mode Privileged EXEC

Field Description

CPID Shows the captive portal ID.

CP Name Shows the captive portal name.

Interface Valid slot and port number separated by a forward slash.

Interface Describes the interface.

Description

Operational Status Shows whether the captive portal is enabled or disabled
Block Status Shows the blocked status, which is Blocked or Not Blocked.

If you include the optional slot/port information, the following additional information appears:

Disable Reason If the captive portal is disabled, this field indicates the reason.

359



D-Link Unified Switch CLI Command Reference

Field Description
Authenticated Shows the number of authenticated users connected to the network through this captive portal.
Users

show captive-portal configuration status

This command displays information of all configured captive portal configurations or a specific captive portal configuration.

Format show captive-portal configuration <cp-id> status

Mode Privileged EXEC

Field Description

CPID Shows the captive portal ID.

CP Name Shows the captive portal name.

CP Mode Shows whether the CP is enabled or disabled.

Protocol Mode Shows the current connection protocol, which is either HTTP or HTTPS.

Verification Mode Shows the current account type, which is Guest, Local, or RADIUS.

If you include the optional [cp-id] status keywords, the following additional information appears:

URL Redirect Mode Indicates whether the Redirect URL Mode is enabled or disabled.

Max Bandwidth Up The maximum rate in bytes per second (bps) at which a client can send data into the network.
(bytes/sec)

Max Bandwidth The maximum rate in bps at which a client can receive data from the network.
Down (bytes/sec)

Max Input Octets The maximum number of octets the user is allowed to transmit.

(bytes)

Max Output Octets The maximum number of octets the user is allowed to receive.

(bytes)

Max Total Octets The maximum number of octets the user is allowed to transfer, i.e., the sum of octets transmitted and
(bytes) received.

Session Timeout Shows the number of seconds a user is permitted to remain connected to the network. Once the
(seconds) Session Timeout value is reached, the user is logged out automatically. A value of 0 means that the
user does not have a session Timeout limit.

Idle Timeout Shows the number of seconds the user can remain idle before the switch automatically logs the user
(seconds) out. A value of 0 means that the user will not be logged out automatically.

show captive-portal configuration locales

This command displays locales associated with a specific captive portal configuration.

Format show captive-portal configuration <cp-id> locales
Mode Privileged EXEC

Field Description

Locale Code Two-letter abbreviation for languages.
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Field Description

Locale Link The names of the languages.
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CAPTIVE PORTAL CLIENT CONNECTION COMMANDS

Use the commands in this section to view information about the clients connected to the captive portals configured on the
switch.

show captive-portal client status

This command displays client connection details or a connection summary for connected captive portal users. Use the
optional [macaddr] keyword, which is the MAC address of a client, to view additional information about that client.

Format show captive-portal client [macaddr] status

Mode Privileged EXEC

Field Description

Client MAC Identifies the MAC address of the wireless client (if applicable).
Address

Client IP Address Identifies the IP address of the wireless client (if applicable).

Protocol Mode Shows the current connection protocol, which is either HTTP or HTTPS.

Verification Mode Shows the current account type, which is Guest, Local, or RADIUS.

Session Time Shows the amount of time that has passed since the client was authorized.

If you specify a client MAC address, the following additional information displays:

CPID Shows the captive portal ID the connected client is using.

CP Name Shows the name of the captive portal the connected client is using.
Interface Valid slot and port number separated by a forward slash.

Interface Describes the interface.

Description

User Name Displays the user name (or Guest ID) of the connected client.

If cluster support is available, the following fields display:

Switch MAC Identifies the MAC address of the switch (if applicable).
Address

Switch IP Address Identifies the IP address of the switch (if applicable).

Switch Type (local Shows the current switch type, which is local or peer.
or peer)

show captive-portal client statistics
This command displays the statistics for a specific captive portal client.

Format show captive-portal client <macaddr> statistics
Mode Privileged EXEC
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Field Description
Client MAC Identifies the MAC address of the wireless client (if applicable).
Address

Bytes Received Total bytes the client has received.

Bytes Transmitted Total bytes the client has transmitted.

Packets Total packets the client has transmitted.
Transmitted

Packets Received Total packets the client has received.

show captive-portal interface client status

This command displays information about clients authenticated on all interfaces or a specific interface.

Format show captive-portal interface [slot/port] client status
Mode Privileged EXEC

Field Description

Interface Valid slot and port number separated by a forward slash.

Interface Describes the interface.

Description

Client MAC Identifies the MAC address of the wireless client (if applicable).
Address

If you use the optional [slot/port] information, the following additional information appears:

Client IP Address Identifies the IP address of the wireless client (if applicable).

CPID Shows the captive portal ID the connected client is using.

CP Name Shows the name of the captive portal the connected client is using.
Protocol Shows the current connection protocol, which is either HTTP or HTTPS.
Verification Shows the current account type, which is Guest, Local, or RADIUS.
User Name Displays the user name (or Guest ID) of the connected client.

show captive-portal configuration client status

This command displays the clients authenticated to all captive portal configurations or a specific configuration.

Format show captive-portal configuration [cp-id] client status
Mode Privileged EXEC

Field Description

CPID Shows the captive portal ID the connected client is using.

CP Name Shows the name of the captive portal the connected client is using.
Client MAC Identifies the MAC address of the wireless client (if applicable).
Address

If you use the optional [cp-id] information, the following additional information appears:
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Field Description

Client IP Address Identifies the IP address of the wireless client (if applicable).
Interface Valid slot and port number separated by a forward slash.
Interface Describes the interface.

Description

captive-portal client deauthenticate

This command deauthenticates a specific captive portal client. You can specify a captive portal configuration ID from 1-10
to indicate the captive portal configuration that the client is deauthenticating from. If no value is entered, then the specified
clients (or all clients) are deauthenticated from all captive portal configurations.

You can use the <macaddr> variable to specify the MAC address of the client to deauthenticate. If no value is specified,
then all clients are deauthenticated from the specified captive portal configuration (or all configurations).

Format captive-portal client deauthenticate <1-10> <macaddr>

Mode Privileged EXEC
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CAPTIVE PORTAL INTERFACE COMMANDS

Use the commands in this section to view information about the interfaces on the switch that are associated with captive
portals or that are capable of supporting a captive portal.

show captive-portal interface configuration status

This command displays the interface to configuration assignments for all captive portal configurations or a specific
configuration.

Format show captive-portal interface configuration [cp-id] status
Mode Privileged EXEC

Field Description

CPID Shows the captive portal ID the connected client is using.

CP Name Shows the name of the captive portal the connected client is using.
Interface Valid slot and port number separated by a forward slash.

Interface Describes the interface.

Description

Type Shows the type of interface.

show captive-portal interface capability

This command displays all the captive portal eligible interfaces or the interface capabilities for a specific captive portal
interface.

Format show captive-portal interface capability [slot/port]
Mode Privileged EXEC

Field Description

Interface Valid slot and port number separated by a forward slash.
Interface Describes the interface.

Description

Type Shows the type of interface.

If you use the optional [s/ot/port] information, the following additional information appears:

Session Timeout Indicates whether or not this field is supported by the specified captive portal interface.

Idle Timeout Indicates whether or not this field is supported by the specified captive portal interface.
Bytes Received Indicates whether or not this field is supported by the specified captive portal interface.
Counter

Bytes Transmitted Indicates whether or not this field is supported by the specified captive portal interface.
Counter

Packets Received Indicates whether or not this field is supported by the specified captive portal interface.
Counter
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Field Description

Packets Indicates whether or not this field is supported by the specified captive portal interface.
Transmitted

Counter

Roaming Indicates whether or not this field is supported by the specified captive portal interface.
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CAPTIVE PORTAL LocAL USER COMMANDS

Use these commands to view and configure captive portal users in the local database.

user (Captive Portal Config Mode)

This command is used to create a local user. The <user-id> variable is the user ID, which can be a number between 1
and 128. The password is 8-64 characters. You can modify the password after you create the user by using this command
with the user ID and a new password.

There are two ways to create the user: using name and using password. If the user is created using name, the password

needs to be assigned with the user password command. Or, if the user is created using password, the name can be assigned
later:

Format user <user-id> name <password>
Mode Captive Portal Config

Format user <user-id> password <password:>
Mode Captive Portal Config

Example: The following shows an example using name to create the user.

(DWS-4026) (Config-CP) #user 1 name test

Example: The following shows an example using password to create the user.

(DWS-4026) (Config-CP) #user 1 password testl234<cr>
no user
This command deletes a user from the local user database. If the user has an existing session, it is disconnected.
Format no user <user-id>

Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #no user l<cr>

user name
This command assigns a name to the User ID. This name is used at the client station for authentication. The <user-id>
variable is the local user ID created with the user command and can be from 1 to 128 characters. The <username > variable

is the name of the user and can have up to 32 alphanumeric characters.

Format user <user-id> name <username>

Mode Captive Portal Config
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Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 name johnsmith<crs>

user password

This command sets or modifies the password for the associated captive portal user. The <user-id> variable is the local
user ID created with the user command and can be from 1 to 128 characters. The <passwords> variable is the user id’s
password and can have from 8 to 64 alphanumeric characters.

Format user <user-id> password <password>

Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 password<cr>
Enter Password (8 - 64 characters) :<enter here>
Re-enter password:<enter same here>

user password encrypted

This command modifies the password for the associated captive portal user. The command accepts the password in an
encrypted format. This command is used primarily by the show running configcommand process.

The <user-id> variable is the local user ID created with the user command. The <encrypt-pwd> variable is the
password in encrypted format, which can be up to 128 hexadecimal characters.

Format user <user-id> password encrypted <encrypted-pwd>

Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 password encrypted <encrypted-pwds<crs
user group

This command assigns/modifies the group name for the associated captive portal user. The <user-id> variable is the user
ID, which is a number in the range of 1 to 128. The <group-name> variable is a name up to 32 characters.

Format user <user-id> group <group-names>

Mode Captive Portal Config
Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 group 1l23<cr>

user session-timeout
This command sets the session timeout value for the associated captive portal user. The <user-id> variable is the ID of

a user configured in the local database, and is a number in the range of 1 to 128. The <timeout> variable is a number that
represents the session timeout in seconds. Use 0 to indicate that the timeout is not enforced.
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Default 0
Format user <user-id> session-timeout <timeout>
Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 session-timeout 86400<cr>
no user session-timeout

This command sets the session timeout value for the associated captive portal user to the default value. The <user-id>
variable is a user configured in the local database.

Format no user <user-id> session-timeout

Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #no user 1 session-timeout<crs>

user idle-timeout

This command sets the session idle timeout value for the associated captive portal user. The <user-id> variable is the ID
of a user configured in the local database, and is a number in the range of 1 to 128. The <timeout> variable is a number
that represents the idle timeout in seconds. Use 0 to indicate that the timeout is not enforced.

Default 0
Format user <user-id> idle-timeout <timeouts>
Mode Captive Portal Config

Example: The following shows an example of the command.

(DWS-4026) (Config-CP) #user 1 idle-timeout 600<cr>
no user idle-timeout

This command sets the session idle timeout value for the associated captive portal user to the default value. The <user-
id> variable is a user configured in the local database.

Format no user <user-id> idle-timeout

Mode Captive Portal Config
Example: The following shows an example of the command.
(DWS-4026) (Config-CP) #no user 1 idle-timeout<crs>

user max-bandwidth-up

This command is used to configure the bandwidth in bytes per second (bps) at which the client can send data into the
network. 0 denotes using the default value configured for the captive portal.
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Default 0

Format user <user-id> max-bandwidth-up <bps>

Mode Captive Portal Config

Parameter Description

user-id User ID from 1 to 128 characters.

bps Client transmit rate in bytes per second (bps). 0 denotes unlimited bandwidth.

no user max-bandwidth-up
Use this command to set to the default the bandwidth at which the client can send data into the network.

Format no user <user-id> max-bandwidth-up

Mode Captive Portal Config

user max-bandwidth-down

This command is used configure the bandwidth in bytes per second (bps) at which the client can receive data from the
network. 0 denotes using the default value configured for the captive portal.

Default 0

Format user <user-id> max-bandwidth-down <bpss>

Mode Captive Portal Config

Parameter Description

user-id User ID from 1 to 128 characters.

bps Client receive rate in bps. 0 denotes unlimited bandwidth.

no user max-bandwidth down
Use this command to set to the default value the bandwidth at which the client can receive data from the network.

Format no user <user-name> max-bandwidth-down

Mode Captive Portal Config

user max-input-octets

This command is used to limit the number of octets in bytes that the user is allowed to transmit. After this limit has been
reached, the user will be disconnected. 0 octets denote unlimited transmission.

Default 0
Format user <user-id> max-input-octets <octetss>
Mode Captive Portal Config
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Parameter Description
user-id User ID from 1 to 128 characters.
octets Number of bytes.

no user max-input-octets
Use this command to set to the default the number of octets in bytes that the user is allowed to transmit.

Format no user <user-id> max-input-octets

Mode Captive Portal Config

user max-output-octets

This command is used to limit the number of octets in bytes that the user is allowed to receive. After this limit has been
reached, the user will be disconnected. 0 octets denote unlimited transmission.

Default 0

Format user <user-id> max-output-octets <octets>
Mode Captive Portal Config

Parameter Description

user-id User ID from 1 to 128 characters.

octets Number of bytes.

no user max-output-octets
Use this command to set to the default the number of octets in bytes that the user is allowed to receive.

Format no user <user-id> max-output-octets

Mode Captive Portal Config

user max-total-octets

This command is used to limit the number of octets in bytes that the user is allowed to transmit and receive. The maximum
number of octets is the sum of octets transmitted and received. After this limit has been reached, the user will be
disconnected. 0 octets denote unlimited transmission.

Default 0

Format user <user-id> max-total-octets <octets>
Mode Captive Portal Config

Parameter Description

user-id User ID from 1 to 128 characters.
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Parameter Description

octets Number of bytes.

no user max-total-octets
Use this command to set to the default the number of octets in bytes that the user is allowed to transmit and receive.

Format no user <user-id> max-total-octets

Mode Captive Portal Config

show captive-portal user

This command displays all configured users or a specific user in the captive portal local user database. Enter the optional
user ID to view information about the specified user. The [user-id] variable is a valid user configured in the local
database. Enter the group keyword or the group keyword and group ID variable to view the user information organized by
groups.

Format show captive-portal user [user-id] [group [<group-id>]]
Mode Privileged EXEC

Field Description

User ID Displays the ID of the user.

User Name Displays the user name.

Session Timeout Displays the number of seconds the user can remain in a session before being disconnected from the
Captive Portal.

Idle Timeout Displays the number of seconds the user can remain idle before being disconnected from the Captive
Portal.
Group ID Displays the group identifier for the group to which the user belongs.

When you include the [user-id] variable, the following information also displays:

Password Indicates whether a password has been configured for the user.
Configured

Max Bandwidth Up The maximum rate in bytes per second (bps) at which a client can send data into the network.
(bps)

Max Bandwidth The maximum rate in bps at which a client can receive data from the network.
Down (bps)

Max Bandwidth The maximum number of octets the user is allowed to transmit.
Input Octets

(bytes)

Max Bandwidth The maximum number of octets the user is allowed to receive.
Output Octets

(bytes)

Max Bandwidth The maximum number of octets the user is allowed to transfer, i.e., the sum of octets transmitted and
Total Octets received.

(bytes)
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clear captive-portal users
This command deletes all captive portal user entries.

Format clear captive-portal users
Mode Privileged EXEC
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CAPTIVE PORTAL USER GROUP COMMANDS

Use the following commands to configure CP user groups.
user group
Use this command to create a user group. The <group-id> variable is a number in the range of 1-10.

Format user group <group-id>
Mode Captive Portal Config

no user group
Use this command to delete a user group.

Format no user group <group-ids>
Mode Captive Portal Config

user group name

Use this command to configure a group name. The <group-id> variable is a number in the range of 1-10. The <name>
variable can be up to 32 alphanumeric characters.

Format user group <group-id> name <names>

Mode Captive Portal Config

user group rename

This command replaces a group's associations with the default group or a specified group. The <group-id> and <new-
group-id> variables are each a number in the range of 1-10.

Format user group <group-id> rename <new-group-ids>
Mode Captive Portal Config
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Section 7: Quality of Service Commands

This section describes the Quality of Service (QoS) commands available in the Unified Switch CLI.

The QoS Commands section contains the following subsections:

e “Class of Service Commands” on page 375

e “Differentiated Services Commands” on page 381

e “DiffServ Class Commands” on page 382

e “DiffServ Policy Commands” on page 387

e “DiffServ Service Commands” on page 390

e “DiffServ Show Commands” on page 391

e  “MAC Access Control List Commands” on page 397
e “IP Access Control List Commands” on page 400

e “Auto-Voice over IP Commands” on page 406

Z@I Note: The commands in this section are in one of two functional groups:

e Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

CLASS OF SERVICE COMMANDS

This section describes the commands you use to configure and view Class of Service (CoS) settings for the switch. The
commands in this section allow you to control the priority and transmission rate of traffic.

Z@I Note: Commands you issue in the Interface Config mode only affect a single interface. Commands you issue in
the Global Config mode affect all interfaces.

classofservice dot1p-mapping

This command maps an 802.1p priority to an internal traffic class. The <userpriority> values can range from 0-7. The
<trafficclass> values range from 0-6, although the actual number of available traffic classes depends on the platform.
For more information about 802.1p priority, see “Voice VLAN Commands” on page 45.

Format classofservice dotlp-mapping <userpriority> <trafficclass>

Modes ¢ Global Config
¢ Interface Config
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no classofservice dot1p-mapping

This command maps each 802.1p priority to its default internal traffic class value.

Format no classofservice dotlp-mapping

Modes ¢ Global Config
¢ Interface Config

classofservice ip-dscp-mapping

This command maps an IP DSCP value to an internal traffic class. The <ipdscp> value is specified as either an integer
from 0 to 63, or symbolically through one of the following keywords: af11, af12, af13, af21, af22, af23, af31, af32, af33, af41,
af42, af43, be, cs0, cs1, cs2, ¢s3, cs4, csb, ¢cs6, cs7, ef.

The <trafficclass> values can range from 0-6, although the actual number of available traffic classes depends on the
platform.

Format classofservice ip-dscp-mapping <ipdscp> <trafficclass>
Mode Global Config

no classofservice ip-dscp-mapping

This command maps each IP DSCP value to its default internal traffic class value.

Format no classofservice ip-dscp-mapping
Mode Global Config

classofservice trust

This command sets the class of service trust mode of an interface. You can set the mode to trust one of the Dot1p (802.1p)
or IP DSCP packet markings. You can also set the interface mode to untrusted. If you configure an interface to use Dot1p,
the mode does not appear in the output of the show running config command because Dot1p is the default.

Z@I Note: The classofservice trust dotlp command will not be supported in future releases of the software
because Dot1p is the default value. Use the no classofservice trust command to set the mode to the
default value.

Default dot1p
Format classofservice trust {dotlp | ip-dscp | untrusted}
Modes ¢ Global Config

¢ Interface Config

no classofservice trust

This command sets the interface mode to the default value.

Format no classofservice trust

Modes ¢ Global Config
¢ Interface Config
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cos-queue min-bandwidth

This command specifies the minimum transmission bandwidth guarantee for each interface queue. The total number of
queues supported per interface is 8. A value from 0-100 (percentage of link rate) must be specified for each supported
queue, with 0 indicating no guaranteed minimum bandwidth. The sum of all values entered must not exceed 100.

Format cos-queue min-bandwidth <bw-0> <bw-1> .. <bw-7>

Modes ¢ Global Config
¢ Interface Config

no cos-queue min-bandwidth

This command restores the default for each queue's minimum bandwidth value.

Format no cos-queue min-bandwidth

Modes ¢ Global Config
¢ Interface Config

cos-queue strict

This command activates the strict priority scheduler mode for each specified queue.

Format cos-queue strict <queue-id-0> [<queue-id-2> .. <queue-id-7>]
Modes ¢ Global Config
¢ Interface Config

no cos-queue strict

This command restores the default weighted scheduler mode for each specified queue.

Format no cos-queue strict <queue-id-0> [<queue-id-2> .. <queue-id-7>]
Modes ¢ Global Config
¢ Interface Config

traffic-shape

This command specifies the maximum transmission bandwidth limit for the interface as a whole. Also known as rate shaping,
traffic shaping has the effect of smoothing temporary traffic bursts over time so that the transmitted traffic rate is bounded.

Format traffic-shape <bw>

Modes ¢ Global Config
¢ Interface Config
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no traffic-shape

This command restores the interface shaping rate to the default value.

Format no traffic-shape

Modes ¢ Global Config
¢ Interface Config

show classofservice dot1p-mapping

This command displays the current Dot1p (802.1p) priority mapping to internal traffic classes for a specific interface. The
<slot/port > parameter is optional. If specified, the 802.1p mapping table of the interface is displayed. If omitted, the most
recent global configuration settings are displayed. For more information, see “Voice VLAN Commands” on page 45.

Format show classofservice dotlp-mapping [<slot/ports>]
Mode Privileged EXEC

The following information is repeated for each user priority.

Term Definition
User Priority The 802.1p user priority value.
Traffic Class The traffic class internal queue identifier to which the user priority value is mapped.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show classofservice dotlp-mapping

User Priority Traffic Class

<00 U1 s WINE O
W I NN O o PR

The following information is repeated for each user priority.

Term Definition
IP Precedence The IP Precedence value.
Traffic Class The traffic class internal queue identifier to which the IP Precedence value is mapped.
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show classofservice ip-dscp-mapping

This command displays the current IP DSCP mapping to internal traffic classes for the global configuration settings.

Format show classofservice ip-dscp-mapping
Mode Privileged EXEC

The following information is repeated for each user priority.

Term Definition
IP DSCP The IP DSCP value.
Traffic Class The traffic class internal queue identifier to which the IP DSCP value is mapped.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show classofservice ip-dscp-mapping

IP DSCP Traffic Class

10(af11)
11
12 (af12)
13
14 (af13)
15
16 (cs2)
17
18 (af21)
19
--More-- or (qg)uit

OO0 000000000 OKRRRRERRERER

show classofservice trust

This command displays the current trust mode setting for a specific interface. The <slot/port> parameter is optional. If
you specify an interface, the command displays the port trust mode of the interface. If you do not specify an interface, the
command displays the most recent global configuration settings.

Format show classofservice trust [<slot/ports>]
Mode Privileged EXEC
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Term Definition
Non-IP Traffic The traffic class used for non-IP traffic. This is only displayed when the COS trust mode is set to trust
Class IP Precedence or IP DSCP (on platforms that support IP DSCP).

Untrusted Traffic The traffic class used for all untrusted traffic. This is only displayed when the COS trust mode is set to
Class 'untrusted'.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show classofservice trust 0/1
Class of Service Trust Mode: Untrusted
Untrusted Traffic Class: 1

show interfaces cos-queue

This command displays the class-of-service queue configuration for the specified interface. The slot/port parameter is
optional and is only valid on platforms that support independent per-port class of service mappings. If specified, the class-
of-service queue configuration of the interface is displayed. If omitted, the most recent global configuration settings are
displayed.

Format show interfaces cos-queue [<slot/ports>]

Mode Privileged EXEC

Term Definition

Queue Id An interface supports 8 queues numbered 0 to 7.

Minimum The minimum transmission bandwidth guarantee for the queue, expressed as a percentage. A value
Bandwidth 8; I(L ?eans bandwidth is not guaranteed and the queue operates using best-effort. This is a configured

Scheduler Type Indicates whether this queue is scheduled for transmission using a strict priority or a weighted scheme.
This is a configured value.

Queue The queue depth management technique used for this queue (tail drop).
Management Type

If you specify the interface, the command also displays the following information.

Term Definition

Interface The slot/port of the interface. If displaying the global configuration, this output line is replaced with a
Global Config indication.

Interface Shaping The maximum transmission bandwidth limit for the interface as a whole. It is independent of any per-
Rate queue maximum bandwidth value(s) in effect for the interface. This is a configured value.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show interfaces cos-queue 0/1

INEErfaCE . ittt e e e 0/1
Interface Shaping Rate............ ... . ... ...... 64

Queue Id Min. Bandwidth Scheduler Type Queue Management Type
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0 10 Weighted Tail Drop
1 10 Weighted Tail Drop
2 10 Weighted Tail Drop
3 10 Weighted Tail Drop
4 10 Weighted Tail Drop
5 10 Weighted Tail Drop
6 10 Weighted Tail Drop
7 10 Weighted Tail Drop

DIFFERENTIATED SERVICES COMMANDS

This section describes the commands you use to configure QOS Differentiated Services (DiffServ).

You configure DiffServ in several stages by specifying three DiffServ components:

1. Class
a. Creating and deleting classes.
b. Defining match criteria for a class.
2. Policy
a. Creating and deleting policies
b. Associating classes with a policy
c. Defining policy statements for a policy/class combination

3. Service

a. Adding and removing a policy to/from an inbound interface

The DiffServ class defines the packet filtering criteria. The attributes of a DiffServ policy define the way the switch processes
packets. You can define policy attributes on a per-class instance basis. The switch applies these attributes when a match
occurs.

Packet processing begins when the switch tests the match criteria for a packet. The switch applies a policy to a packet when
it finds a class match within that policy.

The following rules apply when you create a DiffServ class:

e Each class can contain a maximum of one referenced (nested) class
¢ Class definitions do not support hierarchical service policies

A given class definition can contain a maximum of one reference to another class. You can combine the reference with other
match criteria. The referenced class is truly a reference and not a copy since additions to a referenced class affect all classes
that reference it. Changes to any class definition currently referenced by any other class must result in valid class definitions
for all derived classes, otherwise the switch rejects the change. You can remove a class reference from a class definition.

The only way to remove an individual match criterion from an existing class definition is to delete the class and re-create it.

z[él Note: The mark possibilities for policing include CoS, IP DSCP, and IP Precedence. While the latter two are only
meaningful for IP packet types, CoS marking is allowed for both IP and non-IP packets, since it updates the
802.1p user priority field contained in the VLAN tag of the layer 2 packet header.
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diffserv

This command sets the DiffServ operational mode to active. While disabled, the DiffServ configuration is retained and can
be changed, but it is not activated. When enabled, DiffServ services are activated.

Format diffserv
Mode Global Config
no diffserv

This command sets the DiffServ operational mode to inactive. While disabled, the DiffServ configuration is retained and can
be changed, but it is not activated. When enabled, DiffServ services are activated.

Format no diffserv
Mode Global Config

DIFFSERV CLASS COMMANDS

Use the DiffServ class commands to define traffic classification. To classify traffic, you specify Behavior Aggregate (BA),
based on DSCP and Multi-Field (MF) classes of traffic (name, match criteria)

This set of commands consists of class creation/deletion and matching, with the class match commands specifying Layer 3,
Layer 2, and general match criteria. The class match criteria are also known as class rules, with a class definition consisting
of one or more rules to identify the traffic that belongs to the class.

Z@I Note: Once you create a class match criterion for a class, you cannot change or delete the criterion. To change
or delete a class match criterion, you must delete and re-create the entire class.

The CLI command root is class-map.
class-map

This command defines a DiffServ class of type match-all. When used without any match condition, this command enters the
class-map mode. The <class-map-name> is a case sensitive alphanumeric string from 1 to 31 characters uniquely
identifying an existing DiffServ class.

Z@I Note: The class-map-name 'default' is reserved and must not be used.

The class type of match-all indicates all of the individual match conditions must be true for a packet to be considered a
member of the class.This command may be used without specifying a class type to enter the Class-Map Config mode for an
existing DiffServ class.

Z@I Note: The CLI mode is changed to Class-Map Config or when this command is successfully executed.

Format class-map match-all <class-map-name>

Mode Global Config
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no class-map

This command eliminates an existing DiffServ class. The <class-map-name> is the name of an existing DiffServ class.
(The class name default is reserved and is not allowed here.) This command may be issued at any time; if the class is
currently referenced by one or more policies or by any other class, the delete action fails.

Format no class-map <class-map-name>
Mode Global Config

class-map rename

This command changes the name of a DiffServ class. The <class-map-name> is the name of an existing DiffServ class.
The <new-class-map-name> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely
identifying the class.

Default none

Format class-map rename <class-map-name> <new-class-map-names
Mode Global Config

match any

This command adds to the specified class definition a match condition whereby all packets are considered to belong to the
class.

Default none
Format match any
Mode Class-Map Config

match class-map

This command adds to the specified class definition the set of match conditions defined for another class. The
<refclassname> is the name of an existing DiffServ class whose match conditions are being referenced by the specified
class definition.

Default none
Format match class-map <refclassname>
Mode Class-Map Config

383



D-Link Unified Switch CLI Command Reference

% Note:

e The parameters <refclassname> and <class-map-name> can not be the same.
¢ Only one other class may be referenced by a class.

e Any attempt to delete the <refclassname> class while the class is still referenced by any <class-map-
name > fails.

e The combined match criteria of <class-map-name> and <refclassname> must be an allowed
combination based on the class type.

e Any subsequent changes to the <refclassname> class match criteria must maintain this validity, or the
change attempt fails.
¢ The total number of class rules formed by the complete reference class chain (including both predecessor and

successor classes) must not exceed 12. In some cases, each removal of a refclass rule reduces the maximum
number of available rules in the class definition by one.

no match class-map
This command removes from the specified class definition the set of match conditions defined for another class. The

<refclassname> is the name of an existing DiffServ class whose match conditions are being referenced by the specified
class definition.

Format no match class-map <refclassname>
Mode Class-Map Config
match dstip

This command adds to the specified class definition a match condition based on the destination IP address of a packet. The
<ipaddr> parameter specifies an IP address. The <ipmask> parameter specifies an IP address bit mask and must consist
of a contiguous set of leading 1 bits.

Default none
Format match dstip <ipaddr> <ipmask>
Mode Class-Map Config

match dstl4port

This command adds to the specified class definition a match condition based on the destination layer 4 port of a packet using
a single keyword or numeric notation. To specify the match condition as a single keyword, the value for <portkey> is one
of the supported port name keywords. The currently supported <portkey> values are: domain, echo, ftp, ftpdata, http, smtp,
snmp, telnet, tftp, www. Each of these translates into its equivalent port number. To specify the match condition using a
numeric notation, one layer 4 port number is required. The port number is an integer from 0 to 65535.

Default none
Format match dstl4port {<portkey> | <0-65535>)}
Mode Class-Map Config

Ipv6-Class-Map Config
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match ip dscp

This command adds to the specified class definition a match condition based on the value of the IP DiffServ Code Point
(DSCP) field in a packet, which is defined as the high-order six bits of the Service Type octet in the IP header (the low-order
two bits are not checked).

The <dscpval> value is specified as either an integer from 0 to 63, or symbolically through one of the following keywords:
af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, cs1, cs2, ¢s3, cs4, cs5, csb, cs7, ef.

Z@I Note: The ip dscp, ip precedence, and ip tos match conditions are alternative ways to specify a match criterion
for the same Service Type field in the IP header, but with a slightly different user notation.

Default none
Format match ip dscp <dscpvals>
Mode Class-Map Config

Ipv6-Class-Map Config

match ip precedence

This command adds to the specified class definition a match condition based on the value of the IP Precedence field in a
packet, which is defined as the high-order three bits of the Service Type octet in the IP header (the low-order five bits are
not checked). The precedence value is an integer from 0 to 7.

z[él Note: The IP DSCP, IP Precedence, and IP ToS match conditions are alternative ways to specify a match criterion
for the same Service Type field in the IP header, but with a slightly different user notation.

Default none
Format match ip precedence <0-7>
Mode Class-Map Config

match ip tos

This command adds to the specified class definition a match condition based on the value of the IP TOS field in a packet,
which is defined as all eight bits of the Service Type octet in the IP header. The value of <tosbits> is a two-digit
hexadecimal number from 00 to ff. The value of <tosmask> is a two-digit hexadecimal number from 00 to ff. The
<tosmask> denotes the bit positions in <tosbits> that are used for comparison against the IP TOS field in a packet. For
example, to check for an IP TOS value having bits 7 and 5 set and bit 1 clear, where bit 7 is most significant, use a
<tosbits> value of a0 (hex) and a <tosmask> of a2 (hex).

Z@I Note: The IP DSCP, IP Precedence, and IP ToS match conditions are alternative ways to specify a match criterion
for the same Service Type field in the IP header, but with a slightly different user notation.

Z@I Note: This “free form” version of the IP DSCP/Precedence/TOS match specification gives the user complete
control when specifying which bits of the IP Service Type field are checked.

Default none
Format match ip tos <tosbits> <tosmask>
Mode Class-Map Config
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match protocol

This command adds to the specified class definition a match condition based on the value of the IP Protocol field in a packet
using a single keyword notation or a numeric value notation.

To specify the match condition using a single keyword notation, the value for <protocol-names> is one of the supported
protocol name keywords. The currently supported values are: icmp, igmp, ip, tcp, udp. A value of ip matches all protocol
number values.

To specify the match condition using a numeric value notation, the protocol number is a standard value assigned by IANA
and is interpreted as an integer from 0 to 255.

Z@I Note: This command does not validate the protocol number value against the current list defined by IANA.

Default none
Format match protocol {<protocol-name> | <0-255>}
Mode Class-Map Config

Ipv6-Class-Map Config

match srcip

This command adds to the specified class definition a match condition based on the source IP address of a packet. The
<ipaddr> parameter specifies an IP address. The <ipmask> parameter specifies an IP address bit mask and must consist
of a contiguous set of leading 1 bits.

Default none
Format match srcip <ipaddr> <ipmasks>
Mode Class-Map Config

match srcip6

This command adds to the specified class definition a match condition based on the source IP address of a packet.

Default none
Format match srcipé <source-ipvé-prefix/prefix-lengths>
Mode Ipv6-Class-Map Config

match srcl4port

This command adds to the specified class definition a match condition based on the source layer 4 port of a packet using a
single keyword or numeric notation. To specify the match condition as a single keyword notation, the value for <portkey>
is one of the supported port name keywords (listed below). The currently supported <portkey> values are: domain, echo,
ftp, fipdata, http, smtp, snmp, telnet, tftp, www. Each of these translates into its equivalent port number, which is used as
both the start and end of a port range.
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To specify the match condition as a numeric value, one layer 4 port number is required. The port number is an integer from
0 to 65535.

Default none
Format match srcléport {<portkey> | <0-65535>)
Mode Class-Map Config

Ipv6-Class-Map Config

DIFFSERV PoLiIcY COMMANDS

Use the DiffServ policy commands to specify traffic conditioning actions, such as policing and marking, to apply to traffic
classes

Use the policy commands to associate a traffic class that you define by using the class command set with one or more QoS
policy attributes. Assign the class/policy association to an interface to form a service. Specify the policy name when you
create the policy.

Each traffic class defines a particular treatment for packets that match the class definition. You can associate multiple traffic
classes with a single policy. When a packet satisfies the conditions of more than one class, preference is based on the order
in which you add the classes to the policy. The first class you add has the highest precedence.

This set of commands consists of policy creation/deletion, class addition/removal, and individual policy attributes.

z[él Note: The only way to remove an individual policy attribute from a class instance within a policy is to remove the
class instance and re-add it to the policy. The values associated with an existing policy attribute can be changed
without removing the class instance.

The CLI command root is policy-map.
assign-queue

This command modifies the queue id to which the associated traffic stream is assigned. The queueid is an integer from 0
to 7 and the number of egress queues supported by the switch is 8.

Format assign-queue <queueids
Mode Policy-Class-Map Config
Incompatibilities  Drop

drop

This command specifies that all packets for the associated traffic stream are to be dropped at ingress.

Format drop
Mode Policy-Class-Map Config
Incompatibilities Assign Queue, Mark (all forms), Mirror, Police
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mirror

This command specifies that all incoming packets for the associated traffic stream are copied to a specific egress interface
(physical port or LAG).

Format mirror <slot/ports>
Mode Policy-Class-Map Config
Incompatibilities  Drop, Redirect

conform-color

Use this command to enable color-aware traffic policing and define the conform-color class map. Used in conjunction with
the police command where the fields for the conform level are specified. The <class-map-name> parameter is the name
of an existing DiffServ class map.

Z@I Note: This command may only be used after specifying a police command for the policy-class instance.

Format conform-color <class-map-names>
Mode Policy-Class-Map Config
class

This command creates an instance of a class definition within the specified policy for the purpose of defining treatment of
the traffic class through subsequent policy attribute statements. The <classname> is the name of an existing DiffServ class.

z‘él Note: This command causes the specified policy to create a reference to the class definition.

Z@I Note: The CLI mode is changed to Policy-Class-Map Config when this command is successfully executed.

Format class <classname>
Mode Policy-Map Config
no class

This command deletes the instance of a particular class and its defined treatment from the specified policy. <classname>
is the names of an existing DiffServ class.

Z@I Note: This command removes the reference to the class definition for the specified policy.

Format no class <classnames

Mode Policy-Map Config
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mark cos

This command marks all packets for the associated traffic stream with the specified class of service value in the priority field
of the 802.1p header (the only tag in a single tagged packet or the first or outer 802.1Q tag of a double VLAN tagged packet).
If the packet does not already contain this header, one is inserted. The CoS value is an integer from 0 to 7.

Default 1
Format mark-cos <0-7>
Mode Policy-Class-Map Config

Incompatibilities Drop, Mark IP DSCP, IP Precedence, Police

mark ip-dscp
This command marks all packets for the associated traffic stream with the specified IP DSCP value.

The <dscpval> value is specified as either an integer from 0 to 63, or symbolically through one of the following keywords:
af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, cs0, cs1, cs2, ¢s3, cs4, cs5, cs6, cs7, ef.

Format mark ip-dscp <dscpvals>

Mode Policy-Class-Map Config

Incompatibilities Drop, Mark CoS, Mark IP Precedence, Police

mark ip-precedence

This command marks all packets for the associated traffic stream with the specified IP Precedence value. The IP Precedence
value is an integer from 0 to 7.

Format mark ip-precedence <0-7>

Mode Policy-Class-Map Config

Incompatibilities Drop, Mark CoS, Mark IP Precedence, Police

police-simple

This command is used to establish the traffic policing style for the specified class. The simple form of the police command
uses a single data rate and burst size, resulting in two outcomes: conform and violate. The conforming data rate is specified
in kilobits-per-second (Kbps) and is an integer from 1 to 4294967295. The conforming burst size is specified in kilobytes (KB)

and is an integer from 1 to 128.

For each outcome, the only possible actions are drop, set-cos-transmit, set-dscp-transmit, set-prec-transmit, or transmit. In
this simple form of the police command, the conform action defaults to transmit and the violate action defaults to drop.

For set-dscp-transmit, a <dscpvals> value is required and is specified as either an integer from 0 to 63, or symbolically
through one of the following keywords: af11, af12, af13, af21, af22, af23, af31, af32, af33, af41, af42, af43, be, ¢cs0, cs1, cs2,

cs3, cs4, csb, ¢sb6, cs7, ef.

For set-prec-transmit, an IP Precedence value is required and is specified as an integer from 0-7.
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For set-cos-transmit an 802.1p priority value is required and is specified as an integer from 0-7.

Format police-simple {<1-4294967295> <1-128> conform-action {drop | set-prec-
transmit <0-7> | set-dscp-transmit <0-63> | set-cos-transmit <0-7> |
transmit} [violate-action {drop | set-prec-transmit <0-7> | set-dscp-
transmit <0-63> | set-cos-transmit <0-7> | transmit}]}

Mode Policy-Class-Map Config
Incompatibilities  Drop, Mark (all forms)

policy-map

This command establishes a new DiffServ policy. The <policyname> parameter is a case-sensitive alphanumeric string
from 1 to 31 characters uniquely identifying the policy. The type of policy is specific to the inbound traffic direction as indicated
by the in parameter.

Z@I Note: The CLI mode is changed to Policy-Map Config when this command is successfully executed.

Format policy-map <policyname> in
Mode Global Config

no policy-map

This command eliminates an existing DiffServ policy. The <policyname> parameter is the name of an existing DiffServ
policy. This command may be issued at any time. If the policy is currently referenced by one or more interface service
attachments, this delete attempt fails.

Format no policy-map <policyname>

Mode Global Config

policy-map rename

This command changes the name of a DiffServ policy. The <policyname> is the name of an existing DiffServ class. The
<newpolicyname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying the

policy.
Format policy-map rename <policyname> <newpolicynames

Mode Global Config

DIFFSERV SERVICE COMMANDS

Use the DiffServ service commands to assign a DiffServ traffic conditioning policy, which you specified by using the policy
commands, to an interface in the incoming direction

The service commands attach a defined policy to a directional interface. You can assign only one policy at any one time to
an interface in the inbound direction. DiffServ is not used in the outbound direction.
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This set of commands consists of service addition/removal.

The CLI command root is service-policy.
service-policy

This command attaches a policy to an interface in the inbound direction. The <policyname> parameter is the name of an
existing DiffServ policy. This command causes a service to create a reference to the policy.

z[él Note: This command effectively enables DiffServ on an interface in the inbound direction. There is no separate
interface administrative 'mode' command for DiffServ.

z[él Note: This command fails if any attributes within the policy definition exceed the capabilities of the interface. Once
a policy is successfully attached to an interface, any attempt to change the policy definition, that would result in a
violation of the interface capabilities, causes the policy change attempt to fail.

Format service-policy in <policymapnames>

Modes ¢ Global Config
¢ Interface Config

Z@I Note: Each interface can have one policy attached.

no service-policy

This command detaches a policy from an interface in the inbound direction. The <policynames> parameter is the name of
an existing DiffServ policy.

Z@I Note: This command causes a service to remove its reference to the policy. This command effectively disables
DiffServ on an interface in the inbound direction. There is no separate interface administrative 'mode' command
for DiffServ.
Format no service-policy in <policymapnames>
Modes ¢ Global Config

¢ Interface Config

DIFFSERV SHOW COMMANDS

Use the DiffServ show commands to display configuration and status information for classes, policies, and services. You can
display DiffServ information in summary or detailed formats. The status information is only shown when the DiffServ
administrative mode is enabled.
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show class-map

This command displays all configuration information for the specified class. The <class-name> isthe name of an existing

DiffServ class.

Format show class-map <class-names
Modes e Privileged EXEC
e User EXEC

If the class-name is specified the following fields are displayed:

Term Definition

Class Name The name of this class.

Class Type A class type of all means every match criterion defined for the class is evaluated simultaneously and
must all be true to indicate a class match.

L3 Proto The Layer 3 protocol for this class. The Unified Switch currently only supports IPv4.

Match Criteria

The Match Criteria fields are only displayed if they have been configured. Not all platforms support all
match criteria values. They are displayed in the order entered by the user. The fields are evaluated in
accordance with the class type. The possible Match Criteria fields are: Destination IP Address,
Destination Layer 4 Port, Destination MAC Address, Ethertype, Source MAC Address, VLAN, Class of
Service, Every, IP DSCP, IP Precedence, IP TOS, Protocol Keyword, Reference Class, Source IP
Address, and Source Layer 4 Port.

Values

The values of the Match Criteria.

If you do not specify the Class Name, this command displays a list of all defined DiffServ classes. The following fields are

displayed:

Term Definition

Class Name The name of this class. (Note that the order in which classes are displayed is not necessarily the same
order in which they were created.)

Class Type A class type of all means every match criterion defined for the class is evaluated simultaneously and

must all be true to indicate a class match.

Ref Class Name

The name of an existing DiffServ class whose match conditions are being referenced by the specified
class definition.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show class-map test

Class NamMe. & vttt ettt et et e e e e e et e e e e e e e test
Class Ty Pt e e et e e e e e e e e e e e e e e e e e e e e e All
Class Layer3 Protocol............ciiiiiiiinenen. ipv4

Match Criteria Values
Protocol 99
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show diffserv

This command displays the DiffServ General Status Group information, which includes the current administrative mode
setting as well as the current and maximum number of rows in each of the main DiffServ private MIB tables. This command
takes no options.

Format show diffserv

Mode Privileged EXEC

Term Definition

DiffServ Admin mode The current value of the DiffServ administrative mode.

Class Table Size The current number of entries (rows) in the Class Table.
Class Table Max The maximum allowed entries (rows) for the Class Table.
Class Rule Table Size The current number of entries (rows) in the Class Rule Table.
Class Rule Table Max The maximum allowed entries (rows) for the Class Rule Table.
Policy Table Size The current number of entries (rows) in the Policy Table.
Policy Table Max The maximum allowed entries (rows) for the Policy Table.

Policy Instance Table Size Current number of entries (rows) in the Policy Instance Table.

Policy Instance Table Max Maximum allowed entries (rows) for the Policy Instance Table.

Policy Attribute Table Size Current number of entries (rows) in the Policy Attribute Table.

Policy Attribute Table Max Maximum allowed entries (rows) for the Policy Attribute Table.

Service Table Size The current number of entries (rows) in the Service Table.

Service Table Max The maximum allowed entries (rows) for the Service Table.

show policy-map

This command displays all configuration information for the specified policy. The <policynames> is the name of an existing
DiffServ policy.

Format show policy-map [policyname]
Mode Privileged EXEC

If the Policy Name is specified the following fields are displayed:

Term Definition
Policy Name The name of this policy.
Type The policy type (Only inbound policy definitions are supported for this platform.)

The following information is repeated for each class associated with this policy (only those policy attributes actually
configured are displayed):

Term Definition

Assign Queue Directs traffic stream to the specified QoS queue. This allows a traffic classifier to specify which one of
the supported hardware queues are used for handling packets belonging to the class.

Class Name The name of this class.
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Term

Definition

Committed Burst
Size (KB)

The committed burst size, used in simple policing.

Committed Rate
(Kbps)

The committed rate, used in simple policing.

Conform Action

The current setting for the action taken on a packet considered to conform to the policing parameters.
This is not displayed if policing is not in use for the class under this policy.

Conform COS

The CoS mark value if the conform action is set-cos-transmit.

Conform DSCP
Value

The DSCP mark value if the conform action is set-dscp-transmit.

Conform IP
Precedence Value

The IP Precedence mark value if the conform action is set-prec-transmit.

Drop Drop a packet upon arrival. This is useful for emulating access control list operation using DiffServ,
especially when DiffServ and ACL cannot co-exist on the same interface.

Mark CoS The class of service value that is set in the 802.1p header of inbound packets. This is not displayed if
the mark cos was not specified.

Mark IP DSCP The mark/re-mark value used as the DSCP for traffic matching this class. This is not displayed if mark
ip description is not specified.

Mark IP The mark/re-mark value used as the IP Precedence for traffic matching this class. This is not displayed

Precedence if mark ip precedence is not specified.

Non-Conform
Action

The current setting for the action taken on a packet considered to not conform to the policing
parameters. This is not displayed if policing not in use for the class under this policy.

Non-Conform COS

The CoS mark value if the non-conform action is set-cos-transmit.

Non-Conform
DSCP Value

The DSCP mark value if the non-conform action is set-dscp-transmit.

Non-Conform IP
Precedence Value

The IP Precedence mark value if the non-conform action is set-prec-transmit.

Policing Style

The style of policing, if any, used (simple).

If the Policy Name is not specified this command displays a list of all defined DiffServ policies. The following fields are

displayed:

Term Definition

Policy Name The name of this policy. (The order in which the policies are displayed is not necessarily the same order
in which they were created.)

Policy Type The policy type (Only inbound is supported).

Class Members

List of all class names associated with this policy.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show policy-map pl

Policy Name..
Policy Type..

Class Name. ..

This traffic will be dropped.
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show diffserv service

This command displays policy service information for the specified interface and direction. The <slot/port> parameter
specifies a valid slot/port number for the system.

Format show diffserv service <slot/port> in

Mode Privileged EXEC

Term Definition

DiffServ Admin The current setting of the DiffServ administrative mode. An attached policy is only in effect on an
Mode interface while DiffServ is in an enabled mode.

Interface Valid slot and port number separated by a forward slash.

Direction The traffic direction of this interface service.

Operational Status The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface in the indicated direction.

Policy Details Attached policy details, whose content is identical to that described for the show policy-map
<policymapname>command (content not repeated here for brevity).

Example: The following shows example CLI display output for the command.

(DWS-4026) #show diffserv service 0/1 in

DiffServ Admin Mode. ....... ittt eennnnn. Enable
INterfacCe . o vttt ittt e e e e 0/1
Direction. .ot e e e e In

No policy is attached to this interface in this direction.

show diffserv service brief

This command displays all interfaces in the system to which a DiffServ policy has been attached. The inbound direction
parameter is optional.

Format show diffserv service brief [in]

Mode Privileged EXEC

Term Definition

DiffServ Mode The current setting of the DiffServ administrative mode. An attached policy is only active on an

interface while DiffServ is in an enabled mode.

The following information is repeated for interface and direction (only those interfaces configured with an attached policy are
shown):

Term Definition

Interface Valid slot and port number separated by a forward slash.

Direction The traffic direction of this interface service.

OperStatus The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface in the indicated direction.
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Example: The following shows example CLI display output for the command.

(DWS-4026) #show diffserv service brief in

DiffServ Admin Mode. ....... .ttt ennnnnn. Enable

Interface Direction OperStatus Policy Name

show policy-map interface

This command displays policy-oriented statistics information for the specified interface and direction. The <slot/port>
parameter specifies a valid interface for the system.

z[él Note: This command is only allowed while the DiffServ administrative mode is enabled.

Format show policy-map interface <slot/port> [in]
Mode Privileged EXEC

Term Definition

Interface Valid slot and port number separated by a forward slash.
Direction The traffic direction of this interface service.

Operational Status The current operational status of this DiffServ service interface.
Policy Name The name of the policy attached to the interface in the indicated direction.

The following information is repeated for each class instance within this policy:

Term Definition

Class Name The name of this class instance.

In Discarded A count of the packets discarded for this class instance for any reason due to DiffServ treatment of the
Packets traffic class.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show policy-map interface 0/1 in
Interface. . ... 0/1

Direction...... ... e In
No in-bound policy is attached to this interface.

show service-policy

This command displays a summary of policy-oriented statistics information for all interfaces in the specified direction.

Format show service-policy in
Mode Privileged EXEC
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The following information is repeated for each interface and direction (only those interfaces configured with an attached
policy are shown):

Term Definition

Interface Valid slot and port number separated by a forward slash.

Operational Status The current operational status of this DiffServ service interface.

Policy Name The name of the policy attached to the interface.

MAC AcceESS CONTROL LiIST COMMANDS

This section describes the commands you use to configure MAC Access Control List (ACL) settings. MAC ACLs ensure that
only authorized users have access to specific resources and block any unwarranted attempts to reach network resources.

The following rules apply to MAC ACLs:

e The maximum number of ACLs you can create is 100. The limit applies to all ACLs, regardless of type.
e The system supports only Ethernet Il frame types.

¢ The maximum number of rules per MAC ACL is 12.

¢ If you configure an IP ACL on an interface, you cannot configure a MAC ACL on the same interface.

mac access-list extended
This command creates a MAC Access Control List (ACL) identified by <name >, consisting of classification fields defined for
the Layer 2 header of an Ethernet frame. The <name> parameter is a case-sensitive alphanumeric string from 1 to 31

characters uniquely identifying the MAC access list.

If a MAC ACL by this name already exists, this command enters Mac-Access-List config mode to allow updating the existing
MAC ACL.

Z@I Note: The CLI mode changes to Mac-Access-List Config mode when you successfully execute this command.

Format mac access-list extended <name>
Mode Global Config
no mac access-list extended

This command deletes a MAC ACL identified by <name > from the system.

Format no mac access-list extended <name>

Mode Global Config

mac access-list extended rename

This command changes the name of a MAC Access Control List (ACL). The <name> parameter is the name of an existing

MAC ACL. The <newname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying
the MAC access list.
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This command fails if a MAC ACL by the name <newname > already exists.

Format mac access-list extended rename <name> <newname>
Mode Global Config

{deny | permit} (MAC ACL)

This command creates a new rule for the current MAC access list. Each rule is appended to the list of configured rules for
the list.

Z@I Note: The 'no' form of this command is not supported, since the rules within a MAC ACL cannot be deleted
individually. Rather, the entire MAC ACL must be deleted and re-specified.

Z@I Note: An implicit 'deny all' MAC rule always terminates the access list.

Z@I Note: The assign-queue and mirror attributes are configurable for a deny rule, but they have no operational effect.

A rule may either deny or permit traffic according to the specified classification fields. At a minimum, the source and
destination MAC value must be specified, each of which may be substituted using the keyword any to indicate a match on
any value in that field. The remaining command parameters are all optional, but the most frequently used parameters appear
in the same relative order as shown in the command format.

The Ethertype may be specified as either a keyword or a four-digit hexadecimal value from 0x0600-OxFFFF. The currently
supported <ethertypekey> values are: appletalk, arp, ibmsna, ipv4, ipv6, ipx, mplsmcast, mplsucast, netbios, novell,
pppoe, rarp. Each of these translates into its equivalent Ethertype value(s).

Table 9: Ethertype Keyword and 4-digit Hexadecimal Value

Ethertype Keyword Corresponding Value
appletalk 0x809B

arp 0x0806

ibmsna 0x80D5

ipv4 0x0800

ipv6 0x86DD

ipx 0x8037
mplsmcast 0x8848
mplsucast 0x8847

netbios 0x8191

novell 0x8137, 0x8138
pppoe 0x8863, 0x8864
rarp 0x8035

The vlan and cos parameters refer to the VLAN identifier and 802.1p user priority fields, respectively, of the VLAN tag. For
packets containing a double VLAN tag, this is the first (or outer) tag.
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The assign-queue parameter allows specification of a particular hardware queue for handling traffic that matches this rule.
The allowed <gqueue-ids> value is 0-7, and the number of user-configurable queues available for the switch is 8. The
assign-queue parameter is valid only for a permit rule.

The mirror parameter allows the traffic matching this rule to be copied to the specified <slot/ports.

Z@I Note: The special command form {deny | permit} any any is used to match all Ethernet layer 2 packets,
and is the equivalent of the IP access list “match every” rule.

Format {deny|permit} {<srcmac> | any} {<dstmac> | any} [<ethertypekey> | <0x0600-
OxFFFF>] [vlan {eq <0-4095>}] [cos <0-7>] [[log] [assign-queue <queue-id>]]
[{mirror | redirect} <slot/ports]

Mode Mac-Access-List Config

mac access-group

This command either attaches a specific MAC Access Control List (ACL) identified by <name > to an interface, or associates
it with a VLAN ID, in a given direction. The <name > parameter must be the name of an existing MAC ACL.

An optional sequence number may be specified to indicate the order of this mac access list relative to other mac access lists
already assigned to this interface and direction. A lower number indicates higher precedence order. If a sequence number
is already in use for this interface and direction, the specified mac access list replaces the currently attached mac access
list using that sequence number. If the sequence number is not specified for this command, a sequence number that is one
greater than the highest sequence number currently in use for this interface and direction is used.

This command specified in 'Interface Config' mode only affects a single interface, whereas the 'Global Config' mode setting
is applied to all interfaces. The VLAN keyword is only valid in the 'Global Config' mode. The 'Interface Config' mode
command is only available on platforms that support independent per-port class of service queue configuration.

Format mac access-group <name> [vlan <vlan-id>] in [sequence <1-4294967295>]

Modes ¢ Global Config
¢ Interface Config

no mac access-group

This command removes a MAC ACL identified by <name> from the interface in a given direction.

Format no mac access-group <name> [vlan <vlan-id>] in

Modes ¢ Global Config
¢ Interface Config

show mac access-lists

This command displays a MAC access list and all of the rules that are defined for the MAC ACL. Use the [name] parameter
to identify a specific MAC ACL to display.

Format show mac access-lists [name]
Mode Privileged EXEC
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Term Definition

Rule Number The ordered rule number identifier defined within the MAC ACL.
Action The action associated with each rule. The possible values are Permit or Deny.
Source MAC The source MAC address for this rule.

Address

Destination MAC  The destination MAC address for this rule.

Address

Ethertype The Ethertype keyword or custom value for this rule.

VLAN ID The VLAN identifier value or range for this rule.

cos The COS (802.1p) value for this rule.

Log Displays when you enable logging for the rule.

Assign Queue The queue identifier to which packets matching this rule are assigned.

Mirror Interface The slot/port to which packets matching this rule are copied.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show mac access-lists ml

ACL Name: ml
Inbound Interface(s): 0/8

Rule Number: 1

ACEIOM. « et e e e deny
Match All. ... e e e e e e e TRUE
Mirror Interface. .........uiiiiieeneienennnn.. 0/2

IP AcCESS CONTROL LIST COMMANDS

This section describes the commands you use to configure IP Access Control List (ACL) settings. IP ACLs ensure that only
authorized users have access to specific resources and block any unwarranted attempts to reach network resources.

The following rules apply to IP ACLs:

¢ Unified Switch software does not support IP ACL configuration for IP packet fragments.

e The maximum number of ACLs you can create is 100. The limit applies to all ACLs, regardless of type.
e The maximum number of rules per IP ACL is 12.

e If you configure a MAC ACL on an interface, you cannot configure an IP ACL on the same interface.

e Wildcard masking for ACLs operates differently from a subnet mask. A wildcard mask is in essence the inverse of a
subnet mask. With a subnet mask, the mask has ones (1's) in the bit positions that are used for the network address,
and has zeros (0's) for the bit positions that are not used. In contrast, a wildcard mask has (0’s) in a bit position that
must be checked. A 1 in a bit position of the ACL mask indicates the corresponding bit can be ignored.

access-list

This command creates an IP Access Control List (ACL) that is identified by the access list number, which is 1-99 for standard
ACLs or 100-199 for extended ACLs. Table 10 describes the parameters for the access-1ist command.
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IP Standard ACL:

Format access-list <1-99> {deny | permit} {every | <srcip> <srcmask>} [log] [assign-
gueue <queue-id>] [mirror <slot/ports]

Mode Global Config

IP Extended ACL:

Format access-list <100-199> {deny | permit} {every | {{icmp | igmp | ip | tecp | udp
| <number>} <srcip> <srcmask>[{eg {<portkey> | <0-65535>} <dstip> <dstmask>
[{eq {<portkey>| <0-65535>}] [precedence <precedence> | tos <tos> <tosmask> |
dscp <dscp>] [log] [assign-queue <queue-id>] [mirror <slot/ports]

Mode Global Config

Table 10: ACL Command Parameters

Parameter Description

<1-99> or <100-199> Range 1 to 99 is the access list number for an IP standard ACL. Range 100 to
199 is the access list number for an IP extended ACL.

{deny | permit} Specifies whether the IP ACL rule permits or denies an action.

Note: Assign-queue and mirror attributes are configurable for a deny rule,
but they have no operational effect.

every Match every packet.

{icmp | igmp | ip | tep | udp | Specifies the protocol to filter for an extended IP ACL rule.
<numbers>}

<srcip> <srcmask> Specifies a source IP address and source netmask for match condition of the
IP ACL rule.

[{eq {<portkeys> | Specifies the source layer 4 port match condition for the IP ACL rule. You can

<0-655355}] use the port number, which ranges from 0-65535, or you specify the

<portkey>, which can be one of the following keywords: domain, echo,
ftp, ftpdata, http, smtp, snmp, telnet, tftp,and www. Each of
these keywords translates into its equivalent port number, which is used as
both the start and end of a port range.

<dstip> <dstmask> Specifies a destination IP address and netmask for match condition of the IP
ACL rule.

[precedence <precedence> | tos Specifies the TOS for an IP ACL rule depending on a match of precedence or
<tos> <tosmask> | dscp <dscp>] DSCP values using the parameters dscp, precedence, tos/tosmask.

[1og] Specifies that this rule is to be logged.

[assign-queue <queue-id>] Specifies the assign-queue, which is the queue identifier to which packets
matching this rule are assigned.

[mirror <slot/ports] Specifies the mirror interface which is the slot/port to which packets matching
this rule are copied.

no access-list

This command deletes an IP ACL that is identified by the parameter <accesslistnumbers> from the system. The range
for <accesslistnumbers> 1-99 for standard access lists and 100-199 for extended access lists.

Format no access-list <accesslistnumber>
Mode Global Config
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ip access-list
This command creates an extended IP Access Control List (ACL) identified by <name>, consisting of classification fields
defined for the IP header of an IPv4 frame. The <name> parameter is a case-sensitive alphanumeric string from 1 to 31

characters uniquely identifying the IP access list.

If an IP ACL by this name already exists, this command enters IPv4-Access_List config mode to allow updating the existing
IP ACL.

Z@I Note: The CLI mode changes to IPv4-Access-List Config mode when you successfully execute this command.

Format ip access-list <name>
Mode Global Config

no ip access-list
This command deletes the IP ACL identified by <name> from the system.

Format no ip access-list <name>

Mode Global Config

ip access-list rename

This command changes the name of an IP Access Control List (ACL). The <name> parameter is the names of an existing
IP ACL. The <newname> parameter is a case-sensitive alphanumeric string from 1 to 31 characters uniquely identifying the
IP access list.

This command fails is an IP ACL by the name <newname> already exists.

Format ip access-list rename <name> <newnames

Mode Global Config

{deny | permit} (IP ACL)

This command creates a new rule for the current IP access list. Each rule is appended to the list of configured rules for the
list.

Z@I Note: The 'no' form of this command is not supported, since the rules within an IP ACL cannot be deleted
individually. Rather, the entire IP ACL must be deleted and re-specified.

Z@I Note: An implicit 'deny all' IP rule always terminates the access list.

z[él Note: The mirror parameter allows the traffic matching this rule to be copied to the specified <slot/ports.
The assign-queue parameter is only valid for a permit rule.

A rule may either deny or permit traffic according to the specified classification fields. At a minimum, either the every keyword
or the protocol, source address, and destination address values must be specified. The source and destination IP address

402 © 2009 D-Link Corporation. All Rights Reserved



IP Access Control List Commands

fields may be specified using the keyword any to indicate a match on any value in that field. The remaining command
parameters are all optional, but the most frequently used parameters appear in the same relative order as shown in the
command format.

The assign-queue parameter allows specification of a particular hardware queue for handling traffic that matches this rule.
The allowed <queue-ids> value is 0-7, and the number of user-configurable queues available for the switch is 8. The
assign-queue parameter is valid only for a permit rule.

Format {deny | permit} {every | {{icmp | igmp | ip | tcp | udp | <numbers} <srcips>
<srcmask> [{eq {<portkey> | <0-65535>} <dstip> <dstmask> [{eg {<portkeys>| <0-
65535>}] [precedence <precedence> | tos <tos> <tosmask> | dscp <dscp>] [log]
[assign-queue <queue-id>] [mirror <slot/ports]

Mode Ipv4-Access-List Config

ip access-group

This command either attaches a specific IP ACL identified by <accesslistnumbers to an interface or associates with a
VLAN ID in a given direction. The parameter <name> is the name of the Access Control List.

An optional sequence number may be specified to indicate the order of this IP access list relative to other IP access lists
already assigned to this interface and direction. A lower number indicates higher precedence order. If a sequence number
is already in use for this interface and direction, the specified access list replaces the currently attached IP access list using
that sequence number. If the sequence number is not specified for this command, a sequence number that is one greater
than the highest sequence number currently in use for this interface and direction is used.

Default none

Format ip access-group <accesslistnumber> <name> [vlan <vlan-id>] in>[sequence <I1-
4294967295>]

Modes ¢ Interface Config

¢ Global Config

no ip access-group

This command removes a specified IP ACL from an interface.

Default none
Format no ip access-group <accesslistnumbers> [vlan <vlan-id>] in
Mode ¢ Interface Config

¢ Global Config

acl-trapflags

This command enables the ACL trap mode.

Default disabled
Format acl-trapflags
Mode Global Config
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no acl-trapflags

This command disables the ACL trap mode.

Format no acl-trapflags
Mode Global Config
show ip access-lists

This command displays an IP ACL <accesslistnumbers is the number used to identify the IP ACL.

Format show ip access-lists <accesslistnumber>
Mode Privileged EXEC

Z@I Note: Only the access list fields that you configure are displayed.

Term Definition

Rule Number The number identifier for each rule that is defined for the IP ACL.

Action The action associated with each rule. The possible values are Permit or Deny.

Match All Indicates whether this access list applies to every packet. Possible values are True or False.
Protocol The protocol to filter for this rule.

Source IP Address The source IP address for this rule.

Source IP Mask The source IP Mask for this rule.

Source L4 Port The source port for this rule.

Keyword

Destination IP The destination IP address for this rule.
Address

Destination IP The destination IP Mask for this rule.

Mask

Destination L4 Port The destination port for this rule.

Keyword

IP DSCP The value specified for IP DSCP.

IP Precedence The value specified IP Precedence.

IP TOS The value specified for IP TOS.

Log Displays when you enable logging for the rule.
Assign Queue The queue identifier to which packets matching this rule are assigned.

Mirror Interface The slot/port to which packets matching this rule are copied.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show ip access-lists 2
ACL ID: 2

Rule Number: 1
ACEIOn. ottt e permit
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Match All. ...t e e e e e e e TRUE
Mirror Interface. .........iiiiieeneennnn.. 0/3

show access-lists

This command displays IP ACLs, IPv6 ACLs, and MAC access control lists information for a designated interface and
direction.

Format show access-lists interface <slot/port> in

Mode Privileged EXEC

Term Definition

ACL Type Type of access list (IP, IPv6, or MAC).

ACLID Access List name for a MAC or IPv6 access list or the numeric identifier for an IP access list.

Sequence Number An optional sequence number may be specified to indicate the order of this access list relative to other
access lists already assigned to this interface and direction. A lower number indicates higher
precedence order. If a sequence number is already in use for this interface and direction, the specified
access list replaces the currently attached access list using that sequence number. If the sequence
number is not specified by the user, a sequence number that is one greater than the highest sequence
number currently in use for this interface and direction is used. Valid range is (1 to 4294967295).

Example: The following shows example CLI display output for the command.

(DWS-4026) TBD
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AUTO-VOICE OVER IP COMMANDS

This section describes the commands you use to configure Auto-Voice over IP (VolP) commands. The Auto-VolP feature
explicitly matches VolP streams in Ethernet switches and provides them with a better class-of-service than ordinary traffic.
When you enable the Auto-VolP feature on an interface, the interface scans incoming traffic for the following call-control
protocols:

e Session Initiation Protocol (SIP)

e H.323

e Skinny Client Control Protocol (SCCP)

When a call-control protocol is detected, the switch assigns the traffic in that session to the highest CoS queue, which is
generally used for time-sensitive traffic.

auto-voip all

Use this command to enable VoIP Profile on the interfaces of the switch.

Default disabled
Format auto-voip all
Mode Global Config

no auto-voip all

Use this command to disable VolP Profile on the interfaces of the switch.

Format no auto-voip all
Mode Global Config
auto-voip

Use this command to enable VolP Profile on the interface.

Default disabled
Format auto-voip
Mode Interface Config

no auto-voip
Use this command to disable VolP Profile on the interface.

Format no auto-voip all
Mode Interface Config

show auto-voip

Use this command to display the VoIP Profile settings on the interface or interfaces of the switch.

406 © 2009 D-Link Corporation. All Rights Reserved



Auto-Voice over IP Commands

Format show auto-voip interface {<slot/ports|all}
Mode Privileged EXEC
Field Description

AutoVolP Mode The Auto VolP mode on the interface.

Traffic Class The CoS Queue or Traffic Class to which all VolIP traffic is mapped to. This is not configurable and
defaults to the highest CoS queue available in the system for data traffic.

Example: The following shows example CLI display output for the command.

(DWS-4026) #show auto-voip interface 0/1

Interface Auto VoIP Mode Traffic Class
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Section 8: Utility Commands

This section describes the utility commands available in the Unified Switch CLI.

The Utility Commands section includes the following subsections:

e “Dual Image Commands” on page 409

e “System Information and Statistics Commands” on page 410
e “Logging Commands” on page 426

e “System Utility and Clear Commands” on page 430

e “SNTP and Clock Commands” on page 436

e “SNTP and Clock Commands” on page 436

e “DHCP Server Commands” on page 442

e “DNS Client Commands” on page 452

e “Serviceability Packet Tracing Commands” on page 456
e “Cable Test Command” on page 466

e “sFlow Commands” on page 467

e “Autolnstall Commands” on page 471

z[él Note: The commands in this section are in one of four functional groups:

¢ Show commands display switch settings, statistics, and other information.

e Configuration commands configure features and options of the switch. For every configuration command,
there is a show command that displays the configuration setting.

e Copy commands transfer or save configuration and informational files to and from the switch.
e Clear commands clear some or all of the settings to factory defaults.

DuAL IMAGE COMMANDS

Unified Switch software supports a dual image feature that allows the switch to have two software images in the permanent
storage. You can specify which image is the active image to be loaded in subsequent reboots. This feature allows reduced
down-time when you upgrade or downgrade the software.

delete

This command deletes the supplied image file from the permanent storage. The image to be deleted must be a backup
image. If this image is the active image, or if this image is activated, an error message displays.

Format delete {imagel | image2}
Mode Privileged EXEC
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boot system

This command activates the specified image. It will be the active-image for subsequent reboots and will be loaded by the
boot loader. The current active-image is marked as the backup-image for subsequent reboots.

Format boot system <image-file-name>
Mode Privileged EXEC

show bootvar

This command displays the version information and the activation status for the current active and backup images

Format show bootvar
Mode Privileged EXEC
filedescr

This command associates a given text description with an image. Any existing description will be replaced.

Format filedescr {imagel | image2} <text-descriptions
Mode Privileged EXEC

update bootcode

This command updates the bootcode (boot loader) on the switch. The bootcode is read from the active-image for subsequent
reboots.

Format update bootcode
Mode Privileged EXEC

SYSTEM INFORMATION AND STATISTICS COMMANDS

This section describes the commands you use to view information about system features, components, and configurations.

show arp switch

This command displays the contents of the IP stack’s Address Resolution Protocol (ARP) table. The IP stack only learns
ARP entries associated with the management interfaces (the network ports). ARP entries associated with routing interfaces
are not listed.

Format show arp switch

Mode Privileged EXEC

Term Definition

IP Address IP address of the management interface or another device on the management network.
MAC Address Hardware MAC address of that device.
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Term Definition

Interface For a service port the output is Management. For a network port, the output is the slot/port of the
physical interface.

show eventlog

This command displays the event log, which contains error messages from the system. The event log is not cleared on a
system reset.

Format show eventlog

Mode Privileged EXEC

Term Definition

File The file in which the event originated.
Line The line number of the event.

Task Id The task ID of the event.

Code The event code.

Time The time this event occurred.

Unit The unit for the event.

Z@I Note: Event log information is retained across a switch reset.

show hardware

This command displays inventory information for the switch.

z[él Note: The show version command and the show hardware command display the same information. In future
releases of the software, the show hardware command will not be available. For a description of the command
output, see the command “show version” on page 411.

Format show hardware
Mode Privileged EXEC

show version

This command displays inventory information for the switch.

Z@I Note: The show version command will replace the show hardware command in future releases of the
software.

Format show version

Mode Privileged EXEC
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Term Definition

Switch Description Text used to identify the product name of this switch.

Machine Model The machine model as defined by the Vital Product Data

Serial Number The unique box serial number for this switch.

Burned in MAC Universally assigned network address.
Address

Software Version The release.version.revision number of the code currently running on the switch.

Additional The additional packages incorporated into this system.
Packages

show interface

This command displays a summary of statistics for a specific interface or a count of all CPU traffic based upon the argument.

Format show interface {<slot/port> | switchport}
Mode Privileged EXEC

The display parameters, when the argument is <slot/port >, are as follows:

Parameters Definition

Packets Received The total number of packets (including broadcast packets and multicast packets) received by the
Without Error processor.

Packets Received The number of inbound packets that contained errors preventing them from being deliverable to a
With Error higher-layer protocol.

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note that this does
Received not include multicast packets.

Packets The total number of packets transmitted out of the interface.
Transmitted
Without Error

Transmit Packets The number of outbound packets that could not be transmitted because of errors.
Errors

Collisions Frames The best estimate of the total number of collisions on this Ethernet segment.

Time Since The elapsed time, in days, hours, minutes, and seconds since the statistics for this port were last
Counters Last cleared.
Cleared

The display parameters, when the argument is “switchport” are as follows:

Term Definition

Broadcast Packets The total number of packets received that were directed to the broadcast address. Note that this does
Received not include multicast packets.

Packets Received The number of inbound packets that contained errors preventing them from being deliverable to a
With Error higher-layer protocol.

Packets The total number of packets transmitted out of the interface.
Transmitted
Without Error

Broadcast Packets The total number of packets that higher-level protocols requested to be transmitted to the Broadcast
Transmitted address, including those that were discarded or not sent.
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Term

Definition

Transmit Packet
Errors

The number of outbound packets that could not be transmitted because of errors.

Address Entries
Currently In Use

The total number of Forwarding Database Address Table entries now active on the switch, including
learned and static entries.

VLAN Entries
Currently In Use

The number of VLAN entries presently occupying the VLAN table.

Time Since
Counters Last
Cleared

The elapsed time, in days, hours, minutes, and seconds since the statistics for this switch were last
cleared.

show interface ethernet

This command displays detailed statistics for a specific interface or for all CPU traffic based upon the argument.

Format show interface ethernet {<slot/port> | switchport]}
Mode Privileged EXEC

When you specify a value for <slot/port>, the command displays the following information.

Term Definition

Media Type The type of physical medium for the Ethernet. The possible values are 10Base-T, 100Base-TX,
100Base-FX, 1000Base-X, 1000Base-T and 10GBase-X.

ARP Type Encapsulation type for the network address. The value is always ARPA.
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Term

Definition

Packets Received

Total Packets Received (Octets) - The total number of octets of data (including those in bad
packets) received on the network (excluding framing bits but including Frame Check Sequence
(FCS) octets). This object can be used as a reasonable estimate of Ethernet utilization. If greater
precision is desired, the etherStatsPkts and etherStatsOctets objects should be sampled before and
after a common interval. The result of this equation is the value Utilization which is the percent
utilization of the Ethernet segment on a scale of 0 to 100 percent.

Packets Received 64 Octets - The total number of packets (including bad packets) received that
were 64 octets in length (excluding framing bits but including FCS octets).

Packets Received 65-127 Octets - The total number of packets (including bad packets) received
that were between 65 and 127 octets in length inclusive (excluding framing bits but including FCS
octets).

Packets Received 128-255 Octets - The total number of packets (including bad packets) received
that were between 128 and 255 octets in length inclusive (excluding framing bits but including FCS
octets).

Packets Received 256-511 Octets - The total number of packets (including bad packets) received
that were between 256 and 511 octets in length inclusive (excluding framing bits but including FCS
octets).

Packets Received 512-1023 Octets - The total number of packets (including bad packets)
received that were between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received 1024-1518 Octets - The total number of packets (including bad packets)
received that were between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets Received > 1522 Octets - The total number of packets received that were longer than
1522 octets (excluding framing bits, but including FCS octets) and were otherwise well formed.

Packets RX and TX 64 Octets - The total number of packets (including bad packets) received and
transmitted that were 64 octets in length (excluding framing bits but including FCS octets).

Packets RX and TX 65—127 Octets - The total number of packets (including bad packets) received
and transmitted that were between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets RX and TX 128-255 Octets - The total number of packets (including bad packets)
received and transmitted that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 256-511 Octets - The total number of packets (including bad packets) received
and transmitted that were between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

Packets RX and TX 512-1023 Octets - The total number of packets (including bad packets)
received and transmitted that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 1024-1518 Octets - The total number of packets (including bad packets)
received and transmitted that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 1519-1522 Octets - The total number of packets (including bad packets)
received and transmitted that were between 1519 and 1522 octets in length inclusive (excluding
framing bits but including FCS octets).

Packets RX and TX 1523-2047 Octets - The total number of packets received and transmitted that
were between 1523 and 2047 octets in length inclusive (excluding framing bits, but including FCS
octets) and were otherwise well formed.

Packets RX and TX 2048-4095 Octets - The total number of packets received that were between
2048 and 4095 octets in length inclusive (excluding framing bits, but including FCS octets) and were
otherwise well formed.

Packets RX and TX 4096-9216 Octets - The total number of packets received that were between
4096 and 9216 octets in length inclusive (excluding framing bits, but including FCS octets) and were
otherwise well formed.
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Term

Definition

Packets Received
Successfully

Total Packets Received Without Error - The total number of packets received that were without
errors.

Unicast Packets Received - The number of subnetwork-unicast packets delivered to a higher-layer
protocol.

Multicast Packets Received - The total number of good packets received that were directed to a
multicast address. Note that this number does not include packets directed to the broadcast
address.

Broadcast Packets Received - The total number of good packets received that were directed to
the broadcast address. Note that this does not include multicast packets.

Packets Received
with MAC Errors

Total - The total number of inbound packets that contained errors preventing them from being
deliverable to a higher-layer protocol.

Jabbers Received - The total number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets), and had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a bad FCS with a non-integral number of
octets (Alignment Error). Note that this definition of jabber is different than the definition in IEEE-
802.3 section 8.2.1.5 (10BASES5) and section 10.3.1.4 (10BASE2). These documents define jabber
as the condition where any packet exceeds 20 ms. The allowed range to detect jabber is between
20 ms and 150 ms.

Fragments/Undersize Received - The total number of packets received that were less than 64
octets in length (excluding framing bits but including FCS octets).

Alignment Errors - The total number of packets received that had a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with a non-integral number of octets.

Rx FCS Errors - The total number of packets received that had a length (excluding framing bits, but
including FCS octets) of between 64 and 1518 octets, inclusive, but had a bad Frame Check
Sequence (FCS) with an integral number of octets.

Overruns - The total number of frames discarded as this port was overloaded with incoming
packets, and could not keep up with the inflow.

Total Ignored
Frames

The total number of dropped packets including th