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1. Introduction

This manual’s feature descriptions are based on the software release 2.00. The features listed here are the subset of
features that are supported by the DXS-3400 Series Switch.

Intended Readers

This reference manual is intended for network administrators and other IT networking professionals responsible for
managing the Switch by using the Web User Interface (Web Ul). The Web Ul is the secondary management interface
to the Switch, which will be generally be referred to simply as the “Switch” within this manual. This manual is written in
a way that assumes that you already have the experience and knowledge of Ethernet and modern networking
principles for Local Area Networks. This manual is using the DXS-3400-24TC switche for screen shots.

Other Documentation

The documents below are a further source of information in regards to configuring and troubleshooting the Switch. All
the documents are available either from the CD, bundled with the Switch, or from the D-Link website. Other
documents related to the Switch are:

e DXS-3400 Series Hardware Installation Guide
e DXS-3400 Series CLI Reference Guide

Typographical Conventions

Convention Description ‘

Boldface Font Indicates a button, a toolbar icon, menu, or menu item. For example: Open the
File menu and choose Cancel. Used for emphasis. May also indicate system
messages or prompts appearing on screen. For example: You have mail. Bold
font is also used to represent filenames, program names and commands. For
example: use the copy command.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals.
For example: Click Enter.

Menu Name > Menu Option | Indicates the menu structure. Device > Port > Port Properties means the Port
Properties menu option under the Port menu option that is located under the
Device menu.

Blue Courier Font This convention is used to represent an example of a screen console display
including example entries of CLI command input with the corresponding output.

Notes and Cautions

‘//«.
NOTE: A note indicates important information that helps you make better use of your device.

C ! E CAUTION: A caution indicates a potential for property damage, personal injury, or death.
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2. Web-based Switch Configuration

Management Options
Logging into the Web Ul
Web User Interface (Web Ul)

Management Options

The Switch provides multiple access platforms that can be used to configure, manage, and monitor networking
features available on this Switch. Currently there are three management platforms available which are described
below.

Command Line Interface (CLI)

The Switch can be managed, out-of-band, by using the console port or the MGMT port on the front panel of the Switch.
Alternatively, the Switch can also be managed, in-band, by using a Telnet connection to any of the LAN ports on the
Switch. The command line interface provides complete access to all Switch management features.

For more detailed information about the CLI, refer to the DXS-3400 Series CLI Reference Guide.

SNMP-based Management

The Switch can be managed with an SNMP-compatible console program. The Switch supports SNMP v1/v2c/v3. The
SNMP agent decodes the incoming SNMP messages and responds to requests with MIB objects stored in the
database. The SNMP agent updates the MIB objects to generate statistics and counters.

Web User Interface (Web Ul)

The Web Ul can be accessed from any computer running web browsing software from its MGMT port or LAN port
when it is connected to any of the RJ45 or SFP/SFP+ ports. The Web Ul on the Switch can also be accessed using an
HTTPS (SSL) connection.

This management interface is a more graphical representation of the features that can be viewed and configured on
the Switch. Most of the features available through the CLI can be accessed through the Web Ul. Web browsers like
Microsoft’'s Internet Explorer, Mozilla Firefox, or Google Chrome can be used.

v NOTE: The Command Line Interface (CLI) provides the functionality of managing, configuring, and
monitoring all of the software features that are available on the Switch.

Logging into the Web UI

To access the Web Ul open a standard web browser and enter the IP address of the Switch into the address bar of
the browser and press the ENTER key.

L /4
“ NOTE: The default IP address of the Switch is 10.90.90.90, with a subnet mask of 255.0.0.0.

3 = http:/10.90.90.90 D~Ba3X% (=2 10.90,90,90

Figure 2-1 Displays entering the IP address in Internet Explorer

2
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After pressing the ENTER key, the following authentication window should appear, as shown below.

User Name | |

Password |

[ Login ] I Resat ]

Figure 2-2 Web Ul Login Window

When connecting to the Web Ul of the Switch for the first time, leave the User Name and Password fields blank and
click Login since there are no login user accounts created by default on the Switch.

.//—..

NOTE: After a user account was created, login credentials will be required to access the Web Ul.

During the sending and receiving of the login password to and from the Switch, this information

will be protected using a strong encryption algorithm to prevent attackers from snooping this
< information to gain unauthorized access to the Switch.

Web User Interface (Web Ul)

The Web Ul provides access to various Switch configuration and management windows. It allows the user to view
performance statistics, and permits graphical monitoring of the system’s status.

Areas of the User Interface

The figure below shows the user interface. Four distinct areas that divide the user interface, as described in the table.
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. DXS-3400-24TC 2 5 3 7 21FZ2 BF R
Link a ' " -

Building Networks for People ﬁ
AREA 1

|' [ “Device Tformation ——————

# DX5-3400-24TC Device Information
- @ System . ) }
& @ Management Device Type DXS-3400-24TC TenGigabit Ethemne.. MAC Address 00-00-00-00-00-04
® {812 Festures System Name Switch IP Address 10.90.90.90
) @l L3 Features System Location Mask 255.000
H- @ QoS System Contact Gateway 0.0.00
- 8 ACL Boot PROM Version Build 1.00.006 System Time 14/09/2016 11:36:46
B [ Security Firmware Version Build 2.00.008 Serial Number EGDA321456879
[ OAM Hardware Version Al
- @ Monitoring
® [ Green Utilization

Hhl - Used

Flash Memory

AREA 3 %
@ AREA 4

Average: 10 | 2 11 %

Figure 2-3 Main Web Ul Window

Area Number Description ‘

AREA 1 This area displays a graphical, near real-time image of the front panel of the
Switch. This area displays the Switch’s ports and expansion modules. It also
shows port activity based on a specific mode. Some management functions,
including port monitoring, are accessible from here.

Click the D-Link logo to go to the D-Link website.

AREA 2 This area displays a toolbar used to access Save and Tools menus.

AREA 3 This area displays a file explorer-type menu tree with all configurable options.
Select the folder or window to display. Open folders and click the hyperlinked
window buttons and subfolders contained within them to display information
pertaining to that category.

AREA 4 In this area, the Switch’s configuration page can be found, based on the selection
made in AREA 3.

’/».
x NOTE: The Switch only supports ASCII characters for input values.

’/».
x NOTE: The best screen resolution for viewing the Web Ul is 1280 x 1024 pixels.
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3. System

Device Information

System Information Settings
Peripheral Settings

Port Configuration
Loopback Test

System Log

Time and SNTP

Time Range

PTP (Precise Time Protocol)
USB Console Settings

SRM

Device Information

In the Device Information section, the user can view a list of basic information regarding the Switch. It appears
automatically when you log on to the Switch. To return to the Device Information window after viewing other windows,
click the DXS-3400-24TC link.

Device Information

Device Information

Device Type DXS-3400-24TC TenGigabit Etheme... MAC Address 00-00-00-00-00-01
System Name Switch I Address 10.90.90.80
System Location IMask 256000

System Contact Gateway 0.0.00
Boot PROM Version Build 1.00.006 System Time 14/08/2016 13:54:43
Firmware Version Build 2.00.008 Senal Number EGDA3I21456879
Hardware Version Al

Utilization
R - Used

Flazh Memory

L 69206KB 319203KB

80 [

&0 |

0

Average: 17 %

13 %

Figure 3-1 Device Information Window

System Information Settings

This window is used to display and configure the system information settings and management interface configuration

settings.

To view the following window, click System > System Information Settings, as shown below:
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System Information Settings

System Name |Switch |

System Location | |

Management Interface

Interface Name mgmt_ipif

State [Enabled [v]

IPv4 Address [192 - 183 - 0 - 1 |

Subnet Mask [255 - 255 . 265 . 0 |

Gateway [0 -0 -0 . 0]

Description |

Link Status Link Down

Figure 3-2 System Information Settings Window

The fields that can be configured in System Information Settings are described below:

Parameter Description ‘

System Name Enter a system name for the Switch, if so desired. This name will identify it in the
Switch network.

System Location Enter the location of the Switch, if so desired.

System Contact Enter a contact name for the Switch, if so desired.

Click the Apply button to accept the changes made.

The fields that can be configured in Management Interface are described below:

Parameter Description ‘

State Select to enable or disable this interface here.

IPv4 Address Enter the IPv4 address for this interface here.

Subnet Mask Enter the IPv4 subnet mask for this interface here.

Gateway Enter the gateway IPv4 address for this interface here.

Description Enter the description for the management interface here. This can be up to 64
characters long.

Click the Apply button to accept the changes made.

Peripheral Settings

This window is used to display and configure the environment trap settings and environment temperature threshold
settings.

To view the following window, click System > Peripheral Settings, as shown below:
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Environment Trap Settings

Fan Trap (JEnabled  (e)Disabled

Power Trap (JEnabled  (e)Disabled

Temperature Trap (JEnabled  (w)Disabled
Environment Temperature Threshold Settings

Unit 1 v

Thermal 1 [~]

High Threshold (-100-200) [] Default

Low Threshold (-100-200) P ]Ooefaut

Figure 3-3 Peripheral Settings Window

The fields that can be configured in Environment Trap Settings are described below:

Parameter Description ‘

Fan Trap Click to enable or disable the fan trap state for warning fan event (fan failed or fan
recover).

Power Trap Click to enable or disable the power trap state for warning power event (power

failed or power recover).

Temperature Trap Click to enable or disable the temperature trap state for warning temperature
event (temperature exceeds the thresholds or temperature recover).

Click the Apply button to accept the changes made.

The fields that can be configured in Environment Temperature Threshold Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

Thermal Select the thermal sensor ID.

High Threshold Enter the high threshold value of the warning temperature setting. The range is

from -100 to 200 Celsius degree. Tick the Default check box to return to the
default value.

Low Threshold Enter the low threshold value of the warning temperature setting. The range is
from -100 to 200 Celsius degree. Tick the Default check box to return to the
default value.

Click the Apply button to accept the changes made.

Port Configuration

Port Settings

This window is used to display and configure the Switch’s port settings.

A NOTE: The 10M and 100M speed options are only applicable when connecting to the Management
Port (Mgmt 0) is used.

To view the following window, click System > Port Configuration > Port Settings, as shown below:
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~0 ettings
Port Settings
Unit From Port To Port Medium Selecting
[1 ~] [ethtion [v] [ethton [v] [Auto ~]
Unit From Port To Port Medium Type State MDIX Flow Control
[1 ] [etht0i1 [v] [eth1/0i [v] [RJ45 v] [Enabled [v] [Auto ~] [off ]
Duplex Speed Capability Advertised Description
[Auto ~] [Auto [v]C7100M []1000M []10G | | &
Unit 1 Settings
BRI SRR
Link Status Speed Description
“nd | e
eth1/0/1 Up Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/v2 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/3 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/4 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth /s Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/6 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth /07 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/8 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth /g Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/10 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/11 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0112 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0M13 Down Enabled Enabled Auto-MDIEX Off Off Auto-duplex Auto-speed
eth1/0/14 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0M15 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0116 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0M7 Down Enabled Enabled Auto-MDIEX Off Off Auto-duplex Auto-speed
eth1/0M13 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/19 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed
eth1/0/20 Down Enabled Enabled Auto-MDIX Off Off Auto-duplex Auto-speed

Figure 3-4 Port Settings Window

The fields that can be configured are described below:

Parameter

Unit

Description

Select the stacking unit ID of the Switch that will be configured here.

From Port ~ To Port

Select the appropriate port range used for the configuration here.

Medium Selecting

Select the port medium type here. Options to choose from are Auto, RJ45 and
SFP.

Note: Selecting the SFP option, includes the use of SFP+ transceivers for 10G
connectivity.

Medium Type

Select the port medium type here. Options to choose from are RJ45 and SFP.

Note: Selecting the SFP option, includes the use of SFP+ transceivers for 10G
connectivity.

State

Select this option to enable or disabled the physical port here.

MDIX

Select the Medium Dependent Interface Crossover (MDIX) option here. Options to
choose from are Auto, Normal, and Cross.

e Auto - Select this option for auto-sensing of the optimal type of cabling.

¢ Normal - Select this option for normal cabling. If this option is selected, the

port is in the MDIX mode and can be connected to a PC’s NIC using a
straight-through cable or a port (in the MDI mode) on another switch through
a cross-over cable.

Cross - Select this option for cross cabling. If this option is selected, the port

8
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Parameter Description

is in the MDI mode and can be connected to a port (in the MDIX mode) on
another switch through a straight cable.

Flow Control Select to either turn flow control On or Off here. Ports configured for full-duplex
use 802.3x flow control, half-duplex ports use back-pressure flow control, and
Auto ports use an automatic selection of the two.

Duplex Select the duplex mode used here. Options to choose from are Auto and Full.

Speed Select the port speed option here. This option will manually force the connection
speed on the selected port to only connect at the speed specified here.

Options to choose from are Auto, 100M, 1000M, 1000M Master, 1000M Slave,
10G, 10G Master, and 10G Slave.

The Master setting will allow the port to advertise capabilities related to duplex,
speed and physical layer type. The master setting will also determine the master
and slave relationship between the two connected physical layers. This
relationship is necessary for establishing the timing control between the two
physical layers. The timing control is set on a master physical layer by a local
source.

The Slave setting uses loop timing, where the timing comes from a data stream
received from the master. If one connection is set for master, the other side of the
connection must be set for slave. Any other configuration will result in a link down
status for both ports.

e Auto - Specifies that for copper ports, auto-negotiation will start to negotiate
the speed and flow control with its link partner. For fiber ports, auto-
negotiation will start to negotiate the clock and flow control with its link
partner.

e 100M - Specifies to force the port speed to 100Mbps. This option is only
available for 100Mbps copper connections.

e 1000M - Specifies to force the port speed to 1Gbps. This option is only
available for 1Gbps fiber connections.

e 1000M Master - Specifies to force the port speed to 1Gbps and operates as
the master, to facilitate the timing of transmit and receive operations. This
option is only available for 1Gbps copper connections.

e 1000M Slave - Specifies to force the port speed to 1Gbps and operates as
the slave, to facilitate the timing of transmit and receive operations. This
option is only available for 1Gbps copper connections.

e 10G - Specifies to force the port speed to 10Gbps. This option is only
available for 10Gbps fiber connections.

e 10G Master - Specifies to force the port speed to 10Gbps and operates as
the master, to facilitate the timing of transmit and receive operations. This
option is only available for 10Gbps copper connections.

e 10G Slave - Specifies to force the port speed to 10Gbps and operates as the
slave, to facilitate the timing of transmit and receive operations. This option is
only available for 10Gbps copper connections.

Capability Advertised When the Speed is set to Auto, these capabilities are advertised during auto-
negotiation.
Description Enter a 64 characters description for the corresponding port here.

Click the Apply button to accept the changes made.

v NOTE: When the state of a port is disabled, settings associated with the port can still be configured.
However, the modified settings will only take effect when the state of the port is enabled.
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,

.// NOTE: When the state of a combo port is enabled/disabled, regardless of the Medium Type selected,
both the RJ45 and SFP ports will be enabled/disabled.

Port Status

This window is used to display the Switch’s physical port status and settings.

To view the following window, click System > Port Configuration > Port Status, as shown below:

(3

Port Status

Unit 1 ]

Unit 1 Settings

Flow Control Operator
. m— - -
leceive

eth1/0/1 Connected 00-00-D0-00-01-01 1 Auto-Full Auto-100M 10GBASE-T
eth1/0/2 Not-Connected 00-00-D0-00-01-02 1 Off Off Auto Auto 10GBASE-T
eth1/0/3 Not-Connected 00-D0-D0-00-01-03 1 off of Auto Auto 10GBASE-T
eth1/0/4 Not-Connected 00-00-00-00-01-04 1 off of Auto Auto 10GBASE-T
eth1/0/5 Not-Connected 00-00-00-00-01-05 1 Off Off Auto Auto 10GBASE-T
eth1/0/6 Not-Connected 00-00-D0-00-01-06 1 off off Auto Auto 10GBASE-T
eth1/0/7 Not-Connected 00-00-00-00-01-07 1 off of Auto Auto 10GBASE-T
eth1/0/8 Not-Connected 00-00-00-00-01-08 1 Off Off Auto Auto 10GBASE-T
eth1/0/9 Not-Connected 00-00-D0-D0-01-09 1 Off Off Auto Auto 10GBASE-T
eth1/0/10 Not-Connected 00-00-00-00-01-0A 1 off off Auto Auto 10GBASE-T
eth1/0/11 Not-Connected 00-00-00-00-01-0B 1 off of Auto Auto 10GBASE-T
eth1/0/12 Not-Connected 00-00-00-00-01-0C 1 Off Off Auto Auto 10GBASE-T
eth1/0/13 Not-Connected 00-00-00-00-01-0D 1 Off Off Auto Auto 10GBASE-T
eth1/0/14 Not-Connected 00-00-00-00-01-0E 1 off Oof Auto Auto 10GBASE-T
eth1/0/115 Not-Connected 00-00-00-00-D1-0F 1 off of Auto Auto 10GBASE-T
eth1/0/16 Not-Connected 00-00-00-00-01-10 1 Off Off Auto Auto 10GBASE-T
eth1/0/117 Not-Connected 00-00-D0-00-01-11 1 off of Auto Auto 10GBASE-T
eth1/0/18 Not-Connected 00-00-00-00-01-12 1 off of Auto Auto 10GBASE-T
eth1/0/119 Not-Connected 00-00-00-00-01-13 1 Off Off Auto Auto 10GBASE-T
eth1/0/20 Not-Connected 00-00-00-00-01-14 1 Off Off Auto Auto 10GBASE-T
eth1/0v21(c) Not-Connected 00-00-00-00-01-15 1 off of Auto Auto 10GBASE-T
eth1/V21(f) Not-Connected 00-00-00-00-01-15 1 off of Auto Auto 10GBASE-R
eth1/0/22(c) Not-Connected 00-00-00-00-01-16 1 Off Off Auto Auto 10GBASE-T
eth1//22(f) Not-Connected 00-00-D0-00-01-16 1 Off Off Auto Auto 10GBASE-R

Figure 3-5 Port Status Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be displayed here.

Port GBIC

This window is used to display active GBIC information found on each applicable physical port of the Switch.

To view the following window, click System > Port Configuration > Port GBIC, as shown below:

10
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Port GBIC
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Figure 3-6 Port GBIC Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this display here.

Port Auto Negotiation

This window is used to display detailed port auto-negotiation information.

To view the following window, click System > Port Configuration > Port Auto Negotiation, as shown below:

11
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Fort Auto Negotation
Port Auto Negotiation
Unit 1 [~

Mote: AN: Auto Negotiation; RS: Remote Signaling; CS: Config Status; CB: Capability Bits;CAB: Capbility Advertised Bits;
CRB: Capbility Received Bits; RFA: Remote Fault Advertised; RFR: Remote Fault Received

Unit 1 Seftings

eth1/0/1 Enabled Detected Paraliel d... 100M_Full,.. 100M_Half,.. 10M_Half, . Disabled MNoError
eth1/0/2 Enabled Detected Paralleld... 100M_Full,... 100M_Half,... - Disabled MoError
eth1/0/3 Enabled Detected Parallel d... 100M_Full,... 100M_Half,_.. - Disabled MNoError
eth1/0/4 Enabled Detected Parallel d... 100M_Full,... 100M_Half,... - Disabled NoError
eth1/0/5 Enabled Detected FParallel d... 100M_Full,... 100M_Half, .. - Disabled MNoError
eth1/0/6 Enabled Detected Paralleld... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0/7 Enabled Detected Parallel d... 100M_Full,... 100M_Hal,... - Disabled MNoError
eth1/0/3 Enabled Detected Parallel d... 100M_Full,... 100M_Half,... = Disabled MNoError
eth1/0/9 Enabled Detected Farallel d... 100M_Full,... 100M_Half, .. - Disabled MoError
eth1/0/10 Enabled Detected Paralleld... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0/11 Enabled Detected Parallel d... 100M_Full,... 100M_Hal,... - Disabled MNoError
eth1/0/12 Enabled Detected Parallel d... 100M_Full,... 100M_Half,... = Disabled MNoError
eth1/0M13 Enabled Detected Farallel d... 100M_Full,... 100M_Half, .. - Disabled MoError
eth1/0/14 Enabled Detected Paralleld... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0/M15 Enabled Detected Parallel d... 100M_Full,... 100M_Half,_. - Disabled MNoError
eth1/0/16 Enabled Detected Parallel d... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0M17 Enabled Detected Farallel d... 100M_Full,... 100M_Half, .. - Disabled MoError
eth1/0/18 Enabled Detected Paralleld... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0/19 Enabled Detected Parallel d... 100M_Full,... 100M_Half,_. - Disabled MNoError
eth1/0/20 Enabled Detected Parallel d... 100M_Full,... 100M_Half,... - Disabled MNoError
eth1/0/21 Enabled Detected Parallel d... 1000M_Full.... 100M_Half, .. - Disabled MNoError
eth1/0/22 Enabled Detected Parallel d... 1000M_Full...  100M_Half,... - Disabled NoError

Figure 3-7 Port Auto Negotiation Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be displayed here.

Error Disable Settings

This window is used to display and configure the error recovery for causes and to configure the recovery interval.

To view the following window, click System > Port Configuration > Error Disable Settings, as shown below:

12
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Error Disable Recovery Settings
ErmDisable Cause All ﬂ State Disabled ﬂ Interval (5-86400)|:| sec
EnDisable Cause “ Interval (sec)
Port Security Disabled 300
Storm Control Disabled 300
BFDU Attack Protection Disabled 300
Dynamic ARP Inspection Disabled 300
DHCP Snooping Disabled 300
Loopback Detect Disabled 300
L2PT Guard Disabled 300
D-LINK Unidirectional Link Detectio... Dizsabled 300
Interfaces that will be recovered at the next timeout:
T Erte Coue Tme Lt )

Figure 3-8 Error Disable Settings Window

The fields that can be configured are described below:

Parameter Description ‘

ErrDisable Cause Select the error disabled cause here. Options to choose from are Port Security,
Storm Control, BPDU Attack Protection, Dynamic ARP Inspection, DHCP
Snooping, and Loopback Detect.

State Select the enable or disable the error disabled recovery feature here.

Interval Enter the time, in seconds, to recover the port from the error state caused by the
specified module. The range is from 5 to 86400.

Click the Apply button to accept the changes made.

Jumbo Frame

This window is used to display and configure the Jumbo Frame size and settings. The Switch supports jumbo frames.
Jumbo frames are Ethernet frames with more than 1,518 bytes of payload. The Switch supports jumbo frames with a
maximum frame size of up to 12288 bytes.

To view the following window, click System > Port Configuration > Jumbo Frame, as shown below:
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Jumbo Frame
Unit From Port To Port Maximum Receive Frame Size (64-12288)
Unit 1 Settings
eth1/0/1 1536
eth1/0/2 1536
eth1/0/3 1536
eth1/0/4 1536
eth1/0/5 1536
eth1/0/6 1536
eth1/0/7 1536
eth1/0/3 1536
eth1/0/9 1536
eth1/0/10 1536
eth1/0/11 1536
eth1/0/12 1536
eth1/0/13 1536
eth1/0/14 1536
eth1/0/15 1536
eth1/0/16 1536
eth1/0/17 1536
eth1/0/18 1536
eth1/0/19 1536
eth1/0/20 1536
eth1/0/21 1536
eth1/0/22 1536

Figure 3-9 Jumbo Frame Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Maximum Receive Frame Enter the maximum receive frame size value here. This value must be between
Size 64 and 12288 bytes. By default, this value is 1536 bytes.

Click the Apply button to accept the changes made.

Loopback Test

This window is used to display and configure the loopback settings of the physical port interfaces and to start testing.

To view the following window, click System > Loopback Test, as shown below:
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DOPDACK

Loopback Test Result: Success.

Loopback Test

Unit From Port To Port Loopback Mode

[1 ~] [ethiorn [v] [ethtior1 [v] [None ~]

Unit 1 Settings

BT R R
Port Loopback Mode
I S O B S

eth1/0M1 None 0 0 0 0 0 0 0 0
eth1/0/2 None 0 0 0 0 1] 0 0 0
eth1/0/3 None 0 0 0 0 0 0 0 0
eth1/0/4 None 0 1] 1] 0 0 0 0 0
eth1/0/5 None 0 0 0 0 0 0 0 0
eth1/0/6 None 0 0 0 0 0 0 0 0
eth1/07 None 0 1] 1] 0 1] 0 0 0
eth1/0/3 None 0 0 0 0 1] 0 0 0
eth1/0/9 None 0 0 0 0 0 0 0 0
eth1/0/10 None 0 0 0 0 0 0 0 0
eth1/0/11 None 0 1] 1] 0 1] 0 0 0
eth1/0M12 None 0 0 0 0 1] 0 0 0
eth1/0/13 None 0 0 0 0 0 0 0 0
eth1/0/14 Naone 0 0 0 0 1] 0 0 0
eth1/0/15 None 0 1] 1] 0 1] 0 0 0
eth1/0/16 None 0 0 0 0 1] 0 0 0
eth1/0/M17 None 0 0 0 0 0 0 0 0
eth1/0/18 Naone 0 0 0 0 1] 0 0 0
eth1/0/19 None 0 1] 1] 0 1] 0 0 0
eth1/0/20 None 0 0 0 0 1] 0 0 0
eth1/0/21 None 0 0 0 0 0 0 0 0
eth1/0/22 None 0 1] 1] 0 0 0 0 0

Figure 3-10 Loopback Test Window

The fields that can be configured are described below:

Parameter
Unit

Description

Select the Switch unit that will be used for this configuration here.

From Port ~ To Port

Select the appropriate port range used for the configuration here.

Loopback Mode

Select the loopback mode here. Options to choose from are:

None - Specifies not to enable the loopback mode.

Internal MAC - Specifies the internal loopback mode at the MAC layer.

e Internal PHY Default - Specifies the internal loopback mode at the PHY
layer to test the default medium.

e Internal PHY Copper - Specifies the internal loopback mode at the PHY
layer to test the copper medium.

e |Internal PHY Fiber - Specifies the internal loopback mode at the PHY layer
to test the fiber medium.

o External MAC - Specifies the external loopback mode at the MAC layer.

o External PHY Default - Specifies the external loopback mode at the PHY
layer to test the default medium.

e External PHY Copper - Specifies the external loopback mode at the PHY
layer to test the copper medium.

e External PHY Fiber - Specifies the external loopback mode at the PHY layer
to test the fiber medium.

15
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Click the Apply button to accept the changes made.

System Log

System Log Settings

This window is used to display and configure the system’s log settings.

To view the following window, click System > System Log > System Log Settings, as shown below:

Log State

Log State

Source Interface Settings

Source Interface State

Type

Buffer Log Settings

Buffer Log State
Severity
Discriminator Name

Write Delay (0-65535)

Console Log Settings

Console Log State
Severity

Discriminator Name

SMTP Log Settings

SMTP Log State
Severity

Discriminator Name

T
| Enabled ~]

[VLAN (v ] VD (1-4004) 1
|Enabled ~]

|4['u'\"arnings) ﬂ|

|15 chars |

300 |sec []infinite
| Disabled ~]
[ 4(Wamings) ~]
[ |
| Disabled ~]
| 4(Wamings) ﬂ|
foonars |

Figure 3-11 System Log Settings Window

The fields that can be configured for Log State are described below:

Description

Parameter

Log State

Select the enable or disable the system log feature’s global state here.

Click the Apply button to accept the changes made.

The fields that can be configured for Source Interface Settings are described below:

Parameter Description ‘

Source Interface State Select this option to enable or disable the source interface’s global state.

Type Select the type of interface that will be used. Options to choose from are
Loopback, Mgmt, and VLAN.

VID Enter the interface’s VID used here. For loopback interfaces this ID can be from 1
to 8. For the management (Mgmt) interface this value is always 0. For VLAN

16
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Parameter Description
interfaces this value is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured for Buffer Log Settings are described below:

Parameter Description

Buffer Log State Select whether the enable or disable the buffer log’'s global state here. Options to
choose from are Enable, Disabled, and Default. When selecting the Default
option, the buffer log’s global state will follow the default behavior.

Severity Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name Enter the discriminator name used here. This name can be up to 15 characters
long.
Write Delay Enter the log’s write delay value here. This value must be between 0 and 65535

seconds. By default, this value is 300 seconds. Tick the Infinite option, to disable
the write delay feature.

Click the Apply button to accept the changes made.

The fields that can be configured for Console Log Settings are described below:

Parameter Description
Console Log State Select whether the enable or disable the console log’s global state here.
Severity Select the severity value of the type of information that will be logged. Options to

choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name Enter the discriminator name used here. This name can be up to 15 characters
long.

Click the Apply button to accept the changes made.

The fields that can be configured for SMTP Log Settings are described below:

Parameter Description ‘
SMTP Log State Select whether the enable or disable the SMTP log’s global state here.
Severity Select the severity value of the type of information that will be logged. Options to

choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Discriminator Name Enter the discriminator name used here. This name can be up to 15 characters
long.

Click the Apply button to accept the changes made.

System Log Discriminator Settings

This window is used to display and configure the system log’s discriminator settings.

To view the following window, click System > System Log > System Log Discriminator Settings, as shown below:
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Discriminator Log Settings

Discriminator Name

Action Drops [v]
[1sYs ] STACKING I PORT &P JLAC
[IWOICE_WL... JLLDP [ PORTSEC WaAC ] DHCP
[] DHCPVE ] STORM_CT... [1s8s8H dcu wEB
[ sNMP [JosPF JvRRP ] cFrm [T ALARM
[JERPS [] DM ] AAa []Dos [] DEVICE
[] DAl ] SURVEILL... [] RADIUS []DoT1X [JLBD
[]BPDU_PRO... [ MAC [] SAFEGUAR. . []DuLD ] RIPNG
[JcFG ] FIRMWARE ] 0AM [1SRM []1PV6
[JAUTO_SAV... []IPSG

Severity Drops [v]
[] 0{Emergencies) [ 1(Alerts) [ 2(Critical) [ 3{Emors)
[ 4(Wamings) [] 5(Motifications) [ G{Informational) [ T{Debugging)

Discriminato... Drops

Figure 3-12 System Log Discriminator Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Discriminator Name Enter the discriminator name here. This name can be up to 15 characters long.

Action Select the facility’s behavior option and the type of facility that will be associated
with the selected behavior here. Behavior options to choose from are Drops and
Includes.

Severity Select the severity behavior option and the value of the type of information that
will be logged. Behavior options to choose from are Drops and Includes. Severity
value options to choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3
(Errors), 4 (Warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

System Log Server Settings

This window is used to display and configure system log’s server settings.

To view the following window, click System > System Log > System Log Server Settings, as shown below:

Log Server
(®) Host IPv4 Address [ ] () Host IPvE Address Ro13:1 |
UDP Port (514,1024-65535) 514 | Severity [4(Warnings)  |v|
Facility |23 ﬂ| Discriminator Name |15 chars |

Apply

Total Entries: 1

I I 2 T S T
10.90.90.1 Warmnings Discrimina. .

Figure 3-13 System Log Server Settings Window
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The fields that can be configured are described below:

Parameter Description ‘
Host IPv4 Address Enter the system log server’s IPv4 address here.

Host IPv6 Address Enter the system log server’'s IPv6 address here.

UDP Port Enter the system log server’'s UDP port number here. This value must be either

514 or between 1024 and 65535. By default, this value is 514.

Severity Select the severity value of the type of information that will be logged. Options to
choose from are 0 (Emergencies), 1 (Alerts), 2 (Critical), 3 (Errors), 4
(warnings), 5 (Notifications), 6 (Informational), and 7 (Debugging).

Facility Select the facility value here. Options to choose from are 0 to 23.

Discriminator Name Enter the discriminator name here. This name can be up to 15 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

System Log

This window is used to display and clear the system log.

To view the following window, click System > System Log > System Log, as shown below:

yste 01

System Log
Total Entries: 6
I S ™ S T S
[ 2016-01-15 12:03:30 CRIT(2) Stacking topology is..
5 2016-01-15 12:03:30 CRIT(2) Unit 1, System start...
4 2016-01-15 12:03:30 CRIT(2) Unit 1, System warmm _..
3 2016-01-15 11:58:29 CRIT(2) System started up
2 2016-01-15 11:58:29 CRIT(2) System warm start
1 2016-01-15 11:56:38 CRIT(2) Unit 1 External Alar...
L E [ [ea

Figure 3-14 System Log Window

Click the Clear Log button to clear the system log entries displayed in the table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

System Attack Log

This window is used to display and clear the system attack log.

To view the following window, click System > System Log > System Attack Log, as shown below:
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ATLS D{]
System Afttack Log

)

Unit 1 Settings
Total Entries: 0

e T e o s

Figure 3-15 System Attack Log Window

The fields that can be configured are described below:

Parameter Description

Unit Select the stacking unit ID of the Switch that will be displayed here.

Click the Clear Attack Log button to clear the system attack log entries displayed in the table.

Time and SNTP

Clock Settings

This window is used to display and configure the time settings for the Switch.

To view the following window, click System > Time and SNTP > Clock Settings, as shown below:

o et (S

Clock Settings

Time (HH:MM:55) |0g:47:00 |
Date (DD / MM / YYYY) [25/11/2015 |
Figure 3-16 Clock Settings Window
The fields that can be configured are described below:
Parameter Description
Time Enter the current time in hours (HH), minutes (MM), and seconds (SS) here. For
example, 18:30:30.
Date Enter the current day (DD), month (MM), and year (YY) here. For example,
30/04/2015.

Click the Apply button to accept the changes made.

Time Zone Settings

This window is used to display and configure time zones and Daylight Savings Time settings for SNTP.

To view the following window, click System > Time and SNTP > Time Zone Settings, as shown below:
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Summer Time State

Time Zone

Recurring Setting

From: Week of the Month
From: Day of the Week
From: Month

From: Time {HH:MM)
To: Week of the Month
To: Day of the Week

To: Month

To: Time (HH:MM)

Offzet

Date Setting

From: Date of the Month
From: Month

From: Year

From: Time {HH:MM)
To: Date of the Month
To: Month

To: Year

To: Time (HH:MM)

Offset

|Disabled v

[+ Mo Mo V]

CE—
5o =2
|-.|an ﬂl
|Last ﬂl
|S.|n ﬂl
oo =
B0 |
5 o]
o <]
| |
[o1 v
[Jan v
| |
0 |

Apply

Figure 3-17 Time Zone Settings Window

The fields that can be configured are described below:

Parameter

Summer Time State

Description

Select the summer time setting. Options to choose from are Disabled, Recurring
Setting, and Date Setting.

o Disabled - Select to disable the summer time setting.

e Recurring Setting - Select to configure the summer time that should start
and end on the specified week day of the specified month.

e Date Setting - Select to configure the summer time that should start and end
on the specified date of the specified month.

Time Zone

Select to specify your local time zone’s offset from Coordinated Universal Time

(UTC).

The fields that can be configured in Recurring Settings are described below:

Parameter

From: Week of the Month

Description

Select week of the month that summer time will start.

From: Day of the Week

Select the day of the week that summer time will start.

From: Month

Select the month that summer time will start.

From: Time

Select the time of the day that summer time will start.
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Parameter Description ‘

To: Week of the Month Select week of the month that summer time will end.

To: Day of the Week Select the day of the week that summer time will end.

To: Month Select the month that summer time will end.

To: Time Select the time of the day that summer time will end.

Offset Enter the number of minutes to add during summer time. The default value is 60.
The range of this offset is 30, 60, 90 and 120.

The fields that can be configured in Date Settings are described below:

Parameter Description ‘

From: Date of the Month Select date of the month that summer time will start.

From: Month Select the month that summer time will start.

From: Year Enter the year that the summer time will start.

From: Time Select the time of the day that summer time will start.

To: Date of the Month Select date of the month that summer time will end.

To: Month Select the month that summer time will end.

To: Year Enter the year that the summer time will end.

To: Time Select the time of the day that summer time will end.

Offset Enter the number of minutes to add during summer time. The default value is 60.
The range of this offset is 30, 60, 90 and 120.

Click the Apply button to accept the changes made.

SNTP Settings

This window is used to display configure the SNTP settings for the Switch.

To view the following window, click System > Time and SNTP > SNTP Settings, as shown below:

veltings

SNTP Global Settings

Current Time Source System Clock
SNTP State | Disabled |
Poll Interval (30-99599) f20 |sec

SNTP Server Setting

(@) IPv4 Address - - () IPv6 Address 20131 |

Add

Total Entries: 1

S N S
10.90.90.254 - - -

Figure 3-18 SNTP Settings Window

The fields that can be configured in SNTP Global Settings are described below:

Parameter Description

SNTP State Select this option to enable or disable SNTP.
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Parameter Description

Poll Interval Enter the synchronizing interval in seconds. The value is from 30 to 99999
seconds. The default interval is 720 seconds.

Click the Apply button to accept the changes made.

The fields that can be configured in SNTP Server Settings are described below:

Parameter Description ‘

IPv4 Address Enter the IPv4 address of the SNTP server which provides the clock
synchronization.

IPv6 Address Enter the IPv6 address of the SNTP server which provides the clock
synchronization.

Click the Add button to add the SNTP server.

Click the Delete button to remove the specified entry.

Time Range

This window is used to display and configure the time profile settings.

To view the following window, click System > Time Range, as shown below:

Time Range

Range Mame |32 chars | [] Daily

From: Week |Sun ﬂl To: Week |Sun ﬂ| []End Weekday

From: Time (HH-MM) 00 [v]loo [v] To: Time (HH-MM) 00 [v] oo [v]
Range Mame |32 chars |

Total Entries: 1

T e e O I A

Weekdays 00:00 23:59 Delete Periodic Delete
1n [ 1| Go

Figure 3-19 Time Range Window

The fields that can be configured are described below:

Parameter Description

Range Name Enter the time profile’'s range name here. This name can be up to 32 characters
long.
From Week ~ To Week Select the starting and ending days of the week that will be used for this time

profile. Tick the Daily option to use this time profile for every day of the week. Tick
the End Week Day option to use this time profile from the starting day of the
week until the end of the week, which is Sunday.

From Time ~ To Time Select the starting and ending time of the day that will be used for this time profile.
The first drop-down menu selects the hour and the second drop-down menu
selects the minute.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.

Click the Delete Periodic button to delete the periodic entry.
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Click the Delete button to delete the specified entry.

PTP (Precise Time Protocol)

PTP Global Settings

This window is used to display and configure the Precise Time Protocol (PTP) feature’s global settings.

To view the following window, click System > PTP (Precise Time Protocol) > PTP Global Settings, as shown below:

DD e LLI L~

PTP Global Settings

PTP State | Disabled ~]
PTP Mode |E2E Transparent ﬂl
Figure 3-20 PTP Global Settings Window
The fields that can be configured are described below:
Parameter Description ‘
PTP State Select to enable or disable the PTP feature here. When the PTP function is

enabled, the Switch port will add residence time to correct the field. When the
PTP function is disabled, all Switch ports will forward the PTP packets according
to the multicast filtering configuration.

PTP Mode Select the PTP mode here.

Click the Apply button to accept the changes made.

USB Console Settings

This window is used to display and configure the USB console settings.

To view the following window, click System > USB Console Settings, as shown below:

USB Console Settings

USB Console State (@ Enabled (7 Disabled

USB Inactivity Timeout (1-240) [ |min acte

Figure 3-21 USB Console Settings Window

The fields that can be configured are described below:

Parameter Description

USB Console State Select to enable or disable the USB console state here.

USB Inactivity Timeout Enter the USB inactivity timeout value here. The range is from 1 to 240 minutes.
Select the Active option to disable the timeout feature.

Click the Apply button to accept the changes made.
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SRM

SRM Prefer Current Settings

This window is used to display and configure the Switch Resource Management (SRM) settings. This window is used
to specify the SRM mode to be used on the Switch for optimizing resources for various functions.

To view the following window, click System > SRM > SRM Prefer Current Settings, as shown below:

SRM Prefer Current Settings

Apply

SRM Prefer Mode @LAN (OIP (O L2VPN

Total Entries: 1

o T e Cotaa o

4 IP P

Figure 3-22 SRM Prefer Current Settings Window

The fields that can be configured are described below:

Parameter Description

SRM Prefer Mode Select the SRM prefer mode here. Options to choose from are:
e LAN - Specifies that the Switch prefers the LAN switch mode.
o |P - Specifies that the Switch prefer the IP route mode.

e L2VPN - Specifies that the Switch prefer the Layer 2 VPN mode.

Click the Apply button to accept the changes made.

SRM Prefer Mode

This window is used to display the SRM preferred mode settings. The entries in this table are fixed values indicating
the maximum number of entries allowed per feature.

To view the following window, click System > SRM > SRM Prefer Mode, as shown below:

SREM Prefer Mode

SRM Prefer Mode Detail

SRM Prefer Mode wLAN  (OIP (L2VPN

L2 Forwarding Table Size
Max number of mac table entries
L3 Host Table Multicast Size

42K
49152
24K

Max number of ipv4 host entries 24064
IMax number of ipvé host entries 24064
IMax number of ipv4 multicast groups entries a2
IMax number of ipvé multicast groups entries 512
Ingress VLAN Translate Table Size 4K
Max number of mac based VLAN entries 4006
Max number of VLAN translate entries 4096
Egress VLAN Translate Table Size 4K
Max number of egress VLAN franslate entries 4006

Figure 3-23 SRM Prefer Mode Window
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The fields that can be configured are described below:

Parameter Description

SRM Prefer Mode Select the SRM prefer mode that will be used in the display here. Options to
choose from are LAN, IP, and L2VPN.

Click the Find button to generate the display based on the selections made.
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4. Management

Command Logging

User Account Settings
Password Encryption
Password Recovery
Login Method

SNMP

RMON

Telnet/Web

Session Timeout

DHCP

DHCP Auto Configuration
DNS

NTP

IP Source Interface

File System

Stacking

Virtual Stacking (SIM)
D-Link Discovery Protocol
SMTP Settings

NLB FDB Settings

Command Logging

This window is used to display and configure enable or disable the command logging function. The command logging
function is used to log the commands that have successfully been configured to the Switch via the command line
interface. The requirement is to log the command itself, along with information about the user account that entered the
command into the system log. Commands that do not cause a change in the Switch configuration or operation (such
as show) will not be logged.

To view the following window, click Management > Command Logging, as shown below:

Command Logging Settings

Command Logging State (") Enabled {®) Disabled

Figure 4-1 Command Logging Window

The fields that can be configured are described below:

Parameter Description

Command Logging State Select to enable or disable the command logging function here.

Click the Apply button to accept the changes made.

User Account Settings

On this page, user accounts can be created and configured. Also on this page active user account sessions can be
viewed.

There are several configuration options available in the Web User Interface (Web Ul). The set of configuration options
available to the user depends on the account’s Privilege Level.
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S

NOTE: By default, there is no user account created on the Switch.

To view the following window, click Management > User Account Settings, as shown below:

After selecting the User Management Settings tab, the following page will appear.

User Management Settings ‘ Session Table

Total Entries: 1

I S S S N

171 [ 1| [ [eo

Figure 4-2 User Management Settings Window

The fields that can be configured are described below:

Parameter Description ‘

User Name Enter the user account name here. This name can be up to 32 characters long.

Privilege Enter the privilege level for this account here. This value must be between 1 and
15.

Password Type Select the password type for this user account here. Options to choose from are

None, Plain Text, and Encrypted.

Password After selecting either Plain Text or Encrypted as the password type, enter the
password for this user account here.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified user account entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After selecting the Session Table tab, the following page will appear.

Session Table |

User Management Settings

Total Entries: 3

console Anonymaous 43M225
web Anonymous 15 1H1MES 10.80.90.15
*web Anonymous 15 49M455 10.80.80.14

1n [ 1| R

Figure 4-3 Session Table Window

On this page, a list of active user account session will be displayed.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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Password Encryption

This window is used to display and configure whether to save the encryption of the password in the configuration file.

To view the following window, click Management > Password Encryption, as shown below:

Password Encryption Setfings

Password Encryption State (") Enabled (@) Disabled

Apply

Figure 4-4 Password Encryption Window

The fields that can be configured are described below:

Parameter Description
Password Encryption Select this option to enable or disable the encryption of the password before stored in
State the configuration file.

Click the Apply button to accept the changes made.

Password Recovery

This window is used to display and configure the password recovery settings. Under certain circumstances, the
administrator may have the need to update a user’s account because the password of the account was forgotten.

To view the following window, click Management > Password Recovery, as shown below:

Password Recovery Settings

Password Recovery State (@) Enabled (") Disabled
Running Configuration Enabled
MY-RAM Configuration Enabled

Figure 4-5 Password Recovery Window

The fields that can be configured are described below:

Parameter Description ‘

Password Recovery State Select to enable or disable the password recovery feature here. Enabling this
feature allows access to the reset configuration mode in the CLI. From the reset
configuration mode, in the CLI, user accounts can be updated, the enable
password feature can be updated for administrator privilege levels, and the AAA
feature can be disabled to allow local authentication. The running configuration
can then be saved as the startup configuration. A reboot is required.

Also from the reset configuration mode, in the CLI, a factory reset can be
performed if needed by clearing the startup configuration.

Click the Apply button to accept the changes made.
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Login Method

This window is used to display and configure the login method for each management interface that this Switch
supports.

To view the following window, click Management > Login Method, as shown below:

0 Btnod

Enable Password

Level 15 ﬂ Password Type | Plain Text ﬂ Password |32 chars |

Login Method

tvicaion Lo s —

Console Mo Login
Telnet Login
Login Password
Application |Console Ed Password Type | Plain Text  [v] Password |32 chars |
paction T R

Figure 4-6 Login Method Window

The fields that can be configured in Enable Password are described below:

Parameter Description ‘
Level Select the privilege level for the user here. The range is from 1 to 15.
Password Type Select the password type for the user here. Options to choose from are:

e Plain Text - Specifies that the password will be in the plain-text form. This is
the default option.

e Encrypted - Specifies that the password will be in the encrypted form based
on SHA-1.

Password Enter the password for the user account here. In the plain-text form, the password
can be up to 32 characters long, is case-sensitive, and can contain spaces. In the
encrypted form, the password must be 35 bytes long and is case-sensitive.

Click the Apply button to accept the changes made.

Click the Edit button to re-configure the specified entry.

The fields that can be configured in Login Method are described below:

Parameter Description

Login Method After clicking the Edit button this parameter can be configured. Select the login
method for the specified application here. Options to choose from are No Login,
Login and Login Local. No Login, as the name implies, requires no login
authentication to access the specified application. Login will require the user to at
least enter a password when trying to access the application specified. Login
Local requires the user to enter a username and a password to access the
specified application.

Click the Apply button to accept the changes made.

The fields that can be configured in Login Password are described below:
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Parameter Description ‘

Application Select the application that will be configured here. Options to choose from are
Console, Telnet and SSH.

Password Type Select the password encryption type that will be used here. Options to choose
from are Plain Text and Encrypted.

Password Enter the password for the selected application here. This password will be used
when the Login Method for the specified application is set as Login.

Click the Apply button to accept the changes made.

Click the Delete button to remove the password from the specified application.

SNMP

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for
managing and monitoring network devices. SNMP enables network management stations to read and modify the
settings of gateways, routers, switches, and other network devices. Use SNMP to configure system features for proper
operation, monitor performance and detect potential problems in the Switch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), which runs locally on the device. A
defined set of variables (managed objects) is maintained by the SNMP agent and used to manage the device. These
objects are defined in a Management Information Base (MIB), which provides a standard presentation of the
information controlled by the on-board SNMP agent. SNMP defines both the format of the MIB specifications and the
protocol used to access this information over the network.

The Switch supports the SNMP versions 1, 2c, and 3. The three versions of SNMP vary in the level of security
provided between the management station and the network device.

In SNMPv1 and SNMPv2c, user authentication is accomplished using ‘community strings’, which function like
passwords. The remote user SNMP application and the Switch SNMP must use the same community string. SNMP
packets from any station that has not been authenticated are ignored (dropped).

The default community strings for the Switch used for SNMPv1 and SNMPv2c management access are:
e public - Allows authorized management stations to retrieve MIB objects.

e private - Allows authorized management stations to retrieve and modify MIB objects.

SNMPv3 uses a more sophisticated authentication process that is separated into two parts. The first part is to
maintain a list of users and their attributes that are allowed to act as SNMP managers. The second part describes
what each user on that list can do as an SNMP manager.

The Switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP version may
also be set for a listed group of SNMP managers. Thus, you may create a group of SNMP managers that are allowed
to view read-only information or receive traps using SNMPv1 while assigning a higher level of security to another
group, granting read/write privileges using SNMPV3.

Using SNMPv3 individual users or groups of SNMP managers can be allowed to perform or be restricted from
performing specific SNMP management functions. The functions allowed or restricted are defined using the Object
Identifier (OID) associated with a specific MIB. An additional layer of security is available for SNMPV3 in that SNMP
messages may be encrypted. To read more about how to configure SNMPv3 settings for the Switch read the next
section.

Traps
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Traps are messages that alert network personnel of events that occur on the Switch. The events can be as serious as
a reboot (someone accidentally turned OFF the Switch), or less serious like a port status change. The Switch
generates traps and sends them to the trap recipient (or network manager). Typical traps include trap messages for
Authentication Failure, Topology Change and Broadcast\Multicast Storm.

MIBs

The Switch in the Management Information Base (MIB) stores management and counter information. The Switch uses
the standard MIB-1l Management Information Base module. Consequently, values for MIB objects can be retrieved
from any SNMP-based network management software. In addition to the standard MIB-II, the Switch also supports its
own proprietary enterprise MIB as an extended Management Information Base. Specifying the MIB Object Identifier
may also retrieve the proprietary MIB. MIB values can be either read-only or read-write.

The Switch incorporates a flexible SNMP management for the Switching environment. SNMP management can be
customized to suit the needs of the networks and the preferences of the network administrator. Use the SNMPv3
menus to select the SNMP version used for specific tasks.

The administrator can specify the SNMP version used to monitor and control the Switch. The three versions of SNMP
vary in the level of security provided between the management station and the network device.

SNMP settings are configured using the menus located on the SNMP V3 folder of the Web manager. Workstations on
the network that are allowed SNMP privileged access to the Switch can be restricted with the Management Station IP
Address menu.

SNMP Global Settings

This window is used to display and configure the SNMP global settings and trap settings.

To view the following window, click Management > SNMP > SNMP Global Settings, as shown below:

SNMP Global Settings

SNMP Global State (7) Enabled (@ Disabled
SNMP Response Broadcast Request () Enabled (@ Disabled
SNMP UDF Port (0-65535) 161

Trap Source Interface

Note: If source interface is not specified, the egress IP interface's address will be chosen as the packet's source IP address.
Trap Settings

Trap Global State
[] SNMP Authentication Trap

(O Enabled (®) Disabled

[ Port Link Up

[ Port Link Down

[] Coldstart

Owamsiat

Figure 4-7 SNMP Global Settings Window

The fields that can be configured in SNMP Global Settings are described below:

Parameter Description ‘

SNMP Global State

Select this option to enable or disable the SNMP feature.

SNMP Response Broadcast
Request

Select this option to enable or disable the server to response to broadcast SNMP
GetRequest packets.

SNMP UDP Port

Enter the SNMP UDP port number.

Trap Source Interface

Enter the interface whose IP address will be used as the source address for
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Parameter Description
sending the SNMP trap packet.

The fields that can be configured in Trap Settings are described below:

Parameter Description

Trap Global State Select this option to enable or disable the sending of all or specific SNMP
notifications.

SNMP Authentication Trap Tick this option to control the sending of SNMP authentication failure notifications.
An authenticationFailuretrap is generated when the device receives an SNMP
message that is not properly authenticated. The authentication method depends
on the version of SNMP being used. For SNMPv1 or SNMPv2c, authentication
failure occurs if packets are formed with an incorrect community string. For
SNMPv3, authentication failure occurs if packets are formed with an incorrect
SHA/MD5 authentication key.

Port Link Up Tick this option to control the sending of port link up notifications. A linkup trap is
generated when the device recognizes that one of the communication links has
come up.

Port Link Down Tick this option to control the sending of port link down notifications. A linkDown

trap is generated when the device recognizes a failure in one of the
communication links.

Coldstart Tick this option to control the sending of SNMP coldStart notifications.

Warmstart Tick this option to control the sending of SNMP warmStart notifications.

Click the Apply button to accept the changes made.

SNMP Linkchange Trap Settings

This window is used to display and configure the SNMP link change trap settings.

To view the following window, click Management > SNMP > SNMP Linkchange Trap Settings, as shown below:

SNMP Linkchange Trap Settings
Unit From Port To Port Trap Sending Trap State
K v][ethtion v leth1/0/1 [v] |Disabled | v| Disabled | v
I T S T
eth1/0/1 Enabled Enabled
eth1/0/2 Enabled Enabled
eth1/0/3 Enabled Enabled
eth1/0/4 Enabled Enabled
eth1/0/5 Enabled Enabled
eth1/0/6 Enabled Enabled
eth1/0/7 Enabled Enabled

Figure 4-8 SNMP Linkchange Trap Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Trap Sending Select this option to enable or disable the sending of the SNMP notification traps
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Parameter Description
that is generated by the system.

Trap State Select this option to enable or disable the SNMP link change trap.

Click the Apply button to accept the changes made.

SNMP View Table Settings

This window is used to assign views to community strings that define which MIB objects can be accessed by a remote
SNMP manager. The SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to
the views created in the previous window.

To view the following window, click Management > SNMP > SNMP View Table Settings, as shown below:

SNMP View Settings

View Name |32 chars |
Subtree OID NN |
View Type |Inc|uded ﬂ|

Add

Total Entries: 8

swres o T

resricted 136.1.2.1.1 Included
restricted 13612111 Included
restricted 1.3.6.1.6.3.10.2.1 Included
restricted 1361631121 Included
restricted 1.3.6.1.6.3.15.1.1 Included
CommunityView 1 Included
CommunityView 1361623 Excluded
CommunityView 1.3.6.1.6.3.1 Included

Figure 4-9 SNMP View Table Settings Window

The fields that can be configured are described below:

Parameter Description ‘

View Name Type an alphanumeric string of up to 32 characters. This is used to identify the
new SNMP view being created.

Subtree OID Type the Object Identifier (OID) sub-tree for the view. The OID identifies an object
tree (MIB tree) that will be included or excluded from access by an SNMP
manager.

View Type Select the view type here. Options to choose from are Included, and Excluded.

e Included - Select to include this object in the list of objects that an SNMP
manager can access.

o Excluded - Select to exclude this object from the list of objects that an
SNMP manager can access.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.

34



DXS-3400 Series Lite Layer 3 Stackable 10GbE Managed Switch Web Ul Reference Guide

SNMP Community Table Settings

This window is used to create an SNMP community string to define the relationship between the SNMP manager and
an agent. The community string acts like a password to permit access to the agent on the Switch. One or more of the
following characteristics can be associated with the community string:

e An Access List of IP addresses of SNMP managers that are permitted to use the community string to gain
access to the Switch’'s SNMP agent.

e Any MIB view that defines the subset of all MIB objects will be accessible to the SNMP community.

o Read/write or read-only level permission for the MIB objects accessible to the SNMP community.

To view the following window, click Management > SNMP > SNMP Community Table Settings, as shown below:

SNMP Community Settings

Key Type Plain Text V]
Community Name 32 chars
View Name 32 chars
Access Right Read Only ™

IP Access-List Name

Total Entries: 2

[+]

public CommunityView
private CommunityView w

Figure 4-10 SNMP Community Table Settings Window

The fields that can be configured are described below:

Parameter Descripton

Key Type Select the key type for the SNMP community. Options to choose from are Plain
Text, and Encrypted.

Community Name Enter an alphanumeric string of up to 32 characters that is used to identify
members of an SNMP community. This string is used like a password to give
remote SNMP managers access to MIB objects in the Switch’s SNMP agent.

View Name Enter an alphanumeric string of up to 32 characters that is used to identify the
group of MIB objects that a remote SNMP manager is allowed to access on the
Switch. The view name must exist in the SNMP View Table.

Access Right Select the access right here. Options to choose from are Read Only, and Read
Write.

e Read Only - SNMP community members using the community string created
can only read the contents of the MIBs on the Switch.

e Read Write - SNMP community members using the community string
created can read from, and write to the contents of the MIBs on the Switch.

IP Access-List Name Enter the name of the standard access list to control the user to use this
community string to access to the SNMP agent.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Group Table Settings

An SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the views created in
the previous window.

To view the following window, click Management > SNMP > SNMP Group Table Settings, as shown below:

SNMP Group Settings

Group Mame 32 chars Read View Mame 32 chars
User-based Security Model SNMPv1 ﬂ Write View Name 32 chars
Security Level NoAuthMoPriv ﬂ Notify View Name 32 chars
IP Address-List Name 32 chars

Add

Total Entries: 5

Read View Name Write View Name Notify View Name Security Model Security Level IP Address-List Name _
vl

public CommunityV'__. CommunityV__.
public CommunityV... CommunityV... v2c
initial restricted restricted v3 NoAuthNoPriv
private CommunityV._.. CommunityV. .. CommunityV... vl
private Community''__. CommunityV.. CommunityV__. v2c

Figure 4-11 SNMP Group Table Settings Window

The fields that can be configured are described below:

Parameter Description

Group Name Enter the group name of a maximum of 32 characters. The syntax is general
string that does not allow space.

Read View Name Enter the read view name that the group user can access.

User-based Security Model | Select the security model here. Options to choose from are SNMPv1, SNMPv2c,
and SNMPv3.

e SNMPv1 - Select to allow the group user to use the SNMPv1 security model.

e SNMPv2c - Select to allow the group user to use the SNMPv2c security
model.

e SNMPv3 - Select to allow the group user to use the SNMPv3 security model.

Write View Name Enter the write view name that the group user can access.

Security Level When selecting SNMPv3 in the User-based Security Model drop-down list, this
option is available.

o NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

o AuthNoPriv - Specify that authorization will be required, but there will be no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthPriv - Specify that authorization will be required, and that packets sent
between the Switch and a remote SNMP manger will be encrypted.

Notify View Name Enter a write view name that the group user can access. The notify view
describes the object that can be reported its status via trap packets to the group
user.

IP Address-List Name Enter the standard IP access control list (ACL) to associate with the group.

Click the Add button to add a new entry based on the information entered.
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Click the Delete button to remove the specified entry.

SNMP Engine ID Local Settings

The Engine ID is a unique identifier used for SNMP V3 implementations on the Switch.

To view the following window, click Management > SNMP > SNMP Engine ID Local Settings, as shown below:

SNMP Engine ID Local Settings

Engine ID [200000ab03107d683400 Default || Apply

# Engine ID length is 24, the accepted character is from 0 to F.

Figure 4-12 SNMP Engine ID Local Settings Window

The fields that can be configured are described below:

Parameter Description

Engine ID Enter the engine ID string with the maximum of 24 characters.

Click the Default button to revert the engine ID to the default.
Click the Apply button to accept the changes made.

SNMP User Table Settings

This window is used to configure and display the SNMP users that are currently configured on the Switch.

To view the following window, click Management > SNMP > SNMP User Table Settings, as shown below:

SNMP User Settings

User Name 32 chars

Group Name

SNMP Version vi ]

SNMP W3 Encryption None [v]

Auth-Protocol by Password MD5 ﬂ Password (2-16 chars) I:I
Priv-Protocol by Password None ﬂ Password (8-16 chars) I:I

Auth-Protocol by Key MD5 ﬂ Key (32 chars) I:I
Priv-Protocol by Key None ] Key (32 chars) ]

IP Address-List Name 32 chars

Total Entries: 1

Security Model Authentication Protocol Privacy Protocol Engine ID IP Address-List Name _
initial initial V3 None None 300000ab03...

Figure 4-13 SNMP User Table Settings Window

The fields that can be configured are described below:

Parameter Description
User Name Enter an alphanumeric string of up to 32 characters. This is used to identify the
SNMP users.
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Parameter

Group Name

Description ‘

Enter the SNMP group name to which the user belongs. The syntax is general
string that does not allow spaces.

SNMP Version

Select the SNMP version. Options to choose from are v1, v2c, and v3.

SNMP V3 Encryption

When selecting v3 in the SNMP Version drop-down list, this option is available.
Options to choose from are None, Password, and Key.

Auth-Protocol by Password

When selecting v3 in the SNMP Version drop-down list, and selecting Password
in the SNMP V3 Encryption drop-down list, this option is available. Select the
authentication level. Options to choose from are the following:

e MDS5 - Select to use the HMAC-MD5-96 authentication level. This field will
require the user to enter a password or a key.

e SHA - Specify that the HMAC-SHA authentication protocol will be used. This
field will require the user to enter a password or a key.

Password

Enter the authentication protocol password here. For MD5 this password must be
between 8 and 16 characters long. For SHA this password must be between 8
and 20 characters long.

Priv-Protocol by Password

When selecting v3 in the SNMP Version drop-down list, and selecting Password
in the SNMP V3 Encryption drop-down list, this option is available. Select the
private protocol. Options to choose from are the following:

¢ None - Specify that no authorization protocol is in use.

e DES56 - Specify that DES 56-bit encryption is in use, based on the CBC-
DES (DES-56) standard. This field will require the user to enter a password
or a key.

Password

Enter the private protocol password here. For none, this field will be disabled. For
DES56 this password must be between 8 and 16 characters long.

Auth-Protocol by Key

When selecting v3 in the SNMP Version drop-down list, and selecting Key in the
SNMP V3 Encryption drop-down list, this option is available. Select the
authentication level. Options to choose from are the following:

e MD?5 - Select to use the HMAC-MD5-96 authentication level. This field will
require the user to enter a password or a key.

e SHA - Specify that the HMAC-SHA authentication protocol will be used. This
field will require the user to enter a password or a key.

Key

Enter the authentication protocol key here. For MD5 this key must be 32
characters long. For SHA this key must be 40 characters long.

Priv-Protocol by Key

When selecting v3 in the SNMP Version drop-down list, and selecting Key in the
SNMP V3 Encryption drop-down list, this option is available. Select the private
protocol. Options to choose from are the following:

¢ None - Specify that no authorization protocol is in use.

e DES56 - Specify that DES 56-bit encryption is in use, based on the CBC-
DES (DES-56) standard. This field will require the user to enter a password
or a key.

Key

Enter the private protocol key here. For none, this field will be disabled. For
DES56 this key must be 32 characters long.

IP Address-List Name

Enter the standard IP access control list (ACL) to associate with the user.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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SNMP Host Table Settings

This window is used to display and configure the recipient of the SNMP notification.

To view the following window, click Management > SNMP > SNMP Host Table Settings, as shown below:

SNMP Host Settings

(@) Host IPv4 Address | . . i |

(0) Host IPvé Address p013:1 |

User-based Security Model |S NMPv1 ﬂ|

Security Level NoAuthNoPriv ﬂ|

UDP Port (1-65535) 162 |

Community String / SNMPw3 User —

s B2 chars | Add

Total Entries: 1

HostIP Address | SNMP Version | UDP Por S —p—T—— I
10.90.90.1 V1 162 private

Figure 4-14 SNMP Host Table Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Host IPv6 Address Enter the IPv4 address of the SNMP notification host.
Host IPv6 Address Enter the IPv6 address of the SNMP notification host.

User-based Security Model | Select the security model here. Options to choose from are SNMPv1, SNMPv2c,
and SNMPv3.

e SNMPv1 - Select to allow the group user to use the SNMPv1 security model.

e SNMPv2c - Select to allow the group user to use the SNMPv2c security
model.

e SNMPv3 - Select to allow the group user to use the SNMPv3 security model.

Security Level When selecting SNMPv3 in the User-based Security Model drop-down list, this
option is available.

¢ NoAuthNoPriv - Specify that there will be no authorization and no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthNoPriv - Specify that authorization will be required, but there will be no
encryption of packets sent between the Switch and a remote SNMP
manager.

e AuthPriv - Specify that authorization will be required, and that packets sent
between the Switch and a remote SNMP manger will be encrypted.

UDP Port Enter the UDP port number. The default trap UDP port number is 162. The range
of UDP port numbers is from 1 to 65535. Some port numbers may conflict with
other protocols.

Community String / Enter the community string to be sent with the notification packet.
SNMPv3 User Name

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove the specified entry.
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RMON

RMON Global Settings

This window is used to enable or disable remote monitoring (RMON) for the rising and falling alarm trap feature for the
SNMP function on the Switch.

To view the following window, click Management > RMON > RMON Global Settings, as shown below:

RMON Global Settings

RMOM Rising Alarm Trap (@) Enabled () Disabled

RMON Falling Alarm Trap @ Enabled O Disabled

Figure 4-15 RMON Global Settings Window

The fields that can be configured are described below:

Parameter Description ‘

RMON Rising Alarm Trap Select this option to enable or disable the RMON Rising Alarm Trap Feature.

RMON Falling Alarm Trap Select this option to enable or disable the RMON Falling Alarm Trap Feature.

Click the Apply button to accept the changes made.

RMON Statistics Settings

This window is used to configure and display the RMON statistics on the specified port.

To view the following window, click Management > RMON > RMON Statistics Settings, as shown below:

S LALISULCS = LL LY~

RMON Statistics Settings

Unit Port Index (1-65535) Owner
1[v] eth1/0/1 [v] | | [127 chars | add
eth1/0/1 owner Delste | | Show Detail

11 [ 1| [ [ee

Figure 4-16 RMON Statistics Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

Port Select to choose the port.

Index Enter the RMON table index. The value is from 1 to 65535

Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.

Click the Show Detail button to see the detail information of the specific port.
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Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.

RMON Statistics Table

1024-
Rec. Rec. | Boradcast Undersize | Oversize Drop 64 | 65127 (128-255
ragments.Jabber 1518
Source Octets | PKTs PKTs Error Event Octets | Octets | Octets
Octets
0

eth1/0/1 2556132 20897 280 16951

Back

Figure 4-17 RMON Statistics Settings (Show Detail) Window

Click the Back button to return to the previous window.

RMON History Settings

This window is used to display and configure RMON MIB history statistics gathered on the specified port.

To view the following window, click Management > RMON > RMON History Settings, as shown below:

RMON History Settings

Bucket Number
(1-65535)

1[v] [eth1/0/1 [~] | |50 [[1eo0 |sec [127 chars |
Add

I T T
eth1/0/1 owner Delete Show Detail

11 [ 1] [ [ee

Unit Port Index (1-65535) Interval (1-3600) Owner

Figure 4-18 RMON History Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the Switch unit that will be used for this configuration here.

Port Select the port that will be used here.

Index Enter the history group table index. The value is from 1 to 65535

Bucket Number Enter the number of buckets specified for the RMON collection history group of
statistics. The range is from 1 to 65535. The default value is 50.

Interval Enter the time in seconds in each polling cycle. The range is from 1 to 3600.

Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the Show Detail button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.
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RMON History Table

Rec. Boradcast Undersize Oversize CRC
i ] Utilizatiol Fragments.Ja
Octets PKTs PKTs PKTs Ermror

Drop
Event

Figure 4-19 RMON History Settings (Show Detail) Window

Click the Back button to return to the previous window.

RMON Alarm Settings

This window is used to display and configure alarm entries to monitor an interface.

To view the following window, click Management > RMON > RMON Alarm Settings, as shown below:

RMON Alarm Settings

Index (1-65535) | Interval (1-2147483647) | |sec
Variable NN Type | Absolute v

Rising Event Number (1-65535) | Falling Event Number (1-65535) | |

|
|
Rising Threshold (0-2147483647) * | | Falling Threshold (0-2147483647) * | |
|
|

Owiner |1-‘2? chars

Total Entries: 0

N Interval (sec) Last Value | Rising Threshold | Falling Threshold | Rising Event No. | Falling Event No. | Startup Alarm m

Figure 4-20 RMON Alarm Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Index Enter the alarm index. The range is from 1 to 65535.

Interval Enter the interval in seconds for the sampling of the variable and checking against
the threshold. The valid range is from 1 to 2147483648 seconds.

Variable Enter the object identifier of the variable to be sampled.

Type Select the monitoring type. Options to choose from are Absolute and Delta.

Rising Threshold Enter the rising threshold value between 0 and 2147483647.

Falling Threshold Enter the falling threshold value between 0 and 2147483647.

Rising Event Number Enter the index of the event entry that is used to notify the rising threshold

crossing event. The valid range is from 1 to 65535. If not specified, no action is
taken while crossing the ringing threshold.

Falling Event Number Enter the index of the event entry that is used to notify the falling threshold
crossing event. The valid range is from 1 to 65535. If not specified, no action is
taken while crossing the falling threshold.

Owner Enter the owner string up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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RMON Event Settings

This window is used to display and configure event entries.
To view the following window, click Management > RMON > RMON Event Settings, as shown below:

AN Ja yetting

RMON Event Setfings

Index (1-65535) | |
Description |1—12F‘ chars |
Type |N0ne ﬂ|
Community [1-127 chars |
Owner |1—12? chars |
Add
Total Entries: 1
mm
description community owner 0d:0h:0m:0s | Delete || View Logs |
11 [ 1| [ [Ge
Figure 4-21 RMON Event Settings Window
The fields that can be configured are described below:
Parameter Description
Index Enter the index of the alarm entry between 1 and 65535.
Description Enter a description for the RMON event entry. The string is up to 127 characters
long.
Type Select the RMON event entry type. Options to choose from are None, Log, Trap,
and Log and Trap.
Community Enter the community string. The string can be up to 127 characters.
Owner Enter the owner string. The string can be up to 127 characters.

Click the Add button to add a new entry based on the information entered.
Click the Delete button to remove the specified entry.
Click the View Logs button to see the detail information of the specific port.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the View Logs button, the following window will appear.

Event Logs Table

Event index: 1

Total Entries: 0

Lo Lo

Figure 4-22 RMON Event Settings (View Logs) Window

Click the Back button to return to the previous window.
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Telnet/Web

This window is used to display and configure Telnet and Web settings on the Switch.

To view the following window, click Management > Telnet/Web, as shown below:

Telnet Settings

Telnet State @) Enabled () Disabled

Port (1-85535) b3

Source Interface

Source Interface State () Enabled () Disabled

Type VLAN ~]  viD(t-4094)
Web Settings

Web State e) Enabled () Disabled

Port (1-85535) 0 |

Figure 4-23 Telnet/Web Window

The fields that can be configured in Telnet Settings are described below:

Parameter Description ‘

Telnet State Select this option to enable or disable the configuration through Telnet.

Port Enter the TCP port number used for Telnet management of the Switch. The “well-
known” TCP port for the Telnet protocol is 23.

Click the Apply button to accept the changes made.

The fields that can be configured in Source Interface are described below:

Parameter Description ‘
Source Interface State Select to enable or disable the source interface’s state here.
Type Select the type of source interface that will be used here. Options to choose from

are Loopback, Mgmt, and VLAN.

VID Enter the interface’s ID here. For loopback interfaces the range is from 1 to 8. For
the management (Mgmt) interface this value can only be 0. For VLAN interfaces
the range is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured in Web Settings are described below:

Parameter Description

Web State Select this option to enable or disable the configuration through the web.

Port Enter the TCP port number used for Telnet management of the Switch. The “well-
known” TCP port for the Telnet protocol is 80.

Click the Apply button to accept the changes made.
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Session Timeout

This window is used to display and configure the session timeout settings.

To view the following window, click Management > Session Timeout, as shown below:

J —Lall

Session Timeout

Web Session Timeout (60-36000) N |sec [v]Defautt
Console Session Timeout (0-1439) P | min || Default
Telnet Session Timeout (0-1439) B |min [ Defautt
SSH Session Timeout (0-1439) B |min [ Default

Figure 4-24 Session Timeout Window

The fields that can be configured are described below:

Parameter Description ‘

Web Session Timeout Enter the time in seconds of the web session timeout. Tick the Default check box
to return to the default setting. The value is from 60 to 36000 seconds. The
default value is 180 seconds.

Console Session Timeout Enter the time in minutes of the web session timeout. Tick the Default check box
to return to the default setting. The value is from 0 to 1439 minutes. 0 means
never timeout. The default value is 3 minutes.

Telnet Session Timeout Enter the time in minutes of the Telnet session timeout. Tick the Default check
box to return to the default setting. The value is from 0 to 1439 minutes. 0 means
never timeout. The default value is 3 minutes.

SSH Session Timeout Enter the time in minutes of the SSH session timeout. Tick the Default check box
to return to the default setting. The value is from 0 to 1439 minutes. 0 means
never timeout. The default value is 3 minutes.

Click the Apply button to accept the changes made.

DHCP

Service DHCP

This window is used to display and configure the DHCP relay and server service on the Switch.

To view the following window, click Management > DHCP > Service DHCP, as shown below:

service DHCP
Service DHCP State ()Enabled (e Disabled
Service IPv6 DHCP
Service IPvG DHCP State ()Enabled  (w) Disabled

Figure 4-25 Service DHCP Window

The fields that can be configured in Service DHCP are described below:
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Parameter Description

Service DHCP State Select this option to enable or disable the DHCP relay and server service.

Click the Apply button to accept the changes made.

The fields that can be configured in Service IPvé DHCP are described below:

Parameter Description

Service IPv6 DHCP State Select this option to enable or disable the IPv6 DHCP relay and server service.

Click the Apply button to accept the changes made.

DHCP Class Settings

This window is used to display and configure the DHCP class and the DHCP option matching pattern for the DCHP
class.

To view the following window, click Management > DHCP > DHCP Class Settings, as shown below:

DHCP Class Settings

Class Name B2 chars | Apply
Total Entries: 1
I

class | Edit || Delete |

(] BE [ [Ge

Figure 4-26 DHCP Class Settings Window

The fields that can be configured are described below:

Parameter Description

Class Name Enter the DHCP class name with a maximum of 32 characters.

Click the Apply button to accept the changes made.
Click the Edit button to modify the DHCP option matching pattern for the corresponding DCHP class.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following window will appear.

DHCP Class Option Settings

Class Name class

Option (1-254) | |

Hex | | Lr

| |

Total Entries: 0

e T e T e

Figure 4-27 DHCP Class Settings (Edit) Window
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The fields that can be configured are described below:

Parameter Description ‘
Option Enter the DHCP option number. The range is from 1 to 255.
Hex Enter the hex pattern of the specified DHCP option. Tick the * check box not to

match the remaining bits of the option.

Bitmask Enter the hex bit mask for masking of the pattern. The masked pattern bits will be
matched. If not specified, all bits entered in Hex will be checked.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

DHCP Server

DHCP, or Dynamic Host Configuration Protocol, allows the Switch to delegate IP addresses, subnet masks, default
gateways and other IP parameters to devices that request this information. This occurs when a DHCP enabled device
is booted on or attached to the locally attached network. This device is known as the DHCP client and when enabled,
it will emit query messages on the network before any IP parameters are set. When the DHCP server receives this
request, it will allocate an IP address to the client. The DHCP client may be then utilize the IP address allocated by the
DHCP server as its local configuration.

The user can configure many DHCP related parameters that it will utilize on its locally attached network, to control and
limit the IP settings of clients desiring an automatic IP configuration, such as the lease time of the allotted IP address,
the range of IP addresses that will be allowed in its DHCP pool, the ability to exclude various IP addresses within the
pool so as not to make identical entries on its network, or to assign the IP address of an important device (such as a
DNS server or the IP address of the default route) to another device on the network.

Users also have the ability to bind IP addresses within the DHCP pool to specific MAC addresses in order to keep
consistent the IP addresses of devices that may be important to the upkeep of the network that require a static IP
address.

DHCP Server Global Settings

This window is used to display and configure the DHCP server global parameters.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Global Settings, as
shown below:

DHCP Use Class State

DHCP Use Class State ()Enabled (8 Disabled

DHCP Server Settings

DHCP Ping Packet (0-10) R |

DHCP Ping Timeout (100-10000) 500 | ms

Figure 4-28 DHCP Server Global Settings Window

The fields that can be configured in DHCP Use Class State are described below:

Parameter Description

DHCP Use Class State Select to enable or disable the feature where the DHCP server uses a class.

Click the Apply button to accept the changes made.
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The fields that can be configured in DHCP Server Settings are described below:

Parameter Description ‘

DHCP Ping Packet Enter the number of ping packets that the Switch will send out on the network
containing the IP address to be allotted. If the ping request is not returned, the IP
address is considered unique to the local network and then allotted to the
requesting client. 0 means there is no ping test. The range is from 0 to 10. The
default value is 2.

DHCP Ping Timeout Enter the amount of time the DHCP server must waits before timing out a ping
packet. The range is from 100 to 10000 milliseconds. The default value is 100
milliseconds.

Click the Apply button to accept the changes made.

DHCP Server Pool Settings

This window is used to display and configure the DHCP server pool settings.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Pool Settings, as shown
below:

DHCP Server Pool

Pool Name |32 chars | Apply

Total Entries: 1

pool Edit Class Edit Option Configure Delete

(3] BE [ [6e

Figure 4-29 DHCP Server Pool Settings Window

The fields that can be configured are described below:

Parameter Description
Pool Name Enter the DHCP server’s pool name here. This name can be up to 32 characters
long.

Click the Apply button to accept the changes made.

Click the Edit Class button to configure the DHCP class.

Click the Edit Option button to configure the DHCP server pool’s option settings.
Click the Configure button to configure the DHCP server pool’s settings.

Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit Class button, the following page will appear.
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DHCP Server Pool Class Settings

Pool Name pool

Class Name |Please Select ﬂ|

Start Address [ - -]

End Address | : : - |

Total Entries: 1

s s

class |Delete by Namel | Delete by Addressl

Figure 4-30 DHCP Server Pool Settings (Edit Class) Window

The fields that can be configured are described below:

Parameter Description

Class Name Select an existing DHCP class’ name here that will be associated with this DHCP
pool.

Start Address Enter the starting IPv4 address that will be associated with the DHCP class in the
DHCP pool here.

End Address Enter the ending IPv4 address that will be associated with the DHCP class in the
DHCP pool here.

Click the Apply button to accept the changes made.
Click the Delete by Name button to remove the DHCP class association by name.
Click the Delete by Address button to remove the DHCP class association by address.

Click the Back button to return to the previous window.

After clicking the Edit Option button, the following page will appear.

DHCP Server Pool Option Settings
Pool Name pool
Option (1-254) | |
Type [Ascl ~]
| |
L ome e v
200 ip 192.168.90.250
Figure 4-31 DHCP Server Pool Settings (Edit Option) Window
The fields that can be configured are described below:
Parameter Description ‘
Option Enter the DHCP option number here. The range is from 1 to 254.
Type Select the DHCP option type here. Options to choose from are ASCII, HEX, and

IP. After selecting ASCII, enter the ASCII string in the space provided. This string
can be up to 255 characters long. After selecting HEX, enter the hexadecimal
string in the space provided. This string can be up to 254 characters long. Select
the None option to specify to use a zero-length hexadecimal string. After selecting
IP, enter the IPv4 address(es) in the space(s) provided. Up to 8 IPv4 address can
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Parameter Description
be entered.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Configure button, the following page will appear.

DHCP Server Pool Configure

Pool Name pool

Boot File Bachas ]

Domain Name |:|

Network (IP/Mask) [0 -0 -0-0] [o-0-0.0|
MNext Server o.-0-0-0

Default Router

DNS Server

Netbios Name Server

Metbios Node Type Please Select V|

Lease [ |oays@365[00 [v]Hours [00 [v]Minutes []infinite | Back | Apply

Figure 4-32 DHCP Server Pool Settings (Configure) Window

The fields that can be configured are described below:

Parameter Description

Boot File Enter the boot file’s name here. This name can be up to 64 characters long.

Domain Name Enter the domain name for the DHCP client here. This name can be up to 64
characters long.

Network (IP/Mask) Enter the network IPv4 address and subnet mask for the DHCP client here.

Next Server Enter the next server’s IPv4 address here. This parameter is used to specify the

server IP address for the client to boot the image. The server is typically a TFTP
server. Only one boot server can be specified.

Default Router Enter the IPv4 address of the default router for the DHCP client here. Up to 8 IPv4
address can be entered here. The IP address of the router should be on the same
subnet as the client’s subnet. Routers are listed in the order of preference. If
default routers are already configured, the default routers configured later will be
added to the default interface list.

DNS Server Enter the IPv4 address to be used by the DHCP client as the DNS server here.
Up to 8 IPv4 address can be entered here. Servers are listed in the order of
preference. If DNS servers are already configured, the DNS servers configured
later will be added to the DNS server list.

Netbios Name Server Enter the WINS name server’s IPv4 address for the DHCP client here. Up to 8
IPv4 address can be entered here. Servers are listed in the order of preference. If
name servers are already configured, the name server configured later will be
added to the default interface list.

Netbios Node Type Select the NetBIOS node type for Microsoft DHCP clients here. Options to choose
from are Broadcast, Peer To Peer, Mixed, and Hybrid. The node type of the h-
node (Hybrid) is recommended. The node type determines the method NetBIOS
use to register and resolve names. The broadcast system uses broadcasts. A p-
node system uses only point-to-point name queries to a name server (WINS). An
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Parameter Description

m-node system broadcasts first, and then queries the name server. A hybrid
system queries the name server first, and then broadcasts.

Lease Enter and select the lease time for an IPv4 address that is assigned from the
address pool here. Enter the Days in the range from 0 to 365. Select the Hours
and Minutes from the drop-down menus. Alternatively, the Infinite option can be
selected to specify that the lease time is unlimited.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

DHCP Server Exclude Address

This window is used to display and exclude a range of IPv4 addresses from being allocated to the DHCP client. The
DHCP server automatically allocates addresses in DHCP address pools to DHCP clients. All the addresses except the
interface’s IP address on the router and the excluded address(es) specified here are available for allocation. Multiple
ranges of addresses can be excluded. To remove a range of excluded addresses, administrators must specify the
exact range of addresses previously configured.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Exclude Address, as
shown below:

DHCP Server Exclude Address

Begin Address | ; . . |
End Address - ]

Total Entries: 1

s s, et E—
192.163.70.1 192.168.70.100

Figure 4-33 DHCP Server Exclude Address Window

The fields that can be configured are described below:

Parameter Description ‘
Begin Address Enter the first IPv4 address of a range of addresses to be excluded here.
End Address Enter the last IPv4 address of a range of addresses to be excluded here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

DHCP Server Manual Binding

This window is used to display and configure the DHCP server feature’s manual binding settings. With a manual
binding entry, the IP address can be either be bound with a client-identifier or bound with the hardware address of the
host.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Manual Binding, as
shown below:
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DHCP Server Manual Binding
Pool Name P2 chars |
Host | |  Mask
®  Hardware Address [11-C2-33-44-5C-AD |
Client Identifier | |
I S S T
pool 192.168.70.220 255 55.55.0 00-11-22-33-44-55
Figure 4-34 DHCP Server Manual Binding Window
The fields that can be configured are described below:
Parameter Description ‘
Pool Name Enter the DHCP server’s pool name here. This name can be up to 32 characters
long.
Host Enter the DHCP host’s IPv4 address here.
Mask Enter the DHCP host’s network subnet mask here.
Hardware Address Enter the DHCP host's MAC address here.
Client Identifier Enter the DHCP host's identifier in hexadecimal notation here. The client identifier
is formatted by the media type and the MAC address.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

DHCP Server Dynamic Binding

This window is used to display and clear the DHCP server’s dynamic binding entries.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Dynamic Binding, as
shown below:

DHCP Server Dynamic Binding

]
Pool Name |32 chars | [so Al
]

Total Entries: 0

Figure 4-35 DHCP Server Dynamic Binding Window

The fields that can be configured are described below:

Parameter Description ‘

IP Address Enter the binding entry’s IPv4 address here.

Pool Name Enter the DHCP server’s pool name here. This name can be up to 32 characters
long. Select the All option to clear the binding entries for all pools.

Click the Find button to locate a specific entry based on the information entered.
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Click the Clear button to clear the entries based on the information specified.

DHCP Server IP Conflict

This window is used to display and clear the DHCP conflict entries from the DHCP server database.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server IP Conflict, as shown
below:

Y- B Carve = 0|

DHCP Server IP Conflict

EE—
Pool Name F!-2 chars | [ Al
T

Total Entries: 0

o s oo e

Figure 4-36 DHCP Server IP Conflict Window

The fields that can be configured are described below:

Parameter Description
IP Address Enter the IPv4 address of the conflict entry to be located or cleared.
Pool Name Enter the DHCP server’s pool name here. This name can be up to 32 characters

long. Select the All option to clear the conflict entries for all pools.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear the entries based on the information specified.

DHCP Server Statistic

This window is used to display DHCP server statistics.

To view the following window, click Management > DHCP > DHCP Server > DHCP Server Statistic, as shown below:
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AU F Serve [AtIst

Clear

DHCP Server Statistic

Address Pools
Automatic bindings
Manual binding

Malformed messages

2 o = o =

Renew messages

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

o 2 o o o 9o

Message Sent

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

[==JR = = R =]

Figure 4-37 DHCP Server Statistic Window

Click the Clear button to clear the statistics information displayed here.

DHCPvV6 Server

DHCPvVv6 Server Pool Settings

This window is used to display and configure the DHCPv6 server pool settings.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Pool Settings, as
shown below:

DHCPv6 Server Pool

Total Entries: 1
I T

Pool Configure Delete
HOEKEE =

Figure 4-38 DHCPv6 Server Pool Settings Window

The fields that can be configured are described below:

Parameter Description

Pool Name Enter the DHCPV6 server’s pool name here. This name can be up to 12
characters long.

Click the Apply button to accept the changes made.
Click the Configure button to configure the DHCPvV6 server pool’s settings.

Click the Delete button to remove the specified entry.
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Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Configure button, the following page will appear.

DHCPv6 Server Pool Configure

Pool Name Pool

() Address Prefix 2001:00B8::0/64

(@) Prefix Delegation Pool

valid Lifetime (50-4294957295) [ sec

Preferred Lifetime (60-4294967295) [ sec
DMNS Server 2013:1

Diomain Name l:l Back I Apply

Static Bindings

(®) Static Bindings Address (") Static Bindings Prefix 2001:0DB8:0/64
Client DUID IAID
Valid Lifetime (60-4294967295) e set

Total Entries: 0

Figure 4-39 DHCPv6 Server Pool Settings (Configure) Window

The fields that can be configured in DHCPv6 Server Pool Configure are described below:

Parameter Description ‘

Address Prefix Select and enter the DHCPvV6 server pool’s IPv6 network address and prefix
length here. For example, 2015::0/64.

Prefix Delegation Pool Select and enter the DHCPvV6 server pool’s prefix delegation name here. This
name can be up to 12 characters long.

Valid Lifetime Enter the valid lifetime value here. The range is from 60 to 4294967295 seconds.
The valid lifetime should be greater than preferred lifetime. If this value is not
specified, then the default valid lifetime will be 2592000 seconds (30 days).

Preferred Lifetime Enter the preferred lifetime value here. The range is from 60 to 4294967295
seconds. If this value is not specified, then the default preferred lifetime will be
604800 seconds (7 days).

DNS Server Enter the DNS server’s IPv6 address to be assigned to requesting DHCPv6
clients here.
Domain Name Enter the domain name to be assigned to requesting DHCPV6 clients here.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

The fields that can be configured in Static Bindings are described below:

Parameter Description ‘
Static Bindings Address Enter the static binding IPv6 address assign to the specific client here.

Static Bindings Prefix Enter the static binding IPv6 network address and prefix length here.

Client DUID Enter the client DHCP Unique Identifier (DUID) here. This string can be up to 28

characters long.

IAID Enter the Identity Association Identifier (IAID) here. The IAID here uniquely
identifies a collection of non-temporary addresses (IANA) assigned on the client.
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Parameter Description ‘

Valid Lifetime Enter the valid lifetime value here. The valid lifetime should be greater than the
preferred lifetime. The range is from 60 to 4294967295 seconds. By default, this
value is 2592000 seconds (30 days).

Preferred Lifetime Enter the preferred lifetime value here. The range is from 60 to 4294967295
seconds. By default, this value is 604800 seconds (7 days).

Click the Apply button to accept the changes made.

DHCPv6 Server Local Pool Settings

This window is used to display and configure the DHCPV6 server’s local pool settings.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Local Pool Settings,
as shown below:

DHCPv6 Server Local Pool

Pool Name

IPvE Address/Prefix Length

Apply

Assigned Length

Pool Name

Total Entries: 1

T T T
64 1 0

Pool 2016::/64

| User Detail || Delete |

1] (1 [ lee

Figure 4-40 DHCPv6 Server Local Pool Settings Window

The fields that can be configured are described below:

Parameter Description

Pool Name Enter the DHCPV6 server’s pool name here. This name can be up to 12
characters long.

IPv6 Address / Prefix Enter the IPv6 prefix address and prefix length of the local pool here.

Length

Assigned Length Enter the prefix length to be delegated to the user from the pool here. The value

of the assigned length cannot be less than the value of the prefix length.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the User Detail button to view the user information displayed in the lower table.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPV6 Server Exclude Address

This window is used to specify IPv6 addresses that a DHCPv6 server should not assign to DHCPvV6 clients. The
DHCPv6 server assumes that all addresses (excluding the Switch’s IPv6 address) can be assigned to clients. Use this
window to exclude a single IPv6 address or a range of IPv6 addresses. The excluded addresses are only applied to
the pool(s) for address assignment.
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To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Exclude Address,
as shown below:

DHCPvG Server Exclude Address

Low IPvG Address [2013:1 |
High IPv6 Address [2013:1 |

Total Entries: 1

s e o o e I
1 201512 2015715

Figure 4-41 DHCPv6 Server Exclude Address Window

The fields that can be configured are described below:

Parameter Description ‘

Low IPv6 Address Enter the excluded IPv6 address or first IPv6 address in an excluded address
range here.

High IPv6 Address Optionally, enter the last IPv6 address in the excluded address range.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

DHCPvV6 Server Binding

This window is used to display and clear the DHCPV6 server’s binding entries.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Binding, as shown
below:

DHCPwvG Server Binding

IPvE Address Ro13:1 imEY | Find || Clear |

Total Entries: 0

Client DUID IPv6 Address Preferred Lifetime Valid Lifetime

Figure 4-42 DHCPv6 Server Binding Window

The fields that can be configured are described below:

Parameter Description

IPv6 Address Enter the binding entry’s IPv6 address to be displayed or cleared here. Select the
All option to display or clear all DHCPV6 client prefix bindings in or from the
binding table.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear the entries based on the information specified.

DHCPv6 Server Interface Settings

This window is used to display and configure the DHCPV6 server’s interface settings.
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To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Interface Settings,
as shown below:

Y Db Sarve

DHCPv6 Server Interface Settings

Interface VLAN (1-4004) [ ] Pool Name 12 chars
Rapid Commit Disabled ﬂ Preferance |:| [ Allow Hint
Interface Name vian1

Total Entries: 1

rrtoce e saps conme T
vian1 Pool Disabled 1} lgnore

(1] Kl [ lee

Figure 4-43 DHCPv6 Server Interface Settings Window

The fields that can be configured are described below:

Parameter Description

Interface VLAN Enter the interface’s VLAN ID here. The range is from 1 to 4094.

Pool Name Enter the DHCPV6 server’s pool name here. This name can be up to 12
characters long.

Rapid Commit Select to allow the proceeding of two-message exchanges or not by enabling or
disabling this option. By default, two-message exchange is not allowed.

Preference Enter the preference value here. Select the Allow Hint option to allow hints.

Interface Name Enter the interface’s name here.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Server Operational Information

This window is used to display the DHCPV6 server’s operational information.

To view the following window, click Management > DHCP > DHCPv6 Server > DHCPv6 Server Operational
Information, as shown below:

DHCPw6 Server Operational Information

Total Entries: 0

Figure 4-44 DHCPv6 Server Operational Information Window

DHCP Relay

DHCP Relay Global Settings

This window is used to display and configure the DHCP relay feature’s global settings.
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To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Global Settings, as shown
below:

DHCP Relay Unicast State

DHCP Relay Unicast State @Enabled () Disabled

Figure 4-45 DHCP Relay Global Settings Window

The fields that can be configured are described below:

Parameter Description

DHCP Relay Unicast State Select to globally enable the DHCP relay unicast state here.

Click the Apply button to accept the changes made.

DHCP Relay Pool Settings

This window is used to display and configure the DHCP relay pool on a DHCP relay agent.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Pool Settings, as shown
below:

DHCP Relay Pool Settings

Pool Name [32 cnars | Apply

Total Entries: 1

I S S

pool Edit Edit Edit Delete
111 EE [ leo

Figure 4-46 DHCP Relay Pool Settings Window

The fields that can be configured are described below:

Parameter Description

Pool Name Enter the address pool name with a maximum of 32 characters.

Click the Apply button to accept the changes made.
Click the Edit button to modify the corresponding information of the specific DHCP pool.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button under Source, the following window will appear.
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DHCP Relay Pool Source Settings

Pool Mame pool
Source |P Address | . - . | Subnet Mask | . . . |

Total Entries: 0

Source IP Address Subnet Mask .

Figure 4-47 DHCP Relay Pool Settings (Source Edit) Window

The fields that can be configured are described below:

Parameter Description ‘
Source IP Address Enter the source subnet of client packets.
Subnet Mask Enter the network mask of the source subnet.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button under Destination, the following window will appear.

DHCP Relay Pool Destination Settings

Pool Name pool
Relay Destination | - - - |

Total Entries: 0

Destination Address

Figure 4-48 DHCP Relay Pool Settings (Destination Edit) Window

The fields that can be configured are described below:

Parameter Description

Relay Destination Enter the relay destination DHCP server IP address.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button under Class, the following window will appear.
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DHCP Relay Pool Class Settings

Pool Mame pool

Class Name |Please Select ﬂ| Apply

Total Entries: 1

T
class Edit Delete

Figure 4-49 DHCP Relay Pool Settings (Class Edit) Window

The fields that can be configured are described below:

Parameter Description

Class Name Select the DHCP class name.

Click the Apply button to accept the changes made.
Click the Edit button to edit more information.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

After clicking the Edit button, the following window will appear.

DHCP Relay Pool Class Edit Settings

Pool Mame pool
Class Mame class

Total Entries: 0

Target Address

Back

Figure 4-50 DHCP Relay Pool Settings (Class Edit, Edit) Window

The fields that can be configured are described below:

Parameter Description

Relay Target Enter the DHCP relay target for relaying packets that matches the value pattern of
the option defined in the DHCP class.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specified entry.

Click the Back button to return to the previous window.

DHCP Relay Information Settings

This window is used to display and configure the DHCP relay information.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information Settings, as
shown below:
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DHCP Relay Information Global

Information Trust All |Disab|ed ﬂ| Information Check |Disabled ﬂ|

Information Policy |Replace ﬂ| Information Option |Disabled ﬂ|

Apply

DHCP Relay Information

Total Entries: 1

viani Disabled Mot Configured Mot Configured Mot Configured

11 [ 1| [ [ee

Figure 4-51 DHCP Relay Information Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Information Trust All Select this option to enable or disable the DHCP relay agent to trust the IP DHCP
relay information for all interfaces.

information Check Select this option to enable or disable the DHCP relay agent to validate and
remove the relay agent information option in the received DHCP reply packet.

Information Policy Select the Option 82 re-forwarding policy for the DHCP relay agent. Options to
choose from are Keep, Drop, and Replace.

o Keep - Select that the DHCP request packet that already has the relay
option is left unchanged and directly relayed to the DHCP server.

e Drop - Select to discard the packet that already has the relay option.

o Replace - Select that the DHCP request packet that already has the relay
option will be replaced by a new option.

Information Option Select this option to enable or disable the insertion of relay agent information
(Option 82) during the relay of DHCP request packets.

Click the Apply button to accept the changes made.
Click the Edit button to modify the corresponding interface.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Relay Information Option Format Settings

This window is used to display and configure the DHCP information format.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information Option
Format Settings, as shown below:
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SO

DHCP Relay Information Option Format Global

Information Format Remote ID Default ﬂ
Information Format Circuit ID Default v
DHCP Relay Information Option Format Type
Unit From Port To Port Format Type Walue
K ~][ethiior [~][eth1/0/1 ~][Expert UDF [][Remote ID_[w] B2 chars |
Unit 1 Settings
S o | ot v ot v
eth1/0M1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6

Figure 4-52 DHCP Relay Information Option Format Settings Window

The fields that can be configured in DHCP Relay Information Option Format Global are described below:

Parameter Description ‘

Information Format Remote | Select the DHCP information remote ID sub-option. Options to choose from are
ID Default, User Define, and Vendor2.

o Default - Select to use the Switch's system MAC address as the remote ID.

e User Define - Select to use a user-defined remote ID. Enter the user-defined
string with the maximum of 32 characters in the text box.

e Vendor2 - Select to use vender 2 as the remote ID.

o Expert UDF - Select to use the expert UDF remote ID. Select the stand-
alone unit format after this selection here.

Information Format Circuit Select the DHCP information circuit ID sub-option. Options to choose from are
ID Default, User Define, and Vendorl.

o Default - Select to use the default circuit ID sub-option.

e User Define - Select to use a user-defined circuit ID. Enter the user-defined
string with the maximum of 32 characters in the text box.

e Vendorl - Select to use vender 1 as the circuit ID.

e Expert UDF - Select to use the expert UDF circuit ID. Select the stand-alone
unit format after this selection here.

Click the Apply button to accept the changes made.

The fields that can be configured in DHCP Relay Information Option Format Global are described below:

Parameter Description ‘

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Format Specifies that the expert UDF format will be used.

Type Select to use the Remote ID type or Circuit ID type here.

Value Enter the vendor-defined string for Option 82 information in the remote/circuit ID
sub-option here. This string can be up to 32 characters long.
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Click the Apply button to accept the changes made.

DHCP Relay Information Profile Settings

This window is used to display and configure the DHCP relay information profile settings.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Relay Information Profile
Settings, as shown below:

DHCP Relay Information Option MAC Format

Case | Uppercase ﬂ|
Delimiter |N0ne ﬂ|
Delimiter Number [2 ~]
Example AABBCCDDEEFF

DHCP Relay Information Profile Settings

Profile Name |32 chars | | Apply I Find |

Total Entries: 1

e e Fomat s —

profile | Edt || Delete |

11 [ 1| [ [ee

Figure 4-53 DHCP Relay Information Profile Settings Window

The fields that can be configured in DHCP Relay Information Option MAC Format are described below:

Parameter Description
Case Select the case that will be used here. Options to choose from are:

e Lowercase - Specifies that when using the lowercase format, the Option 82
MAC address for the user-defined profile will be formatted as: aa-bb-cc-dd-
ee-ff.

o Uppercase - Specifies that when using the uppercase format, the Option 82
MAC address for the user-defined profile username will be formatted as: AA-
BB-CC-DD-EE-FF.

Delimiter Select the delimiter that will be used here. Options to choose from are:
e Hyphen - Specifies that the format will be AA-BB-CC-DD-EE-FF.
e Colon - Specifies that the format will be AA:BB:CC:DD:EE:FF.

e Dot - Specifies that the format will be AA.BB.CC.DD.EE.FF.

¢ None - Specifies that when not using any delimiter, the format will be
AABBCCDDEEFF.

Delimiter Number Select the delimiter number here. Options to choose from are:
e 1 - Single delimiter, the format is: AABBCC.DDEEFF.

e 2 - Double delimiters, the format is: AABB.CCDD.EEFF.

e 5 - Multiple delimiters, the format is: AA.BB.CC.DD.EE.FF.

Click the Apply button to accept the changes made.

The fields that can be configured in DHCP Relay Information Profile Settings are described below:
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Parameter

Profile Name

Description

Enter the Option 82 profile name here. The profile can be used to define the
flexible user-defined Option 82 entry.

Format String

After clicking the Edit button, enter the user-defined DHCP Option 82 format
string here. This string can be up to 251 characters long.

The following rules need to be considered:

e This string can be a hexadecimal value, an ASCII string, or any combination
of hexadecimal values and ASCII characters. An ASCII string needs to be
enclosed with quotation marks (*”) like “Ethernet”. Any ASCII characters
outside of the quotation marks will be interpreted as hexadecimal values.

o A formatted key string is a string that should be translated before being
encapsulated in the packet. A formatted key string can be contained both
ASCII strings and hexadecimal values. For example, “ %" +*$"+“1~32"+
“keyword”+ “:":

o % - Indicates that the string that follows this character is a formatted
key string.

o “$" or“0" - (Optional) Indicates a fill indicator. This option specifies
how to fill the formatted key string to meet the length option. This option
can be either “$” or “0”, and cannot be specified as both at the same
time.

= “$" - Indicates to fill the leading space (0x20).

= “0” - Indicates to fill the leading 0. The fill the leading 0 (0) is the
default setting.

o 1~32 - (Optional) Indicates a length option. This specifies how many
characters or bytes the translated key string should occupy. If the
actual length of the translated key string is less than the length
specified by this option, a fill indicator will be used to fill. Otherwise, this
length option and fill indicator will be ignored and the actual string will
be used directly.

o keyword - Indicates that the keyword will be translated based on the
actual value of the system. The following keyword definitions specifies
that a command will be refused if an unknown or unsupported keyword
is detected:

= devtype - The model name of the device. Only an ASCII string is
allowed.

= sysname - Indicates the System name of the Switch. Only an
ASCII string is allowed.

= ifdescr - Derived from ifDescr (IF-MIB). Only an ASCII string is
allowed.

= portmac - Indicates the MAC address of a port. This can be either
an ASCII string or a hexadecimal value. When in the format of an
ASCII string, the MAC address format can be customized using
special CLI commands. When in the format of a hexadecimal
value, the MAC address will be encapsulated by order in
hexadecimal.

= sysmac - Indicates the system MAC address. This can be either
an ASCII string or a hexadecimal value. In the ASCII string format,
the MAC address format can be customized using special CLI
commands. In the hexadecimal format, the MAC address will be
encapsulated by order in hexadecimal.

= unit - Indicates the unit ID. This can be either an ASCII string or a
hexadecimal value. For a standalone device, the unit ID is 0.

= module - Indicates the module ID number. This can be either an
ASCII string or a hexadecimal value.

= port - Indicates the local port number. This can be either an ASCII
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Parameter Description

string or a hexadecimal value.

= svlan - Indicates the outer VLAN ID. This can be either an ASCII
string or a hexadecimal value.

= cvlan - Indicates the inner VLAN ID. This can be either an ASCII
string or a hexadecimal value.

o : - Indicates the end of the formatted key sting. If a formatted key string
is the last parameter of the command, its ending character (*:") can be
ignored. The space (0x20) between “%” and “:” will be ignored. Other

spaces will be encapsulated.

e ASCII strings can be any combination of formatted key strings and 0~9, a~z,
A~Z, |@#3%"&*()_+|-=\[I{};:"/?.,<>", and space characters. “\" is the escape
character. The special character after “\” is the character itself, for example,
“\%" is “%" itself, not the start indicator of a formatted key string. Spaces not
in the formatted key string will also be encapsulated.

e Hexadecimal values can be any combination of formatted key strings and
0~9, A~F, a~f, and space characters. The formatted key strings only support
keywords that support hexadecimal values. Spaces not in the formatted key
string will be ignored.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to re-configure the specific entry.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCP Local Relay VLAN

This window is used to display and configure local relay on a VLAN or a group of VLANS.

To view the following window, click Management > DHCP > DHCP Relay > DHCP Local Relay VLAN, as shown
below:

DHCP Local Relay VLAN Settings

DHCP Local Relay VID List  [1,3-5 | CJAnviANs  state  [Disabled ]

DHCP Local Relay VID List

Figure 4-54 DHCP Local Relay VLAN Window

The fields that can be configured are described below:

Parameter Description ‘
DHCP Local Relay VID List | Enter the VLAN ID for DHCP local relay. Tick the All VLANs check box to select
all VLANSs.
State Select this option to enable or disable the DHCP local relay on the specific
VLAN(S).

Click the Apply button to accept the changes made.
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DHCPvV6 Relay

DHCPv6 Relay Global Settings

This window is used to display and configure the DHCPV6 relay remote ID settings.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Global Settings, as
shown below:

DHCPv6 Relay Remote ID Settings

IPvG DHCP Relay Remote ID Format | Default ~]

IPvG DHCP Relay Remote ID UDF [ASCI [v] [122 chars

IPvG DHCP Relay Remote ID Policy |Keep ~]

IPv6 DHCP Relay Remote ID Option [Disabled ]

Figure 4-55 DHCPv6 Relay Global Settings Window

The fields that can be configured are described below:

Parameter Description ‘

IPv6 DHCP Relay Remote Select to choose the sub-type of the remote ID. Options to choose from are
ID Format Default, CID with User Define, and User Define.

IPv6 DHCP Relay Remote Select to choose the User Define Field (UDF) for remote ID. Options to choose
ID UDF from are ASCII, and Hex.

o ASCII - Select to enter the ASCII string with a maximum of 128 characters in
the text box.

e HEX - Select to enter the hexadecimal string with a maximum of 256
characters in the text box.

IPv6é DHCP Relay Remote Select to choose Option 37 forwarding policy for the DHCPV6 relay agent. Options
ID Policy to choose from are Keep, and Drop.

o Keep - Select that the DHCPV6 request packet that already has the relay
agent Remote-ID option is left unchanged and directly relayed to the
DHCPV6 server.

e Drop - Select to discard the packet that already has the relay agent Remote-

ID Option 37.
IPv6 DHCP Relay Remote Select this option to enable or disable the insertion of the relay agent remote ID
ID Option Option 37 during the relay of DHCP for IPv6 request packets.

Click the Apply button to accept the changes made.

DHCPv6 Relay Interface Settings

This window is used to display and configure the DHCPV6 relay interface settings.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Relay Interface Settings, as
shown below:
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yeTlNg

DHCPv6 Relay Interface Settings

Interface VLAN (1-4094)

|
Destination IPv6 Address l2012::100 |
|

Qutput Interface VLAN (1-4094) |
Interface VILAN (1-4004) [ |

Total Entries: 1

ocaton s s T

vian1 201510 viant
10 [T] Go

Figure 4-56 DHCPv6 Relay Interface Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Interface VLAN Enter the interface’s VLAN ID used in the DHCPV6 relay here. The range is from
1 to 4094.

Destination IPv6 Address Enter the DHCPV6 relay destination address.

Output Interface VLAN Enter the output interface’s VLAN ID for the relay destination here. The range is
from 1 to 4094.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

DHCPv6 Local Relay VLAN

This window is used to display and configure the DHCPvV6 local relay VLAN settings. This window is used to enable
DHCPvV6 local relay on a VLAN or a group of VLANS.

To view the following window, click Management > DHCP > DHCPv6 Relay > DHCPv6 Local Relay VLAN, as
shown below:

DHCPwv6G Local Relay VLAN Settings

DHCPV6 Local Relay VD List  [1,3-5 | (JAIVLANs  sState [Disabled V]

DHCPvE Local Relay VID List

Figure 4-57 DHCPv6 Local Relay VLAN Window

The fields that can be configured are described below:

Parameter Description ‘

DHCPv6 Local Relay VID Enter the DHCPV6 local relay VLAN ID(s) here. A series of VLAN IDs can be

List entered, separated by commas, or a range of VLAN IDs can be entered,
separated by a hyphen. Select the All VLANSs option to use all the configured
VLANS.

State Select to enable or disable the DHCPV6 local relay feature on the specified
VLAN(s). When DHCPV6 local relay is enabled, the Switch will add Option 37 and
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Parameter Description

Option 18 to the request packets from the client. If the Option 37 check state is
enabled, the Switch will check the request packet from the client and drop the
packet if it contains Option 37 as specified in the DHCPV6 relay function. If the
Option 37 check state is disabled, the local relay function will always add Option
37 to the request packet, regardless whether the state of Option 37 is enabled or
disabled. The DHCPvV6 local relay function will directly forward the packet from the
server to the client after which no more processing is done.

Click the Apply button to accept the changes made.

DHCP Auto Configuration

This window is used to display and configure the DHCP auto-configuration function.

To view the following window, click Management > DHCP Auto Configuration, as shown below:

DHCP Auto Configuration

Auto Configuration State (") Enabled (@) Disabled

MWote: If autoconfig state enabled, it won't take effect until reboot.

Figure 4-58 DHCP Auto Configuration Window

The fields that can be configured are described below:

Parameter Description

Auto Configuration State Select this option to enable or disable the auto-configuration function.

Click the Apply button to accept the changes made.

DNS

Computer users usually prefer to use text names for computers for which they may want to open a connection.
Computers themselves, require 32 bit IP addresses. Somewhere, a database of network devices’ text names and their
corresponding IP addresses must be maintained.

The Domain Name System (DNS) is used to map names to IP addresses throughout the Internet and has been
adapted for use within intranets. For two DNS servers to communicate across different subnets, the DNS Relay of the
Switch must be used. The DNS servers are identified by IP addresses.

Mapping Domain Names to Addresses

Name-to-address translation is performed by a program called a Name server. The client program is called a Name
resolver. A Name resolver may need to contact several Name servers to translate a name to an address.

The Domain Name System (DNS) servers are organized in a somewhat hierarchical fashion. A single server often
holds names for a single network, which is connected to a root DNS server - usually maintained by an ISP.

Domain Name Resolution

The domain name system can be used by contacting the name servers one at a time, or by asking the domain name
system to do the complete name translation. The client makes a query containing the name, the type of answer
required, and a code specifying whether the domain name system should do the entire name translation, or simply
return the address of the next DNS server if the server receiving the query cannot resolve the name.

When a DNS server receives a query, it checks to see if the name is in its sub domain. If it is, the server translates the
name and appends the answer to the query, and sends it back to the client. If the DNS server cannot translate the
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name, it determines what type of name resolution the client requested. A complete translation is called recursive
resolution and requires the server to contact other DNS servers until the name is resolved. Iterative resolution
specifies that if the DNS server cannot supply an answer, it returns the address of the next DNS server the client
should contact.

Each client must be able to contact at least one DNS server, and each DNS server must be able to contact at least
one root server.

The address of the machine that supplies domain hame service is often supplied by a DHCP or BOOTP server, or can
be entered manually and configured into the operating system at startup.

DNS Global Settings

This window is used to display and configure the DNS global settings.

To view the following window, click Management > DNS > DNS Global Settings, as shown below:

oy DDe & LL L=
DNS Global Settings
IP DNS Lookup Static State |Enabled [~]
IP DNS Lookup Cache State |[Enabled [~]
IF Domain Lookup |Disabled ]
IP Mame Server Timeout {1-60) |3 |sec
IP DNS Server | Disabled [v]

Figure 4-59 DNS Global Settings Window

The fields that can be configured are described below:

Parameter Description ‘

IP DNS Lookup Static State | Select to enable or disable the IP DNS lookup static state here.

IP DNS Lookup Cache State | Select to enable or disable the IP DNS lookup cache state here.

IP Domain Lookup Select to enable or disable the IP domain lookup state here.

IP Name Server Timeout Enter the maximum time to wait for a response from a specified name server. This
value is between 1 and 60 seconds.

IP DNS Server Select the globally enable or disable the DNS server feature here.

Click the Apply button to accept the changes made.

DNS Name Server Settings

This window is used to display and configure the IP address of a domain name server.

To view the following window, click Management > DNS > DNS Name Server Settings, as shown below:

DNS Name Server Settings

(®  Name Server IPv4 | . . |
Name Server IPv8 FPEER] |

Total Entries: 1

T e e
192.168.70.1

Figure 4-60 DNS Name Server Settings Window
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The fields that can be configured are described below:

Parameter Description ‘
Name Server IPv4 Select and enter the IPv4 address of the DNS server.
Name Server IPv6 Select and enter the IPv6 address of the DNS server.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

DNS Host Settings

This window is used to display and configure the static mapping entry for the host name and the IP address in the host
table.

To view the following window, click Management > DNS > DNS Host Settings, as shown below:

LY # b - L=

Static Host Settings

Host Name lzar'- chars |
(@) |P Address | : : . |

IPv6 Address 23321 |
Static Total Entries: 1

Dynamic Total Entries: 0

e T
hostname 192.168.70.100 forever

11 1] [ [eo

Figure 4-61 DNS Host Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Host Name Enter the host name of the equipment.

IP Address Select and enter the IPv4 address of the equipment.

IPv6 Address Select and enter the IPv6 address of the equipment.

Click the Apply button to accept the changes made.
Click the Clear All button to clear the information entered in all the fields on this page.
Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP

NTP Global Settings

This window is used to display and configure the global Network Time Protocol (NTP) settings.

To view the following window, click Management > NTP > NTP Global Settings, as shown below:
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NTP State

NTP State () Enabled (@ Disabled
NTP Authentication State

NTP Authentication State (@ Enabled () Disabled
NTP Update Calendar

NTP Update Calendar () Enabled  (e) Disabled
NTP Settings

NTP Master Stratum (1-15) | | ¥ Defauit

NTP Max Associations (1-64) B2 |

Figure 4-62 NTP Global Settings Window

The fields that can be configured in NTP State are described below:

Parameter Description

NTP State Select to globally enable or disable the NTP feature here.

Click the Apply button to accept the changes made.

The fields that can be configured in NTP Authentication State are described below:

Parameter Description

NTP Authentication State Select to enable or disable the NTP authentication state here. When this feature
is enabled, networking nodes will not synchronize with the Switch unless it carries
one of the authentication keys.

Click the Apply button to accept the changes made.

The fields that can be configured in NTP Update Calendar are described below:

Parameter Description

NTP Update Calendar Select to enable or disable the NTP update calendar feature here. This is used to
periodically update the hardware clock from an NTP source.

Click the Apply button to accept the changes made.

The fields that can be configured in NTP Settings are described below:

Parameter Description ‘

NTP Master Stratum Enter the NTP master stratum value here. This is used to configure RTC as an
NTP master clock when an external NTP is not available. The range is from 1 to
15. Select the Default option to use the default value.

NTP Max Associations Enter the NTP maximum association value here. This is used to configure the
maximum number of NTP peers and clients on the Switch. The range is from 1 to
64.

Click the Apply button to accept the changes made.
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NTP Server Settings

This window is used to display and configure the NTP server settings. This is used to enable the Switch to
synchronize the time with an NTP server.

To view the following window, click Management > NTP > NTP Server Settings, as shown below:

yetTting

NTP Server Settings

@ IP Address [ ] () IPV6 Address

Version (1-4) B ] Key ID (1-255) [ ]

Min Poll (3-16) B Mazx Poll (4-17)

Prefer False (v

Total Entries: 1

mmmmm—
10.90.90.1 False 10 [ Edt |[ pelete |

11 1| E

Figure 4-63 NTP Server Settings Window

The fields that can be configured are described below:

Parameter Description ‘
IP Address Select and enter the IPv4 address of the NTP server here.

IPv6 Address Select and enter the IPv6 address of the NTP server here.

Version Enter the NTP version number here. The range is from 1 to 4.

Key ID Enter the authentication key ID here. The range is from 1 to 255.

Min Poll Enter the minimum poll value here. This specifies the minimum poll interval for

NTP messages. This value is calculated as 2 to the power of the minimum poll
interval value specified. For example, if the value specified here is 6, the minimum
poll interval that will be used is 64 seconds (2°=64). The range is from 3 to 16.

Max Poll Enter the maximum poll value here. This specifies the maximum poll interval for
NTP messages. This value is calculated as 2 to the power of the maximum poll
interval value specified. For example, if the value specified here is 6, the
maximum poll interval that will be used is 64 seconds (2°=64). The range is from 4
to 17.

Prefer Select whether or not this entry will be the preferred server for synchronization.
Options to choose from are True and False.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP Peer Settings

This window is used to display and configure the NTP peer settings.

To view the following window, click Management > NTP > NTP Peer Settings, as shown below:
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etting

NTP Peer Settings

@® IP Address [ ] () IPVG Address 223311

Version 14 T T T —

MinPon -9 T

R
Total Entries: 1

I T

10.90.90.254 False 10 Edit Delete
=L R

Figure 4-64 NTP Peer Settings Window

The fields that can be configured are described below:

Parameter Description

IP Address Select and enter the IPv4 address of the NTP peer here.

IPv6 Address Select and enter the IPv6 address of the NTP peer here.

Version Enter the NTP version number here. The range is from 1 to 4.

Key ID Enter the authentication key ID here. The range is from 1 to 255.

Min Poll Enter the minimum poll value here. This specifies the minimum poll interval for

NTP messages. This value is calculated as 2 to the power of the minimum poll
interval value specified. For example, if the value specified here is 6, the minimum
poll interval that will be used is 64 seconds (2°=64). The range is from 3 to 16.

Max Poll Enter the maximum poll value here. This specifies the maximum poll interval for
NTP messages. This value is calculated as 2 to the power of the maximum poll
interval value specified. For example, if the value specified here is 6, the
maximum poll interval that will be used is 64 seconds (26 64). The range is from 4
to 17.

Prefer Select whether or not this entry will be the preferred peer for synchronization.
Options to choose from are True and False.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP Access Group Settings

This window is used to display and configure the NTP access group settings. The NTP implements a general purpose
Access Control List (ACL) containing address/match entries sorted first by increasing address values and then by
increasing mask values. A match occurs when the bitwise AND of the mask and the packet source address is equal to
the bitwise AND of the mask and address in the list. The list is searched in order with the last match found defining the
restriction flags associated with the entry.

To view the following window, click Management > NTP > NTP Access Group Settings, as shown below:
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NTP Access Group Settings

(@) Default

() IP Address l:l Metmask |:|

) IPvé Address IPVE Mask ]

[Qlgnore  [IMoServe [|MoTrust [|Version [JMoPeer [JMNoQuery [] Mo Modify

Total Entries: 1

T R R
default Version ,T‘ m‘

(1] 1] [ les

Figure 4-65 NTP Access Group Settings Window

The fields that can be configured are described below:

Parameter Description

Default Select this option to specify to use the default IPv4 (0.0.0.0/0.0.0.0) or IPv6 (::/:3)
address. The default IP address is always included with the lowest priority in the
list.

IP Address Select and enter the host IPv4 address here.

Netmask Enter the IPv4 netmask of the host network here.

IPv6 Address Select and enter the host IPv6 address here.

IPv6 Mask Enter the IPv6 prefix length of the host network here.

Ignore Select this option to deny all packets, including NTP control queries.

No Serve Select this option to deny all packets except NTP control queries.

No Trust Select this option to deny packets that are not cryptographically authenticated.

Version Select this option to deny packets that mismatch the current NTP version

No Peer Select this option to deny packets that might mobilize an association unless
authenticated. The packets include broadcast, symmetric-active and manycast
server packets when a configured association does not exist. Note that this flag
does not apply to packets that do not attempt to mobilize an association.

No Query Select this option to deny all NTP control queries.

No Modify Select this option to deny the NTP control queries that attempt to modify the state
of the server.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP Key Settings

This window is used to display and configure the NTP key settings.

To view the following window, click Management > NTP > NTP Key Settings, as shown below:
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BTings

NTP Control Key
NTP Control Key (1-255) | | &2 None
NTP Request Key

NTP Request Key {1-255) | & None
NTP Key Settings

Key ID (1-255) | |

Total Entries: 1

e e e
O 1 MD5 MD5MDSMD5MDS
11 1] Go

Figure 4-66 NTP Key Settings Window

The fields that can be configured in NTP Control Key are described below:

Parameter Description

NTP Control Key Enter the NTP control key here. This is used to define the key ID for the NTP
control messages. The range is from 1 to 255. Select the None option to disable
this feature.

Click the Apply button to accept the changes made.

The fields that can be configured in NTP Request Key are described below:

Parameter Description

NTP Request Key Enter the NTP request key here. This is used to define the key ID for NTP mode 7
packets, used by the ntpdc utility program. The range is from 1 to 255. Select the
None option to disable this feature.

Click the Apply button to accept the changes made.

The fields that can be configured in NTP Key Settings are described below:

Parameter Description

Key ID Enter the NTP key ID here. The range is from 1 to 255.

MD5 Enter the MD5 authentication key string here. This string must be 32 characters
long.

Trusted Key Select this option to specify that the key for a peer NTP system is trusted to
authenticate.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP Interface Settings

This window is used to display and configure NTP interface settings. This is used to either prevent or allow an
interface from receiving NTP packets.
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To view the following window, click Management > NTP > NTP Interface Settings, as shown below:

NTP Interface Settings

Total Entries: 1

vian1 Enabled

SRR EE

Figure 4-67 NTP Interface Settings Window

The fields that can be configured are described below:

Parameter Description

NTP State After click the Edit button, select to enable or disable the NTP state for the
specified VLAN interface here.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

NTP Associations

This window is used to display NTP association information.

To view the following window, click Management > NTP > NTP Associations, as shown below:

= 0CIatlo

NTP Associations

Total Entries: 2

I S A R

+192.168.70.100 0.0.0.0 0.00000  0.000000  4.00000
=192.168.70.123 0.0.0.0 16 64 0 0.00000  0.000000  4.00000

11 [ 1] R

Note: + Symmetric Active, - Symmetric Passive, = Client, * System Peer

Figure 4-68 NTP Associations Window

Click the Show Detail button to view more detailed information about the entry.

After clicking the Show Detail button, the following window will appear:
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NTP Associations

- NTP Associations

Detail

Figure 4-69 NTP Associations (Show Detail) Window

NTP Status

This window is used to display NTP status information.
To view the following window, click Management > NTP > NTP Status, as shown below:

atus

- NTP Status

NTP Status

Figure 4-70 NTP Status Window

IP Source Interface

This window is used to display and configure the IP source interface settings.

To view the following window, click Management > IP Source Interface, as shown below:

7
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1alll [ Al

IP TFTP Source Interface

Source Interface State | Disabled ﬂ|

Interface Type | VLAN ﬂ| VID (1-4094)
IP FTP Source Interface

Source Interface State | Disabled ﬂ|

Interface Type [VLAN ~]  viD(i-4099) b
IP RCP Source Interface

Source Interface State | Disabled ﬂ|

Interface Type [VLAN ~] VID (1-4094) p |

The fields that can be configured

Parameter

Source Interface State

Figure 4-71 IP Source Interface Window

in IP TFTP Source Interface are described below:

Description

Select to enable or disable the IP TFTP source interface’s state here.

Interface Type

After enabling the Source Interface State option, select the interface type here.
Options to choose from are Loopback, Mgmt, and VLAN.

VID

Enter the interface’s ID here. For loopback interfaces this value is from 1 to 8. For
the management interface (Mgmt) this value can only be 0. For VLAN interfaces
this value is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured

Parameter

Source Interface State

in IP FTP Source Interface are described below:

Description

Select to enable or disable the IP FTP source interface’s state here.

Interface Type

After enabling the Source Interface State option, select the interface type here.
Options to choose from are Loopback, Mgmt, and VLAN.

VID

Enter the interface’s ID here. For loopback interfaces this value is from 1 to 8. For
the management interface (Mgmt) this value can only be 0. For VLAN interfaces
this value is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured

Parameter

Source Interface State

in IP RCP Source Interface are described below:

Description

Select to enable or disable the IP RCP source interface’s state here.

Interface Type

After enabling the Source Interface State option, select the interface type here.
Options to choose from are Loopback, Mgmt, and VLAN.

VID

Enter the interface’s ID here. For loopback interfaces this value is from 1 to 8. For
the management interface (Mgmt) this value can only be 0. For VLAN interfaces

this value is from 1 to 4094.

Click the Apply button to accept

the changes made.
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File System

This window is used to display, manage and configure the Switch’s file system.

To view the following window, click Management > File System, as shown below:

Unit 1 [v]

Pai g |

I S S T T N
Flash

Figure 4-72 File System Window

The fields that can be configured are described below:

Parameter Description
Unit Select the Switch unit that will be used for this configuration here.
Path Enter the path string

Click the Go button to navigate to the path entered.
Click the Copy button to copy a specific file to the Switch.
Click the c: hyperlink to navigate the C: drive

After clicking the c: hyperlink, the following window will appear:

Unit 1 [v]
& |
| Previgus | | Create Directory | | Copy |
I R R N
1 12642624 Aug 09 2016 10:41:15 R2.00.001.had [ Bootup |[ Rename || Delete |
2 RUN(?) w 12653772 Sep 14 2016 10:30:27 R2.00.008 had BootUp || Rename |[ Delete |
3 CFG(*) - 34037 Sep 14 2016 14:01:04 config cfg BootUp || Rename || Delete |
4 - 0 Sep 19 2016 09:23:34 system
125304832 bytes total (96139264 bytes free)
(*) -with boot up info

Figure 4-73 File System (Drive) Window
Click the Go button to navigate to the path entered.
Click the Previous button to return to the previous window.
Click the Create Directory to create a new directory within the file system of the Switch.

Click the Copy button to copy a specific file to the Switch.

Click the Boot Up button to set a specific runtime image as the boot up image.
Click the Rename button to rename a specific file’s name.

Click the Delete button to remove a specific file from the file system.
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v NOTE: If the boot configuration file is damaged, the Switch will automatically revert back to the default
configuration.
<
v NOTE: If the boot image file is damaged, the Switch will automatically use the backup image file in the

next boot up.

Click the Copy button to see the following window.

Unit 1 [~]
E |
Copy File
Source Unit 1 [¥] |slar’[up—conﬁg ﬂ| |C:.-'ccnfig.-:f-g |
Destination Unit | 1 ﬂl |run|1ing-config ﬂ| |C:.-'ccnfig.-:f-g | [ Replace
| Apply || Cancel

Figure 4-74 File System (Copy) Window

The fields that can be configured in Copy File are described below:

Parameter Description

Source Select the source file’'s Switch Unit ID. Select the type of source file that will be

copied next. Options to choose from are startup-config and Source File. Only

after selecting the Source File option can the source file’s path and filename be
entered in the space provided.

Destination Select the destination file’s Switch Unit ID. Select the type of destination file that
will be copied next. Options to choose from are startup-config, running-config,
and Destination File. Only after selecting the Destination File option can the
destination file’s path and filename be entered in the space provided. Tick the
Replace check box to replace the current running configuration with the indicated
configuration file.

Click the Apply button to initiate the copy.

Click the Cancel button the discard the process.

Stacking

The Switch supports stacking 4 Switches together while being managed by one console connection to any one of the
console ports on the master Switch, or by an IP address through the MGMT port, or by multiple IP addresses through
any of the RJ45/SFP+ ports using Telnet, the Web User Interface, and SNMP. This cost effective Switch provides an
affordable solution for administrators to upgrade their networks using the combo RJ45/SFP+ ports to scale and stack
the Switches. This increases overall reliability, serviceability, and availability.

e Duplex Chain — The Duplex Chain topology stacks Switches together in a chain-link format. Using this method,
data transfer is only possible in one direction and if there is a break in the chain, then data transfer will
obviously be affected.

e Duplex Ring — The Duplex Ring stacks Switches in a ring or circle format where data can be transferred in two
directions. This topology is very resilient due to the fact that if there is a break in the ring, data can still be
transferred through the stacking cables between Switches in the stack.
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Switches in the series can be physically stacked using standard Category 6a cables with RJ45 connectors, optical
fiber cables connected to SFP+ transceivers, or Direct Attached Cables (DAC) with SFP+ connectors. Only the last 4

ports can be used for physical stacking.

Physical stacking needs to be enabled and can be configured to support either a 2-port or a 4-port stacking
configuration. When the 2-port stacking configuration is used, a full-duplex speed of up to 40Gbps will be used
between two Switches. When the 4-port stacking configuration is used, a full-duplex speed of up to 80Gbps will be

used between two Switches.

The figure below illustrates how Switches can be stacked in a Duplex Chain formation using Category 6a cables with

RJ45 connectors where the 2-port stacking configuration is used.

T e e e e e T T e e e T e e e e e S T e e e e T e
DXS-3400-24TC OO QOO0 0000 0. D00 o0 oo ddadadgnoao So0ppocooooB8fld o [} oo
OD0000000000 meis OO0 —=_ 00O oo oo o o oo
R S ]t e - Faana] & a1
08580 we s OO w0 000 == el = =
oooo O ooo od oo Ol=0=400
5883 CERA T 1 =] L = L O O N N == O O O <= A I I = = T
oooog o Bp = = 0o 0o =] =] oo
e e e e e e e e e e R e e e e
DXS-3400-24TC oooooOoooooog R ooo o ooo o dad él l%l l%l oo o EZI EI EI EI EI oo 15 9 20 m m w - EIF % - 2F  2F oo
00000000000 o ooo ooo oo oo o o oo
R ] ararara raarana] araar.) |
BEHE 0 RS e SlElE oo oo O=0r=o0o0
oooao [m] ooo oo oo O =l 0 =1 00
CH SR ] I = I ) == [ N Y = = R =
oooo oo o - = 0o 0o O O oo
e e == e e e B R BB ku T T
DXS-3400-24TC OO ooo 000 oo odddddgnobodddddd on Oooao o s M R o R o R s R
ooog ooQ—=_goOoQg oo oo o o oo
0oooag w1 000 ooo
oo oo 0 0 oo
8000 vss O goo oo oo o= =
0oooag | ooo =10 ="4d
oooo O ooo od oo Ol=0=400
ekl I (1 N I =< N N = I =
oooao - ol @ oo oo O O oo
T O T e e e e T e e e e e T e T T e S T Tl T e
DXS-3400-24TC OO , ooo 000 oo odddddgnoooddddd on &) oo o O O oo oo
ooog ooo—=_goOoQg oo oo o o oo
0oooag Il 000 0oog
goooo et S e ooo oo oo 0 0 oo
HEBB s s OO e el oo oo 0= 0= oo
oooo O ooo od oo Ol=0=400
ekl CEREATN 1 =] L = P O M M == | N < = N I I =1 R = ==
oooog o ol = 0o 0o =] =] oo
Figure 4-75 Duplex Chain stacking topology (RJ45)
The figure below illustrates how Switches can be stacked in a Duplex Chain formation using optical fiber cables
connected to SFP+ transceivers or DAC with SFP+ connectors where the 2-port stacking configuration is used.
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Figure 4-76 Duplex Chain stacking topology (SFP+)

The figure below illustrates how Switches can be stacked in a Duplex Ring formation using Category 6a cables with

RJ45 connectors where the 2-port stacking configuration is used.
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Figure 4-77 Duplex Ring stacking topology (RJ45)
The figure below illustrates how Switches can be stacked in a Duplex Ring formation using optical fiber cables
connected to SFP+ transceivers or Direct Attached Cables (DAC) with SFP+ connectors where the 2-port stacking
configuration is used.
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Figure 4-78 Duplex Ring stacking topology (SFP+)

@ NOTE: SIO1 is a logical stacking port pair. SIO2 is also a logical stacking port pair. A logical stacking
v port pair must always be connected to the same Switch in the stack. Splitting logical stacking
port pairs between different Switches in the stack might not guarantee a stable stacking
< connection.

Within each of these topologies, each Switch plays a role in the Switch stack. These roles can be set by the user per
individual Switch, or if desired, can be automatically determined by the Switch stack. Three possible roles exist when
stacking with the Switch.

Primary Master - The Primary Master is the leader of the stack. It will maintain normal operations, monitor operations
and the running topology of the Stack. The Switch will also assign Stack Unit IDs, synchronize configurations and
transmit commands to remaining Switches in the Switch stack. The Primary Master can be manually set by assigning
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this Switch the highest priority (a lower number denotes a higher priority) before physically assembling the stack, or it
can be determined automatically by the stack through an election process which determines the lowest MAC address
and then will assign that Switch as the Primary Master, if all priorities are the same. The Primary master are physically
displayed by the seven segment LED to the far left on the front panel of the Switch where this LED will flash between
its given Box ID and ‘H'.

Backup Master - The Backup Master is the backup to the Primary Master, and will take over the functions of the
Primary Master if the Primary Master fails or is removed from the Stack. It also monitors the status of neighboring
Switches in the stack, will perform commands assigned to it by the Primary Master and will monitor the running status
of the Primary Master. The Backup Master can be set by the user by assigning this Switch the second highest priority
before physically assembling the stack, or it can be determined automatically by the stack through an election process
which determines the second lowest MAC address and then will assign that Switch as the Backup Master, if all
priorities are the same. The Backup master are physically displayed by the seven segment LED to the far left on the
front panel of the Switch where this LED will flash between its given Box ID and ‘h’.

Slave - Slave Switches constitute the rest of the Switch stack and although not Primary or Backup Masters, they can
be placed into these roles when these other two roles fail or are removed from the stack. Slave Switches perform
operations requested by the master, monitor the status of neighbor Switches in the stack and the stack topology and
adhere to the Backup Master's commands once it becomes a Primary Master. Slave Switches will do a self-check to
determine if it is to become the Backup Master if the Backup Master is promoted to the Primary Master, or if the
Backup Master fails or is removed from the Switch stack. If both Primary and Backup masters fail, or are removed
from the Switch stack, it will determine if it is to become the Primary Master. These roles will be determined, first by
priority and if the priority is the same, the lowest MAC address.

Once Switches have been assembled in the topology desired by the user and powered on, the stack will undergo
three processes until it reaches a functioning state.

¢ Initialization State - This is the first state of the stack, where the runtime codes are set and initialized and the
system conducts a peripheral diagnosis to determine each individual Switch is functioning properly.

e Master Election State - Once the codes are loaded and initialized, the stack will undergo the Master Election
State where it will discover the type of topology used, elect a Primary Master and then a Backup Master.

e Synchronization State - Once the Primary Master and the Backup Master have been established, the Primary
Master will assign Stacking Unit IDs to Switches in the stack, synchronize configurations for all Switches and
then transmit commands to the rest of the Switches based on the users configurations of the Primary Master.

Once these steps have been completed, the Switch stack will enter a normal operating mode.

Stack Switch Swapping

The stacking feature of the Switch supports “hot swapping” of Switches in and out of the running stack. Users may
remove or add Switches to the stack without powering down or largely affecting the transfer of data between Switches
in the stack, with a few minor provisions.

When Switches are “hot inserted” into the running stack, the new Switch may take on the Primary Master, Backup
Master or Slave role, depending on configurations set on the newly added Switch, such as configured priority or MAC
address. Yet, if adding two stacks together that have both previously undergone the election process, and therefore
both have a Primary Master and a Backup master, a new Primary Master will be elected from one of the already
existing Primary Masters, based on priority or MAC address. This Primary Master will take over all of the Primary
Master’s roles for all new Switches that were hot inserted. This process is done using discovery packets that circulate
through the Switch stack every 1.5 seconds until the discovery process has been completed.

The “hot remove” action means removing a device from the stack while the stack is still running. The hot removal is
detected by the stack when it fails to receive heartbeat packets during its specified interval from a device, or when one
of the stacking ports links is down. Once the device has been removed, the remaining Switches will update their
stacking topology database to reflect the change. Any one of the three roles, Primary Master, Backup Master or Slave,
may be removed from the stack, yet different processes occur for each specific device removal.

If a Slave device has been removed, the Primary Master will inform other Switches of the hot remove of this device
through the use of unit leave messages. Switches in the stack will clear the configurations of the unit removed, and
dynamically learned databases, such as ARP, will be cleared as well.

If the Backup Master has been hot removed, a new Backup Master will be chosen through the election process
previously described. Switches in the stack will clear the configurations of the unit removed, and dynamically learned
databases, such as ARP, will be cleared as well. Then the Backup Master will begin backing up the Primary Master
when the database synchronization has been completed by the stack.

If the Primary Master is removed, the Backup Master will assume the Primary Master’s role and a new Backup Master
will be chosen using the election process. Switches in the stack will clear the configurations of the unit removed, and
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dynamically learned databases, such as ARP, will be cleared as well. The new Primary Master will inherit the MAC
and IP address of the previous Primary Master to avoid conflict within the stack and the network itself.

If both the Primary Master and the Backup Master are removed, the election process is immediately processed, and a
new Primary Master and Backup Master are determined. Switches in the stack will clear the configurations of the units
removed, and dynamically learned databases, such as ARP, will be cleared as well. Static Switch configurations still
remain in the database of the remaining Switches in the stack and those functions will not be affected.

NOTE: If there is a Box ID conflict when the stack is in the discovery phase, the device will enter a
L4 special standalone topology mode. Users can only get device information, configure Box IDs,
save and reboot. All stacking ports will be disabled and an error message will be produced on
b the local console port of each device in the stack. Users must reconfigure Box IDs and reboot
the stack.

Physical Stacking

This window is used to display and configure the physical stacking settings.

To view the following window, click Management > Physical Stacking, as shown below:

Physica facking
Physical Stacking
Stacking Mode @ Enabled (O Disabled
Stack Preempt @ Enabled () Disabled
Trap State () Enabled (@ Disabled
Stack ID
Current Unit ID 1 | Mew Box ID Auto | Pricrity (1-63) | | | Apply
Topology: Duplex_Chain My Box 1D: 1
Master ID: 1 BK Master ID:
Box Count:
m T I T I T
Auto DXS-3400-24TC Exist 00-00-00-00-00-01 1.00.006 2.00.008
2 E NOT_EXIST No = = -
3 - NOT_EXIST No - = =
4 - NOT_EXIST No - - -

Figure 4-79 Physical Stacking Window

The fields that can be configured in Physical Stacking are described below:

Parameter Description ‘
Stacking Mode Select this option to enable or disable the stacking mode.
Stack Preempt Select this option to enable or disable preemption of the master role to come into

play when a unit with a better priority is added to the Switch later.

Trap State Select this option to enable or disable sending of stacking related traps.

Click the Apply button to accept the changes made.

The fields that can be configured in Stack ID are described below:

Parameter Description

Current Unit ID Select the unit ID of the Switch in the stack.
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Parameter Description ‘

New Box ID Select the new box ID for the Switch that is selected in the Current Unit ID. The
user may choose any number between 1 and 4 to identify the Switch in the Switch
stack. Auto will automatically assign a box number to the Switch in the Switch
stack.

Priority Enter the priority of the Switch stacking unit. The range is from 1 to 63.

Click the Apply button to accept the changes made.

Stacking Bandwidth

This window is used to display and configure the stacking bandwidth settings. Physical stacking needs to be enabled
and can be configured to support either a 2-port or a 4-port stacking configuration.

e When the 2-port stacking configuration is used, a full-duplex speed of up to 40Gbps will be used between two
Switches using the physical ports 23 and 24. Port 23 will act as SIO1 and port 24 will act as SIO2.

¢ When the 4-port stacking configuration is used, a full-duplex speed of up to 80Gbps will be used between two
Switches using ports 21 to 24 aggregated into two virtual stacking ports. Ports 21 and 23 will act as SIO1 and
ports 22 and 24 will act as SI02.

SI01 is a logical stacking port pair and SIO2 is a logical stacking port pair. A logical stacking port pair must always be
connected to the same Switch in the stack. Splitting logical stacking port pairs between different Switches in the stack
might not guarantee a stable stacking connection.

The stacking bandwidth must be configured before the Switch is stacked with other Switches.

To view the following window, click Management > Stacking > Stacking Bandwidth, as shown below:

Stacking Bandwidth
Stack Bandwidth |2-Port V|
User Set Bandwidth SI01 Active Bandwidth 5102 Active Bandwidth
1 2-port Diowin Down
2 B 2 =
g
4 E =

Figure 4-80 Stacking Bandwidth Window

The fields that can be configured are described below:

Parameter Description

Stack Bandwidth Select the stacking bandwidth here. Option to choose from are:
e 2-Port - Specifies 2 Switch ports to be used for stacking.

e 4-Port - Specifies 4 Switch ports to be used for stacking.

Click the Apply button to accept the changes made.

Virtual Stacking (SIM)

D-Link Single IP Management (SIM) is a concept that will stack Switches together over Ethernet instead of using
stacking ports or modules. There are some advantages in implementing the Single IP Management feature:
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e SIM can simplify management of small workgroups or wiring closets while scaling the network to handle
increased bandwidth demand.

e SIM can reduce the number of IP address needed in your network.

e SIM can eliminate any specialized cables for stacking connectivity and remove the distance barriers that
typically limit your topology options when using other stacking technology.

Switches using D-Link Single IP Management (labeled here as SIM) must conform to the following rules:

e SIM is an optional feature on the Switch and can easily be enabled or disabled through the Command Line
Interface or Web Interface. SIM grouping has no effect on the normal operation of the Switch in the user’s
network.

e There are three classifications for Switches using SIM. The Commander Switch (CS), which is the master
Switch of the group, Member Switch (MS), which is a Switch that is recognized by the CS a member of a SIM
group, and a Candidate Switch (CaS), which is a Switch that has a physical link to the SIM group but has not
been recognized by the CS as a member of the SIM group.

e A SIM group can only have one Commander Switch (CS).
e A SIM group accepts up to 32 Switches (humbered 1-32), not including the Commander Switch (numbered 0).
e Members of a SIM group cannot cross a router.

e There is no limit to the number of SIM groups in the same IP subnet (broadcast domain); however a single
Switch can only belong to one group.

o If multiple VLANSs are configured, the SIM group will only utilize the management VLAN on any Switch.

e SIM allows intermediate devices that do not support SIM. This enables the user to manage Switches that are
more than one hop away from the CS.

The SIM group is a group of Switches that are managed as a single entity. The Switch may take on three different
roles:

1. Commander Switch (CS) - This is a Switch that has been manually configured as the controlling device for a
group, and takes on the following characteristics:
» Ithas an IP Address.
= Itis not a command Switch or member Switch of another Single IP group.
= |tis connected to the member Switches through its management VLAN.

2. Member Switch (MS) - This is a Switch that has joined a single IP group and is accessible from the CS, and it
takes on the following characteristics:

= ltis nota CS or MS of another IP group.
= |tis connected to the CS through the CS management VLAN.

3. Candidate Switch (CaS) - This is a Switch that is ready to join a SIM group but is not yet a member of the SIM
group. The Candidate Switch may join the SIM group of the Switch by manually configuring it to be a MS of a
SIM group. A Switch configured as a CaS is not a member of a SIM group and will take on the following
characteristics:

= Itis nota CS or MS of another Single IP group.
» |tis connected to the CS through the CS management VLAN

The following rules also apply to the above roles:
e Each device begins in a Candidate state.

e A CS must change its role to CaS and then to MS, to become a MS of a SIM group. Thus, the CS cannot
directly be converted to a MS.

e The user can manually configure a CS to become a CasS.
e A MS can become a CasS by:

= Being configured as a CasS through the CS.
= |f report packets from the CS to the MS time out.

e The user can manually configure a CaS to become a CS
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e The CaS can be configured through the CS to become a MS.

After configuring one Switch to operate as the CS of a SIM group, additional Switches may join the group by manually
configuring the Switch to be a MS. The CS will then serve as the in band entry point for access to the MS. The CS’s IP
address will become the path to all MS’s of the group and the CS’s Administrator’s password, and/or authentication
will control access to all MS’s of the SIM group.

With SIM enabled, the applications in the CS will redirect the packet instead of executing the packets. The
applications will decode the packet from the administrator, modify some data, and then send it to the MS. After
execution, the CS may receive a response packet from the MS, which it will encode and send it back to the
administrator.

When a CaS becomes a MS, it automatically becomes a member of the first SNMP community (includes read/write
and read only) to which the CS belongs. However, if a MS has its own IP address, it can belong to SNMP
communities to which other Switches in the group, including the CS, do not belong.

Upgrade to v1.61

To better improve SIM management, the Switches have been upgraded to version 1.61 in this release. Many
improvements have been made, including the Commander Switch (CS) now has the capability to automatically
rediscover member Switches that have left the SIM group, either through a reboot or web malfunction. This feature is
accomplished through the use of Discover packets and Maintenance packets that previously set SIM members will
emit after a reboot. Once a MS has had its MAC address and password saved to the CS’s database, if a reboot
occurs in the MS, the CS will keep this MS information in its database and when a MS has been rediscovered, it will
add the MS back into the SIM tree automatically. No configuration will be necessary to rediscover these Switches.

There are some instances where pre-saved MS Switches cannot be rediscovered. For example, if the Switch is still
powered down, if it has become the member of another group, or if it has been configured to be a Commander Switch,
the rediscovery process cannot occur.

The topology map now includes new features for connections that are a member of a port trunking group. It will
display the speed and number of Ethernet connections creating this port trunk group, as shown in the adjacent picture.

This version will support Switch upload and downloads for firmware, configuration files and log files, as follows:
e Firmware - The Switch now supports MS firmware downloads from a TFTP server.

e Configuration Files - The Switch now supports downloading and uploading of configuration files both to (for
configuration restoration) and from (for configuration backup) MS’s, using a TFTP server.

e Log - The Switch now supports uploading MS log files to a TFTP server.

The user may zoom in and zoom out when utilizing the topology window to get a better, more defined view of the
configurations.

Single IP Settings

This window is used to display and configure the SIM settings. The Switch is set as a Candidate (CaS) as the factory
default configuration and Single IP Management is disabled.

To view the following window, click Management > Virtual Stacking (SIM) > Single IP Settings, as shown below:
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SIM State Configure

SIM State [ Disabled ~]

SIM Role Configure

Role State |Candidate [~]

Group Name |64 chars |
SIM Settings

Trap State | Disabled [~]

Interval (30-90) |30 |sec

Hold Time (100-255) |1un |sec

Management VLAN (1-4094) [t |

Figure 4-81 Single IP Settings Window

The fields that can be configured in SIM State Configure are described below:

Parameter Description

SIM State Select this option to enable or disable the SIM state on the Switch. Select
Disabled to render all SIM functions on the Switch inoperable.

Click the Apply button to accept the changes made.

The fields that can be configured in SIM Role Configure are described below:

Parameter Description

Role State Select to change the SIM role of the Switch. Options to choose from are
Candidate, and Commander.

e Candidate - A Candidate Switch (CaS) is not the member of a SIM group but
is connected to a Commander Switch. This is the default setting for the SIM
role of the Switch.

e Commander - Select to make the Switch a Commander Switch (CS). The
user may join other Switches to this Switch, over Ethernet, to be part of its
SIM group. Choosing this option will also enable the Switch to be configured
for SIM.

Group Name Enter a group name. This is optional. This name is used to segment Switches into
different SIM groups.

Click the Apply button to accept the changes made.

The fields that can be configured in SIM Settings are described below:

Parameter Description ‘
Trap State Select to enable or disable the SIM trap state here.

Interval Enter the interval in seconds. The range is from 30 to 90.

Hold Time Enter the hold-time in seconds. The range is from 100 t0255.

Management VLAN Enter the single IP management message VLAN ID.

Click the Apply button to accept the changes made.
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After enabling the Switch to be a Commander Switch (CS), the Single IP Management folder will then contain four
added links to aid the user in configuring SIM through the web, including Topology, Firmware Upgrade,
Configuration Backup/Restore and Upload Log File.

Topology

This window is used to display, manage and configure the Switch within the SIM group and requires Java script to
function properly on your computer.

To view the following window, click Management > Virtual Stacking (SIM) > Topology, as shown below:

File Group Device View Help
1
& Cluster 1 ;_e:l/[’ata |
) §§ | Dievice name Local port Speed Remote port Mac Address Model name
@ Switch “|[switch - - - FO-7D-58-24-00-10 _|DXS-3400-24TC
IL'pdahed.mOK!

Figure 4-82 Topology Window

The fields that can be configured are described below:

Parameter Description ‘

Device Name Display the Device Name of the Switches in the SIM group configured by the
user. If no device is configured by the name, it will be given the name default and
tagged with the last six digits of the MAC Address to identify it.

Local Port Display the number of the physical port on the CS that the MS or CaS is
connected to. The CS will have no entry in this field.
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Parameter

Speed

Description ‘

Display the connection speed between the CS and the MS or Cas.

Remote Port

Display the number of the physical port on the MS or CasS to which the CS is
connected. The CS will have no entry in this field.

MAC Address

Display the MAC Address of the corresponding Switch.

Model Name

Display the full Model Name of the corresponding Switch.

To view the Topology View window, open the View drop-down menu in the toolbar and then click Topology, which
will open the following Topology Map. This window will refresh itself periodically (20 seconds by default).

=

View

([

Antrginets, Intranet

(cefault:01-01-00) (default 33-13-00) (defaull]l 0-24-04)  3625_151 (default 58-83-01)

-

9

~

(defaulffe-a5-m)
/

(faultfe-a3p)

7@ S s

@

(default10-24-05)

[Java Applet Window

Figure 4-83 Topology View

This window will display how the devices within the Single IP Management Group connect to other groups and
devices. Possible icons on this window are as follows:

Icon Description

Group

Icon ‘ Description

Layer 3 member Switch

Layer 2 commander Switch

Member Switch of other group

Layer 3 commander Switch

Layer 2 candidate Switch

Commander Switch of other group

Layer 3 candidate Switch

@ @D
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Description Icon ‘ Description

@ Layer 2 member Switch e Unknown device

Non-SIM devices

Tool Tips

In the Topology view window, the mouse plays an important role in configuration and in viewing device information.
Setting the mouse cursor over a specific device in the topology window (tool tip) will display the same information
about a specific device as the Tree view does. See the window below for an example.

Mate : Switch

MAG. - F0-7D 68 3406.10
Swﬂch Switch LocalPort -

Rerante Port :

Port Speed : -

Figure 4-84 Device Information Utilizing the Tool Tip

Setting the mouse cursor over a line between two devices will display the connection speed between the two devices,
as shown below.

(defau|daa 00-01)

: Poﬂ Speeed 100-Full
(defaul 0-03) 4 73-01)
{default @ 02 03 04-00
@ (default4 m ({@HS 26-01)
(et d-00-00) fefault 3@ @ It 35-26-02)

(default: 35 Al 26-50-95)
(default: 35 |ult35 26-00)

(defaulgd?é%%l M{Jﬁ?yg 99)35 28)

Figure 4-85 Port Speed Utilizing the Tool Tip

Right-Click

Right-clicking on a device will allow the user to perform various functions, depending on the role of the Switch in the
SIM group and the icon associated with it.

Group Icon
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Collapse
Proerty _itch

Swi

Expand [

SW| Property ™

Figure 4-86 Right-Clicking a Group Icon

The following options may appear for the user to configure:

o Collapse - To collapse the group that will be represented by a single icon.

e Expand - To expand the SIM group, in detail.

e Property - To pop up a window to display the group information.

Device Name : Bwitch
Module Name - |DX5-3400-24TC

Mac Address : |[FO-7D-68-34-00-10

Remote Port Mo

Local Port Mo :

Port Speed : ’—_

Close

Figure 4-87 Property Window

The fields that can be displayed are described below:

Parameter

Device Name

Description

Display the Device Name of the Switches in the SIM group configured by the
user. If no Device Name is configured by the name, it will be given the name
default and tagged with the last six digits of the MAC Address to identify it.

Module Name

Display the full module name of the Switch that was right-clicked.

MAC Address

Display the MAC Address of the corresponding Switch.

Remote Port No

Display the number of the physical port on the MS or CaS that the CS is
connected to. The CS will have no entry in this field.

Local Port No

Display the number of the physical port on the CS that the MS or CaS is
connected to. The CS will have no entry in this field.

Port Speed

Display the connection speed between the CS and the MS or CasS.
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Click the Close button to close the property window.

Commander Switch Icon

P

(default!SS-EE-aD) (defaultiSﬁ—EE—aEl)
% Expand

{default{3q Collapse (default]3
Property

Property

Figure 4-88 Right-clicking a Commander Icon

The following options may appear for the user to configure:
o Collapse - To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detail.

e Property - To pop up a window to display the group information.

Member Switch Icon

B ) come
Expand

{default:4 (default43
Remaove from group Remove from group

Configure Configure e

Property Property

Figure 4-89 Right-clicking a Member icon

The following options may appear for the user to configure:
e Collapse - To collapse the group that will be represented by a single icon.
e Expand - To expand the SIM group, in detail.
e Remove from group - Remove a member from a group.
e Configure - Launch the web management to configure the Switch.

e Property - To pop up a window to display the device information.

Candidate Switch Icon

E ; Expand Collapse

{default; {default:4
Add to group

Eroperty Property

Add to group

Figure 4-90 Right-clicking a Candidate icon

The following options may appear for the user to configure:
e Collapse - To collapse the group that will be represented by a single icon.

e Expand - To expand the SIM group, in detail.
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e Add to group - Add a candidate to a group. Clicking this option will reveal the following dialog box for the user
to enter a password for authentication from the Candidate Switch before being added to the SIM group. Click
OK to enter the password or Cancel to exit the dialog box.

Input password | x|

Password ||

‘ OK H Cancel |

Jawa Applet Window

Figure 4-91 Input password Window

e Property - To pop up a window to display the device information.

Menu Bar

The Single IP Management window contains a menu bar for device configurations, as seen below.

File Group Device View Help

Figure 4-92 Menu Bar of the Topology View

File

e Print Setup - Will view the image to be printed.
e Print Topology - Will print the topology map.

o Preference - Will set display properties, such as polling interval, and the views to open at SIM startup.

Group

e Add to group - Add a candidate to a group. Clicking this option will reveal the following dialog box for the user
to enter a password for authentication from the Candidate Switch before being added to the SIM group. Click
OK to enter the password or Cancel to exit the dialog box.

Input password 8 x|

Password ||

‘ OK H Cancel |

Jawa Applet wWindow

Figure 4-93 Input password Window

¢ Remove from group - Remove an MS from the group.

Device

e Configure - Will open the Web manager for the specific device.

View
o Refresh - Update the views with the latest status.

e Topology - Display the Topology view.

Help
e About - Will display the SIM information, including the current SIM version.
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Single IP Management
vi.61
Copyright(C) 2016 D-Link Corporation.

Release Date : 2005/07/14

Figure 4-94 About Window

Firmware Upgrade

This window is used to display and upgrade firmware from the Commander Switch to the Member Switch. Member
Switches will be listed in the table

To view the following window, click Management > Virtual Stacking (SIM) > Firmware Upgrade, as shown below:

Firmware Upgrade

TFTF Server IP Path\Filename

] | |

Total Entries: 0

™ enaeo | s o e

Figure 4-95 Firmware Upgrade Window

The fields that can be configured are described below:

Parameter Description
TFTP Server IP Enter the TFTP server IP address.
Path \ Filename Enter the path and file name.

Click the Download button to update the firmware.
To specify a certain Switch for firmware download, tick its corresponding check box.

Configuration File Backup/Restore

This window is used to display and upgrade configuration files from the Commander Switch to the Member Switch
using a TFTP server. Member Switches will be listed in the table.

To view the following window, click Management > Virtual Stacking (SIM) > Configuration File Backup/Restore,
as shown below:
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Configuration File Backup/Restore

TFTF Server IP Path\Filename
| . . . | | | | Restore || Backup |

Total Entries: 0

oo | s

Figure 4-96 Configuration File Backup/Restore Window

The fields that can be configured are described below:

Parameter Description
TFTP Server IP Enter the TFTP server IP address.
Path \ Filename Enter the path and file name.

Click the Restore button to update the configuration from a TFTP server to the member Switch.

Click the Backup button to back up the configuration file to a TFTP server.

Upload Log File

This window is used to display and upload log files from SIM member Switches to a specified PC.

To view the following window, click Management > Virtual Stacking (SIM) > Upload Log File, as shown below:

UpIoac 00
Upload Log File

TFTFP Server IP Path\Filename
[ ] | |

Total Entries: 0

e | wachias

Figure 4-97 Upload Log File Window

The fields that can be configured are described below:

Parameter Description ‘
TFTP Server IP Enter the TFTP server IP address.
Path \ Filename Enter the path and file name.

Click the Upload button to initiate the file transfer.

D-Link Discovery Protocol

This window is used to display and configure the D-Link Discovery Protocol (DDP) settings.

To view the following window, click Management > D-Link Discovery Protocol, as shown below:
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D-Link Discovery Protocol
DDP Global Settings
D-Link Discovery Protocol State (") Enabled (@ Disabled
Report Timer sec
DDP Port Settings
unt [1 v  FromPort [eth1/0/t v ToPort |eth1/0/1 V] State
Unit 1 Settings
T e T,
eth1/0M1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled
eth1/0/4 Enabled
eth1/0/5 Enabled
eth1/0/6 Enabled
eth1/0/7 Enabled
eth1/0/2 Enabled
eth1/0/9 Enabled
eth1/0/10 Enabled
eth1/0/11 Enabled
eth1/0/12 Enabled
eth1/0/13 Enabled
eth1/0/14 Enabled
eth1/0/15 Enabled
eth1/0/16 Enabled
eth1/017 Enabled
eth1/0/18 Enabled
eth1/0/19 Enabled
eth1/0/20 Enabled
eth1/0/21 Enabled (V]
th N7 Crnhlnd

Figure 4-98 D-Link Discovery Protocol Window

The fields that can be configured in D-Link Discovery Protocol are described below:

Parameter Description ‘

D-Link Discovery Protocol Select to globally enable or disable the DDP feature here.

State

Report Timer Select the report timer value here. This is used to configure interval between two
consecutive DDP report messages. Options to choose from are 30, 60, 90, 120
seconds; or Never. Selecting Never specifies to stop sending report messages.

Click the Apply button to accept the changes made.

The fields that can be configured in DDP Port Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

State Select to enable or disable the DDP feature on the specified port(s) here.

Click the Apply button to accept the changes made.
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SMTP Settings

This window is used to display and configure the Simple Mail Transfer Protocol (SMTP) settings.

To view the following window, click Management > SMTP Settings, as shown below:

D Qo o1

SMTP Global Settings

SMTPIP IPv4 v

SMTP IPv4 Server Address 0.0.0.0

SMTP IPv4 Server Port (1-65535)

Self Mail Address psachars ]

Send Iterval (0-65535) B |mn
SMTP Mail Receiver Address

Send a Test Mail to All

Total Entries: 0
T e ot e A R

Delete
Delete
Delete
Delete
Delete
Delete

Delete

00~ D M & W

Delete

Figure 4-99 SMTP Settings Window

The fields that can be configured in SMTP Global Settings are described below:

Parameter Description ‘

SMTP IP Select the SMTP server’s IP address type here. Options to choose from are IPv4
and IPv6.

SMTP IPv4 Server Address | After selecting IPv4 as the SMTP IP type enter the SMTP server’s IPv4 address
here.

SMTP IPv6 Server Address | After selecting IPv6 as the SMTP IP type enter the SMTP server’s IPv6 address
here.

SMTP IPv4 Server Port After selecting IPv4 as the SMTP IP type enter the SMTP server’s port number

here. The range is from 1 to 65535. By default, this value is 25.

SMTP IPv6 Server Port After selecting IPv6 as the SMTP IP type enter the SMTP server’s port number
here. The range is from 1 to 65535. By default, this value is 25.

Self Mail Address Enter the email address that represents the Switch here. This string can be up to
254 characters long.

Send Interval Enter the sending interval value here. The range is from 0 to 65535 minutes. By
default, this value is 30 minutes.

Click the Apply button to accept the changes made.

The fields that can be configured in SMTP Mail Receiver Address are described below:
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Parameter Description

Add A Mail Receiver Enter the email address of the receiver here. This string can be up to 254
characters long.

Click the Add button to add a new SMTP email recipient.

The fields that can be configured in Send a Test Mail to All are described below:

Parameter Description ‘
Subject Enter the subject of the email here. This string can be up to 128 characters long.
Content Enter the content of the email here. This string can be up to 512 characters long.

Click the Apply button to accept the changes made.
Click the Delete All button to delete all the entries found in the display table.
Click the Delete button to delete the specified entry.

NLB FDB Settings

This window is used to display and configure the Network Load Balancing (NLB) FDB settings.

The Network Load Balancing (NLB) function is used to support the Microsoft server load balancing application where
multiple servers can share the same IP address and MAC address. The requests from clients will be forwarded to all
the servers, but will only be processed by one of them. The server can work in two different modes:

e Unicast mode: The client uses a unicast MAC address as the destination MAC address to reach the server.
e Multicast mode: The client uses a multicast MAC address as the destination MAC address to reach the server.

This destination MAC address is called the shared MAC address. However, the server uses its own MAC address
(rather than the shared MAC address) as the source MAC address in the reply packet. In other words, a NLB unicast
address usually is not the source MAC address of a packet.

When the received packet contains the destination MAC address matches the configured unicast MAC address, it will
be forwarded to those configured ports, regardless of the VLAN membership configuration.

Administrators cannot configure a static address of the MAC address table as a NLB address. However, if a MAC
address is created as a NLB MAC address entry, the same MAC address can be still dynamically learnt in the Layer 2
MAC address table. In this situation, the NLB has higher priority; the dynamically learnt FDB entry won't take effect.

To view the following window, click Management > NLB FDB Settings, as shown below:

MLE FDB Settings
NLE Type VID (1-4094) MAC Address Unit From Port To Port
[Unicast [v] | | [oooooooooooz ][4 [v]  [ethiont [v]  [eth1ii [v]
Total Entries: 1 [ Deleteal |
I T S
00-11-22-33-44-55 eth1/0/20
11 [ 1] [ [ee

Figure 4-100 NLB FDB Settings Window

The fields that can be configured are described below:

Parameter Description ‘
NLB Type Select the NLB type here. Options to choose from are Unicast and Multicast.
VID After selecting Multicast as the NLB type, enter the VLAN ID used in this
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Parameter

Description
configuration here.

MAC Address Enter the unicast or multicast MAC address of the entry here. If a received packet
contains a destination MAC address that matches the specified MAC address, it
will be forwarded to the specified interface.

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port

Select the Switch’s port range that will be used here.

Click the Apply button to accept the changes made.

Click the Delete All button to delete all the entries found in the display table.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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5. Layer 2 Features

FDB

VLAN

VLAN Tunnel

STP

ERPS (G.8032)
Loopback Detection
Link Aggregation
L2 Protocol Tunnel
L2 Multicast Control
LLDP

FDB

Static FDB

Unicast Static FDB

This window is used to display and configure the static unicast forwarding settings on the Switch.

To view the following window, click L2 Features > FDB > Static FDB > Unicast Static FDB, as shown below:

L) - L Lal L'E
Unicast Static FDB
Port  [v] [1]v] [eth1/0/1 ~] VD (1-4094) | |  MAC Address [D0-84-57-00-00-00 | [ Apply |
Total Entries: 1
I S A S
00-12-34-56-79-81 eth1/0/19
101 [T] Go

Figure 5-1 Unicast Static FDB Window

The fields that can be configured are described below:

Parameter Description ‘

Port/Drop Allows the selection of the port number on which the MAC address entered
resides This option could also drop the MAC address from the unicast static FDB.
When selecting Port, select the port number.

Unit Select the stacking unit ID of the Switch that will be configured here.

Port Number After selecting the Port option, select the port number used here.

VID Enter the VLAN ID on which the associated unicast MAC address resides.

MAC Address Enter the MAC address to which packets will be statically forwarded. This must be

a unicast MAC address.

Click the Apply button to accept the changes made.
Click the Delete All button to delete all the entries found in the display table.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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Multicast Static FDB

This window is used to display and configure the multicast static FDB settings.

To view the following window, click L2 Features > FDB > Static FDB > Multicast Static FDB, as shown below:

yildluta LAl lm

Multicast Static FDB

Unit From Port To Port VID (1-4094) MAC Address
1 [v] eth1/0/1 [v] eth1/01 [v] [ |  [o1-o00000-0002 |
Total Entries: 1
I T
01-00-00-00-00-02 eth1/0/18

11 [ 1] [ leo

Figure 5-2 Multicast Static FDB Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

VID Enter the VLAN ID of the VLAN the corresponding MAC address belongs to.

MAC Address Enter the static destination MAC address of the multicast packets. This must be a
multicast MAC address. The format of the destination MAC address is 01-XX-XX-
XX-XX-XX.

Click the Apply button to accept the changes made.
Click the Delete All button to remove all the entries.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MAC Address Table Settings

This window is used to display and configure the MAC address table’s global settings.

To view the following window, click L2 Features > FDB > MAC Address Table Settings, as shown below:

Global Settings | MAC Address Port Learning Settings || MAC Address VLAN Leaming Settings
Aging Time (0, 10-1000000) 300 |sec
Aging Destination Hit (Enabled (e)Disabled

Figure 5-3 MAC Address Table Settings (Global Settings) Window

The fields that can be configured are described below:

Parameter Description ‘

Aging Time Enter the MAC address table’s aging time value here. This value must be
between 10 and 1000000 seconds. Entering O will disable MAC address aging. By
default, this value is 300 seconds.

Aging Destination Hit Select to enable or disable the aging destination hit function.

103



DXS-3400 Series Lite Layer 3 Stackable 10GbE Managed Switch Web Ul Reference Guide

Click the Apply button to accept the changes made.

After selecting the MAC Address Port Learning Settings tab option, at the top of the page, the following page will be
available.

Global Settings ‘ MAC Address Port Learning Setlings‘ MAC Address VLAN Learning Settings
Unit From Port To Port Status
1 v]| [ethi/o [v] [eth1/01 [v] [Enabled [v]]

Unit 1 Settings

eth1/0/1 Enabled
eth1/0/2 Enabled
eth1/0/3 Enabled
eth1/0/4 Enabled
eth1/0/5 Enabled

Figure 5-4 MAC Address Table Settings (MAC Address Port Learning Settings) Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the stacking unit ID of the Switch that will be configured here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Status Select to enable or disable the MAC address learning function on the ports
specified here.

Click the Apply button to accept the changes made.

After selecting the MAC Address VLAN Learning Settings tab option, at the top of the page, the following page will
be available.

Global Settings MAC Address Port Learning Settings | | MAC Address VLAN Learning Settings

MAC Address VLAN Learning Settings

VID List Status
3 or 2-5 Enabled [v]

Find MAC Address VLAN Learning

VID (1-4094)
| | | Find [ showan |

Total Entries: 1

1 Enabled

11 [T] RES

Figure 5-5 MAC Address Table Settings (MAC Address VLAN Learning Settings) Window

The fields that can be configured are described below:

Parameter Description

VID List Enter the VLAN ID(s) that will be used in this configuration or display here. A
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Parameter Description

series of VLAN IDs can be entered separated by commas or a range of VLAN IDs
can be entered separated by a hyphen.

Status Select to enable or disable the MAC address learning function on the VLAN(S)
specified here.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all the available entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MAC Address Table

This window is used to display the entries listed in the MAC address table.

To view the following window, click L2 Features > FDB > MAC Address Table, as shown below:

MAC Address Table
Port eth1/011 v |Clear Dynamic by Port“ Find |
WVID (1-4094) l:l |C|ear Dynamic by VMN|| Find |
MAC Address po-ss-s57-000000 | [clear Dynamic by Mad| Find |
Total Entries: 2 [ clearan |[  showal
O s _“
00-00-00-00-00-01 Static
1 00-23-7TD-BC-2E-18 Dynamic eth1/01
n [1] Go

Figure 5-6 MAC Address Table Window

The fields that can be configured are described below:

Parameter Description ‘
Port Select the stacking unit ID and the port number of the Switch that will be
configured here.
VID Enter the VLAN ID that will be used for this configuration here.
MAC Address Enter the MAC address that will be used for this configuration here.

Click the Clear Dynamic by Port button to clear the dynamic MAC address listed on the corresponding port.
Click the Clear Dynamic by VLAN button to clear the dynamic MAC address listed on the corresponding VLAN.
Click the Clear Dynamic by MAC button to clear the dynamic MAC address entered.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear All button to clear all dynamic MAC addresses.

Click the Show All button to display all the MAC addresses recorded in the MAC address table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MAC Notification

This window is used to display and configure MAC natification.

To view the following window, click L2 Features > FDB > MAC Notification, as shown below:
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~

‘ MAC Motification Settings | MAC Motification History

MAC Notification Global Settings

MAC Address Notification (_)Enabled (w)Disabled

Interval (1-2147433647) [1 |sec

History Size (0-500) [1 |

MAC Notification Trap State (Enabled (e)Disabled

Unit From Port To Port Added Trap Removed Trap

1[w] eth1/0/1 [v] eth1/0/1 [v] Disablad| v | Disablad[~]

Unit 1 Settings
eth1/0M1 Disabled Disabled
eth1/0/2 Disabled Disabled
eth1/0/3 Disabled Disabled
eth1/0/4 Disabled Disabled
eth1/0/5 Disabled Disabled

Figure 5-7 MAC Notification (MAC Notification Settings) Window

The fields that can be configured are described below:

Parameter Description ‘

MAC Address Notification Select to enable or disable MAC notification globally on the Switch

Interval Enter the time value between notifications. This value must be between 1 and
2147483647 seconds. By default, this value is 1 second.

History Size Enter the maximum number of entries listed in the history log used for notification.
This value must be between 0 and 500. By default, this value is 1.

MAC Notification Trap State | Select to enable or disable the MAC notification trap state.

Unit Select the stacking unit ID of the Switch that will be configured here.
From Port ~ To Port Select the range of ports that will be used for this configuration here.
Added Trap Select to enable or disable the added trap for the port(s) selected.

Removed Trap Select to enable or disable the removed trap for the port(s) selected.

Click the Apply button to accept the changes made for each individual section.

After selecting the MAC Notification History tab, at the top of the page, the following page will be available.

MAC Motification Settings ‘ MAC Notification History ‘

Total Entries: 0

s o WG Chru e

Figure 5-8 MAC Notification (MAC Notification History) Window

On this page, a list of MAC noatification messages will be displayed.
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VLAN

802.1Q VLAN

This window is used to display and configure the VLAN settings on the Switch.

To view the following window, click L2 Features > VLAN > 802.1Q VLAN, as shown below:

80210 VLA
802.1Q VLAN

VID List 3 0r 2-5 | [ apply || Delete |
Find VLAN

VID (1-4094) | | | Find [ shewan |

Total Entries: 1

I N T e
1 default 1/0/1-1/022 Delete

11 [ 1] [ [6o

Figure 5-9 802.1Q VLAN Window

The fields that can be configured in 802.1Q VLAN are described below:

Parameter Description
VID List Enter the VLAN ID list that will be created here.

Click the Apply button to create a new 802.1Q VLAN.
Click the Delete button to remove the 802.1Q VLAN specified.

The fields that can be configured in Find VLAN are described below:

Parameter Description

VID Enter the VLAN ID that will be displayed here.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to locate all the entries.

Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

802.1v Protocol VLAN

Protocol VLAN Profile

This window is used to display and configure 802.1v protocol VLAN profiles. The 802.1v Protocol VLAN Group
Settings support multiple VLANSs for each protocol and allows the user to configure the untagged ports of different
protocols on the same physical port. For example, it allows the user to configure an 802.1Q and 802.1v untagged port
on the same physical port.

To view the following window, click L2 Features > VLAN > 802.1v Protocol VLAN > Protocol VLAN Profile, as
shown below:
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Add Protocol VLAN Profile

Profile ID (1-16) | |  Frame Type Ether Type (0x0-0xFFFF)  Ox| | [ ey |

Total Entries: 1

Profile ID Frame Type Ether Type _
Ethernet2 OXFFFF(User define)

Figure 5-10 Protocol VLAN Profile Window

The fields that can be configured are described below:

Parameter Description ‘
Profile ID Enter the 802.1v protocol VLAN profile ID here. This value must be between 1

and 16.
Frame Type Select the frame type option here. This function maps packets to protocol-defined

VLANSs by examining the type octet within the packet header to discover the type
of protocol associated with it. Options to choose from are Ethernet 2, SNAP, and
LLC.

Ether Type Enter the Ethernet type value for the group here. The protocol value is used to
identify a protocol of the frame type specified. The form of the input is 0x0 to
OxFFFF. Depending on the frame type, the octet string will have one of the
following values:

e For Ethernet 2, this is a 16-bit (2-octet) hex value. For example, IPv4 is
0800, IPv6 is 86DD, ARP is 0806, etc...

e For IEEE802.3 SNAP, this is a 16-bit (2-octet) hex value.

e For IEEE802.3 LLC, this is a 2-octet IEEE 802.2 Link Service Access Point
(LSAP) pair. The first octet is for Destination Service Access Point (DSAP)
and the second octet is for Source.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

Protocol VLAN Profile Interface

This window is used to display and configure the protocol VLAN profile’s interface settings.

To view the following window, click L2 Features > VLAN > 802.1v Protocol VLAN > Protocol VLAN Profile
Interface, as shown below:

Add New Protocol VLAN Interface

Port [1[][eth1/0r1 [v] Profile ID 1 [v] viD (1-4094) | | Priority | 0 ML aeey |

Unit 1 Settings

eth1/0/18

Figure 5-11 Protocol VLAN Profile Interface Window

The fields that can be configured are described below:

Parameter Description

Port Select the stacking unit ID and the port number of the Switch that will be
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Parameter Description
configured here.
Profile ID Select the 802.1v protocol VLAN profile ID here.
VID Enter the VLAN ID used here.
Priority Select the priority value used here. This value is between 0 and 7. This parameter

is specified to re-write the 802.1p default priority previously set in the Switch,
which is used to determine the CoS queue to which packets are forwarded to.
Once this field is specified, packets accepted by the Switch that match this priority
are forwarded to the CoS queue specified previously by the user.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

GVRP

GVRP Global

This window is used to display and configure the GARP VLAN Registration Protocol (GVRP) global settings.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Global, as shown below:

GVRP Global
Global GVRP State (Enabled (eDisabled
Dynamic VILAN Creation (@Enabled (_Disabled
NNI BPDU Address Dotld  [v]
o]

Figure 5-12 GVRP Global Window

The fields that can be configured are described below:

Parameter Descripton

Global GVRP State Select to enable or disable the global GVRP state here.
Dynamic VLAN Creation Select to enable or disable the dynamic VLAN creation function here.
NNI BPDU Address Select the NNI BPDU address option here. This option is used to determine the

BPDU protocol address for GVRP in service provide site. It can use 802.1d GVRP
address or 802.1ad service provider GVRP address. Options to choose from are
Dotld and Dotlad.

Click the Apply button to accept the changes made.

GVRP Port

This window is used to display and configure the GVRP port settings.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Port, as shown below:
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GVRP Port
. Join Time Leave Time Leave All Time
Unit  From Port To Port GVRF Status (10-10000) (10-10000} (10-10000}
eth1/0/1 [v] |eth1_.f[].f1 ﬂ| |Disabled ﬂ| Pﬂ |cenliseconds centiseconds  [1000 centiseconds

The Leave Time should be no less than 3 * Join Time.
Leave All Time should be greater than Leave Time.

Unit 1 Settings

o T o s Lo i
20 60

eth1/0M1 Disabled 1000
eth1/02 Disabled 20 G0 1000
eth1/0/3 Disabled 20 G0 1000
eth1/0/4 Disabled 20 G0 1000
eth1/0/5 Disabled 20 G0 1000
eth1/0/6 Disabled 20 60 1000

Figure 5-13 GVRP Port Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.
GVRP Status Select the enable or disable the GVRP port status. This enables the port to

dynamically become a member of a VLAN. By default, this option is disabled.

Join Time Enter the Join Time value in centiseconds. This value must be between 10 and
10000 centiseconds. By default, this value is 20 centiseconds.

Leave Time Enter the Leave Time value in centiseconds. This value must be between 10 and
10000 centiseconds. By default, this value is 60 centiseconds.

Leave All Time Enter the Leave All Time value in centiseconds. This value must be between 10
and 10000 centiseconds. By default, this value is 1000 centiseconds.

Click the Apply button to accept the changes made.

GVRP Advertise VLAN

This window is used to display and configure the GVRP advertised VLAN settings.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Advertise VLAN, as shown below:
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GVRP Advertise VLAN
Unit From Port To Port Action Advertise VID List
1v]  [ethion [v] [eth1/0/1 [v] (Add  [v] 130125

Unit 1 Settings

e o v

eth1/0M1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/d

Figure 5-14 GVRP Advertise VLAN Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Action Select the advertised VLAN to port mapping action that will be taken here.

Options to choose from are All, Add, Remove, and Replace. When selecting All,
all the advertised VLANSs will be used.

Advertise VID List Enter the advertised VLAN ID list here.

Click the Apply button to accept the changes made.

GVRP Forbidden VLAN

This window is used to display and configure the GVRP forbidden VLAN settings.
To view the following window, click L2 Features > VLAN > GVRP > GVRP Forbidden VLAN, as shown below:

GVRP Forbidden VLAN

Unit From Port To Port Action Forbidden VID List
[1[v»]  [ethtion [v] [eth1/0/1 [v] [Add  [v] Ror3s

Unit 1 Settings

T Foon v

eth1/0/1
eth1/02
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6

Figure 5-15 GVRP Forbidden VLAN Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.
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Parameter

From Port ~ To Port

Description

Select the range of ports that will be used for this configuration here.

Action

Select the forbidden VLAN to port mapping action that will be taken here. Options
to choose from are All, Add, Remove and Replace. When selecting All, all the
forbidden VLANS will be used.

Forbidden VID List

Enter the forbidden VLAN ID list here.

Click the Apply button to accept the changes made.

GVRP Statistics Table

This window is used to display GVRP statistics information.

To view the following window, click L2 Features > VLAN > GVRP > GVRP Statistics Table, as shown below:

ladllsSULS AE
GVRP Statistics Table

Unit 1 ]

Unit 1 Settings

eth1/0M1

eth1/0/2

eth1/0/3

eth1/0/4

He2H 2R

Port | Find || Clear ]

2 o2 o 2 o 9

[ showal || clearal |

I S B N
RX 0 0 0

(— N — I — R — I — R — R — |
2 o2 o 2 o 9
(=10 — I — R — R — R — I — R~
2 o2 o g0 o g o
o o o o o0 o 0 0

Figure 5-16 GVRP Statistics Table Window

The fields that can be configured are described below:

Parameter Description
Unit Select the Switch unit that will be used for this display here.
Port Select the port number of which GVRP statistic information will be displayed.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear all the information for the specific port.

Click the Show All button to view all GVRP statistic information.

Click the Clear All button to clear all the information in this table.

Asymmetric VLAN

This window is used to display and configure the asymmetric VLAN settings.

To view the following window, click L2 Features > VLAN > Asymmetric VLAN, as shown below:
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Asymmetric VLAN

Asymmetric VLAN State {(Enabled  (@)Disabled

Figure 5-17 Asymmetric VLAN Window

The fields that can be configured are described below:

Parameter Description

Asymmetric VLAN State Select to enable or disable the asymmetric VLAN feature here.

Click the Apply button to accept the changes made.

MAC VLAN

This window is used to display and configure the MAC-based VLAN information. When a static MAC-based VLAN
entry is created for a user, the traffic according to the specified VLAN operating on this port will be configured.

To view the following window, click L2 Features > VLAN > MAC VLAN, as shown below:

if VLA

MAC VLAN

MAC Address

D0-8457-00-00-00 | VID (1-4004) | | Priority
Total Entries: 1

e T T S
0

00-11-22-33-44-55 1 Active
11 [ 1| [ leo
Figure 5-18 MAC VLAN Window
The fields that can be configured are described below:
Parameter Description ‘
MAC Address Enter the unicast MAC address.
VID Enter the VLAN ID that will be used.
Priority Select the priority that is assigned to untagged packets. This value is between 0
and 7.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

VLAN Interface

This window is used to display and configure VLAN interface settings.

To view the following window, click L2 Features > VLAN > VLAN Interface, as shown below:
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¥~ L=
VLAN Interface

Unit 1 ]

Unit 1 Settings

I e T

eth1/0/1 Hybrid Enabled Admit-Al [show Detail|[  Edit |
eth1/0/2 Hybrid Enabled Admit-Al |Show Detail || Edit |
eih1/0/3 Hybrid Enabled Admit-Al |show Detail || Edit |
ein1/0/4 Hybrid Enabled Admit-All | Show Detail || Edit |
eth1/0/5 Hybrid Enabled Admit-All |Show Detail||  Edit |
eth1/0/6 Hybrid Enabled Admit-All |Show Detail || Edit |

Figure 5-19 VLAN Interface Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

Click the Show Detail button to view more detailed information about the VLAN on the specific interface.

Click the Edit button to re-configure the specific entry.

After clicking the Show Detail button, the following page will appear.

VLAN Interface Information
Port eth1/0/1
VLAN Mode Hybrid
Mative VLAN 1
Hybrid Untagged VLAN 1
Hybrid Tagged VLAN
Dynamic Tagged WVLAN
VLAN Precedence MAC-VLAN
Ingress Checking Enabled
Acceptable Frame Type Admit-All

Figure 5-20 VLAN Interface (VLAN Detail) Window

On this page, more detailed information about the VLAN of the specific interface is displayed.

Click the Back button to return to the previous page.

After click the Edit button, the following page will appear. This is a dynamic page that will change when a different
VLAN Mode was selected. When Access was selected as the VLAN Mode, the following page will appear.
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Configure VLAN Interface

Port eth1/0/1 []Clone
VLAN Mode |Access | From Port To Port
Acceptable Frame |Admit All ﬂ|
Ingress Checking (@) Enabled (") Dizabled
VID (1-4094) [1 |
| Back || Apply
Figure 5-21 VLAN Interface (Access) Window
The fields that can be configured are described below:
Parameter Description ‘
VLAN Mode Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
Secondary.
Acceptable Frame Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.
Ingress Checking Select to enable or disable the ingress checking function.
VLAN ID Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.
Clone Select this option to enable the clone feature.
From Port ~ To Port Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Hybrid was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface
Port eth1/0/1 []Clene
VLAN Mode | Hybrid | From Port To Port
Acceptable Frame |Admit All ﬂ| eth1/0M1 [v]
Ingress Checking (@) Enabled () Dizabled
VLAN Precedence |h-1ac—based VLAM ﬂ|
Native VLAN Native VLAN
VID (1-4094) 1 |
Action |Add ﬂ|
Add Mode (@) Untagged () Tagged
Allowed VLAN Range | |
Current Hybrid untagged VLAN Range 1
Current Hybrid tagged VLAN Range
Back || Apply

Figure 5-22 VLAN Interface (Hybrid) Window

The fields that can be configured are described below:

Parameter Description

VLAN Mode Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
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Parameter

Description
Secondary.

Acceptable Frame

Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Ingress Checking

Select to enable or disable the ingress checking function.

VLAN Precedence

Select the VLAN precedence option here. Options to choose from are Mac-based
VLAN and Subnet-based VLAN.

Native VLAN Tick this option to enable the native VLAN function.

VID After ticking the Native VLAN option the following parameter will be available.
Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.

Action Select the action that will be taken here. Options to choose from are Add,
Remove, Tagged, and Untagged.

Add Mode Select whether to add an Untagged or Tagged parameters.

Allowed VLAN Range

Enter the allowed VLAN range information here.

Clone

Select this option to enable the clone feature.

From Port ~ To Port

Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Trunk was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface

Port
VLAN Mode

Acceptable Frame
Ingress Checking
Native VLAN

VID (1-4094)
Action

Allowed VLAN Range
Current Allowed VLAN Range

eth1/0/1 [ Clone
| Trunk v From Port To Port
| Admit All V] a0 7]

(@) Enabled () Dizabled
Native VLAN
() Untagged (@ Tagged

[ |
|None |
| |

Back || Apply

Figure 5-23 VLAN Interface (Trunk) Window

The fields that can be configured are described below:

Parameter
VLAN Mode

Description ‘

Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
Secondary.

Acceptable Frame

Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Ingress Checking

After selecting Trunk as the VLAN Mode the following parameter will be
available. Select to enable or disable the ingress checking function.

Native VLAN

Tick this option to enable the native VLAN function. Also select if this VLAN
supports Untagged or Tagged frames.
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Parameter

Description

VID After ticking the Native VLAN option the following parameter will be available.
Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.

Action Select the action that will be taken here. Options to choose from are All, Add,

Remove, Except, and Replace.

Allowed VLAN Range

Enter the allowed VLAN range information here.

Clone

Select this option to enable the clone feature.

From Port ~ To Port

Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When 802.1Q-Tunnel was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface

Port
VLAN Mode

Acceptable Frame

Ingress Checking

VLAN Precedence

VID (1-4084)

Action

Add Mode

Allowed VLAN Range

Current Hybrid untagged VLAN Range

eth1/0/1 [ Clone
|802.1Q-Tunnel  [v] From Port To Port
| Admit All | 2 10A ]

(w) Enabled ) Disabled
|Mac-based VLAN v
i |
[Ada ]

(#) Untagged | Tagged

1

Back || Apply

Figure 5-24 VLAN Interface (802.1Q-Tunnel) Window

The fields that can be configured are described below:

Parameter

VLAN Mode

Description ‘

Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
Secondary.

Acceptable Frame

Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Ingress Checking

Select to enable or disable the ingress checking function.

VLAN Precedence

Select the VLAN precedence option here. Options to choose from are Mac-based
VLAN and Subnet-based VLAN.

VID Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.

Action Select Add to add a new entry based in the information entered.
Select Remove to remove an entry based in the information entered.

Add Mode Select to add an Untagged parameter.

Allowed VLAN Range

Enter the allowed VLAN range information here.

Clone

Select this option to enable the clone feature.

From Port ~ To Port

Select the range of ports that will be used in the clone feature here.
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Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Promiscuous was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface
Port eth1/0/1 []Clene
VLAN Mode |Pr0miscuous ﬂ| From Port To Port
Acceptable Frame | Admit All | eth 1011 [7]
Ingress Checking (@) Enabled () Disablad
| Back || Apply

Figure 5-25 VLAN Interface (Promiscuous) Window

The fields that can be configured are described below:

Parameter Description ‘

VLAN Mode Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk

Secondary.

Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Acceptable Frame

Ingress Checking Select to enable or disable the ingress checking function.

Clone Select this option to enable the clone feature.

From Port ~ To Port Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Host was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface

Port
VLAN Mode
Acceptable Frame

Ingress Checking

eth1/0/1 []Clone
|H05‘L ﬂ| From Port To Port
| Admit All v

(@) Enabled () Disabled

| Back || Apply

Figure 5-26 VLAN Interface (Host) Window

The fields that can be configured are described below:

Parameter

VLAN Mode

Description ‘

Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
Secondary.

Acceptable Frame

Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Ingress Checking

Select to enable or disable the ingress checking function.
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Parameter Description
Clone Select this option to enable the clone feature.
From Port ~ To Port Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Trunk Promiscuous was selected as the VLAN Mode, the following page will appear.

Configure VLAN Interface

Port eth1/0/1 [[]Clene
VLAN Mode |Trunk Promiscuous ﬂ| From Port To Port
Acceptable Frame |Admit All ﬂ| eth1/0/1 ﬂ
Ingress Checking (@) Enabled () Disabled
. Mative VLAN
DA el (") Untagged (& Tagged
VID (1-4094) 1 |
Action | Naone ﬂ|

Allowed VLAN Range [ |
Current Allowed VLAN Range

| Back || Apply
Figure 5-27 VLAN Interface (Trunk Promiscuous) Window
The fields that can be configured are described below:

Parameter Description ‘

VLAN Mode Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk
Secondary.

Acceptable Frame Select the acceptable frame behavior option here. Options to choose from are
Tagged Only, Untagged Only, and Admit All.

Ingress Checking After selecting Trunk Promiscuous as the VLAN Mode the following parameter
will be available. Select to enable or disable the ingress checking function.

Native VLAN Tick this option to enable the native VLAN function. Also select if this VLAN
supports Untagged or Tagged frames.

VID After ticking the Native VLAN option the following parameter will be available.
Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.

Action Select the action that will be taken here. Options to choose from are All, Add,
Remove, Except, and Replace.

Allowed VLAN Range Enter the allowed VLAN range information here.

Clone Select this option to enable the clone feature.

From Port ~ To Port Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

When Trunk Secondary was selected as the VLAN Mode, the following page will appear.
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Configure VLAN Interface

Port eth1/0/1 []Clone
VLAN Mode | Trunk Secondary v From Port To Port
Acceptable Frame | Admit All v eth1/0/1 [¥]
Ingress Checking (@) Enabled (") Dizabled
. Native VLAN
LT () Untagged (@ Tagged
VID (1-4094) [ |
Action | None ﬂ|

Allowed VLAN Range [ |
Current Allowed VLAN Range

| Back || Apply

Figure 5-28 VLAN Interface (Trunk Secondary) Window

The fields that can be configured are described below:

Parameter Description ‘

VLAN Mode Select the VLAN mode option here. Options to choose from are Access, Hybrid,
Trunk, 802.1Q-Tunnel, Promiscuous, Host, Trunk Promiscuous, and Trunk

Secondary.

Acceptable Frame Select the acceptable frame behavior option here. Options to choose from are

Tagged Only, Untagged Only, and Admit All.

Ingress Checking After selecting Trunk Secondary as the VLAN Mode the following parameter will

be available. Select to enable or disable the ingress checking function.

Native VLAN Tick this option to enable the native VLAN function. Also select if this VLAN
supports Untagged or Tagged frames.

VID After ticking the Native VLAN option the following parameter will be available.
Enter the VLAN ID used for this configuration here. This value must be between 1
and 4094.

Action Select the action that will be taken here. Options to choose from are All, Add,

Remove, Except, and Replace.

Allowed VLAN Range Enter the allowed VLAN range information here.

Clone Select this option to enable the clone feature.

From Port ~ To Port

Select the range of ports that will be used in the clone feature here.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

L2VLAN Interface Description

This window is used to display and configure the Layer 2 VLAN interface description.

To view the following window, click L2 Features > VLAN > L2VLAN Interface Description, as shown below:
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= Lesociipudy

Create L2VLAN Interface Description

L2VLAN Interface Description

64 chars Apply

Find L2VLAN Interface Description

L2VLAN Interface
| | | Find [ showan |

Total Entries: 1

L2VLAN 1 enabled

111 [ 1| [ [ee

Figure 5-29 L2VLAN Interface Description Window

The fields that can be configured are described below:

Parameter Description ‘
L2VLAN Interface Enter the ID of the Layer 2 VLAN interface here.
Description Enter the description for the Layer 2 VLAN interface here.

Click the Apply button to accept the changes made.

Click the Find button to generate the display based on the information entered.

Click the Show All button to display all the available entries.

Click the Delete Description button to remove the description from the specified Layer 2 VLAN.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Subnet VLAN

This window is used to display and configure the subnet VLAN settings. A subnet VLAN entry is an IP subnet-based
VLAN classification rule. If an untagged or priority-tagged IP packet is received on a port, its source IP address will be
used to match the subnet VLAN entries. If the source IP is in the subnet of an entry, the packet will be classified to the
VLAN defined for this subnet.

To view the following window, click L2 Features > VLAN > Subnet VLAN, as shown below:

D) - VL Y
Subnet VLAN

(@IPv4 Network Prefix/Prefix Length Ro.0.1.0/8 | (CIPv6 Network Prefix/Prefix Length BFFEz/64 |

VID {1-4004) [ | Priority |o ﬂ| [ apply |

Total Entries: 1

I S

11 [T] R

Figure 5-30 Subnet VLAN Window

The fields that can be configured are described below:

Parameter Description ‘

IPv4 Network Prefix / Prefix | Select and enter the IPv4 address and prefix length value for the subnet VLAN
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Parameter Description

Length here.

IPv6 Network Prefix / Prefix | Select and enter the IPv6 address and prefix length value for the subnet VLAN

Length here.

VID Enter the VLAN ID for the subnet VLAN here.

Priority Select the priority value used here. This value is between 0 and 7. A lower value
takes higher priority.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Auto Surveillance VLAN

Auto Surveillance Properties

This window is used to display and configure the auto surveillance VLAN properties.

To view the following window, click L2 Features > VLAN > Auto Surveillance VLAN > Auto Surveillance
Properties, as shown below:

Global Settings
Surveillance VLAN (CEnabled  (@)Disabled
Surveillance VLAN ID (2-4004) | |
Surveillance VLAN CoS 5 ~]
Aging Time (1-65535) 720 | min
Port Settings
Unit From Port To Port State
[1v]  [ethtioi [v] [eth1/0/1 [v] [Disabled[v]]
Unit 1 Settings
eth1/0/1 Disabled
eth1/0/2 Dizabled
eth1/0/3 Disabled
eth1/0/4 Disabled
eth1/0/5 Dizabled

Figure 5-31 Auto Surveillance Properties Window

The fields that can be configured in Global Settings are described below:

Parameter

Surveillance VLAN

Description ‘

Select to enable or disable the surveillance VLAN feature here.

Surveillance VLAN ID

Enter the VLAN ID of the surveillance VLAN here. The range is from 2 to 4094. A
normal VLAN needs to be created before assigning the VLAN as a surveillance
VLAN.

Surveillance VLAN CoS

Enter the CoS value for the surveillance VLAN here. The surveillance packets
arriving at the surveillance VLAN enabled port are marked to the CoS specified by
the command. The remarking of CoS allows the surveillance VLAN traffic to be
distinguished from data traffic in quality of service. The range is from 0 to 7.
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Parameter Description

Aging Time Enter the aging time value here. This is used to configure the aging time for aging
out the surveillance VLAN dynamic member ports. The range is from 1 to 65535
minutes. When the last surveillance device connected to the port stops sending
traffic, and the MAC address of this surveillance device is aged out, the
surveillance VLAN aging timer will be started. The port will be removed from the
surveillance VLAN after expiration of surveillance VLAN aging timer. If the
surveillance traffic resumes during the aging time, the aging timer will be
cancelled.

Click the Apply button to accept the changes made.

The fields that can be configured in Port Settings are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

State Select to enable or disable the surveillance VLAN feature on the specified port(s)

here. When surveillance VLAN is enabled for a port, the port will be automatically
learned as surveillance VLAN untagged member, the received untagged
surveillance packets will be forwarded to surveillance VLAN. The received
packets are determined as surveillance packets if the source MAC addresses of
packets comply with the Organizationally Unique Identifier (OUI) addresses.

Click the Apply button to accept the changes made.

MAC Settings and Surveillance Device

This window is used to display and configure surveillance devices and their MAC settings.

To view the following window, click L2 Features > VLAN > Auto Surveillance VLAN > MAC Settings and
Surveillance Device, as shown below:

User-defined MAC Settings | Auto Surveillance VLAN Summary

To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below.

Component Type |Videu Management Server ﬂ| Description |33 chars |
MAG Address [00-01-02-03-00-00 ] Mask [ |

Total Entries: 4

o T coorn o N

1 D-Link Device IP Surveillance... 28-10-7B8-00-00-00 FF-FF-FF-E0-00-D0 Delete
2 D-Link Device IP Surveillance... 28-10-7B-20-00-00 FF-FF-FF-F0-00-00 Delete
3 D-Link Device IP Surveillance... B0-C5-54-00-00-00 FF-FF-FF-80-00-00 Delete
4 D-Link Device IP Surveillance... F0-7D-68-00-00-00 FF-FF-FF-FD-00-00 Delete

Figure 5-32 MAC Settings and Surveillance Device Window

The fields that can be configured are described below:

Parameter Descripton

Component Type Select the component type here. Option to choose from are:

e Video Management server - Specifies the surveillance components type as
Video Management Server (VMS).

o VMS Client/Remote Viewer - Specifies the surveillance components type as
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Parameter Description
VMS client.

e Video Encoder - Specifies the surveillance components type as Video
Encoder.

o Network Storage - Specifies the surveillance components type as Network
Storage.

e Other IP Surveillance Device - Specifies the surveillance components type
as other IP Surveillance Devices.

Description Enter the description for the user-defined OUI here. This string can be up to 32
characters long.
MAC Address Enter the OUI MAC address here. If the source MAC addresses of the received

packet matches any of the OUI pattern, the received packet is determined as a
surveillance packet.

Mask Enter the matching bitmask for the OUI MAC address here.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

After selecting the Auto Surveillance VLAN Summary tab option, at the top of the page, the following page will be
available.

User-defined MAC Settings Auto Surveillance VLAN Summary

Unit 1]

Total Entries: 0

o comonec o w s s

Figure 5-33 MAC Settings and Surveillance Device (Auto Surveillance VLAN Summary) Window

The fields that can be configured are described below:

Parameter Description
Unit Select the stacking unit ID of the Switch that will be used in this display here.
Voice VLAN

Voice VLAN Global

This window is used to display and configure the global voice VLAN settings. This is used to enable the global voice
VLAN function and to specify the voice VLAN on a Switch. The Switch has only one voice VLAN.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Global, as shown below:
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v O B VLAIN DD

Voice VLAN Global

Vioice VLAN State (JEnabled  (eDisabled
Voice VLAN ID (2-4094)
Voice VLAN CoS |5 v
Aging Time (1-65535) 720 | min
Figure 5-34 Voice VLAN Global Window
The fields that can be configured are described below:
Parameter Description ‘
Voice VLAN State Select to globally enable or disable the voice VLAN feature here.
Voice VLAN ID Enter the VLAN ID of the voice VLAN here. The VLAN to be specified as the voice
VLAN needs to pre-exist before configuration. The range is from 2 to 4094.
Voice VLAN CoS Select the CoS of the voice VLAN here. The range is from 0 to 7. The voice

packets arriving at the voice VLAN enabled port are marked to the CoS specified
here. The remarking of CoS allows the voice VLAN traffic to be distinguished from
data traffic in quality of service.

Aging Time Enter the aging time value here. This is used to configure the aging time for aging
out the voice device and the voice VLAN automatically learned member ports.
When the last voice device connected to the port stops sending traffic and the
MAC address of this voice device is aged out from FDB, the voice VLAN aging
timer will be started. The port will be removed from the voice VLAN after the
expiration of the voice VLAN aging timer. If voice traffic resumes during the aging
time, the aging timer will be cancelled. The range is from 1 to 65535 minutes.

Click the Apply button to accept the changes made.

Voice VLAN Port

This window is used to display and configure the voice VLAN interface settings.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Port, as shown below:

Voice VLAN Port

Unit From Port To Port State Mode
[1lv]  [eth101 [+ [eth1/01 [~] [Disabled |+ Auto Untagged| |

Unit 1 Settings

I S S

eth1/0M Disabled Auto/Untag
eth1/0/2 Disabled Auto/Untag
eth1/0/3 Disabled Auto/Untag
eth1/0/4 Disabled Auto/Untag
eth1/0/5 Disabled Auto/Untag

Figure 5-35 Voice VLAN Port Window

The fields that can be configured are described below:
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Parameter

Unit

Description ‘

Select the Switch unit that will be used for this configuration here.

From Port ~ To Port

Select the range of ports that will be used for this configuration here.

State Select to enable or disable the voice VLAN feature on the specified port(s) here.
When the voice VLAN is enabled for a port, the received voice packets will be
forwarded in the voice VLAN. The received packets are determined as voice
packets if the source MAC addresses of packets comply with the OUI addresses.

Mode Select the mode here. Options to choose from are:

e Auto Untagged - Specifies that voice VLAN untagged membership will be
automatically learned.

e Auto Tagged - Specifies that voice VLAN tagged membership will be
automatically learned.

e Manual - Specifies that voice VLAN membership will be manually
configured.

If auto-learning is enabled, the port will automatically be learned as a voice VLAN
member. This membership will automatically be aged out. When the port is
working in the auto-tagged mode and the port captures a voice device through the
device's OUI, it will join the voice VLAN as a tagged member automatically. When
the voice device sends tagged packets, the Switch will change its priority. When
the voice device sends untagged packets, it will forward them in port's PVID
VLAN.

When the port is working in auto-untagged mode, and the port captures a voice
device through the device's OUI, it will join the voice VLAN as an untagged
member automatically. When the voice device sends tagged packets, the Switch
will change its priority. When the voice device sends untagged packets, it will
forward them in voice VLAN.

When the Switch receives LLDP-MED packets, it checks the VLAN ID, tagged
flag, and priority flag. The Switch should follow the tagged flag and priority setting.

Click the Apply button to accept the changes made.

Voice VLAN OUI

This window is used to display and configure the voice VLAN OUI settings. Use this window to add a user-defined OUI
for the voice VLAN. The OUI for the voice VLAN is used to identify the voice traffic by using the voice VLAN function.
If the source MAC addresses of the received packet matches any of the OUI patterns, the received packet is

determined as a voice packet.

The user-defined OUI cannot be the same as the default OUI. The default OUI cannot be deleted.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN OUI, as shown below:
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vy B VLAN 'UU
Voice VLAN OUI

OUI Address Mask Description
[po-01-E3-00-00-00 | [FF-FF-FF-00-0000 |

|

Total Entries: &

00-01-E3-00-00-00 FF-FF-FF-00-00-00 Siemens elete
00-03-68-00-00-00 FF-FF-FF-00-00-00 Cisco Delete
00-09-6E-00-00-00 FF-FF-FF-00-00-00 Avaya Delete
00-0F-E2-00-00-00 FF-FF-FF-00-00-00 Huawei&3COM Delete
00-60-B9-00-00-00 FF-FF-FF-00-00-00 NEC&Philips Delete
00-D0-1E-00-00-00 FF-FF-FF-00-00-00 Pingtel Delete
00-E0-75-00-00-00 FF-FF-FF-00-00-00 Veritel Delete
00-E0-BB-00-00-00 FF-FF-FF-00-00-00 3COM Delete

Figure 5-36 Voice VLAN OUI Window

The fields that can be configured are described below:

Parameter Description ‘

OUI Address Enter the voice VLAN OUI MAC address here.

Mask Enter the matching bitmask for the voice VLAN OUI MAC address here.

Description Enter the description for the user-defined OUI MAC address here. This string can
be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Voice VLAN Device

This window is used to display the voice VLAN device table.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN Device, as shown below:

Voice VLAN Device Table

Unit 1 [v]

Total Entries: 0

I e S S

Figure 5-37 Voice VLAN Device Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used in this display here.
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Voice VLAN LLDP-MED Device

This window is used to display the voice VLAN LLDP-MED device table.

To view the following window, click L2 Features > VLAN > Voice VLAN > Voice VLAN LLDP-MED Device, as
shown below:

Voice VLAN LLDP-MED Device Table

Total Entries: 0

mm Chassis ID Subtype Chassis ID Port ID Subtype m Remain Time (sec)

Figure 5-38 Voice VLAN LLDP-MED Device Window

Private VLAN

This window is used to display and configure the private VLAN settings.

To view the following window, click L2 Features > VLAN > Private VLAN, as shown below:

Private VLAN

Private VLAN

VID List Siate Type

3or2-5 | [Disabled [v] [Community[v]
Private VLAN Association

VID List Action Secondary VID List

pozs | (A [v] fozs
Private VLAN Host Association

Unit From Port To Port Primary VID Secondary VID

[1 [+]|eth1r [v]|eth 1/ [v ] Trunk | | | | [] Remove Association
Private VLAN Mapping

Unit From Port To Port Primary VID Action Secondary VID List

(1 [~]|[eth1/0/1 [v][eth1/0/1 [~V Trunk | [Add  [v] por2s | [JRemove Mapping

Total Entries: 0

pamary VLAY Socondar VLA

Figure 5-39 Private VLAN Window

The fields that can be configured for Private VLAN are described below:

Parameter Description ‘

VID List Enter the private VLAN ID list here.

State Select to enable or disable the private VLAN state here.

Type Select the type of private VLAN that will be created here. Options to choose from
are Community, Isolated, and Primary.

Click the Apply button to accept the changes made.

The fields that can be configured for Private VLAN Association are described below:
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Parameter Description ‘
VID List Enter the private VLAN ID list here.
Action Select the action that will be taken for the private VLAN here. Options to choose

from are Add, Remove, and Disabled.

Secondary VID List Enter the secondary private VLAN ID here.

Click the Apply button to accept the changes made.

The fields that can be configured for Private VLAN Host Association are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the range of ports that will be used for this configuration here. Select the

Trunk option to specify that the trunk port will be associated with the private
VLAN host association.

Primary VID Enter the primary private VLAN ID here.

Secondary VID Enter the secondary private VLAN ID here. When ticking the Remove
Association option, specifies that this configuration will not be enabled.

Click the Apply button to accept the changes made.

The fields that can be configured for Private VLAN Mapping are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here. Select the
Trunk option to specify that the trunk port will be associated with the private
VLAN map.

Primary VID Enter the primary private VLAN ID here.

Action Select Add to add a new entry based in the information entered.
Select Remove to remove an entry based in the information entered.

Secondary VID List Enter the secondary private VLAN ID here. When ticking the Remove Mapping
option, specifies that this configuration will not be enabled.

Click the Apply button to accept the changes made.

VLAN Tunnel

Dotlqg Tunnel

This window is used to display and configure the 802.1Q VLAN tunnel’s settings.

An 802.1Q tunnel port behaves as an UNI port of a service VLAN. The trunk ports which are tagged members of the
service VLAN behave as the NNI ports of the service VLAN.

Only configure the 802.1Q tunneling Ethernet type on ports that are connected to the provider bridge network, which
receives and transmits the service VLAN tagged frames. If the tunnel Ethernet type is configured, the specified value
will be the TPID in the outer VLAN tag of the transmitted frames out of this port. The specified TPID is also used to
identify the service VLAN tag for the received frame on this port.

To view the following window, click L2 Features > VLAN Tunnel > Dotlq Tunnel, as shown below:
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TPID Settings | Dot1q Tunnel Port Settings
Inner TPID (0x1-0xf) 0x[8100
Unit From Port To Port Quter TPID (0x1-0xf)
1 v leth1/0/1 [v] eth1/0/1 [v] 0x 2100 |

Unit 1 Settings

. over o0

eth1/0/1 0x8100
eth1/0/2 0x3100
eth1/0/3 0x8100
eth1/0/4 0x8100
eth1/0/5 0x8100

Figure 5-40 Dotlq Tunnel Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Inner TPID Enter the inner TPID value here. This value is in the hexadecimal form. The range
is from Ox1 to OxXFFFF. The inner TPID is used to decide if the ingress packet is
C-tagged. The Inner TPID is per system configurable.

Unit Select the Switch’s unit ID that will be used here.
From Port ~ To Port Select the Switch’s port range that will be used here.
Outer TPID Enter the outer TPID value here. This value is in the hexadecimal form. The range

is from Ox1 to OXFFFF.

Click the Apply button to accept the changes made.

After clicking the Dot1q Tunnel Port Settings tab, the following page will appear.

TPID Settings ‘ Dot1g Tunnel Port Settings |
Unit From Port To Port Trust Inner Priority Miss Drop Insert Dot1q Tag
(1 [»]  [ethtion [v]  [eth1i1 [v]  [Disabled [v] Disabled [v] |[1_4094) |
Unit From Port To Port VLAN Mapping Profile Action
1 [v] [ethtoin [v]  [eth101 [v] |{1 T | [Add [v]

Unit 1 Settings

“ Trust Inner Priority m Insert Dot1q Tag VLAN Mapping Profiles

eth1/0/1 Disabled Dizabled
eth1/0i2 Disabled Disabled
eth1/0/3 Disabled Disabled
eth1/0/4 Disabled Dizabled
eth1/0/5 Disabled Disabled
eth1/0/6 Disabled Disabled

Figure 5-41 Dotlq Tunnel Settings (Dotlg Tunnel Port Settings) Window

The fields that can be configured are described below:
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Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Trust Inner Priority Select to enable or disable the 802.1Q inner trust priority feature here. When the

trusting priority option, on an 802.1Q tunnel port, is enabled the priority of the
VLAN tag in the received packets will be copied to the service VLAN tag.

Miss Drop Select to enable or disable the miss drop feature here. If the VLAN mapping miss
drop option is enabled on the receiving port, when the original VLAN of the
received packets cannot match the VLAN mapping entries or rules on this port,
the received packets will be dropped.

Insert Dotlq Tag Enter the 802.1Q VLAN ID that is inserted to the untagged packets which are
received on the 802.1Q tunnel port(s) here. The range is from 1 to 4094.

VLAN Mapping Profile Enter the ID of the VLAN mapping profile here. A lower ID has a higher priority.
The ID range is from 1 to 1000.

Action Select Add to add a new entry based in the information entered.
Select Remove to remove an entry based in the information entered.

Click the Apply button to accept the changes made.

VLAN Mapping

This window is used to display and configure the VLAN mapping settings. If a profile is applied on an interface, the
Switch matches the incoming packets according to the rules of the profile. If the packets match a rule, the action of the
rule will be taken. The action may be adding or replacing the outer-VID. Optionally, specify the priority of the new
outer-TAG or specify the packets new inner-VID.

The match order depends on the rule’s sequence number of the profile and stopped when first matched. If the
sequence number is not specified, it will be allocated automatically. The sequence number begins from 10 and the
increment is 10. Multiple different types of profiles could be configured onto one interface.

To view the following window, click L2 Features > VLAN Tunnel > VLAN Mapping, as shown below:

VLAN Mapping Settings

Unit From Port To Port Criginal VID List Original Inner VID

1 [v] eth1/0/1 [v] ath1/0/1 [v] [or2s | (1-4094) (1-4094)

Action VID Inner VID Priority

[Translte [v] | |(1-4008) | |-4080) [0 M

Unit Port

r il V]

Total Entries: 1

I T Tt AN N
etn1/0/10 11 translate 1/1 0 Inactive

LEEL T

Figure 5-42 VLAN Mapping Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Port Select the Switch’s port that will be used for the search here.

Original VID List Enter the original VLAN’s ID list here. The range is from 1 to 4094.
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Parameter Description ‘
Original Inner VID Enter the original inner VLAN's ID here. The range is from 1 to 4094.
Action Select the action that will be taken here. Options to choose from are Translate

and Dotlqg-tunnel.

e Translate - Specifies that the outer-VID will replace the outer-VID of the
matched packets.

e Dotlg-tunnel - Specifies that the outer-VID will be added for matched

packets.
VID Enter the VLAN's ID here. The range is from 1 to 4094.
Inner VID Enter the inner VLAN’s ID here. The range is from 1 to 4094.
Priority Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

VLAN Mapping Profile

This window is used to display and configure the VLAN mapping profile settings.

To view the following window, click L2 Features > VLAN Tunnel > VLAN Mapping Profile, as shown below:

VLAN Mapping Profile

Profile ID (1-1000) [ ] Type Ethernet  [v] £dd Profile

Total Entries: 1

e S R

1 Ethernet [ addRule || Delete |

11 [ 1| e

Profile 1 Rules

m““ 802.1P Priority m—
inner-vid: 1 ethert _ dotig-tunnel outer-v.__

111 (7] [ [Ge

Figure 5-43 VLAN Mapping Profile Window

The fields that can be configured are described below:

Parameter Description ‘

Profile ID Enter the ID of the VLAN mapping profile here. A lower ID has a higher priority.
The ID range is from 1 to 1000.

Type Select the profile type here. Different profiles can match different fields. Options to
choose from are Ethernet, IP, IPv6, and Ethernet-IP.

e Ethernet - The profile can match Layer 2 fields.

e |P - The profile can match Layer 3 IP fields.
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Parameter Description
e |Pv6 - The profile can match IPv6 destination or source addresses.

Click the Add Profile button to add a new VLAN mapping profile.

Click the Find button to locate a specific entry based on the information entered.
Click the Add Rule button to create a new rule.

Click the Delete button to remove the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Add Rule button next to an Ethernet type profile, the following page will appear.

VLAN Mapping Rule

Frofile ID 1
Type Ethernet
Rule 1D (1-10000) 2 |

Src-MAC Address

00-84-57-00-00-00 |

Dst-MAC Address |:|J-5-.1-5F-:|J-n:-nn |
Priority [None ~]
Inner VID (1-4094) | |

Ethernet Type (0x0-0xff) 0

0200 |

Action | Dot1g-Tunnel ﬂ” (1-4094)
802.1P Priority [None ~]
New Inner VID (1-4094) | | | Back [ apply

Figure 5-44 VLAN Mapping Profile (Ethernet, Add Rule) Window

The fields that can be configured are described below:

Parameter Description ‘
Rule ID Enter the VLAN mapping rule’s ID here. If not specified, the rule ID begins from
10 and is incremented by 10 for every new rule. The range is from 1 to 10000
Src-MAC Address Enter the source MAC address here.
Dst-MAC Address Enter the destination MAC address here.
Priority Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.
Inner VID Enter the inner VLAN’s ID here. The range is from 1 to 4094.
Ethernet Type Enter the Ethernet type value here. The range is from 0x0 to OXFFFF.
Action Select the action that will be taken here. Options to choose from are Dotlq-

Tunnel and Translate.

e Dotlg-Tunnel - Specifies that the outer-VID will be added for matched
packets.

e Translate - Specifies that the outer-VID will replace the outer-VID of the
matched packets.

New Outer VID Enter the new outer VLAN'’s ID here. The range is from 1 to 4094,

802.1P Priority Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.

New Inner VID After selecting Dotlg-Tunnel as the action, enter the new inner VLAN's ID here.

The range is from 1 to 4094. This option is only available when Dot1g-Tunnel
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Parameter Description
was selected as the action.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

After clicking the Add Rule button next to an IP type profile, the following page will appear.

VLAN Mapping Rule

Profile 1D 2
Type IP
Rule 1D {1-10000)

Src-IP Address (IP/Mask)

Dsi-IP Address {IP/Mask)

DSCP (0-63)
Source Port {1-65535) |55-E.35
Destination Port (1-65535) |55'E-35

IP Protocol (0-255) |1

Action |Dot1g-Tunnel  [v]| (1-4094)
802.1P Priority [None ~]
New Inner VID (1-4094) | | | Back || Apply

Figure 5-45 VLAN Mapping Profile (IP, Add Rule) Window

The fields that can be configured are described below:

Parameter Description

Rule ID Enter the VLAN mapping rule’s ID here. If not specified, the rule ID begins from
10 and is incremented by 10 for every new rule. The range is from 1 to 10000

Src-IP Address (IP/Mask) Enter the source IPv4 address and subnet mask here.

Dst-IP Address (IP/Mask) Enter the destination IPv4 address and subnet mask here.

DSCP Enter the DSCP value here. The range is from 0 to 63.

Source Port Enter the source TCP/UDP port’'s number here. The range is from 1 to 65535.
Destination Port Enter the destination TCP/UDP port’s number here. The range is from 1 to 65535.
IP Protocol Enter the Layer 3 IP protocol value here. The range is from 0 to 255.

Action Select the action that will be taken here. Options to choose from are Dotlq-

Tunnel and Translate.

e Dotlg-Tunnel - Specifies that the outer-VID will be added for matched
packets.

e Translate - Specifies that the outer-VID will replace the outer-VID of the
matched packets.

New Outer VID Enter the new outer VLAN’s ID here. The range is from 1 to 4094.

802.1P Priority Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.

New Inner VID After selecting Dotlg-Tunnel as the action, enter the new inner VLAN’s ID here.
The range is from 1 to 4094. This option is only available when Dot1qg-Tunnel
was selected as the action.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.
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After clicking the Add Rule button next to an IPv6 type profile, the following page will appear.

VLAN Mapping Rule

Profile ID

Type

Rule 1D (1-10000)
Src-IPvE Address
Dst-IPvE Address
Action

202 1P Priority

Mew Inner VID (1-4094)

2013 |
33332112 |
[Dotlg-Tunnel  [v]| {1-4094)
|N0ne ﬂ|

Back ||

Apply

Figure 5-46 VLAN Mapping Profile (IPv6, Add Rule) Window

The fields that can be configured are described below:

Parameter
Rule ID

Description ‘

Enter the VLAN mapping rule’s ID here. If not specified, the rule ID begins from
10 and is incremented by 10 for every new rule. The range is from 1 to 10000

Src-IPv6 Address

Enter the source IPv6 address and prefix length here.

Dst-IPv6 Address

Enter the destination IPv6 address and prefix length here.

Action

Select the action that will be taken here. Options to choose from are Dotl1q-
Tunnel and Translate.

e Dotlg-Tunnel - Specifies that the outer-VID will be added for matched
packets.

e Translate - Specifies that the outer-VID will replace the outer-VID of the
matched packets.

New Outer VID

Enter the new outer VLAN'’s ID here. The range is from 1 to 4094.

802.1P Priority

Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.

New Inner VID

After selecting Dotlqg-Tunnel as the action, enter the new inner VLAN'’s ID here.
The range is from 1 to 4094. This option is only available when Dot1g-Tunnel
was selected as the action.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

After clicking the Add Rule button next to an Ethernet-IP type profile, the following page will appear.
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VLAN Mapping Rule

Profile 1D
Type
Rule 1D {1-10000)

Src-MAC Address
Dst-MAC Address
Priority

Inner VID (1-4094)
Ethernet Type (0x0-0xf)
Src-1P Address (IP/Mask)
Dsi-IP Address {IP/Mask)
DSCP (0-63)

Source Port (1-65535)
Destination Port (1-65535)
IP Protocol (0-255)
Action

202_1P Priority

Mew Inner VID (1-4094)

4
Ethernet-IP

00-84-57-00-00-00 |

00-84-57-00-00-00 |
[None ~]
|

0300

|Dot1g-Tunnel  [v]|
[None [~]

| | | Back || Apply

| (1-4094)

Figure 5-47 VLAN Mapping Profile (Ethernet-IP, Add Rule) Window

The fields that can be configured are described below:

Parameter

Rule ID

Description

Enter the VLAN mapping rule’s ID here. If not specified, the rule ID begins from
10 and is incremented by 10 for every new rule. The range is from 1 to 10000

Src-MAC Address

Enter the source MAC address here.

Dst-MAC Address

Enter the destination MAC address here.

Priority Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.
Inner VID Enter the inner VLAN'’s ID here. The range is from 1 to 4094.

Ethernet Type

Enter the Ethernet type value here. The range is from 0x0 to OXFFFF.

Src-IP Address

Enter the source IPv4 address and subnet mask here.

Dst-IP Address

Enter the destination IPv4 address and subnet mask here.

DSCP

Enter the DSCP value here. The range is from 0 to 63.

Source Port

Enter the source TCP/UDP port's number here. The range is from 1 to 65535.

Destination Port

Enter the destination TCP/UDP port’'s number here. The range is from 1 to 65535.

IP Protocol

Enter the Layer 3 IP protocol value here. The range is from 0 to 255.

Action

Select the action that will be taken here. Options to choose from are Dotl1q-
Tunnel and Translate.

e Dotlg-Tunnel - Specifies that the outer-VID will be added for matched
packets.

e Translate - Specifies that the outer-VID will replace the outer-VID of the
matched packets.

New Outer VID

Enter the new outer VLAN'’s ID here. The range is from 1 to 4094.

802.1P Priority

Select the 802.1p priority value here. The range is from 0 to 7. A lower value has
a higher priority.
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Parameter Description

New Inner VID After selecting Dotlg-Tunnel as the action, enter the new inner VLAN’s ID here.
The range is from 1 to 4094. This option is only available when Dot1g-Tunnel
was selected as the action.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

STP

STP Global Settings

This window is used to display and configure the STP global settings.

To view the following window, click L2 Features > STP > STP Global Settings, as shown below:

=10Da LUNGg S

STP State

STP State (@) Disabled (") Enabled
STP Traps

STP New Root Trap (®) Disabled (") Enabled

STP Topology Change Trap (@) Disabled (") Enabled
STP Mode

STP Mode [RSTP v]
STP Priority

Priority (0-61440) [32768 M
STP Configuration

Bridge Max Age (6-40) |20 |sec  Bridge Hello Time (1-2) R | sec

Bridge Forward Time (4-30) [15 |sec  TXHold Count (1-10) B | imes

Max Hops (1-40) 20 |times  NNI BPDU Address Dot1d v

Figure 5-48 STP Global Settings Window

The field that can be configured for STP State is described below:

Parameter Description

STP State Select to enable or disable the STP global state here.

Click the Apply button to accept the changes made.

The fields that can be configured for STP Traps are described below:

Parameter Description ‘

STP New Root Trap Select to enable or disable the STP new root trap option here.

STP Topology Change Trap | Select to enable or disable the STP topology change trap option here.

Click the Apply button to accept the changes made.
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The fields that can be configured for STP Mode are described below:

Parameter Description
STP Mode Select the STP mode used here. Options to choose from are MSTP, RSTP, and
STP.

Click the Apply button to accept the changes made.

The fields that can be configured for STP Priority are described below:

Parameter Description

Priority Select the STP priority value here. This value is between 0 and 61440. By default,
this value is 32768. The lower the value, the higher the priority.

Click the Apply button to accept the changes made.

The fields that can be configured for STP Configuration are described below:

Parameter Description ‘

Bridge Max Age Enter the bridge’s maximum age value here. This value must be between 6 and
40 seconds. By default, this value is 20 seconds. The maximum age value may
be set to ensure that old information does not endlessly circulate through
redundant paths in the network, preventing the effective propagation of the new
information. Set by the Root Bridge, this value will aid in determining that the
Switch has spanning tree configuration values consistent with other devices on
the bridged LAN.

Bridge Hello Time After selecting RSTP/STP as the Spanning Tree Mode, this parameter will be
available. Enter the bridge’s hello time value here. This value must be between 1
and 2 seconds. By default, this value is 2 seconds. This is the interval between
two transmissions of BPDU packets sent by the Root Bridge to tell all other
Switches that it is indeed the Root Bridge. This field will only appear here when
STP or RSTP is selected for the STP Version. For MSTP, the Hello Time must be
set on a port per port basis.

Bridge Forward Time Enter the bridge’s forwarding time value here. This value must be between 4 and
30 seconds. By default, this value is 15 seconds. Any port on the Switch spends
this time in the listening state while moving from the blocking state to the
forwarding state.

TX Hold Count Enter the transmit hold count value here. This value must be between 1 and 10
times. By default, this value is 6 times. This value is used to set the maximum
number of Hello packets transmitted per interval.

Max Hops Enter the maximum number of hops that are allowed. This value must be between
1 and 40 hops. By default, this value is 20 hops. This value is used to set the
number of hops between devices in a spanning tree region before the BPDU
(bridge protocol data unit) packet sent by the Switch will be discarded. Each
Switch on the hop count will reduce the hop count by one until the value reaches
zero. The Switch will then discard the BDPU packet and the information held for
the port will age out.

NNI BPDU Address Select the NNI BPDU Address option here. Options to choose from are Dotld
and Dotlad. By default, this option is Dot1d. This parameter is used to determine
the BPDU protocol address for STP in the service provide site. It can use an
802.1d STP address, 802.1ad service provider STP address, or a user defined
multicast address.

Click the Apply button to accept the changes made.
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STP Port Settings

This window is used to display and configure the STP port settings.

To view the following window, click L2 Features > STP > STP Port Settings, as shown below:

0 BTaNgs

STP Port Settings

Unit

Link Type
EFPDU Forward

Loop Guard

Unit 1 Settings

1

Cost(1-200000000,0=Aute) [ |

Auto
Disabled
Disabled

(v From Port To Port eth1/0/1 V]
State m Guard Root Disabled v
v PortFast |Network [~ TCN Filter Disabled v
(7] Priorty (128 [v] Helio Time (1-2) | sec
=

m Guard Root Link Type Port Fast TCN Filter BPDU Forward Loop Guard
128

eth1/0/1 Enabled 07200000 Disabled Auto/P2P Edge/MNon-Edge Disabled Disabled Disabled
eth1/0/2 Enabled 07200000 Disabled Auto/P2P Edge/Mon-Edge Disabled Disabled 128 Disabled
eth1/0/3 Enabled  0/200000 Disabled Auto/P2P Edge/Non-Edge Disabled Disabled 128 Disablad
eth1/0/4 Enabled 07200000 Disabled Auto/P2P Edge/Mon-Edge Disabled Disabled 128 Disabled
eth1/0/5 Enabled 07200000 Disabled Auto/P2P Edge/MNon-Edge Disabled Disabled 128 Disabled
eth1/0/6 Enabled  0/200000 Disabled Auto/P2P Edge/Non-Edge Disabled Disabled 128 Disabled
eth1/0/7 Enabled 07200000 Disabled Auto/P2P Edge/MNon-Edge Disabled Disabled 128 Disabled

Figure 5-49 STP Port Settings Window

The fields that can be configured are described below:

Parameter

Unit

Description ‘

Select the Switch unit that will be used for this configuration here.

From Port ~ To Port

Select the range of ports that will be used for this configuration here.

Cost

Enter the cost value here. This value must be between 1 and 200000000. This
value defines a metric that indicates the relative cost of forwarding packets to the
specified port list. Port cost can be set automatically or as a metric value. The
default value is 0 (auto). Setting O for the external cost will automatically set the
speed for forwarding packets to the specified port(s) in the list for optimal
efficiency. The default port cost for a 100Mbps port is 200000, a Gigabit port is
20000, and a 10 Gigabit port is 2000. The lower the number, the greater the
probability the port will be chosen to forward packets.

State

Select to enable or disable the STP port state.

Guard Root

Select to enable or disable the guard root function.

Link Type

Select the link type option here. Options to choose from are Auto, P2P, and
Shared. A full-duplex port is considered to have a point-to-point (P2P)
connection. On the opposite, a half-duplex port is considered to have a Shared
connection .The port cannot transit into the forwarding state rapidly by setting the
link type to Shared. By default this option is Auto.

Port Fast

Select the port fast option here. Options to choose from are Network, Disabled,
and Edge.

¢ In the Network mode the port will remain in the non-port-fast state for three
seconds. The port will change to the port-fast state if no BPDU is received
and changes to the forwarding state. If the port received the BPDU later, it
will change to the non-port-fast state.

¢ Inthe Disable mode, the port will always be in the non-port-fast state. It will
always wait for the forward-time delay to change to the forwarding state.

¢ Inthe Edge mode, the port will directly change to the spanning-tree
forwarding state when a link-up occurs without waiting for the forward-time
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Parameter

Description

delay. If the interface receives a BPDU later, its operation state changes to
the non-port-fast state.

By default, this option is Network.

TCN Filter

Select to enable or disable the TCN filter option. Enabling TC filtering on a port is
useful for an ISP to prevent the external bridge to a core region of the network,
causing address flushing in that region, possibly because those bridges are not
under the full control of the administrator. When a port is set to the TCN filter
mode, the TC event received by the port will be ignored. By default, this option is
Disabled.

BPDU Forward

Select to enable or disable BPDU forwarding. If enabled, the received STP BPDU
will be forwarded to all VLAN member ports in the untagged form. By default, this
option is Disabled.

Priority Select the priority value here. Options to choose from are 0 to 240. By default this
option is 0. A lower value has higher priority.

Hello Time Enter the hello time value here. This value must be between 1 and 2 seconds.
This value specifies the interval that a designated port will wait between the
periodic transmissions of each configuration message.

Loop Guard Select to enable or disable the loop guard feature on the specified port(s) here.

The STP loop guard feature provides additional protection against Layer 2
forwarding loops (STP loops). An STP loop is created when an STP blocking port
in a redundant topology erroneously transitions to the forwarding state. This
usually happens because one of the ports of a physically redundant topology (not
necessarily the STP blocking port) no longer receives STP BPDUSs. In its
operation, STP relies on continuous reception or transmission of BPDUs based
on the port role. The designated port transmits BPDUs, and the non-designated
port receives BPDUs.

When one of the ports in a physically redundant topology no longer receives
BPDUs, the STP conceives that the topology is loop free. Eventually, the blocking
port from the alternate or backup port becomes designated and moves to a
forwarding state. This situation creates a loop.

Click the Apply button to accept the changes made.

MST Configuration Identification

This window is used to display and configure the MST configuration identification settings. These settings will uniquely
identify a multiple spanning tree instance set on the Switch. The Switch initially possesses one CIST, or Common
Internal Spanning Tree, of which the user may modify the parameters for but cannot change the MSTI ID for, and

cannot be deleted.

To view the following window, click L2 Features > STP > MST Configuration Identification, as shown below:
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MST Configuration Identification
Configuration Name Fo:7D:68:34:0010 |

Revision Level (0-65535) b |

Digest AC36177F50283CD4B83821D2AB26DEG2
Private VLAN Synchronize

Private VLAN Synchronize
Instance 1D Settings

Instance ID (1-64) | |

Action [Add VID ~]

Total Entries: 1

CIST 1-4094 Edit Delete
111 1] Go

Figure 5-50 MST Configuration Identification Window

The fields that can be configured for MST Configuration Identification are described below:

Parameter Description

Configuration Name Enter the MST. This name uniquely identifies the MSTI (Multiple Spanning Tree
Instance). If a Configuration Name is not set, this field will show the MAC address
to the device running MSTP.

Revision Level Enter the revision level value here. This value must be between 0 and 65535. By
default, this value is 0. This value, along with the Configuration Name, identifies
the MSTP region configured on the Switch.

Click the Apply button to accept the changes made.

In the Private VLAN Synchronize section, the user can click the Apply button to synchronize the private VLANS.

The fields that can be configured for Instance ID Settings are described below:

Parameter Description ‘

Instance ID Enter the instance ID here. This value must be between 1 and 64.

Action Select the action that will be taken here. Options to choose from are Add VID and
Remove VID.

VID List Enter the VID list value here. This field is used to specify the VID range from
configured VLANSs set on the Switch.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

STP Instance

This window is used to display and configure the STP instance settings.
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To view the following window, click L2 Features > STP > STP Instance, as shown below:

Total Entries: 1

e T e s o o I
CIST Disabled 32768(32768 sysid 0)

1 [ 1 | [ [ea

Instance CIST

e — 5T vt otiode 519

Bridge Address FO-70-68-34-00-10
Designated Root Address / Priority 00-00-00-00-00-00 /0
Regional Root Bridge Address / Priority 00-00-00-00-00-00 /0
Designated Bridge Address / Priorify 00-00-00-00-00-00/ 0

Figure 5-51 STP Instance Window

The fields that can be configured are described below:

Parameter Description

Instance Priority After clicking the Edit button, enter the instance priority value here. This specifies
that the bridge priority and bridge MAC address together forms the Spanning-Tree
Bridge-ID, which is an important factor in the Spanning Tree topology. The range
is from O to 61440.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MSTP Port Information

This window is used to display and configure the MSTP port information settings.

To view the following window, click L2 Features > STP > MSTP Port Information, as shown below:

MSTP Port Information

Unit |1 ﬂ Port |eth1fo1 ﬂl |Clear Detected Protocol” Find |

eth1/0/1 Settings

mmm“—
CIST 200000 Forwarding NonStp

111 L] [ [ee

Figure 5-52 MSTP Port Information Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this display here.

Port Select the port number that will be cleared here.

Cost After clicking the Edit button, enter the cost value here. This value must be
between 1 and 200000000.

Priority After clicking the Edit button, select the priority value here. Options to choose
from are 0 to 240. By default this option is 0. A lower value has higher priority.
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Click the Clear Detected Protocol button to clear the detected protocol settings for the port selected.
Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

ERPS (G.8032)

ERPS

This window is used to display and configure Ethernet Ring Protection Switching (ERPS) settings.
To view the following window, click L2 Features > ERPS (G.8032) > ERPS, as shown below:

R S —————————————————————————_——_——

‘ ERPS Status ‘ ERPS Brief

ERPS Version Settings

ERPS Version [G.8032v2 ~]

Ethemnet Ring G.8032

32 chars | Apply

Ring Name

Total Entries: 1
cinemetfng | prt e T I R

ring Major ring Show Deta
111 1] Go

Figure 5-53 ERPS Window

The fields that can be configured in ERPS Version Settings are described below:

Parameter Description

ERPS Version Select the ERPS version here. Options to choose from are G.8032v1 and
G.8032v2. Before specifying G.8032v1 for a G.8032v2 device, changing the
ERPS version will lead to the restart of the running protocol.

Click the Apply button to accept the changes made.

The fields that can be configured in Ethernet Ring G.8032 are described below:

Parameter Description

Ring Name Enter the Ethernet Ring Protection (ERP) instance’s name here. This name can
be up to 32 characters long.

Click the Apply button to create an ITU-T G.8032 ERP physical ring.

Click the Edit Ring button to modify an ITU-T G.8032 ERP physical ring.

Click the Show Detail button to view the ITU-T G.8032 ERP physical ring’s status information.
Click the Delete button to delete the specified ITU-T G.8032 ERP physical ring.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After click the Edit Ring button, the following window will appear.
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§ e - UNg
Ethemnet Ring Settings
Ethernet Ring Name

Instance 1D (1-32)

Sub Ring Name
FortD

Fort1

Ring ID

Ring Type

ring

| 1 Mone (w)Specify

|32 chars ||:| (C)None (@)Specify

| 1 ﬂ| | eth1/0/1 j| ] " None (@Specify

|'I [~]|[Mone j“j.;j:;.None (@Specify
| | 1 None (@)Specify
[Major ring ~O

Back || Apply

Figure 5-54 ERPS (Edit Ring) Window

The fields that can be configured are described below:

Parameter

Instance ID

Description

Select the checkbox and enter the ERP instance number here. This value must
be between 1 and 32. Select the Specify radio button to configure this parameter
as per normal. Select the None radio button to revert this parameter to the default
setting.

Sub Ring Name

Select the checkbox and enter the physical ring’s sub-ring name here. This name
can be up to 32 characters long. Select the Specify radio button to configure this
parameter as per normal. Select the None radio button to revert this parameter to
the default setting.

Port0

Select the checkbox and then select the Switch’s unit ID and the port number that
will be the first ring port of the physical ring. Select the Specify radio button to
configure this parameter as per normal. Select the None radio button to revert this
parameter to the default setting.

Portl

Select the checkbox and then select the Switch’s unit ID and the port number that
will be the second ring port of the physical ring. Select the None option, from the
drop-down menu, specifies that the inter-connected node is a local node endpoint
of an open ring. Select the Specify radio button to configure this parameter as per
normal. Select the None radio button to revert this parameter to the default
setting.

Ring ID

Select the checkbox and enter the ring ID here. The range is from 1 to 239.

Select the Specify radio button to configure this parameter as per normal. Select
the None radio button to revert this parameter to the default setting.

Ring Type

Select the checkbox and then select the ring type here. Options to choose from
are Major Ring and Sub Ring.

Click the Back button to discard the changes made and return to the previous window.

Click the Apply button to accept the changes made.

After click the Show Detail button, the following window will appear.
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- ERPS Status Inf i

Figure 5-55 ERPS (View Detail) Window

Click the Back button to return to the previous window.

After selecting the ERPS Brief tab option, at the top of the page, the following page will be available.

| ERPS Status | | ERPS Brief |

otal Enfries: 1

Ethernet Ring Instance ID Port State

Edit Instance

mEis] « [EEc)

Figure 5-56 ERPS (ERPS Brief) Window

Click the Edit Instance button to configure the ERP instance.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After click the Edit Instance button, the following window will appear.
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d ENG stance
Ethernet Instance Settings

Ethernet Ring Name

Instance ID

Description

R-APS Channel VLAN (1-4094)

Inclusion VLAN List

MEL (0-7)

Profile Name

RPL Port

RPL Role

Activate

Sub Ring Instance (1-32)

Force Ring Port Block

Manual Ring Port Block

[](")Naone (@)Specify
l:l [](C)Mane (@)Specify
1,3-5 (_)Mone (@)Specify
(_)Mone ()Specify
(_)Mone (@)Specify

(" )Mone (&) Specify

(_)Mone (@)Specify

E
E

Back || Apply || Clear

The fields that can be configured are described below:

Parameter

Description

Description

Select the checkbox and enter the ERP instance’s description here. This
description can be up to 64 characters long. Select the Specify radio button to
configure this parameter as per normal. Select the None radio button to revert this
parameter to the default setting.

R-APS Channel VLAN

Select the checkbox and enter the R-APS channel VLAN's ID for the ERP
instance here. The APS channel VLAN of a sub-ring instance is also the virtual
channel of the sub-ring. This value must be between 1 and 4094. Select the
Specify radio button to configure this parameter as per normal. Select the None
radio button to revert this parameter to the default setting.

Inclusion VLAN List

Select the checkbox and enter the inclusion VLAN list here. A range is identified
when a hyphen (-) is used. For example VLANs 1 to 5 can be entered as 1-5. A
list is identified when commas (,) are used. For example, use VLANs 1,3,5. The
VLANSs specified here will be protected by the ERP mechanism. Select the
Specify radio button to configure this parameter as per normal. Select the None
radio button to revert this parameter to the default setting.

MEL

Select the checkbox and enter the ring MEL value of the ERP instance here. This
value must be between 0 and 7. The configured MEL value of all ring nodes that
participate in the same ERP instance should be identical. Select the Specify radio
button to configure this parameter as per normal. Select the None radio button to
revert this parameter to the default setting.

Profile Name

Select the checkbox and enter the G.8032 profile’s name here that will be
associated with this ERP instance. Multiple ERP instances can be associated with
the same G.8032 profile. The instances associated with the same profile protect
the same set of VLANS, or the VLANS protected by one instance are a subset of
LANSs protected by another instance. This name can be up to 32 characters long.
Select the Specify radio button to configure this parameter as per normal. Select
the None radio button to revert this parameter to the default setting.

RPL Port Select the checkbox and then select the RPL port option here. Options to choose
from are Port0 and Portl. The option selected will be configured as the RPL port.
RPL Role Select the RPL role here. Options to choose from are:

e Owner - Specifies the ring node as the RPL owner node for the configured
instance.

¢ Neighbor - Specifies the ring node as the RPL neighbor node for the
configured instance.

Select the Specify radio button to configure this parameter as per normal. Select
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Parameter Description
the None radio button to revert this parameter to the default setting.

Activate Select the checkbox and then select whether or not to active this ERP instance.
Options to choose from are Enabled and Disabled. Enabling this option will
active this ERP instance.

Sub Ring Instance Select and enter the sub-ring instance ID here. The range is from 1 to 32. Select
the Specify radio button to configure this parameter as per normal. Select the
None radio button to revert this parameter to the default setting.

Force Ring Port Block Select the ERP instance port that will be blocked here. This forcibly blocks an
instance port immediately after force is configured, irrespective of whether link
failures have occurred. Options to choose from are Port0O and Port1.

Manual Ring Port Block Select the ERP instance port that will be blocked here. This forcibly blocks a port
on which MS is configured when link failures and FS conditions are absent.
Options to choose from are Port0 and Port1.

Click the Back button to discard the changes made and return to the previous window.

Click the Apply button to accept the changes made.

ERPS Profile

This window is used to display and configure the Ethernet Ring G.8032 profile settings.
To view the following window, click L2 Features > ERPS (G.8032) > ERPS Profile, as shown below:

T ERPSTPGHife——w—

Ethemet Ring G.8032 Profile

32 chars | Apply

Profile Mame

Total Entries: 1

500 1] 5

profile | Edit || Delete |

111 [ 1| [ leo

Figure 5-57 ERPS Profile Window

The fields that can be configured are described below:

Parameter Description

Profile Name Enter the G.8032 profile’'s name here. This name can be up to 32 characters long.
Multiple ERP instances can be associated with the same G.8032 profile. The
instances associated with the same profile protect the same set of VLANS, or the
VLANSs protected by one instance are a subset of LANs protected by another
instance.

Click the Apply button to associate the G.8032 profile with the ERP instance created.
Click the Edit button to modify the specified G.8032 profile.
Click the Delete button to disassociate the G.8032 profile.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After click the Edit button, the following window will appear.
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L] LIe - &

Ethemnet Profile Settings
Profile Mame profile
TCN Propagation |D sabled ﬂ||:|
Revertive |Eﬂa:-|ec ﬂ“j
Guard Timer (10-2000) 500 |ms ]
Hold-Off Timer (0-10) p |s]
WTR Timer (1-12) B |min ]
Back || Apply
Figure 5-58 ERPS Profile (Edit) Window
The fields that can be configured are described below:
Parameter Description ‘
TCN Propagation Select the checkbox and then select the TCN propagation state. Options to

choose from are Enable and Disabled. This function is used to enable the
propagation of the topology change notifications from the sub-ERP instance to the
major instance.

Revertive Select the checkbox and then select the revertive state. Options to choose from
are Enable and Disabled. This function is used to revert back to the working
transport entity, for example, when the RPL was blocked.

Guard Timer Select the checkbox and enter the guard timer value here. This value must be
between 10 and 2000 milliseconds. By default, this value is 500 milliseconds.

Hold-Off Timer Select the checkbox and enter hold-off timer value here. This value must be
between 0 and 10 seconds. By default, this value is 0 seconds.

WTR Timer Select the checkbox and enter the WTR timer value here. This value must be
between 1 and 12 minutes. By default, this value is 5 minutes.

Click the Back button to discard the changes made and return to the previous window.

Click the Apply button to accept the changes made.

Loopback Detection

The Loopback Detection (LBD) function is used to detect the loop created by a specific port. This feature is used to
temporarily shut down a port on the Switch when a CTP (Configuration Testing Protocol) packet has been looped
back to the Switch. When the Switch detects CTP packets received from a port or a VLAN, this signifies a loop on the
network. The Switch will automatically block the port or the VLAN and send an alert to the administrator. The
Loopback Detection port will restart (change to normal state) when the Loopback Detection Recover Time times out.
The Loopback Detection function can be implemented on a range of ports at a time. The user may enable or disable
this function using the drop-down menu.

To view the following window, click L2 Features > Loopback Detection, as shown below:
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DO D JeLe L1O)

Tl
Loopback Detection Global Settings
Loopback Detection State |Disabled ~] Mode [Port-based ~]
Enabled VLAN ID List [1-4094 | Interval (1-32767) [0 | sec
Trap State |Disabled ~] Action Mode [Shutdown ~]
Function Version v4.06
Loopback Detection Port Settings
Unit (1 [v] From Port |eth1."(]."1 ﬂ| To Port |eth1a'Df"1 ﬂ| State |Disabled ﬂ|
I T S T N
eth1/0M1 Disabled Normal -
eth1/0/2 Disabled Normal -
eth1/0/3 Disabled Normal -
eth1/0/4 Disabled Normal -
eth1/0/5 Disabled Normal =
Figure 5-59 Loopback Detection Window
The fields that can be configured in Loopback Detection Global Settings are described below:
Parameter Description ‘
Loopback Detection State Select to enable or disable loopback detection. The default is Disabled.
Mode Select the loopback detection mode. Options to choose from are Port-based and
VLAN-based.
Enabled VLAN ID List Enter the VLAN ID for loop detection. This only takes effect when the VLAN-

based is selected in the Mode drop-down list.

Interval Enter the interval in seconds that the device will transmit all the CTP
(Configuration Test Protocol) packets to detect a loop-back event. The valid range
is from 1 to 32767 seconds. The default setting is 10 seconds.

Trap State Select to enable or disable the loopback detection trap state.

Action Mode Select the action mode here. Option to choose from are:

e Shutdown - Specifies to shut down the port in the port-based mode or block
traffic on the specific VLAN in the VLAN-based mode when the loop has
been detected.

¢ None - Specifies not to shut down the port in the port-based mode or block
traffic on the specific VLAN in the VLAN-based mode when the loop has
been detected.

Click the Apply button to accept the changes made.

The fields that can be configured in Loopback Detection Port Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

State Select this option to enable or disable the state of the port.

Click the Apply button to accept the changes made.
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Link Aggregation

Understanding Port Trunk Groups

Port trunk groups are used to combine a number of ports together to make a single high-bandwidth data pipeline. The
Switch supports up to 32 port trunk groups with up to 8 ports in each group.

An Example of Link Aggregation

Ethemet Backbone
Uplink

e A
: L Neew LML)

1000 Mbps 1000 Mibps n:m Mbps

— Yl

1000 Mbps Connection 1000 anes Cannection 1000 an‘a Connection

Qﬁlu {@ Q,EL Qﬁga

End Station Clients

Figure 5-60 Example of Port Trunk Group

The Switch treats all ports in a trunk group as a single port. Data transmitted to a specific host (destination address)
will always be transmitted over the same port in a trunk group. This allows packets in a data stream to arrive in the
same order they were sent.

Link aggregation allows several ports to be grouped together and to act as a single link. This gives a bandwidth that is
a multiple of a single link's bandwidth.

Link aggregation is most commonly used to link a bandwidth intensive network device or devices, such as a server, to
the backbone of a network.

The Switch allows the creation of up to 32 link aggregation groups, each group consisting of up to 8 links (ports). Each
port can only belong to a single link aggregation group.

All of the ports in the group must be members of the same VLAN, and their STP status, static multicast, traffic control;
traffic segmentation and 802.1p default priority configurations must be identical. Port locking and 802.1X must not be
enabled on the trunk group. Further, the LACP aggregated links must all be of the same speed and should be
configured as full duplex.

Load balancing is automatically applied to the ports in the aggregated group, and a link failure within the group causes
the network traffic to be directed to the remaining links in the group.

The Spanning Tree Protocol will treat a link aggregation group as a single link, on the Switch level. On the port level,
the STP will use the port parameters of the Master Port in the calculation of port cost and in determining the state of

the link aggregation group. If two redundant link aggregation groups are configured on the Switch, STP will block one
entire group; in the same way STP will block a single port that has a redundant link.
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v NOTE: If any ports within the trunk group become disconnected, packets intended for the disconnected
port will be load shared among the other linked ports of the link aggregation group.

This window is used to display and configure the link aggregation settings. To view the following window, click L2
Features > Link Aggregation, as shown below:

E0ato

System Priority (1-65535) pares |
Load Balance Algerithm |Source Destination MAC [~ ]
System ID 32768,F0-7D-58-34-00-10

Channel Group Information

Unit From Port To Port Group 1D (1-32) Mode
1[v] [eth1/0/1 [v] [eth1/0/1 [+~]] [ | [on V] Add |[Delete Member Por]

Note: Each Channel Group supports up to 8 member poris.

Total Entries: 1

L
Port-channell Static 1/0/18-1/0/19 Delete Channel| | Show Detail

Figure 5-61 Link Aggregation Window

The fields that can be configured for Link Aggregation are described below:

Parameter Description

System Priority Enter the system’s priority value used here. This value must be between 1 and
65535. By default, this value is 32768. The system priority determines which ports
can join a port-channel and which ports are put in the stand-alone mode. The
lower value has a higher priority. If two or more ports have the same priority, the
port number determines the priority

Load Balance Algorithm Select the load balancing algorithm that will be used here. Options to choose from
are Source MAC, Destination MAC, Source Destination MAC, Source IP,
Destination IP, Source Destination IP, Source L4 Port, Destination L4 Port,
and Source Destination L4 Port. By default, this option is Source Destination
MAC.

Click the Apply button to accept the changes made.

The fields that can be configured for Channel Group Information are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the list of ports that will be associated with this configuration here.

Group ID Enter the channel group number here. This value must be between 1 and 32. The

system will automatically create the port-channel when a physical port first joins a
channel group. An interface can only join one channel-group.

Mode Select the mode option here. Options to choose from are On, Active, and
Passive. If the mode On is specified, the channel group type is static. If the mode
Active or Passive is specified, the channel group type is LACP. A channel group
can only consist of either static members or LACP members. Once the type of
channel group has been determined, other types of interfaces cannot join the
channel group.

Click the Add button to add a new channel group.

Click the Delete Member Port button, to delete the member port(s) specified from the group.
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Click the Delete Channel button to delete the specified channel group.

Click the Show Detail button to view more detailed information about the channel.

After clicking the Show Detail button, the following page will be available.

Port Channel Description Information

Fort Channel 1
Description B4 chars |
Port-channeli down enabled
Port Channel Information
Port Channel 1
Protocol Static

Port Channel Detail Information

“ LACP Timeout Working Mode LACP State Port Priority Port Number -
down

eth1/0/18 MNone None MNone None Edit
eth1/0/19 None None down None None Edit

Port Channel Neighbor Information

m Partner System ID Partner PortNo Partner LACP Timeout Partner Working Mode Partner Port Priornity

eth1/0/18 MNone None None None None
eth1/0/19 Mone Mone None None Mone
LACP State:

bndl: Port is attached to an aggregator and bundled with other poris.

indep: Port is in an independent state(not bundled but able to switch data traffic).
hot-sby: Port is in a hot-standby state.

down: Port is down.

Figure 5-62 Link Aggregation (Channel Detail) Window

The fields that can be configured are described below:

Parameter Description

Description Enter the description for the port channel here. This string can be up to 64
characters long.

Click the Apply button to accept the changes made.
Click the Delete Description button to delete the description for the port channel.
Click the Edit button to re-configure the specific entry.

Click the Back button to return to the previous page.

L2 Protocol Tunnel

This window is used to display and configure the Layer 2 protocol tunnel settings.

To view the following window, click L2 Features > L2 Protocol Tunnel, as shown below:
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OLOLO)

‘ L2 Protocol Tunnel Global Settings ‘ L2 Protocol Tunnel Port Settings
CoS for Encapsulated Packets |5 ﬂ| [] Default
Drop Threshold (100-20000) o | [ Defautt
Protocol Drop Counter
GVRP 0
STP 0
01-00-0C-CC-CC-CC 0
01-00-0C-CC-CC-CD 0

Figure 5-63 L2 Protocol Tunnel (L2 Protocol Tunnel Global Setting) Window

The fields that can be configured are described below:

Parameter Description ‘
CoS for Encapsulated Select the CoS value for encapsulated packets here. This value is between 0 and
Packets 7. Tick the Default option to use the default value.

Drop Threshold Enter the drop threshold value here. This value must be between 100 and 20000.

By default, this value is 0. The tunneling of the Layer 2 protocol packets will
consume CPU processing power in encapsulating, decapsulating, and forwarding
of the packet. Use this option to restrict the CPU processing bandwidth consumed
by specifying a threshold on the number of all Layer 2 protocol packets that can
be processed by the system. When the maximum number of packets is exceeded,
the excessive protocol packets are dropped.

Click the Apply button to accept the changes made.

After selecting the L2 Protocol Tunnel Port Setting tab option, at the top of the page, the following page will be
available.

O1LOCO

L2 Protocol Tunnel Global Settings | L2 Protocol Tunnel Port Settings |

Unit From Port To Port Action Type Tunneled Protocol  Protocol MAC Threshold
[ [v]letht/on ] [eth1/0/1 v][Add [v][None  [v][GVRP [v][01-00-0c-Ce-CcC-Ce[V])| [_sooy ]
Unit 1 Settings
[ pon_ oo | Stdown s | Dro Teshold | Excopaton Counter | _Decpston Coner | o Counter |
eth1/0/22  gurp - - 0 0 0
Figure 5-64 L2 Protocol Tunnel (L2 Protocol Tunnel Port Setting) Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the range of ports that will be used for this configuration here.
Action Select Add to add a new entry based in the information entered.
Select Delete to delete an entry based in the information entered.
Type Select the type option here. Options to choose from are None, Shutdown, and
Drop.
Tunneled Protocol Select the tunneled protocol option here. Options to choose from are GVRP, STP,
Protocol MAC, and All.
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Parameter Description ‘

Protocol MAC After selecting the Protocol MAC option as the Tunneled Protocol, the following
option will be available. Select the protocol MAC option here. Options to choose
from are 01-00-0C-CC-CC-CC and 01-00-0C-CC-CC-CD.

Threshold After selecting the Shutdown or Drop options as the Type, the following
parameter will be available. Enter the threshold value here. This value must be
between 1 and 4096.

Click the Apply button to accept the changes made.
Click the Clear All button to clear all the counter information.

Click the Clear button to clear all the counter information of the specific entry.

L2 Multicast Control

IGMP Snooping

Internet Group Management Protocol (IGMP) snooping allows the Switch to recognize IGMP queries and reports sent
between network stations or devices and an IGMP host.

IGMP Snooping Settings

In order to use IGMP Snooping it must first be enabled for the entire Switch under IGMP Global Settings at the top of
the window. You may then fine-tune the settings for each VLAN by clicking the corresponding Edit button. When
enabled for IGMP snooping, the Switch can open or close a port to a specific multicast group member based on IGMP
messages sent from the device to the IGMP host or vice versa. The Switch monitors IGMP messages and
discontinues forwarding multicast packets when there are no longer hosts requesting that they continue.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Settings, as shown below:

00D 0 Settings

Global Settings

Global State (Enabled (®)Disabled
VLAN Status Settings

viD(i409[ ] (Enabled (@)Disabled
IGMP Snooping Table

viD(009[ ] | Find | [ showan |
Total Entries: 1

L ow |  wawmme | osaws | ]

1 default Enabled [show Detail| [ edit |
n [T] [ [eo

Figure 5-65 IGMP Snooping Settings Window

The fields that can be configured in Global Settings are described below:

Parameter Description

Global State Select this option to enable or disable IGMP snooping global state.

Click the Apply button to accept the changes made.

The fields that can be configured in VLAN Status Settings are described below:
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Parameter Description
VID Enter a VLAN ID from 1 to 4094, and select to enable or disable IGMP snooping
on the VLAN.

Click the Apply button to accept the changes made.

The fields that can be configured in IGMP Snooping Table are described below:

Parameter Description
VID Enter a VLAN ID from 1 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Click the Show Detail button to see the detail information of the specific VLAN.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.

IGMP Snooping VLAN Parameters

VID 1

Status Enabled

Minimum Version vi

Fast Leave Disabled (hosi-based)
Report Suppression Dizsabled

Suppression Time 10 seconds

Querier State Disabled

Query Version v3

Query Interval 125 seconds

Max Response Time 10 seconds
Robustness Value 2

Last Member Query Interval 1 seconds

Proxy Reporting Disabled Source Address (0.0.0.0)
Rate Limit 0

Ilgnore Topology Change Dizabled

Figure 5-66 IGMP Snooping Settings (Show Detail) Window

The window displays the detail information about IGMP snooping VLAN.

Click the Modify button to edit the information in the following window.

After clicking the Modify or Edit button in IGMP Snooping Settings window, the following window will appear.
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IGMP Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)
Querier State

Query Version

CQuery Interval (1-31744)
Max Response Time (1-25)
Robustness Value (1-7)

Last Member Query Interval (1-25)
Proxy Reporting

Rate Limit (1-1000)
lgnore Topoloegy Change

[ |
e Enabled  Disabled
K v]
{JEnabled (e)Disabled
{JEnabled (e)Disabled
i |
{JEnabled (e)Disabled
3 v]
125

1o
2 |
1t
{JEnabled (@)Disabled
Source Address|

| | ¥4 No Limit
(JEnabled (eDisabled

Apply

Figure 5-67 IGMP Snooping Settings (Modify, Edit) Window

The fields that can be configured are described below:

Parameter

Minimum Version

Description

Select the minimum IGMP host version that is allowed on the VLAN. Options to
choose from are 1, 2, and 3.

Fast Leave

Select this option to enable or disable the IGMP snooping fast leave function. If
enabled, the membership is immediately removed when the system receive the
IGMP leave message.

Report Suppression

Select this option to enable or disable the report suppression. The report
suppression function only works for IGMPv1 and IGMPv2 traffic. When report
suppression is enabled, the Switch suppresses the duplicate reports sent by
hosts. The suppression for the same group report or leave will continue until the
suppression time expired. For report or leave messages to the same group, only
one report or leave message is forwarded. The remaining report and leave
messages are suppressed.

Suppression Time

Enter the interval of suppressing duplicate IGMP reports or leaves. The range is
from 1 to 300.

Querier State

Select this option to enable or disable the querier state.

Query Version

Select the general query packet version sent by the IGMP snooping querier.
Options to choose from are 1, 2, and 3.

Query Interval

Enter the interval at which the IGMP snooping querier sends IGMP general query
messages periodically. The range is from 1 to 31744.

Max Response Time

Enter the maximum response time, in seconds, advertised in IGMP snooping
gueries. The range is from 1 to 25.

Robustness Value

Enter the robustness variable used in IGMP snooping. The range is from 1 to 7.

Las Member Query Interval

Enter the interval at which the IGMP snooping querier sends IGMP group-specific
or group-source-specific (channel) query messages. The range is from 1 to 25.

Proxy Reporting

Select this option to enable or disable the proxy-reporting function.

Source Address

Enter the source IP of proxy reporting. This is available when Enabled is selected
in Proxy Reporting.
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Parameter Description

Rate Limit Enter the rate limit value here. The range is from 1 to 1000. Tick the No Limit
option to apply no rate limit on this profile.

Ignore Topology Change Select to enable or disable the ignore topology change feature here.

Click the Apply button to accept the changes made.

IGMP Snooping AAA Settings

This window is used to display and configure the IGMP snooping AAA settings.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping AAA
Settings, as shown below:

IGMP Snooping AAA Settings

Unit From Fort To Port Authentication Accounting
1 [v] [etnh1r0m [~] [etnt/0i [v] [Disabled [v] [Disabled ~]
IGMP Snooping AAA Table
Unit Port
1 [v] sth1/0/1 V] | Find | [ showan |
Authentication Enabled Poris Accounting Enabled Poris

1013 1013

Figure 5-68 IGMP Snooping AAA Settings Window

The fields that can be configured in IGMP Snooping AAA Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.
Authentication Select to enable or disable authentication here. This is used to enable or disable

the authentication function for IGMP join messages. When enabled and the client
wants to join a group, the system will perform authentication first.

Accounting Select to enable or disable accounting here. This is used to enable or disable
accounting when a listener joining an IGMP group. When enabled and the client
joins a group, the accounting message will be sent to RADIUS.

Click the Apply button to accept the changes made.

The fields that can be configured in IGMP Snooping AAA Table are described below:

Parameter Description

Unit Select the Switch unit that will be used for this display here.

From Port ~ To Port Select the range of ports that will be used for this display here.

Click the Find button to generate the display based on the selections made.

Click the Show All button to display all the available entries.
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IGMP Snooping Groups Settings

This window is used to display and configure and view the IGMP snooping static group, and view IGMP snooping
group.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Groups Settings, as shown below:

IGMP Snooping Static Groups Settings

VID (1-4094) Group Address Unit From Port To Port

| | [ - - - 10 ] [ethtioi ] [eth1i0it ~] [ mpply | [ Delete |
VID (1-4094) Group Address

O — o E— [ ][ showai |

Total Entries: 1

o G s T

1 224.01.0 17010
1n (] Ge
IGMP Snooping Groups Table
VID (1-4094) Group Address
O — o] [ Deta [rme ] [ showar |

Total Entries: 0

Figure 5-69 IGMP Snooping Groups Settings Window

The fields that can be configured in IGMP Snooping Static Groups Settings are described below:

Parameter Description ‘

VID Enter a VLAN ID of the multicast group. The range is from 1 to 4094.

Group Address Enter an IP multicast group address.

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

VID Click the radio button and enter a VLAN ID of the multicast group. The range is
from 1 to 4094.

Group Address Click the radio button and enter an IP multicast group address.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

The fields that can be configured in IGMP Snooping Groups Table are described below:

Parameter Description

VID Click the radio button and enter a VLAN ID of the multicast group. The range is
from 1 to 4094.

Group Address Click the radio button and enter an IP multicast group address.

Detail Select this option to display the IGMP group detail information.

Click the Find button to locate a specific entry based on the information entered.
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Click the Show All button to view all the entries.

IGMP Snooping Filter Settings

This window is used to display and configure the IGMP snooping feature’s filter settings.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping Filter
Settings, as shown below:

IGMP Snooping Rate Limit Settings

17010

Unit From Port To Port Limit Number (1-1000)
1 v eth1/0/1 v] eth1/0/1 ~] [ ]OnoLm
Action VID (1-4094)
Por 1 E—
IGMP Snooping Limit Settings
Unit From Port To Port Limit Number (1-512)
Exceed Action Except ACL Name WID (1-4094)
Unit From Port To Port WID (1-4094)
i ] shint V] chinn V] ]
Access Group Settings
Unit From Port To Port Action
&th1/0/1 V] eth1/0/1 V] Add v]
ACL Name VID (1-4094)
2 crars | [ pise seieet | ]
IGMP Snooping Filter Table
Unit From Port To Port
eth1/0/1 ] eth1/0/1 ~] [ _Fnd | [ showal |
Total Entries: 1

500pps

Show Detail

n [7] [ [ee

Figure 5-70 IGMP Snooping Filter Settings Window

The fields that can be configured in IGMP Snooping Rate Limit Settings are described below:

Parameter

Unit

Description

Select the Switch’s unit ID that will be used here.

From Port ~ To Port

Select the Switch’s port range that will be used here. This is only available if the
Port option was selected as the action below.

Limit Number

Enter the limit number here. This is to configure the rate of IGMP control packets
that the Switch can process on a specific interface. The range is from 1 to 1000
packets per second. Select the No Limit option to remove the limitation.

Action Select the action that will be taken here. Options to choose from are Port and
VLAN.
VID Enter the VLAN's ID here. This is the Layer 2 VLAN on a trunk port and applies

the filter to packets that arrive on that VLAN. The range is from 1 to 4094. This is
only available if the VLAN option was selected as the action.

Click the Apply button to accept the changes made.
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The fields that can be configured in IGMP Snooping Limit Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Limit Number Enter the limit number here. This is used to set the limitation on the number of

IGMP cache entries that can be created. The range is from 1 to 512.

Exceed Action Select the exceed action here. This parameter specifies the action for handling
newly learned groups when the limitation is exceeded.

Options to choose from are Default, Drop and Replace.
o Default - Specifies that the default action will be taken.
e Drop - Specifies that the new group will be dropped.

¢ Replace - Specifies that the new group will replace the oldest group.

Except ACL Name Enter the standard IP access list's name here. The group (*,G), or channel (S,G)
permitted by the access list will be excluded from the limit. To permit a channel
(S,G), specify S in the source address field and G in the destination address field
of the access list entry. To permit a group (*,G), specify “any” in the source
address field and G in the destination address field of the access list entry. This
name can be up to 32 characters long. Alternatively, click the Please Select
button to find and select any of the exiting access lists configured on the Switch to
be used in this configuration.

VID Enter the Layer 2 VLAN'’s name on a trunk port here. This applies the filter to
packets that arrive on that VLAN. The range is from 1 to 4094.

Click the Apply button to accept the changes made.

Click the Delete button to delete an entry based on the information entered.

The fields that can be configured in Access Group Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Action Select Add to add a new entry based in the information entered.

Select Delete to delete an entry based in the information entered.

ACL Name Enter the standard IP access list's name here. This is used to permit users to join
a group (*, G), specify “any” in source address field and G in destination address
field of the access list entry. This name can be up to 32 characters long.
Alternatively, click the Please Select button to find and select any of the exiting
access lists configured on the Switch to be used in this configuration.

VID Enter the VLAN's ID used for this configuration here. The range is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured in IGMP Snooping Filter Table are described below:

Parameter Descripton

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all the entries.

Click the Show Detail button to view more detailed information associated with the entry.

160



DXS-3400 Series Lite Layer 3 Stackable 10GbE Managed Switch Web Ul Reference Guide

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following page will appear.

IGMP Snooping Detail Filter Table

Total Entries: 1

Port: 1/0/10
W [ hesoow gt

Mot Configured Mot Configured

i DENEE

Figure 5-71 IGMP Snooping Filter Settings (Show Detail) Window

Click the Back button to return to the previous window.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IGMP Snooping Mrouter Settings

This window is used to display and configure the specified interface(s) as the multicast router ports or as forbidden to
be multicast router ports on the Switch.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Mrouter Settings, as shown below:

IGMP Snooping Mrouter Settings

VD (1-4094) Configuration Unit From Port To Port
| | [Port M [ ¥] [ethinort v] [ethifon M [ ey | [ Delete

IGMP Snooping Mrouter Table

VD409 ] | Find | [ showan |

Total Entries: 1

1 1/0/13 (Static)
[n] 1 [ e

Figure 5-72 IGMP Snooping Mrouter Settings Window

The fields that can be configured in IGMP Snooping Mrouter Settings are described below:

Parameter Description ‘

VID Enter the VLAN ID used here. The range is from 1 to 4094.

Configuration Select the port configuration. Options to choose from are Port, and Forbidden
Port.

e Port - Select to have the configured ports to be static multicast router ports.

e Forbidden Port - Select to have the configured ports not to be multicast
router ports.

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.
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Click the Delete button to remove the specified entry.

The fields that can be configured in IGMP Snooping Mrouter Table are described below:

Parameter Description

VID Enter the VLAN ID used here. The range is from 1 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IGMP Snooping Statistics Settings

This window is used to display and clear the IGMP snooping related statistics.

To view the following window, click L2 Features > L2 Multicast Control > IGMP Snooping > IGMP Snooping
Statistics Settings, as shown below:

IGMP Snooping Statistics Settings

Statistics VID (1-4094) Unit From Port To Port

[A ~ | [ [»]  [eth10n @]  [eth1/0i1 V]
IGMP Snooping Statistics Table

Find Type WVID (1-4094) Unit From Port To Port

[VLAN > | K ] [ethtr0rt ] [ethiror ~] [ Find | [ showan |

Total Entries: 0

E e ]

A A e N A e e K R

Figure 5-73 IGMP Snooping Statistics Settings Window

The fields that can be configured in IGMP Snooping Statistics Settings are described below:

Parameter Description ‘
Statistics Select the interface here. Options to choose from are All, VLAN, and Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is selected in

the Statistics drop-down list.

Unit Select the Switch unit that will be used for this configuration here. This is available
when Port is selected in the Statistics drop-down list.

From Port ~ To Port Select the appropriate port range used for the configuration here. This is available
when Port is selected in the Statistics drop-down list.

Click the Clear button to clear the IGMP snooping related statistics.

The fields that can be configured in IGMP Snooping Statistics Table are described below:

Parameter Description ‘
Find Type Select the interface type. Options to choose from are VLAN, and Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is selected in

the Find Type drop-down list.

Unit Select the Switch unit that will be used for this configuration here. This is available
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Parameter Description
when Port is selected in the Find Type drop-down list.

From Port ~ To Port Select the appropriate port range used for the configuration here. This is available
when Port is selected in the Find Type drop-down list.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MLD Snooping

Multicast Listener Discovery (MLD) Snooping is an IPv6 function used similarly to IGMP snooping in IPv4. It is used to
discover ports on a VLAN that are requesting multicast data. Instead of flooding all ports on a selected VLAN with
multicast traffic, MLD snooping will only forward multicast data to ports that wish to receive this data through the use
of queries and reports produced by the requesting ports and the source of the multicast traffic.

MLD snooping is accomplished through the examination of the layer 3 part of an MLD control packet transferred
between end nodes and a MLD router. When the Switch discovers that this route is requesting multicast traffic, it adds
the port directly attached to it into the correct IPv6 multicast table, and begins the process of forwarding multicast
traffic to that port. This entry in the multicast routing table records the port, the VLAN ID, and the associated multicast
IPv6 multicast group address, and then considers this port to be an active listening port. The active listening ports are
the only ones to receive multicast group data.

MLD Control Messages

These types of messages are transferred between devices using MLD snooping. These messages are all defined by
four ICMPV6 packet headers, labeled 130, 131, 132, and 143.

e Multicast Listener Query - Similar to the IGMPv2 Host Membership Query for IPv4, and labeled as 130 in the
ICMPV6 packet header, this message is sent by the router to ask if any link is requesting multicast data. There
are two types of MLD query messages emitted by the router. The General Query is used to advertise all
multicast addresses that are ready to send multicast data to all listening ports, and the Multicast Specific query,
which advertises a specific multicast address that is also ready. These two types of messages are distinguished
by a multicast destination address located in the IPv6 header and a multicast address in the Multicast Listener
Query Message.

e Multicast Listener Report, Version 1 - Comparable to the Host Membership Report in IGMPv2, and labeled
as 131 in the ICMP packet header, this message is sent by the listening port to the Switch stating that it is
interested in receiving multicast data from a multicast address in response to the Multicast Listener Query
message.

e Multicast Listener Done - Akin to the Leave Group Message in IGMPv2, and labeled as 132 in the ICMPv6
packet header, this message is sent by the multicast listening port stating that it is no longer interested in
receiving multicast data from a specific multicast group address, therefore stating that it is “done” with the
multicast data from this address. Once this message is received by the Switch, it will no longer forward
multicast traffic from a specific multicast group address to this listening port.

e Multicast Listener Report, Version 2 - Comparable to the Host Membership Report in IGMPV3, and labeled
as 143 in the ICMP packet header, this message is sent by the listening port to the Switch stating that it is
interested in receiving multicast data from a multicast address in response to the Multicast Listener Query
message.

MLD Snooping Settings

This window is used to display and configure the MLD snooping settings.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping
Settings, as shown below:
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Global Settings

Global State ()Enabled (@Disabled
VLAN Status Settings

viD(a00) ] ()Enabled (@)Disabled
MLD Snooping Table

viD(g0ag[ ] | Find | [ showan |

Total Entries: 1

default Enabled [show Detail| | Edit |

1] kil [ lee

Figure 5-74 MLD Snooping Settings Window

The fields that can be configured in Global Settings are described below:

Parameter Description

Global State Select this option to enable or disable MLD snooping global state.

Click the Apply button to accept the changes made.

The fields that can be configured in VLAN Status Settings are described below:

Parameter Description
VID Enter a VLAN ID from 1 to 4094, and select to enable or disable MLD snooping
on the VLAN.

Click the Apply button to accept the changes made.

The fields that can be configured in MLD Snooping Table are described below:

Parameter Description
VID Enter a VLAN ID from 1 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Click the Show Detail button to see the detail information of the specific VLAN.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.
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viLL) Snooping VLAN Farameters

MLD Snooping VLAN Parameters

VID 1

Status Enabled

Minimum Version vi

Fast Leave Disabled (host-based)
Report Suppression Disabled

Suppression Time 10 seconds

Proxy Reporting Disabled Source Address ()
Mrouter Port Learning Enabled

Querier State Disabled

Query Version v2

Query Interval 125 seconds
Max Response Time 10 seconds
Robustness Value 2

Last Listener Cuery Interval 1 seconds
Rate Limit 0

Ilgnore Topology Change Disabled

Figure 5-75 MLD Snooping Settings (Show Detail) Window

The window displays the detail information about MLD snooping VLAN.

Click the Modify button to edit the information in the following window.

After clicking the Modify or Edit button in MLD Snooping Settings window, the following window will appear.

MLD Snooping VLAN Settings

VID (1-4094)
Status
Minimum Version

Fast Leave
Report Suppression

Suppression Time (1-300)
Proxy Reporting

Mrouter Port Learning
Querier State

CQuery Version
CQuery Interval {1-31744)
Max Response Time (1-25)

Robustness Value (1-7)

Last Listener Query Interval {1-25)

Rate Limit (1-1000)
Ilgnore Topology Change

[ |
# Enabled [ Disabled
1 v]
(_)Enabled (e)Disabled
(_JEnabled (e)Disabled
10 |
(_JEnabled (e)Disabled
Source Address|

(@)Enabled (")Disabled
(_JEnabled (e)Disabled

2 V]
|125 |sec
|10 |ser.
R |
|1 |sec
| No Limit

(_JEnabled (e)Disabled

Apply

Figure 5-76 MLD Snooping Settings (Modify, Edit) Window

The fields that can be configured are described below:
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Parameter Description

Minimum Version Select the minimum version of MLD hosts that is allowed on the VLAN. Options to
choose from are 1 and 2.

Fast Leave Select this option to enable or disable the MLD snooping fast leave function. If
enabled, the membership is immediately removed when the system receive the
MLD leave message.

Report Suppression Select this option to enable or disable the report suppression.

Suppression Time Enter the interval of suppressing duplicate MLD reports or leaves. The range is
from 1 to 300.

Proxy Reporting Select this option to enable or disable the proxy-reporting function.

Source Address Enter the source IP of proxy reporting. This is available when Enabled is selected
in Proxy Reporting.

Mrouter Port Learning Select this option to enable or disable Mrouter port learning.

Querier State Select this option to enable or disable the querier state.

Query Version Select the general query packet version sent by the MLD snooping querier.

Options to choose from are 1, and 2.

Query Interval Enter the interval at which the MLD snooping querier sends MLD general query
messages periodically. The range is from 1 to 31744.

Max Response Time Enter the maximum response time, in seconds, advertised in MLD snooping
gueries. The range is from 1 to 25.

Robustness Value Enter the robustness variable used in MLD snooping. The range is from 1 to 7.

Last Listener Query Interval | Enter the interval at which the MLD snooping querier sends MLD group-specific or
group-source-specific (channel) query messages. The range is from 1 to 25.

Rate Limit Enter the rate limit value here. The range is from 1 to 1000. Tick the No Limit
option to apply no rate limit on this profile.

Ignore Topology Change Select to enable or disable the ignore topology change feature here.

Click the Apply button to accept the changes made.

MLD Snooping Groups Settings

This window is used to display and configure the MLD snooping static group, and view MLD snooping group.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Groups
Settings, as shown below:
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MLD Snooping Static Groups Settings

VD (1-4094) Group Address Unit From Port To Port

| | [Frit1 | [1 [v] [sth1/0/1 v] [eth/0i1 ] [ aeply | [ Delete |

VD (1-4094) Group Address

o * G EI— [ Fma ] [ showa |

Total Entries: 1

w [ owmwes | e ]
1 FF11:11 TO

[ [ I [ s

MLD Snooping Groups Table

VD (1-4094) Group Address
o] O T [ Dot [ Fnd | [ showai ]

Total Entries: 0

. G s e

Figure 5-77 MLD Snooping Groups Settings Window

The fields that can be configured in MLD Snooping Static Groups Settings are described below:

Parameter Description

VID Enter the VLAN ID of the multicast group here. The range is from 1 to 4094.

Group Address Enter the IPv6 multicast group address here.

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

VID Click the radio button and enter a VLAN ID of the multicast group. The range is
from 1 to 4094.

Group Address Click the radio button and enter an IP multicast group address.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

The fields that can be configured in MLD Snooping Groups Table are described below:

Parameter Description

VID Click the radio button and enter a VLAN ID of the multicast group. The range is
from 1 to 4094.

Group Address Click the radio button and enter an IP multicast group address.

Detail Select this option to display the MLD group detail information.

Click the Find button to locate a specific entry based on the information entered.

Click the Show All button to view all the entries.

MLD Snooping Filter Settings

This window is used to display and configure the MLD snooping feature’s settings.
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To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping Filter
Settings, as shown below:

MLD Snooping Rate Limit Settings
Unit From Port To Port Limit Number (1-1000)
1 ] eth1/0/1 ] eth1/0/1 ] l:l [1No Limit
Action VID (1-4094)
Por 1 E—
MLD Snooping Limit Settings
Unit From Port To Port Limit Number (1-256)
i Y] et [v] ST 2 R R
Exceed Action Except ACL Name WD (1-4094)
Default | |?2 chars || Please Select | l:l
Unit From Port To Port WID (1-4094)
1 ] shit ] ehilt _ [V] I
Access Group Settings
Unit From Port To Port Action
sth1/0/1 ~] ath1/0/1 ~] Add ~]
ACL Name VID (1-4094)
MLD Snooping Filter Table
Unit From Paort To Port
eth1/0/1 ] eth1/0/1 ] find | [ Showal |
Total Entries: 1
1101 500pps
101 [ 1] Go

Figure 5-78 MLD Snooping Filter Settings Window

The fields that can be configured in MLD Snooping Rate Limit Settings are described below:
Parameter Description ‘

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here. This is only available if the

Port option was selected as the action below.

Limit Number Enter the limit number here. This is to configure the rate of MLD control packets
that the Switch can process on a specific interface. The range is from 1 to 1000

packets per second. Select the No Limit option to remove the limitation.

Action Select the action that will be taken here. Options to choose from are Port and
VLAN.
VID Enter the VLAN's ID here. This is the Layer 2 VLAN on a trunk port and applies

the filter to packets that arrive on that VLAN. The range is from 1 to 4094. This is
only available if the VLAN option was selected as the action.

Click the Apply button to accept the changes made.

The fields that can be configured in MLD Snooping Limit Settings are described below:

Parameter

Description

Unit Select the Switch unit that will be used for this configuration here.
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Parameter Description
From Port ~ To Port Select the appropriate port range used for the configuration here.
Limit Number Enter the limit number here. This is used to set the limitation on the number of

MLD cache entries that can be created. The range is from 1 to 256.

Exceed Action Select the exceed action here. This parameter specifies the action for handling
newly learned groups when the limitation is exceeded.

Options to choose from are Default, Drop and Replace.
o Default - Specifies that the default action will be taken.
e Drop - Specifies that the new group will be dropped.

¢ Replace - Specifies that the new group will replace the oldest group.

Except ACL Name Enter the standard IP access list's name here. The group (*,G), or channel (S,G)
permitted by the access list will be excluded from the limit. To permit a channel
(S,G), specify S in the source address field and G in the destination address field
of the access list entry. To permit a group (*,G), specify “any” in the source
address field and G in the destination address field of the access list entry. This
name can be up to 32 characters long. Alternatively, click the Please Select
button to find and select any of the exiting access lists configured on the Switch to
be used in this configuration.

VID Enter the Layer 2 VLAN'’s name on a trunk port here. This applies the filter to
packets that arrive on that VLAN. The range is from 1 to 4094.

Click the Apply button to accept the changes made.

Click the Delete button to delete an entry based on the information entered.

The fields that can be configured in Access Group Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Action Select Add to add a new entry based in the information entered.

Select Delete to delete an entry based in the information entered.

ACL Name Enter the standard IP access list's name here. This is used to permit users to join
a group (*, G), specify “any” in source address field and G in destination address
field of the access list entry. This name can be up to 32 characters long.
Alternatively, click the Please Select button to find and select any of the exiting
access lists configured on the Switch to be used in this configuration.

VID Enter the VLAN’s ID used for this configuration here. The range is from 1 to 4094.

Click the Apply button to accept the changes made.

The fields that can be configured in MLD Snooping Filter Table are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.
From Port ~ To Port Select the Switch’s port range that will be used here.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all the entries.
Click the Show Detail button to view more detailed information about the entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following window will appear.
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MLD Snooping Detail Filter Table

Total Entries: 1

I S T S
Not Configured Mot Configured
TEEN  IEE

Figure 5-79 MLD Snooping Filter Settings Window

Click the Back button to return to the previous window.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MLD Snooping Mrouter Settings

This window is used to display and configure the specified interface(s) as the router ports or forbidden to be IPv6
multicast router ports on the VLAN interface on the Switch.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping
Mrouter Settings, as shown below:

MLD Snooping Mrouter Setfings

VID (1-4094) Configuration Unit From Port To Port

| | [Port ~ [ ] [ethiron ~] [ethtionA ~ [ Ay | [ Dpele

MLD Snooping Mrouter Table

viD(g0sg[ ] | Find | [ showan |

Total Entries: 1

1 110411 (Static)
i) [

Figure 5-80 MLD Snooping Mrouter Settings Window

The fields that can be configured in MLD Snooping Mrouter Settings are described below:

Parameter Description ‘
VID Enter a VLAN ID between 1 and 4094.
Configuration Select the port configuration. Options to choose from are Port, Forbidden Port,

and Learn PIMv6.

e Port - Select to have the configured ports as being connected to multicast-
enabled routers.

e Forbidden Port - Select to have the configured ports as being not connected
to multicast-enabled routers.

e Learn PIMv6 - Select to enable dynamic learning of multicast router port.

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Click the Apply button to accept the changes made.

Click the Delete button to remove the specified entry.
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The fields that can be configured in MLD Snooping Mrouter Table are described below:

Parameter Description

VID Enter a VLAN ID between 1 and 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

MLD Snooping Statistics Settings

This window is used to display and clear the MLD snooping related statistics.

To view the following window, click L2 Features > L2 Multicast Control > MLD Snooping > MLD Snooping
Statistics Settings, as shown below:

MLD Snooping Statistics Settings

Statistics VID (1-4094) Unit From Port To Port

Al ~ | [ 2 I T 2 I C T
MLD Snooping Statistics Table

Find Type VID (1-4094) Unit From Port To Port

VLAN > | K [~] [ethtr0r1 ] [ethiron ] [ Find | [ showan |

Total Entries: 0

[ tea ] "
I S A

R I I N N R B

Figure 5-81 MLD Snooping Statistics Settings Window

The fields that can be configured in MLD Snooping Statistics Settings are described below:

Parameter Description ‘
Statistics Select the interface here. Options to choose from are All, VLAN, and Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is selected in

the Statistics drop-down list.

Unit Select the Switch unit that will be used for this configuration here. This is available
when Port is selected in the Statistics drop-down list.

From Port ~ To Port Select the appropriate port range used for the configuration here. This is available
when Port is selected in the Statistics drop-down list.

Click the Clear button to clear the MLD snooping related statistics.

The fields that can be configured in MLD Snooping Statistics Table are described below:

Parameter Description ‘
Find Type Select the interface type. Options to choose from are VLAN, and Port.
VID Enter a VLAN ID between 1 and 4094. This is available when VLAN is selected in

the Find Type drop-down list.

Unit Select the Switch unit that will be used for this configuration here. This is available
when Port is selected in the Find Type drop-down list.
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Parameter

Description

From Port ~ To Port Select the appropriate port range used for the configuration here. This is available

when Port is selected in the Find Type drop-down list.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Multicast VLAN

Multicast VLAN Settings

This window is used to display and configure the multicast VLAN settings.

To view the following window, click L2 Features > L2 Multicast Control > Multicast VLAN > Multicast VLAN
Settings, as shown below:

Figure 5-82 Multicast VLAN Settings Window

Multicast VLAN Global Settings
Multicast VLAN IPv4 State (_Enabled (e)Disabled Forward Unmatched (_JEnabled (eDisabled
Mullicast VLAN IPv8 State ("Enabled (s)Disabled lgnore VLAN (Enabled (@)Disabled
viD4oe) [ ] VLAN Name  [32 chars Delete || Add |
Member Port Settings
VD (2-4094) Action Role Type Unit From Port To Port
| [Add v [Receiver v] [Tagged ~ [ v] [eth1ror v [eth1or ~]
Replace Priority Settings
VID (2-4094) Action IP Type Priority
| [Add ] [1Pva M [o V]
Replace Source IP Settings
VID (2-4094) Action Address Type IP Address From
| [Ade =] [Pw 5] | | [Recsver 5]
Multicast VLAN Table
viD4oee)[ ] | Find | [ showan |
Total Entries: 1
ER=SR e e
10.90.90.12 (from receiveryMot 0 (IPv4)/Mot replace
MVLAN 1/0/9 10M7
replace (IPvE)
(1] K Go

The fields that can be configured in Multicast VLAN Global Settings are described below:

Description

Parameter

Multicast VLAN IPv4 State

VLANS.

Select to enable or disable the IPv4 IGMP control packet process in multicast

Forward Unmatched

Select the enable or disable the forward unmatched feature here. This specifies
that if the received IGMP or MLD control packet is untagged, does not match any
profile, and the associated default VLAN is a multicast VLAN, or is tagged with a
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Parameter Description

multicast VLAN, but does not match the associated profile, then the packet will be
forwarded or dropped based on this setting. By default, the packet will be

dropped.

Multicast VLAN IPv6 State Select to enable or disable the IPv6 IGMP control packet process in multicast
VLANS.

Ignore VLAN Select the enable or disable the ignore VLAN feature here. This specifies the

setting for tagged IGMP or MLD control packets. If enabled, then the packet's
VLAN is ignored and taken to match the profile to find its multicast VLAN. When
this option is enabled, the Switch will ignore the VLAN of the receiving IGMP or
MLD control packet and try to find a match profile.

VID Enter the VLAN ID of the multicast VLAN that will be created or deleted here. The
range is 2 to 4094.

VLAN Name Enter the VLAN name of the multicast VLAN that will be created or deleted here.

Click the Apply button to accept the changes made.
Click the Delete button to delete an entry based on the information entered.

Click the Add button to add a new entry based on the information entered.

The fields that can be configured in Member Port Settings are described below:

Parameter Description ‘
VID Enter the multicast VLAN's ID that will be used here. The range is 2 to 4094.
Action Select Add to add a new entry based in the information entered.

Select Delete to delete an entry based in the information entered.

Role Select the role here. Options to choose from are Receiver and Source.

e Receiver - Specifies to configure the port as a subscriber port that can only
receive multicast data in the multicast VLAN.

e Source - Specifies to configure the port as an uplink port that can send
multicast data in the multicast VLAN.

Type Select the type here. Options to choose from are Tagged and Untagged.

e Tagged - Specifies that if a port is a tagged member, the packets sent from
the port are tagged with the Multicast VLAN ID.

o Untagged - Specifies that if the port is an untagged member, then the
packets will be forwarded in the untagged form.

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Click the Apply button to accept the changes made.

The fields that can be configured in Replace Priority Settings are described below:

Parameter Description ‘
VID Enter the multicast VLAN's ID that will be used here. The range is 2 to 4094.
Action Select Add to add a new entry based in the information entered.

Select Delete to delete an entry based in the information entered.

IP Type Select the IP type here. Options to choose from are IPv4 and IPv6.

e |Pv4 - Specifies to the remap priority for IPv4 multicast packets forwarded on
the multicast VLAN.

o |Pv6 - Specifies to the remap priority for IPv6 multicast packets forwarded on
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Parameter Description
the multicast VLAN.

Priority Select the priority value here. The range is from 0 to 7. A lower value represents a
higher priority.

Click the Apply button to accept the changes made.

The fields that can be configured in Replace Source IP Settings are described below:

Parameter Description ‘
VID Enter the multicast VLAN's ID that will be used here. The range is 2 to 4094.
Action Select Add to add a new entry based in the information entered.

Select Delete to delete an entry based in the information entered.

Address Type Select the address type here. Options to choose from are IPv4 and IPv6.

e [Pv4 - Specifies to enter the source IPv4 address for IGMP control packet
reporting up to routers.

e |Pv6 - Specifies to enter the source IPv6 address for MLD control packet
reporting up to routers.

IP Address Enter the IPv4/IPv6 address here.
From Select the “from” option here. Options to choose from are Receiver, Source, and
Both.

e Receiver - Specifies that the source IPv4/IPv6 address of the IGMP/MLD
report/leave packet received on any multicast VLAN receiver port will be
replaced.

e Source - Specifies that the source IPv4/IPv6 address of the IGMP/MLD
report/leave packet received on any multicast VLAN source port will be
replaced.

e Both - Specifies that the source IPv4/IPv6 address of the IGMP/MLD
report/leave packet received on any port in the multicast VLAN will be
replaced.

Click the Apply button to accept the changes made.

The fields that can be configured in Multicast VLAN Table are described below:

Parameter Description

VID Enter the multicast VLAN's ID that will be used here. The range is 2 to 4094.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to view all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Multicast VLAN Group Settings

This widow is used to view and configure the multicast VLAN'’s group settings.

To view the following window, click L2 Features > L2 Multicast Control > Multicast VLAN > Multicast VLAN Group
Settings, as shown below:
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Group Profile Settings

Profile Name

Prafile Name Action Address Type From IP Address To IP Address

| [Add ) [P 2 [ R R
Access Group Settings

VD (2-4094) Profile Name Action

| | B2char | [Ads ]
Group Profile Table

Profile Name [ Find | [ showan |

Total Entries: 1

o o Mo Ao I

[11] [ e

Access Group Table

R — T

Total Entries: 1

2

Show All

111 [ 1| [ [ce

Figure 5-83 Multicast VLAN Group Settings Window

The fields that can be configured in Group Profile Settings are described below:

Parameter Description

Profile Name Enter the group profile name for the multicast VLAN feature here. This name can
be up to 32 characters long.

Action Select the action that will be taken here. Options to choose from are Add and
Delete. Multiple ranges can be added to a multicast VLAN profile. The IP address
ranges, specified in a single profile, must be of the same address family.

Address Type Select the address type here. Options to choose from are IPv4 and IPv6.
e |Pv4 - Specifies to use IPv4 multicast addresses in the range.

e [Pv6 - Specifies to use IPv6 multicast addresses in the range.

From IP Address Enter the source IPv4/IPv6 address here.

To IP Address Enter the destination IPv4/IPv6 address here.

Click the Apply button to accept the changes made.

The fields that can be configured in Access Group Settings are described below:

Parameter Description ‘
VID Enter the multicast VLAN's ID that will be used here. The range is 1 to 4094.
Profile Name Enter the group profile name for the multicast VLAN feature here. This name can

be up to 32 characters long.

Action Select the action that will be taken here. Options to choose from are Add and
Delete. This is to add or delete the multicast group entirely.
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Click the Apply button to accept the changes made.

The fields that can be configured in Group Profile Table are described below:

Parameter Description
Profile Enter the group profile name for the multicast VLAN feature here. This name can be up to 32
Name characters long.

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all the entries.

Click the Delete All button to delete all the entries found in the display table.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

The fields that can be configured in Access Group Table are described below:

Parameter Description
VID

Click the Find button to locate a specific entry based on the information entered.
Click the Show All button to display all the entries.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

PIM Snooping

PIM Snooping Global Settings

This window is used to display and configure the Protocol Independent Multicast (PIM) snooping global settings.

To view the following window, click L2 Features > L2 Multicast Control > PIM Snooping > PIM Snooping Global
Settings, as shown below:

Global Settings

Global State () Enabled @) Disabled
VLAN Status Settings

viD(00) ] () Enabled @) Disabled

PIM Snooping Table

Mumber of user enabled VLANS 1
User enabled VLANS 1

I I S S
1 1]} 0

Figure 5-84 PIM Snooping Global Settings Window

The fields that can be configured in Global Settings are described below:

Parameter Description

Global State Select to globally enable or disable the PIM snooping feature here.
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Click the Apply button to accept the changes made.

The fields that can be configured in VLAN Status Settings are described below:

Parameter Description

VID Enter the VLAN ID on which the PIM snooping feature will be used here. The
range is from 1 to 4094. Select to enable or disable the PIM snooping feature on
the specified VLAN here.

Click the Apply button to accept the changes made.

The fields that can be configured in PIM Snooping Table are described below:

Parameter Description
VID Enter the VLAN ID that will be used in the display here. The range is from 1 to
4094.

Click the Find button to generate the display based on the information entered.

PIM Snooping Neighbor Table

This window is used to display the PIM snooping neighbor table.

To view the following window, click L2 Features > L2 Multicast Control > PIM Snooping > PIM Snooping Neighbor
Table, as shown below:

PIM Snooping Neighbor Table

Total Entries: 0

T e T e oo

Note: Mode: DR - Designated Router, L - LAN Prune Delay , T - Tracking

Figure 5-85 PIM Snooping Neighbor Table Window

The fields that can be configured are described below:

Parameter Description
VID Enter the VLAN ID that will be used in this display here. The range is from 1 to
4094.

Click the Find button to generate the display based on the information entered.

PIM Snooping Mroute Table

This window is used to display the PIM snooping multicast route table.

To view the following window, click L2 Features > L2 Multicast Control > PIM Snooping > PIM Snooping Mroute
Table, as shown below:
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PIM Snooping Mroute Table

VD (1-4094) Group Address
Total Entries: 0

m Uptime/Expire Downstream Ports Outgoing Ports m JPState m Upstream Neighbor

Mote: Timers: PPT - Prune Pending Timer, ET - Expiry Timer

Figure 5-86 PIM Snooping Mroute Table Window

The fields that can be configured are described below:

Parameter Description ‘

VID Select and enter the VLAN ID that will be used in this display here. The range is
from 1 to 4094.

Group Address Select and enter the group address here.

Click the Find button to generate the display based on the information entered.

PIM Snooping Statistics Table

This window is used to display and clear the PIM snooping statistics table.

To view the following window, click L2 Features > L2 Multicast Control > PIM Snooping > PIM Snooping
Statistics Table, as shown below:

PIM Snooping Statistics Table

T —

Find || Clear || Clear All |

Total Entries: 1

T T N o
1 0 1} i} 0 0
[11] [l Go

Figure 5-87 PIM Snooping Statistics Table Window

The fields that can be configured are described below:

Parameter Description

VID Select and enter the VLAN ID that will be used here. The range is from 1 to 4094.

Click the Find button to generate the display based on the information entered.
Click the Clear button to clear the statistics information related to the specified VLAN.
Click the Clear All button to clear all the statistics information displayed in the table.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Multicast Filtering

This window is used to display and configure the Layer 2 multicast filtering settings.

To view the following window, click L2 Features > L2 Multicast Control > Multicast Filtering, as shown below:
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Multicast Filtering

VID List Multicast Filter Mode |F0n-\rard Unregistered ﬂl

Total Entries: 2

default Forward Unregisterad Groups

MVLAN Forward Unregistered Groups

[1n1] m e

Figure 5-88 Multicast Filtering Window

The fields that can be configured are described below:

Parameter Description ‘
VID List Enter the VLAN ID list that will be used for this configuration here.
Multicast Filter Mode Select the multicast filter mode here. Options to choose from are Forward

Unregistered, Forward All, and Filter Unregistered.

o When selecting the Forward Unregistered option, registered multicast
packets will be forwarded based on the forwarding table and all unregistered
multicast packets will be flooded based on the VLAN domain.

e When selecting the Forward All option, all multicast packets will be flooded
based on the VLAN domain.

e When selecting the Filter Unregistered option, registered packets will be
forwarded based on the forwarding table and all unregistered multicast
packets will be filtered.

Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

LLDP

LLDP Global Settings

This window is used to display and configure the LLDP global settings.

To view the following window, click L2 Features > LLDP > LLDP Global Settings, as shown below:
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LLDP Global Settings
LLDP State (_JEnabled Dizabled
LLDP Forward State (JEnabled Disabled
LLDP Trap State ® Disabled
LLDP-MED Trap State (Enabled  (@)Disabled
LLDP-MED Configuration
Fast Start Repeat Count (1-10) times
LLDP Configurations
Message TX Interval (5-32768) sec
Message TX Hold Multiplier (2-10) sec
Relnit Delay (1-10) sec
LLDP System Information
Chassis |ID Subtype MAC Address
Chassis ID FD-7D-68-34-00-10
System Name Switch
System Description TenGigabit Ethernet Switch
System Capabilities Supported Repeater, Bridge
System Capabilities Enabled Repeater, BEridge
LLDP-MED System Information
Device Class Network Connectivity Device
Hardware Revision Al
Firmware Revision 1.00.005
Software Revision 1.00.018
Serial Number RDXS3400F07D6
Manufacturer Name D-Link Corporation
Model Mame DXS-3400-24TC TenGigabit Etherne
Asset ID
Figure 5-89 LLDP Global Settings Window
The fields that can be configured in LLDP Global Settings are described below:
Parameter Description ‘
LLDP State Select this option to enable or disable the LLDP feature
LLDP Forward State Select this option to enable or disable LLDP forward state. When the LLDP State

is disabled and LLDP Forward Sate is enabled, the received LLDPDU packet will
be forwarded.

LLDP Trap State Select this option to enable or disable the LLDP trap state.

LLDP-MED Trap State Select this option to enable or disable the LLDP-MED trap state.

Click the Apply button to accept the changes made.

The fields that can be configured in LLDP-MED Settings are described below:

Parameter Description
Fast Start Repeat Enter the LLDP-MED fast start repeat count value. This value must be between 1 and
Count 10.

Click the Apply button to accept the changes made.

The fields that can be configured in LLDP Configurations are described below:
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Parameter Description

Message TX Interval Enter the interval between consecutive transmissions of LLDP advertisements on
each physical interface. The range is from 5 to 32768 seconds.

Message TX Hold Multiplier | Enter the multiplier on the LLDPDUs transmission interval that used to compute
the TTL value of an LLDPDU. This value must be between 2 and 10.

Relnit Delay Enter the delay value for LLDP initialization on an interface. This value must be
between 1 and 10 seconds.

TX Delay Enter the delay value for sending successive LLDPDUSs on an interface. The valid
values are from 1 to 8192 seconds and should not be greater than one-fourth of
the transmission interval timer.

Click the Apply button to accept the changes made.

LLDP Port Settings

This window is used to display and configure the LLDP port settings.

To view the following window, click L2 Features > LLDP > LLDP Port Settings, as shown below:

L) O BTIINgS

LLDP Port Settings
Unit From Port To Port Motfification Subtype Admin State IP Subtype Action Address
[eth1/0/1 [v]  [eth1/0M [v]  [Disabled[~] [Local v]| [TXandRX[v] [Default[v] [Disabled[~] | |
Note: The address should be the switch's address.
Unit 1 Settings
I R S T S T N
eth1/0/1 Disabled Local TX and RX
eth1/0/2 Disabled Local TX and RX
eth1/0/3 Disabled Local TX and RX
eth1/0/4 Disabled Local TX and RX
eth1/0/5 Disabled Local TX and RX
eth1/0/6 Disabled Local TX and RX
eth1/0/7 Disabled Local TX and RX

Figure 5-90 LLDP Port Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Notification Select to enable or disable the notification feature here.

Subtype Select the subtype of LLDP TLV(s). Options to choose from are MAC Address,
and Local.

Admin State Select the local LLDP agent and allow it to send and receive LLDP frames on the

port. Options to choose from are TX, RX, TX and RX, and Disabled.
e TX-The local LLDP agent can only transmit LLDP frames.
e RX - The local LLDP agent can only receive LLDP frames.

e TXand RX - The local LLDP agent can both transmit and receive LLDP
frames.

e Disabled - The local LLDP agent can neither transmit nor receive LLDP
frames.

The default value is TX and RX.
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Parameter Description

IP Subtype Select the type of the IP address information to be sent. Options to choose from
are Default, IPv4 and IPv6.

Action Select this option to enable or disable the action field

Address Enter the IP address that will be sent.

Click the Apply button to accept the changes made.

L 4
x NOTE: The IPv4 or IPv6 address entered here should be an existing LLDP management IP address.

LLDP Management Address List

This window is used to display the LLDP management address list.

To view the following window, click L2 Features > LLDP > LLDP Management Address List, as shown below:

A
T T N RS T

IPvd 10.90.90.90(default) Ifindex 136141171101, =

IPv4 10.90.90.90 ifindex 136149171101

Figure 5-91 LLDP Management Address List Window

The fields that can be configured are described below:

Parameter Description

Subtype Select the subtype. Options to choose from are All, IPv4 and IPv6. After selecting
the IPv4 option, enter the IPv4 address in the space provided. After selecting the
IPv6 option, enter the IPv6 address in the space provided.

Click the Find button to locate a specific entry based on the selection made.

LLDP Basic TLVs Settings

Type-length-value (TLV) allows the specific sending information as a TLV element within LLDP packets. This window
is used to enable the settings for the Basic TLVs Settings. An active LLDP port on the Switch always included
mandatory data in its outbound advertisements. There are four optional data types that can be configured for an
individual port or group of ports to exclude one or more of these data types from outbound LLDP advertisements. The
mandatory data type includes four basic types of information (end of LLDPDU TLV, chassis ID TLV, port ID TLV, and
Time to Live TLV). The mandatory data types cannot be disabled. There are also four data types which can be
optionally selected. These include Port Description, System Name, System Description and System Capability.

To view the following window, click L2 Features > LLDP > LLDP Basic TLVs Settings, as shown below:
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LLDP Basic TLVs Settings

Unit From Port To Port Port Description System Name System Description System Capabilities:
[eth1/01 [v]  [ethti0i1 [v]  [Disabled|v] [Disabled[v]  [Disabled|[v]

Unit 1 Settings

“ Port Description System Name System Description System Capabilities

eth1/0/1 Disabled Disabled Disabled Disabled
eth1/0/2 Disabled Disabled Disabled Disabled
eth1/0/3 Disabled Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled Disabled
eth1/0/6 Disabled Disabled Disabled Disabled
eth1/0/7 Disabled Disabled Disabled Disabled

Figure 5-92 LLDP Basic TLVs Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Port Description Select this option to enable or disable the Port Description option.

System Name Select this option to enable or disable the System Name option.

System Description Select this option to enable or disable the System Description option.

System Capabilities Select this option to enable or disable the System Capabilities option.

Click the Apply button to accept the changes made.

LLDP Dotl TLVs Settings

LLDP Dotl TLVs are organizationally specific TLVs which are defined in IEEE 802.1 and used to configure an
individual port or group of ports to exclude one or more of the IEEE 802.1 organizational port VLAN ID TLV data types
from outbound LLDP advertisements.

To view the following window, click L2 Features > LLDP > LLDP Dot1 TLVs Settings, as shown below:

LLDP Dot1 TLVs Seftings

Unit From Port To Port Port VLAN Protocol VLAN VLAN Name Protocol Identity
[eth1/0/1 [v]  [eth1/0/1 [v]  [Disabled[~] |Disabled[v]| | [Disabled [~ | |Disabled [v][None  [v]
Unit 1 Settings
" pon | potvwn | comaporamarroocn o cxseavuatane | oo prooca ety |
eth1/0/1 Disabled
eth1/0/2 Disabled
eth1/0/3 Disabled
eth1/0/4 Disabled
eth1/0/5 Disabled
eth1/0/6 Disabled
eth1/0/7 Disabled

Figure 5-93 LLDP Dotl1 TLVs Settings Window

The fields that can be configured are described below:
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Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Port VLAN Select this option to enable or disable the port VLAN ID TLV to send. The Port

VLAN ID TLV is an optional fixed length TLV that allows a VLAN bridge port to
advertise the port’s VLAN identifier (PVID) that will be associated with untagged
or priority tagged frames.

Protocol VLAN Select this option to enable or disable Port and Protocol VLAN ID (PPVID) TLV to
send, and enter the VLAN ID in PPVID TLV.

VLAN Name Select this option to enable or disable the VLAN name TLV to send, and enter the
ID of the VLAN in the VLAN name TLV.

Protocol Identity Select this option to enable or disable the Protocol Identity TLV to send, and the
protocol name. Options for protocol name to choose from are None, EAPOL,
LACP, GVRP, STP, and All.

Click the Apply button to accept the changes made.

LLDP Dot3 TLVs Settings

This window is used to display and configure an individual port or group of ports to exclude one or more IEEE 802.3
organizational specific TLV data type from outbound LLDP advertisements.

To view the following window, click L2 Features > LLDP > LLDP Dot3 TLVs Settings, as shown below:

LLDP Dot3 TLVs Seftings
; MAC/PHY - - " : Energy-Efiicient
Unit From Port To Port Configuration/Status Link Aggregation Maximum Frame Size Ethemnet
1[v] [eth1/0/1 [v]  [eth1/0/1 [v]  [Disabled[~] Disabled [~ Disabled[v]
Unit 1 Settings
[ pon | e Contowonsas |k Agrguion | s Frae S0 | oy Ecit ool
eth1/01 Disabled Disabled Disabled Disabled
eth1/0/2 Disabled Disabled Disabled Disabled
eth1/0/3 Disabled Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled Disabled
eth1/0/6 Disabled Disabled Disabled Disabled
eth1/0/7 Disabled Disabled Disabled Disabled
Figure 5-94 LLDP Dot3 TLVs Settings Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the appropriate port range used for the configuration here.
MAC/PHY Select this option to enable or disable the MAC/PHY Configuration/Status TLV to
Configuration/Status send. The MAC/PHY Configuration/Status TLV is an optional TLV that identifies

(1) the duplex and bit-rate capability of the sending IEEE 802.3 LAN node, and (2)
the current duplex and bit-rate settings of the sending IEEE 802.3 LAN node.

Link Aggregation Select this option to enable or disable the Link Aggregation TLV to send. The Link
Aggregation TLV indicates contains the following information. Whether the link is
capable of being aggregated, whether the link is currently in an aggregation, and
the aggregated port channel ID of the port. If the port is not aggregated, then the
IDis 0.
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Parameter Description

Maximum Frame Size Select this option to enable or disable the Maximum Frame Size TLV to send. The
Maximum Frame Size TLV indicates the maximum frame size capability of the
implemented MAC and PHY.

Energy-Efficient Ethernet Select this option to enable or disable the Energy Efficient Ethernet TLV to send.
The Energy Efficient Ethernet TLV indicates the reduce energy consumption
capability of a link when no packets are being sent.

Click the Apply button to accept the changes made.

LLDP-MED Port Settings

This window is used to enable or disable transmitting LLDP-MED TLVs.

To view the following window, click L2 Features > LLDP > LLDP-MED Port Settings, as shown below:

LD ) D yeTings

LLDP-MED Port Settings

Unit From Port To Port Motification Capabilities Inventory Metwork Policy

[1[v]  [et1on [v]  [ettiwii [v]  [Disabled[v]  [Disabled[v]  [Disabled[v]  [Disabled[v]

Unit 1 Settings

I B O A

eth1/0/1 Disabled Dizabled Disabled Dizabled
eth1/0/2 Disabled Disabled Disabled Disabled
eth1/0/3 Disabled Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled Disabled
eth1/0/5 Disabled Dizabled Disabled Dizabled
eth1/0/6 Disabled Disabled Disabled Disabled
eth1/0/7 Disabled Dizabled Disabled Dizabled

Figure 5-95 LLDP-MED Port Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the appropriate port range used for the configuration here.

Notification Select this option to enable or disable transmitting the LLDP-MED notification
TLV.

Capabilities Select this option to enable or disable transmitting the LLDP-MED capabilities
TLV.

Inventory Select this option to enable or disable transmitting the LLDP-MED inventory
management TLV.

Network Policy Select this option to enable or disable transmitting the LLDP-MED network policy
TLV.

Click the Apply button to accept the changes made.

LLDP-DCBX Port Settings

This window is used to display and configure which optional type-length-value settings (TLVs) in the Data Center
Bridging Exchange protocol (DCBX) TLV set will be transmitted and encapsulated in the LLDPDUSs and sent to
neighbor devices.

To view the following window, click L2 Features > LLDP > LLDP-DCBX Port Settings, as shown below:
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LLDP-DCEX Port Settings

Priority-based Flow Control
Configuration TLV

(] [ehinn ] [ehioi v] [Dsabledv]

Unit 1 Settings

Priority-based Flow Conirol
ETS Configuration TLV ET5 Recommendation TLV
Configuration TLV

Unit From Port To Port ETS Configuration TLV ETS Recommendation TLV

eth1/0/1 Disabled Disabled Disabled
eth1/0/2 Disabled Disabled Disabled
eth1/0/3 Disabled Disabled Disabled
eth1/0/4 Disabled Disabled Disabled
eth1/0/5 Disabled Disabled Disabled
eth1/0/6 Disabled Disabled Disabled
eth1/0/7 Disabled Disabled Disabled

Figure 5-96 LLDP-DCBX Port Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

ETS Configuration TLV Select to enable or disable Enhanced Transmission Selection (ETS) configuration

TLV feature here. This specifies the ETS Configuration TLV to be sent. The
Enhanced Transmission Selection Configuration TLV is an optional TLV that
allows a bridge port to advertise the current ETS operational state and willing bit.

ETS Recommendation TLV | Select to enable or disable the ETS recommendation TLV feature here. This
specifies the ETS Recommendation TLV to be sent. The Enhanced Transmission
Selection Recommendation TLV is an optional TLV that allows a bridge port to
advertise the ETS recommendation for the operational state of the remote port.

Priority-based Flow Control | Select to enable or disable the Priority-based Flow Control (PFC) configuration
Configuration TLV TLV feature here. This specifies the PFC Configuration TLV to be sent. The
Priority-based Flow Control TLV is an optional TLV that allows a bridge port to
advertise the PFC current operational state and willing bit.

Click the Apply button to accept the changes made.

LLDP Statistics Information

This window is used to display the neighbor detection activity, LLDP Statistics and the settings for individual ports on
the Switch.

To view the following window, click L2 Features > LLDP > LLDP Statistics Information, as shown below:
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LLDP Statistics Information

Last Change Time 0
Total Inserts ]
Total Deletes ]
Total Drops 0
0

Total Ageouts

LLDP Statistics Ports

Unit 1 v Port ath1/011 [v| | Clear Counter || Clear All |

Unit 1 Settings

“ Total Transmils Total Discards | Total Errors Total TLV Discards Total TLV Unknows Total Ageouts

eth1/0/1 0 0 0

eth1/0/2 ] 0 0 0 0 0 0
eth1/0/3 0 0 0 0 0 0 0
eth1/0/4 0 0 0 0 0 0 0
eth1/0/5 0 0 0 0 0 0 0
eth1/0/6 0 0 0 0 0 0 0
eth1/0i7 0 0 0 0 1] 1] 1]

Figure 5-97 LLDP Statistics Information Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used here.
Port Select the port number that will be used here.

Click the Clear Counter button to clear the counter information for the statistics displayed.

Click the Clear All button to clear all the counter information displayed.

LLDP Local Port Information

This window is used to display the information on a per port basis currently available for populating outbound LLDP
advertisements in the local port brief table shown below.

To view the following window, click L2 Features > LLDP > LLDP Local Port Information, as shown below:

- ) Dl a * L ALIO
LLDP Local Port Brief Table

Unit 1 [v] Port | Find || show Detail |

Unit 1 Settings

C e T s oo | rorescrpion

eth1/0M1 Local eth1/0/1 D-Link Corporation DXS-3400-24.

eth1/0/2 Local eth1/0/2 D-Link Corporation DXS-3400-24...
eth1/0/3 Local eth1/0/3 D-Link Corporation DXS-3400-24.
eth1/0/4 Local eth1/0/4 D-Link Corporation DXS-3400-24..
eth1/0/5 Local eth1/0/5 D-Link Corporation DXS-3400-24...
eth1/0/6 Local eth1/0/6 D-Link Corporation DXS-3400-24...
eth1/0/7 Local eth1/0/7 D-Link Corporation DXS-3400-24...

Figure 5-98 LLDP Local Port Information Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be displayed.
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Parameter

Description

Port Select the port number that will be displayed.

Click the Find button to locate a specific entry based on the information entered.

Click the Show Detail button to view detailed information of the specific port.

After clicking the Show Detail button, the following window will appear.

L DC3 D 0 a0

LLDP Local Information Table

Port eth1/01
Fort ID Subtype Local

Port ID eth1/01
Port Description D-Link Corporation DX5-3400-24TC HW A1 firmware 1.00.035 Port 1 on Unit 1
Port PVID 1
Management Address Count 2

PPVID Entries o

WLAMN Name Entries Count 1

Protocol Identity Entries Count 1]
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1538
Energy Efficient Ethernet Show Detail
LLDP-MED Capabilities Show Detail
LLDP-DCBX capabilities Show Detail
MNetworlk Policy Show Detail

Figure 5-99 LLDP Local Port Information (Show Detail) Window

To view more details about, for example, the MAC/PHY Configuration/Status, click the Show Detail hyperlink.

Click the Back button to return to the previous window.

After clicking a hyperlink, a new section will appear at the bottom of the window.

. D & & AL
LLDP Local Information Table
Port eth1/0/1
Fort ID Subtype Local
Port ID eth1/0/1
Port Description D-Link Corporation DX5-3400-24TC HW A1 firmware 1.00.035 Port 1 on Unit 1
Port PVID 1
Management Address Count 2
PPVID Entries 0
WLAMN Name Entries Count 1
Protocol Identity Entries Count a
MAC/PHY Configuration/Status Show Detail
Link Aggregation Show Detail
Maximum Frame Size 1536
Energy Efficient Ethernet Show Detail
LLDP-MED Capabilities Show Detail
LLDP-DCBX capabilities Show Detail
Network Policy Show Detail
MAC/PHY Configuration/Status
Auto-Megotiation Support Supported
Auto-Negotiation Enabled Enabled
Auto-Negotiation Advertised Capability B000(hex)
Auto-Negotiation Operational MAU Type 001elhex)

Figure 5-100 LLDP Local Port Information (Show Detail) Window
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Click the Back button to return to the previous window.

LLDP Neighbor Port Information

This window is used to display the information learned from the neighbors. The Switch receives packets from a remote
station but is able to store the information as local.

To view the following window, click L2 Features > LLDP > LLDP Neighbor Port Information, as shown below:

LLDP Neighbor Port Brief Table

Unit 1 v] Port eth1/0/1 [v] Find [ clear |

Clear all

Total Entries: 0

crasss 0 s roumswope | puo | ponpmsapin |

Figure 5-101 LLDP Neighbor Port Information Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the Switch unit that will be displayed.
Port Select the port number that will be displayed.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear button to clear the specific port information.

Click the Clear All button to clear all the port information displayed.
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6. Layer 3 Features

ARP

Gratuitous ARP

IPv6 Neighbor

Interface

UDP Helper

IPv4 Static/Default Route
IPv4 Static Route BFD
IPv4 Route Table

IPv6 Static/Default Route
IPv6 Route Table

Route Preference

IPv6 General Prefix

RIP

RIPNng

IP Multicast Routing Protocol
BFD

IP Route Filter

Policy Route

VRRP Settings

VRRPvV3 Settings

ARP

ARP Aging Time

This window is used to display and configure the ARP aging time settings.

To view the following window, click L3 Features > ARP > ARP Aging Time, as shown below:

ARP Aging
ARP Aging Time

Total Entries: 1
T T S N
viani 240
0 B &

Figure 6-1 ARP Aging Time Window

The fields that can be configured are described below:

Parameter Description

Timeout After click the Edit button, enter the ARP aging timeout value here.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Static ARP

This window is used to display and configure the static ARP settings.

To view the following window, click L3 Features > ARP > Static ARP, as shown below:
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Static ARP

IP Address [ - | Hardvare Address D0-11-22-33-44-AA
Total Entries: 2
T N
viant 10.90.90.90 FO-7D-68-34-00-10 Forever Edit Delete
viant 10.90.90.91 00-11-22-33-44:55 Forever Static | Edit || Delete |

1 & [ [ea

Figure 6-2 Static ARP Window

The fields that can be configured are described below:

Parameter

IP Address

Description

Enter the IP address that will be associated with the MAC address here.

Hardware Address

Enter the MAC address that will be associated with the IP address here.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Proxy ARP

This window is used to display and configure the proxy ARP settings. The Proxy ARP feature of the Switch will allow
the Switch to reply to ARP requests destined for another device by faking its identity (IP and MAC Address) as the
original ARP responder. Therefore, the Switch can then route packets to the intended destination without configuring
static routing or a default gateway. The host, usually a Layer 3 Switch, will respond to packets destined for another
device.

To view the following window, click L3 Features > ARP > Proxy ARP, as shown below:

Proxy ARP
Total Entries: 1
Interface Name Proxy ARP State Local Proxy ARP State _
viani Disabled Disabled
101 [ 1 | ] Go|

Figure 6-3 Proxy ARP Window

The fields that can be configured are described below:

Parameter
Proxy ARP State
Local Proxy ARP State

Description

Select to enable or disable the proxy ARP state here.

Select to enable or disable the local proxy ARP state here. This local proxy ARP
function allows the Switch to respond to the proxy ARP, if the source IP and
destination IP are in the same interface.

Click the Edit button to re-configure the specific entry.
Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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ARP Table

This window is used to display and configure the ARP table settings.

To view the following window, click L3 Features > ARP > ARP Table, as shown below:

ARP Search
(® Interface VLAN (1-4094) [ ] Oraddess [ ] Mask - - ]
() Hardware Address D0-11-22-33-4455FF | O Type Al ~] © Magmt
Total Entries: 4 Clear All
-—
vian 10.90.90.14 10-BF-48-D6-E2-E2
viant 10.90.90.15 00-23-7D-BC-2E-12 240
vian 10.90.90.90 F0-7D-68-34-00-10 Forever
vian1 10.90.80.91 00-11-22-33-44-55 Forever Static
1n [ 1| [ leo

Figure 6-4 ARP Table Window

The fields that can be configured are described below:

Parameter Description ‘

Interface VLAN Enter the interface’s VLAN ID used here. This value must be between 1 and
4094.

IP Address Select and enter the IP address to display here.

Mask After the IP Address option was selected, enter the mask address for the IP
address here.

Hardware Address Select and enter the MAC address to display here.

Type Select the type option here. Options to choose from are All and Dynamic.

Mgmt Select this option to display the Management port’s information.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear All button to clear all the information.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Gratuitous ARP

This window is used to display and configure the gratuitous ARP settings. A gratuitous ARP request packet is an ARP
request packet where the source and the destination IP address are both set to the IP address of the sending device
and the destination MAC address is the broadcast address.

Generally, a device uses the gratuitous ARP request packet to discover whether the IP address is duplicated by other
hosts or to preload or reconfigure the ARP cache entry of hosts connected to the interface.

To view the following window, click L3 Features > Gratuitous ARP, as shown below:
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Gratuitous ARP Global Settings

IP Gratuitous ARP State () Enabled () Disabled
Gratuitous ARP Trap State () Enabled (@) Dizabled
IP Gratuitous ARP Dad-Reply State () Enabled (@) Disabled
Gratuitous ARP Learning State (®) Enabled () Disabled
Gratuitous ARP Send Interval
Total Entries: 1
e e T R

11 [ 1] [ [Ge

Figure 6-5 Gratuitous ARP Window

The fields that can be configured are described below:

Parameter Description ‘
IP Gratuitous ARP State Select to enable or disable the learning of gratuitous ARP packets in the ARP
cache table.

Gratuitous ARP Trap State | Select to enable or disable the gratuitous ARP feature’s trap state here.

IP Gratuitous ARP Dad- Select to enable or disable the IP gratuitous ARP Dad-reply state.

Reply State

Gratuitous ARP Learning Select to enable or disable the gratuitous ARP learning state. Normally, the
State system will only learn the ARP reply packet or a normal ARP request packet that

asks for the MAC address that corresponds to the system’s IP address. This
option used to enable or disable the learning of ARP entries in the ARP cache
based on the received gratuitous ARP packet. The gratuitous ARP packet is sent
by a source IP address that is identical to the IP that the packet is queries for.

Click the Apply button to accept the changes made.
Click the Edit button to re-configure the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the field that can be configured for Gratuitous ARP Send Interval is described below:

Parameter Description

Interval Time Enter the gratuitous ARP sending interval time, in seconds, here.

Click the Apply button to accept the changes made.

IPv6 Neighbor

This window is used to display and configure the IPv6 neighbor settings.

To view the following window, click L3 Features > IPv6 Neighbor, as shown below:
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IPvG Neighbor Settings
Interface VLAN (1-4094) [ | |Pv6 Address 013:1 MAC Address  [11-22-33-44-AAFF
Interface VLAN (1-4084) [ | IPv6 Address | Fnd  |[  Clear |
Total Entries: 1 CIearAII
oo s T T —
2015::1 00-11-22-33-44-55 vian Static
n [1] Go

Figure 6-6 IPv6 Neighbor Window

The fields that can be configured are described below:

Parameter Description ‘
Interface VLAN Enter the VLAN interface’s ID here.

IPv6 Address Enter the IPv6 address.

MAC Address Enter the MAC address.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.

Click the Clear button to clear all the information for the specific port.

Click the Clear All button to clear all the dynamic IPv6 neighbor information in this table.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Interface

IPv4 Interface

This window is used to display and configure the IPv4 interface settings.

To view the following window, click L3 Features > Interface > IPv4 Interface, as shown below:

IPv4 Interface
Interiace VLAN (1-4094) [ ] [ 4oy |[  Find |
Total Entries: 1
viani Enabled 10.90.90.90/255.0.0.0 Manual Up Edit Delete
1 ] [Go

Figure 6-7 IPv4 Interface Window

The fields that can be configured are described below:

Parameter Description

Interface VLAN Enter the interface’s VLAN ID here. This value must be between 1 and 4094.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
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Click the Edit button to re-configure the specific entry.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following page will be available.

IPv4 Interface Settings

Interface

Settings.
State
IP MTU (512-16383)
IP Directed Broadcast

Description

IP Settings

Get IP From
IP Address
Mask

Secondary

Secondary IP Entry

Total Entries: 1

192.168.1.1

‘ DHCP Client
Enabled v
1500 bytes
Disabled v
|
Static v
1 Apply | | Delete
255,255 25510 Manual Yes
L (1] Go

Figure 6-8 IPv4 Interface (Edit) Window

The fields that can be configured are described below:

Parameter Description ‘
State Select to enable or disable the IPv4 interface’s global state.
IP MTU Enter the MTU value here. The range is from 512 to 16383 bytes. By default, this

value is 1500 bytes.

IP Directed Broadcast

Select to enable to disable the IP directed broadcast feature here. This parameter
is used to enable or disable the conversion of IP directed broadcasts received by
the interface to physical broadcasts when the destination network is directly
connected to the Switch.

Description Enter the description for the interface.
Get IP From Select the get IP from option here. Options to choose from are Static and DHCP.
¢ When the Static option is selected, users can enter the IPv4 address of this
interface manually in the fields provided.
o When the DHCP option is selected, this interface will obtain IPv4 information
automatically from the DHCP server located on the local network.
IP Address Enter the IPv4 address for this interface here.
Mask Enter the IPv6 subnet mask for this interface here.
Secondary Tick this option to use the IPv4 address and mask as the secondary interface

configuration.

Click the Back button to return to the previous window.
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Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After selecting the DHCP Client tab, the following page will appear.

IPv4 Interface Settings | DHCP Client |
DHCP Client Client-ID (1-4004) |:|
[ Jommimm[00 [l [0 (v

Figure 6-9 User Management Settings Window

The fields that can be configured are described below:

Parameter Description

DHCP Client Client-ID Enter the DHCP client’s client ID here. The range is from 1 to 4094. This
parameter is used to specify the VLAN interface whose hexadecimal MAC
address will be used as the client ID sent with the discover message.

Class ID String Enter the class ID string here. This string can be up to 32 characters long. Select
the Hex option to enter the class ID string in the hexadecimal format. This string
can be up to 64 characters long. This parameter is used to specify the vendor
class identifier used as the value of Option 60 for the DHCP discover message.

Host Name Enter the host name here. This string can be up to 64 characters long. This
parameter is used to specify the value of the host name option to be sent with the
DHCP discover message.

Lease Enter and optionally select the DHCP client lease time here. In the text box the
lease time, in days, can be entered. The range is from 0 to 10000 days. Hours
and Minutes can also be selected optionally.

Click the Apply button to accept the changes made.

IPv6 Interface

This window is used to display and configure the IPv6 interface’s settings.

To view the following window, click L3 Features > Interface > IPv6 Interface, as shown below:

IPV6 Interface

Interface VLAN (1-4094) [ ] [ apply | Find |
Total Entries: 1

R

vian1 Disabled up
1 1] [Ga

Figure 6-10 IPv6 Interface Window

The fields that can be configured are described below:
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Parameter Description

Interface VLAN Enter the VLAN interface’s ID that will be associated with the IPv6 entry.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Show Detail button to view and configure more detailed settings for the IPv6 interface entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following page will be available.

‘ IPv6 Interface Settings ‘ Interface IPv6 Address MNeighbor Discover DHCPv6 Client
Interface viani
IPv6 MTU (1280-65534) |:| bytes
IPVG State Disabled v Back || Apply |
IPv6 Address Autoconfig
State Disabled ] Default
Static IPvG Address Seftings
IPV6 Address [ ] [JEUI64 []Link Local
NS Interval Settings
ND Settings
Hop Limit (0-255) b ] Reachable Time (0-3600000) b ms
Managed Config Flag Off (v Other Config Flag Off ]
RA Min Interval (3-1350) P Jsec  RAMaxInterval (4-1300) b sec
RA Lifetime (0-2000) Cl sec  RA Suppress Dizablad ]
Figure 6-11 IPv6 Interface (Detail, IPv6 Interface Settings) Window
The fields that can be configured are described below:
Parameter Description ‘
IPv6 MTU Enter the IPv6 MTU value here. The range is from 1280 to 65534 bytes. By

default, this value is 1500 bytes. This parameter is used to configure the MTU to
be advertised in RA messages.

IPv6 State Select to enable or disable the IPv6 interface’s global state here.

Click the Back button to discard the changes made and return to the previous page.

Click the Apply button to accept the changes made.

The fields that can be configured for IPv6 Address Autoconfig are described below:

Parameter Description

State Select to enable or disable the automatic configuration of the IPv6 address using
the stateless auto-configuration feature here. Select the Default option to specify
that if the default router is selected on this interface, a default route will be
installed using that default router. This option can be specified only on one
interface.

Click the Apply button to accept the changes made.

The fields that can be configured for Static IPv6 Address Settings are described below:
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Parameter Description

IPv6 Address Enter the IPv6 address for this IPv6 interface here. Select the EUI-64 option to
configure an IPv6 address on the interface using the EUI-64 interface ID. Select
the Link Local option to configure a link-local address for the IPv6 interface.

Click the Apply button to accept the changes made.

The fields that can be configured for NS Interval Settings are described below:

Parameter Description

NS Interval Enter the Neighbor Solicitation (NS) interval value here. The range is from 0 to
3600000 milliseconds, in multiples of 1000. If the specified time is 0, the router will
use 1 second on the interface and advertise 0 (unspecified) in the RA message.

Click the Apply button to accept the changes made.

The fields that can be configured for ND Settings are described below:

Parameter Description ‘

Hop Limit Enter the hop limit value here. The range is from 0 to 255. The IPv6 packet
originated at the system will also use this value as the initial hop limit.

Reachable Time Enter the reachable time here. The range is from 0 to 3600000 milliseconds. If the
specified time is 0, the router will use 1200 seconds on the interface and advertise
1200 (unspecified) in the RA message. The reachable time is used by the IPv6
node in determining the reachability of the neighbor nodes.

Managed Config Flag Turn the managed config flag option On or Off here. When the neighbor host
receives the RA which has flag turned on, the host should use a stateful
configuration protocol to obtain IPv6 addresses.

Other Config Flag Turn the other config flag option On or Off here. By setting the other configuration
flag on, the router instructs the connected hosts to use a stateful configuration
protocol to obtain auto-configuration information other than the IPv6 address.

RA Min Interval Enter the minimum RA interval time value here. The range is from 3 to 1350
seconds. This value must be smaller than 0.75 times the maximum value.

RA Max Interval Enter the maximum RA interval time value here. The range is from 4 to 1800
seconds.

RA Lifetime Enter the RA lifetime value here. The range is from 0 to 9000 seconds. The

lifetime value in RA instructs the received host the lifetime value for taking the
router as the default router.

RA Suppress Select to enable or disable the RA suppress feature here.

Click the Apply button to accept the changes made.

After selecting the Interface IPv6 Address tab option, at the top of the page, the following page will be available.

IPv6 Interface Settings ‘ Interface IPv6 Address ‘ Meighbor Discover DHCPv6 Client

Total Entries: 0

s o i s —

Figure 6-12 IPv6 Interface (Detail, Interface IPv6 Address) Window
Click the Delete button to delete the specified entry.

After selecting the Neighbor Discover tab option, at the top of the page, the following page will be available.
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IPv6 Interface Settings Interface IPv6 Address ‘ Neighbor Discover ‘ DHCPvE Client

Total Entries: 0

IPv6 Prefix/Prefix Length Preferred Life Time (sec) Valid Life Time {sec) Link Flag Autoconfig Flag _

Figure 6-13 IPv6 Interface (Detail, Neighbor Discover) Window

After selecting the DHCPv6 Client tab option, at the top of the page, the following page will be available.

IPv6 Interface Settings Interface IPv6 Address Meighbor Discover ‘ DHCPvE Client ‘
DHCPVE Client
DHCPv6 Client Settings
Client State Disabled v Rapid Commit
DHCPvE Client PD Settings
Client PD State Disabled [~] Rapid Commit
General Prem Name
IPv6 Dhep Client PD Hint

Figure 6-14 IPv6 Interface (Detail, DHCPv6 Client) Window

Click the Restart button to restart the DHCPV6 client service.

The fields that can be configured for DHCPv6 Client Settings are described below:

Parameter Description

Client State Select to enable or disable the DHCPV6 client service here. Select the Rapid
Commit option to proceed with two-message exchange for address delegation.
The rapid-commit option will be filled in the Solicit message to request two
messages handshake.

Click the Apply button to accept the changes made.

The fields that can be configured for DHCPv6 Client PD Settings are described below:

Parameter Description ‘

Client PD State Select to enable or disable the DHCPV6 client process to request the prefix
delegation through a specified interface. Select the Rapid Commit option to
proceed with two-message exchange for prefix delegation. The rapid-commit
option will be filled in the Solicit message to request two messages handshake.

General Prefix Name Enter the IPv6 general prefix name here. This name can be up to 12 characters
long.

IPv6 DHCP Client PD Hint Enter the IPv6 prefix to be sent in the message as a hint here.

Click the Apply button to accept the changes made.

Loopback Interface

This window is used to display and configure the loopback interface settings. A loopback interface is a software only
interface which always stays in the up status.

To view the following window, click L3 Features > Interface > Loopback Interface, as shown below:
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Loopback Interface

Interface Loopback (1-8) [ ] [ aeoly [ Find |

Total Entries: 1

I N T S
loopback Enabled Link Up | Edit || Delete |

171 ] [ [Ga

Figure 6-15 Loopback Interface Window

The fields that can be configured are described below:

Parameter Description

Interface Loopback Enter the loopback interface’s ID here. The range is from 1 to 8.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to modify the specified entry.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following page will appear.

Interface loopback1
State Enabled v
Description |~34 chars |
IPv4
IP Address 1M1.2 .2 .2 Mask 255. 0 - 0 - 0
IPvE
Total Entries: 1

s e o s —

Global Unicast Address 2015::15/64 Manual
11 [ 1| Go

Figure 6-16 Loopback Interface (Edit) Window

The fields that can be configured are described below:

Parameter Description

State Select to enable or disable the loopback interface here.

Description Enter the description for the loopback interface here. This string can be up to 64
characters long.

IP Address Enter the IPv4 address associated with this loopback interface here.

Mask Enter the IPv4 subnet mask associated with this loopback interface here.

IPv6 Address Enter the IPv6 address associated with this loopback interface here.

Link Local Sgclject this option to specify that the IPv6 address entered is the link-local IPv6
address.

Click the Back button to return to the previous window.
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Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Null Interface

This window is used to display and configure the NULL interface settings.

To view the following window, click L3 Features > Interface > Null Interface, as shown below:

Null Interface
Interface Null (0-0) [ ] Apply
Total Entries: 1
I S S S
nullo Enabled Link Up

Figure 6-17 Null Interface Window

The fields that can be configured are described below:

Parameter Description

Interface Null Enter the NULL interface’s ID here. This value can only be 0.

Description After clicking the Edit button, enter the description for the NULL interface here.
This string can be up to 64 characters long.

Click the Apply button to accept the changes made.
Click the Edit button to modify the description for the NULL interface.

UDP Helper

IP Forward Protocol

This window is used to display and configure the IP forward protocol settings. This feature is used to enable the
forwarding of a specific UDP service type of packets.

To view the following window, click L3 Features > UDP Helper > IP Forward Protocol, as shown below:

IP Forward Protocol

IP Forward Protocal UDP Port (1-65535) [ ]

Total Entries: 7

T S R

37 Time Service
42 IEN-116 Name Service
49 TACACS
53 DNS
69 TFTP
137 NetBIOS-NS
133 NetBIOS-DS
ers] e i

Figure 6-18 IP Forward Protocol Window
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The fields that can be configured are described below:

Parameter Description
IP Forward Protocol UDP Enter the destination port of the UDP service to be forwarded here. The range is
Port from 1 to 65535.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IP Helper Address

This window is used to add or remove a target address for the forwarding of UDP broadcast packets. This feature
takes effect only when the received interface has an IP address assigned.

The system only forwards the packet that satisfies the following restriction.
e The destination MAC address must be a broadcast address.
e The destination IP address must be an all-one broadcast.
e The packets are IPv4 UDP packets.

e The IP TTL value must be greater than or equal to 2.

To view the following window, click L3 Features > UDP Helper > IP Helper Address, as shown below:

IP Helper Address

Interface VLAN (1-4094) [ ]
Helper Address | - -
Total Entries: 1
e o s ————
VLAN1 182.168.10.3

11 i [ [es

Figure 6-19 IP Helper Address Window

The fields that can be configured are described below:

Parameter Descripton

Interface VLAN Enter the VLAN interface’s ID used here. The range is from 1 to 4094.
Helper Address Enter the target IPv4 address for the forwarding of the UDP broadcast packet
here.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv4 Static/Default Route

This window is used to display and configure the IPv4 static and default route settings. The Switch supports static
routing for IPv4 formatted addressing. Users can create up to 256 static route entries for IPv4. For IPv4 static routes,
once a static route has been set, the Switch will send an ARP request packet to the next hop router that has been set
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by the user. Once an ARP response has been retrieved by the Switch from that next hop, the route becomes enabled.
However, if the ARP entry already exists, an ARP request will not be sent.

The Switch also supports a floating static route, which means that the user may create an alternative static route to a
different next hop. This secondary next hop device route is considered as a backup static route for when the primary
static route is down. If the primary route is lost, the backup route will uplink and its status will become active.

Entries into the Switch'’s forwarding table can be made using both an IP address subnet mask and a gateway.

To view the following window, click L3 Features > IPv4 Static/Default Route, as shown below:

I1Pv4 Static/Default Route
Null Interface Disabled v
Backup State Please Select  [v|
Total Entries: 1
0.0.0.0 0.0.0.0 10.90.90.1 vian1
101 [ 1] Go

Figure 6-20 IPv4 Static/Default Route Window

The fields that can be configured are described below:

Parameter

Description

IP Address Enter the IPv4 address for this route here. Tick the Default Route option to use
the default route as the IPv4 address.

Mask Enter the IPv4 network mask for this route here.

Gateway Enter the gateway address for this route here.

Null Interface

Select to enable or disable the NULL interface here.

Backup State

Select the backup state option here. Options to choose from are Primary and

Backup.

¢ When the Primary option is selected, the route will be used as the primary
route to the destination.

¢ When the Backup option is selected, the route will be used as the backup
route to the destination.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv4 Static Route BFD

This window is used to display and configure the IPv4 static route Bidirectional Forwarding Detection (BFD) settings.

To view the following window, click L3 Features > IPv4 Static Route BFD, as shown below:
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IPv4 Static Route BFD

Total Entries: 1
vian1 10.90.90.33

1 5] [ [es

Figure 6-21 IPv4 Static Route BFD Window

The fields that can be configured are described below:

Parameter Description ‘

Interface Name Enter the name of the interface that will be used to create the BFD session here.
This name can be up to 12 characters long.

IP Address Enter the IP address of the BFD peer here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv4 Route Table

This window is used to display and configure the IPv4 route table settings.

To view the following window, click L3 Features > IPv4 Route Table, as shown below:

IPv4 Route Table
@ 1P Address [ ]
() Network Address | . . . || E ; ;
JRIP () Connected (") Hardware () Summary
Total Entries: 1
10.0.0.0 255.0.0.0 Directly Connected viani Connected -
n [T] Go

Figure 6-22 IPv4 Route Table Window

The fields that can be configured are described below:

Parameter Description ‘

IP Address Select and enter the single IPv4 address here.

Network Address Select and enter the IPv4 network address here. In the first space enter the
network prefix and in the second space enter the network mask.

RIP Select this option to display only RIP routes.

Connected Select this option to display only connected routes.

Hardware Select this option to display only hardware routes. Hardware routes are routes

that have been written into the hardware chip.

Summary Select this option to display a summary and count of the route sources configured
on the Switch.
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Click the Find button to locate a specific entry based on the information entered.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv6 Static/Default Route

This window is used to display and configure the IPv6 static or default routes.

To view the following window, click L3 Features > IPv6 Static/Default Route, as shown below:

IPv6 Static/Default Route
IPv6 Address/Prefix Length Default Route
Interface Name
MNext Hop IPvE Address 3FE1:1
Distance (1-254) [ ]
Backup State Please Select [V
Total Entries: 1
b Lot | et | e ame | Ditocebetie | oo | e
=0 3FE1: 100/1 Static No
11 [ 1] [ [ee

Figure 6-23 IPv6 Static/Default Route Window

The fields that can be configured are described below:

Parameter Description ‘

IPv6 Address/Prefix Length | Enter the IPv6 address and prefix length for this route here. Tick the Default
Route option to use this route as the default route.

Interface Name Enter the name of the interface that will be associated with this route here.
Next Hop IPv6 Address Enter the next hop IPv6 address here.
Distance Enter the administrative distance of the static route here. This value must be

between 1 and 254. A lower value represents a better route. If not specified, the
default administrative distance for a static route is 1.

Backup State Select the backup state option here. Options to choose from are Primary, and
Backup. When the Primary option is selected, the route is specified as the
primary route to the destination. When the Backup option is selected, the route is
specified as the backup route to the destination.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv6 Static Route BFD

This window is used to display and configure the IPv6 static route BFD.

To view the following window, click L3 Features > IPv6 Static Route BFD, as shown below:

205



DXS-3400 Series Lite Layer 3 Stackable 10GbE Managed Switch Web Ul Reference Guide

IPv6 Static Route BFD

Total Entries: 1

e T R
vian1 20151

n B e

Figure 6-24 IPv6 Static Route BFD Window

The fields that can be configured are described below:

Parameter Description ‘

Interface Name Enter the name of the interface that will be associated with this route here.
IPv6 Address Enter the IPv6 address for this IPv6 interface here.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

IPv6 Route Table

This window is used to display and configure the IPv6 route table.
To view the following window, click L3 Features > IPv6 Route Table, as shown below:

IPv6 Route Table

IPv6 Address 201321
IPvE AddressiPrefix Length IEI Longer Prefixes
Interface Name
e Connected RiPng Database Hardware Summary
Connected 0
Static o
RIFng o
SLAAC o
Total 0

101 EE [ [ea

Figure 6-25 IPv6 Route Table Window

The fields that can be configured are described below:

Parameter Description ‘
IPv6 Address Select and enter the IPv6 address to display here.

IPv6 Address/Prefix Length | Select and enter the IPv6 address and prefix length to display here. Select the
Longer Prefixes option to display the route and all of the more specific routes.

Interface Name Select and enter the name of the interface to display here.
Connected Select this option to display only connected routes.
RIPng Select this option to display only RIPng routes.
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Parameter Description

Database Select this option to display all the related entries in the routing database instead
of just the best route.

Hardware Select this option to display only hardware routes. Hardware routes are routes
that have been written into the hardware chip.

Summary Select this option to display a summary and count of the route sources configured
on the Switch.

Click the Find button to locate a specific entry based on the information entered.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Route Preference

This window is used to display and configure the preference setting of the IPv4 default route and static route. The
distance of the default route and the static route will be compared with other IPv4 routes learned by the dynamic
routing protocol if they have the same destination network address. The lower distance value is preferred.

To view the following window, click L3 Features > Route Preference, as shown below:

Route Preference

Distance Default (1-255)

Figure 6-26 Route Preference Window

The fields that can be configured are described below:

Parameter Description

Distance Default Enter the administrative distance of default routes here. The range is from 1 to
255. By default, this value is 1.

Distance Static Enter the administrative distance of static default routes here. The range is from 1
to 255. By default, this value is 60.

Click the Apply button to accept the changes made.

IPv6 General Prefix

This window is used to display and configure the VLAN interface’s IPv6 general prefix settings.

To view the following window, click L3 Features > IPv6 General Prefix, as shown below:
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IPvE General Prefix

Interface VAN (1-4094) [ ]

Prefx Name

IPvG Address 2233:1/64
Total Entries: 1

s e I

prefix Acquired via Unassigned vian1 2233:1/64
1n [1] Go

Figure 6-27 IPv6 General Prefix Window

The fields that can be configured are described below:

Parameter Description ‘
Interface VLAN Enter the VLAN interface ID used here. The range is from 1 to 4094.
Prefix Name Enter the IPv6 general prefix entry’s name here. This name can be up to 12

characters long.

IPv6 Address Enter the IPv6 address and prefix length here.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

RIP

RIP Settings

This window is used to display and configure the Routing Information Protocol (RIP) feature’s settings.

To view the following window, click L3 Features > RIP > RIP Settings, as shown below:
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ETIINQGsS

RIP Global Settings

RIP State (®Enabled  (CDisabled
Redistribution Configuration

Redistribution | Disabled[v] | Connacted ™ || |metric (0-16) | Foute-map (16 chars
RIP Configuration

Update Time (1-65535) sec [] Default

Invalid Time (1-65535) sec [ Default

Flush Time (1-65535) sec [ Default

Defauit Metric (1-16) [ Default

Distance (1-255) [ Default

Send Version vi

Receive Version vi

Next Update 17

Redisiribution OSPF

Routing Information Sources

Total Entries: 0

v

Figure 6-28 RIP Settings Window

The fields that can be configured in RIP Global Settings are described below:

Parameter Description
RIP State Select to globally enable or disable the Routing Information Protocol (RIP) feature
here.

Click the Apply button to accept the changes made.

The fields that can be configured in Redistribution Configuration are described below:

Parameter Description

Redistribution First, select to enable or disable the RIP redistribution feature here.

Second, select the routing protocol (domain) that will be redistributed into RIP.
Options to choose from are Connected and Static. The Static option means to
redistribute IP static routes. The Connected option refers to routes that are
established automatically by virtue of configuring IP address on an interface.

Third, enter the value to be used as the metric for the redistributed route here.
The range is from O to 16.

Fourth, enter the route map’s name that is used in the filtering of the routes to be
redistributed to the current routing protocol. If not specified, all routes are
redistributed.

Click the Apply button to accept the changes made.

The fields that can be configured in RIP Configuration are described below:

Parameter Description

Update Time Enter the update interval in seconds at which the update message is sent. The
range is from 1 to 65535 seconds. Select the Default option to use the default
value here which is 30 seconds.

Invalid Time Enter the invalidate timer value in seconds here. The range is from 1 to 65535
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Parameter Description
seconds. Select the Default option to use the default value here which is 180
seconds.

Flush Time Enter the flush timer value in seconds here. The range is from 1 to 65535
seconds. Select the Default option to use the default value here which is 120
seconds.

Default Metric Enter the default metric value here. The range is from 1 to 16. The default metric

is used in redistributing routes from other routing protocols. The routes being
redistributed are learned by other protocols and have incompatible metric as RIP.
The specifying of the metric allows the metric to be synced. Select the Default
option to use the default metric value, which is 0.

Version Select the global RIP version that will be used as the default version for all
interfaces here. Options to choose from are v1 (RIPv1) and v2 (RIPv2). Select the
Default option to specify that this feature should use the default configuration. By
default, RIPv1 and RIPv2 packets are received, but only RIPv1 packets are sent.

Distance Enter the administrative distance for RIP here. The range is from 1 to 255. A
lower value represents a better route. Select the Default option to use the default
administrative distance for RIP, which is 100.

Click the Apply button to accept the changes made.

RIP Distribute List

This window is used to display and configure the RIP distribution list settings.

To view the following window, click L3 Features > RIP > RIP Distribute List, as shown below:

ISTNouUte LIS

Distribute List
ACL Name Interface Name

Total Entries: 0

o e oL I

Figure 6-29 RIP Distribute List Window

The fields that can be configured are described below:

Parameter Description ‘

ACL Name Enter the name of the standard IP access list that will be used here. This name
can be up to 32 characters long.

Interface Name Enter the name of the interface that will be used here. This name can be up to 12
characters long.

Click the Apply button to accept the changes made.

RIP Interface Settings

This window is used to display and configure the RIP interface’s settings.

To view the following window, click L3 Features > RIP > RIP Interface Settings, as shown below:
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RIP Interface Settings

Network

EEE— [
Passive Interface BFD State
| Disabled[v ] [12 chars |1 Defautt Disabled ||

Total Entries: 0

m Send v2-broadcast Authentication Mode BFD Status Passive Interface IP Interface Address _

Figure 6-30 RIP Interface Settings Window

The fields that can be configured are described below:

Parameter Description ‘

Network Enter the IPv4 network address used by RIP here. The interface that has a subnet
defined belonging to a network specified here will be activated with RIP.

Passive Interface Select to enable or disable the passive interface feature here. This feature is used
to disable the sending of routing updates on an interface. However, RIP packet
from other routers received on this interface will continue to be processed.

Enter the name of the passive interface in the space provided. This name can be
up to 12 characters long.

Select the Default option to use the global default passive state for all interfaces.

BFD State Select to enable or disable the BFD feature on the specified interface. When BFD
is enabled on an interface, the router creates BFD peers with the current RIP
peers of the interface, and BFD peers will be created when new RIP peers are
added. If an RIP peer is removed because RIP is disabled, the related BFD peer
will be removed. When the BFD session goes down, the RIP routes learned from
the peer will be deleted.

Click the Apply button to accept the changes made.

Click the Delete button to delete an entry based on the information entered.

RIP Database

This window is used to display the Routing Information Protocol (RIP) routing database. Summary address entries will
appear in the database only if relevant child routes exist and are being summarized. When the last child route for a
summary address becomes invalid, the summary address is also removed from the routing table.

To view the following window, click L3 Features > RIP > RIP Database, as shown below:

RIF Datapase

RIP Database

Network Address | . . . [ . . |

Find || show al

Total Entries: 0

Total Routes: 0

== T =m e = 8 =]

Note:
Codes: R - RIF, Rc - RIP connected, K - Kernel, C — Connected, 5 — Static, O - OSPF, B - BGF, A - Aggregate

Figure 6-31 RIP Database Window

The fields that can be configured are described below:
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Parameter Description
Network Address Enter the subnet prefix and the prefix length of the network(s) to be displayed
here.

Click the Find button to locate a specific entry based on the information entered.

Click the Show All button to display all the entries.

RIPNg

RIPNng Settings

This window is used to display and configure the Routing Information Protocol Next Generation (RIPng) settings, also
known as IPv6 RIP.

To view the following window, click L3 Features > RIPng > RIPng Settings, as shown below:

0 Settings

RIPng Global Settings

Global State (OEnabled (@)Disabled
RIPng Settings

Defauit Metric (1-16) b |Cpefaun

Distance (1-254) [Ipefault

Update Time (5-65535) sec [ |Default

Invalid Time (1-65535) 180 sec [ |Default

Flush Time (1-65535) 120 sec [ |Default

Poison Reverse Disabled ]

Split Horizon Enabled ]
Redistribute Settings

Protocol Metric (0-18)

Connected v [ |[efau | Apply || pelet= |

Redistribute Table

I T

connected 10

Figure 6-32 RIPng Settings Window

The fields that can be configured in RIPng Global Settings are described below:

Parameter Description

Global State Select to globally enable or disable the RIPng feature here.

Click the Apply button to accept the changes made.

The fields that can be configured in RIPng Settings are described below:

Parameter Description ‘

Default Metric Enter the default metric value here. The range is from 1 to 16. This value is used
to specify the default metric for routes redistributed from other routing protocols. If
the routes being redistributed are learned from other protocols, then they have an
incompatible metric as IPv6 RIP. Re-specifying of metric allows the metric to be
synced. Select the Default option to use the default metric value, which is 1.

Distance Enter the administrative distance for RIPng here. The range is from 1 to 254. The
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Parameter Description

distance value represents the trust rating of the route. The route with a lower
distance value is preferred over the route with the higher distance value. Select
the Default option to use the default administrative distance for RIPng, which is
120.

Update Time Enter the update interval value at which the update message is sent here. The
range is from 5 to 65535 seconds. Select the Default option to use the default
value here which is 30 seconds.

Invalid Time Enter the invalidate timer value in seconds here. The range is from 1 to 65535
seconds. Select the Default option to use the default value here which is 180
seconds.

Flush Time Enter the flush timer value in seconds here. The range is from 1 to 65535
seconds. Select the Default option to use the default value here which is 120
seconds.

Poison Reverse Select to enable or disable the poison reverse feature here. When poison reverse
is enabled, the routes learned from an interface will be advertised out to the same
interface with an unreachable metric.

Split Horizon Select to enable or disable the split horizon feature here. When split horizon is
enabled, the routes learned from an interface will be not advertised out to the
same interface.

Click the Apply button to accept the changes made.

The fields that can be configured in Redistribute Settings are described below:

Parameter Description ‘

Protocol Select the protocol whose routes are to be redistributed here. Options to choose
from are Connected and Static. The Static option means to redistribute IPv6
static routes. The Connected option refers to routes that are established
automatically by virtue of configuring IPv6 address on an interface.

Metric Enter the value to be used as the metric for the redistributed routes here. The
range is from 0 to 16. Select the Default option to use the default metric value.

Click the Apply button to accept the changes made.

Click the Delete button to delete an entry based on the information entered.

RIPNng Interface Settings

This window is used to display and configure the RIPng feature’s interface settings.

To view the following window, click L3 Features > RIPng > RIPng Interface Settings, as shown below:

RIPng Interface Settings

Interface WVLAN (1-4094) State Metric Offset (1-16) BFD State Passive Interface

[ ] Omnmterace Disabled[v] | | CIpetautt Disabled|[v] [Disabled[v]]

RIPng Interface Table

Total Entries: 0

Figure 6-33 RIPng Interface Settings Window

The fields that can be configured are described below:
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Parameter Description

Interface VLAN Enter the VLAN interface’s ID here. The range is from 1 to 4094. Tick the All
Interface check box to configure all interfaces.

State Select to enable or disable the IPv6 RIP feature on the VLAN interface specified.

Metric Offset Enter the value to be added to the metric of an IPv6 RIP route received on the

configured interface here. The range is from 1 to 16. The metric refers to the hop
count. By default, when receiving an IPv6 RIP route, a metric value of 1 is added
to the route before it is inserted into the routing table. Use this option to influence
the metric of routes received on different interfaces and thus influence the
preference of the route.

Select the Default option to use the default metric offset value, which is 1.
BFD State Select to enable or disable the BFD state.

Passive Interface Select to enable or disable the passive interface feature here. If this option is
enabled, the router will not send RIPng packets out through the interface.
However, RIPng packets from other routers received on the interface will continue
to be processed.

Click the Apply button to accept the changes made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

RIPng Database

This window is used to display the RIPng feature’s routing database.

To view the following window, click L3 Features > RIPng > RIPng Database, as shown below:

RIPng Database

IPv Address/Prefix Length 20132154
Total Entries: 0

s st v e T s s |

Figure 6-34 RIPng Database Window

The fields that can be configured are described below:

Parameter Description

IPv6 Address/Prefix Length | Enter the IPv6 address that will be used for this display here.

Click the Find button to locate a specific entry based on the information entered.

IP Multicast Routing Protocol

IPMC

IP Multicast Global Settings

This window is used to display and configure the IP Multicast (IPMC) global settings.

To view the following window, click L3 Features > IP Multicast Routing Protocol > IPMC > IP Multicast Global
Settings, as shown below:
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IP Multicast Table Lookup Mode

Table Lookup Mode ® Ip O MAC

Figure 6-35 IP Multicast Global Settings Window

The fields that can be configured are described below:

Parameter Description
Table Lookup Mode Select the IP multicast table lookup mode here. Options to choose from are IP
and MAC.

o |P - Specifies the multicast forwarding lookup based on the IP address.

e MAC - Specifies the multicast forwarding lookup based on the MAC address.

Click the Apply button to accept the changes made.

IP Multicast Forwarding Cache

This window is used to display the content of the IP multicast routing forwarding cache database.

To view the following window, click L3 Features > IP Multicast Routing Protocol > IPMC > IP Multicast
Forwarding Cache, as shown below:

IP Multicast Forwarding Table

Find |[ showan |

Total Entries: 0

Source Address Group Address Incoming Interface QOutgoing Interface

Figure 6-36 IP Multicast Forwarding Cache Window

The fields that can be configured are described below:

Parameter Description ‘
Group Address Enter the multicast group’s IP address here.
Source Address Enter the multicast source’s IP address here.

Click the Find button to locate a specific entry based on the information entered.

Click the Show All button to display all the entries.

Control Packet CPU Filtering

This window is used to display and configure the IPMC control packet CPU filtering settings.

To view the following window, click L3 Features > IP Multicast Routing Protocol > IPMC > Control Packet CPU
Filtering, as shown below:
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Control Packet CPU Filtering Settings

Unit From Port To Port Packet Type Action
1 [v]  [ethii0 [v] [ethiioi [v] [DvMRP [v] [Add ]
Control Packet CPU Filtering Table
Unit From Port To Port
[1 [v]  [eth1i0n1 ~]  [ethti0t ~]
I .
eth1/0/11 DVMRP

Figure 6-37 Control Packet CPU Filtering Window

The fields that can be configured in Control Packet CPU Filtering Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Packet Type Select the packet type here. Options to choose from are:

¢ DVMRP - Specifies that the CPU will discard Distance Vector Multicast
Routing Protocol (DVMRP) Layer 3 control packets sent to it.

¢ PIM - Specifies that the CPU will discard Protocol Independent Multicast
(PIM) Layer 3 control packets sent to it.

e IGMP Query - Specifies that the CPU will discard Internet Group
Management Protocol (IGMP) Query Layer 3 control packets sent to it.

o OSPF - Specifies that the CPU will discard Open Shortest Path First (OSPF)
Layer 3 control packets sent to it.

e RIP - Specifies that the CPU will discard Routing Information Protocol (RIP)
Layer 3 control packets sent to it.

¢ VRRP - Specifies that the CPU will discard Virtual Router Redundancy
Protocol (VRRP) Layer 3 control packets sent to it.

Action Select the action that will be taken here. Options to choose from are:

e Add - Specifies to add a new entry based on the information entered.

e Delete - Specifies to delete an entry based on the information entered.

Click the Apply button to accept the changes made.

The fields that can be configured in Control Packet CPU Filtering Settings are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this display here.
From Port ~ To Port Select the range of ports that will be used for this display here.

Click the Find button to find and display entries based on the selections made.

IPveMC

IPv6 Multicast Routing Forwarding Cache Table

This window is used to display the contents of the IPv6 multicast routing forwarding cache database.
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To view the following window, click L3 Features > IP Multicast Routing Protocol > IPv6MC > IPv6 Multicast
Routing Forwarding Cache Table, as shown below:

IPv6 Multicast Routing Forwarding Cache Table

Group IPvE Address
Source IPv6 Address 2000:60:1:1::10 [ Find || showan |

Total Entries: 0

Group Address Interface Name Qutgoing Interface List

Figure 6-38 IPv6 Multicast Routing Forwarding Cache Table Window

The fields that can be configured are described below:

Parameter Description ‘
Group IPv6 Address Enter the multicast group’s IPv6 address here.
Source IPv6 Address Enter the multicast source’s IPv6 address here.

Click the Find button to locate a specific entry based on the information entered.

Click the Show All button to display all the entries.

BFD

BFD Settings

This window is used to display and configure the Bidirectional Forwarding Detection (BFD) settings.

To view the following window, click L3 Features > BFD > BFD Settings, as shown below:

BFD State
BFD State () Enabled @) Disabled
BFD Interface Settings
Interface VLAN (1-4004) [ ]

Total Entries: 1

e o T T T o
vian1 500 500 3 2000

Note: MinTxInt - Desired Minimum TX Interval, MinRxInt : Required Minimum RX Interval mn n Go

Figure 6-39 BFD Settings Window

The fields that can be configured in BFD State are described below:

Parameter Descripton

BFD State Select to globally enable or disable the BFD feature here.

Click the Apply button to accept the changes made.

The fields that can be configured in BFD Interface Settings are described below:

Parameter Description

Interface VLAN Enter the ID of the VLAN interface that will be used here.
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Click the Find button to find and display an entry based on the information entered.
Click the Edit button to configure the interval settings for the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the fields that can be configured are described below:

Parameter Description ‘

MinTxInt Enter the minimum time interval value that the local system will use when
transmitting BFD control packets here. The range is from 50 to 1000 milliseconds.

MinRxInt Enter the minimum time interval value between received BFD control packets that
this system is capable of supporting here. The range is from 50 to 1000
milliseconds.

Multiplier Enter the BFD detection time multiplier value here. The range is from 3 to 99.

Slow Time Enter the BFD slow time value here. The range is from 1000 to 3000 milliseconds.

Click the Apply button to accept the changes made.

BFD Neighbor Table

This window is used to display the BFD neighbor table.

To view the following window, click L3 Features > BFD > BFD Neighbor Table, as shown below:

BFD Neighbor Table

Total Entries: 6

Neighbor Address Interface Name Local Discriminator Remote Discriminator Detect Time (ms) m_
0 0

11.0.0.1 viant1 6 Down
11.0.0.2 viant1 1 0 ] Down
11.0.03 viant1 3 4 1500 Up
11.0.08 vianti 4 ] i Down
11.0.0.7 viant1 2 0 ] Down
11.0.0.254 viant1 5 D ] Down
TTRNEE 1 | [ [eo

Figure 6-40 BFD Neighbor Table Window

Click the Show Detail button to view more detailed information for the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Show Detail button, the following page will appear.

BFD Neighbor Detail

Local Diagnostic Mo Diagnostic
Poll Bit Not Set
Remote Minimum RX Interval Oms

Remote Minimum TX Interval 0 ms

Remote Multiplier 0

Register Protocol RIP

Figure 6-41 BFD Neighbor Table (Show Detail) Window

Click the Back button to return to the previous window.
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IP Route Filter

Route Map

This window is used to display and configure the route map’s settings.
To view the following window, click L3 Features > IP Route Filter > Route Map, as shown below:

DUTE Wap

Route Map
Direction Permit v
Sequence ID (1-65635) [ ] Apply

Total Entries: 1

o o o s | st o

TEEL o

Figure 6-42 Route Map Window

The fields that can be configured are described below:

Parameter Description

Route Map Name Enter the route map’s name here. This name can be up to 16 characters long.

Direction Select the direction for this rule here. Options to choose from are Permit and
Deny.

e Permit - Specifies that routes that match the rule entry are permitted.

e Deny - Specifies that routes that match the rule entry are denied.

Sequence ID Enter the sequence ID for this rule here. The range is from 1 to 65535.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to modify the specified entry.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button in the Match Clauses column, the following page will appear.
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DUTTE Wap

Action

(@ Interface Mame

(7 IP Address ACL

(1 IP Next Hop ACL

(") Route Source

(") Metric (0-4294967294)
(") Route Type

interface

it

Route Map: route, Permit, Sequence 1 Match Clauses

V]

&

Route Map Detail Information

vlan1

Figure 6-43 Route Map (Match Clauses, Edit) Window

The fields that can be configured are described below:

Parameter

Action

Description ‘

Select Add to add a new entry based in the information entered.
Select Delete to delete an entry based in the information entered.

Interface Name

Select and enter the interface’s name that will be used here. This option is used to
define a clause to match the route’s outgoing interface.

IP Address ACL

Select and enter the standard or extended IP access list's name here. This option
is used to define a clause to match the route based on the standard or extended
IP access list.

IP Next Hop ACL

Select and enter the standard IP access list's name here. This option is used to
define a clause to match the route’s next hop based on the standard or extended
IP access list.

Route Source

Select and enter the standard or extended IP access list's name here. This option
is used to define a clause to match the route’s source based on the standard or
extended IP access list.

Metric Select and enter the metric value of the route here. The range is from 0 to
4294967294. This option is used to define a clause to match the route’s metric.
Route Type Select the route type here. Options to choose from are Internal, External,

External Type-1, and External Type-2.

e Internal - Specifies the intra-area and inter-area routes of Open Shortest
Path First (OSPF).

e External - Specifies the autonomous system’s external route of OSPF. If the
type-1 and type-2 options are not specified, type-1 and type-2 external routes
are included.

e External Type-1 - Specifies the type-1 external route of OSPF.
o External Type-2 - Specifies the type-2 external route of OSPF.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.

After clicking the Edit button in the Set Clauses column, the following page will appear.
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OUTE AP

Route Map: Rotue-Map, Permit, Sequence 1 Set Clauses

Action Add ]

(® IP Default Next Hop | || : . - - : 1 ) -]
| | | T EE———

() IP Next Hop IP Address [v]

- - - W - - - W - - - 1
e T R
() IP Precedence

O Metric (0-4294967204) [
() Metric Type Type_1 [v]
ip precedence 0
Figure 6-44 Route Map (Set Clauses, Edit) Window
The fields that can be configured are described below:
Parameter Description ‘
Action Select Add to add a new entry based in the information entered.
Select Delete to delete an entry based in the information entered.
IP Default Next Hop Enter the default next-hop IP addresses in the spaces provided that will be used

to route the packet. This feature can be used to specify multiple default next hop
routers. If default next hops are already configured, the default next hops
configured later will be added to the default next hop list. When the first default
next hop router specified is down, the next default next hop router specified is
tried in turn to route the packet. Up to 8 default next-hop IP addresses can be
entered.

IP Next Hop Select the IP next hop type here. This feature is used to configure the next-hop
router to route the packet that passes the match clauses of the configured route
map sequence. Options to choose from are IP Address and Recursive.

o |P Address - Specifies the IP addresses of the next-hops to route the
packet. Enter the next-hop IP addresses in the spaces provided here. Up to
8 next-hop IP addresses can be entered.

e Recursive - Specifies the IP address of the recursive as the next-hop router.
Enter the recursive next-hop IP address in the space provided here.

IP Precedence Select the IP precedence option here. Options to choose from are Routine,
Priority, Immediate, Flash, Flash Override, Critical, Internet, and Network.
Use this feature to set the precedence value in the IP header. This option only
takes effect when policy routing involves the IPv4 packet.

Metric Select and enter the metric value here that will be used in the modification. The
range is from 0 to 4294967294.

Metric Type Select the metric type here that will be used in the modification. Options to choose
from are Type-1 and Type-2.

e Type-1 - Specifies to use the OSPF external type-1 metric.
e Type-2 - Specifies to use the OSPF external type-2 metric.

Click the Apply button to accept the changes made.

Click the Back button to return to the previous window.
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Policy Route

This window is used to display and configure the policy route settings.

To view the following window, click L3 Features > Policy Route, as shown below:

Policy Route

Total Entries: 1

ot I

1] [ N [ [ea

Figure 6-45 Policy Route Window

Click the Edit button to modify the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following page will appear.

~OlICY ROLILE
Policy Route

Total Entries: 1

o I

] [ N [ lee

Figure 6-46 Policy Route (Edit) Window

The fields that can be configured are described below:

Parameter Description

Route Map Enter the route map’s name here that will be used in this policy route entry.

Click the Apply button to accept the changes made.

VRRP Settings

This window is used to display and configure the Virtual Router Redundancy Protocol (VRRP) feature’s settings. All
routers in the same VRRP group must be configured with the same virtual router ID and IP address.

A virtual router group is represented by a virtual router ID. The IP address of the virtual router is the default router
configured on hosts. The virtual router’s IP address can be a real address configured on the routers, or an unused IP
address. If the virtual router address is a real IP address, the router that has this IP address is the IP address owner.

A master will be elected in a group of routers that supports the same virtual routers. Others are the backup routers.
The master is responsible for forwarding the packets that are sent to the virtual router.

To view the following window, click L3 Features > VRRP Settings, as shown below:
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VRRP Settings

SNMP Server Traps VRRP New Master (") Enabled (e Disabled

SNMP Server Traps VRRP Auth Fail (O Enabled @ Disabled

Non-owner-ping Response (") Enabled () Disabled
Virtual Router Settings

VLAN(-4004) [ ]

Interace Name

Total Entries: 1

I T

vian1 Init 10.90.90.90 192.168.70.254 Edit Delete
n [1] Go

Figure 6-47 VRRP Settings Window

The fields that can be configured in VRRP Settings are described below:

Parameter Description ‘

SNMP Server Traps VRRP Select to enable or disable the SNMP server traps feature for the new VRRP

New Master master. If enabled, once the device has transitioned to the master state, a trap will
be sent out.

SNMP Server Traps VRRP Select to enable or disable the SNMP server traps feature for authentication
Auth Fail failures. If enabled, if a packet has been received from a router whose
authentication key or authentication type conflicts with this router's authentication
key or authentication type, then a trap will be sent out.

Non-owner-ping Response | Select to enable or disable the non-owner ping response feature here. This
feature is used to enable the virtual router in the master state to respond to ICMP
echo requests for an IP address not owned but associated with this virtual router.

Click the Apply button to accept the changes made.

The fields that can be configured in Virtual Router Settings are described below:

Parameter Description

VLAN Enter the VLAN interface’s ID used here. The range is from 1 to 4094.

VRID Enter the virtual router’s ID used here. This ID is used to identify the virtual router
in the VRRP group. The range is from 1 to 255.

Virtual IP Address Enter the IPv4 address for the created virtual router group here.

VRRP Authentication Select to enable and then enter the plain text authentication password for VRRP

authentication on the interface here. This string can be up to 8 characters long.
The authentication is applied to all virtual routers on this interface. The devices in
the same VRRP group must have the same authentication password.

Interface Name Enter the interface’s name used here. This name can be up to 12 characters long.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.
Click the Edit button to modify the specified entry.

Click the Delete button to delete the specified entry.
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Enter a page number and

click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following page will appear.

vian1 - Group 1

State
Virtual IP Address
Virtual MAC Address

Advertisement Interval (1-255)
Preemption

Priority {1-254)

BFD Remote IP

Master Router

Critical IP Address
Authentication

Shutdown

Init

192.168.70.65
00-00-5E-00-01-01

SeC

Enabled

10.90.90.90

|

Disabled (v Back || Apply

Figure 6-48 VRRP Settings (Edit) Window

The fields that can be configured are described below:

Parameter

Advertisement Interval

Description ‘

Enter the advertisement interval value here. This is the time interval between
successive VRRP advertisements by the master router. The range is from 1 to
255 seconds. By default, this value is 1 second.

Preemption Select to enable or disable the preemption feature here. This feature is used to
allow a router to take over the master role if it has a better priority than the current
master.

Priority Enter the priority value here. The range is from 1 to 254.

BFD Remote IP

Enter the VRRP group's BFD peer address here.

Critical IP Address

Enter the critical IPv4 address here. If the critical IP is configured on one virtual
router, the virtual router cannot be activated when the critical IP address is
unreachable. One VRRP group can only track one critical IP.

Shutdown

Select to enable or disable the shutdown feature here. This feature is used to
disable a virtual router on an interface. Avoid the common mistake of shutting
down the IP address owner router before shutting down other non-owner routers.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

VRRPV3 Settings

This window is used to display and configure VRRP version 3 (VRRPV3) settings.

To view the following window, click L3 Features > VRRPv3 Settings, as shown below:
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VRRPv3 Settings

WVLAN(1-4004)
VRID (1-255)
Address Family

Interface Name

Total Entries: 1

vian1

IPv4 V]

I e e e

IPv4

Apply

Init 0.0.0.0 Edit Delete
n [ 1| [ e

Figure 6-49 VRRPv3 Settings Window

The fields that can be configured are described below:

Parameter Description ‘

VLAN Enter the ID of the VLAN interface that will be used here. The range is from 1 to
4094.

VRID Enter the virtual router ID used to identify the VRRP group here. The range is

from 1 to 255.

Address Family

Select the address family used here. Option to choose from are:
e [Pv4 - Specifies to create an IPv4 virtual router.

e |Pv6 - Specifies to create an IPv6 virtual router.

Interface Name

Enter the name of the VLAN interface that will be used in the display here. This
string can be up to 12 characters long.

Click the Apply button to accept the changes made.

Click the Find button to find and display an entry based on the information entered.

Click the Edit button to configure more detailed settings of the specified entry.

Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following window will appear:

State

Virtual IP Address

Virtual MAC Address
Advertisement Interval (1-255)
Preemption

Priority (1-254)

Critical IP Address
MNon-owner-ping

Shutdown

Master Router

vian1 - Group 1 - Version 3 - Address Family IPv4

Init

00-00-5E-00-01-01
Enabled [~
100

[ - - ]
Disabled [~]
Disabled [~]

0.0.0.0

sec

Back || Apply

Figure 6-50 VRRPv3 Settings (Edit) Window

The fields that can be configured are described below:
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Parameter

Virtual IP Address

Description

Enter the virtual IPv4/IPv6 address here. This parameter will be either IPv4 or
IPv6 depending on the Address Family selection made in the previous step. All
routers in the same VRRP group must be configured with the same virtual router
ID and virtual address. The IP address of the virtual router can be a real address
configured on the routers or an unused address. If the virtual address is equal to
the real address of the interface, this virtual router is the IP address owner.

Advertisement Interval

Enter the time interval value between successive advertisements by the master
router here. The range is from 1 to 255 seconds. The master will constantly send
VRRP advertisements. All virtual routers in a VRRP group must use the same
timer values.

Preemption Select to enable or disable the preemption feature here. This is used to allow a
router to take over the master role if it has a better priority than the current
master.

Priority Enter the priority value of the virtual router here. The range is from 1 to 254. The

master of a VRRP group is elected based on the priority. The virtual router with
the highest priority becomes the master and others with lower priorities act as the
backup for the VRRP group. If there are multiple routers with the same highest
priority value, the router with the larger IP address will become the Master. The
router that is the IP address owner of the VRRP group is always the master of the
VRRP group, and has the highest priority of 255.

Critical IP Address

Enter the critical IP address here. If the critical IP is configured on one virtual
router, the virtual router cannot be activated when the critical IP address is
unreachable. One VRRP group can only track one critical IP address.

Non-owner ping

Select to enable or disable the non-owner ping feature here. This is used to
enable a non-IP address owner virtual router in the master state to response the
ICMP echo request for IPv4 addresses or the ND request for IPv6 addresses.

Shutdown

Select to enable or disable the shutdown feature here. Avoid the common mistake
of shutting down the IP address owner routers before shutting down other non-
owner routers.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.
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7. Quality of Service (Qo0S)

Basic Settings
Advanced Settings
QoS PFC

WRED

ETS

QCN

iSCSI

Basic Settings

Port Default CoS

This window is used to display and configure the port’s default CoS settings.

To view the following window, click QoS > Basic Settings > Port Default CoS, as shown below:

Port Default CoS

Unit From Port To Port Default CoS
| 1 ﬂl | eth1/0/1 ﬂ| | eth1/0/1 ﬂl O} [] Override (") None
Unit 1 Seftings

eth1/0M1 0 No

eth1/0/2 a No

eth1/0/3 0 No

eth1/0/4 a No

eth1/0/5 0 No

eth1/0/6 a No

Figure 7-1 Port Default CoS Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Default CoS Select the default CoS option for the port(s) specified here. Options to choose

from are 0 to 7. Select the Override option to override the CoS of the packets.
The default CoS will be applied to all incoming packets, tagged or untagged,
received by the port. Select the None option to specify that the CoS of the
packets will be the packet's CoS if the packets are tagged, and will be the port
default CoS if the packet is untagged.

Click the Apply button to accept the changes made.

Port Scheduler Method

This window is used to display and configure the port scheduler method settings. To view the following window, click
QoS > Basic Settings > Port Scheduler Method, as shown below:
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Port Scheduler Method

Unit From Port To Port Scheduler Method
[1 ~] [eth1/0/1 [+] [eth1/01 [v] [WRR [v]
Unit 1 Settings
=

eth1/0/1 WRR

eth1/0/2 WRR

eth1/0/3 WRR

eth1/0/4 WRR

eth1/0/5 WRR

eth1/0/6 WRR

eth1/0/7 WRR

Figure 7-2 Port Scheduler Method Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Scheduler Method Select the scheduler method that will be applied to the specified port(s). Options

to choose from are Strict Priority (SP), Round-Robin (RR), Weighted Round-
Robin (WRR), Weighted Deficit Round-Robin (WDRR), and Enhanced
Transmission Selection (ETS). By default, the output queue scheduling algorithm
is WRR.

e Strict Priority (SP) specifies that all queues use strict priority scheduling. It
provides strict priority access to the queues from the highest CoS queue to
the lowest.

¢ Round-Robin (RR) specifies that all queues use round-robin scheduling. It
provides fair access to service a single packet at each queue before moving
on to the next one.

e Weighted Round-Robin (WRR) operates by transmitting permitted packets
into the transmit queue in a round robin order. Initially, each queue sets its
weight to a configurable weighting. Every time a packet from a higher priority
CoS queue is sent, the corresponding weight is subtracted by 1 and the
packet in the next lower CoS queue will be serviced. When the weight of a
CoS queue reaches zero, the queue will not be serviced until its weight is
replenished. When weights of all CoS queues reach 0, the weights get
replenished at a time.

e Weighted Deficit Round-Robin (WDRR) operates by serving an
accumulated set of backlogged credits in the transmit queue in a round robin
order. Initially, each queue sets its credit counter to a configurable quantum
value. Every time a packet from a CoS queue is sent, the size of the packet
is subtracted from the corresponding credit counter and the service right is
turned over to the next lower CoS queue. When the credit counter drops
below 0, the queue is no longer serviced until its credits are replenished.
When the credit counters of all CoS queues reaches 0, the credit counters
will be replenished at that time. All packets are serviced until their credit
counter is zero or negative and the last packet is transmitted completely.
When this condition happens, the credits are replenished. When the credits
are replenished, a quantum of credits are added to each CoS queue credit
counter. The quantum for each CoS queue may be different based on the
user configuration.

To set a CoS queue in the SP mode, any higher priority CoS queue must
also be in the strict priority mode.

e Enhanced Transmission Selection (ETS) provides bandwidth allocation on
converged links in end stations and bridges in a Data Center Bridging (DCB)
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Parameter Description

environment. Using bandwidth allocations, different traffic classes within
different traffic types such as LAN, SAN, IPC and management can be
configured to provide bandwidth allocation, low-latency or best effort transmit
characteristics.

Click the Apply button to accept the changes made.

Queue Settings

This window is used to display and configure the queue settings.

To view the following window, click QoS > Basic Settings > Queue Settings, as shown below:

UL 1311 L] S
Queue Settings
Unit From Port To Port Queue ID WRR Weight (0-127) WDRR Quantum (0-127)
(1] [ewton o] [swton o] [0 ] | | ]

Unit 1 Settings

T o T o
1

eth1/01

eth1/0/2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

[= AN &, R S 7 R TR o BN (S N & | IR N E R S T S
= mh | = | ek = = = ) = e = | =k = ek

Figure 7-3 Queue Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Queue ID Enter the queue ID value here. This value must be between 0 and 7.

WRR Weight Enter the WRR weight value here. This value must be between 0 and 127. To

satisfy the behavior requirements of Expedited Forwarding (EF), the highest
gueue is always selected by the Per-hop Behavior (PHB) EF and the schedule
mode of this queue should be strict priority scheduling. So the weight of the last
gueue should be zero while the Differentiate Service is supported.

WDRR Quantum Enter the WDRR quantum value here. This value must be between 0 and 127.

Click the Apply button to accept the changes made.

CoS to Queue Mapping

This window is used to display and configure the CoS-to-Queue mapping settings.
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To view the following window, click QoS > Basic Settings > CoS to Queue Mapping, as shown below:

(]
=]
w

|

S B - I - B - T R — |

[<]

Apply

Figure 7-4 CoS to Queue Mapping Window

The fields that can be configured are described below:

Parameter Description

Queue ID Select the queue ID that will be mapped to the corresponding CoS value. Options
to choose from are 0 to 7.

Click the Apply button to accept the changes made.

Port Rate Limiting

This window is used to display and configure the port rate limiting settings.

To view the following window, click QoS > Basic Settings > Port Rate Limiting, as shown below:

Port Rate Limiting

Unit From Fort To Port Direction Rate Limit
[1[¥] [eth1/0/1 [v]  [eth10/ [v]  [input [¥] (@ Bandwidth (2-10000000) [ |kops  BurstSze(0-128000) [ |Kbyte
(O Percent (1-100) [ = Burst Size (0-128000) [ |Kbyte
) None

Unit 1 Settings

=

I
eth1/0/1 No Limit No Limit No Limit No Limit
eth1/0/2 Mo Limit Mo Limit Mo Limit Nao Limit
eth1/0/3 No Limit No Limit No Limit No Limit
eth1/0/4 Mo Limit Mo Limit Mo Limit No Limit
eth1/0/5 No Limit No Limit No Limit No Limit
eth1/0/6 Mo Limit Mo Limit Mo Limit No Limit

Figure 7-5 Port Rate Limiting Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Direction Select the direction option here. Options to choose from are Input and Output.

When Input is selected, the rate limit for ingress packets is configured. When
Output is selected, the rate limit for egress packets is configured.

Rate Limit Select and enter the rate limit value here.
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Parameter Description

e When Bandwidth is selected, enter the input/output bandwidth value used in
the space provided. This value must be between 8 and 10000000 kbps. Also,
enter the Burst Size value in the space provided. This value must be
between 0 and 128000 kilobytes.

e When Percent is selected, enter the input/output bandwidth percentage
value used in the space provided. This value must be between 1 and 100
percent (%). Also, enter the Burst Size value in the space provided. This
value must be between 0 and 128000 kilobytes.

¢ Select the None option to remove the rate limit on the specified port(s). The
specified limitation cannot exceed the maximum speed of the specified
interface. For the ingress bandwidth limitation, the ingress will send a pause
frame or a flow control frame when the received traffic exceeds the limitation.

Click the Apply button to accept the changes made.

Queue Rate Limiting

This window is used to display and configure the queue rate limiting settings.
To view the following window, click QoS > Basic Settings > Queue Rate Limiting, as shown below:

QuUeue Rate ing .
Queue Rate Limiting
Unit  From Port To Port Queue ID Rate Limit
[1[¥] [eth1/0A [¥] [eth10A [¥] [0 [v] (@ MinBandwidth(-10000000) | |Kbps MaxBandwidih (2-10000000) | |Kbps
() Min Percent (1-100) [ %  MaxPercent(1-100) [ =
) None

Unit 1 Semngs
Queueli

Ilax Ilax Ilax
Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate Rate

eth1/0f1 NolLi.. MNoLi. NoLi. NoLi.. NoLi. NoLi. MNoLi. NoL.. NoLi. NoLi.. NoLi.. NoLi. MNoLi. NoLi. NoLi. NolLi.

eth1/2 Noli.. MolLi. MNoLi. NolLi.. NoLi.. NoL.. NoLi. NoLi.. NoLi.. NoLi. NoLi.. NoL.. MNolLi. MNoLi. NoLi. NolLi.
eth1/V3 MNoli.. MNoLi. NoLi.. NoL.. NoL.. NolLi. NoLi.. MNoLi.. MNoLi. MNoL.. NoL.. NoL.. NoLi. NoL.. NoL.. NolLi.
eth1/f4 MNoli.. NolLi. NoLi.. NoLi.. MNoLi.. NoLi. NoLi.. MNoLi. MNoLi. NoL.. NoL.. NoL.. NoLi. NoL.. NoL.. NolLi.
eth1/W5 MNoli.. NoLi. NolLi.. NoL.. NoL.. MNolLi.. NoLi.. MNoLi. MNoLi. MNoL.. NoL.. NoL.. NoLi. NoL.. NoL.. NolLi.

eth1/0W6 MNoli.. MNolLi. MNoLi. NoLi.. NoLi. MNoL.. NoLi.. NoLi.. NoLi.. NoLi. NoLi.. NoL.. MNoLi. NoLi. NoLi. NolLi.

Figure 7-6 Queue Rate Limiting Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Queue ID Select the queue ID that will be configured here. Options to choose from are 0 to
7.

Rate Limit Select and enter the queue rate limit settings here.

e When the Min Bandwidth option is selected, enter the minimum bandwidth
rate limit value in the space provided. This value must be between 8 and
10000000 kbps. Also enter the maximum bandwidth (Max Bandwidth) rate
limit in the space provided. This value must be between 8 and 10000000
kbps.

When the minimal bandwidth is configured, the packet transmitted from the
gueue can be guaranteed. When the maximum bandwidth is configured,
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Parameter Description

packets transmitted from the queue cannot exceed the maximum bandwidth
even if the bandwidth is available.

When configuring the minimal bandwidth, the aggregate of the configured
minimum bandwidth must be less than 75 percent of the interface bandwidth
to make sure the configured minimal bandwidth can be guaranteed. It is not
necessary to set the minimum guaranteed bandwidth for the highest strict
priority queue. This is because the traffic in this queue will be serviced first if
the minimal bandwidth of all queues is satisfied.

The configuration of this command can only be attached to a physical port
but not a port-channel. That is the minimum guaranteed bandwidth of one
CoS cannot be used across physical ports.

e When the Min Percent option is selected, enter the minimum bandwidth
percentage value in the space provided. This value must be between 1 and
100 percent (%). Also enter the maximum percentage value (Max Percent)
in the space provided. This value must be between 1 and 100 percent (%).

Click the Apply button to accept the changes made.

Advanced Settings

DSCP Mutation Map

This window is used to display and configure the Differentiated Services Code Point (DSCP) mutation map settings.
When a packet is received by an interface, based on a DSCP mutation map, the incoming DSCP can be mutated to
another DSCP immediately before any QoS operations. The DSCP mutation is helpful to integrate domains with
different DSCP assignments. The DSCP-CoS map and DSCP-color map will still be based on the packet’s original
DSCP. All the subsequent operations will base on the mutated DSCP.

To view the following window, click QoS > Advanced Settings > DSCP Mutation Map, as shown below:

B b ViLUtat ol el

DSCP Mutation Map

Mutation Name Input DSCF List (0-63) Output DSCF (0-63)
]

Total Entries: 1

Digit in ones

D e e ezl r=re=rer=re =]
i} 0 10 2 3 4 5 ] 7 8 9

10 0 11 12 13 14 15 16 17 18 19
20 20 21 22 23 24 25 26 21 28 29
mutation 30 30 31 32 33 34 35 36 37 33 3
40 40 41 42 43 44 45 46 47 48 49
50 50 51 52 53 54 85 56 57 58 59
&0 60 &1 62 63
11 [7] [ |eo

Figure 7-7 DSCP Mutation Map Window

The fields that can be configured are described below:

Parameter

Mutation Name

Description

Enter the DSCP mutation map name here. This name can be up to 32 characters
long.

Input DSCP List

Enter the input DSCP list value here. This value must be between 0 and 63.
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Parameter Description

Output DSCP List Enter the output DSCP list value here. This value must be between 0 and 63.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Port Trust State and Mutation Binding

This window is used to display and configure port trust state and mutation binding settings.

To view the following window, click QoS > Advanced Settings > Port Trust State and Mutation Binding, as shown
below:

Port Trust State and Mutation Binding

Unit From Port To Port Trust State DSCP Mutation Map
I BN C O tone
Unit 1 Seftings

eth1/0/1 Trust CoS

eth1/0f2 Trust CoS

eth1/0/3 Trust CoS

eth1/0/4 Trust CoS

eth1/0/5 Trust CoS

eth1/0/6 Trust CoS

Figure 7-8 Port Trust State and Mutation Binding Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the range of ports that will be used for this configuration here.
Trust State Select the port trust state option here. Options to choose from are CoS and
DSCP.
DSCP Mutation Map Select and enter the DSCP mutation map name used here. This name can be up
to 32 characters long. Select the None option to not allocate a DSCP mutation
map to the port(s).

Click the Apply button to accept the changes made.

DSCP CoS Mapping

This window is used to display and configure the DSCP CoS mapping settings.

To view the following window, click QoS > Advanced Settings > DSCP CoS Mapping, as shown below:
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Ly L AR i
DSCP CoS Mapping

Unit From Port To Port CoS DSCP List (0-63)

[~ [wois] (i) [0~ | |
Unit 1 Settings

]
=]
W

0 0-7
1 215
2 16-23
3 24-31
eth1/0/1
4 32-39
i} 40-47
] 48-55
¥ 56-63
0 0-7
1 815
2 16-23
eth1/0/2 : 5
4 32-39
5 40-47
] 43-55
7 56-63

Figure 7-9 DSCP CoS Mapping Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

CoS Select the CoS value to map to the DSCP list. Options to choose from are 0 to 7.

DSCP List Enter the DSCP list value to map to the CoS value here. This value must be
between 0 and 63.

Click the Apply button to accept the changes made.

CoS Color Mapping

This window is used to display and configure the CoS color mapping settings.

To view the following window, click QoS > Advanced Settings > CoS Color Mapping, as shown below:
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D 010 viapp ]

~
Co$§ Color Mapping
Unit From Port To Port CoS List (0-7) Color
[ [t v]  [enion o] | |
Unit 1 Settings
I T
Green 0-7
eth1/0/1 Yellow
Red
Green 0-7
eth1/0/2 Yellow
Red
Green 07
eth1/0/3 Yellow
Red
Green 0-7
eth1/0/4 Yellow
Red
Figure 7-10 CoS Color Mapping Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the range of ports that will be used for this configuration here.
CoS List Enter the CoS value that will be mapped to the color. This value must be between
Oand?7.
Color Select the color option that will be mapped to the CoS value. Options to choose
from are Green, Yellow, and Red.

Click the Apply button to accept the changes made.

DSCP Color Mapping

This window is used to display and configure the DSCP color mapping settings.

To view the following window, click QoS > Advanced Settings > DSCP Color Mapping, as shown below:
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Ly #lle Llee) L] A
DSCP Color Mapping
Unit From Port To Port DSCP List (0-63) Color
[ [t v]  [enion o] | |
Unit 1 Settings
I N
Green 0-63
eth1/0/1 Yellow
Red
Green 0-63
eth1/0/2 Yellow
Red
Green 0-63
eth1/0/3 Yellow
Red
Green 0-63
eth1/0/4 Yellow
Red
Figure 7-11 DSCP Color Mapping Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the range of ports that will be used for this configuration here.
DSCP List Enter the DSCP list value here that will be mapped to a color. This value must be
between 0 and 63.
Color Select the color option that will be mapped to the DSCP value. Options to choose
from are Green, Yellow, and Red.

Click the Apply button to accept the changes made.

Class Map

This window is used to display and configure the class map settings.

To view the following window, click QoS > Advanced Settings > Class Map, as shown below:
Muttiple Match Criteria Match Any [

Class Map Name

Total Entries: 2

s e i —

class Match Any Match Delete
class-default Match Any Match Delete

11 1 R

Figure 7-12 Class Map Window

The fields that can be configured are described below:

Parameter Description ‘

Class Map Name Enter the class map name here. This nhame can be up to 32 characters long.

Multiple Match Criteria Select the multiple match criteria option here. Options to choose from are Match
All and Match Any.
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Click the Apply button to accept the changes made.
Click the Match button to configure the specific entry.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Match button, the following page will be available.

ATl LlE

Class Map Name class
Match:
(CiNone
(@/Specify
(@) ACL Name 32 chars
() CoS List (0-7) P57 mner
() DSCP List (0-63) (26163 JiPvaony
() Precedence List (0-7) P57 OiPvaony
() Protocol Mame None [~]
() VID List (1-4094) 35 mner
Back || Apply
Figure 7-13 Class Map (Match) Window
The fields that can be configured are described below:
Parameter Description ‘
None Select this option to match nothing to this class map.
Specify Select the option to match something to this class map.
ACL Name Select and enter the access list name that will be matched with this class map
here. This name can be up to 32 characters long.
CoS List Select and enter the CoS list value that will be matched with this class map here.

This value must be between 0 and 7. Tick the Inner option to match the inner
most CoS of QinQ packets on a Layer 2 class of service (CoS) marking.

DSCP List Select and enter the DSCP list value that will be matched with this class map
here. This value must be between 0 and 63. Tick the IPv4 only option to match
IPv4 packets only. If not specified, the match is for both IPv4 and IPv6 packets.

Precedence List Select and enter the precedence list value that will be matched with this class
map here. This value must be between 0 and 7. Tick the IPv6 only option to
match IPv6 packets only. If not specified, the match is for both IPv4 and IPv6
packets. For IPv6 packets, the precedence is most three significant bits of traffic
class of IPv6 header.

Protocol Name Select the protocol name that will be matched with the class map here. Options to
choose from are ARP, BGP, DHCP, DNS, EGP, FTP, IPv4, IPv6, NetBIOS, NFS,
NTP, OSPF, PPPOE, RIP, RSTP, SSH, Telnet, and TFTP.

VLAN List Select and enter the VLAN list value that will be matched with the class map here.
This value must be between 1 and 4094. Tick the Inner option to match the inner-
most VLAN ID in an 802.1Q double tagged frame.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

Aggregate Policer

This window is used to display and configure the aggregate policer settings.
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To view the following window, click QoS > Advanced Settings > Aggregate Policer, as shown below:

Single Rate Settings ‘

Two Rate Seftings

s Average Rate
Mormal Burst Size Maximum Burst Size
(0-16384) [ xope (0-16384) [ ey
Conform Action [ Transmit [~lpsceir ] Exceed Action [Transmit [~]pscr]fip |
Violate Action |N0ne ﬂ| |DSCP ||1F' | Color Aware Disabled ]
Total Entries: 1
m Average Rate MNormal Burst Size Max. Burst Size Conform Action Exceed Action Violate Action _
name 1000 1345 Transmit Transmit Disabled
n [ 1| Go

Figure 7-14 Aggregate Policer (Single Rate Setting) Window

The fields that can be configured are described below:

Parameter

Aggregate Policer Name

Description

Enter the aggregate policer's name here.

Average Rate

Enter the average rate value here. This value must be between 0 and 10000000
kbps.

Normal Burst Size

Enter the normal burst size value here. This value must be between 0 and 16384
Kbytes.

Maximum Burst Size

Enter the maximum burst size value here. This value must be between 0 and
16384 Kbytes.

Confirm Action

Select the confirm action here. The confirm action specifies the action to take on
green color packets. If the confirm action is not specified, the default action is to
Transmit. Options to choose from are Drop, Set-DSCP-Transmit, Set-1P-
Transmit, Transmit, and Set-DSCP-1P.

e When selecting the Drop option, the packet will be dropped.

e When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

¢ When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.

¢ When selecting the Transmit option, packets will be transmitted unaltered.

¢ When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Exceed Action

Select the exceed action here. The exceed action specifies the action to take on
packets that exceed the rate limit. For a two rate policer, if the exceed action is
not specified, the default action is Drop. Options to choose from are Drop, Set-
DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-DSCP-1P.

e When selecting the Drop option, the packet will be dropped.

¢ When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

¢ When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.

¢ When selecting the Transmit option, packets will be transmitted unaltered.
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Parameter Description

e When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Violate Action Select the violate action here. The violate action specifies the action to take on
packets that violate the normal and maximum burst sizes for singe rate policing. It
specifies the action to take for those packets that did not conform to both CIR and
PIR. For a single rate policer, if the violate action is not specified, it will create a
single-rate two-color policer. For a two-rate policer, if the violation action is not
specified, the default action is equal to the exceed action. Options to choose from
are None, Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-
DSCP-1P.

¢ When selecting the None option, no action will be taken.
¢ When selecting the Drop option, the packet will be dropped.

¢ When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

e When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.

¢ When selecting the Transmit option, packets will be transmitted unaltered.

¢ When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Color Aware Select the color aware option here. Options to choose from are Enabled and
Disabled. When color aware is disabled, the policer works in the color blind
mode. When color aware is enabled, the policer works in the color aware mode.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After selecting the Two Rate Settings tab option, at the top of the page, the following page will be available.

Single Rate Settings ‘ Two Rate Settings |
Aggregate Policer Name [ ]
CIR * (0-10000000) [ ]wops Confirm Burst (0-16384) [ xoype
PIR - (0-10000000) [ ]wops Peak Burst (0-16324) [ xoype
Conform Action [Transmit [~]|psce|fir | Exceed Action [Drop [v]pscr][ir |
Violate Action |Dr0|3 ﬂHDSCP | | P | Color Aware Disabled ~]
Total Entries: 1
I R T e e R
name 10000 1234 10000 1234 Transmit Drop Drop Disabled
11 [ 1] [ |ce

Figure 7-15 Aggregate Policer (Two Rate Settings) Window

The fields that can be configured are described below:

Parameter Description

Aggregate Policer Name Enter the aggregate policer's name here.
CIR Enter the Committed Information Rate (CIR) value here. This value must be
between 0 and 10000000 kbps. The committed packet rate is the first token
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Parameter

Description
bucket for the two-rate metering.

Confirm Burst

Enter the confirm burst value here. This value must be between 0 and 16384
Kbytes. The confirm burst value specifies the burst size for the first token bucket
in kbps.

PIR Enter the Peak Information Rate (PIR) value here. This value must be between 0
and 10000000 kbps. The peak information rate is the second token bucket for the
two-rate metering.

Peak Burst Enter the peak burst value here. This value must be between 0 and 16384

Kbytes. The peak burst value is the burst size for the second token bucket in
kilobytes.

Confirm Action

Select the confirm action here. The confirm action specifies the action to take on
green color packets. If the confirm action is not specified, the default action is to
Transmit. Options to choose from are Drop, Set-DSCP-Transmit, Set-1P-
Transmit, Transmit, and Set-DSCP-1P.

e When selecting the Drop option, the packet will be dropped.

e When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

¢ When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.

¢ When selecting the Transmit option, packets will be transmitted unaltered.

¢ When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Exceed Action

Select the exceed action here. The exceed action specifies the action to take on
packets that exceed the rate limit. For a two rate policer, if the exceed action is
not specified, the default action is Drop. Options to choose from are Drop, Set-
DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-DSCP-1P.

e When selecting the Drop option, the packet will be dropped.

¢ When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

¢ When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.

¢ When selecting the Transmit option, packets will be transmitted unaltered.

¢ When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Violate Action

Select the violate action here. The violate action specifies the action to take on
packets that violate the normal and maximum burst sizes for singe rate policing. It
specifies the action to take for those packets that did not conform to both CIR and
PIR. For a single rate policer, if the violate action is not specified, it will create a
single-rate two-color policer. For a two-rate policer, if the violation action is not
specified, the default action is equal to the exceed action. Options to choose from
are Drop, Set-DSCP-Transmit, Set-1P-Transmit, Transmit, and Set-DSCP-1P.

e When selecting the Drop option, the packet will be dropped.

¢ When selecting the Set-DSCP-Transmit option, enter the IP DSCP value in
the space provided. This value sets the IP differentiated services code point
(DSCP) value and transmits the packet with the new IP DSCP value.

¢ When selecting the Set-1P-Transmit option, enter the 1P transmit value in
the space provided. This value sets the 802.1p value and transmits the
packet with the new value.
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Parameter Description
e When selecting the Transmit option, packets will be transmitted unaltered.

¢ When selecting the Set-DSCP-1P option, enter the IP DSCP and 1P transmit
values in the spaces provided.

Color Aware Select the color aware option here. Options to choose from are Disabled and
Enabled. When color aware is disabled, the policer works in the color blind mode.
When color aware is enabled, the policer works in the color aware mode.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Policy Map

This window is used to display and configure the policy map settings.

To view the following window, click QoS > Advanced Settings > Policy Map, as shown below:

Create/Delete Policy Map
Policy Map Mame
Traffic Policy
Total Entries: 1
Potcy e e I
1 [7] RE
Policy Rules
e o e I
Class Set Action Policer Delete
11 [ 1] Go

Figure 7-16 Policy Map Window

The fields that can be configured for Create/Delete Policy Map are described below:

Parameter Description

Policy Map Name Enter the policy map’s name here that will be created or deleted. This name can
be up to 32 characters long.

Click the Apply button to accept the changes made.

The fields that can be configured for Traffic Policy are described below:

Parameter Description ‘
Policy Map Name Enter the policy map’s name here. This name can be up to 32 characters long.
Class Map Name Enter the class map’s name here. This name can be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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Click the Set Action button to configure the set action settings for the specified entry.
Click the Policer button to configure the policer settings for the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Set Action button, the following page will appear.

Policy Map Mame policy
Class Map Name class
Set Action
(CNone
(®)Specify
(@MNew Precedence (0-7) [11Pv4 only
(ONew DSCP (0-63) []1Pv4 only
(CNew CoS (0-7) None [v]
(MNew CoS Queue (0-7) None (V]
Back | | Apply

Figure 7-17 Policy Map (Set Action) Window

The fields that can be configured are described below:

Parameter Description ‘

None Select this option to specify that no action will be taken.

Specify Select this option to specify that action will be taken based on the configurations
made.

New Precedence Select the new precedence value for the packet here. The range is from 0 to 7.

Select the IPv4 only option to specify that IPv4 precedence will be marked only. If
not selected, then both IPv4 and IPv6 precedence will be marked. For IPv6
packets, the precedence is the most three significant bits of the traffic class of the
IPv6 header. Setting the precedence will not affect the CoS queue selection.

New DSCP Select the new DSCP value for the packet here. The range is from 0 to 63. Select
the IPv4 only option to specify that the IPv4 DSCP will be marked only. If not
selected, then both the IPv4 and IPv6 DSCP will be marked. Setting the DSCP
will not affect the CoS queue selection.

New CoS Select the new CoS value to the packet here. The range is from O to 7. Setting the
CoS will not affect the CoS queue selection.

New Cos Queue Select the new CoS queue value to the packets here. This will overwrite the
original CoS queue selection. Setting the CoS queue will not take effect if the
policy map is applied for the egress flow on the interface.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

After clicking the Policer button, the following page will appear.
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Folicy Map Name
Class Map Name

Police Action
(") Mone
(®) Specify
Average Rate ~ (0-10000000)
Normal Burst Size (0-16384)

Conform Action
Exceed Action
Violate Action

Color Aware

Maximum Burst Size (0-16384)

policy

class

Police ]

[ Transmit [v]psce ||
[ Transmit [v]psce Jip ]
[Mone [v]psce ||
Disabled v

Back || Apply

Figure 7-18 Policy Map (Policer) Window

The fields that can be configured are described below:

Parameter Description

None Select this option to specify that no policer settings will be configured for this
entry.

Specify Select this option to specify that the following policer settings will be applied to

this entry.

Average Rate

Enter the average rate value here. The range is from 0 to 270000000 Kbps.

Normal Burst Size

Enter the normal burst size value here. The range is from 0 to 16384 Kbps.

Maximum Burst Size

Enter the maximum burst size value here. The range is from 0 to 16384 Kbps.

Conform Action

Select the conform action that will be taken here. This action will be taken on
green color packets. Option to choose from are:

e Drop - Specifies that the conform action is to drop the packet.

e Set-DSCP-Transmit - Specifies that the conform action is to modify the
DSCP value and then to transmit the packet with the new DSCP value. Enter
the new DSCP value in the space provided.

e Set-1P-Transmit - Specifies that the conform action is to modify the 802.1p
value and then to transmit the packet with the new 802.1p value. Enter the
new 802.1p value in the space provided.

e Transmit - Specifies that the conform action is to transmit the packet
unmodified.

e Set-DSCP-1P - Specifies that the conform action is to modify the DSCP and
802.1p values and then to transmit the packet with the new DSCP and
802.1p values. Enter the new DSCP and 802.1p values in the spaces
provided.

Exceed Action

Select the exceed action that will be taken here. This action will be taken on
yellow color packets that exceed the rate limit. Option to choose from are:

e Drop - Specifies that the exceed action is to drop the packet.

e Set-DSCP-Transmit - Specifies that the exceed action is to modify the
DSCP value and then to transmit the packet with the new DSCP value. Enter
the new DSCP value in the space provided.

e Set-1P-Transmit - Specifies that the exceed action is to modify the 802.1p
value and then to transmit the packet with the new 802.1p value. Enter the
new 802.1p value in the space provided.
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Parameter Description

e Transmit - Specifies that the exceed action is to transmit the packet
unmodified.

o Set-DSCP-1P - Specifies that the exceed action is to modify the DSCP and
802.1p values and then to transmit the packet with the new DSCP and
802.1p values. Enter the new DSCP and 802.1p values in the spaces
provided.

Violate Action Select the violate action that will be taken here. This action will be taken on red
color packets. Option to choose from are:

¢ None - Specifies that no violate action will be taken.
e Drop - Specifies that the violate action is to drop the packet.

e Set-DSCP-Transmit - Specifies that the violate action is to modify the DSCP
value and then to transmit the packet with the new DSCP value. Enter the
new DSCP value in the space provided.

e Set-1P-Transmit - Specifies that the violate action is to modify the 802.1p
value and then to transmit the packet with the new 802.1p value. Enter the
new 802.1p value in the space provided.

e Transmit - Specifies that the violate action is to transmit the packet
unmodified.

e Set-DSCP-1P - Specifies that the violate action is to modify the DSCP and
802.1p values and then to transmit the packet with the new DSCP and
802.1p values. Enter the new DSCP and 802.1p values in the spaces
provided.

Color Aware Select to enable or disable the color aware feature here. When disabled, the
policer works in the color blind mode. When enabled, the policer works in the
color aware mode.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

Policy Binding

This window is used to display and configure the policy binding settings.

To view the following window, click QoS > Advanced Settings > Policy Binding, as shown below:

Policy Binding Setting

Unit From Port To Port Direction Folicy Map Name
[ o [@wiy] [@wis] [m~] — ©foe ]

Unit 1 Seftings
et
eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5

eth1/0/6

Figure 7-19 Policy Binding Window

The fields that can be configured are described below:
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Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Direction Select the direction option here. Options to choose from are Input and Output.

Input specified ingress traffic and output specifies egress traffic.

Policy Map Name Enter the policy map name here. This hame can be up to 32 characters long.
Select the None option to not tie a policy map to this entry.

Click the Apply button to accept the changes made.

QoS PFC

Network QoS Class Map

This window is used to display and configure the network Quality of Service (QoS) feature’s Priority-based Flow
Control (PFC) class map settings.

To view the following window, click QoS > QoS PFC > Network QoS Class Map, as shown below:

Network QoS Class Map Settings
Network QoS Class Map Name
Total Entries: 1
Neork o s op e I
classmap | Match || Delete |
n [T] S

Figure 7-20 Network QoS Class Map Window

The fields that can be configured are described below:

Parameter Description
Network QoS Class Enter the network QoS class map’s name to be associated with a traffic policy here.
Map Name This name can be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Match button to configure the match rule settings for the map name.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Match button, the following page will appear.

Network QoS Class Map Name classmap
Match CoS |0 [v] CyNone

Back || Apply

Figure 7-21 Network QoS Class Map (Match) Window

The fields that can be configured are described below:
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Parameter | Description

Match Select the IEEE 802.1Q Class of Service (CoS) value to be matched here. The range is from 0 to 7.

CoS When a packet is received, the packet will be given an internal CoS. This internal CoS is used to
select the transmit queue based on the CoS to queue map. The CoS queue with a higher number will
receive a higher priority. Select to None option to disable the matching of CoS values.

Click the Back button to return to the previous window.

Click the Apply button to accept the changes made.

Network QoS Policy Map

This window is used to display and configure the network QoS policy map settings.

To view the following window, click QoS > QoS PFC > Network QoS Policy Map, as shown below:

W il L A/ AL
Create/Delete Network QoS Policy Map

Network QoS Policy Map Name

ows ] sovly
Traffic Policy
Network QoS Policy Map Name Metwork QoS Class Map Name
EETR— 52 har [ oo ]
Total Entries: 1
Network QoS PocyMopNare I
aospolcy [oelete |

1 [ 1] [ [ee

gospolicy Rules

e oS o op o L
qosclass Disabled Edit Delete

11 [ 1] RE

Figure 7-22 Network QoS Policy Map Window

The fields that can be configured in Create/Delete Network QoS Policy Map are described below:

Parameter Description
Network QoS Policy Map Enter the network QoS policy map’s name here. This name can be up to 32
name characters long.

Click the Apply button to accept the changes made.

The fields that can be configured in Traffic Policy are described below:

Parameter Descripton

Network QoS Policy Map Enter the network QoS policy map’s name here that will be associated with the
Name class map. This name can be up to 32 characters long.
Network QoS Class Map Enter the network QoS class map’s name here that will be associated with the
Name policy map. This name can be up to 32 characters long.

Click the Apply button to accept the changes made.
Click the Edit button to modify the specified entry.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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After clicking the Edit button, the following page will appear.

Create/Delete Network QoS Policy Map

Network QoS Policy Map Name

Traffic Policy
Network QoS Policy Map Name Metwork QoS Class Map Name

Total Entries: 1

vt ns oy e e I

M [T] [ [ge

gospolicy Rules

qosclass Disabled ﬂ Apply Delete

1 [T] [ oo

Figure 7-23 Network QoS Policy Map (Edit) Window

The fields that can be configured are described below:

Parameter Description

Pause Select to enable or disable the pause feature here. This feature is used to enable
PFC on a class referenced in a type network QoS policy map.

Click the Apply button to accept the changes made.

Network QoS Policy Binding

This window is used to display and configure the network QoS policy’s binding settings.
To view the following window, click QoS > QoS PFC > Network QoS Policy Binding, as shown below:

Network QoS Policy Binding Setting

Unit From Port To Port Direction Metwork QoS Policy Map Name

[1 [v] [ethior [v]  [ethtioit [v]  [input]v] @® P2 chars | (O None

Unit 1 Settings
eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6
eth1/0i7
eth1/0/8

Figure 7-24 Network QoS Policy Binding Window

The fields that can be configured are described below:
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Parameter Description ‘

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Direction Specifies to apply the policy map for ingress flow on the interface.

Network QoS Policy Map Enter the network QoS policy map’s name here. This name can be up to 32

Name characters long. Select the None option to not associate this configuration with a
network QoS policy map.

Click the Apply button to accept the changes made.

PFC Port Settings

This window is used to display and configure the Priority-based Flow Control (PFC) port settings.

To view the following window, click QoS > QoS PFC > PFC Port Settings, as shown below:

PFC Port Settings

Unit From Port To Port Willing

[1¥] [eth1/0/1 [v] eth1/0/1 [v] Disabled[v]
Clear PFC Counters

Unit From Port To Port Frame Type

(& [oion 0] [ehion Mg [Boh] [ e ]

Unit 1 Settings

m PFC Capability Admin PFC On Priorities ‘Oper PFC On Priorities m Rx PFC Frame{s) Tx PFC Frame(s)
] 0

eth1/0/1 8 Off

eth1/0/2 8 off 1] 0
eth1/0/3 8 Off ] 0
eth1/0/4 8 off 1] 0
eth1/0/5 8 Off ] 0
eth1/0/6 8 off 1] 0

Figure 7-25 PFC Port Settings Window

The fields that can be configured in PFC Port Settings are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Willing Select to enable or disable the willing feature here. This is used to turn on the

Data Center Bridging Exchange Protocol (DCBX) PFC willing feature which
indicates that the specified local port(s) is/are willing to accept PFC configurations
from a remote system.

Click the Apply button to accept the changes made.

The fields that can be configured in Clear PFC Counters are described below:

Parameter Descripton

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here. Select the All option to
specify that all ports will be used here.

Frame Type Select the frame type that will be cleared here. Options to choose from are:
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Parameter Description

e RX - Specifies to clear the counters of received PFC frames.
e TX - Specifies to clear the counters of transmitted PFC frames.

e Both - Specifies to clear the counters of received and transmitted PFC
frames.

Click the Clear button to clear the counters based on the selections made.

WRED

WRED Profile

This window is used to display and configure the Weighted Random Early Detection (WRED) feature’s profile settings.

To view the following window, click QoS > WRED > WRED Profile, as shown below:

TWREDPrOfe— TR

WRED Profile
Profile (1-128) Packet Type Packet Colour Min Threshold (0-100) Max Threshold (0-100) Max Drop Rate (0-14)
| [P ™ 2 | B | b |

Total Entries: 128

e e S T N L
80

TCP-GREEN 20 0
TCP-YELLOW 20 a0 1]
TCP-RED 20 a0 0
1
NON-TCP-GREEN 20 a0 1]
NON-TCP-YELLOW 20 a0 0
NON-TCP-RED 20 a0 0
TCP-GREEN 20 a0 0
TCP-YELLOW 20 a0 0
TCP-RED 20 a0 0
2
NON-TCP-GREEN 20 a0 0
NON-TCP-YELLOW 20 a0 0
NON-TCP-RED 20 a0 0
Figure 7-26 WRED Profile Window
The fields that can be configured are described below:
Parameter Description ‘
Profile Enter the WRED profile’s ID here. The range is from 1 to 128.
Packet Type Select the packet type here. Options to choose from are TCP and Non-TCP.

e TCP - Specifies the WRED drop parameters for the TCP packets to be set.

e Non-TCP - Specifies the WRED drop parameters for non-TCP packets to be
set.

Packet Colour Select the packet color here. Options to choose from are Green, Yellow, and
Red.

e Green - Specifies the WRED drop parameters for green packets to be set.

e Yellow - Specifies the WRED drop parameters for yellow packets to be set.
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Parameter Description

¢ Red - Specifies the WRED drop parameters for red packets to be set.

Min Threshold Enter the minimum threshold value here that will be used to start WRED dropping.
The range is from 0 to 100.

Max Threshold Enter the maximum threshold value here over which WRED will drop all packets
destined for this queue. The range is from 0 to 100.

Max Drop Rate Enter the maximum drop-rate value here. The range is from 0 to 14. This feature
specifies the drop probability when the average queue size reaches the maximum
threshold. When this value is zero, then the packet will not be dropped or
remarked for ECN.

Click the Apply button to accept the changes made.
Click the Find button to locate a specific entry based on the information entered.

Click the Reset Configuration button to reset the configuration on the specified entry.

WRED Queue

This window is used to display and configure the WRED feature’s queue settings. WRED drops packets, based on the
average queue size exceeding a specific threshold, to indicate congestion. Explicit Congestion Notification (ECN) is
an extension to WRED in that ECN marks packets instead of dropping them when the average queue size exceeds a
specific threshold value. When configuring the WRED ECN feature, routers and end hosts would use this marking as
a signal that the network is congested and slow down sending packets.

To view the following window, click QoS > WRED > WRED Queue, as shown below:

CWREDGGETE T

WRED Queue

Unit  From Port To Port Cos WRED State Profile (1-128) Weight (0-15) ECN State

[1[v] [eth1/0/1 [»]  [eth1/01 [v] [0 [v] [Disabled[~] | | | [Disabled[~] [ apply |

Unit 1 Settings

et | Cos | Wusae | Cowbown | Pole | RN
0 Disabled 9 1 Disabled
1 Disabled 4 1 Disabled
2 Disabled 9 1 Disabled

] 2 Disabled o 1 Disabled
4 Disabled 9 1 Disabled
5 Disabled 3 1 Disabled
G Disabled 9 1 Disabled
7 Disabled o 1 Disabled
0 Disabled 9 1 Disabled
1 Disabled o 1 Disabled
2 Disabled 9 1 Disabled
et i/02 3 Disabled 9 1 Disabled

4 Disabled 9 1 Disabled
5 Disabled 4 1 Disabled
G Disabled 9 1 Disabled
T Disabled 4 1 Disabled

Figure 7-27 WRED Queue Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

CoS Select the CoS value here. The range is from 0 to 7.
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Parameter Description ‘
WRED State Select to enable or disable the WRED feature state on the specified port(s) here.
Profile Enter the WRED profile’s ID here. The range is from 1 to 128.

Weight Enter the exponential weight value here. The range is from 0 to 15. This feature is

used to configure the WRED exponential weight factor for the average queue size
calculation for the queue.

ECN State Select to enable or disable the ECN feature on the specified port(s) here.

Click the Apply button to accept the changes made.

WRED Drop Counter

This window is used to display and clear the WRED feature’s drop counter information.
To view the following window, click QoS > WRED > WRED Drop Counter, as shown below:
WRED Drop Counter

Unit I From Port To Port eth1/0i1 [v]| [ cear |[ clearal |

Unit 1 Settings

S N A | Wi W ——

eth1/01 0 0 0
eth1/0/2 0 i} 0
eth1/Df3 0 0 0
eihn1/0/4 0 0 0
eth1/0/5 0 0 0
eth1/0/6 0 i} 0
eth1/07 0 0 ]
eth1/0/8 0 0 0

Figure 7-28 WRED Drop Counter Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.
From Port ~ To Port Select the Switch’s port range that will be used here.

Click the Clear button to clear the counter information based on the selections made.

Click the Clear All button to clear the counter information associated with all entries.

ETS

ETS Port Settings

This window is used to display and configure the Enhanced Transmission Selection (ETS) willing mode for the Data
Center Bridging Exchange Protocol (DCBX) on the specified interface(s).

To view the following window, click QoS > ETS > ETS Port Settings, as shown below:
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O - S
ETS Port Settings

Unit From Port To Port ETS Willing

¥ [eth1/0/1 [v]  [eth1/0/1 [v]  [Disabled[~]

Unit 1 Settings

“ ETS Willing Max Traffic Classes Admin Traffic Class Setting Operational Traffic Class Setting
off Info

Ethernet1/0/1 8 Operational 1

Ethernet1/0/2 off 2 Operational Info
Ethernet1/0/3 off 3 Operational Info
Ethernet1/0/4 off 2 Operational Info
Ethemnet1/0/5 off 3 Operational Info
Ethernet1/0/6 off 3 Operational Info
Ethemnet1/0/7 off 8 Operational Info
Ethernet1/0/8 off 3 Operational Info

Figure 7-29 ETS Port Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

ETS Willing Select to enable or disable the ETS willing mode for DCBX on the specified

port(s). This indicates that the interface is willing to accept configurations from the
remote Switch. DCBX is used by DCB devices to exchange configuration
information with directly connected peers. The protocol may also be used for
misconfiguration detection and for configuration of the peer. The willing mode
indicates that the local port has been administratively configured to accept
configurations from the remote device.

Click the Apply button to accept the changes made.
Click the Admin Info button to view ETS administrative information associated with the port.

Click the Operational Info button to view ETS operational information associated with the port.

After clicking the Admin Info button, the following page will appear.

ETS Port Info

Admin Traffic Class Setting

Co§ Mapped CoSs Scheduler Bandwidth
Queue ID (Priorities) Type Percentage
0 1 ETS 4

1 2 ETS T4
2 a ETS 11
3 3 ETS 14
Ethernet1/0/1 ;
4 4 ETS 18
5 3 ETS 24
] 6 ETS 25
T T Strict 0

Figure 7-30 ETS Port Settings (Admin Info) Window
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ETS Recommend Settings

This window is used to display and configure the ETS recommended settings on the specified interface. These
settings will be translated to a DCBX ETS recommendation TLV. The TLV is encoded into each LLDP message and
may be transmitted by a system in order to indicate a recommendation on how ETS should be configured.

To view the following window, click QoS > ETS > ETS Recommended Settings, as shown below:

Unit From Port To Port Queued Queuel Queue2 Queue3 Queued Queues Queued Queue?

[1v] [ethtiort [¥] [eth1/011 [v] @ [o-100) | o100y | [o-10m) | [o-100) | fo-100) | [@-00) | fo-to0) | f@-100) | O Mone
Unit From Port To Port CQueue D CoS (0-7)

[1+]  [ethtiorn [v]  [ethti0it [v]  @[0 [v] | | None

Unit 1 Settings

CoS Mapped CoSs Scheduler Bandwidth
ETS 4

0 1
1 2 ETS 7
2 0 ETS 1
3 3 ETS 14
Ethernet1/0/1 7 7 = =
5 5 ETS 21
6 6 ETS 25
T 7 Strict 0
0 1 ETS 4
1 2 ETS T
2 0 ETS "
3 3 ETS 14
Ethernet1/072 n 7 == -
5 5 ETS 21
] L] ETS 25
T 7 Strict 0

Figure 7-31 ETS Recommend Settings Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

Queue 1~ Queue 7 Select and enter the recommended bandwidth for traffic classes 0 to 7 here that

will be associated with the selected port(s). It is required to specify 8 values for
traffic class O to 7 respectively. The sum of the bandwidth assigned to a given port
is required at all times to be equal to 100. An operation that attempts to change
the bandwidth where the sum is not 100 will be rejected. The range is from 0 to
100 percent. The value of zero stands for strict priority mode. Select the None
option to disable this feature on the specified port(s).

Queue ID Select the queue ID (traffic class ID) that will be associated with the port(s) here.
The range is from 0 to 7.

CoS Enter the CoS value that will be associated with the selected port(s) here. The
range is from 0 to 7. Select the None option to disable this feature on the
specified port(s)

Click the Apply button to accept the changes made.
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QCN

QCN CNPV Status

This window is used to display and configure the Quantized Congestion Notification (QCN) Congestion Notification
Priority Value (CNPV) status on the Switch.

QCN is a form of end-to-end congestion management defined in IEEE 802.1.Qau. The purpose of QCN is to ensure
that congestion is controlled from the sending device to the receiving device in a dynamic fashion that can deal with
changing bottlenecks.

When an IEEE 802.1p priority is assigned as a CNPV globally, the CNPV configuration for all interfaces will be
created with a default value. When a priority is deleted from CNPV, the CNPV configuration for all interfaces will be
deleted.

To view the following window, click QoS > QCN > QCN CNPV Status, as shown below:

QCN Status (_Enabled  (e:Disabled
QCN Discarded Frames 0

CNM Transmit Priority [ i~
Auto Alternate Priority Errored Portlist
1

2
2

- SRR -
= S T I TR R — |

Figure 7-32 QCN CNPV Status Window

The fields that can be configured are described below:

Parameter Description ‘

QCN Status Select to globally enable or disable the QCN feature here.

CNM Transmit Priority Select the IEEE 802.1p priority value for all Congestion Notification Messages
(CNMs) here. The range is from 0 to 7. By default, this value is 6.

Click the Apply button to accept the changes made.

QCN CNPV Settings

This window is used to display and configure the QCN feature’s CNPV settings.

To view the following window, click QoS > QCN > QCN CNPV Settings, as shown below:
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QCN CNPV Settings

QCN CNPV

O] (") None Apply

. [v]
Dotip Defense Admin Defense Alternate Auto Alt. CcP
GQueue ID
Priority Mode Choice Mode Priority Priority Creation
Auto

0 2 interior 0 1 Enabled
1 0 Auto Interior 0 0 Enabled
2 1 Auto interior 0 1 Enabled
3 3 Auto Interior 0 2 Enabled
14 4 Auto Interior 0 3 Enabled
5 5 Auto Interior 0 4 Enabled
6 6 Auto interior 0 5 Enabled
7 7 Auto Interior 0 5 Enabled

Figure 7-33 QCN CNPV Settings Window

The fields that can be configured are described below:

Parameter | Description

QCN Select the IEEE 802.1p priority value to be the Congestion Notification Priority Value (CNPV) here.
CNPV The range is from 0 to 7. Select the None option to use the default value.

Click the Apply button to accept the changes made.
Click the Edit button to modify the specified entry.

After clicking the Edit button, the following page will appear.

(] JPYU &5 0

QCN CNPV Settings

Dotip Defense Admin Defense Alternate Auto Alt. cp
Queue ID
Priority Mode Choice Mode Priority Priority Creation
0 2 1 Enabled [v]
1 0 Auto Interior 0 0 Enabled
2 1 Auto Interior 0 1 Enabled
3 3 Auto Interior 0 2 Enabled
4 4 Auto Interior 0 3 Enabled
5 5 Auto Interior 0 4 Enabled
& [ Auto Interior 0 5 Enabled
7 7 Auto Interior 0 B Enabled
Figure 7-34 QCN CNPYV Settings (Edit) Window
The fields that can be configured in the table are described below:
Parameter Description ‘
Defense Mode Choice Select the defense mode choice here. Options to choose from are Admin and

Auto. By default, this option is Auto.

e Admin - Specifies that the default Congestion Notification Domain (CND)
defense mode and alternate priority are specified by administrator.

e Auto - Specifies that the default CND defense mode and alternate priority
are controlled automatically.

Admin Defense Mode Select the admin defense mode here. Options to choose from are Disabled,
Interior, Interior-ready, and Edge. By default, this option is Interior.
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Parameter Description

o Disable - Specifies that the congestion naotification capability is
administratively disabled for this priority.

e Interior - Specifies that the priority parameter of the frame input is not
remapped to or from this priority and the frames are transmitted without a
CN-TAG.

o Interior-ready - Specifies that the priority parameter of the frame input is not
remapped to or from this priority and the CN-TAGs won't be stripped when
transmitting the frames.

e Edge - Specifies that the priority parameter of the frame input at this priority
is remapped to an alternate value. Frames at other priorities are not
remapped to this priority and the frames are transmitted without a CN-TAG.

Alternate Priority Select the alternate priority value here. This specifies a priority value to which this
priority value is to be remapped when the receiving frame with an 802.1p priority
equal to the specified CNPV at Edge port. The range is from 0 to 7.

CP Creation Select to enable or disable the CP creation feature here.

Click the Apply button to accept the changes made.

QCN CNPV Interface Settings

This window is used to display and configure the QCN CNPV interface settings.
To view the following window, click QoS > QCN > QCN CNPV Interface Settings, as shown below:

. \ [E aCe B (]S

QCN CNPY Interface Settings

Unit From Port To Port CNPV Defense Mode Choice Admin Defense Mode Alternate Priority

] [fwion ] [enon ] [0 [v] [Admn [v] Disabled [v]  [0_[V]
CNPV

0 Y]

Unit 1 Settings
CHNPV 0 Settings

Defense Admin Auto Defense Mode Alt. Pri. Corresponding
Mode Choice Defense Mode Defense Mode {Active) {Active) CP Queue ID
2

eth 1/0/1 Comp Dizsabled Interior 1} Interior 1
eth 1/0/2 Comp Disabled Interior 0 Interior 1 2
eth 1/0/3 Comp Disabled Interior o Interior 1 2
eth 1/0/4 Comp Disabled Interior 0 Interior 1 2
eth 1/0/5 Comp Disabled Interior o Interior 1 2
eth 1/0/6 Comp Disabled Interior 0 Interior 1 2
Figure 7-35 QCN CNPV Interface Settings Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.
From Port ~ To Port Select the Switch’s port range that will be used here.
CNPV Select the CNPV value that will be used on the specified port(s) here. The range
isfromOto 7.
Defense Mode Choice Select the defense mode choice that will be used on the specified port(s) here.
Options to choose from are Admin, Auto, and Comp.
e Admin - Specifies that the default CND defense mode and alternate priority
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Parameter Description
are specified by administrator.

e Auto - Specifies that the default CND defense mode and alternate priority
are controlled automatically.

e Comp - Specifies that the default CND defense mode and alternate priority
are determined by global setting. This is the default option. Comp stands for
Component.

Admin Defense Mode Select the admin defense mode that will be used on the specified port(s) here.
Option to choose from are Disabled, Interior, Interior-ready, and Edge.

o Disable - Specifies that the congestion notification capability is
administratively disabled for this priority. This is the default option.

e Interior - Specifies that the priority parameter of frame input is not remapped
to or from this priority and the frames are transmitted without a CN-TAG.

e Interior-ready - Specifies that the priority parameter of frame input is not
remapped to or from this priority and the CN-TAGs won't be stripped off
when transmitting the frames.

e Edge - Specifies that the priority parameter of frame input at this priority is
remapped to an alternate value. Frames at other priorities are not remapped
to this priority and the frames are transmitted without a CN-TAG.

Alternate Priority Select the alternate priority value that will be used on the specified port(s) here.
The range is from 0 to 7.

CNPV Select the CNPV value that will be used in the search here. The range is from 0 to
7.

Click the Apply button to accept the changes made.

Click the Find button to locate a specific entry based on the information entered.

QCN CNPV Interface Simple

This window is used to display the simple QCN configuration and status for each CNPV.

To view the following window, click QoS > QCN > QCN CNPV Interface Simple, as shown below:

o \ [ T - e
QCN CNPY Interface Simple

Unit 1 v
Note: Codes: N/A: Not Applied, | - Interior, IR - Interior Ready, E - Edge

Unit 1 Settings

e oo | awvi | o | owa | oeve | ows | awve | o
eth 1/0M | |
eth 1/0/2
eth 1/0/3
eth 1/0/4
eth 1/0/5
eth 1/0/6
eth 1/0/7
eth 1/0/3

Figure 7-36 QCN CNPV Interface Simple Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch’s unit ID that will be used here.
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QCN CP Interface Settings

This window is used to display and configure the QCN Congestion Point (CP) interface settings.

To view the following window, click QoS > QCN > QCN CP Interface Settings, as shown below:

L] - dCe SeLling

QCN CP Interface Settings

Unit From Port To Port

Min Header Octets

(0-64)

Sample Base

(10000-4294967295)

Set Point
(100-4294967295)

1[v] [eth1/0/1 [~] [eth1/0i1 [v] @ [0 [v] (O MNone |

Unit 1 Settings

1 Inactive T07d683400010640 FO-7D-68-34-00-10 26000 2 15000
2 Imactive T07d623400010641 F0-7D-62-34-00-10 26000 2 15000 0
3 Inactive T07d683400010642 FO-7D-68-34-00-10 26000 2 15000 0
4 Imactive T07d623400010643 FO-7D-63-34-00-10 26000 2 15000 0
st 1o 5 Inactive T07d583400010644 F0-7D-68-34-00-10 26000 2 15000 0
L] Inactive T07d623400010645 F0-7D-63-34-00-10 26000 2 15000 0
7 Inactive T07d683400010646 F0-7D-68-34-00-10 26000 2 15000 0
] Inactive T07d623400010647 F0-7D-63-34-00-10 26000 2 15000 0
1 Inactive T07d623400010540 F0-7D-63-34-00-10 26000 2 15000 0
2 Inactive T07d683400010541 FO-7D-68-34-00-10 26000 2 15000 0
3 Imactive T07d623400010542 FO-7D-62-34-00-10 26000 2 15000 0
e 4 Inactive T07d683400010543 FO-7D-68-34-00-10 26000 2 15000 0
5 Imactive T07d623400010544 FO-7D-62-34-00-10 26000 2 15000 0
L] Inactive T07d683400010545 F0-7D-68-34-00-10 26000 2 15000 0
7 Inactive T07d623400010546 F0-7D-63-34-00-10 26000 2 15000 0
k] Inactive T07d683400010547 F0-7D-68-34-00-10 26000 2 15000 0

Apply

Minimum Minimum
CP Index CP Identifier MAC Address
Priority Set Point Weight Sample-Base Header-Octets

Figure 7-37 QCN CP Interface Settings Window

The fields that can be configured are described below:

Parameter Description

Unit Select the Switch’s unit ID that will be used here.

From Port ~ To Port Select the Switch’s port range that will be used here.

CP Select the queue ID that the Congestion Point (CP) is attached to here. The
relation between the queue ID and CP is one-to-one. The CP is specified by the
gueue ID to which the CP is attached to. The range is from 0 to 7. Select the
None option to use the default settings on the specified port(s).

Enter the minimum number of octets to be returned in a CNM from the data frame
that triggered transmission of the CNM here. The range is from O to 64. By
default, this value is 0.

Min Header Octets

Sample Base Enter the minimum number of octets to queue in the CP’s queue between
transmissions of CNMs here. The range is from 10000 to 4294967295 octets. By

default, this value is 15000 octets.

Set Point Enter the CP Queue Set-point (cpQSp) value in octets for the queue managed by
this CP here. The cpQSp is defined in IEEE 802.1Qau as an unsigned integer.
The set-point for the queue. This is the target number of octets in the CP’s queue.
CNMs are transmitted to the sources of the frames queued in this CP's queue in
order to keep the total number of octets stored in the queue at this set point. The

range is from 100 to 4294967295 octets. By default, this value is 26000 octets.

Weight Enter the weight change value in the queue length in the CP Quantized Feedback

(cpFb) calculation here. The weight (cpW) is equal to two to the power of this
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Parameter Description
value. The range is from -10 to 10. By default, this value is 2.

Click the Apply button to accept the changes made.

QCN CP Counters

This window is used to display and clear the QCN CP counters.

To view the following window, click QoS > QCN > QCN CP Counters, as shown below:

# wll

QCN CP Counters

Unit 1 [v] Port eth1/0/1 [v] cP 0 V] | Find [ clear |
[ showal ][  clearan |

Unit 1 Settings

"o oo | copry | oscararames N
1 MNIA MNIA A MNIA

2 NIA NIA NIA NiA
Y NIA NIA NIA NIA
ST 4 NIA NIA NIA NiA
5 NIA NIA NIA NIA
6 NIA NIA NIA NIA
7 NIA NIA NIA NIA
8 NIA NIA NIA NIA
1 NIA NIA NIA NIA
2 NIA NIA NIA NIA
) NIA NIA NIA NIA
T TR 4 NIA NIA N/A NIA
] NIA NIA NIA NIA
6 NIA NIA N/A NIA
7 NIA NIA NIA NIA
8 NIA NIA NIA NIA

Figure 7-38 QCN CP Counters Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.
Port Select the port that will be used here.
CP Select the queue ID (same as the outbound queue ID) to specify which
Congestion Point (CP) to clear counters.

Click the Find button to locate a specific entry based on the information entered.
Click the Clear button to clear the counter information based on the information specified.
Click the Show All button to display all the entries.

Click the Clear All button to clear the counter information associated with all entries.

QCN CPID Table

This window is used to display the relationship between the CP identifier, interface, and CP index.

To view the following window, click QoS > QCN > QCN CPID Table, as shown below:
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L) L) ADIE

QCN CPID Table

QCN CPID 0000111212001145
CP Identifier QCN Compoenent ID Interface Index CP Index
0000111212001145 eth 1/0/11

Figure 7-39 QCN CPID Table Window

The fields that can be configured are described below:

Parameter Description

QCN CPID Enter the Congestion Point Identifier (CPID) to get the corresponding interface ID
and CP index. This ID is 16 hexadecimal digits long.

Click the Find button to locate a specific entry based on the information entered.

ISCSI

ISCSI Settings

This window is used to display and configure the Internet Small Computer Systems Interface (iISCSI) settings.

To view the following window, click QoS > iSCSI > iSCSI Settings, as shown below:

iSCSI State (_Enabled  (@)Disabled

iSC3I CoS [VPT ~]F | [1Remark

Session Aging Time (1-43200) min [] Default

Maximum Number of Sessions 256
iSCSI Targets and TCP Ports

ISCSI Target Port (1-65535) IP Address Target Name

— E—

Total Entries: 1

10.90.90.91 target

10N [T] S

Figure 7-40 iSCSI Settings Window

The fields that can be configured are described below:

Parameter Description

iSCSI State Select to globally enable or disable the iISCSI awareness feature here.

iSCSI CoS Select the iISCSI CoS that will be configured here. Options to choose from are:

e VPT - Specifies to use VLAN Priority Tag (VPT) to assign iSCSI session
packets. Enter the VPT value in the space provided.

e DSCP - Specifies to use DSCP to assign iISCSI session packets. Enter the
DSCP value in the space provided.

e Default - Specifies to use the default settings. By default, the VPT is used
with the value of 7.

Select the Remark option to mark the iISCSI frames with the configured VPT or
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Parameter Description

DSCP when egressing the Switch.

Session Aging Time Enter the session aging time value here. The range is from 1 to 43200 minutes.
This is used to configure the aging time for iISCSI sessions. When configuring the
aging time to be longer than the current setting, the current sessions will be timed
out and use the new aging time. When configuring the aging time to be shorter
than the current setting, sessions that are longer than the new aging time will be
deleted, and sessions that are shorter than or equal to the new aging time will be
continue to be monitored with the new setting. Select the Default option to use
the default value which is 5 minutes.

Click the Apply button to accept the changes made.

The fields that can be configured in iISCSI Targets and TCP Ports are described below:

Parameter Description ‘
iSCSI Target Port Enter the iSCSI target port number here. The range is from 1 to 65535.

IP Address Enter the IP address of the iSCSI target here.

Target Name Enter the iSCSI target name here. This string can be up to 255 characters long.

The name can be manually configured, or obtained from iISNS or from a
sendTargets response. The initiator must present both its iISCSI Initiator Name
and the iSCSI Target Name to connect in the first login request of a new session
or connection.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

ISCSI Sessions

This window is used to display the iSCSI active session table.

To view the following window, click QoS > iSCSI > iSCSI Sessions, as shown below:

iSCSI Sessions Table

Total Entries: 0

e T T,

Figure 7-41 iSCSI Sessions Window
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8. Access Control List (ACL)

ACL Configuration Wizard
ACL Access List

ACL Interface Access Group
ACL VLAN Access Map

ACL VLAN Filter

CPU ACL

ACL Configuration Wizard

This window is used to guide the user to create a new ACL access list or configure an existing ACL access list.

Step 1 - Create/Update

To view the following window, click ACL > ACL Configuration Wizard, as shown below:

ACL Configuration Wizard

Access-list Assignment == Select Packet Type == Add Rule => Apply Port

Do you want to create a new ACL access-list or update an existing access-list?

(® Create
() Update

Note: The first character of ACL name must be a letter.

Figure 8-1 ACL Configuration Wizard (Create) Window

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Do you want to create a new ACL access-list or update an existing access-list?

() Create
ACL Name
(®) Update

Note: The first character of ACL name must be a letter.

Total Entries: 6

- ACL Name ACL Type Total Rules
)

S-IP-ACL Standard IP ACL 0
() E-IP-ACL Extended IP ACL 0
) E-MAC-ACL Extended MAC ACL 0
) E-E-ACL Extended Expert ACL 0
) S-IPvG-ACL Standard IPvG ACL 0
) E-IPvG-ACL Extended IPv6 ACL 0

Figure 8-2 ACL Configuration Wizard (Update) Window

The fields that can be configured are described below:
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Parameter Description ‘

Create Select this option to create a new ACL access list using the configuration wizard.

ACL Name Enter the new ACL’s name here. This name can be up to 32 characters long.

Update Select this option to update an existing ACL access list. Select the existing ACL in
the table to process with the update.

Click the Next button to continue to the next step.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Step 2 - Select Packet Type

After clicking the Next button, the following window will appear.

ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port
Which type of packet do you want to monitor?

(®MAC

(DIPv4

(DIPvE

| Back | | Mext

Figure 8-3 ACL Configuration Wizard (Create, Packet Type) Window

The fields that can be configured are described below:

Parameter Descripton

MAC Select to create/update a MAC ACL.
IPv4 Select to create/update an IPv4 ACL.
IPv6 Select to create/update an IPv6 ACL.

Click the Back button to return to the previous step.

Click the Next button to continue to the next step.

Step 3 - Add Rule

MAC

After clicking the MAC radio button and the Next button, the following window will appear.
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ACL Configuration Wizard

Access-List Assignment >> Select Packet Type => Add Rule >> Apply Port

Please assign a sequence number to create a new rule.

(®Sequence Mo. (1-65535) l:l (Cihuto Assign

Assign rule criteria

MAC Address ‘ ‘ Ethernet Type ‘ ‘ 802.1Q VLAN ‘
MAC Address
@ Any (® Any
(C)Host 11-DF-36-4B-A7-CC (O Host 11-DF-36-4B-A7-CC
Source Destination
(_IMAC 11-DF-36-4B-AT-CC (_MAC 11-DF-36-4B-A7-CC
Wildcard |11-DF-36-4B-A7-CC Wildcard |11-DF-36-4B-A7-CC
Ethernet Type
Specify Ethermnet Type Please Select [V

Ememet Type @G000FFFR) [ ]
Ethemet Type Mask (0x0-0xFFFF) [ ]

802.1Q VLAN

CoS Please Select|w || Mask (0x0-0x7) l:llnner(:os
@VID(1-4094) [ |Mask(@x0-xFFR) ]

Please Select[ ]| Mask (0x0-0x7) |:|

Inner VID (1-4094)  |Mask(@x0-0FFF) ]
() VLAN Range| |=| |
Time Range 32 chars
Action (@) Permit ") Deny
| Back || Mext

Figure 8-4 ACL Configuration Wizard (Create, Packet Type, MAC) Window

The fields that can be configured are described below:

Parameter Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and 65535.
Select Auto Assign to automatically generate an ACL rule number for this entry.

Source Select and enter the source MAC address information here. Options to choose
from are Any, Host, and MAC.

When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

When the Host option is selected, enter the source host's MAC address
here.

Enter the source MAC address and wildcard value in the spaces provided.

When the MAC option is selected, the Wildcard option will also be available.

Destination Select and enter the destination MAC address information here. Options to
choose from are Any, Host, and MAC.

e When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

When the Host option is selected, enter the destination host's MAC address
here.

e When the MAC option is selected, the Wildcard option will also be available.
Enter the destination MAC address and wildcard value in the spaces
provided.

Specify Ethernet Type Select the Ethernet type option here. Options to choose from are aarp, appletalk,
decent-iv, etype-6000, etype-8042, lat, lavc-sca, mop-console, mop-dump,
vines-echo, vines-ip, xns-idp, and arp.
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Parameter

Ethernet Type

Description

Enter the Ethernet type hexadecimal value here. This value must be between
0x600 and OxFFFF. When any Ethernet type profile is selected in the Specify
Ethernet Type drop-down list, the appropriate hexadecimal value will
automatically be entered.

Ethernet Type Mask

Enter the Ethernet type mask hexadecimal value here. This value must be
between 0x0 and OXFFFF. When any Ethernet type profile is selected in the
Specify Ethernet Type drop-down list, the appropriate hexadecimal value will
automatically be entered.

CoS

Select the CoS value that will be used here. The range is from 0 to 7.

e Mask - Enter the CoS mask value here. The range is from 0x0 to 0x7.

Inner CoS

After selecting the CoS value, select the inner CoS value that will be used here.
The range is from 0 to 7.

e Mask - Enter the inner CoS mask value here. The range is from 0x0 to 0x7.

VID

Enter the VLAN ID that will be associated with this ACL rule here. The range is
from 1 to 4094.

e Mask - Enter the VLAN ID mask value here. The range is from 0x0 to OxFFF.

Inner VID

Enter the inner VLAN ID that will be associated with this ACL rule here. The range
is from 1 to 4094.

e Mask - Enter the inner VLAN ID mask value here. The range is from 0x0 to
OxFFF.

VLAN Range

Select and enter the VLAN range that will be associated with this ACL rule here.
Enter the starting and ending VLANSs in the spaces provided. The range is from 1
to 4094,

Time Range

Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Action

Select the action that this rule will take here. Options to choose from are Permit
and Deny.

Click the Back button to return to the previous step.

Click the Next button to continue to the next step.
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IPv4

After clicking the IPv4 radio button and the Next button, the following window will appear.

ACL Configuration Wizard

Access-List Assignment > Select Packet Type == Add Rule == Apply Port

Please assign a sequence number to create a new rule.

(®)Sequence No. (1-65535) l:l (CiAuto Assign
Protocol Type |TCP ﬂ” | (0-255) Mask (DxD-0xFF) |:| Fragments
Assign rule criteria
IPv4 Address ‘ ‘ Port ‘ ‘ IPv4 DSCP ‘ ‘ TCP Flag ‘
IPv4 Address
(® ANy (@ ANy
Owest [ ] Owest [ ]
Source Destination
or [ or [
wnacars [ wnacars [ ]
Port
Source Port  |Please Select [v]
|Please Select [~] | | (0-65535) | Please Select [V] | | (0-65535)
Destination Port| Please Select [v|
|I3 ease Select ﬂ| | |{0-85535)|Please Select ﬂ| | |t0-65535]
IPv4 DSCP

__IP Precedence| Please Select [ Value (0-) l:lmask (0x0-0x7) l:l
@

" Tos Please Select [v]value (015  |Mask@o0xF) [ ]
ODSCP(0-63) [Please Select [v]Value (063 |Mask@o0-m3p)

TCP Flag

TCP Flag[Jack []fin []psh [Jrst [|syn []urg
Time Range

Action (@ Permit () Deny

| Back || MNext

Figure 8-5 ACL Configuration Wizard (Create, Packet Type, IPv4) Window

The fields that can be configured are described below:

Parameter Description

Sequence No. Enter the ACL rule number here. This value must be between 1 and 65535.
Select Auto Assign to automatically generate an ACL rule number for this entry.

Protocol Type Select the protocol type option here. Options to choose from are TCP, UDP,
ICMP, EIGRP (88), ESP (50), GRE (47), IGMP (2), OSPF (89), PIM (103), VRRP
(112), IP-in-IP (94), PCP (108), Protocol ID, and None.

e Value - The protocol ID can also manually be entered here. The range is
from O to 255.

e Mask - After selecting the Protocol ID option, manually enter the protocol
mask value here. The range is from 0x0 to OxFF.

e Fragments - Select this option to include packet fragment filtering.

The fields that can be configured in Assign rule criteria are described below:

Parameter Descripton

Source Select and enter the source information here. Options to choose from are Any,
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Parameter

Description

Host, and IP.

e When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IP address here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of source IP addresses by using a wildcard bitmap. The bit
corresponding to the bit value 1 will be ignored. The bit corresponding to the
bit value O will be checked.

Destination

Select and enter the destination information here. Options to choose from are
Any, Host, and IP.

e When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

¢ When the Host option is selected, enter the destination host’s IP address
here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of destination IP addresses by using a wildcard bitmap. The
bit corresponding to the bit value 1 will be ignored. The bit corresponding to
the bit value 0 will be checked.

Source Port

Select and enter the source port value here. Options to choose from are =, >, <, #,
Range, and Mask.

¢ When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

¢ When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified source port number and mask
will be used. Enter the source port mask value in the space provided. The
range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Destination Port

Select and enter the destination port value here. Options to choose from are =, >,
<, #, Range, and Mask.

¢ When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

e When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

e When selecting the Mask option, the specified destination port number and
mask will be used. Enter the destination port mask value in the space
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Parameter

Description

provided. The range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Specify ICMP Message
Type

Select the ICMP message type used here.
This parameter is only available in the protocol type ICMP.

ICMP Message Type

When the ICMP Message Type is not selected, enter the ICMP Message Type
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

Message Code

When the ICMP Message Type is not selected, enter the Message Code
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

IP Precedence

Select the IP precedence value used here. Options to choose from are routine
(0), priority (1), immediate (2), flash (3), flash-override (4), critical (5), internet
(6), and network (7).

e Value - The IP precedence value can also manually be entered here. The
range is from 0 to 7.

e Mask - Enter the IP precedence mask value here. The range is from 0x0 to
0x7.

ToS

Select the Type-of-Service (ToS) value that will be used here. Options to choose
from are normal (0), min-monetary-cost (1), max-reliability (2), max-
throughput (4), and min-delay (8).

e Value - The ToS value can also manually be entered here. The range is from
0to 15.

e Mask - Enter the ToS mask value here. The range is from 0x0 to OxF.

DSCP

Select the DSCP value that will be used here. Options to choose from are default
(0), af11 (10), af12 (12), af13 (14), af21 (18), af22 (20), af23 (22), af31 (26), af32
(28), af33 (30), af41 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), cs3 (24), cs4
(32), cs5 (40), cs6 (48), cs7 (56), and ef (46).

e Value - The DSCP value can also manually be entered here. The range is
from O to 63.

e Mask - Enter the DSCP mask value here. The range is from 0x0 to 0x3F.

TCP Flag

Tick the appropriate TCP flag option to include the flag in this rule. Options to
choose from are ack, fin, psh, rst, syn, and urg.

This parameter is only available in the protocol type TCP.

Time Range

Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Action

Select the action that this rule will take here. Options to choose from are Permit
and Deny.

Click the Back button to return to the previous step.

Click the Next button to continue to the next step.
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IPv6

After clicking the IPv6 radio button and the Next button, the following window will appear.

ACL Configuration Wizard
Access-List Assignment >> Select Packet Type >> Add Rule >> Apply Port
Please assign a sequence number to create a new rule.
(®Sequence Mo. (1-65535) l:l (ClAuto Assign
Protocol Type |TCP ﬂ” | (0-255) Mask (0x0-DxFF) |:| Fragments
Assign rule criteria
IPv6 Address H Port ‘ ‘ IPv6 DSCP ‘ ‘ TCP Flag H Flow Label |
IPv6 Address
(@ ANy (®@Any
(JHost 012::1 (_JHost 012::1
Source Destination
CIPv6 012:1 QIPv6 012:1
Port
Source Port Please Select [v]
[Please Select [v] | | (0-65535) | Please Select [v] | | t0-65535)
Destination Port| Please Select [
|Please Select [v] | | (0-65535) | Please Select [v] | | (0-65535)
IPvE DSCP
(@ DSCP (0-63) [Please Select  [v] | | Mask@0-ox3F) [ ]
OTraffic Class (0-265) | Mask (0x0-0xFF) ]
TCP Flag
TCP Flag[ ] ack []fin [|psh [rst []syn [Jurg
Flow Label
Flow Label (0-1048575) Mask (0x0-06FFFFF) [ ]
Time Range 32 chars
Action (@) Permit () Deny
| Back || MNext
v

Figure 8-6 ACL Configuration Wizard (Create, Packet Type, IPv6) Window

The fields that can be configured are described below:

Parameter Description ‘

Sequence No. Enter the ACL rule number here. This value must be between 1 and 65535.
Select Auto Assign to automatically generate an ACL rule number for this entry.

Protocol Type Select the protocol type option here. Options to choose from are TCP, UDP,
ICMP, Protocol ID, ESP (50), PCP (108), SCTP (132), and None.

e Value - The protocol ID can also manually be entered here. The range is
from O to 255.

e Mask - After selecting the Protocol ID option, manually enter the protocol
mask value here. The range is from 0x0 to OxFF.

e Fragments - Select this option to include packet fragment filtering.

The fields that can be configured in Assign rule criteria are described below:

Parameter Description

Source Select and enter the source information here. Options to choose from are Any,
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Parameter

Description

Host, and IPv6.

e When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IPv6 address here.

e When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination

Select and enter the destination information here. Options to choose from are
Any, Host, and IPv6.

e When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’'s IPv6 address
here.

e When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the destination IPv6 address and prefix length value in the
spaces provided.

Source Port

Select and enter the source port value here. Options to choose from are =, >, <, #,
Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

¢ When selecting the < option, all ports smaller than the selected port, will be
used.

o When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified source port number and mask
will be used. Enter the source port mask value in the space provided. The
range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Destination Port

Select and enter the destination port value here. Options to choose from are =, >,
<, #, Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified destination port number and
mask will be used. Enter the destination port mask value in the space
provided. The range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.
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Parameter Description ‘
Specify ICMP Message Select the ICMP message type used here.

Type This parameter is only available in the protocol type ICMP.

ICMP Message Type When the ICMP Message Type is not selected, enter the ICMP Message Type

numerical value used here. When the ICMP Message Type is selected, this
numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

Message Code When the ICMP Message Type is not selected, enter the Message Code
numerical value used here. When the ICMP Message Type is selected, this
numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

DSCP Select the DSCP value that will be used here. Options to choose from are default
(0), af11 (10), af12 (12), af13 (14), af21 (18), af22 (20), af23 (22), af31 (26), af32
(28), af33 (30), af41 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), cs3 (24), cs4
(32), cs5 (40), cs6 (48), cs7 (56), and ef (46).

e Value - The DSCP value can also manually be entered here. The range is
from 0 to 63.

e Mask - Enter the DSCP mask value here. The range is from 0x0 to 0x3F.

Traffic Class Select and enter the traffic class value here. The range is from 0 to 255.
e Mask - Enter the traffic class mask value here. The range is from 0x0 to
Ox3F.
TCP Flag Tick the appropriate TCP flag option to include the flag in this rule. Options to

choose from are ack, fin, psh, rst, syn, and urg.
This parameter is only available in the protocol type TCP.

Flow Label Enter the flow label value here. This value must be between 0 and 1048575.
o Mask - Enter the flow label mask value here. The range is from 0x0 to
OXFFFFF.
Time Range Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.
Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.

Click the Back button to return to the previous step.

Click the Next button to continue to the next step.

Step 4 - Apply Port

After clicking the Next button, the following window will appear.

ACL Configuration Wizard

Access-List Assignment == Select Packet Type => Add Rule => Apply Port
Which port(s) do you want to apply the Access-List?
Unit From Port To Port Direction

1 ~] [ethi/0A ~] [etiion ~] [in ~]

Back || Apply

Figure 8-7 ACL Configuration Wizard (Create, Port) Window

The fields that can be configured are described below:
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Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the appropriate port range used for the configuration here.
Direction Select the direction here. Options to choose from are In and Out.

Click the Back button to return to the previous step.

Click the Apply button to accept the changes made and return to the main ACL Wizard window.

ACL Access List

This window is used to display and configure the ACLs, ACL rules and settings.

To view the following window, click ACL > ACL Access List, as shown below:

ACL Access List
ACL Type All v @ ID (1-14999) [ ] OACLName
Total Entries: 6
I S T S
S.IP-ACL Standard IP ACL Enabled | Edit  |[ Delete |
2000 E-IP-ACL Extended IP ACL 10 10 Disabled | Edit || Delete |
6000 E-MAC-ACL Extended MAC ACL 10 10 Disabled | Edit  |[ oDelete |
8000 E-E-ACL Extended Expert ACL 10 10 Disabled | Edit || Delete |
11000 S-PVB-ACL Standard IPv6 ACL 10 10 Disabled | Edit || Delete |
13000 E-IPvG-ACL Extended IPvG ACL 10 10 Disabled | Edit || Delete |
n [1] [ e
S-IP-ACL (ID: 1) Rule [clear All Counter|[ Clear Counter || Add Rule |
T S T S A
Permit any any (Ing: 0 packets Egr: 0...
L [T] [ [ge

Figure 8-8 ACL Access List Window

The fields that can be configured are described below:

Parameter Description ‘

ACL Type Select the ACL type to find here. Options to choose from are All, IP ACL, IPv6
ACL, MAC ACL, and Expert ACL.

ID Select and enter the access list’s ID here. The range is from 1 to 14999.

ACL Name Select and enter the access list's name here. This name can be up to 32

characters long.

Click the Find button to locate a specific entry based on the information entered.

Click the Add ACL button to create a new ACL.

Click the Edit button to re-configure the specific ACL.

Click the Delete button, next to the ACL, to remove the specific ACL.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
Click the Clear All Counter button to clear all the counter information displayed.

Click the Clear Counter button to clear the counter information for the rule displayed.

Click the Add Rule button to create an ACL rule for the ACL selected.
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Click the Delete button, next to the ACL rule, to remove the specific ACL rule.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Edit button, the following page will appear.

ACL Access List
ACL Type Al ~] @® 1D (1-14899) [ ] OACLName
Total Entries: 6
SIP-ACL Standard IP ACL Enablad Apply Delete
2000  EJP-ACL Extended IP ACL Disabled | Edit || Delete |
6000 E-MAC-ACL  Extended MAC ACL 10 10 Disabled | Edit  |[ Delete |
8000 E-E-ACL  Extended Expert ACL 10 10 Disabled | Edit || Delete |
11000 S-Pv6-ACL  Standard IPv6 ACL 10 10 Disabled | Edit  |[ Delete |
13000 E-IPv6-ACL  Extended IPv6 ACL 10 10 Disabled | Edit || Delete |
n [1] Go
S-IP-ACL (ID: 1) Rule |lear Al Counter|| Clear Counter || Add Rule |
I T I N
Permit any any (Ing: O packets Egr: 0...
n [1] Go

Figure 8-9 ACL Access List (Edit) Window

After clicking the Edit button, the fields that can be configured are described below:

Parameter Description
Start Sequence No. Enter the start sequence number here.
Step Enter the sequence number step here. The step range is from 1 to 32. This

specifies the number that the sequence numbers step. The default value is 10.
For example, if the increment (step) value is 5 and the beginning sequence
number is 20, the subsequent sequence numbers are 25, 30, 35, 40, and so on.

Counter State Select to enable or disable the counter state option here.

Remark Enter an optional remark that will be associated with this ACL here.

Click the Apply button to accept the changes made.

After clicking the Add ACL button, the following page will appear.

Add ACL Access List

ACL Type [Standard IP ACL [v]
ID (1-1999) | |
ACL Name |32 chars |

Apply

Mote: The first character of ACL name must be a letter.

Figure 8-10 ACL Access List (Add ACL) Window

After clicking the Add ACL button, the fields that can be configured are described below:

Parameter Description

ACL Type Select the ACL type that will be created here. Options to choose from are
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Parameter

Description

Standard IP ACL, Extended IP ACL, Standard IPv6 ACL, Extended IPv6 ACL,
Extended MAC ACL, and Extended Expert ACL.

Enter the ID for the ACL here.
e For a Standard IP ACL, the range from 1 to 1999.
e For an Extended IP ACL, the range from 2000 to 3999.
e For a Standard IPv6 ACL, the range from 11000 to 12999.
e For an Extended IPv6 ACL, the range from 13000 to 14999.
e For an Extended MAC ACL, the range from 6000 to 7999.
e For an Extended Expert ACL, the range from 8000 to 9999.

ACL Name

Enter the name of the ACL here. This name can be up to 32 characters long.

Click the Apply button to accept the changes made.

Standard IP ACL

After selecting a Standard IP ACL and clicking the Add Rule button, the following page will appear.

200 F Lle

Add ACL Rule
ID 1
ACL Name S-IP-ACL
ACL Type Standard IP ACL
Sequence Mo. (1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (@) Permit (") Deny
Match IP Address
(®) Any (®) Any
Orest [ ] T —
Source Destination
or [ ] or [ 7]

Back || Apply

Figure 8-11 Standard IP ACL (Add Rule) Window

The fields that can be configured are described below:

Parameter

Sequence No.

Description

Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If
this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.
Source Select and enter the source information here. Options to choose from are Any,

Host, IP, and Wildcard.

e When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IP address here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of source IP addresses by using a wildcard bitmap. The bit
corresponding to the bit value 1 will be ignored. The bit corresponding to the

274



DXS-3400 Series Lite Layer 3 Stackable 10GbE Managed Switch Web Ul Reference Guide

Parameter Description
bit value 0 will be checked.

Destination Select and enter the destination information here. Options to choose from are
Any, Host, IP, and Wildcard.

o When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’s IP address
here.

¢ When the IP option is selected, the Wildcard option will also be available.
Enter the group of destination IP addresses by using a wildcard bitmap. The
bit corresponding to the bit value 1 will be ignored. The bit corresponding to
the bit value 0 will be checked.

Time Range Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

Extended IP ACL

After selecting an Extended IP ACL and clicking the Add Rule button, the following page will appear.

204 A b [=

Add ACL Rule
ID 2000
ACL Name E-IP-ACL
ACL Type Extended IP ACL
Sequence No. (1-65535) [ ] ufitisntspecified, the system automatically assigns.)
Action (@) Permit (7) Deny
Protocol Type [TCP [~])] | (0-255) Wask(0x0-0xFF) [ | [ [Fragments
Match IP Address
(®) Any (® Any
Ows [ Ows [T
Source OP |:| Destination Olp |:|
wideard [ - ] wideard [ - -]
Match Port
Source Port [Please Select [v]
[Please Select [V] ] | (0-65535) | Please Select [v] | | (0-65535)
Destination F'ort
[Please Select [V] | | (0-65535) | Please Select [V] | | (0-65535))
TCP Flag [Jack []fin [psh [Jrst []syn [Jurg
__IP Precedence|Please Select  [v[vae@7) [ [Mask@0n) [ |
Fros [Please Select_[V]value @15 |Mask@o0:®) [ |
ODSCP (0-63) [Please Select [v[vawe@63) _  |Mask(o-0xem[ ]
Time Range
Back | | Apply

Figure 8-12 Extended IP ACL (Add Rule) Window

The fields that can be configured are described below:

Parameter Description

Sequence No. Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If
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Parameter

Description

this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action

Select the action that this rule will take here. Options to choose from are Permit
and Deny.

Protocol Type

Select the protocol type option here. Options to choose from are TCP, UDP,
ICMP, EIGRP (88), ESP (50), GRE (47), IGMP (2), OSPF (89), PIM (103), VRRP
(112), IP-in-IP (94), PCP (108), Protocol ID, and None.

e Value - The protocol ID can also manually be entered here. The range is
from O to 255.

e Mask - After selecting the Protocol ID option, manually enter the protocol
mask value here. The range is from 0x0 to OxFF.

e Fragments - Select this option to include packet fragment filtering.

Source

Select and enter the source IP information here. Options to choose from are Any,
Host, and IP.

e When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IP address here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of source IP addresses by using a wildcard bitmap. The bit
corresponding to the bit value 1 will be ignored. The bit corresponding to the
bit value O will be checked.

Destination

Select and enter the destination IP information here. Options to choose from are
Any, Host, and IP.

e When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’'s IP address
here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of destination IP addresses by using a wildcard bitmap. The
bit corresponding to the bit value 1 will be ignored. The bit corresponding to
the bit value 0 will be checked.

Source Port

Select and enter the source port value here. Options to choose from are =, >, <, #,
Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

e When selecting the > option, all ports greater than the selected port, will be
used.

¢ When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

e When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified source port number and mask
will be used. Enter the source port mask value in the space provided. The
range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Destination Port

Select and enter the destination port value here. Options to choose from are =, >,
<, #, Range, and Mask.
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Parameter

Description

e When selecting the = option, the specific selected port number will be used.

e When selecting the > option, all ports greater than the selected port, will be
used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

¢ When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified destination port number and
mask will be used. Enter the destination port mask value in the space
provided. The range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Specify ICMP Message
Type

Select the ICMP message type used here.
This parameter is only available in the protocol type ICMP.

ICMP Message Type

When the ICMP Message Type is not selected, enter the ICMP Message Type
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

Message Code

When the ICMP Message Type is not selected, enter the Message Code
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

TCP Flag

Tick the appropriate TCP flag option to include the flag in this rule. Options to
choose from are ack, fin, psh, rst, syn, and urg.

This parameter is only available in the protocol type TCP.

IP Precedence

Select the IP precedence value used here. Options to choose from are routine
(0), priority (1), immediate (2), flash (3), flash-override (4), critical (5), internet
(6), and network (7).

e Value - The IP precedence value can also manually be entered here. The
range is from 0 to 7.

e Mask - Enter the IP precedence mask value here. The range is from 0x0 to
0x7.

ToS

Select the Type-of-Service (ToS) value that will be used here. Options to choose
from are normal (0), min-monetary-cost (1), max-reliability (2), max-
throughput (4), and min-delay (8).

e Value - The ToS value can also manually be entered here. The range is from
0 to 15.

e Mask - Enter the ToS mask value here. The range is from 0x0 to OxF.

DSCP

Select the DSCP value that will be used here. Options to choose from are default
(0), af11 (10), af12 (12), af13 (14), af21 (18), af22 (20), af23 (22), af31 (26), af32
(28), af33 (30), af41 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), cs3 (24), cs4
(32), cs5 (40), cs6 (48), cs7 (56), and ef (46).

e Value - The DSCP value can also manually be entered here. The range is
from O to 63.

e Mask - Enter the DSCP mask value here. The range is from 0x0 to 0x3F.

Time Range

Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.
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Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

Standard IPv6 ACL

After selecting a Standard IPv6 ACL and clicking the Add Rule button, the following page will appear.

04 A L1le

Add ACL Rule
ID 11000
ACL Name S-IPVB-ACL
ACL Type Standard IPvG ACL
Sequence Mo. (1-65535) l:l (If it izn't specified, the system automatically azsigns.)
Action (@) Permit (") Deny

Match IPv6 Address

(@ Any (® Any
Source Destination
Back || Apply
Figure 8-13 Standard IPv6 ACL (Add Rule) Window
The fields that can be configured are described below:
Parameter Description ‘
Sequence No. Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If

this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.
Source Select and enter the source IPv6 information here. Options to choose from are

Any, Host, IPv6, and Prefix Length.

¢ When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IPv6 address here.

¢ When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination IPv6 information here. Options to choose from
are Any, Host, IPv6, and Prefix Length.

¢ When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’'s IPv6 address
here.

e When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the destination IPv6 address and prefix length value in the
spaces provided.

Time Range Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Click the Apply button to accept the changes made.
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Click the Back button to discard the changes made and return to the previous page.

Extended IPv6 ACL

After selecting an Extended IPv6 ACL and clicking the Add Rule button, the following page will appear.

204 A b [=

Add ACL Rule
ID 13000
ACL Name E-IPVB-ACL
ACL Type Extended IPvG ACL
Sequence No. (1-65535) [ ] ufitisntspecified, the system automatically assigns.)
Action (@) Permit (7 Deny
Protocol Type [TCP ~])] | (0255) Wask(@x0-0xFF) [ | [ |Fragments
Match IPvE Address
(@ Any (@ Any
O Host O Host
Source OIPv6 Destination OPve
Prefx Length l:l Prefx Length l:l
Match Port
Source Port
[Please Select [V] ] | (0-65535)| Please Select [v] | | (0-55535)
Destination F'ort
[Please Select [V] | | (0-65535) | Please Select [V] | | (0-65535))
TCP Flag [Jack []fin [psh [Jrst []syn [Jurg

@® DSCP (0-63) Please Select  [v] Value (0-63) [ ] maskxomar [ ]
OTraficClass (0265) [ ] Mask(@a-xFF) [ ]

Flow Label (0-1048575) [ |wmaskeoaxrrrrr) [ ]

Back || Apply
Figure 8-14 Extended IPv6 ACL (Add Rule) Window
The fields that can be configured are described below:
Parameter Description ‘
Sequence No. Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If

this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.
Protocol Type Select the protocol type option here. Options to choose from are TCP, UDP,

ICMP, Protocol ID, ESP (50), PCP (108), SCTP (132), and None.

e Value - The protocol ID can also manually be entered here. The range is
from O to 255.

e Mask - After selecting the Protocol ID option, manually enter the protocol
mask value here. The range is from 0x0 to OxFF.

e Fragments - Select this option to include packet fragment filtering.

Source Select and enter the source IPv6 information here. Options to choose from are
Any, Host, and IPv6.

o When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.
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Parameter Description

e When the Host option is selected, enter the source host's IPv6 address here.

e When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the source IPv6 address and prefix length value in the
spaces provided.

Destination Select and enter the destination IPv6 information here. Options to choose from
are Any, Host, and IPv6.

¢ When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’s IPv6 address
here.

e When the IPv6 option is selected, the Prefix Length option will also be
available. Enter the destination IPv6 address and prefix length value in the
spaces provided.

Source Port Select and enter the source port value here. Options to choose from are =, >, <, #,
Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified source port number and mask
will be used. Enter the source port mask value in the space provided. The
range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Destination Port Select and enter the destination port value here. Options to choose from are =, >,
<, #, Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

¢ When selecting the > option, all ports greater than the selected port, will be
used.

¢ When selecting the < option, all ports smaller than the selected port, will be
used.

¢ When selecting the # option, all ports, excluding the selected port, will be
used.

¢ When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified destination port number and
mask will be used. Enter the destination port mask value in the space
provided. The range is from 0x0 to OxFFFF.

This parameter is only available in the protocol type TCP and UDP.

TCP Flag Tick the appropriate TCP flag option to include the flag in this rule. Options to
choose from are ack, fin, psh, rst, syn, and urg.

This parameter is only available in the protocol type TCP.
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Parameter

Specify ICMP Message
Type

Description

Select the ICMP message type used here.
This parameter is only available in the protocol type ICMP.

ICMP Message Type

When the ICMP Message Type is not selected, enter the ICMP Message Type
numerical value used here. When the ICMP Message Type is selected, this
numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

Message Code

When the ICMP Message Type is not selected, enter the Message Code
numerical value used here. When the ICMP Message Type is selected, this
numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

DSCP

Select the DSCP value that will be used here. Options to choose from are default
(0), af11 (10), af12 (12), af13 (14), af21 (18), af22 (20), af23 (22), af31 (26), af32
(28), af33 (30), af41 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), cs3 (24), cs4
(32), cs5 (40), cs6 (48), cs7 (56), and ef (46).

e Value - The DSCP value can also manually be entered here. The range is
from 0 to 63.

e Mask - Enter the DSCP mask value here. The range is from 0x0 to 0x3F.

Traffic Class

Select and enter the traffic class value here. The range is from 0 to 255.

e Mask - Enter the traffic class mask value here. The range is from 0x0 to

Ox3F.
Flow Label Enter the flow label value here. This value must be between 0 and 1048575.
e Mask - Enter the flow label mask value here. The range is from 0x0 to
OXFFFFF.
Time Range Enter the name of the time range profile that will be used in this ACL rule here.

This name can be up to 32 characters long.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

Extended MAC ACL

After selecting an Extended MAC ACL and clicking the Add Rule button, the following page will appear.
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Rdd 1 le

Add ACL Rule
ID 6000
ACL Name E-MAC-ACL
ACL Type Extended MAC ACL
Sequence Mo. (1-65535) l:l (If it isn't specified, the system automatically assigns.)
Action (@) Permit (7) Deny
Match MAC Address
(®) Any (®) Any
() Host 11-DF-36-4B-A7-CC (") Host 11-DF-36-4B-A7-CC
Source Destination
(COMAC 11-DF-36-4B-A7-CC (CMAC 11-DF-36-4B-A7-CC
Wildcard |11-DF-26-4B-A7-CC Wildcard |11-DF-26-4B-A7-CC
Match Ethernet Type
Specify Ethernet Type Please Select [v]

Etemet Type GO0-0GFFF) [ ]
Ethernet Type Mask (0x0-0xFFFF) |:|

Cos Please Select|v] Mask (0x0-0x7) |:| Inner Cos Please Select[v] Mask (0x0-0x7) |:|
@viD(14084) [ |Mask(mo0xFFR) [ |
InnerviD (1-4094) [ | Mask(OxQOxFFF) [ |

() VLAN Range | [~ |
Time Range 32 chars
| Back || Apply |
Figure 8-15 Extended MAC ACL (Add Rule) Window
The fields that can be configured are described below:
Parameter Description
Sequence No. Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If

this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.
Source Select and enter the source MAC address information here. Options to choose

from are Any, Host, MAC, and Wildcard.

e When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

¢ When the Host option is selected, enter the source host's MAC address
here.

e When the MAC option is selected, the Wildcard option will also be available.
Enter the source MAC address and wildcard value in the spaces provided.

Destination Select and enter the destination MAC address information here. Options to
choose from are Any, Host, MAC, and Wildcard.

¢ When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host's MAC address
here.

e When the MAC option is selected, the Wildcard option will also be available.
Enter the destination MAC address and wildcard value in the spaces
provided.

Specify Ethernet Type Select the Ethernet type option here. Options to choose from are aarp, appletalk,
decent-iv, etype-6000, etype-8042, lat, lavc-sca, mop-console, mop-dump,
vines-echo, vines-ip, xns-idp, and arp.

Ethernet Type Enter the Ethernet type hexadecimal value here. This value must be between
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Description

0x600 and OxFFFF. When the Ethernet type profile is selected, above, the
appropriate hexadecimal value will automatically be entered.

Ethernet Type Mask

Enter the Ethernet type mask hexadecimal value here. This value must be
between 0x0 and OxFFFF. When the Ethernet type profile is selected, above, the
appropriate hexadecimal value will automatically be entered.

CoS

Select the CoS value that will be used here. The range is from 0 to 7.

¢ Mask - Enter the CoS mask value here. The range is from 0x0 to Ox7.

Inner CoS

After selecting the CoS value, select the inner CoS value that will be used here.
The range is from 0 to 7.

e Mask - Enter the inner CoS mask value here. The range is from Ox0 to 0x7.

VID

Enter the VLAN ID that will be associated with this ACL rule here. The range is
from 1 to 4094.

e Mask - Enter the VLAN ID mask value here. The range is from 0x0 to OxFFF.

Inner VID

Enter the inner VLAN ID that will be associated with this ACL rule here. The range
is from 1 to 4094.

e Mask - Enter the inner VLAN ID mask value here. The range is from 0x0 to
OXFFF.

VLAN Range

Select and enter the VLAN range that will be associated with this ACL rule here.
Enter the starting and ending VLANS in the spaces provided. The range is from 1
to 4094.

Time Range

Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

Extended Expert ACL

After selecting an Extended Expert ACL and clicking the Add Rule button, the following page will appear.
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Add ACL Rule
D 2000
ACL Name E-E-ACL
ACL Type Extended Expert ACL
Sequence No. (1-§5535) |:| (If it isn't specified, the system automatically assigns.)
Action (@ Pemmit (7 Deny
Protocol Type [TcP BN | 0-255) Mask(ox0-0xFF) [ | [ |Fragments
Match IP Address
®)Any @ Any
Owst [ ] Owst [ ]
Source Oip i i i Destination oip i i i
Wildcard . . - Wildcard

Match MAC Address
(@) Any (@) Any
“JHost 11-DF-36-4B-A7-CC (_JHost 11-DF-36-4B-AT-CC

Source ~uac  [irDFaseBATCce | DSStMAON  ~yac  [II-DF-384B-AT-CC

Wildcard (11-DF-36-4B-A7-CC Wildcard (11-DF-36-4B-A7-CC

Match Port

Source Port Please Select

Please Select | | (0-65535) | Please Select [V] | | (0-65535)

Destination Port| Please Select

L<l<]l<ll€

Please Select | | (0-65535) | Please Select [v] | | (0-65535))

__IP Precedence| Please Select ﬂ Value (0-7) Mask (0x0-0x7)
()
ToS Please Select  [v|Value (0-15) Mask (0x0-0xF)

(ODSCP (0-63) [Please Select [v]vale (063 [Mask(@o-mx3p) |

TCP Flag [Jack []fin [Jpsh [Jrst []syn [Jurg
@ VID(1-4094) Mask D0-0:xFFF) [ ]

() VLAN Range ~ |
Co3 Please Seleci[v]| Mask(@:0-07) [ Jinnercos Mask (0x0-0xT) ]
| Back || Apply

Time Range 32 chars

Figure 8-16 Extended Expert ACL (Add Rule) Window

The fields that can be configured are described below:

Parameter Description ‘

Sequence No. Enter the sequence number of this ACL rule here. The range is from 1 to 65535. If
this value is not specified, the system will automatically generate an ACL rule
number for this entry.

Action Select the action that this rule will take here. Options to choose from are Permit
and Deny.
Protocol Type Select the protocol type option here. Options to choose from are TCP, UDP,

ICMP, EIGRP (88), ESP (50), GRE (47), IGMP (2), OSPF (89), PIM (103), VRRP
(112), IP-in-IP (94), PCP (108), Protocol ID, and None.

e Value - The protocol ID can also manually be entered here. The range is
from O to 255.

e Mask - After selecting the Protocol ID option, manually enter the protocol
mask value here. The range is from 0x0 to OxFF.

e Fragments - Select this option to include packet fragment filtering.

Source Select and enter the source IP information here. Options to choose from are Any,
Host, and IP.

o When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the source host's IP address here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of source IP addresses by using a wildcard bitmap. The bit
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Parameter

Description

corresponding to the bit value 1 will be ignored. The bit corresponding to the
bit value 0 will be checked.

Destination

Select and enter the destination IP information here. Options to choose from are
Any, Host, and IP.

e When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host’'s IP address
here.

e When the IP option is selected, the Wildcard option will also be available.
Enter the group of destination IP addresses by using a wildcard bitmap. The
bit corresponding to the bit value 1 will be ignored. The bit corresponding to
the bit value 0 will be checked.

Source

Select and enter the source MAC address information here. Options to choose
from are Any, Host, MAC, and Wildcard.

o When the Any option is selected, any source traffic will be evaluated
according to the conditions of this rule.

o When the Host option is selected, enter the source host's MAC address
here.

¢ When the MAC option is selected, the Wildcard option will also be available.
Enter the source MAC address and wildcard value in the spaces provided.

Destination

Select and enter the destination MAC address information here. Options to
choose from are Any, Host, MAC, and Wildcard.

¢ When the Any option is selected, any destination traffic will be evaluated
according to the conditions of this rule.

e When the Host option is selected, enter the destination host's MAC address
here.

e When the MAC option is selected, the Wildcard option will also be available.
Enter the destination MAC address and wildcard value in the spaces
provided.

Source Port

Select and enter the source port value here. Options to choose from are =, >, <, #,
Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

e When selecting the > option, all ports greater than the selected port, will be
used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

e When selecting the # option, all ports, excluding the selected port, will be
used.

e When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified source port number and mask
will be used. Enter the source port mask value in the space provided. The
range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Destination Port

Select and enter the destination port value here. Options to choose from are =, >,
<, #, Range, and Mask.

e When selecting the = option, the specific selected port number will be used.

e When selecting the > option, all ports greater than the selected port, will be
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Description

used.

e When selecting the < option, all ports smaller than the selected port, will be
used.

¢ When selecting the # option, all ports, excluding the selected port, will be
used.

e When selecting the Range option, the start port number and end port
number selected, of the range, will be used. Alternatively, the port number(s)
can manually be entered in the space(s) provided, if the port number(s)
is/are not available in the drop-down list.

¢ When selecting the Mask option, the specified destination port number and
mask will be used. Enter the destination port mask value in the space
provided. The range is from 0x0 to OXFFFF.

This parameter is only available in the protocol type TCP and UDP.

Specify ICMP Message
Type

Select the ICMP message type used here.
This parameter is only available in the protocol type ICMP.

ICMP Message Type

When the ICMP Message Type is not selected, enter the ICMP Message Type
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

Message Code

When the ICMP Message Type is not selected, enter the Message Code
numerical value used here. The range is from 0 to 255. When the ICMP Message
Type is selected, this numerical value will automatically be entered.

This parameter is only available in the protocol type ICMP.

IP Precedence

Select the IP precedence value used here. Options to choose from are routine
(0), priority (1), immediate (2), flash (3), flash-override (4), critical (5), internet
(6), and network (7).

e Value - The IP precedence value can also manually be entered here. The
range is from 0 to 7.

e Mask - Enter the IP precedence mask value here. The range is from 0x0 to
Ox7.

ToS

Select the Type-of-Service (ToS) value that will be used here. Options to choose
from are normal (0), min-monetary-cost (1), max-reliability (2), max-
throughput (4), and min-delay (8).

e Value - The ToS value can also manually be entered here. The range is from
0 to 15.

e Mask - Enter the ToS mask value here. The range is from 0x0 to OxF.

DSCP

Select the DSCP value that will be used here. Options to choose from are default
(0), af11 (10), af12 (12), af13 (14), af21 (18), af22 (20), af23 (22), af31 (26), af32
(28), af33 (30), af41 (34), af42 (36), af43 (38), cs1 (8), cs2 (16), cs3 (24), cs4
(32), cs5 (40), cs6 (48), cs7 (56), and ef (46).

e Value - The DSCP value can also manually be entered here. The range is
from 0 to 63.

e Mask - Enter the DSCP mask value here. The range is from 0x0 to 0x3F.

TCP Flag

Tick the appropriate TCP flag option to include the flag in this rule. Options to
choose from are ack, fin, psh, rst, syn, and urg.

This parameter is only available in the protocol type TCP.

VID

Enter the VLAN ID that will be associated with this ACL rule here. The range is
from 1 to 4094.

e Mask - Enter the VLAN ID mask value here. The range is from 0x0 to OxFFF.

Inner VID

Enter the inner VLAN ID that will be associated with this ACL rule here. The range
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Parameter Description
is from 1 to 4094.

e Mask - Enter the inner VLAN ID mask value here. The range is from 0x0 to

OXFFF.
VLAN Range Select and enter the VLAN range that will be associated with this ACL rule here.
Enter the starting and ending VLANS in the spaces provided. The range is from 1
to 4094.
CoS Select the CoS value that will be used here. The range is from 0 to 7.

e Mask - Enter the CoS mask value here. The range is from 0x0 to Ox7.

Inner CoS After selecting the CoS value, select the inner CoS value that will be used here.
The range is from 0 to 7.

e Mask - Enter the inner CoS mask value here. The range is from 0x0 to 0x7.

Time Range Enter the name of the time range profile that will be used in this ACL rule here.
This name can be up to 32 characters long.

Click the Apply button to accept the changes made.

Click the Back button to discard the changes made and return to the previous page.

ACL Interface Access Group

This window is used to display and configure the ACL interface access group settings.

To view the following window, click ACL > ACL Interface Access Group, as shown below:

ACL Interface Access Group

Unit From Port To Port Direction Action Type ACL Name

[1 [v] [etton [~ [ethtion [~ [in [v] [Add [v] [PacL [v] | |[ Please select |

Unit 1 Settings

“ IP ACL 1Pv6 ACL MAC ACL Expert ACL 1P ACL 1Pv6 ACL MAC ACL Expert ACL

eth1/0/1
eth1/0/2
eth1/0/3
eth1/0/4
eth1/0/5
eth1/0/6

Figure 8-17 ACL Interface Access Group Window

The fields that can be configured are described below:

Parameter Description ‘

Unit Select the Switch unit that will be used for this configuration here.

From Port ~ To Port Select the range of ports that will be used for this configuration here.

Direction Select the direction here. Options to choose from are In and Out.

Action Select the action that will be taken here. Options to choose from are Add and
Delete.

Type Select the ACL type here. Options to choose from are IP ACL, IPv6 ACL, MAC
ACL, and Expert ACL.

ACL Name Enter the ACL’s name here. This name can be up to 32 characters long. Click the
Please Select button to select an existing ACL from the list.
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Click the Apply button to accept the changes made.

After clicking the Please Select button, the following window will appear:

Total Entries: 2

S-IP-ACL Standard IP ACL
{'_ b 2000 E-IP-ACL Extended IP ACL
[1] | 1 | [ &8

Figure 8-18 ACL Interface Access Group (Please Select) Window

Select the radio button next to the entry to use that ACL in the configuration.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Click the OK button to accept the selection made.

ACL VLAN Access Map

This window is used to display and configure the ACL VLAN access map settings.

To view the following window, click ACL > ACL VLAN Access Map, as shown below:

ACL VLAN Access Map

Access Map Name
Sub Map Number (1-65535) [ ]
Action Forward [v]
Access Map Name Counter State Disabled [v]
Access Map Name |Clear All Counter” Clear Counter || Find |
Total Entries: 1

Access Map Name Sub Map Number m Match Access-List Counter State _

Forward Dizsabled Binding Delete
n [1] Go

Figure 8-19 ACL VLAN Access Map Window

The fields that can be configured are described below:

Parameter Description ‘
Access Map Name Enter the access map’s name here. This name can be up to 32 characters long.
Sub Map Number Enter the sub-map’s number here. This value must be between 1 and 65535.
Action Select the action that will be taken here. Options to choose from are Forward,

Drop, and Redirect. When the Redirect option is selected, select the redirected
interface from the drop-down list.

Counter State Select whether to enable or disable the counter state.

Click the Apply button to accept the changes made.

Click the Clear All Counter button to clear the counter information for all the access maps.
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Click the Clear Counter button to the clear the counter information for the specified access map.
Click the Find button to locate a specific entry based on the information entered.

Click the Binding button to match an access list to the ACL VLAN access map.

Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Binding button, the following window will appear:

Match Access-List

Access Map Name map
Sub Map Number 1

(@) Match IP Access-List

|| Flease Select Lpply ” Delete

() Match IPv6 Access-List
Please Select Apply Delete

(_) Match MAC Access-List
Please Select I Apply Delete

Figure 8-20 ACL VLAN Access Map (Binding) Window

The fields that can be configured are described below:

Parameter Description

Match IP Access-List Here the IP access list that will be matched will be displayed.
Match IPv6 Access-List Here the IPv6 access list that will be matched will be displayed.
Match MAC Access-List Here the MAC access list that will be matched will be displayed.

Click the Please Select button navigate to a list of access lists that can be selected to be used in this configuration.
Click the Apply button to accept the changes made.

Click the Delete button to remove the specific entry.

After clicking the Please Select button, the following window will appear:

Total Entries: 2

I rctvane et e
. 1

S-IP-ACL Standard IP ACL
2000 E-IP-ACL Extended IP ACL
(] sl Go

Figure 8-21 ACL VLAN Access Map (Binding, Selection) Window

Select the radio button next to the entry to use that access list in the configuration.
Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

Click the OK button to accept the selection made.
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ACL VLAN Filter

This window is used to display and configure the ACL VLAN filter settings.

To view the following window, click ACL > ACL VLAN Filter, as shown below:

ACL VLAN Filter
Access Mep Name
Action Add [v]
Total Entries: 1
= 1
n [1] Go

Figure 8-22 ACL VLAN Filter Window

The fields that can be configured are described below:

Parameter Description ‘
Access Map Name Enter the access map’s name here. This name can be up to 32 characters long.
Action Select the action that will be taken here. Options to choose from are Add and
Delete.
VID List Enter the VLAN ID list that will be used here. Select the All VLANS option to
apply this configuration to all the VLANs configured on the Switch.

Click the Apply button to accept the changes made.
Click the Delete button to remove the specific entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

CPU ACL

This window is used to display and configure the CPU ACL settings.

To view the following window, click ACL > CPU ACL, as shown below:

CPUACL
Filter Map Name 32 chars [ meply || Find |
Total Entries: 1
Match Access-list
Filter Map Name Match Ingress Interface
1P ACL 1Pv6 ACL MAC ACL
map Binding | | Delete
(] |1 1 l_ Go)

Figure 8-23 CPU ACL Window

The fields that can be configured are described below:

Parameter Description

Filter Map Name | Enter the CPU ACL filter map’s name here. This name can be up to 32 characters long.

Click the Apply button to accept the changes made.
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Click the Find button to locate a specific entry based on the information entered.
Click the Binding button to configure the binding settings for the specified entry.
Click the Delete button to delete the specified entry.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.

After clicking the Binding button, the following page will appear.
yidil - Ce! LIS
CPU ACL Configure

Filter Map Name map

Match IP Access List

Sequence No. (1-65535) [ | ACL Name [ Please select apply || Delete

Match IPv6 Access List

Sequence No. (1-65535) [ | ACL Name || Please select apply || Delete

Match MAC Access List

Sequence No. (1-65535) [ | ACL Name || Please select apply | Delete

Match Expert Access List

Sequence No. (1-65535) [ | ACL Name |[ Please select apply | Delete

Match Ingress Interface

Unit From Port To Port
1 ~] eth1/0/1 ~] eth1/0/1 V] Apply I Delete

Figure 8-24 CPU ACL (Binding) Window

The fields that can be configured in Match IP Access List are described below:

Parameter Description

Sequence No. Enter the sequence number of the associated match entry here. The range is
from 1 to 65535. The lower the number is, the higher the priority of the access list.

ACL Name Enter the standard or extended IP access list's name to be matched here. This
name can be up to 32 characters long. Alternatively, click the Please Select
button to select an existing ACL from the list.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

The fields that can be configured in Match IPv6 Access List are described below:

Parameter Description

Sequence No. Enter the sequence number of the associated match entry here. The range is
from 1 to 65535. The lower the number is, the higher the priority of the access list.

ACL Name Enter the standard or extended IPv6 access list's name to be matched here. This
name can be up to 32 characters long. Alternatively, click the Please Select
button to select an existing ACL from the list.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.
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The fields that can be configured in Match MAC Access List are described below:

Parameter Description ‘

Sequence No. Enter the sequence number of the associated match entry here. The range is
from 1 to 65535. The lower the number is, the higher the priority of the access list.

ACL Name Enter the extended MAC access list's name to be matched here. This name can
be up to 32 characters long. Alternatively, click the Please Select button to select
an existing ACL from the list.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

The fields that can be configured in Match Expert Access List are described below:

Parameter Description ‘

Sequence No. Enter the sequence number of the associated match entry here. The range is
from 1 to 65535. The lower the number is, the higher the priority of the access list.

ACL Name Enter the extended expert access list's name to be matched here. This name can
be up to 32 characters long. Alternatively, click the Please Select button to select
an existing ACL from the list.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

The fields that can be configured in Match Ingress Interface are described below:

Parameter Description ‘
Unit Select the Switch’s unit ID that will be used here.
From Port ~ To Port Select the Switch’s port range that will be used here.

Click the Apply button to accept the changes made.
Click the Delete button to delete the specified entry.

After clicking the Please Select button, the following window will appear:

Total Entries: 2

| o et vame ret e
1

S-P-ACL Standard IP ACL
2000 E-P-ACL Extended IP ACL
1 [ 1| [ [es

Figure 8-25 CPU ACL (Binding, Please Select) Window

The fields that can be configured are described below:

Parameter  Description

ACL List Select the radio button next to the access list entry to use that access list in the configuration.

Select the ACL and click the OK button to accept the selection made.

Enter a page number and click the Go button to navigate to a specific page when multiple pages exist.
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9. Security

Port Security

802.1X

AAA

RADIUS

TACACS+

IMPB

DHCP Server Screening

ARP Spoofing Prevention
BPDU Attack Protection
NetBIOS Filtering

MAC Authentication
Web-based Access Control
Network Access Authentication
Safeguard Engine

Trusted Host

Traffic Segmentation Settings
Storm Control

DoS Attack Prevention Settings
SSH

SSL

SFTP Server Settings

Port Security

Port Security Global Settings

This window is used to display and configure the port security global settings. Port Security is a security feature that
prevents unauthorized computers (with source MAC addresses) unknown to the Switch prior to locking the port (or
ports) from connecting to the Switch's locked ports and gaining access to the network.

To view the following window, click Security > Port Security > Port Security Global Settings, as shown below:

Port Security Trap Settings

Trap State ()Enabled (@) Disabled
Port Security Trap Rate Settings

Trap Rate (0-1000)
Port Security System Settings

System Maximum Address (1-12288) [ ]| &NoLimit
Port Security VLAN Settings

VID List 1, 4-6

VLAN Max Learning Address (1-12288) [ | &noLimi
Find VLAN

Vi 14098

o s e

1 No Limit 0

Figure 9-1 Port Security Global Settings Window

The fields that can be configured in Port Security Trap Settings are described below:
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Parameter Description

Trap State Click to enable or disable port security traps on the Switch.

Click the Apply button to accept the changes made.

The fields that can be configured in Port Security Trap Rate Settings are described below:

Parameter Description

Trap Rate Enter the number of traps per second. The range is from 0 to 1000. The default
value 0 indicates an SNMP trap to be generated for every security violation.

Click the Apply button to accept the changes made.

The fields that can be configured in Port Security System Settings are described below:

Parameter Description

System Maximum Address | Enter the maximum number of secure MAC addresses allowed. If not specified,
the default value is No Limit. The valid range is from 1 to 6656. Tick the No Limit
checkbox to allow the maximum number of secure MAC address.

Click the Apply button to accept the changes made.

The fields that can be configured in Port Security VLAN Settings are described below:

Parameter Description

VID List Enter the VLAN ID(s) here.

VLAN Max Learning Enter the maximum number of allowed MAC addresses that can be learned on

Address the specified VLAN(s) here. The range is from 1 to 12288. Tick the No Limit
checkbox to allow the maximum number of secure MAC address.

Click the Apply button to accept the changes made.

The fields that can be configured in Find VLAN are described below:

Parameter Description
VID Enter the VLAN ID that will be located here.

Click the Find button to locate a specific entry based on the information entered.

Port Security Port Settings

This window is used to display and configure the port security port settings.

To view the following window, click Security > Port Security > Port Security Port Settings, as shown below:
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Port Security Port Setfings
Unit  From Port To Port State I\ga;ténzﬂgg Violation Action Security Mode 'Ip:i?\[lneg[ 0-1440) Aging Type
| 1 ﬂ”ethﬂﬂﬁ ﬂ”eth‘l.’ﬂﬂ ﬂ” Disabled ﬂ||32 | |Protect ﬂ”DeIele—un—TimemﬂH | |Abso|ule ﬂl
Unit 1 Seftings
ro_| e | G | ion o | Voon o | Sy ot | s | e s | ana i |
eth1/0/1 0 Protect Delete-on-Timeout Disabled 0 Absolute
eth1/0/2 32 0 Protect - Delete-on-Timeout Disabled - i} Absolute
eth1/0/3 32 0 Protect - Delete-on-Timeout Dizabled 0 Abzolute
eth1/0/4 32 0 Protect = Delete-on-Timeout Disabled = i} Absolute
eth1/0/5 32 0 Protect - Delete-on-Timeout Disabled 0 Absolute
eth1/0/6 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
eth1/0/7 32 0 Protect - Delete-on-Timeout Disabled 0 Absolute
eth1/0/8 32 0 Protect - Delete-on-Timeout Disabled - 0 Absolute
Figure 9-2 Port Security Port Settings Window
The fields that can be configured are described below:
Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.
From Port ~ To Port Select the appropriate port range used for the configuration here.
State Select to enable or disable the port security feature on the port(s) specified.
Maximum Enter the maximum number of secure MAC addresses that will be allowed on the
port(s) specified. This value must be between 0 and 6656. By default, this value is
32.
Violation Action Select the violation action that will be taken here. Options to choose from are

Protect, Restrict, and Shutdown.

e Selecting Protect specifies to drop all packets from the insecure hosts at the
port-security process level, but does not increment the security-violation
count.

e Selecting Restrict specifies to drop all packets from the insecure hosts at the
port-security process level and increments the security-violation count and
record the system log.

e Selecting Shutdown specifies to shut down the port if there is a security
violation and record the system log.

Security Mode Select the security mode option here. Options to choose from are Permanent and
Delete-on-Timeout.

e Selecting Permanent specifies that under this mode, all learned MAC
addresses will not be purged out unless the user manually deletes those
entries.

e Selecting Delete-on-Timeout specifies that under this mode, all learned
MAC addresses will be purged out when an entry is aged out or when the
user manually deletes these entries.

Aging Time Enter the aging time value used for auto-learned dynamic secured addresses on
the specified port here. This value must be between 0 and 1440 minutes.

Aging Type Select the aging type here. Options to choose from are Absolute and Inactivity.

e Selecting Absolute specifies that all the secure addresses on this port age
out exactly after the time specified and is removed from the secure address
list. This is the default type.

e Selecting Inactivity specifies that the secure addresses on this port age out
only if there is no data traffic from the secure source address for the
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Parameter Description
specified time period.

Click the Apply button to accept the changes made.

Port Security Address Entries

This window is used to display, clear and configure the port security address entries.

To view the following window, click Security > Port Security > Port Security Address Entries, as shown below:

Port Security Address Entries

Unit Port MAC Address VID (1-4094)
[1 ¥  [ethton [~ po-84-57-00-00-00 | (] Permanent [ ]
| Add || Delete || Clear by Port || Clear by MAC |
Total Entries: 1 Clear All
I O S T S
eth1/0/18 00-11-22-33-44-55 Permanent

11 I] R

Figure 9-3 Port Security Address Entries Window

The fields that can be configured are described below:

Parameter Description ‘
Unit Select the Switch unit that will be used for this configuration here.

Port Select the appropriate port range used for the configuration here.

MAC Address Enter the MAC address here. Select the Permanent option to specify that all

learned MAC addresses will not be purged out unless the user manually deletes
those entries.

VID Enter the VLAN ID here. This value must be between 1 and 4094.

Click the Add button to add a new entry based on the information entered.

Click the Delete button to remove a new entry based on the information entered.

Click the Clear by Port but