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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
BBeaeHue
PykoBoacTBo nonb3oBarens

MABA 1. BBEOEHUE

Aydumopusi u codepkaHue

B naHHOM pyKOBOACTBE MPUBOAUTCS onucaHue TOYku goctyna DAP-1150, nopsanok HacTpoilku u
PEKOMEH/IalIMU 110 €r0 UCIOJIb30BAHMUIO.

Hacrosiiee pykoBOACTBO TMpEAHA3HAUYEHO IS MOJIb30BaTeIed, 3HAKOMBIX C OCHOBHBIMHU
NPUHIUIIAMUA OpPraHu3alMy CeTeH, KOTOpbIE CO3JAI0T JIOMAIIHIOK JIOKAJbHYIO CETh, a TaKke
CHUCTEMHBIX aJMUHUCTPATOPOB, KOTOpPHIE YCTAHABIMBAIOT W HACTPAMBAIOT ceTH B oducax
KOMITAHHUH.

YcnoeHblie 0603HayYeHUs

Mpumep OnucaHue

TEKCT OCHOBHO# TEKCT IOKYMEHTA.

Ilpeosapumenvnan
Ccplika Ha IaBy WM Pa3jell JaHHOTO PYKOBOZCTBA MOJIb30BATENs.

noo0zomoeKa

«Pykoeoocmeo no

. Cchplika Ha JOKYMEHT.

Ovbicmpoil ycmanogkey

A3MEHUTD Ha3Banme paszzmena MeHIO, IMyHKTa MEHIO, KaKoro-mOo sJeMeHTa
web-unTepdeiica (mosne, Gpraakok, nepekIroyaTeb, KHOMKA U TIp.).

192.168.0.50 Tekct, KOTOpBI HEOOXOMMO BBECTH B YKa3aHHOE I10JIE.

7 Baxnasg wuHpOpMamusa, Ha KOTOPYHO HEOOXOOUMO OOpaTuTh

Hndopmanus
n BHUMaHUE.

Cmpykmypa OoKymeHma

Inasa 1 copepXUT CBEEHMSI O HA3HAUEHUU U OpraHU3alluy JT0KyMEHTA.

IThaea 2 copep>XUT ONMCAHUE TEXHUYECKUX XapakTepucTuk yctpoiictea DAP-1150 u ero BHelHero
BH/JIA, A TAKXKE NIEPEUUCIICHUE COAEPKUMOIrO KOMIUIEKTA MOCTABKH.

I'nasa 3 onuckiBaeT mpouecc yctaHoBku yctpoiictBa DAP-1150 u HacTpoiiku kommbroTepa uis
MOJKITIOUEHUsI K web-uHTepdeiicy.

I'nasa 4 conepuT MoapoOHOE OMUCAHNE BCEX pa3/eioB MeHI0 web-uHTepdeiica 11 yCTpOoHCTBa B
peKUMe TOUKH JJOCTYTIA.

I'nasa 5 conepxuTt noxpoOHOE ONMUCAHNUE BCEX pa3/ieloB MeHI0 web-uHTepdeiica 11 ycTpoiCTBa B
peXUME MapIIpyTH3aTOpa.

Inasa 6 conepX UT pekoMeHIaluK Mo 0e30macHOMY HCHONIb30BaHUIO ycTpoiictBa DAP-1150 u
COBETBHI 10 OCTPOCHUIO OECIIPOBOIHOI CETH.

Inaea 7 COACPIKUT CIITMCOK COKpaH_IeHI/If/'I, HCIIOJIB3YCMBIX B HACTOAIICM PYKOBOACTBC ITOJIb30BATCIIA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
0630p TO4KM AocTyna

PyKOBO,ClCTBO nonb3oBarens

MABA 2. OB30OP TOYKU OOCTYINA

O6uwee onucaHue

YerpoiictBo DAP-1150 mpezacraBnser coboit OeclpOBOAHYIO TOUKY JOCTyHa C TMOIAEPIKKOM
peXHUMa MapHIpyTHU3aTopa. ITO AOCTYIMHOE PEIIeHUE sl CO3/IaHusl OECIIPOBOIHBIX CeTel IoMa U B
oduce.

Ucnonwszys DAP-1150, Bel cmoxeTe OBICTPO OpraHu30BaTh OECIPOBOMHYIO CETh M Pa3pelluTh
BammmM corpynHukaM win uwieHam Bamiei ceMbU MOAKITIOMATHCS K HEW MPAKTHYECKH B JIHO0O0M
TOYKe (B 30HE JAeUCTBUs OecipoBoiHOM ceTH). Touka JOCTyna MOXKET BBIIONHATH (YHKIUN 0a30BOM
CTaHIMM JUIsl TOJAKIIOUYEHUS K OECHpOBOJHOW CETH YCTPOMCTB, paboTaromMX MO CTaHAapTam
802.11b, 802.11g u 802.11n (co ckopocTsio 10 150 MOuUT/C).

B ycTpolicTBe peann3zoBaHO MHOXKECTBO (PyHKIMM 11 OecrpoBogHOTO MHTEpdeiica. YCTponcTBO
MOJICPKUBACT HECKONbKO cTaHmaproB Oe3omacHoctu (WEP, WPA/WPA2), dunsrpamuto
MoAKII0YaeMbIX ycTporcTB mo MAC-azapecy, a Takke MO3BOJIAET UCMOb30BaTh TeXHOJIOTHH WPS,

WDS u WMM.

Bbl MoXkeTe moAKIIOUHTh OeCITpoBOHYIO TOUKY fgocTyna DAP-1150 B pexume mapuipytuszaropa K
kabenpHoMy wiu  DSL-monmemy wnm  BbiaeneHHod Ethernet-muHun, dYtoOBI  HCMONB30BaTh
BBICOKOCKOPDOCTHOE COEAMHEHHE ¢ ceTblo VHTepHEeT Uil pelieHus IMIHPOKOro  Kpyra
npodeccruoHANbHBIX 3a/1au.

B pexume wapmpyruzaropa DAP-1150 ocHameHa BCTPOEHHBIM MEKCETEBBIM  JKPaHOM.
Pacmmpennsle (yHKUMH 0€30MaCHOCTH MO3BOJISIIOT MHUHUMM3HPOBATH HOCIEICTBHUS JAECHCTBHM
XaKepoB U NPEeAOTBpalllaloT BTOPKEHUS B Baily ceTb M JOCTYN K HeXelaTelbHbIM caliTaMm JUist
noJib3oBaresnel Baiel 1oKkalbHOU CETH.

Jns ynpasnenus u HacTpoiiku DAP-1150 ucnons3yercs mpocToit U yI1oOHBII BCTPOEHHBI web-
uHTepdenc (I0CTyneH Ha HECKOJIBKUX SI3bIKaX ).
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
OG30p ToukM gocTyna

PyKOBO,ClCTBO nonb3oBarens

TexHu4Yyeckue xapakmepucmuku

HNurtepdeiic LAN:

* 1 mopr 10/100BASE-TX Ethernet ¢ aBTOMaTW4ecKUM OINPEACICHUEM TMOJSIPHOCTH
MDI/MDIX.

Hurepgeiic WLAN:
* IEEE 802.11b/g/n.
Pe:xxumbl padoThI:
*  PEXHM TOYKH JOCTYyIA,
*  pEeXuM MapUIpyTHU3aTopa.
CerteBble QpyHKIUM:
* Tunsl WAN-coennHeHus:
©o PPPoE,
© Crarnueckuii IP,
o Jlmnammueckuii IP,
o PPTP/L2TP + Craruueckuii 1P,
o PPTP/L2TP + qunamuueckwuii IP,
*  DHCP-cepBep u DHCP-knueHT,
* DNS relay,
* nponyck VPN-tounens (PPTP/L2TP),
*  Dynamic DNS,
* crarndeckas [P-mapmpyruzanus,
*  yIOAJCHHBIA TOCTYII,
* ceTeBas CTATHCTHKA JUIS KaKJI0ro nHTep(deiica,
* IGMP Proxy,
* RIP,
* UPnP.

* XapakTepHCTUKH YCTPOICTBA MOTYT U3MEHSTHCS Oe3 yBepomieHus. CM. akTyalibHble Bepcuu BHyTpeHnHero 110 u
COOTBETCTBYIOIIYIO JOKyMEHTaNWIO Ha caiite www.dlink.ru.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
O630p TOUkM gocTtyna
PykoBoacTBo nonb3oBarens

BecnpoBogHoe coennHeHnue:
* cermeHTanus 6ecripoBogHoit cetu (10 4-x SSID),
*  MOAJEp:KUBaeMble CTaHIAPThI 0€30MaCHOCTH:
o WEP,
o WPA/WPA2 Personal,
o WPA/WPA?2 Enterprise,
* MAC-dunstp,
*  ympaBJICHUE MOIKIIOUYEHHBIMH YCTPOUCTBAMH,
* metoasl PIN u PBC ¢ynkiun WPS,
*  ¢yuxkuus WMM (Wi-Fi QoS),
*  paclIMpPEHHbIC HACTPOUKH,
*  ¢ynkuus WDS,
*  (YHKIUSA KIHUEHT» B PeKUME TOUKH JOCTYyTA:
© KJHMEHT OecTpOBOAHOM CETH,
©  MOBTOPHUTEIH OECIPOBOAHON CETH,
*  (pyHKIMA «KIHEHT» B peXKUME MapIIPyTH3aTOpa:
o mosroputenb WISP (6ecripoBognoro MaTepHET-IpOBaiiaepa).
DYHKIUH MEKCETEBOI0 JKpPaHa:
* mpeoOpa3oBaHue ceTeBbIX anpecoB (NAT),
*  KOHTPOJb cOCTOsTHUA coenuHeHui (SPI),
* [P-punsrpsi,
* URL-¢wunbtp,
* MAC-dunstp,
e DMZ-30Ha,
*  ¢ynkuus 3amutel oT ARP- u DDoS-arax,

*  BHUPTYyaJIbHBIE CEPBEPHI.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
O630p TOUkM gocTtyna
PykoBoacTBo nonb3oBarens

Hacrpoiika u ynpasJjieHue:
* web-unTepderic HACTPOIKHU U yIIpaBICHUS HA HECKOJIBKHX S3bIKaX,
* goctyn o TELNET,
* 0OHOBIEHHE BHYTPEHHETO MIPOrPaMMHOT0 0OecreueH s YCTpOUCTBa uepe3 web-unrepdeiic,
* COXpaHEHHE U 3arpy3ka KOHQUrypamuu,
*  MOIJEpPKKA YIaJIEHHOTO KYpHATUPOBaHUS,

* aBTOMAaTWYeCKas CHHXpOHHU3amus cuctemMHoro BpemeHn ¢ NTP-cepBepom (B pexume
MapuIpyTH3aTopa).

HNuaukaropsi:

e Ilurtanwme,

e LAN/WAN,
«  WLAN.
IIuTanune:

*  WCTOYHHUK MMUTAHUS: BHEIIHUH aJanTep MAUTAHUS MOCTOSHHOTO Toka SB/1,2A,
* knonka RESET mns Bo3Bpara k 3aBOJCKMM yCTaHOBKAM IO YMOJTYAHHUIO.
PaGouasi remneparypa:
e or0mo55°C.
BaaxkHocTh IpH dKCIIyaTAIUM:
* ot 10% 1o 90% Oe3 koHaeHcara.
Ceprudukarni:
* CE,
* FCC Class B,
e (C-Tick,
*  Wi-Fi.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
0630p TO4KM AocTyna
PykoBoacTBo nonb3oBarens

BHewHul eud ycmpoticmea

NepenHasa naHenb

DAP-1150

PucyHok 1. Bud nepedHeti naHenu DAP-1150.

CBeTOoOAMOAOHbLIN

3Ha4yeHue
MHOUKaToOp
Fopum nocmosiHHO (3eneHbit) ITuTanue BKIIIOYEHO.
He 2opum [TuTaHNe OTKIIOYEHO.
Mnranme ITocae BKJTIOUCHUS - 3arpyska
Fopum nocmosiHHO (Kenmeiti) YCTPOWCTBA; IOCIE 3arpy3ku — cOoi B
paboTte ycTpoiicTBa.
B pexume TOUKM ocCTynma — yCTPOWCTBO
nmeer IP-ampec w  pmocTynmHO A
lopum nocmosiHHO (3eneHbil) HaCTPOWKHU.
B pexume wmapupytuzatopa — WAN-
COEMHEHHE YCTAaHOBJIEHO.
E Muzaem (seneHbit) [Topr axTtuBeH (Tpaduk B OAHOM U3
LAN/WAN HarpaBJICHU).
ITocne BKJIIOUEHUS - 3arpyska
y CTPOMCTBA; IOCHIE 3arpy3Kd B PEKHUME
Fopum nocmosiHHO (>kenmbit) yerp i Py P
Mmapurpytusatopa — WAN-coeanHeHne He
YCTaHOBIICHO.
((( lopum nocmosiHHO (3eneHbil) becripoBoiHas ceTh BKIIFOUEHA.
. WLAN-muTepdeiic axkruBeH (Tpaduk B
WLAN Muaaem (3eneHsbiti) po N (rpad
OJTHOM U3 HampaBlICHUIN).
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
0630p TO4KM AocTyna
PykoBoacTBo nonb3oBarens

3aaHAA naHeNnb

5V=1.2A RESET

PucyHok 2. Bud 3adHel naHenu DAP-1150.

B pexume touku nocryma: Ethernet-mopr s HOAKITIOYEHUS
KOMIIBIOTEPA.

LAN B pexume wmapupyrtuzaropa: FEthernet-mopt ans mnonkimodeHus
kabenpHoro miau DSL-momema WM HOAKIIIOYEHHS K BBIIEIICHHOMN
Ethernet-nuaun (pekoMeHayeTCs UCTIONB30BATh KaOelb, BXOASAIIUN B
KOMIUIEKT TIOCTABKH).

5V=1.2A PasbeMm niuranus.

KHomnka 1t cOpoca HACTPOEK K 3aBOJCKUM yCTAHOBKAM.

RESET Beikmrounte nuraHue ycrpoiictBa. Haxmure knHomky RESET.
Bxmrounte nuranue ycrpoiictBa, yaepkubasg kHonky RESET, u

yepes3 5 CEKyHJ OTIIYCTUTE KHOIIKY.

Taxoke Touka 1ocTyna o0opyaoBaHa CbeMHOM aHTEHHOM ¢ pa3beMoM Reverse SMA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
OG30p ToukM gocTyna
PykoBoacTBo nonb3oBarens

Komnnekm nocmaseku

[lepen ncmonb30BaHUEM yCTPOMCTBA yOEAUTECH, YTO B KOMIUIEKT MOCTAaBKU BKIIFOYEHO CIIEAYIOIIEE:
* Ttouka gocryna DAP-1150,
* ajamnTep MUTaHUS MOCTOSHHOTO Toka SB/1,2A,

* Ethernet-ka6ens (CAT SE),

* KOMIIAKT-JIHMCK C JOKYMEHTaMH «Pykoeoocmeo nonv3oeamena» wn «Pykoeoocmeo no
ovicmpoil ycmanoexey,

*  JIOKyMEHT «PyKko6o0cmeo no ovicmpoii ycmanogke» (OyKieT).

Hcnonp3oBanre MCTOYHWKA IHUTAHUS C HANpAKEHUEM, OTIWYHBIM OT MOCTABJISACMOI0 C
YCTPOMCTBOM, MOXKET IPUBECTH K MOBPEKJICHUIO YCTPOWCTBA M OTEPE TapaHTHH HA HETO.

CtpaHuua 12 n3 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa YcTaHOBKa M NOAKMI0YeHMe TOYKU
PykosoacTso nonk3osarens AocTtyna

MABA 3. YCTAHOBKA WU TMNOAKINMKYEHUE TOYKH
AOOCTYNA

lpedesapumernbHasi NTo020mMoeKa

[Tepen nmoakitOUeHUEM YyCTPOHCTBA MPOYTUTE JAHHOE PYKOBOJCTBO IOJIb30BaTENsl. YOEAUTECH, UTO
y Bac nmeercs Bce HeoOxomumoe 000pynoBaHUe, a Takke MH(OpMALUSA IO BCEM HCIOJIB3YyEeMbIM
YCTPOUCTBAM.

OnepaunonHasi cucrema

Hactpoiika u ynpasienue toukoi nocryna DAP-1150 ¢ mogaep:kkoi pexuma MapiipyTuzaTopa
(anmee — «TOYKOM JOCTyIay») BBHIMOJHAETCS C MOMOLIbIO BCTpoeHHOro web-unrtepgeiica. Web-
uHTep(eiic ZOCTYNEH B 0001 ONEPAllMOHHON CHCTEMe, KOTOpask IOIepKuBaeT web-0paysep.

Web-6pay3ep

Hns nmoctyma x web-uHTEepdeiicy HaCTpOWKHM M YIpPaBICHHS TOYKOW JOCTYNa PEKOMEHIYeTCs
ucroinb3oBath web-0pay3epst Windows Internet Explorer, Mozilla Firefox nmu Opera.

Jns ycnentHo#t pabotsl ¢ web-unTepdeiicoM HaCTpOWKH M yIpaBieHus B web-Opaysepe J0/KHa
ObITh BKJIIOYEHA monaepkka JavaScript. Yoemuwrech, 4To AaHHAs OmMmus HE ObLIa OTKIIOYCHA
JPYTUM TPOTrpaMMHBIM oOecriedeHreM (HarpuMep, aHTHBHPYCHOU mporpammoit wiu apyrum [10,
obecrnieunBaOM  0O€30MacHyt0 paboTy B MIOOAIBHOM CETH), 3alylleHHbIM Ha Bamrem
KOMIIBIOTEPE.

IIpoBoanas niau decnipoBoaHasi cereas kapra (Ethernet- nim Wi-Fi-ananrep)

JIro60¥i KOMMBIOTEP, UCTIONB3YIOIIMM TOUKY MOCTYyIa, AOKeH ObITh ocHamieH Ethernet- nnu Wi-Fi-
agantepoM (cetreBoid kaptoii). Ecnu Bail mopTaTUBHBIN WM HACTOJIBHBIN KOMIIBIOTEpP HE OCHAILEH
noJJOOHBIM yCTpoiicTBOM, ycTaHoBuTe Ethernet- unu Wi-Fi-agantep nepen TeM, Kak MpUCTYIUTh K
WCTIOJIb30BAaHUIO TOYKH JIOCTYTIA.

BbecnpoBoanasi cBA3b

YrtoOsl ycTpoHCTBa, 00pa3yromre 0eCpoBOIHYO CETh, MOIJIA UCTIOJIB30BaTh TOUYKY JAOCTYIA, B HUX
JoJKHA OBITh yCTaHOBJIEHa OecripoBogHas ceteBas kapra (Wi-Fi-aganrep) cranmapra 802.11b, g
wi n. Kpome Toro, As JaHHBIX yCTPOMCTB HEOOXOAMMO 3a/1aTh 3HaYeHUs uaeHTudukatopa SSID,
HOMeEpa KaHaja ¥ HapaMeTpoB OE30MaCHOCTH, KOTOpPBIC OIpEIeNieHbl B web-uHTepdeiice Touku
JIOCTYyTIA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa YcTaHOBKa M NOAKMIOYEHME TOYKMN

PyKOBO,ElCTBO nonb3oBarens aAocTtyna

lModknroyeHUe K KoMbIOMepy U e20 HacmpoukKa

NMoaxntoueHne kK komnbroTepy ¢ Ethernet-apantepom

1. Brixmrounte nutanue Bamero kommeroTepa.

2. Tlomxmrounte Ethernet-kabens k LAN-mopTy, pacmojioKeHHOMY Ha 3aJHEW MaHeId TOYKH
noctyna, u K Ethernet-ananrepy Bamiero kommnbrorepa.

3. TlopxirounTe ajantep MUTAHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEH MaHENIH TOUYKU
JI0CTYyIIa, a 3aTEM — K JJIEKTPUUECKOI pO3ETKE.

4. BxII0YMTE KOMIIBIOTEP U TOKIAUTECH 3arPy3KH ONEPALIMIOHHON CHCTEMBI.

Hacrpouka aBTOMAaTU4YECKOro nosiyyeHus IP-appeca

B OC Windows XP

1. Haxwmwure kuomnky FyckK u mepeiigure B pasmen laHenb ynpaBneHuss > CeTb M
nogknto4veHua K UHTepHeTy > CeTeBble NOAKITHOYEHUS.

2. B okne CeTeBble NOAKMNIOYEHUS] [ICIKHUTE IPABOW KHOMKOW MBIIIK  TI0

coorBercTBytonieMy [loAKMOYEHUIO MO JFIOKaribHOWM CEeTU U BBIOCPUTE CTPOKY
CBOWMCTBA B NNOABUBIIEMCS KOHTEKCTHOM MEHIO.

' CeTeBble NOJKTHYE HHA

darin  Mpaeka Bua  MsOpanHHoe  CepeWc fJonofHMTENEHOD  CNpagka

) Sl
@HEBEUJ. ._\._./_ # P o Mowmce Ly Mankk | m &

Aapec: | CeTeBbIE NDAKMHOHEHHA

o

# |  JIBC vAW BLICOKOCKOPOCTHON MHTEpHET

s l MoAKNHYEHHE MO NOKaNEHOH
“ A . CETH
Mo Ak NHYEHHA e
f'.;\ YWCTAHOEMTE A0MAWHHIHD OTENHHHTE
CETE MMM CETE Manoro odmca CoCTOAHHE
€A VsMEHMTE NapaMeTpkl = MCrpaemTE
ApaHAMayapa Windows
¥ OTknHoMeHHe ceTeroMD MaAkAHHEHHA THNE MOCT
WCTROHCTES
C030aTe ApnBIE
[® BoccTaHosneHHe
Mo Ak NHYEHHA
Eﬁ MeperMEHOBaHHE R MeperMeHOEATE
M0 Ak NHYEHHA oo
EOHCTES
q MpocMo TR COCTOAHKA
Mo AKNHHEHHA

PucyHok 3. OkHo Cemeeble MoOKII04YeHUs.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa YcTaHOBKa M NOAKMIOYEHME TOYKMN

PyKOBO,ElCTBO nonb3oBarens aAocTtyna

3. B oxue lopgkniovyeHne no nokKarbHOM ceTM — CBOMCTBA Ha Briagke OOwwme
Boiienute ctpoky NMpoTtokon UHTepHeTa (TCP/IP). Haxxmute kHonky CBOUCTBA.

-

i
<. MNoAaKMoYyeHwe No NOKANbHOW CETH - CBO... |M

O6wme | MNpoEepk.a NomAHHHOCT 4 | HonoAHKTeAEHD |

Mogk aoyeHKe HEpES

B MNYIDIA nForce Hetwarking Controller

EDMI’IDHEHTI:-I_, HCNONez3YerAbIe 3THE NG EMDYEHHER!

<. [pafieep cETEEOrD FOHKMTORS -
i OTEETYME OGHADY®EHMA TONONOrMM YPOBHA CEASM
B8 Mporokon Merepreta [TCRAR]

4 | | 3

AT CEolcTES ]

YeTaHoBHTE

OnucaHue

Mporokan TCPAAP - cTaHaapTHEI ApaTakon raotansHex
CETEN, DAECNEYHEADLME CEASE MEMKLY DASAHYHBEINM
B3 AUMOEHCTEYRILLMAM CET AR,

[V] Opy NORKACYEHMM BRIBECTH SHAYOK B OGNACTH UBEA0MNEHME

[V] Yeenomnare npu orpaHHyeHHOM MW OTCUTCTEYIOW e
MK THIMEHM

k. ] [ OrraeHa

PucyHok 4. OkHo ceolicme rnoOK/IYeHUs 1o fI0KaibHoU cemu.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa YcTaHOBKa M NOAKMI0YeHMe TOYKU
PykosoacTso nonk3osarens AocTtyna

4. YcranoBuTe mepekiouatenu B nonoxenue lNonyuutb IP-agpec aBTOMaTtuyecku u
Monyuntb agpec DNS-cepBepa aBTomaTnyecku. Haxxmure kaonky OK.

CeoHcTea: MNpoToKON MHTEpHETA {TEP;’E} [ S

Oéwme |.ﬁ.anepHaTHBHaﬂ KOHPUrYpaumHa |

MaparaeTpel [P FMOryT HAZHSYATECA SETOMITHYSCKM, BCAM CETE
NOLOEMKMEAET 3TY BOSMO%HOCTE. B NpoTHMEHOM Cnyvas napareTpel
IP rosHD AOAYYMTE Y CETEEOMD S0MWHMCTPETORA.

@ [onyaute IP-agpec SETOMATHYECKM

1 Henonesoeare cnegywowi [P-agpec:

i@ Monyare agpec DS -cepeepa aeToMaTHYIECKM

I Mgnonesoeate cnegyiowKe agpeca DMS-cepeepoe:

HononHurensHo...

[ Ok ][ OTraeHa ]

PucyHok 5. OkHo ceoticme rnipomokona TCF/IP.
5. Haxwute kHonky OK B 0OKHE CBOWCTB MOAKITIOUCHUSI.

Teneps Bam komnbroTep HaCTpOEeH Ha aBTOMaruyeckoe nonyuenue IP-agpeca.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa YcTaHOBKa M NOAKMIOYEHME TOYKMN

PyKOBO,ElCTBO nonb3oBarens aAocTtyna

HacTtpoiika aBTOMATUYECKOIo
B OC Windows 7

1. Haxwmure kHotiky MycK u nepeiinure B pasnen MNaHenb ynpaBneHus.

nosy4yeHun IP-appeca

2. Bsibepure nynkt LleHTp ynpaBneHusa cetamm n ob6wmm poctynom. (Eciu nanens
VIOpaBICHUS] MMEET BHJl «II0 KaTeropusiMm» (B BEpPXHEM IIPaBOM YLy OKHa B CIIHCKE
MpocmoTp BeiOpan nynkt KaTeropwus), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu u 3apad nog nyakrom CeTb M UHTepHeT.)

|5 ]

h | 4 | | Mouck & naHenu ynpasneHus o

-r 3\
s~ EH » Mawensynpaenenua » Bce snemeHTsl naHeny ynpasienns »

HaCTpDﬁKa napaMeTpoB KOMMbKOTEPAa Mpocmotp:  KpynHele sHaukn ¥

i

MNapameTpbl
WHAEKCWPOBaHWA

MoaknkoyeHWna K
yAaneHHsIM pabounm

MNporpammel No
YMONYEHWIO

CeoiicTea oBospesatens

Tenedon n mogem

YcTpoicTea M NpUHTEpPbI

LleHTp noasepxkm

LleHTp ynNpagneHMa ceTAMM

¥ oBmm aoctynom

SKpaH

l

MapameTpel Nanok

Mpwctynas k pabote

PacnosHasaHue peun

Cucrema

YI'IFJ(':IB_."IE.‘HME.l LIEETOM

YueTHEle zannck
nonL30BaTENen

LleHTp cvHXpOHMsaLmMm

WndpposaHme ancka
BitLocker

INeKTponUTaHue

11ycK
MepcoHanmsauma

[MporpamMmel 1
KOMMOHEHTEI

PoanTensCknii KOHTPOAb

CueTumkKm v CpedcTea
NMPOWUZBEOANTENBHOCTH

yIC.'TpaHE.‘HHE.‘ HENOAaA0kK

LleHTp oBHoBAEHKA
Windows

LleHTp cneunansHbix
BO3MOXKHOCTER

LpudTh

A3biK 1 pPErMoHanbHblE
CTaHAapThl

m

PucyHok 6. OkHo lMaHenb ynpaesieHus.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa YcTaHOBKa M NOAKMIOYEHME TOYKMN

PyKOBO,ElCTBO nonb3oBarens aAocTtyna

3. B MCHIO, PAacCIIOJIO’)KCHHOM B JIEBOM 4YacTu OKHa, BLI6epI/ITe IIYHKT N3meHeHue
napameTpoB aganTtepa.

e
sr ¢ Cete W MHTEpHET » LLEHTp ynpaeneHusa ceTamm U oBLmm AccTynom

GO~

MaHent ynpasnesus -
ACMALUHAR CTPaHNLE

MNpocMoTp OCHOBHBIX CBEAEHWIA O CETW M HACTPOMKa NOAKIHUYEHMA

y e
¥npaeneHue BecnpoEcAHEIMM — -
Samlil cl MHTepHET
(3TOT KOMMNERTER)

MpocroTp NoAHoH KapTel

MzmeHenmne NagamMeTRoE

403aNTepa
HPDCI‘.IDTP BKTHEHELX CETEHN HC,EI,I-'."IH:HEHHE K CETH

VIZMEHUTE A0NSAHUTENEHEIE B 42HHEIA MOMEHT BEl HE NOAKNHIYEHE! HI K KEKON CETK,
napamerpel cBLEro gocTyna

MzmeHeHne ceTesbx napameTRoE

EEI He-.'T[‘JCﬁF.E HOBOM® NO4KAHNEHHA MW CETH

Hactpoiika GecnpoecgHoro, WUMPCKCNONCCHETS, MOAEMHCMT, MPAMOTT WK
VPM-noAknroYeHna WK e HECTPOAKE MaPLUPYTUIATORE AW TCUKM 40CTyNa,

'-5. MoaknHoYNTECA K CETH
MoaknoueHue UAKW NCETOPHOE NOAKNKOYEHNE K BECNPOEDAHOMY, NPCECAHTMY, MOAEMHOMY
CETEBCMY COEAMHEHNID MKW Nogiarzderme K VPN,

*% Beifop gomMaluHed rpynnel v napamerpos cBllere 4octyna
Jectyn k daiinam n NPUHTERENM, PECNCACKEHHEBIM Ha APYTHX CETEELIX KOMMEHOTEREX, AN
M3MEHEHWE NapaMETRCE CRLLErD 4oCTyna.

Cm. TaKcKe
v .
Bpanamay=p Windows @ ¥cTpaHeHne Henonagok
Jomainan rpynna JWarHocTiKa U MCNPaEAEHME CETEBRIX NPoBAEN WAN NCAYYEHNE CEEJEHNI 06 CNPABAEHIUK,

CeciicTea oBozpeeatena

PucyHok 7. OkHo LjeHmp ynpaeneHusi cemsiMmu u o6wyum docmyrnom.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa YcTaHOBKa M NOAKMI0YeHMe TOYKU
PykosoacTso nonk3osarens AocTtyna

4. B OTKpBIBOIEMCS OKHE IIEJIKHUTE TIPaBOil KHONMKOH MBIIMIM TI0 COOTBETCTBYIOIIEMY
NMoaknoYeHUo NOo NoKanbHOM CeTU u BeidepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

[F=5 [Eol ===
@Uv| E-' ¢ Manene ynpaeneqna » CeTb u MHTepHeT » CETEBLIE NOZKNIOMEHNA » - | +3 | | Mouck: Cemessie nodkaoYeHUS 2 |
Ynopagounte ¥ il‘:: - [ ':@'

L_' MogknroueHne No NOKaNBHOR CETH
-
- - =
— (]
| B OtcnouuTe
Cocroanme

JwarHocTnia
%] =
% Hacrpoiika mocTa

Co3aaTh APbIK
¥aanute

[ %]
% MNepenmenosats

%] =
% Ceoiictea

PucyHok 8. OkHo Cemeebie MoOKIH04YeHUs.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa YcTaHOBKa M NOAKMI0YeHMe TOYKU
PykosoacTso nonk3osarens AocTtyna

5. B oxue MNopgknioyeHne no nokanbHOM ceTu — CBOUCTBA Ha Briaake CeTb Boiaenure
ctpoky NpoTtokon UHTepHeTa Bepcumn 4 (TCP/IPv4). Haxxmute kHoniky CBOMCTBA.

i 4

2 TMogknoYeHWe No NoKANBHOW CETH - CBOWACTEA @

Cete

Mok AHoyeHKe Hepes:

(o
&

QTME'-IEHHI:IE KORMAOHEHTEl HCNONEZIYHOTCA 3THM QOO EAHDHEHMER

M K nwerT ana ceTein Microsoft
.@ MnaHupoEwMeE nakeTos QoS
.@ CnytBa gocTyna K dainar 1 npyHTepar cetel Micro...
<& [Tporokon MHTepHeETa Eepoud B [TCPAPYE]
e || PoTokon MHTEpHETa BEpckM 4 [TCPYIFw4)
& Npafsep B8 TONOAOra KAHANEHOMD YPOEHA

wie (TBETHME OOHAPYHEHMA TONONOMMM KAHANEHOMD YpoBHA

[ HCTaHoOBMTE. .. Yoanure CEOHCTES

OrkcaHue

Mporokon TCPAIP - cTaHoapTHE NpoTokon rnodansHe:s
CETEN, DOECNEYMEARIWME CEASE MEWAY DA3AMYHEINIA
ESAMMOLEHCTEYHILLMNM CET AR,

] ] [ OTreHa

PucyHok 9. OkHO ceolicme rnoOKIHYeHUsI 10 fI0KallbHOU cemu.

CtpaHuua 20 n3 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa YcTaHOBKa M NOAKMI0YeHMe TOYKU
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6. YcranoBute nepekirouarenu B mnojoxenue lMonyumtb IP-agpec aBTOMaTuU4vecku u
Monyuntb agpec DNS-cepBepa aBToMmaTtnyeckun. Haxxmute kaonky OK.

K

CeoicTea: MNpotokon MatepHeta seponn 4 (TCP/IPw) @

OB ke | AN TEPHATHEHAA KOHGMM Y paLKaA |

MapameTpel IP MOrYT HASHAYATECA SETOMATHHECKH, ECAM CETh
NoAAEp¥HEAET 3TY BOSMOMHOCTE. B NPOTHEHOM CRYYase NapaMeTokl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRATORA,

@ TonyunTe IP-3apec SETOMATHYECKH!

) Wcnones0EaTE cReayrowmie IP-aapec:

@) MonyqnTe agpec DM5-cepeepa ABTOMATHHECKH

' McnonesoBaTe CREAYHWKE aapeca DMNS-cepeepos:

MoATEEpAMTE NApaMETORI OPKH BEIXOAE I AONONHHTENGHD. . I

[ O H OTHEHA I

PucyHok 10. OkHo ceoticme npomokona TCP/IPv4.
7. Haxwute kHonky OK B OKHE CBOMCTB MOAKIIFOUYCHUSI.

Teneps Bam koMnbroTep HaCTpOEH Ha aBTOMaruuyeckoe nonyuenue IP-agpeca.

NMoaknroueHne kK komnbrotepy ¢ Wi-Fi-apantepom

1. Tomxirounte amantep MUTaHHUS K COOTBETCTBYIOIIEMY Pa3beMy Ha 3aJHEW TMaHEIH TOUKH
JIOCTYTIA, & 3aTeM — K JIEKTPHUYECKON PO3ETKE.

2. BxirounTe KOMNBIOTEP, JOKIUTECH 3arPy3KH ONEPALIMOHHON CUCTEMBI.

3. Bxumounte Wi-Fi-agantep. Ha mopTaTuBHBIX KOMIBIOTEpaxX, OCHAIIECHHBIX BCTPOCHHBIM
OeCIpOBOJAHBIM CETEBBIM QIaNTepOM, KaK IPABWIIO, €CTh KHOIMKA WM TIEPEKIII0YATENb,
AKTUBUPYIONUH OECIPOBOJHON ceTeBOl amanrtep (cM. JokyMeHTaruio rmo Bamewmy IIK).
Ecmu Bam koMmbplOTep OCHAIIECH MOJKITIOYaeMbIM OSCIPOBOIHBIM CETEBBIM Al TEPOM,
YCTaHOBHTE MPOTPaMMHOE 00eCTIedYeHHE, TIOCTABIIIEMOE BMECTE C a/IallTEPOM.
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Hacrtpoika Wi-Fi-agantepa B OC Windows XP

1. Haxwmure xHonky lyck u mnepeiinure B pasmen lMaHenb ynpaBneHua > CeTb u
noakntoveHus K UHTepHeTy > CeTeBble NOAKIIOYEHUS.

2. Beigenute 3Ha4OK OECIPOBOIHOTO CETEBOTO MOAKIIOUCHUS U yoemuTech, uro Bam Wi-Fi-

aJlallTCp BKIIOYCH.

- p—
® CeTerbie NoAKIHYE HHA _DJ

dafin  Mpaska Bua  MsbpanHoe Cepeuc  JononHuTensHo  Cnpaska

eHEBEﬂ. - \_) L@ /.:\J Momck: W Mankw v @ CHHXPOHH3ALKA NankH

i
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PucyHok 11. OkHo Cemeebie NoOKIHo4eHUs.
3. BbINoMHUTE MOUCK JOCTYIHBIX CETEH.

4. B otkpeiBmeMcs okHe bBecnpoBogHoe ceTeBoe NOAKMIOYEHUME  BBHIICIHTE
OecripoBoHYI0 ceTh DAP-1150 u HaxkmMuTe KHONIKY [OAKMIOUYNTD.

[Tocne Haxkarus Ha KHOMKY lMOAKNKOYUTL otobpasutcs okHo CocTosiHMe 6ecnpoBOAHOro
CeTeBOro cCoeANHeHus.

Ecan mepBuyHasi HacTpoWka TOYKH JiocTyna BeimonHseTcs yepe3 Wi-Fi-coenunenue, 1o
' Cpazy mocjie M3MEHEHHs] HAacTPOeK OecHpOBOIHOW CETH TOYKHM JOCTYMA, 3aJaHHBIX I10
®  YMOJYAHHI, HeoOXomMMo Oy/ieT 3aHOBO YCTAaHOBUThL _OECIPOBOIHOE COCIAMHECHHE,
HCIOJb3YS TOJBKO YTO 3aJaHHBIE TAPAMETPBIL.
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Hactpouka Wi-Fi-agantepa B OC Windows 7

1. Haxwmure kHotiky MycK u nepeiinure B pasnen NaHenb ynpaBneHus.

2. Bsibepure nynkt LleHTp ynpaBneHusa cetamm n obwmm pgoctynom. (Eciu nanens
YIpaBJICHHUA HMECT BUIA «IIO KaTCTOPHUAM» (B BCPXHEM IIpaBOM YIUIY OKHa B CIIMCKC
MpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [NMpPOCMOTpP COCTOSIHMA
ceTtu u 3apaad non nyakrom CeTb U UHTepHeT.)

fo o s
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PucyHok 12. OkHo lNaHenb ynpaesieHus.

B MeHIO, pacronokeHHOM B JIEBOW YacTH OKHa, BbiOepuTe mNyHKT W3MeHeHue
napameTpoB aganTtepa.

B oTkpeIBmIEMCST OKHE BBIACTUTE 3HAUYOK OECHPOBOAHOTO CETEBOTO IOIKIIOUCHHS U
ybenutech, uyto Bam Wi-Fi-aganTtep BKiIro4YeH.

UToOBl  OTKPBITH CIHCOK JIOCTYIHBIX OECHPOBOAHBIX CETEH, BBIACIUTE 3HAYOK
0OEeCITPOBOAHOTO CETEBOTO TOJKIIOYCHUS U HAXKMUTE KHOTIKY MoaknoyeHUe K win B
0071aCTH YBEIOMJICHHH, PACIIOJIOKCHHOW B MPABOW YacTH MaHENIH 3a1a4d, HAOKMHTE JIEBOU
KHOIIKOW MBIIIY HAa 3HAYOK CETH.

Her NoAENHYEHNA - EcTe ACCTYNHEBIE NOAKNHYEHWA

SR 16:07

13.10.2011

PucyHok 13. Obnnacmb yeedomrneHull naHenu 3adau.
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6. B oOTKpbIBIIEMCS OKHE B CIHCKE JOCTYIHBIX OECHpPOBOJHBIX CeTed BBIACIUTE
OecrpoBoaHyto ceTh DAP-1150, a 3areM Haxkmute kHoniky [MogkrniovyeHue.

HeT noakaroHerna +s
Iﬂ l | EcTh ACCTYMHBIE NOAKAKYEHUA
BECNpPOBOAHOE CETERDE COEANHEHUE “
wireless router 1.1“_
:;:l MoakakdaTEeR | DegenmoueHne ]

i SETOMATHYECKN

LlEHTr: yNpagneHua CETAMK K CELLI,I-IH ACCTYNOM

PucyHok 14. Cniucok docmynHbix cemed.

7. Tonoxnute 20-30 cexyna. Ilocne Toro kak coequHeHue OyneT YCTaHOBJIEHO, 3HAUYOK CETH
NPUMET BH/JI KA, 0TOOpaXkaroliel ypoBeHb CUTHAJIA.

Ecmn NEpBHUYIHAA HaCTIQOﬁKa TOYKH AOCTYIId BBIMOJHACTCA YCPE3 Wi-Fi—CO@Z[I/IHeHI/IC, TO
' Cpal3y 1nocCJji€ M3MEHCHUA HACTPOCK 6CCH[20B02!HOﬁ CCTHU TOYKHM JOCTYyIld, 3aJaHHBIX I10
u YMOJIYAaHHIO, HCO6XOQI/IMO 6ygeT 3aHOBO YCTAHOBUTH 6CCH[20BOQHOC COCAMHEHUC,
HCIIO0JIb3YA TOJBKO YTO 3aIaHHBIC TTAPaAMETPHL.
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nocTyna

lModknroyeHue k web-uHmepgelicy

[Tocne HacTpoliku coenuHEHMs ¢ TOYKOM goctyna Bbel moxere oOparutbes k web-unTepdeiicy
HACTPOWKM W YNpaBICHUS U 3aJaHus HEOOXOJMMBIX HapaMeTpoB (HACTPOMKH OecrnpoBOIHON
CEeTH, U3MEHEHUS pexXrMa paboThl YCTPOICTBA, HACTPOIKU MEXKCETEBOTO IKpaHa H Jp.)

3amyctute web-0paysep (cM. pasaen IIpedsapumensnas noozomoska, ctp. 13).

2. B agpecnoii ctpoke web-Opay3epa BBemute [P-ampec Toukm moctyma (10 yMOTYaHHUIO

ycranoBieH [P-aapec 192.168.0.50). Haxmute kiaBumy Enter.

tavin  Npaska Bra  JaknaakH BraseTel MHCTpYMEHTEI Cnpaeka
4= : o | | M http://192.168.0.50/ -

PucyHok 15. Beod IP-adpeca DAP-1150 e adpecHoli cmpoke web-bpay3epa.
Ha orkpsiBuIEliCA CTpaHULIE BBEAWTE MMs IOJIB30BAaTElsl M NApoJib aAMUHHUCTpATOpa IS
noctyna k web-uHTepdeiicy Touku 1ocTymna (1Mo yMOJIYaHHI0 UMS TMojb3oBarens — admin,

napoyib — admin). Haxxmute ccouiky Bxoga,.

D-Link Sl

DAP-1150
HMa nonbzoBaTena:

admin

Maponb:

Bxoa O4YWCTHTE

PucyHok 16. CmpaHuya exola 8 cucmemy.

Ecii_opu 1onbeITKEe HOAKIIOUEHMsT K web-uHtepdeiicy ToYkM goctyna Opay3ep BBIIAeT
olnbOKy tuna «Heeosmooicno omobpazume cmpanuuyy. YOEIUTECh, YTO YCTPOWCTBO

OPaBUJIbHO INOAKIOYCHO K KOMIIBIOTEPY.
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Cpa3y nocie neporo oOpaiieHus K web-uHTepdeiicy TOUKH TOCTyNna OTKPOETCS CTpaHMLa s
M3MEHEHUS Napoiis aAMUHHUCTPATOPa, YCTAHOBJIEHHOTO 10 YMOJIYaHHUIO.

YcTaHOBKA CUCTEMHOTO naponAa

HaMeHeRe CHCMEeMHOZ0 Napoas i Napoad web-nHmepgheinca Npoucxodm 0dHOBREMEHHD

Hma admin ¥
NoNL30SaTENA:

Maponks: |

MopTEEpHaEHWE: [

COIEEHMThI

PucyHok 17. CmpaHuya usmeHeHus naposisd adMuHucmpamopa, 3a0aHHO20 10 YMOIYaHUro.

Beenure HOBBIM mapons B moiasix [Maponb u lNMoarBepxAaeHue. 3ateM HaXMHTE KHOIKY
CoxpaHuTb.

3alOMHUTE WM 3alMIIWTE HOBBIM MApOJib aJMUHHMCTparopa. B ciayyae yrepu HOBOIO
[apoisi agMHUHHCTparopa Bl cMOXKETE IMONVYMTE JOCTVII K HACTPOHMKAM TOYKHM JIOCTYIA

TOIBLKO TOCJE BOCCTAHOBIEHHS 3aBOJACKHUX HACTPOEK IO OJIYAHWIO TIPH ITOMOIIHU
armmapatHoyi  kHonku RESET. Takasg mponenypa VHHYTOXHT Bce 3agaHHble Bamu
HacTPOMKHU YCTPOUCTBA.

B cnydae ycmemHo#l perucTpamnyi OTKPBIBACTCS CTPAHUIA OBICTPHIX HACTPOEK TOYKHU JOCTYIIA.
Ecnu nnst ycTpoiicTBa yCTAHOBJIEH PEXUM TOYKM JTOCTYIA, Ha CTPAHULE JOCTYIIHBI CIEIYIOLIUE
kuonku: Hactpontb Wi-Fi, Hactpoutb Bpy4Hyto, Bbixoa.

Bbl Moakmiounnmnce K web-uHTtepdeiicy yerpoictea DAP-1150 , Tenepk Bbl CMOXETE COBEPLIMTE creayowme

A O

aencTeuns:

Q)

Hacrpoutb Wi-Fi HacTpouTb BpYUHYH Bbixon

PucyHok 18. CmpaHuuya bbicmpbix HACMPOEK 8 pexxume moyku docmyra.

Uro0Obl HACTPOUTH OECIPOBOJHYIO CETh TOYKH A0CTymna, Haxmute kHonky Hactpoutb Wi-Fi.
[Tocne HaxkaTus Ha KHOTIKY OoTKpoeTcsi Mactep Hactpoiiku Wi-Fi (cM. pa3nen Macmep nacmpoiiku
Wi-Fi, ctp. 31).

YrtoObl BEpHYThCS K CTpaHHUILE OBICTPBIX HacTpoek u3 Macrepa HacTpoiiku Wi-Fi unu kakoro-nmu6o
pa3znena MeHo web-uHTepdelica, MEeIKHUTE JIeBOM KHOMKOW MbIH 1o jJorotuny D-Link B neBom
BEPXHEM YTy CTPaHUIIBI.
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Y1005l 3a1aTb BCC MapaMCTPbl TOYKU JOCTyIla CAMOCTOATCIIBHO, HC UCIIOJIb3Y MaCTep HaCTpOﬁKH,
HaOXMUTE KHONIKY HAaCTPOUTb BpYUHYHO.

Ecnu ns yCcTpoiiCTBa yCTAaHOBIIEH PEXKUM MApLIPYyTU3AaTOpa, HA CTPAHULIE JOCTYIIHBI CIIEIYIOLINE
kaonku: oaknwunTb MHTepHeT, Pasmectutb caut, Hactpoutb Wi-Fi, HacTtpoutb
BpYy4Hyto, Bbixopa,.

Bbl moakniouunuce kK web-uHtepdeicy yctpoictea DAP-1150 , Tenepk Bbl CMOXETE COBEPLUMTEL CNEayLmne
AeNCTBUSA:

O =2 Q) A

MoAKAHUKTE HHTEPHET PazMecTuTb caiit HacTpowte Wi-H HacTpoHTb BpYyUHYH

O,

Bbixop

PucyHok 19. CmpaHuua 6bICmpbIX HACMPOEK 8 pexume Mapuipymusamopa.

YroObl HACTPOUTH TOAKIIOUEHUE K ceTh MHTepHeT, HaxxmuTe KHONKY [MOAKMIOYUTL UHTEPHET.
[locne Hakatusi Ha KHONKY OTKpoercs Mactep HacTtpoiiku WMutepner (cm. pasmen Macmep
Hacmpouku Humepnem, ctp. 72).

Uto0b! HACTPOUTH NOCTYI U3 cetn MHTepHET K Web-cepBepy, HaxoasmeMycsi B Bareit 1okansHOM
CeTH, HaXMuTe KHOMKYy Pa3mMecTuTb cauT. [locne HaxkaTHs Ha KHONKY OTKpoercs Macrtep
HAcTpOUKH caiita (cM. paznen Macmep nacmpoiiku caima, ctp. 94).

YT1oOBI HACTPOHUTH OECHPOBOMHYIO CETh TOYKH J0CTyma, HaxmuTe kHonky Hactpoutb Wi-Fi.
[Tocne naxkatust Ha KHOTIKY OTKpoeTcsi Mactep Hactpoitku Wi-Fi (cm. paznen Macmep nacmpoitku
Wi-Fi, ctp. 95).

UtoOBI BEpHYTHCSI K CTPAHHIIE OBICTPHIX HACTPOEK M3 KaKOro-mnOo MacTepa HaCTpOeK WM paszernia
MeHI0 web-unTepderica, MENKHUTE JeBOH KHOMKOM MbIu 1o jorotuity D-Link B neBom BepxHem
YOIy CTPAHUIIBL.

YrtoObl 3a71aTh BCE MapaMeTPhl TOYKH JTOCTYIA CAMOCTOSITENILHO, HE HCIOJb3yst MacTepa HacTpOeK,
HaOXMUTE KHONIKY HaCTPOUTL BpYUHYHO.

[locne wHaxkatuss Ha KHOMKy HacCTpPOUTbL BPYYHYK OTKpHIBAETCS CTpaHHIA CHCTEMHOW
craructuku. Ha crpanune npuBeaeHa obmas nHGOpMaIys o TOUKe AOCTyIa U €€ IPOrpaMMHOMY
obecnieyenuto (Bepcusi BHyTpeHHero [1O u mara ero cosnanus, IP-agpec yctpoiicTBa, Ha3BaHME
OeCIIpOBOIHOM CETH H JIP.)
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D-Link Cucrena - ELTS -

DAP-1150

flatiano

Hndpopmaymn ob ycrpoiictee

Mopens: DAP-1150

Bepo1s npowmskn: 1.3.0

Bpema chopii: Mon Dec 19 14.:54:07 MSK 2011
MpowzsoamTEns: D-Link Russia

Tex. NnoaaepHKa: support@diink.ru

Onncarme: Root filesystem image for DAP-1150

Pesmaua web: Sd64b5a52311b1dfad3474b9ared2efd88cdedd

LAM IP:
LAM MAC:

SSID:

PucyHrok 20. CmpaHuuya cucmemHoU crmamucmuku.
Co cTpaHuIbI CUCTEMHOM CTaTUCTUKU Bbl MOXKeTe mepeitu K cTpaHulle OOHOBJIECHUSI BHYTPEHHETO
IO Ttouku pocryma, OOpaTUThCS B TPYIIY TEXHUYECKOW MOIJNEPKKH, a TaKkKe MepedTH K
HacTpOHKaM JIOKaJIbHOTO MHTepdelica min 0ecpoBOAHON ceTH yCTpoicTBa.

YtoObl OOHOBHWTH BHYTPCHHEE IMPOIPAMMHOE OOCCICUCHUE TOUKH JIOCTYIA, INEIKHUTE JIEBON
KHOIIKOW MBITIH Ha Tekyien Bepcun 110 (mpaBeiii cronben ctpokn Bepeua npowmBkn). [ocie
HaxxaTHsi oTkpoetcs ctpanuiia Cucrtema / O6HoBneHue MO (cm. pasaen Oonosnenue I10, cTp.
70).

UYtoObl 00paTuThCS B TeXHUUECKYIO0 moanaepkky D-Link (ormpaButh cooOieHHE MO 3IEKTPOHHON
MOYTe), MIEIKHUTE JIEBOM KHOMKOW MBIIIA HA aJipece TEXHUYECKOW MOANEP>KKH (MPaBblii cTONOEI
ctpoku Tex. nogaepxkka). [Tocie HaxxaTHsi OTKPOETCSI OKHO TIOYTOBOM MPOTPaMMBI IS OTIIPABKU
HOBOT'O NMMChbMa HA YKa3aHHBIN aJipec.

YroObl M3MEHUTH MApaMETPhI JIOKAIBHOTO UHTEp(dElica TOYKU JOCTYIa, HISITKHUTE JICBOM KHOIKOM
Ml Ha IP- wim MAC-aapece nokanbHoro nntepdeiica (npassiii ctonber crpoku LAN IP win
LAN MAC coorserctBenHo). [lociie HaXkaThsi OTKPOETCS CTPAHUIA PEIAKTHPOBAHUS TApaMETPOB
LAN-untepdetica (cMm. pazaen LAN, ctp. 39).

Uto0bl M3MEHUTH TapaMeTpbl OCCIPOBOTHONW CETH TOYKHU JIOCTYIA, MICIKHUTE JIEBOW KHOIKOM
MBI Ha Ha3BaHWU OecrpoBoaHoW cetu (mpaBbiit cromber; ctpoku SSID). Ilocne nHaxatus
otkpoercs crpannna Wi-Fi / OCHOBHbIe HAaCTPOMKK (cM. pasnen OcHoeéHble HACMPOUKU, CTD.
42).
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Web-unrepdeiic Toukn nocTyna JOCTYNEH Ha HECKOJNbKUX s3bIKax. BpiOepure HYXKHBIN S3BIK B
MEHIO, KOTOpO€ OTOOpa)kaeTcsl MPH HaBEICHWM yKa3aTelsl MBIIU Ha HAAMUCh HA3bIK B MpaBoM
BEpPXHEM YTy CTpaHMIBL. BBl MOXeTe NEepeKIouuTh S3bIK B JIIOOOM paszziene MeHI Wweb-
uHTepdelica TOUKU T0CTyIIA.

D.Link Cucrema - Asbik A

English
DAP-1150 Pycorauii
YKpaiHcbKa
Tirkge
Francais
a3zl

ey

Hauano Cratyc CeTb WiFi [LononHKTensHo MexceTesol 3KkpaH Cucrema

PucyHok 21. lNepeknoyeHue si3bika web-uHmepgbelica.

[Tocne mepexiroueHus s3bIKa MOSBUTCS YBEJOMIIEHHE O HECOXPAaHEHHBIX M3MEeHeHusx. Haxmute
kHOIIKYy COXpPaHWUTb, 4TOOBI COXPaHUTh TEKYIIUI S3bIK Web-uHTepdeiica B KauecTBe S3bIKa I10
YMOJTYAHHIO.

CoxpaHeHue U eoccmaHoeJIeHUe HaCmpoekK

H[!I/I H&CT[!OI\/’IKG TOYKH J0CTyIa HGO6XOZ!I/IMO COXPAaHATH BBIIIOJHCHHBIC M3MCHCHHSA B
u BHG[ZFOHeSaBHCHMOﬁ IIaMATH.

Web-unatepdeiic Toukn moctyma oToOpakaeT YBEIOMIICHHE O HECOXPAaHEHHBIX W3MEHEHHSIX B
BEPXHEH YaCcTU CTPAHHUIIBL.

¥, Kondmrypaumn ycrpoiicTea Beina nsMenena

PucyHok 22. YeeQomreHuUe 0 HeCoOXpaHeHHbIX UBMEHEHUSIX.

Bb1 MOXXeTEe COXpaHUTH HACTPOUKH TOYKH JIOCTYIIA MIPH MOMOIIM MEHIO, KOTOPOE 0TOOpakaeTcsi Ipu
HaBEJICHUM yKa3aTessl MbIIIH Ha Haamich CUCTEeMa B MpaBoM BEpXHEM YLy CTPAHUIIBI.

D.Link Cncrema - e -

MepesarpysuTs
DAP-1150 Coxp. u Nepezarpysute

CoxpaHuTe
Peseps. korma
38B0ACKME HACTPOIKM
Belxon

Hauano Cratyc CeTb WiFi [LononHrTensHo MeswceTes0l 3kpaH Cucrema

PucyHok 23. MeHto e sepxHeli Yacmu cmpaHuubl.

Haxxmure Ha crpoky [lepesarpy3uTb, eciam paHee Bl yxe cOXpaHWIM HACTPOWKH TOYKH
JIOCTYyTIA.

Haxmure Ha ctpoky Coxp. u [llepe3arpy3nTb, 4ToObl COXpaHWUTH BBIMOJHEHHBIE Bamu
HAaCTPOMKHU U HEMEJICHHO NIEPe3arpy3uTh TOUKY JTOCTYIIA.

Haxxmute Ha CTPOKY COXpaHMTb, 4TOOBI COXpPaHUTb BbIIIOJIHCHHBIC Bamu HaCTpOﬁKH TOYKHN
A0CTyIla B aHepr0HeaaBchMoﬁ maMATU U MPOAOJIKUTDH HaCTpoﬁKy YCTpOﬁCTBa. BEI Taxkke MoxkeTe
COXpaHHUTh MapaMeTpbl YCTpoiicTBa, HaxkaB KHONKy CoOXpaHWUTb Ha crpanuie Cuctema /
KoHdurypauums.
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PykoBoacTBO nonb3oBartens nocTyna

Haxxmure Ha crpoky Pe3epB. KOMWUS u cieayiiTe MHCTPYKIMSM JHAjJOrOBOTO OKHA, YTOOBI
COXpaHHUTh KOH(HUTypaIuio (BCe MapaMeTpbl TOYKH JOCTYIA) Ha JIOKAJBHOM JIMCKE KOMIBIOTEpA.
BbI Taxoke MOXeTe co3aTh pe3epBHYIO KOIMIO KOH(UTYpaluu, HaxxaB KHOoNKy Pe3epB. Kkonus Ha
crpanune Cucrema / Kondpurypaums.

Haxxmute Ha cTpoky 3aBOACKME HACTPOMKW, uToObl COPOCHTH HACTPOMKH TOYKH JOCTYIA K
3aBOJICKMM YCTaHOBKaM. Brel Taxkke Mo)keTe BOCCTAaHOBHUTH HaCTpOfIKH 10 YMOJIYaHUIO, HAXXaB
KHOIIKY 3aBOACKME HAaCTPOMKM Ha ctpanuiie Cuctema / Kondurypauums.

COpoc HacTpoek K 3aBOACKMM YCTAaHOBKaM TaK)K€ MOXKHO BBIIOJHUThH C IOMOIIBIO alnapaTHOM
kHoniku RESET. KHomka pacnonokeHa Ha 3aJHEW MaHEIM TOYKH JIOCTYIAa PSJOM C PazbeMOM
IIUTaHUS.
Jlnst cOpoca HaCTpOeK K 3aBOJICKUM yCTaHOBKAM BBITMIOJTHUTE NEPEUHCIIEHHBIE HUXKE NEHCTBUS.

1. OTkarounTe MUTAaHUE YCTPONCTBA.

2. BcraBbTe TOHKYIO cKpenKy B orBepcTre kHONKU RESET u Haxxmure.

3. BxirounTe NMTaHMUE YCTPOMCTBA, yEPKUBAsl KHOIIKY.

4. Yepe3 5 ceKyHJ OTIIYCTUTE KHOIIKY.
[Mogoxaute 30 cekynn. Ternepb Bol cHOBa MokeTe 0OpaTuThes K web-uHTEepdeiicy Touku JocTyma,

ucnonb3ys [P-aapec, uMst moab30BaTeNst U MapoJib, YCTAHOBJICHHBIE TT0 YMOIIYAHUIO.

Eciau Bul ynepxuBaere kHonky RESET Gosiee 8 cekyHA, TOYKa HOCTVIIA IIEPEXOAUT B

PSKUM _ aBapUUHOTO BOCCTAHOBJICHHUSA. YTOOBI BOCCTAHOBUTH PabOTOCIOCOOHOCTH
YCTPOMCTBA, OOPATUTECH B CIYKOV TEXHUYECKON MOANEPKKH.

3aBepmuB paboTy ¢ web-uHTepdeiicoM TOUKH TOCTYIa, HAKMHUTE Ha cTpoKy BbixoA,.

Pexxumbl pabombi ycmpolicmea

Pe)>xuMm TOUKM aocTyna

B pexume TOYKM JOCTyna yCTPOMCTBO HCIOJIB3YETCS JUIsl CO3/1aHUs JIOKAIbHOM OeCrpoBOIHOM
CETH WJIU TOAKIIOYEHUS K IPOBOJHOMY MapIIpyTHU3ATOPY.

Pe>xum MmaplupytusaTtopa

B pexume MmapmipyTtuszaropa yCTpPOMCTBO HCIONB3yeTCs Ul NOAKIIOUEHUs K cetn MHTepHeT
YCTPOWCTB, OCHAIICHHBIX OeCpOBOIHBIM MHTEp(dericoM. Bl MoXeTe MOIKIIOUYUTh YCTPOHCTBO K
kabenbHoMy win DSL-monemy wim BbienenHoit Ethernet-nmunum m cozmate WAN-coenuHeHue.
Kpome toro, Bel MoxkeTe HaCTpOUTh YCTPOWCTBO I MOAKIIOUEHUS K IpoBaiiiepy OecrpoBOIHOTO
Jocryna kK cety aTepHer.

Korna ycTpolicTBO HaxoauTcss B pekume Mapiupyruzatopa, [LAN-mopT ycTpoiicTea
' ucnoip3yvercs kak WAN-IIOPT, TOTOMY IIPOBOAHOE MMOAKIIOYEHNE K YCTPOUCTBY B PEXKUME
|

MapuipyTmu3aropa HEAOCTYIIHO.
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MABA 4. HACTPOUKA YCTPOUCTBA B PEXWME
TOYKU OOCTYNA

Macmep Hacmpouku

Macrtep HacTpoikn Wi-Fi

YToObI 3a1aTh HEOOXOJMMbIE HACTPOMKH JJIsi OECIIPOBOIHON CETH, HAKMHTE KHONKY HacTpouTb
Wi-Fi.

ObWHe HACTPOIKKH

Brto4MTE GECNPOBOAHOE COBAMHEHME!

PaclwmMpeHHbIe HaCT POAKH

MBSSID: BelknioueHo -

BS5ID: FO.70:68:80:81:B2

PucyHok 24. Obwue u pacwupeHHble HacmpolKu becripogodHoli sioKkanbHoU cemu

Ha otkpsiBiieiics ctpanuie B pasaene OOWME HACTPOMKM ycraHoBuTe (uiakok BKnrouuTtb
6ecnpoBogHOe coeAuHEHMe (eciu paHee OH ObUT  OTKIIOYECH), YTOOBI Pa3pelInTh
ucroip3oBanue Wi-Fi-coeqnHeHuii.

B pasnene PacwumpeHHble HAacTPoMKM Bel moxkere pa3duTh Bamry OecnpoBogHyrO ceTh Ha
HECKOJIbKO CerMeHTOB. Jlist 3Toro BbIOepUTE COOTBETCTBYMOICe 3HaueHue (2, 3 wim 4) B
packpsiBaroriemcs crrcke MBSSID.

YrtoObl IPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.
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B pasmene OCHOBHble HACTPOMKM Bbl MoXeTe HW3MEHHTh OCHOBHBIC MapamMeTpbl IS
OeCIIPOBOJHON CETH TOYKU JIOCTYIA: «CHpsATarb» Barry OecrnpoBonHyio ceth (CKPbITb TOYKY
[ocTyna), onpeaenuts cooctBennoe Hazpanue cetu (SSID) u Bamie mecromonoxenue (CTpaHa),
BBIOpaTh KaHasl OecnipoBoHOro coenuuenus (KaHanm) u pexxuM paboThl OeCIIPOBOHON CETH TOYKH
noctyrna (BecnpoBoOAHOM PeXNUM), a TakKke OTPAaHUYMTH KOJTMYECTBO MOIKITIOYEHHBIX KIHEHTOB
(MakcumanbHoOe KONIM4YecTBO KITMEHTOB).

OCHOBHBIE HaCTPOiiKH

CKDBITE TOYKY DOCTYNE:

5510 DAP-1150

CTpaHa: RUSSIAM FEDERATION A
KaHan: 13 -

BecnposoaHon PEHIM: 802.11G only -

Mpu cMeHe pexma © "BY"G™ Ha nobolt ns peximos © "N" pekoMeHAYETCA 38HOE0 NPOMSBECTH HACTPORKY DesonacHocTK!

MaKCMManNeHoE KONWYECTED KNMEHTOE: 0

<Hazan| [fanee >

PucyHok 25. OcHogHble Hacmpoliku becripogodHOU foKanbHoU cemu.

YT1oOBI MPOOIKUTE, HAKMUTE KHOTIKY [lanee.

Ha crnenyromeii crpanuiie Bol MojkeTe n3MeHUTh napaMmeTpsl Oe3onacHocTu Bamieii 6ecripoBoaHo
cetu. [lo ymonuaHuio A JIOKaJIbHOM OECHpOBOAHON CeTH B CHUCTEME 3a/laH THUIl CETEBOM
ayreHtuukanun Open (oTKpbITast ceTh) 03 MUPPOBAHHSL.

HacTpoiikn bezonacHocTH

CeTesan ayTEHTUDMKELMA:

Hacrpoiikn wwgpoeanna WEP

BrounTe wdposaHue WEP:

<Hasan| (fanee >|

PucyHok 26. Hacmpoliku 6e3onacHocmu 6ecripogo0HOU cemu o yMon4aHUur.

Hactpoiikyu 1mo ymMon4aHuio He 00€CHeuMBAIOT 3alIUTy OECHpPOBOIHOMN JIOKATLHOW CETH.
HacrosTenbHO pekOMEHIyeTCsl 3a/1aTh COOCTBEHHBIC HACTPOWKH Oe3omacHoCTH. B ciaydae
Da36I/ICHI/I$I 66CHDOBOI[HOI>1 CCTHU TOYKH JOCTVIIA HA CCIMCHTHI PCKOMCHIAVYCTCA OIIPCACIUTH

cOOCTBEHHBIC HACTPONKH 0€30MAaCHOCTH JUISI KQKJIOTO CErMEHTA CETH.
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Hacrpoiikn bezonacHoCTH

CeTeBan ayTeHTHDMKALMA: Open -
Hacrpoiikn wwdposanna WEP

......................................................... Shared
WPA
BrotounTe wudposadne WEP: VWPA-PSK
WPA2
WPAZ-PSK
WPAMPAZ mixed
WPA-PSK WPAZ-PSK mixed

PucyHok 27. Tunbl aymeHmucgukayuu, noddepxxusaemble moykol docmyna.

Touka mocTyma moaAepKUBAET CIECIYIONINE TUITBI Ay TCHTH(PUKAIIUN:

Tun ayTeHTUMKaLum OnucaHue

OTkpbiTasgs ayTeHTUQHUKaNUi (C BO3MOXKHOCTBIO HCIIOJIIb30BaHMS
Open WEP-mudpoBanus [isi  pexuMoB OECpOBOAHON CeTH, He
NOJ|/IepKUBAIOIINX ycTpoiicTBa ctanaapra §02.11n).

AyTreHTuduKanus ¢ OOIKMM KIHOYOM C Hcmoinb3oBanueM WEP-
mmmdpoBanus. [JaHHBINA THI ayTeHTH(PUKAIIMN HEJOCTYIEH, €CIl Ha
CTpaHHUIIC OCHOBHBIX HACTPOEK B crircke becnpoBoaHOn pexum
3a/I1aH peXuM, OIeP>KUBAIONINI ycTpoiicTBa ctanaapra 802.11n.

Shared

Aytentudukamust mo TexHonmornn WPA ¢ ucmonb3oBaHHEM

WPA
RADIUS-cepsepa.

WPA-PSK Ayrentudukarnus mo texnonornu WPA ¢ ucnons3oBanuem PSK-

KJIro4a.

Ayrentudukamust 1o TexHomorun WPA2 ¢ ucmons3oBaHHEM

WPA2
RADIUS-cepgepa.

WPA2-PSK Aytentudukarys no texnonsorun WPA2 ¢ ucnonszoBanuem PSK-
KJIFO4a.

KomOunupoBanuelii tun ayrentudukauuu. IIpu BeiOOpe naHHOTO
3HaueHUss K OeCTHpOBOMHOM CETH, CO3JAaBaE€MOIl TOYKOM IOCTYyIa,
WPA/WPA2 mixed MOTYT  TOJKIIOUYAThCS  YCTPOWCTBA,  HCIONB3YIOIIAE  THII
ayrentupukarmn  WPA, u ycTpoiicTBa, WCIONB3YIOIIUE THII
ayreHtupukannn WPA2.

KomOuHupoBanubsiii Tun ayrentudukanuu. [Ipu BeiOOpe naHHOTO
3HaueHUs K OEeCHpOBOAHOM ceTH, co3JaBaeMOil TOUKOW JocCTyTa,

WPA-PSK/WPA2-PSK

mixed MOI'YT  IIOAKJIIOYATBCA  YCTPOMCTBA,  MCHOIB3YKOIUE  TUI

ayrentupukanuu WPA-PSK, u ycrpoiicTBa, MCONB3yIONIAE THIT
ayrentudurannu WPA2-PSK.
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JIns wucnonb3oBanust tunoB ayreHTudukaimn WPA, WPA2 u WPA/WPA2 mixed
®  HeoOxommMmo Hammare RADIUS-cepBepa.

[Tpu BeIOOpe 3Hauenuss Open win Shared ma crpanuie orodpaxkaercs pasmen HacTponkm
wudgpoBaHua WEP (pasgen HemocTyneH i PEKUMOB pabOThl  OECIPOBOJHOW CETH,
noaepkuBaronux cragaapt 802.11n):

HacTpoiikn bezonacHoCTH

CeTEBaA ayTEHTHHMKALMA

Open -
Hacrpoiikn wwdpoeanna WEP
BromioumTe WwdposaHmue WEF:
Homep KnkoYa No yMonYaH ! 7 -
Kntou wwdposaHa WEP kak HEX : |:|

Kntou wwbposaHua WEP (1):
Kntod wwbposaHua WEP (2):
Knrou wwbposaHua WEP (3):
Fonkoy wiuposaHua WEP (4):

PucyHok 28. 3Ha4yeHue Open 8 packpbigatowiemcsi criucke Cemeeasi aymeHmuguKkayus.

MapameTp OnucaHwue

@naxok ans aktuBauun WEP-mmdposanus. IIpu ycraHoBieHHOM
¢axke Ha cTpaHune otoOpaxkaercs nore Homep kmiovya no

Bknountb
ymon4anuro, diaxoxk Knrow wudposannsa WEP kak HEX u
wundposaHue WEP
gereipe mons  Know  wucgppoBaHma WEP. Jlna  Tuna
ayrentudukanun Shared daxok Bceraa ycraHOBIICH.
Howmep krntoya no Homep xmtoua (ot 1-ro 10 4-ro), KOTOpHIA OyIeT HCHONIb30BATHCS
yMon4yaHuio st WEP-mmudpoBanus.

Kntoy wncpoBaHua | YcraHoBute ¢raxok, 4ToOBI 3a1aTh IIECTHAALATEPUIHOE YHCIO B
WEP kak HEX KauecTBe KJIIoYa JJIs IU(pPOBaHHUS.

Kmtoun ans WEP-mmgpoanus. Ilpu nmmdpoBanun ucnons3yercs
KJII0Y, HOMEp KOTOPOTO yKa3aH B pacKpbiBaromiemcs ciircke Homep
KIoYa No yMmon4yaHuro. HeoOXoauMo 3aroHUTh BCE TOJIS.

Kntou wudposaHus Bbl MoxxeTe 3amaBath KIOUM AIUHON S5 wim 13 cumBonoB (tudp u

WEP (1-4) (unmm) naruHCKMX OykB). Ecnm ycranoeien duaxox Knroy
wndppoBaHna WEP kak HEX, Bei Moxere 3amaBarh TOJBKO
kitoun 1iuHoN 10 cumBoioB (uudpset ot 0 10 9 u natuHCKHUE OYKBBI
ot A 1o F).
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ITpu Beibope 3Hauenus WPA-PSK, WPA2-PSK wiu WPA-PSK/WPA2-PSK mixed na
cTpanuile orobpaxaercs pasaen HacTponku wudposaHusa WPA:

Hacrpoiikn bezonacHocTH

CeTeBan ayTeHTHhMKaLWMA: WPAZ-PSK -
K nrou wkbposaHua PSE: 76543210

WPAZ MpeasapuTensHan |:|

AYTEHTHMRMKALMA:

Hacrpoiikn wkwgposanna WPA

WPA-UMpoBEHME: TEIP

WPA neprog ofHOBREHWA KNKoMa: 3500

PucyHok 29. SHaueHue WPA2-PSK e packpblearoujemcs criucke Cemeeasi aymeHmughukayus.

MapameTp OnucaHue

Kitou myist WPA - posanus. Kirrou MoxkeT cocTosTh U3 udp u

Kntoy wncgpposaHmna PSK (WTM) TAaTHHCKHUX OYKB.

@naxok A7 aKTUBAMK TPEIBAPUTEIBHON ayTeHTU(DHUKAIUN
(otroopakaercst tompko s TunmoB WPA2-PSK u  WPA-
PSK/WPA2-PSK mixed).

WPA2 lNpeaBaputenbHasn
ayteHTUdukKaums

WPA-wmndpoBaHue Mexanusm mmdpposanus: TKIP, AES wiu TKIP+AES.

[lepuon BpemeHu (B CEeKyHAax), IO HWCTEYCHHUH KOTOPOTO
WPA nepuoa OOGHOBMNEHUSA| TeHepUPYETCS HOBBIA KITIOY U MIH(PPOBAHUSA IO TEXHOJIOTHH

Knroya WPA. Ecau B pmanHoMm mone ykazaHo 3HadueHue 0, kirou
OOHOBIIATHCS HE OyJIEeT.
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ITpu BeiOOpe 3Hadenus WPA, WPA2 nnin WPA/WPA2 mixed Ha crpanuie otoOpakaroTcst
pasnenst HacTpouku RADIUS u Hactponku wmncgpposaHus WPA:

HacTtpoiikn bezonacHocTi

CeTesan ayTeHTHHMKALMA WPAZ -
WPAZ MNpeasapuTensHaA |:|
ayTeHTUDUKALRA:

Hacrpoiikn RADIUS

IP-anpec: 192, 168.0.254
MopT: 1812
RADIUS knkoY W posaHua: dlink

Hacrpoiikn wwdpoeanna WPA

WP A-WwkpoBaHKUe: AES -

WPA neprog obHoBREHWA KNroda: 500

PucyHok 30. SHauyeHue WPA2 e packpbigaroujemcs criucke Cemeeass aymeHmudbukayus.

MapameTp OnucaHue

a0k JUIsl aKTUBALUU MIPEIBAPUTENLHON ayTeHTHU(PUKAIIUK TTPU
WPA2 lNpeaBaputenbHasn P P Ve ¢ P
ucnoab3oBaHuu TexHomorun WPA?2 (oToOpakaeTcss TOIBKO AJIst

ayTeHTUd(pUKauums .
y tukau runos WPA2 u WPA/WPA2 mixed).
IP-agpec IP-anpec RADIUS-cepgepa.
MopT Howmep nopra RADIUS-cepsepa.
RADIUS knios | 0o (ot oo mapaverpa onposstons 5
-cepBepOM (3HAYCHHE ITOTO IMapameTpa oIl HO B
wudpoBaHuaA PBep P P peaet

Hactpoitkax RADIUS-cepsepa).

Mexaamsm mmdposanus: TKIP (moctymeH Toibpko asst THIA

WPA-wudhpoBaHue WPA), AES (noctynen tonbko mis tunios WPA2 u WPA/WPA2
mixed).

Ilepon BpeMeHun (B CeKyHAax), IO HCTEYEHHU KOTOPOTO
WPA nepuos 0OGHOBMEHUS | reHepupyeTcss HOBBIA KIHOY Ul INHU(POBAHUS MO TEXHOIOTUH

Knro4a WPA. Ecau B paHHOM 1one yka3zaHo 3HaueHue 0, xirou
OOHOBJIATHCS HE OyJIeT.

YtoObI MPOIOIHKKUTH, HAKMHTE KHOTIKY [lanee.

[Tocne Toro xak BeI mpoiizere Bce maru Mo yCTaHOBKE OECIPOBOIHOTO COEIMHEHHS, Ha CTPAHHILIE
oroOpa3sTcs Bce 3amaHHble Bamu Hactpoiiku. IIpoBepbTe WX TpaBMIIBHOCTH, a 3aTeM HAXKMHUTE
kHONIKYy COXPaHMUTb, IocIie 4ero Mpou30HIeT Mepexo/] Ha CTPaHHUILy OBICTPBIX HACTPOEK.
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Cmamyc
Ha CTpaHUIAX HOAaHHOTO pasfciia MpCACTABJICHBI TaHHBIC, 0T06pa>1<a}0m1/1e TEKyHIee COCTOAHUC
TOYKH JIOCTYIIA:

° CC€TCBas CTaTUCTUKA,

* JaHHBIE 00 yCTpOICTBaX, MOAKIIOYEHHBIX K CETH TOYKHU JAOCTyMa U ee web-unrtepdeiicy.

CeTteBas cTaTUCTUKA

Ha crpanune Ctatyc / CeTeBasi cTtaTMCTMKaA Brl MoXeTe MPOCMOTPETh CTAaTUCTHYECCKHE
JaHHBIE JUIs JIOKalbHOro uHTepdeiica. Ha ctpanure oroOpaxkaercs [P-agpec, macka mozcerw,
MAC-anpec, 3aauenue napamerpa MTU, a Takke 00beM MepelaHHBIX U TOTYYCHHBIX JAaHHBIX (C
yBENIMYEHUEM OObeMa JAaHHBIX €AMHUIBI M3MEPEHUs aBTOMATHYECKH MEHsIoTca — Oaift, KOairT,

Moaiir, ['6aiiT).

= K’ Cucrema - A3k -
r
D-Lin
DAP-1150
ﬁ Cratyc CeTb Wi-Fi LononHKTEeNLHD MemceTEB0i akpaH CucTema
CeTeBan CTaTHCTHKA LAN-KneHTb!
Hun Tun CocToAHne P Macka Uinos MAC MTU Rx/Tx
LAN I'Inmcmouer—ma 192, 168.1.179 255,255.255.0 - F0:7D:68:8D:8L:B62 1500 2,8248 MoaT (14, 184 MbaiT

PucyHok 31. Cmpa+Huya Cmamyc / Cemeeasi cmamucmuka.
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LAN-K/IMeHTbI

TOYKM gocTyna

Ha crpanune CtaTtyc / LAN-KNWEHTbI mpeicTaBieHbl YCTPOICTBA, MOAKIIOYCHHBIE K TOYKE

JIOCTYTIa, U yCTPONCTBA, 0OpaTUBIIHECS K ee web-uHTepdeiicy.

2 =
Cucrema
r
D-Link
DAP-1150
m Craryc CeTb Wi-Fi [LononHuTensHo MemceTeB0i 3kpaH Cwcrema
CeTeBan CTaTHCTHKE LAN-KNHEHT bl
IP-agpec @narn MAC-agpec

192.168.1.40 Ox2 1C:6F:65:80:82:BA
192.168.1.77 02 00:30:48:FE:DB:EC

Askik -

HuTepdeic
LAM
LAN

PucyHok 32. Cmparuya Cmamyc / LAN-knueHmbil.

s xaxkmoro ycrpoiictBa orobpaxaercs [P-anpec, MAC-aapec, a Takke uHTepdeic, K KOTopomy

OHO IMOAKIIFOYCHO.
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Cemb

B nanHom paznene meHo Bbl MoXeTe HACTPOUTH OCHOBHBIC MapaMETpPhl JIOKATbHONH CETH TOYKH
J0CTyTIA.

LAN

YT1oObI HACTPOUTD JIOKABHBIH HHTEp(dEC ToUuKH A0CTyMa, nepeiante Ha ctpanuiy CeTb / LAN.

IP-anpec: 192, 168.0. 50
CeTeBan Macka: 255,255,255.0

PucyHok 33. OcHo8Hble napamempbi NIoOKaslbHO20 UHMepgelica.

Eciu HCO6XOI[I/IMO, HU3MCHHUTC OCHOBHBLIC ITAapaMETPhI JIOKAJIbHOI'O HHTCp(I)CfICB..

MapameTp OnucaHue

IP-agpec Toukm nocryma B JIoKanbHOM mnozacetu. [lo ymomganuro

IP-anpec 3a1aHo 3HayeHue 192.168.0.50.

Macka nokanpHOM mnoacerd. [lo ymMonuaHuro 3aJaHO 3HAYCHHUE

CeteBan macka 255.255.255.0.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYEHUI HaXMHUTE KHONKY COXPaHUTD.

B pasmene Ctatuvyeckmm DHCP Bwer moxkere 3amats cBssku IP-agpecoB m MAC-aapecos
(Ha3HauUTH MOCTOSIHHBIN [P-anpec B joKanmpHOWM ceTu JUIsl ycTpoicTBa ¢ onpeaeneHHbBIM MAC-
aapecom). Touka moctyna HazHayaeT [P-ajgpeca B COOTBETCTBHH C CO3JJAHHBIMH CBSI3KAMH, TOJIBKO
eciu DHCP-ceprep BimoueH (B paznaenc DHCP-cepBep B ciicke PeXUM BbiencHO 3HaUCHHE
PaspewunTb).

CraTwueckuii DHCP

v e

peca: <Beifemire IPMAC agpec>

PucyHok 34. Pasden 0ns co3daHus cesizok MAC-IP.

Yro6sl co3aars cBsi3ky MAC-IP, naxxmure kaonky [Jo6aBUTb. Beeaure MAC-aapec ycrpoiictBa
u3 siokanbHo#t cetu B moje MAC-agpec u [P-anpec, KoTopsiii OyneT MPUCBOCH ATOMY YCTPOKCTBY,
B nosie IP-appec. B note MMA xocTa 3anaiite Ha3BaHUe I YCTPOMCTBA B CETH JUIS YIOOHOMN
uaeHTUUKAITIY (HeoOs3amenvHblil napamemp).

Brr Taroke moxete co3narh cBsizky MAC-IP ans ycTpoicTBa, MOAKIIOYEHHOTO K JIOKAJIBHOW CETH
TOYKH JOCTYIa B JaHHBIA MOMEHT. J[J1st aToro B packpbiBaromiemcs crrcke U3BecTHble IP/MAC-
agpeca BbiOepHuTe COOTBETCTBYyIOIIee ycTpoiicTBo (mpu 3tom mons IP-appec u MAC-agpec
3aIOJIHATCS ABTOMATHYCCKH).
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[Mocre 3amanust HeoOXoaUMBIX CBsi30K MAC-IP Haskmute kHONIKY COXPaHUTD.

CymectByromue cBsizki MAC- u [P-aspecoB oroOpakeHsl B Tabmuile paszaena CTaTU4YeCKumn
DHCP. Yto0Obl ynanuth CBS3KY, BBIICIUTE COOTBETCTBYIOUIYIO CTPOKY B TaONMIE U HaXKMHUTE
KHOTIKY YAAanUTb. 3areM HaxxMuTe KHONKY COXpaHUTb.

B pasnene DHCP-cepBep Bri MmoxeTe HacTpouts BeTpoeHHblii DHCP-cepBep Touku nocryma.

DHCP-cepeep

Pexum: PaspewnTs
HauaneHe IP: 192,158.0.51
KoHeuHBIR IP: 192, 163.0. 100
Bpema apeHabl (MMH): 26400

PucyHok 35. Pasden dnsi Hacmpotku DHCP-cepsepa.

MapameTp Onucanwue

Pexum pabotst DHCP-cepBepa Touku qocrymna.

Pa3pewmnTb — Touka 10cTyma aBTOMaTH4eCcKy Ha3Hauaet [P-anapeca
KJIMEHTaM Ha OCHOBAaHWH 3aJ[aHHBIX TapameTpoB. [Ipu BeIOOpE 3TOTO
3HA4YCHUs Ha cTpaHuie oTtoOpaxarorcs nons HavanbHbin IP,

KoHeuHbIn IP u Bpems apeHAabl.
Pexum
3anpetutb — DHCP-cepBep Touku gocTyna BeikitoueH, [P-agpeca

KJIMEHTAaM Ha3HAYal0TCsl BPYUYHYIO.

Relay — nns nasnadenuss IP-azpecoB KiMEHTaM HCIIOIB3YETCS
BaemHuit DHCP-cepsep. [Ipu BeIOOpE 3TOTO 3HAYEHUS HA CTPAHUIIC
otobpaxaercs noie IP BHewHero DHCP-cepBepa.

< Havaneuei IP-agpec mnyma anpecos, kotopele DHCP-cepse
HavyanbHbin IP P Y P ’ P pBep
BBIJAET KIIMEHTAM.

. Koneunsnii IP-agpec nyma agpecos, kotopeiec DHCP-cepBep BemaeT
KoHeuHbIN IP s Y alp P PECP BRUL
KJIIMCHTaM.

Ilepuon Bpemenu, Ha kortopbii DHCP-cepBep Touku npoctyna
npenoctasiset [P-anpec knueHty (mo ucredeHuu sroro nepuoaa IP-

Bpewmsa apeHAabl aJipec OT3BIBACTCS M MOXET OBbITh OTJIaH JPYroMy YCTPOMCTBY, €CITH
HE MOCTYITHIIO TIOATBEPKICHUE O HEOOXOMUMOCTH COXPAHCHHUS 3TOTO
IP-anmpeca).
IP BHewHero DHCP- | [P-aapec BHemnero DHCP-cepBepa, koTopeiit HazHauaeT [P-agpeca
cepBepa KJIMCHTaM TOYKH JIOCTYyIIA.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYEHUH HaXXMHUTE KHOKY COXPaHUTD.
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Wi-Fi

B nmanHoM paszmene MeHI0 Bbl MOXeTe 3a1aTh BCE HEOOXOMMMBIE HACTPOMKH Ui OECIIPOBOJHOM
CEeTH.

O6LwmMe HaCTpoOnKH

Crpanuna Wi-Fi / Obwme HaCTPOMKM mipenHa3HaueHa Ui aKTHBAIMH OECIIPOBOMHONM CETH U

pa3acicHus €€ Ha CETMCHTEI.

D.Link Cucrema - Azbik hd

DAP-1150

0bwme HaCT poiikn OCHOBHBIE HACTPOHKI HacTpoiikk BesonacHocTi MAC-thunsTp CTAHUMOHHKIA CTIMCOK WPS WDs JLOMONHUTENBHBIE HACTPOIKI WMM KnneHt

BrnouiTs BecrposoaHos cosgiHeHie:
MBSSID: BuIKIOMEHD ¥

BSSID: FO:7D:68:80:81:82 -

MsmermTs

PucyHok 36. Obwue Hacmpouiku 6ecripo8odHOU TIoKaibHOU cemul.

Onaxxok BKnounTtb 6ecnpoBoaHoe coeAMHEHMe (10 yMOJIYaHHIO YCTAaHOBJIEH) paspeliaet
ucnoinb3zoBanue Wi-Fi-coenunenuit. Ecniu Bel xorute 3anperuts Wi-Fi-coenunenus, cHumwure
JTAHHBIN (IIaYKOK.

Touka pocTyma mo3BoisieT pa3OuBaTh Bamry OecnpoBOHYIO JIOKQJIBbHYIO CETh Ha HECKOJIBKO
CErMEHTOB (/10 YETBIPEX), KaX/Iblil U3 KOTOPBIX OyAeT UMETh CBOoe coOCTBeHHOe Ha3BaHue (SSID) u
yHHuKaIbHBIN uaeHTudukarop (BSSID). [lns co3nanust HECKOIBKUX OSCIPOBOIHBIX CETEH BHIOEPHUTE
cootBeTcTByIOIIee 3HaucHue (2, 3 wim 4) B packpsiBaromiemcs crricke MBSSID. 1o ymonuanuio
BO3MO)KHOCTb MCIIOJIb30BaHHsI HECKOJIBKMX CETMEHTOB OECIPOBOIHON JIOKAIBHOM CETH OTKIIIOuEHa
(B pacKpbIBarOLIEMCs CITUCKE YCTaHOBIICHO 3HaueHHe BbIKIMIOUeHO).

B packpeiBaromemcst ciucke BSSID otoOpaxkaercst yHukanbHbiii uneHtudukarop Wi-Fi-cetu.
JlaHHOE 3Ha4YeHHE OIPEACIIeTCs MapaMeTpaMu TOYKH JOCTyIa, Bbl He MOXKeTe ero H3MEHHTb.

Ecnu Bl pasnmenunn OeclpOBOJHYHO JIOKaJdbHYKHO CEeTh Ha cerMeHThl, T0 B crucke BSSID
oToOpa)kaeTcss HECKONbKO HIeHTU(UKATOpOoB. Kaxaplii W3 HHUX COOTBETCTBYET OTICIBHOMY
CETMEHTY CETH.

Jns KaXIoro cerMeHTa ceth MoKHO 3anark ums (SSID), mapameTpsl 6€30MacHOCTH W NpaBUIIa
¢unsrpamn Ha ocHoBe MAC-agpecoB, a Takke axkTuBUpoBaTh (yHKImIo WMM  (ecnm
HeoOxoanumo). s 3amaHusi TakMX MapamMeTpoB BBIICIUTE HEOOXOAMMYIO YacTh CETH B CIIUCKE
BSSID u nHaxmvure kHOmKy WM3MeHWUTb. 3arem mepelauTe Ha COOTBETCTBYIOLIYIO CTPAaHHILY
paznena mearo Wi-Fi.
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PyKOBO,ElCTBO nonb3oBarens TOYKM gocTyna

OCHOBHbIE HaCTPOMNKH

Ha crpanune Wi-Fi /| OcCHOBHblIe HAacTPOMKM Bbl MoxeTe 3a/aTh OCHOBHBIE MapameTphbl st
0EeCIPOBOIHOM CETH TOYKH JIOCTYIIA.

D-I ink’ CucTema - Fzblk -

DAP-1150
m Wi-Fi JdononHuTensHo MexceTesoi skpan Cucrema
Ofiwme HacTpokkIA OCHOBHBIE HACT POIKH HacTpaiikn BesonacHocTi MAC-buneTp CTaHUMOHHLI CIMCOK WPS WDs AononHUTENsHEIE HACTPOIKK WMM KnueHT
CKpBITE TOUKY DOCTYNA: o
SSID: DAP-1150
Crpana: RUSSIAN FEDERATION -
Kanan: auto -+
BecnposoaHoi peskiM: 802.11G only -

Mput cvere pesxima © "BY/"G™ Ha moBoid u3 pexmos © "N” pekoMEHAYETCA 33HOBO NPOMSBECTI HACTPOIKY BesonacHocTi!

MaKCMMaNEHOE KONMMYECTEO KIMEHTOS! 0

W3MEHUTD

PucyHok 37. OcHo8Hble Hacmpoliku becrpo8odHOU f1oKanbHOU cemu.
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MapameTp OnucaHue

Ecnu nanHblif  ¢uiakok YCTaHOBIIEH, JpyTrHe TMOJb30BATENH He

cmoryr  Buaerb Bamy — Wi-Fi-cetb.  (Pexomenmyercss  He

CKpbITb TOYKY AocTyna
yCTaHaBIMBaTh (IaXOK, TaK KaK JaHHas (QYHKUUS YCIIOKHSIET

IpoLecc NepBOHaYaIbHOW HACTPONKHU CETH.)

Haspanue Bameit 6ecipoBoHoi nokanbHo# cetu. [lo ymomyanuro
3agaHo 3HaueHue DAP-1150. Eciu Bama cerp pasgenena Ha
CCIMCHTBI, OJId KaXXJI0ro M3 HUX TaKXE ONPCACIICHO HA3BaHHUEC I10
ymonuanuto (DAP-1150.2, DAP-1150.3 u DAP-1150.4).
Pexomenayercsi omnpenenuTh COOCTBEHHOE Ha3BaHHE CeTH (WiIH

SSID

Ka)X10ro cerMeHTa ceTth). Mcnonb3yiite qudpsl 1 JaTUHCKHE OYKBBI.

CtpaHa Bame mectononoxenne. Bpibepute HeoOxomumoe 3HAYEHUE U3
PaCKpBIBAOIIETOCS CITUCKA.

Howmep kanana 6ecnipoBojiHOro coeauHenus. Ilpu Beidope 3HaYeHUS
Kanan auto Touka gocTyma cama BBIOMpaeT KaHal C HAWMEHBIIUMHU
MIOMeXaMH.

Pexxum paboTbl OecrnpoBOJHOW ceTH TOYKM JocTyma. JlaHHBIN
. mapamMeTp OIpeaeaseT CTaHIapThl YCTPOHCTB, KOTOPBLIE CMOIYT
BecnpoBogHOM pexum P ponp . P N yerp ’ p Y

paborars B Bamieit 6ecipoBogHoii cetu. Bribepute Heobxomaumoe

3HAYCHNEC M3 PACKPBIBAIOIICTOCS CIIUCKA.

MakcumanbHO€  KOJIMYECTBO  YCTPOWCTB,  KOTOpPBIE  MOTYT

MakcumanbHoe MOJKITIOUUTBCA K OECmpoBOMHON ceTh TOukH JocTyma. Ecmu
KONMMYEeCTBO KIIMEHTOB | YyCTAaHOBJIEHO 3HaueHne O, yCTpOHCTBO HE OTrpaHUYMBAECT
KOJTMYECTBO MOJKIIOUYEHHBIX KIHEHTOB.

[Tociie 3MeHEeHHUs TApaMEeTPOB HAKMHUTE KHONIKY ASMEHUTB.
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HacTpoiku 6e3onacHoCcTH

Ha crpanniie Wi-Fi / HacTponkum 6e3onacHOCTM Bel MoXeTe H3MEHHTh IapaMeTphl
Oe3onacHocTH Bameit 6ecripoBOIHOM CEeTH.

D.Link Cucrenma - BIES -

DAP-1150

Hauano Cratyc CeTb Wi-Fi JononHuTensHo MexceTesoi skpan Cucrema

OBflume HACTPOokKI OCHOBHBIE HACTPOHKI Hacrpoitkn besonachoctn MAC-thuneTp CTAHLMOHHBIA CIMCOK WPS WDs JLononHUTENsHBIE HACT PO WMM KnueHT

CeTesas ayTeHTUDMKALMA: Open -

Hacrpoiin wnpposannd WEP e e

BKAKUMTE WhbpoBaHHe YWEP: |:|

WM3MEHUT

PucyHok 38. Hacmpolku 6e3onacHocmu 6ecrpo8o0HOU cemu o yMOn4aHUr.

[To ymomuyanuio yIsi JIOKAJIbHOW OECIPOBOJHOM CE€TH B CHUCTEME 3aJaH THII CETEBOM
ayreHtuukanun Open (oTkpbiTas ceTh) 6e3 mudpoBaHus.

HaCTpOI\/‘IKI/I no ymoOJYaHHUIO HEC 00eceYnBaroT 3aIUTY 660H|20BOZ!HOI>1 JIOKATbHOW CETH.
HacrosrenpHo PEKOMCHAYETCA 3a1aThb COOCTBEHHbBIE HaCT[ZOﬁKH be3onacHocTu. B ciaydae
pa3oueHrs OSCIPOBOIHON CETU TOYKH JIOCTYHA HA CErMEHTHI PEKOMEHJIYETCS OLPEACIUTh

COOCTBEHHbBIE HACTPONKH O€30HACHOCTH I KAXKJIOrO0 CErMEHTA CETH.

CtpaHuua 44 n3 180



DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PykoBoacTBo nonb3oBarens TOYKM AocTyna
CeTesan ayTeHTHUDHKALLNA: Open -
HacTpoikH M oBaHuA WEP
........... poiikn whposakua WEP  |2-= -
WPA
BrnounTe wbposaHue WEP: WPA-PSE
WPAZ
WPAZ-PSK
WPAMPAZ mixed
WPA-PSENWPAZ-PSK mixed

PucyHok 39. Tunbel aymeHmucgbukayuu, noddepxxusaemble modykol docmyna.

Touka A0CTYyIa NOAACPKUBACT CICAYIOIINUC TUIIBL ayTeHTI/I(I)I/IKaI_II/II/IZ

Tun ayteHTUdMKaUum OnucaHue

OtkpbiTass ayreHTU(UKaLMs (C BO3MOXKHOCTBIO HCIIOJIb30BaHUS
Open WEP-mudpoBanuss s pexuMOB  OSCIPOBOIHON CEeTH, HE
MOJIJIEP>)KUBAIONIUX yCTpoicTBa cTanaapta 802.11n).

AyTteHTH]UKanMg ¢ OOmMUM KIOYOM C ucrnoiib3oBaHueM WEP-
mdpoBanus. JlaHHBINA THI ayTeHTHU(PUKAIIUN HEJOCTYIICH, €CIN Ha
Shared crpanuiic  Wi-Fi / OCHOBHble HACTPOMKM B  CIIHCKe
BecnpoBOoAHOW PpeXUM 3amaH peXHM, MOACPKUBAIOIINI
ycTpoiictBa cranaapta 802.11n.

Ayrentu¢ukamuss mo TexHoidormn WPA ¢ ucnonb3oBaHHEM

WPA
RADIUS-cepsepa.

Aytentu¢ukamus no texuonorun WPA ¢ ucnonb3oBanuem PSK-
KIII0Ya.

WPA-PSK

Ayrentupukamuss mo TexHomorud WPA2 ¢ wucnonb3oBaHHEM

WPA2
RADIUS-cepsepa.

Aytentu¢ukanus no texuomorun WPA2 ¢ ucnonb3oBanuem PSK-
KJIIO4a.

WPA2-PSK

KomOunupoBanublii Tun ayrentudukammu. [Ipu BeIOOpe maHHOTO
3HAYCHUS K OECHpPOBOMHOW CETH, CO3aBa€MOW TOUYKOW JOCTYyIa,
WPA/WPA2 mixed MOTYT  TOIKIIOYAThCS  yCTPOMCTBA,  HCIONB3YIOUIME  THII
ayreHtuukarmn = WPA, wu ycTpoiicTBa, HCIIONB3YIOIIHE THIT
ayrentuduranuu WPA2.

KomOunupoBanubiii Tun ayreHtudukanmu. Ilpu BbeIOOpe maHHOTO
3HaueHUs. K OecHpOBOIHONW CETH, CO37aBa€MOM TOUYKOM JOcCTyIa,

WPA-PSK/WPA2-PSK

mixed MOTYT IIOAKIOYAaTbCA YCTpOﬁCTBa, HCIIOJIB3YHOIIUC THII

ayrentupukaunu WPA-PSK, u ycrpoiicTBa, MCHONb3yONIME THIT
ayrentudpukannu WPA2-PSK.

Jna_wcnonp3oBanus TunoB ayreHtudukaimun WPA, WPA2 u WPA/WPA2 mixed
®  HeoOxommMmo Hammare RADIUS-cepBepa.
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IIpu BeIOOpe 3HaueHus Open win Shared nHa crpanuie orobOpaxkaercs pazaen HacTpownku
wucpposanua WEP (pasgen HemocTymeH st peXHMOB paboThl  OECIPOBOIHOHN CeTH,
noaepkuBaronux cragaapt 802.11n):

CeTeBaA ayTEHTMHMKALAA: Open -

Hacrpoiikn wwgpoeanna WEP

BroumTe wivbposaHme WEP:
HoMep Kmkoua No YMONYaHWKD! 2
Kniou widposaHa WEP kak HEX : |:|
Kntou widposaHmua WEP (1):

Kntou windposaHua WEP (2):

Kntou widposaHmua WEP (3):

K.niou widposaHa WEP (4):

PucyHok 40. 3Ha4eHue Open 8 packpbigatoujemcs criucke Cemeeast aymeHmugukayusi.

MapameTp Onucanue

Onaxok nns akruBarun WEP-mmdposanus. [Ipu yctaHoBieHHOM
¢dnaxkke Ha cTpaHuie oToOpaxkaercs moie Homep knwo4ya no

Bkniountb
ymonyaHuro, draxoxk Knrow wudposaHua WEP kak HEX u
wundposaHue WEP
yereipe mons  Knwoyw  wudpoBaHma WEP. [{ns  tuna
ayrentudukanuu Shared ¢axkok Bceraa ycTaHOBIICH.
Howmep kntoya no Homep xmroua (ot 1-ro mo 4-ro), KOTOpHIA OyIeT HMCIOIb30BAThHCS
yMon4yaHuio 115t WEP-mudpoBanusi.

Knwou wundcgppoBaHna | YeranoBute ¢uaxok, 4TOOBI 33a1aTh MISCTHAAIMATEPHIHOE YUCIO B
WEP kak HEX Ka4yecTBE KJItova JUIsl UG POBAHUS.

Kmroun nmns WEP-mudpoBanus. [Ipu mmdpoBanun uCmonb3yeTcs
KJIFO4, HOMEP KOTOPOTO YKa3aH B pacKphbiBaroiiemMcs criucke Homep
KIHo4a no yMonyaHuro. HeobxoanuMo 3aroH|Th BCE MOJIS.

Kntoy wndpoBaHuA | By mokere 3anaBars kimroun muHON 5 wim 13 cuMBosoB (wudp u

WEP (1-4) (umm) narmHCKMX OykB). Ecnm  ycranoenen duaxox Knroy
wudposaHua WEP kak HEX, Ber moxere 3amaBarh TOJIBKO
kitoun mMHON 10 cumBoioB (uudpset ot 0 10 9 U natuHCKHe OYKBBI
ot A 1o F).
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TOYKM gocTyna

Ilpu BoiOoope 3HaueHuss WPA-PSK, WPA2-PSK wm WPA-PSK/WPA2-PSK mixed =na
cTpanuile orobpaxaercs pasaesn Hactponku wudposaHua WPA:

CeTeBan ayTeHTMDMKSLYAA:

Kniou widposaHua PSK:

WPAZ MpeasapuTenbHaA
ayTEHTHUOUKALAA:

Hacrpoiikn wwdgpoeanna WPA

WPA-UNDpOBaHHE!

WPA neprog oBHOBNEHWMA KNKKYa:

WPAZ-PSK v
76543210

(]

3500

PucyHok 41. S3HaueHue WPA2-PSK e packpblearoujemcs criucke Cemeeast aymeHmughukayusi.

MapameTp OnucaHue

Kntou wncpoaHusa PSK

Kitou myis WPA-mmmposanus. Kitou MoxkeT cocTosTs U3 mudp u
(VM) TAaTUHCKUX OYKB.

WPA2 lNpeaBaputenbHasn
ayteHTUdukaums

@dnaxok s aKTUBAIMK TPEIBAPUTEIBHON ayTCHTU(DHUKAIIMN
(otroopakaercst tompko s TunoB WPA2-PSK u WPA-
PSK/WPA2-PSK mixed).

WPA-wudpoBaHue

Mexanusm mmdpposanus: TKIP, AES wiu TKIP+AES.

WPA nepuoa o6HoBneHus
Knro4a

[lepuox BpemeHu (B ceKyHZax), IO HCTEYEHHUU KOTOPOTO
TeHEepUpYeTCs HOBBIA KIIIOU Il MIM(POBAaHUS MO TEXHOJIOTHH
WPA. Ecnu B panHOM mosne ykazaHo 3HaueHue 0, Kiod
OOHOBJIATHCS HE OyZIeT.
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ITpu BeiOOpe 3naucHust WPA, WPA2 uwin WPA/WPA2 mixed Ha crpanuie oroOpakaroTcs
pasnenst HacTpouku RADIUS u Hactponku wmncgpposaHus WPA:

CeTeBan ayTEHTHHMKALYA: WRAZ -
WPAZ MpeasapuTenbHaA |:|
ayTEHTURMKALIA:

HacTpoiikn RADIUS

IP-agpec: 192.168.0.254
MopT: 1812
RADIUS KnkoY WHPOEEHWA: dlink

Hacrpoiikn wndposanua WPA

WP A-LNDpOBaHUE: AES

WPA nepuod oBHOBAEHMA KMKDYE! 3500

PucyHok 42. SHayeHue WPA2 g packpbigaroujemcs criucke Cemeeasi aymeHmugbukayus.

MapameTp OnucaHue

@naxoK sl aKTUBALUMU [IPEIBAPUTEIBHON ayTeHTH(PUKALIMK TIPU
WPA2 lNpeaBaputenbHasn P P vt ¢ P
UCTIONIb30BaHNK TexHOMOrun WPA2 (oToOpaskaeTcst TONBKO IS

TeHTUpukauums
ayTeHThcpuKaL rros WPA2 i1 WPA/WPA2 mixed).
IP-appec IP-anpec RADIUS-cepBepa.
MopT Howmep nopra RADIUS-cepBepa.
RADIUS knioy [Taponb, ucnonb3yemMblii TOUKOW JOCTyHa AJsS B3aUMOICHCTBHS C
RADIUS-cepBepoM (3Ha4eHHE 3TOTO IMapaMeTpa OIMPEACIICHO B
wucpoBaHuA

Hactpoiikax RADIUS-cepBepa).

Mexanusm mudposanus: TKIP (moctymeH TojbKo ajisi THIA
WPA-wudpoBaHue WPA), AES (noctynen tonbko st TunoB WPA2 u WPA/WPA2
mixed).

[lepuox BpemeHu (B ceKyHZax), IO HCTEYEHUU KOTOPOTO
WPA nepuos oGHOBMEHUS | reHepupyeTcss HOBBIA KIIHOY Ul INHU(POBAHUS IO TEXHOJIOTUH
Knoyva WPA. Ecnu B panHOM mosne ykazaHo 3HaueHue 0, K09

OOHOBIIATHCA HE OyJIeT.

Ilocne 3aganus HGO6XOI[I/IMBIX napaMeTpOB HAXKMUTE KHOIIKY N3meHUTL.
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MAC-dpunbTp

Ha crpanunie Wi-Fi / MAC-cbunbTp Bor moxete onpenenuth crrcok MAC-apecoB ycTpoOICTB,
KOTOpble OyIyT UMeTh JocTyn K Bameit cetu, nu6o 3agatb MAC-anpeca ycTpoiCTB, KOTOPBIE HE
CMOTYT MOJKITIOUAThCs K Bareit 6ecripoBoiHOi ceTu.

D.Link Cucrena - Sz N

DAP-1150

ﬁ e

Ofilwme HacTpoHin OCHOBHGIE HACTPOIKK HacTpoiikn fesonacHocT MAC-dwmnbTp CTaHUMOHHBIA CTIMCoK WPS WDS JononHUTENEHEIE HACTPORKK MM KnueHT

Pesim dunsToa MAC-anpeca

Peskim orpaHrderrii MAC-bunsTpa: (@) OTrmoqeH
() PaspewaTh
() 3anpewats

HsnermTs

PucyHok 43. Cmparuua dnsi Hacmpouku MAC-¢unbmpos 0nsi 6ecripogodHoul cemu.

[To ymonuaHuIO PEXUM OrpaHHUYEHMI, ocHOBaHHbIX Ha MAC-agpecax ycTpOMCTB, HE AKTHBEH
(mepexmtouarens Pexxum orpaHundeHnn MAC-cunbTpa na 3akmaake Pexum domnbrpa
yCTaHOBJIEH B nosiokeHne OTKIMIOYEH).

YrtoObl OTKpBITH Bariry OecripoBOHYIO CEeTh ISl YCTPOUCTB, apeca KOTOPBIX yKa3aHbl Ha 3aKJIaJIKe
MAC-agpeca, u 3akpbiTh OCCHPOBOAHYIO CE€Th IS BCEX JPYTHX YCTPOWCTB, YCTaHOBHTE
nepekiroyareab PexXum orpaHunvyeHnn MAC-dunbTpa B nonokenrne Paspewarb u Haxmure
KHOTIKY UI3MEeHUTB.

YT1oObI 3aKphITh Baliry 6eClipOBOIHYIO CETh IS YCTPOMCTB, aapeca KOTOPBIX YKa3aHbl Ha 3aKJIaJKe
MAC-agpeca, ycraHOBHTE MEpeKIIOYaTe]ib B IMOJOXKEeHHE 3arnpeliaTb U HaXMHTE KHOIKY
N3meHUTb.

Yrobsl nobaBute MAC-anmpec, s KoTtoporo OyneT AeHCTBOBaTh BbIOpaHHBIM Bamu pexxum
orpanuveHuil, neperiaure Ha 3aknaaky MAC-agpeca.
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D.l ink Cuctena - ek -

DAP-1150

Hauano CraTyc CeTb Wi-Fi JAononHUTENbHO MexceTesoi skpaH Cuctema

OBwme HacTpoifkn (OCHOBHEIE HACTPOIKM HacTpoiikk BesonacHocTh MAC-dmnbTp CTaHWOHHEIA CTMCoK. WPS WDS JlononHMTENEHEIE HACTROIKK WMM KnneHt

Peatiam dmnsToa MAC-anpeca

Nobasnenne MAC-appeca

MAC-appec: <BuifepuTe anpecs -

Cnxcok MAC-aipecoB

MAC-appec Ypanutb

PucyHok 44. 3aknadka 0nsi dobaeneHussi MAC-adpeca.

Beenute coorBerctByromuii aapec B noie MAC-agpec B pasnene [lobaBneHne MAC-agpeca
U HOXMUTE KHOTIKY [106aBUTD.

Uto6sr nob6aButh MAC-anpec ycTpoiCTBa, MOAKIIOUEHHOTO K JIOKAJIHHOM CETH TOYKH JOCTYIa B
JaHHBI MOMEHT, BblOepuTe 3HaueHue, coiepxamee MAC- u IP-agpec »sToro ycrpoiicTBa, B
PaCKpBIBAIOIIEMCSl CIUCKe, pachoniokeHHoM crpaBa ot moiasi MAC-agpec (mpu 3ToMm mmoje
3aTlOJTHSCTCSl aBTOMATHUYECKH ) U HAKMHUTE KHOTIKY Jlo06aBUTb.

UroObl ynmanmuTh Kakoi-mubo azapec u3 cmnucka MAC-ampecoB, yCTaHOBHTE — (PIakoK,
pacmoNOKeHHBIN cmpaBa OT cooTBercTByromero MAC-aapeca B pasmene Cnmucok MAC-
aapecoB, 1 HAKMUTE KHONIKY YAalUTb.
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CTaHLIMOHHbIW CNUCOK

Ha ctpanune Wi-Fi / CTaHUMOHHBLIAN CNUCOK Bl MOXKeTe MPOCMOTPETH CIIMCOK OECIPOBOIHBIX
KJIMEHTOB, MOAKIIOUCHHBIX K TOYKE JOCTyMA. YCTPOWCTBA, MOAKIIOYCHHBIC K TOYKE IOCTYIa IO
texHojoruun WDS, B criucke He 0TOOpaxaroTcsl.

D.Link- Cncrema - Azbik -

DAP-1150

Hauano CraTyc CeTb Wi-Fi JononHuTeneHo MexceTesoi skpaH Cucrema

Oflme HACTPoki OCHOBHBIE HACTPOHKK HacTpoiiku BesonacHocTi MAC-thunsTp CTaHUHOHHDBI CNHCOK WPS WwDs JlononHUTENLHBIE HACTPOMKK WMM KnueHT
MAC AID PSM MIMOPS MCS BW SGI STBC e

OfiHoBMTE | (PasbeauHuTs

PucyHok 45. CmpaHuua 0n1s yrpasneHusi nooknoYeHHbIMU 6ecripogodHbIMU yecmpolcmeamu.

Ecnmu HEoOX0oMMO OTKITIOUUTH KaKoe-IMO0O YCTPOHCTBO OT OECIpOBOMHOW CETH, YCTaHOBUTE
bmaxxok B cTpoke, coaepxkameid MAC-aapec 53TOro yCTpOWCTBA, W HAXKMHUTE KHOIKY
Pa3sbeguHUTL.

UtoObl Ha CTpaHHMIIE OTOOpa3wiach camasi akTyainbHas uHGoOpMalus 00 YCTpOHCTBaX,
MOJIKJTFOYCHHBIX K OECIIPOBOIHOM ceTH, HaXXMHUTE KHOTIKY OOHOBUTb.
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WPS

Ha crpanuiie Wi-Fi / WPS Bsl Moxere akTHBHpOBaTh (GYHKIMIO OE30MACHOW HACTPOHKH
OecrpOBOIHOM CETH, a TAK)KE BHIOPATH CIIOCOO YCTAHOBKH OECIPOBOIHOM CETH.

Oyaknus WPS mo3Bonser aBTOMAaTHYECKHM HACTPOUTH 3aIlIMIICHHYIO OCECIPOBOJHYIO CETh.
VYerpoiicTBa, noakiIoyaeMble K OECIPOBOIHOM CETU TOYKU JOCTyna ¢ noMoiubio pyHkiuuu WPS,
JTOJOKHBI TIOAJIEP>KUBATh JaHHYIO (DYHKIIHIO.

Eciu 6ecupoBosnas ceTh pasnenena Ha cermMenTsl (B crincke MBSSID na crpanuie Wi-Fi
|_ O6wme HacTpPOWKW Boiienero 3Hadenune 2, 3 wiu 4), dyskums WPS mo3Bomser

I00aBAATh YCTPOWCTBA TOJBKO K IEPBOMY CEIrMEHTY CETH (IIEpBOE 3HAYCHWE B CIIHCKE

BSSID).
/L5 icnonb3oBaHus 3Tol QYHKIIMU HEOOXOIMMO 3apaHee 3a1aTh Juisd OCCIPOBOIHOM CETH

O M (QPOBaHKS ¢ HCIIONL30BAHKEM TeXHOJI0rnun WPA.
D.Link Cucrena - i -
DAP-1150
Hauano Cratyc CeTb Wi-Fi [LononHuTensHo MeKceTesoN sKpaH Cwcrema
OBwwue HACTPOIkK OCHOBHbIE HACTPOIAKK HacTpoiiku BesonacHocTH MAC-dmneTp CTAHUMOHHBIA CTIMCOK WPS WDs JLOMONHUTENBHBIE HACTPOAKI WMM KnueHt
Bintouenne [ Bononrouenne WPS
BrioumTs WPS:

Hudopmanna

PIN-<04 N0 YMOM4EHWID:

WPS cTaTyc:
SSID:

CeTesan ayTeHTUhMKALMA:

Wndposarie:

Kniod wMtpoBaHus:

CoefHHEHHe

CHOHG Ty PHPOREHE
DAP-1150
IWPA-FSK

TKIP

76543210

OBHOEMTL | |CBPOCUTE KOHDMT ypaLLD

MeTon WPS:

PBC -

Coeannute

PucyHok 46

. CmpaHruya dns Hacmpouku yHkyuu WPS.
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Yro0b! akTuBUpoBaTh QyHKuuo WPS, ycranoBure ¢naxok Bknountb WPS u HaxxmuTe KHONKY
NU3meHuTb. Tlpu ycraHoBiaecHHOM (uiakke Ha CTpaHHIIC MOCTYMHBI pasaens MHdopmauua u
CoenunHeHwe.

MapameTp OnucaHue

PIN-kox Touku nocryma. [laHHBIM mapaMeTp HCIONIb3YeTCs IpHU
PIN-koA NoO yMOMNYaHWIO | NOAKITIOYEHUH TOYKM JOCTyHa K YCTPOHCTBY-pErucTparopy s
3ajaHus napamerpos pynkmu WPS.

Cocrostaue ¢pynkuun WPS:

* CKoOHdurypupoBaHOo  (3agaHbl  Bce  HEOOXOAHUMBIE
WPS craTyc HACTPOWKH),

* He CKOHpUrypmposaHo (HEeoOxoaMMO 3a/1aTh
COOTBETCTBYIOILIME HACTPOUKH).

Ha3Banne ceru TOYKH A0CTymna (I/IJ'II/I NnepBOro CErMcHra CCETU B

SSID
Cily4ae pa3/iefIeHUs CETU Ha CETMEHTHI).
CeTteBas Tun cereBoii ayreHTU(UKAIMK, 3a1aHHBIA U CeTH (WM TIEPBOTO
ayTeHTUdMKauus CEerMeHTa CETH) TOYKH JOCTYIIA.
Texymui Tim mudpoBaHus, 3aJaHHBIM IS ceTH (MM TIEPBOTO
WndpoBaHue Y Pp ’ ( P

CETMCHTA CGTI/I) TOYKH JOCTYyIIA.

Texymui xirou mudbpoBaHUS, 3aJaHHBIA JUIT ceTH (WM IEPBOrO
Kniou wudposaHua Y Pp ’ ( P
CEerMeHTa CETH) TOUKH JIOCTyTa.

Knonka ans oOHOBIIeHHsT HHGOPMAIIMK O COCTOSIHUM COEIUHEHUS C

O6HOBUTDL OCCITPOBOJHBIM  YCTPOMCTBOM, IOAKIIOYAEMBIM €  MTOMOIIBIO
¢dbynakun WPS.

Cb6pocutb

P Knomnka copoca mapamerpo ¢pynkiuu WPS.
KoHdurypauumro

Merton ucnonsizoBanus pynkuuu WPS. Bo3mokHble 3HaUeHMS:

Meton WPS PIN — noxkrouenue ycrporicta ¢ momorpio PIN-koza,
PBC - nonkiroueHne ycTpoiicTBa ¢ IOMOIIBIO HaXKaTHsI HA KHOTIKY.
PIN-kom GecripoBOIHOTO YCTPOMCTBA, TOAACPKUBAIOIIETO (QYHKITHIO
WPS.

PIN-kon

ITonme otoOpaxaercst ToNbKO B ciiydae BbiOOopa 3HadeHus PIN B
criucke Meton WPS.
KHomka [yist OJKITF0YeHHsT yCTPOUCTBA K OECITPOBOHOM CETH TOUKH

CoeanHnTb YeTp P

Joctyna ¢ noMouibio pynkuuu WPS.
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JUis yCTaHOBKM JIOKaJIbHOW OecrpoBogHOM cetu ¢ mnomoupio Meroxa PIN ¢ynkuum WPS

BBITIOJIHUTEC IICPCUUCIICHHBIC HUKC JEUCTBUS.

1.

2
3.
4

7.

Veranosute ¢uiaxxok Bknrounts WPS.
Haxxmute kHONIKy UI3MEHUTD.
B none MeToa WPS Bribepute 3naucuue PIN.

Breibepute metox PIN B mporpammHOoM obecriedeHnHr OecTpOBOAHOTO YCTPOICTBA,
HOAKJII0YaEMOro K OeCIIpOBOJHOM CETH.

HaxxmMuTe COOTBETCTBYIONIYIO KHOIIKY Ha KOpITyCE€ HJIM B HPOTPAMMHOM OOECIICYCHUU
OECIPOBOTHOTO YCTPOMCTRA, TOIKIFYaEMOro K OECIIPOBOIHON CETH.

Cpa3zy BBenute PIN-kon, yka3aHHBIN Ha KOPITYyCE MOAKIIOYAEMOr0 YCTPOWCTBA WJIM B €0
nporpaMMHoM obecriedennu, B ojie PIN-koA,.

Haxxmute kHonky COeAMHUTBL B web-unTepdeiice Touku 10CTyma.

Jniss ycTaHOBKHM JIOKaJbHOH OecripoBogHOM ceTn ¢ momomnipio Metona PBC ¢ynkumn WPS

BBITIOJITHUTE IICPEUYUCIICHHBIC HUXKC HGI)’ICTBHH.

1.

2
3.
4

Yeranosute ¢rakok Bknrounte WPS.
Haxxwmure kHonky USMEHUTD.
B noie Meton WPS BriGepure 3naucane PBC.

Beibepute meron PBC B mporpamMmmHOM obecrieueHHH OeCIpOBOIHOTO YCTpPOICTBa,
HOAKJII0YaEMOT0 K O€CIIPOBOJHOM CETH.

HaxxMuTEe COOTBETCTBYIOIIYIO KHOIIKY Ha KOpIyCE€ HJIH B HPOTPAMMHOM OOECIICYCHUU
OECIPOBOTHOTO YCTPOMCTRA, TOIKIFYaeMOro K OECIIPOBOIHON CETH.

Cpasy Haxxmute kHOonKy COeAUMHUTBb B web-rHTepdeiice TOUKH qocTyma.
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WDS

Ha crpanune Wi-Fi /| WDS Ber Mmoxete aktuBupoBars ¢yHkuuio WDS 1 BBIOpaTh peskiM paboThI
JUTISL TaHHOU (DYHKITUH.

Oynaknus WDS no3Bonsier 00beIMHUTS HECKOJIBKO JIOKATBHBIX CETEH C MOMOIIBI0 O€CTIPOBOTHOTO
COCTMHECHUS MEXKTY TOYKAMHU JTOCTYTIA.

D.Link' Cucrema - Asbik -

DAP-1150
Havano Cratyc CeTb Wi-Fi JlononHUTENbHO MexceTeBoH sKkpaH Cucrema
OBwwe HacTporikm (ODCHOBHEIE HECTPOMKK Hacrpoiikn BesenacHocTi MAC-dmneTp CTEHUMOHHBI CrMCOK WPS WDs LononHATENEHEIE HACTPOIAKK WMM KnmneHt
Pestim WDS: Bridge mode  w
uzneckii pexm WDS: oK -
Wndposarmne WDS: MONE
WDS MAC (1):
WDS MAC (2):
WDS MAC (3):
WDS MAC (4):

MzmennTs

PucyHok 47. CmpaHuya 0nsi Hacmpouku ¢yHkyuu WDS.
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Ha CTpaHUIEC MMPEACTABIICHBI CICAYIOIIUC SJICMCHTHI:

MapameTp OnucaHwme

Pexxum ucnions3zoBanus pyHkuuun WDS.
BbikntoyeH — ¢pynkims WDS He akTuBupoBaHa.

Bridge mode — pexum mocta. Touku mocTymna, COSIUHCHHBIC C
MIOMOIIBIO TAaKOTO PEKUMA, OOIIAIOTCS TOJNBKO MEXAy coboil. K HiM
Pexxum WDS HE MOT'YT TOJKITFOUATHCSI 6€CIIPOBOIHBIE KIIHEHTHI.

Repeater mode - pexum mnoBroputens. Touku gocTyrma,
COCJMHEHHBIE C IIOMOILBIO TAaKOr0 pEeXHMa, OOLIAIOTCA MEXITY
co0OM, KpoMe TOro, K HMM MOTYT HOAKIIIOYAThCS OECTpPOBOIHBIC
KITUEHTBHI.

dusnveckuil pekuM Tepeaavyd JaHHBIX MEXKIY TOYKaMH JOCTYIa,
COCIMHEHHBIMHU 110 TexHOooruu WDS.

DU3NIECKMIT PEXMM CCK - tosbko ycTpoiictBa cranaapra 802.11b.

WDS OFDM - Ttonbko ycTpoiicTa cranaapra 802.11g.
HTMIX — ycrpoticta cranmaproB 802.11g u 802.11n.

GREENFIELD - tonbko ycrpoiictBa ctangapra 802.11n.

Tun mmdpoBaHus IS MepeIadn JAHHBIX MEXIY TOUYKaMHU JOCTYIIA,
COeQUHEHHBIMU 0 TexHoioruu WDS.

NONE - mmdpoBanue He HCIIOIB3yETC.
WEP.
TKIP.
AES.

WwndppoBanne WDS

Kimrou nmnms ykazanHoro Bbeimie Tuna mmdpoBanus. Kirou moxker
Kntoy wncgppoBaHns coctosaTh u3 udp u (wim) natuHckux OykB. [lone He oToOpakaercs,
eciu B criucke LUndppoBaHne WDS srineneno 3nauenne NONE.

WDS MAC (1-4) MAC-anpeca yCTpOHCTB, COEOUHSAEMBIX C TOYKOM JOCTyIa IO

Texuosorun WDS.

ITapameTpsl gk WDS., omnpenensemMple  Ha NAHHOH CTPAaHMIIE, IODKHBL OBITH

OAWHAKOBBIMHU JJIA BCEX COCANHACMBIX YCT[QOP'ICTB. K[)OMC TOro, HCO6XOQI/IMO 3a4aTb OJAUH
u 1ot e kaHai (Ha crpanuiie Wi-Fi / OCHOBHbI€ HACTPOMKM).

[Moce 3aanust HEOOXOAUMBIX MTAPAMETPOB HAXMUTE KHONKY U3MEHUTD.
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[dononHutenbHble HACTPONKHU

Ha crpanune Wi-Fi / [JononHuTenbHble HACTPOMKU Brl MoOkeTe ONpEneinuTh
JIOTIOJTHUTENIHHBIC TTapaMeTPhI, BIUSAIONINE Ha padoTy Barmeit 6ecipoBoaHOMN CeTH.

' H3MeHeHUs mapaMeTrpoB HA JAHHOM CTpaHMIIE MOTVT OKA3aTh HETATMBHOE BIWSHHUE HA
®  Bamy 6ecpoBOIHYIO CETh.

D.[ ink““ CucTena - Aseik -

DAP-1150

Hauano Cratyc CeTb Wi-Fi [LononHuTensHo MexceTesoi skpaH Cwcrema

OBwme HACTPOIkK OCHOBHbIE HACTPOIAKK HacTpoiiku BesonacHocTH MAC-dmneTp CTAHUMOHHBIA CIMCOK WPS WDs JloNONHHT ENbHBIE HACT POAKH WMM KnueHt

Station Keep Alive: i)

Beacon nepuoa: 100

RTS nopor: 2347

Frag nopor: 2346

DTIM nepuos: 1

TX MOWHOCTb: 100

BG zawwmTa: Auto -
LkpuHa kaHana: 20/40MHz - -

TX npeambyna: Long Preamble  +

WsMeHUTE

PucyHok 48. CmpaHuuya 0ornosiHumesibHbIX Hacmpoek 011 6ecripogodHoU cemu.

Ha CTpaHULC MMPEACTABIICHBI CICAYIOMIUC SJICMCHTHI:

MapameTp OnucaHue

WuTtepBan (B ceKyHZax) MexXay IPOBEPKaMU aKTUBHOCTHU
Station Keep Alive OCCIPOBOAHBIX YCTPOKMCTB, BXOAAIIUX B JIOKAJIbHYIO ceTh. Ecim
3a7aHo 3HaYeHue 0, MpoBepKa HE BBITOIHAETCS.

WnTepBan (B MWIIMCEKYHJAaX) MEXIY OTIPABKOM IAaKETOB JUIS
Beacon nepuop .
CUHXPOHU3AIMHN O€CTIIPOBOIHOM CETH.

MuHuMaIbHBI pa3sMep mmakera (B OaiTax), I KOTOPOTO OyIeT
RTS nopor P P ( ) P A
nepenaBarbest RTS-kanp.

MaxkcumanbHbIil  pa3smep HedparMeHTUpyeMoro (HeIeiarMoro)
Frag nopor nakera (B Oaiitax). [lakeTsr OombIero pasmepa (GpparMeHTHPYIOTCS
(pa3buBaroTCsS Ha YacTH).

[lepuon Bpemenu (B cekyHAax) Mexay otnpaBkoi DTIM-
cooOmieHust (yBEIOMJICHUS O TOCIEIYIONIEH MHUPOKOBEIIATEIHHOM

DTIM nepwuo . .
puoA (broadcast) wnm rpynmoBoi (multicast) mepemade) m mepenadei
JTAHHBIX.
TX mMowHoCTb MourHocTh nepenaTurka (B IpoIeHTax).
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MapameTp OnucaHue

OyHkuMg 3ammThl  ycTpoicTB crangapra 802.11b u 802.11g
UCHOJb3YETCA ISl YMEHBLICHUS] KOJIMYECTBAa KOH(IMKTOB MEXIY
ycTpoiictBamu Bainei 6ecripoBOHON CETH.

Bo3MmoxHBIE 3HAUEHUA

Auto - GyHkIusS 3amUTBl  BKJIIOYACTCS M BBIKJIOYACTCS
aBTOMAaTUYECKU B 3aBUCUMOCTHU OT COCTOSIHUS CETH (PEKOMEHYeTCs,
ecnii B Bameit cetm ectp ycrpoiictBa cranmapra 802.11b u
ycTpoiicTtBa cranmapta 802.11g),

BG 3awuTa

Always On — (yHKIus 3aIMTHI BCerlia akTUBHA (Takas HaCTpOMKa
MOXET CYIIECTBEHHO CHU3UTH MPOU3BOAUTEIFHOCTh OECIIPOBOIHON
CeTH),

Always Off — GpyHkius 3amuTel BCera HeakKTHBHA.

[[Iupuna kaHana ansa yctporcts ctangapra 802.11n.

20MHz - ycrpoiictBa cranmapra 802.11n paboTaroT Ha KaHaigax

mpuHoit 20 MIw.
40MHz — ycrpoiictBa cranmapra 802.11n paboraroT Ha KaHajax
mpuHoi 40 MI .

LLivpuna kaHana 20/40MHz - - ycrpoiictBa cranmapra 802.11n paboraroT Ha

kaHanax mupuHOW 20 MI'm m 40 MI'm (kaHanm oObemuHsIETCS C
MIPEIIIECTBYIOUIUM CMEKHBIM KaHAJIOM).

20/40MHz + - ycrpoiictBa cranmapra 802.11n pabotaroT Ha
kaHaymax mupuHOo 20 MI'm m 40 MI'm (kaHan oOBeOUHSETCS CO
CIIEIYIOIIMM CMEXHBIM KaHAJTIOM).

JlanHplii mapamerp ompenenser mHy Onoka CRC-mpoBepky,
[IepeaaBaeMoro  TOYKOM  JIOCTyma HpU  B3aUMOACWUCTBUM €

6eCHpOBOI[HBIMI/I YCTPOﬁCTBaMH. Bo3MoxxHBIE 3HaUCHUS:

TX npeambyna Long Preamble — naunnsii 6110k,

Short Preamble - «koporkuii Onok (maHHOE 3HaYCHHUE
PEKOMEH/TyeTCsI TS CETH C MHTEHCUBHBIM TPa(QuKOM).

[Mociie 3MeHEeHUs TApaMETPOB HAKMHUTE KHONIKY ASMEHUTB.
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WMM

Ha ctpanuiie Wi-Fi / WMM Bsi moxeTe aktuBupoBath pynkuuio Wi-Fi Multimedia (WMM).

Oynkiuss WMM peanusyer mexanusm QoS uiss OecripoBOmHBIX coenuHeHHid. OHa TO3BOJISET

yAy4YIIUTh KauecTBO Iepernadd JAaHHbIX mo Wi-Fi-cetm 3a cyer Ha3HaueHUsT NPUOPUTETOB
Pa3IMYHBIM TUIIAM Tpaduka.

Yro6s! BKITHOUNTH QyHKIHIO WMM, ycranoBute ¢uaxkok WMM u Haxxmute kHonky MSMEHUTb.

D-Link Cucrema - Asbik -

DAP-1150

Haqano CraTyc Cetb wWi-Fi JononHUTENBHO MeRceTeBoM SKpaH Cucrema

OBLUHE HACTPOIKK (OCHOBHEIE HACTPOIKK HacTpoiikn fezonacHocTH MAC-tuneTp CTAHLOHHEIR CTMCoK WPS WDS [ononHUTENEHEIE HACTPOIKK WHMM KnueHT

WMM:

MapaMeTpbl TOUKK AOCTYNA

AC Aifsn CWHin CWHMax

Txop ACM Ack

AC_BK 7 1 - 1023 0 = =

AC_BE 3 15 - 83 v 0 ] B

AC_VI 1 7 15 - 94 B B

AC_NO 1 I 7w 47 = =

B T B I e e e

AC Aifsn CWHMin CWHMax Txop ACM
AC_BK 7 15 v 1023 ¥ 0 =
AC_BE 3 15 + 1023 - 0 ]
AC_VI 2 7w 15 - 94 ]
AC_VO 2 3w 7. 47 (]

MsMEHUTE

PucyHok 49. CmpaHuua 0nst HacmpoUku gyHkuuu WMM.

B cucreme 3ajaHpl  Bce  HEOOXOAMMEBIE ITapaMeTphl  JUIA gk WMM. He

u PCKOMCHAYETCA MCHATDH H&CT[!OﬁKH, OMPEACJICHHBIC M0 YMOJYAHUTO.

Oyakuus WMM no3BosisieT Ha3Ha4YaTh MPUOPUTETHI IS YETHIpEX KaTeropuil moctymna (Access
Category, AC):

AC_BK (Background, gonoswiii pexcum) — Tpapuk ¢ HU3KHM MPUOPUTETOM (3a7aHUS Ha
nevarsb, 3arpyska (aiios, mp.);

AC_BE (Best Effort, nyuwee kauecmeéo u3 6803mM0dcH020) — TpapuK OT yCTapeBINUX
YCTPOICTB UM YCTPOUCTB U MPUIOKEHUH, KOTOpBIE HE MOAIepKUBatoT GyHKIHI0 QoS;

* AC_VI (Video, nepeoaua suoeo);
*  AC_VO (Voice, nepeoaua zonoca).

[TapameTpsl KaTeropuii noCTyma oOHpeAeieHbl Kak Juid caMo TOYKM JocTyna (B paszgene

MapameTpbl TOYKN AOCTYNA), TaK u 1yl OSCIPOBOIHBIX YCTPOWCTB, MOMKIIOYCHHBIX K HEl (B
paszznesne MapameTpbl cTaHLUMMK).
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I[J'I}I KaXk10M KaTeropruu A0CTYyIa JOCTYIIHBI CIICAYIOIIHEC ITapaMCTPHhI:

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kosgpguyuenm
nepemMeHH020 MeNCKadpo8o2o UHMepaad.

Aifsn OTOT mapaMeTp BIMSET HAa BPEMEHHYIO 3allepKKy i1 JaHHOU
KaTeropuu AocTymna. Yem MeHbIle 3HaYeHUE JaHHOTO MapaMeTpa,
TEM BBIIlIE TPUOPUTET KATETOPUH TOCTYTIA.

Contention Window Minimum — MuHumanibHulii pamep OKHA
KOHKYPEHMHO20 0OCHYNA.

Contention Window Maximum — maxcumanvhviii pazmep OKHA

KOHKYPEHMHO20 00CMYNA.

CWMin/CWMax OTH napaMeTpbl BIMAIOT HAa BPEMEHHYIO 3aJ€PKKy A JaHHOU

kareropun jgoctymna. 3Hauenue nons CWMax He 10mKHO OBITH
MmeHbie 3HadeHus moisi CWMin. Uem meHbllie pa3HHIIAa MEXIy
sgauenueM nons CWMax u 3nauenuem mons CWMin, tem Buimre
MPUOPHUTET KATETOPHUHU JTOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb Nepedayu OaHHBIX.

Txop Uem GoJbllle 3HaY€HHUE JAHHOTO MapaMeTpa, TEM BbIIIE IPHOPUTET
KaTeropuu J0CTYTIA.

Admission Control Mandatory — obsi3amenvhblii KOHmMpOIbL OONYCKA.

ACM Ecmmn (1).]'[8.)1(01( YCTAHOBIJICH, YCTPOﬁCTBO HE MOXCET HCIIOJIb30BAaTh
JAaHHYI0 KaTCropuro JO0CTyIIa.

Acknowledgment — noomeeporcoenue npuema.

PeaKm/m Ha 3alpocChl OTKJIMKa BO BpeEMA MNepcaadd JaHHbIX.
OTtobpaskaeTcst ToIbKO B paszzeie MapameTpbl TOYKM fgocTyna.

Ack Ecnmu  ¢naxkok HE yCTaHOBJIEH, TOYKa JIOCTyla OTBEYaeT Ha
3aIpOCHI.

Ecan q)naxcm( YCTAaHOBJICH, TO4YKa JOCTyIla HE OTBCYACT HaA

3aIpOCHI.

ITocne usmeneHus napaMeTpOB HAKMUTE KHOIIKY N3meHunTb.
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KnueHrt

Ha ctpanuiie Wi-Fi / KnueHT B pexxume Touku moctyna Bel MokeTe HACTPOHUTH YCTPOHCTBO ISt
MOKITIOYEHHUS K OECIIPOBOIHOM TOYKE TOCTYIIA.

DyHKIUSA «KIUEHT» B PEXKUME TOYKHM JOCTyNa IMO3BOJISIET Ucnoib3oBaTh DAP-1150 B kadecTBe
KJIMEHTa OECIIPOBOTHON CETH M B KQU€CTBE MOBTOPUTEIISE OECITPOBOIHOM CETH.

Jns  ucnonb30BaHMA TOYKM JIOCTYNa B KauecTBE IOBTOpUTENs OecnpoBogHOW cetu Bawm
HEO0OXO0/IMMO HACTPOUTH OJIHA U T€ K€ MapaMeTpbl OECIPOBOJHOTO COSAUHEHUsS (Ha3BaHUE CETH,
napaMmeTpsl mudpoBanus, kanain) 11 DAP-1150 u ynaneHHOH TOYKH 10CTYTIA.

JIist MCroNb30BaHUS TOUKH JOCTyIAa B KaueCTBE KJIMEHTa OECIpOBOJHON ceTH Bam HeoOxommmo
HACTPOUTH OJMH U TOT ke KaHai OecrnpoBogHOTO coenuHenus st DAP-1150 u ynaneHHo# ToukH
nocryna. [pyrue mapamerpsl 6ecripoBogroii cetn DAP-1150 He 3aBUCAT OT HACTPOCK yIaIeHHON
TOYKH JIOCTYTIA.

{

Internet } —

BecnpoBogHas

TOYKa AOCTyNna
aocty « \\\Hh#’f’

(7
DAP-1150 fv )))) (((f w

PucyHok 50. lNodknrodyeHue DAP-1150 e pexxume moyku docmyra 6 kadecmee KIueHma.

Uto6sl ycTpoiicTBa 3 JokaiabHOM ceth DAP-1150 momywamu IP-agpeca or DHCP-cepsepa
YAQJIEHHOM TOUYKM [JOCTyla WJIM CEeTH, HEOOXOIMMO OTKIoUNTh BeTpoeHHbli DHCP-cepsep
yerpotictBa. s atoro mepeiigure Ha crpanuiy CeTb / LAN u B pasnenc DHCP-cepBep B
packpbiBafonieMcsi criicke PeXWM BoiOepute 3HaueHue 3anpPeTUTb U HAKMHUTE KHOMKY
CoxpaHuTb.
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D.LinkL Cucrena - Asbik -

DAP-1150
Hauano Cratyc CeTb Wi-Fi JlononHuTENbHD MewceTeBol skpaH Cucrema
OBlme HACTPOikK OCHOBHEIE HACTPOIKK HacTpoiiku BesonacHocTK MAC-hu1neTp CTEHUMOHHEI CIMCOK. WPS WDS LononHUTENEHEIE HACTPOIKI WMM Knnent
BRMIOWHTE?

CnucoK GecnpoBogHbIX ceTel

HocTynHeIx caTeli: 17
HemssecTHbIx ceTeii: a
SSID BSSID BecnposogHoil pexmm Kanan Ceresan ayTenTndmnrawmn YpoBeHs cirsana
Develop 00:1B:11:30:2C:62 802.11b/g 1 [WPAZ-PSK] [TKIF] aill (100%)
DIR-300NRU 00:26: 5A: 2E:EA:AD 802.11bfg/n 1 [OTkpeITaA ceTe] il (85%)
DIR-456 802.11bjg 1 [OTkpbiTan ceTs] [WEP] il (100%)
DIR-620 802.11bfgin 1 [OTepeiTan ceTs] ot (55%)
DIR-320NRU 00:22:44:55:66: 77 802.11bfg/n 1 [OTkpeiTan ceTe] aill (100%)
DIR-620 F0:7D:68: 76:BC:C0 802.11bfg/n 1 [OTkpeITaA ceTe] il (100%)
DIR-615WPS 00:94:44:02:05:0C 802.11bfg/n 1 [WPAZ-PSK] [AES] all (100%) =
DIR-615bu 00:90:4C:08:00:0C 802.11bfg/n 1 [OTkpeiTan cete] aill (100%)
DIR-520 00:0D:56:64:52:22 802.11bfg/n 1 [OTkpeITaA ceTe] il (100°%)
dlink 103 00:22:B0:B5:AA:6C 802.11bfgfn 1 [OTkpLITan ceTs]  (34%)
DIR-615RLI 20:10:52:19:58: 36 802.11bjg [ [WPA-PSK/MPA2-PSK mixed] [AES] all (100%)
DIR-632 5C:D9:98:63:F5:88 802.11b/g & [OTkpeiTan cete] aill (100%)
DSL-2750U 1C: 7E:E5:B4:08:DC 802.11bfg/n B [OTkpeITaA ceTe] il (100°%)
DSL-2640U 34:08:04:EB:87:84 802.11bfgfn & [OTkpLITan ceTs] il (100%)
DIR-615 00:90:4C: 24:E2:40 802.11bfgin 11 [OTkpeTan ceTs] ot (55%)
dlink 1360 1C: 7E:E5: 2F:84:A8 802.11bfg/n 13 [OTkpeiTas cete] il (76%%)
dvg-wifi-test 34:08:04:E2:19:D1 802.11bjgfn 13 [OTkprITan ceTh] il (55%)
S5I0:
BSSID:
CeTesan ayTeHTUDMKALMS: Open -

Hacrpoiikn wndposanns WEP

BRMOYHTE WidpoBaHHe WEP: |:|

PucyHok 51. CmpaHuya 0nst HacmpoUku mo4yku docmyra 8 kadecmee KrueHma.

UYroObl HACTPOUTH YCTPOMCTBO B Ka4eCTBE KIHMEHTa, ycTaHoBuTe (uaxox Bkmountb. Ilpu
YCTaHOBJICHHOM (pi1a’kke Ha CTpaHHIIe 0TOOPAXKAIOTCS CIEAYIOIINE DIIEMEHTBI:

SSID Ha3zBaHue ceTH, K KOTOPOH MOAKITIOUAETCS TOYKA JOCTYIIA.

VHUKaTBHBIA UICHTH(PHUKATOP CETH, K KOTOPOH MOIKIIOYAeTCS TOYKA

BSSID

J0CTyTA.
CeTteBas Tun cereBoit ayTeHTH(PUKAIIMK B CETH, K KOTOPOU IMOJKIIOYACTCS
ayTeHTUdMKauus TOYKA JOCTYIIA.

Jlns tunoB cereBoit ayrentudukaimn Open u Shared Ha cTpanuiie 0TOOpaxarTCs CICAYIOIINE
OJIA:

MapameTp OnucaHue

Onaxok ans akruBaiuun WEP-mmdpoBanus. [lpu ycraHoBieHHOM

Bknountb ¢diraxxke Ha cTpaHmie oroOpaxkaercs moie Homep knrya no

wudpposaHue WEP yMonyaHur u yeteipe nons Knwou wudposanua WEP. [lns
tuna ayreHtudukauu Shared draxok Bcerna ycraHOBICH.
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PyKOBO,ElCTBO nonb3oBarend TOYKM gocTyna
MapameTp OnucaHue
Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbIi OyleT MCHOIb30BaThCS
yMoOn4yaHuio st WEP-mudpoBanusi.

Kmoun ans WEP-mmdpoBanus. [Ipu mmdpoBaHuHd HCTIONB3YETCS
KJIF0Y, HOMEp KOTOPOTO yKa3aH B packphiBatomemcs crcke Homep
Knto4ya no ymonyaHuro. HeoOxonuMo 3amonHuTh Bee moist. Bol
MOXETE 33aBaTh KIIOYH JUIMHON 5 unu 13 cumBoioB (1udp u (nmm)
JIATUHCKUX OYKB).

Jns TunoB cereBoit ayreHtudukanuu WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIE OTOOPAYKAFOTCS CIICTYIOIINE TOJIS:

MapameTp OnucaHue

WPA-wundpoBaHue Mexanusm mmdpposanus: TKIP, AES nwiu TKIP+AES.

Knwoy wndcppoBaHus
WEP (1-4)

Knwou wndcppoBaHus Kirou s WPA-mmdpoBanus. Kirou MOXET cocTosTh U3 1Udp U
PSK (WM) TATHHCKUX OYKB.

[Tociie M3MEHEeHUs TApaMETPOB HAKMHUTE KHOIKY USMEHUTB.

Kpome Ttoro, mpu ycraHoBiieHHOM (Quaxkke BKMWOYMTL Ha cTpaHuile 0TOOpa)kaeTcs CIHCOK
JOCTYIHBIX OSCIpPOBOAHBIX ceTeil. B mone HeM3BeCTHbIX ceTen yka3aHO KOJIMYECTBO CKPBITHIX
0OECTIPOBOHBIX CETEH.

UroObl Ha cTpaHHIle 0TOOpa3MiIach caMasi akTyasbHas MHPOPMAIHs O JOCTYIMHBIX OSCIPOBOIHBIX
cersix, HaxmuTe KHonky Monck cetem.

YTOOBI MOAKIIIOUUTHCS K KaKOW-TMOO CETH M3 CIUCKA, BBIICIUTE HEOOXoAuMyto ceThb. [Ipu 3ToM B
nonss SSID, BSSID u CeTeBas ayTeHTU(MKaLMA OyayT aBTOMATHYECKH IOJCTABICHBI
COOTBETCTBYIOIINE 3HAYCHHSI.

Jns Tuna ayrentudukanua Open 0e3 mudpoBanus HOKMHUTE KHONKY ASMEHUTB.

Jns tunoB ayrenTudukaimu Open ¢ mmdposanrem u Shared Brioepute He0OX0TUMOE 3HAYCHHE
B ciricke HOMep knroya no ymonyaHuio u 3anoiaaute 4 nois Knwoy wncgpposanHmna WEP, a
3aTeM HaXMHUTE KHOTIKY MI3MEeHUTD.

Just tunoB ayrentudpuxaimun WPA-PSK, WPA2-PSK umu WPA-PSK/WPA2-PSK mixed
sanonaute nosne Knoy wndposanma PSK u naxmure knonky USMEHUTD.

IMocne Toro kak Bwl Haxanun kHomky WM3MeHUTb, kanan OecnpoBomHOoW cet DAP-1150
MEePEKITIOYUTCS Ha KaHal OECIPOBOAHOM TOYKH TOCTYIA, K KOTOPOIl MPOM30IILIO MOAKITIOUEHHE.

B cnywae ycmnenrHoro monukioueHHs pAIOM C MACHTU(UKATOPOM CETH, K KOTOPOil MOAKIIOYeHa
TOYKA JIOCTYIIA, 0TOOPa3UTCs 3€JCHbII UHAUKATOP.
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PyKOBO,ElCTBO nonb3oBarens TOYKM gocTyna

HononHumernbHo

JlaHHBI pa3aen npeaHa3HaueH JUIsl IEPEKITI0UYEeHUs peKUMOB paboThl yCTPONUCTBA.

Pe)XxuMm yCcTpoucTBa

Ha crpanuiie [lononHutenbHo / Pexxum yctpomcTBa Bbl MokeTe M3MEHHUTh TEKYIIUH PeXUM
paboThI yCTpOiicTRa.

D-Link Cucrena - Askik -

DAP-1150

FE STV Ser i R

Pexonm ycr poiicTBa

Hacrpoiika pexxuMma paboTbl ycrpoiictea

Pestim paboTer:

PucyHok 52. CmpaHuua ebibopa pexuma pabomsi ycmpolicmea.

UroObl MEpeKIIYHTh YCTPOHCTBO B JIDYrOM peXuM, BbIOepuTe 3HaucHue PoyTep B
packpbiBarorieMcsi cricke PeXuM paboTbl u Haxkmute kHONKy M3MEeHUTb. 3arem BbiOepuTe
3HaueHne Coxp. u MNMepes3arpy3nTb B MeHIO, KOTOPOE OTOOpaXKaeTCsl MPU HABEICHUH yKa3aTels

MBIIIK Ha Haamuch CMCTEeMa B MpaBOM BEpPXHEM YINIy CTPAHUIIBI, U JOXKIAUTECH Mepe3arpy3kd
YCTPOMCTBA.

! IIpoBoaHOE MOAKIIOUEHUE K VCTPOUCTBY B PEKHUME MapIITPYTHU3ATOPa HEIOCTYITHO.
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Me>xcemeeou akpaH

B nannom pa3aciie MCHIO Br1 MmoxxeTe HAaCTPOUTHb MEKCETEeBOM 9KpaH TOYKH JOCTYyIIA.

MAC-punbTp

Ha crpanuiie MexceteBon akpaH /| MAC-cunbTp Bel MokeTe HACTpOWUTH (HIBTPAIMIO TT0
MAC-anpecam a1t KOMIBIOTEPOB B JIOKAJIbHOM CETH TOYKU JOCTYIIA.

D-Link Cucrena - Askik -

DAP-1150

Havano CraTyc CeTb Wi-Fi LonanHdTEensHO MemceTeB0l 3Kpan CucteMa

MAC-dmnbTp

Hacrpoiika MAC-dmunbTpa

3Aecy Bai MOKETE JOORRNAT, PEAIKTHDOBATS i YAANATE 3APEC3

MAC-appec Lefcrene

PucyHok 53. CmpaHuua Mexxcemeeol 3kpaH / MAC-gpunsmp.
YroOsl 3a7aTh HOBBIH aapec st MAC-buibTpa, HaxxMuTe KHONIKY [l00aBUTD.
= - MCcTema b 3bIK -
D-Link : ;
DAP-1150
Havano Cratyc CeTb Wi-Fi NononHATENLHD MesxceTeBol SKpan
MAC-dmneTp
JPeRAKTHPOBAHNE MAC-GAPECE e e e e e e e
MAC-anpec: <BuifepuTe anpec> -
OeftcTeme: PaspewmTs v

PucyHok 54. CmpaHuua 0obasneHusi adpeca 0nsg MAC-¢gbunbmpa.

Ha otkpeiBiuelics ctpanuue BBeaute MAC-aapec ycTpoiicTBa U3 JIOKAJIBHOM CETH TOYKH JOCTyIa B
noe MAC-agpec. Brl Moxere BbIOparTh yCTpPOMCTBO, MOJKIIOYEHHOE K JIOKAIBHOW CETH TOYKU
JIOCTyIa B JaHHBI MOMEHT. /{151 3TOro B pacKpbIBAIOIIEMCSI CIIUCKE, PACIIONIOKEHHOM CIpaBa OT
noysi, BeIOepuTe cooTBeTcTBYOmU MAC-anpec (mpu 3TOM IOJie 3aMOJHUTCS ABTOMATUYECKH).
Manee B mone [leMcTBUE BoiOepuTe 3HaUeHHE 3ANPETUTb. 3aTeM HaXKMUTE KHONIKY UBMEHUTD.

Uto0s! ynanuTh Kakou-11b60 agpec u3 cnucka MAC-aapecoB miist pribTpaiuu, BIACIUTE CTPOKY C
cootBeTcTBYyrOmUM MAC-anpecoM. Ha OTKpBIBIIEHCS CTpaHUIE HAKMUTE KHONKY YAANUTb.
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Cucmema

B nanHoM pasnene MeHIO BBl MOJKETE BBITIOJIHUTD CIICIYIONINE CHCTBUS:
*  W3MCHUTH MMAPOJIh JIJIS JIOCTYIA K HACTPOHKAM TOYKH JIOCTYIIA;
*  COXpPaHUTh TEKYIIHEC HACTPOWKH B YHEPTOHE3aBUCUMOM MaMSITH;
* cJenarh Pe3epBHYIO KOMHIO KOH(QUTYPALIMU TOYKHU JIOCTYIIA,
* BOCCTAaHOBUTH HACTPOUMKH M3 KOH(DUTYpPAITMOHHOTO (haiina;
*  BEPHYTH TOUKY JIOCTYIIA K 3aBOJICKUM HACTPOUKAM;
*  MPOCMOTPETH KYPHAT COOBITHIA;
*  OOHOBHTBH MPOTPAMMHOE 00ECIICUCHHE TOYKH JOCTYIIA;

*  pa3pelIMTh WM 3aPETUTh AOCTYI K TOUKe nocTtyna 1o nporokony TELNET.

Maponb agMMUHUCTpPATOpa

Ha crpanunie Cucrtema / Naponb agMuHUcTpaTopa Brl MokeTe M3MEHHUTH MApOJIb YYETHOU
3allUcy aJMUHHUCTpaTopa id JocTyna K web-uHTepdelicy Touku goctynma W s JOCTyna K
HacTpoiikam 1o nporokoiny TELNET.

' HacrosrensHo PEKOMCHAYETCA M3MCHUTH IAPOJIb y‘ICTHOﬁ 3alCy aJIMUHHUCTPATOPA IIPU

E  [IepBOHAYAJIHLHOW HACTPOMKE VCTPOWMCTBA JUIS MOBBINICHUS O€30IMaCHOCTH.

D.Link Cncrema - Azbi hd

DAP-1150

Havano Cratyc CeTb Wi-Fi AonanHATENLHD MemceTesoi skpaH CucTtema

Napone agMuHkcT paTopa Kondwrypawia Hypran cobemui ObHosneHmre MO Tenner

¥CTaHOBKA CHCTEMHOI0 napons

HEMEHEHHE CHCTEMHOMD MADOAR i TEPONS Web-HHTEPPEMEa MPOHCXOUT OAHOBDEMERHD

WMA MONB30BATENR:  sdmin
MNapons:

MoaTeepXAEHME:

CoXpaHuTe

PucyHok 55. CmpaHuuya usmeHeHus naposnsi aBMuHuUcmpamopa.

Beenute HOBbIM mapons B mons [laponb u lMoarBepXaeHue. 3aTteM HaXMUTE KHOIKY
CoxpaHuUTb.
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Kondurypauums

Ha ctpanunne Cuctema / KoHdumrypauma Bel Mokere COXpaHHTh M3MEHCHHBIC HACTPOWKH B
SHEPrOHE3aBUCHMOW MaMSITH WM BOCCTAHOBHTH 3aBOJICKHUE HACTPOMKH TOYKH JOCTYIA, a TAKKE
CO3[aTh PE3CPBHYIO KOIHMIO TEKYIICH KOH(PHUrypalid HIX BOCCTAHOBUTH PaHEE COXPAHCHHYIO
KoH(UTyparuto u3 daiia.

D-Link' Cucrema - Azt -

DAP-1150

Havano Cratyc CeTb Wi-Fi AonanHATENLHD MemceTesoi skpaH CucTtema

MNapons agMUHMCTPETOPS Kondmrypauns MypHan cobermii OBHoeneHre MO TenreT

CoxpaHeHie TeKyLWER KoHGUrypaLmm:

BOCCTHOBNEHUE 33B00CKHX HACTPOEK!
CDXDBHEHME TEKVLIJ.EF‘ KDHdJVIV'\}'DELMVI B Peseps. KOnNua
thaltne:

3arpyska paHHEE COXDAHEHHON BoccraHoBuTs

KOHDMMYPELIN B YCTPORCTED!

PucyHok 56. Cmparuuya Cucmema / KoHghuaypauyus.

Ha cTpanurie 70CTYIIHBI CIICAYIOIINE KHOTIKH:

dneMeHT OnucaHue

KHonka [y1si coxpaHeHUs] HACTPOEK B YHEPrOHE3aBUCHUMOM MaMSTH.
CoxpaHuTL OO0s13aTeIbHO COXpAHSANUTE HACTPOWKH IOCIE JIFOOOTO HM3MCHCHHUS
IapaMeTpoB TOYKH A0CTyla. B IPOTHUBHOM cCily4ae Ipu anrapaTHOU

nepe3arpys3Kke Bce U3MEHEHHUsI OyIyT yTepSHBI.

Knonka mis cOpoca HACTpOeK TOYKH JOCTyHa K 3aBOJCKHM
" CTaHOBKaM. UM BapHaHTOM CcOpoca HACTPOCK SBISICTCS
3aBoacKne HaCTPOUKU Y HApyr P P p
ucrionb3oBanue kKHomku RESET (cm. pasgen Coxpanenue u

eoccmanoenenue Hacmpoek, ctp. 29).

KHonka nans coxpaHeHHMs KOH(QUIypallMd Ha JIOKAJIbHOM JHCKE
Pe3seps. konusa KoMmnbloTepa. HaxmuTe KHONKY U CleIyHTe HHCTPYKUUAM
JINAJI0TOBOTO OKHA.

Knomnka ans 3arpy3ku paHee COXpaHEHHOW KoHpurypamuu (Bcex
napaMeTpoB TOYKHU JOCTyNa) C JIOKAJIBHOTO JUCKAa KOMIIBIOTEpA.
BoccTraHoBUTBL P P yna) . pv
Kuomka O630p mo3Bonsier BbIOpaTh  (ailli  coXpaHEHHON

KOH(bI/IpraI_[I/II/I Ha JIOKAJIbHOM AMUCKE KOMIIBIOTEpA.

Omneparn, BBIMTOIHSIEMBIC C TOMOIIBIO KHONMOK CoOXpaHuTb, 3aBOACKME HACTPOMKW u
Pe3epB. KONuUs, Takxke JOCTYIHBI B MEHIO, KOTOPOE OTOOpa)kaeTcs MPH HABEICHUM yKa3aTess
MBI Ha HAAIIUCh CVICTeMa B IIPaBOM BCPXHEM YITIy CTpAHUIIBI.
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PyKOBO,ElCTBO nonb3oBarens TOYKM gocTyna

XXypHan cobbiTni

Ha crpanunie Cuctema / XKypHan coObITUN Bbl MoxeTe HACTPOHMTH MapaMeTphl KypHala
COOBITH, a TaK)Ke HACTPOUTH Mepeaady KypHalla Ha BHEIIHUHN y3ell.

D.Link- Cucrema - Asbik -

DAP-1150

Havano Cratyc CeTb Wi-Fi NononHATENLHD MeswceTesoi skpaH (ucTtema

Mapons agMUHMCTPaTOPa Kordwirypauma MWyphan cobuiTwil Obxosnenne NO TenHeT

Kordurypawms HypHan

HypHanmposaHme:
TN #YPHANMPOBAHHA: NoKENGHBIA U yAaneHHbId v

YpoBEHE YPHAMMPOBAHAA: WHthopMaLmoHHbIE cooBleHna -
Tun anpeca cepsepa: P -
Cepeep:

Mopr: 514

PucyHok 57. CmpaHuua Cucmema / XKypHan cobbimul. 3aknadka KoHghuaypayusi.

UroOsl paspemuTh HOpMHPOBAHUE KypHAIa COOBITHH, Ha 3akinaake KoHdurypauma ycranosure
dnaxok XKypHanupoBaHue. 3arem 3a1aiiTe HEOOXOJMMbIC TTAPAMETPBI.

AneMeHT OnucaHue

B packpeiBaromemMcst  CIIUCKE  BBIOEPUTE HEOOXOOUMBIH  THII
KypHAIUPOBAHMSL.

* JloKanbHbIN — XypHall COOBITHII XPAaHUTCSA B IMAMSATH TOYKH
nocryna (otoOpaxkaercs Ha 3aknanke XXypHan). [Ipu BeiGope
3TOr0 3Ha4YeHHs oI TUM appeca cepBepa, CepBep u

TN XypHaNUpPoBaHus MopT =e oTobpaxkaroTcs.

* YpaneHHbIW — >xypHad COOBITHH TiepeqaeTcss Ha y3ell,
3amanublii B moie CepBep.

* JlokanbHbIN U yAaneHHbIN — XypHaJl COOBITUN XPAaHHUTCS
B MaMsATH TOYKH JOCTyma (OToOpaXkaeTcss Ha 3aKiIajike
XypHan) u nepenaercs Ha y3en, 3aaHHblii B oje CepBep.

YpoBeHb Tun cooOieHuil U NpenynpexxaeHu, KOTopble OyLyT 3aHOCUTHCS B
XypHanupoBaHus XKYpHAaJ COOBITHH.

B packpsiBaromemcst ciincke Boioepute 3HadeHue P, utoObl 3amarh
Tun agpeca cepBepa | [P-aapec y3na u3 jokanbHON wiu mnobdanpHoi cetw, win URL,
yToOBI 3a71aTh URL-aapec ynanenHoro ceppepa.

IP- umu URL-anpec y3ma u3 JIOKaJbHON MM IMTOOATBHON CETH, Ha

Cepse
PBep KOTOpBIH OyJIeT nmepenaBarhes )KypHasl COOBITHH.
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AnemMmeHT OnucaHue

IMopr y3ma, 3amanHoro B moje CepBep, Ha KOTOpHIA Oyuer
MopT nepefaBaTbes JKypHas coObITHi. [1o yMom4aHuIo 3a/laHO 3HaYeHHE
514.

[Mocne 3aanmst HEOOXOAUMBIX MTAPAMETPOB HAXMUTE KHONIKY U3MEHUTD.

Yt00BI 3ampeTuTh (HOPMHUPOBAHUE KypHAIa coObITHI, cHUMUTE (uaxok XypHanupoBaHue, a
3aTeM HaXMHUTE KHOTIKY UI3MEeHUTD.

Ha 3akmanke )KypHan OTO6pa)KCHBI CO6LITI/I$I, KOTOPBIC Bbl BhIZENMIN B CIHCKE ypOBeHb
XypHarimpoBaHuA.

D-Link el

DAP-1150

Havano Cratyc CeTo Wi-Fi AononHATENsHD MesrceTEE0i sKkpaH Cucrema

MNaponk aAMUHKCTPETOPS KoHdwrypaLs Wyphan cobbiTwil OfHoEneHMe MO TenHet
Kordurvoauus HKypHan

Jan 103:03:19 syslogd started: BusyBox v1.19.2

ObHoeuTs | |3Kcnopt

PucyHok 58. Cmparuuya Cucmema / XypHan cobbimull. 3aknadka XypHan.
Jlnist oTOOpaXkeHHsI CaMbIX TIOCIIEAHUX COOBITHI Ha)kMUTE KHOITKY OOHOBUTD.

st 3ammcn kypHasia coObITHIA B (Daiijl HA JIOKAJIBHOM JUCKE KOMIIBIOTEpA, HAXKMHUTE KHOIIKY
OKCNOPT U ClleAyiTe HHCTPYKIUSAM JTHAJI0rOBOTO OKHA.
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O6HoBneHue NO

Ha crpanunie Cuctema / O6HoBneHune MO Bri MoxeTe 0OHOBHTH BHYTPEHHEE MPOrPaMMHOE
obecrieueHre TOYKH JTOCTYTIA.

Oo6nosaenrie BHYTpeHHero 110 TOYKM A0CTYIIa PEKOMEHAVETCS BBIMONHATH TOALKO IIPU

! [IPOBOJIHOM TMOJKJIFOYEHUU VCTPOMCTBA K KOMIIBIOTEPY (BO3MOMXKHO TOJBKO B DENKUME
TOYKH JIOCTYIIA).

D.Link Cucrema - Asbik A

DAP-1150

m Cucrena

MNaponb aAMUHMCTPETOPS KoHdwrypaLys HypHan cobbrmii Obnosnenne N0 TenHeT

BrifepuTe haiin ¢ ofHosneHen MO:

OfiHOBMTH

PucyHok 59. Cmpa+uya Cucmema / O6HoeneHue [10.

Texymrast Bepcus BHyTpeHHero 10 ycrpoiicTBa ykazana B nmoie Bepcusi npowmMBKU Ha cTpaHuIe
Ha4yano. Eciu Bam HeoO6xonumo 00HOBHTE [10 TOUKM HOCTYIA, BBITIOIHUTE MIEPEUHCICHHBIC HUXKE
IEUCTBUSL.

Buumanue! Bo Bpems 0OHOBICHHS NPOTPAMMHOIO 00€CIeYeHHs HE OTKIIYaNnTe
n OUTAaHUE TOYKU JOCTVIIA. DTO MOXKET IOBJIEYD 34 cOO0M BBIXOA VCTPOMCTBA U3 CTPOSL.

CkauaiiTe (haiin ¢ HOBOI Bepcuelt mporpaMmMHoro obecredeHus Ha caiite www.dlink.ru.

2. Haxmure knHonky OOG30p Ha crpanune Cuctema / O6HoBneHue MO, uroOb
OTpeIeNTuTh MecTononoxenue (aiina ¢ Hooii Bepcuei [10.

3. Haxwmure kHonky OGHOBMUTb 11 YCTaHOBKH HOBOTO BHYTpeHHero 110 Touku gocTyma.
Jloxaurech nepe3arpy3ku TOYKU A0CTYTIA (TIOATOPHI-IBE MUHYTHI).
BBenute ums monb3oBarens agMuHUCTpaTopa (admin) u TeKymuid maposb JUis JOCTyHa K
web-unTepdeiicy.

6. HaBenute ykazarenb MbIlM Ha Haanuch CUCTEMA B mpaBOM BEpXHEM YINIy CTPAHHUIBI U

BbIOCpUTE TYHKT 3aBOACKUE HACTPOWMKWU Ui BOCCTAHOBIICHHUS 3aBOJCKHX HACTPOEK
YCTPOWCTBA.

7. Jloxautech mepe3arpy3ku Touku goctymna. O6parurech Kk web-unrepdeiicy, ucnomnbiys IP-
aZpec, UMs TOJB30BaTeNsl UM Mapojib, YCTaHOBIEHHBIE MO ymondaHuio (192.168.0.50,
admin, admin).
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TenHer

Ha CTpaHUuIEC Cucrtema / TenHeT Bbl MOXeTe BKIIOYUTH MM BHIKIIOYHUTH HOCTYII K HaCTPOﬁKaM

touku goctyna no nporokody TELNET u3 nokansHol cetu. [lo ymomuanuto nqoctyn no TELNET
BKITIOYCH.

D-I ink’ Cucrema - Asbi -
DAP-1150
Havano Cratyc CeTb Wi-Fi NononHATENLHD MeswceTesoi skpaH (ucTtema
Mapons agMUHMCTPaTOPa KoHdwirypaLps XypHan cobermii ObHoeneHke MO Tenuner
Tenuer
BrentounTs:

MopT: 23

PucyHok 60. Cmpa+Huya Cucmema / TennHem.

UYroosr 3amperuts jgoctyn no TELNET, chumure ¢naxkox BKIAOYATB U HaXMUTE KHOIKY
N3meHunTb.

Yto6bl cHoBa pasperuth goctyn no TELNET, ycranoBute ¢naxok BkntounTtb. B none MopT

BBEJIUTEC HOMEP MOpPTa TOYKH JOCTYIA, Yepe3 KOTOPhIA OyJAeT paspelieH AOCTYI (10 YMOIYaHUIO
3agad mopt 23). 3aTeM HaXMUTE KHONIKY MI3BMEHUTb.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

MABA 5. HACTPOUKA YCTPOUCTBA B PEXWME
MAPLUPYTU3ATOPA

Macmepa Hacmpoek

Macrep HacTpoiku IHTepHeT

UtoOsl HacTpouTh mnoakiatoueHue kK cetu HMurepHer (WAN-coenvHeHHE), HaKMHUTE KHOMKY
MoAKNHYUTL UHTEPHET.

MacTep HacTPOMKWM NOAKMHOYEHWNA K CeTU UHTEpHeT:

Mony4nTe HeobxoguMy WHOOPHALMKD O TUNE JOCTYNE B MHTepHeT ¥ Bawero npoBaigepa.
Bbl MOMeTe 0o03EMTE HOBOE COROMHEHME OCHOBHIBAACE HA 3TONW MHBOPHALMH.

BepHYTLCA H2 TNAEHYK CTPaHMLUY Mz nioboro wara Macrepa Bel MOXETe KNMKHYE Ha norotune D-Link.

PucyHok 61. Hacmpolka nodknrodyeHust K cemu MIHmepHem.

Yrobsl cozaark HOBoe WAN-coeMHEHHE, HAKMUTE CCHIIKY A00aBUTb HOBOE coeaUHEHMe.
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MacTep HacTpoMKM NOAKMIOUEHUSA K ceTU MHTepHET:

Bbibepute TN coeqMHeHn:

i@ PPPoE
[AnfA coeAMHEHWMA AaHHOro TNa TpelyeTcs MMA NoNb30BaTENA K Naponb. Takoe COEAMHEHME MCMONL3YETCA
anA nogwnkoderna no Ethernet wnm no DSL.

= CraTnueckwin IP

COEOMHEHWE LEHHOMD THNE NOZE0NAET BaM MCNONL30BaTE dMKOMPOBaHHEIR IP-aapec, NpeaocTaENAeMEIi
Bawmm npoEaiaepom.

) OnHamMnueckuii IP
CoeaMHEHWE LaHHOMD THMNa NO3E0NAET NoNy4aTe IP-agpec aBTOMaTHYECKH 0T npasaﬁnepa.

= PPTP + CTtaTnueckni IP
COEOMHEHWE 0EHHOMD THNE NPEACTSENAST CoBoM COEAMHEHME C CEPESPOM, SEUMILEHHOE C MOMOLLEHD
COZAEHWA CNELMANEHOrD TYHHENA B CTAHASPTHON, HESAWMWEHHOA CETH, TAKDE COEOMHEHHE MCMONBE3YETCA
HEKOTOPEIMA NPOBaAAEPEMA 4OCTYNE K CETH MHTEpHET, [nA Hero TpefyeTcA MMA NONBI0BSTENA M NP0k,
BriBpaE QaHHEIR THN CoEAMHEHWA, Bel MOXETE 3a08Te GUKCMPOBSHHEIR IP-aapec ANA HESAWMWEHHDN CETH
NEPEN HECTPOMKOH TYHHERA,

= PPTP + [AHHaMHyecKhi IP
CoeauHeHMe AaHHOMD THNE NpPeACTaENAET CCIEDI:‘I COEQMHEHME C CEpPBEPOM, 3alLMLLEHHOE C NOMOLWBHD
CO30aHWA MelManeHoro TYHHENA B L_l'EIHD.EIDTHDﬁr HE3ELLL|-'1L|.IEHHIZII:.1 CETH, TaKoe CoeoMHEHHE HMoNe3YETCA
HEKOTOPEIMA NPOBaAAEPEMA 4OCTYNE K CETH MHTEpHET, [nA Hero TpefyeTcA MMA NONBI0BSTENA M NP0k,
BrIfp&E AaHHEIR THM CoEaMHEHMA, Bel BBTOMETHMHECKM Nony4YaeTe IP-aapec ANA HESEWMILEHHON CETH oT
nposaiaepa.

i L2TP + CraThuecknii IP

COEOWHEHWE DEHHOMD TMNE NPEACTSENAET CoBOM COEAMHEHME C CEPESPOM, SELUMILEHHOE C MOMOLLEHD
COZOEHMA CNEWMANEHOrD TYHHENA B CTAHOAQTHON, HESALWMILEHHOA CeTH, TaKoe COEOMHEHME MCNONEIYETCA
HEKOTOPEIMU NPOBSMAEPEMA A0CTYNE K ceTW MHTepHeT, [AnA Hero TpebyeToA MMA Nonk30BEETENA M Naponk.
BriBpaE QaHHEIR TN coeaMHEHWA, Bel MOMETE 3a08Te GUKCMPOBSHHEIR IP-aapeC ANA HESWMWLEHHON CETH
NEPEN HECTPOMKOH TYHHERA,

) LZTP + [nHaMmnueckni IP
CoeaWMHEHKE LEHHOMD THNa NpPeACTaENAET coboi COEAMHEHME C CEPESPOM, SalMILEHHDE C NOMOLWEBKD
CO30aHWA MeEManeHoro TYHHENA B L‘l’ElHD.ElDTHDﬁ, HESEILLLMLLIEHHIZIH CceTH, TaKkoe CoeauHEHHE WMONeSYETCA
HEKOTOPEIMA NPOBaMAEPEMA 4OCTYNE K CETH MHTEpHET, [nA Hero TpefyeToA MMA NONEI0BSTENA M Nap0Nk.

Beifipas AaHHEI TN CoeamHeHMA, Biol BETOMETHMHECKM NonyYaeTe IP-a0pec ANA HESAWMILEHHON CETH OT
nposaiaepa.

Hanee =

PucyHok 62. CmpaHuua ebibopa mura coeQUHEHUS].

Ha otkpbiBIICliCsl cTpaHHIE BbIOCpHTE HEOOXOAMMOE IMOJOKCHUE MEPEKITIoUaTesi U HAKMHUTE
kHonKy [lanee.

Ctpanunua 73 13 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

CoeduHeHue muna PPPoE

MacTep HacTpOMKWM NOAKMHYEHNA K ceTWU HTEpHEeT:

HMma coegUHEHNA

Mma cogauHenits BaA0 CO393H0 FBTOMITHYECKY HI OCHOBIHIY 3303HHX PAHes 13apaMeToos. Bx MoxeTe
FAAATE AOVIOE HMA WAH 033V MEDEHTH K CREAVIIWEMY Wary.,

Wraz: pppoe VAN 2

[::Haaa,u,][ﬂanee:s]

PucyHok 63. Hacmpotika WAN-coeduHeHust muna PPPoE.

B nome UM 3anmaiite HazBaHWe COeAMHEHUS Ui YIOOHOW HICHTH(OUKAIMN W HAKMHUTE KHOIIKY
Oanee.

MacTep HacTpPOMKWM NOAKMHOYEHWNA K CETU UHTEpHeT:

IO e e s
MTLU: 1500
MAC: FO-7D:68:8D:81:B2 <Bribepute agpecs -
KnoHupoeate MAC
PPP

MMA nonezoeaTensA:

Eez aeTOpMzaLMK: [
Mapone: e
MNogTeepxAeHUe Napona:

PaclwmMpeHHble HacTpoiikn PPP

< Haaap ][ﬂanee}]

PucyHok 64. Hacmpotika WAN-coeduHeHust muna PPPoE.

Ecin neoOxomumo, B mome MTU wu3menure MakcuMamibHBI pa3Mep MakeTa, MeperaBaeMoro
uHTepdericom.

Ecnmm Bamr mpoBaiinep noctyna k cetu MHTEpHET Mcnonb3yeT npuBsizky kK MAC-anpecy, B momie
MAC ssenute MAC-anpec, 3aperucTpiUpOBaHHbIN y IPOBaiiiepa NPy 3aKIIOUYCHUHN TOTOBOPA.

Bsl MmokeTe HaxkaTh kKHONIKY KnoHupoBatb MAC, 4to6s! ocTaButh B qanHoe nosie MAC-aapec
CETEBOT0 ajanTepa KOMIbIOTEPA, C KOTOPOTO MPOU3BOAUTCS HACTPOWKA TOUYKH JOCTYIIA.
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Brl Takke Moxere mnoactaBuTh B AaHHoe mnoine MAC-aapec ycTpoWCTBa, MOAKIIOUEHHOTO K
JIOKAIbHOM CEeTH TOYKH [OCTYyNa B JAHHBIA MOMEHT. [ 3TOro B pacKphIBAIOLIEMCS CITHCKE,
pacmoNOKeHHOM CTpaBa OT TOJs, BeiOepuTe coorBeTcTByOmuid MAC-agpec (mpu 3ToM TMoie
3aIOJIHUTCS aBTOMATUYECKH).

B mone Uma nonb3oBaTens seeaute Bam sorun, a B nons Maponb u MNoarBepxaeHue
napons — napoib, IperocTaBlIeHHbe BammM poBaiaepom nocryna kK cetu HTepHeT.

Ecmu IJI1 1OCTYyIIa B I/IHTepHeT Bawm He HYXHO BBOAWUTH MM IMOJIB30BATCIIA U 11aPOJib, YCTAHOBHUTC
dnaxxox bes aBTopusauumm.

Ecnmu HeoOxomuMmo, 3amaiiTe AOMONHUTENbHbIE HacTpoiiku s Bamero WAN-coenuHeHus Tuma
PPPoE.

MacTep HacTpolKWM NOAKMKYEHNA K ceTU UHTepHeT:

Ethernet

MMA nonez0BEaTEnA:

Bez aeTopHzaLMK: [
Mapone:
MNogTeepxOeHUe Napona:

PacumpeHHble HacTpoilkn PPP

MMA cepeuca:

ANropuTH ayTEHTHOUKELMK: AUTO -
MTU: 1452

Keep Alve:

LCP wHTepean (cek): 30

LCP npogansl:

CoegMHeHWe No TpeboEaHWK:
PPP IP pacmpeHune:
CTatuyecknii IP-agpec:
Otnagka PPP:

Npobpoc PPPoE:

5 T T T g

= Haazag ][ﬂanee>]

PucyHok 65. Hacmpotika WAN-coeduHeHust muna PPPoE.
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HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

MapameTp OnucaHue

Umsa cepBuca

Nms PPPoE-cepBepa, BHIMOTHSAIONIETO ayTeHTU(HUKAIHUIO.

AnropuTtm BeiOepute u3 crnmcka HEOOXOAMMBIA METOJ ayTEHTHU(HUKAIUU W
ayTeHTUdMKaumm ocraBete 3HaueHue AUTO.
MTU MaxkcuManbHBIH pa3Mep MmakeTa, epeaaBaeMoro HHTepQercoM.
(IToooepoicusams nooknouenue) YCTaHOBUTE (PIaskoK, 4TOOBI TOYKA
JOCTyNa TOJJICP)KUBala COCAMHEHHE C TPOBaiIepoM, Take KOraa
. COCIMHCHUE HEAaKTUBHO B TEUYCHUE OIPEACICHHOTO Mepuoja
Keep Alive

Bpemenu. [lpu  ycraHoBIeHHOM  (hmaxke

penaktupoBanusi craHoBsarcss moiass LCP wuHTepBan u LCP

AOCTYIIHBIMU  JIJIA

npoBarbl. 3agaliTe HCOOXOIUMbIC 3HAYCHUS.

CoeanHeHue no
TpeboBaHuIO

YcranoBuTe (QUaXkok, €CIIM XOTHTE, 4YTOOBI TOYKa JOCTyIa
yCcTaHaBJIMBaia coequHeHue ¢ MHTepHeT mo TpeboBaHuio. B mone
MakcumanbHoe BpeMsi HEaKTUBHOCTMU, 0TOOpakaeMOM MpU
YCTaHOBKE JaHHOTO (axKka, 3alaiTe BpeMs MpocTos (B CEKyHJIaX),

IMMOCJIC KOTOPOTO COCANMHCHUC aBTOMAaTHUYCCKH Pa3pbIBACTCA.

PPP IP pacwupeHune

st MONKIIOUEHHS K CETSAM HEKOTOPBIX MpOBaiiiepoB HEOOXOIUMO
BKJIIOUWTH JAaHHBIA I[apaMerp. YTouHHUTe Yy Bamero mnposaizaepa,
TpeOyeTCs I YCTaHOBKA IAaHHOTO (hI1akka.

Cratunueckun IP-agpec

YcranoBure ¢uaxok, eciim BBl XOTHUTE MCHOIB30BATh CTATHYECKHUN
[P-agpec ansa coenunenus ¢ cetbio MHTEpHET. 3amaiiTe cTaTHuecKuit
[P-anpec B otoOpasuBmemcs nosne IP-agpec.

Otnapka PPP

YcranoBute (IIaXKOK, €CITM XOTUTE, YTOOBI B )KYPHAI 3aHOCHIIACh BCSI
otnago4Has uHpopmanus no PPP-coennnenuro.

Mpo6poc PPPoE

YcranoBute (Quaxok, eciu xotute, 4ToObl PPPoE-xmmenTts
KOMHI)IOTepOB n3 J'IOK&JII)HOﬁ CCTHU MOIJIM IIOAKIIKOYATHBCA K CCTHU

Nurepuet uepe3 nannoe PPPoE-noakmtouenue Touku qoctyna.

YToOBI MPOOIKUTE, HAKMUTE KHOTIKY [lanee.
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Ecnmu HCO6XOI(I/IMO, HU3MCHUTC HaCTpOﬁKH COCANHCHUS, JOCTYIIHBIC B pa3aciic PasHoe.

MacTep HacTPOMKM NoaKMHEHNA K ceTh UHTepHeT:

Brnwouwte RIP:
Brnwouute IGMP:
MAT:

CeTeBOl 3KpaH:

EEOO

< Hazag Hﬂa.nee:b]

PucyHok 66. Hacmpotika WAN-coeduHeHust muna PPPoE.

MapameTp OnucaHune

YcranoBuTe (IaXKOK, YTOOBI pa3pelIuTh UCIOJIb30BaHKUE MPOTOKOJIA
RIP m1s maHHOTO COEMMHEHUS.

Bknountsb RIP

yCTaHOBI/ITe JIAXKOK, €CJIIN XOTHUTEC a3pC€IInTh MHOIoazn eCHI)IfI
Bknrouuts IGMP ¢ ’ pasp P
Tpa(i)I/IK, HaanMep, IIOTOKOBOC BUACO, A1 JAaHHOI'O COCAMHCHMUA.

VYcraHoBuTE (UIAXKOK, €CJIM XOTHUTE HCIONb30BaTh oguH WAN IP-
aZpec IS BCEX KOMITBIOTEPOB JIOKATHHOM CETH.

NAT

YcranoBute (prakok, €CJIM XOTUTE aKTUBUPOBATH 3amuTy oT ARP- n

CeTeBoOM 3KpaH
P DDoS-arak 11 JaHHOTO COeqUHEHUS.

YTo0BI MMPOAOJIKUTH, HAXKMHUTC KHOIIKY ﬂanee.

Ha otkpeiBuietics ctpanuile OynyT OTOOpakeHBI BCE 3aJaHHbIE BamMu HAacTpOWKH COEIMHEHUS.
Haxwmure kaonky CoOxXpaHUTb, utoObl co3nath WAN-coenuHenue, win kHonky Hasag, 4roOsr
3a7aTh APYrUe HaCTPOUKHU.

[Tocne Haxarus Ha kKHOIKY COXPaHUTb OTKPOETCS CTPaHMIIAa OBICTPBIX HACTPOCK.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

CoeduHeHue muna Cmamu4eckul IP

MacTep HacTPOMKWM NOAKMIOUYEHWNA K CETU UHTEpHEeT:

HMa coeguHeHNA

HMA COBAMHERMA B0 COMAH0 ABTOMITHYECKI H3 OCHOBIHINN 333HHEIX DAHEE NAPAMETPO8, Bl MONKETE
3303Th ADYIOE HMA HAH P33V MEPedTH K CIEaVouemy wary,

Wz static WAN 2

[{Haa&,u,][ﬂ&nee:v]

PucyHok 67. Hacmpotka WAN-coeduHeHus muna Cmamudeckuli IP.

B none UMA 3amaiite Ha3zBaHWe COEOUHEHUA IS yI[06H0171 UIACHTU(DUKATIN U HAKMHUTE KHOIIKY
Oanee.

MacTep HacTPOMKM NoAKYEHNA K ceTh UHTepHeT:

Ethernet
MTLU: 1500
MAC: FO:7D:68:80:81:B2 <Bribepute agpec> -
KEnoHupoeate MAC
OSSOSO
IP-agpec:

CeTeEan Macka:
IP-anpec Wnwza:
MepBUdHbIA DNS-cepBep:

BropuuHeli DMS-cepeep:

PacumpeHHble HAcTpoilkn IP

< Haaag ][,[lanee>]

PucyHok 68. Hacmpotika WAN-coeduHeHust muna Cmamudeckuli IP.

Ecmu neoOxomumo, B mome MTU wusmMeHnTe MakcHMalbHBIA pasMmep IaKeTa, MepeIaBacMoro
uHTEpPEicoM.

Ecnu Bam mpoBaiinep noctyna k cetu MHTepHeT ucnonb3yeT npussizky kK MAC-anapecy, B momie
MAC Beeaute MAC-ampec, 3aperucTpUPOBAaHHBIN y ITpOBaiiepa npy 3aKI0UYCHUH J0T0BOPA.

Bor Mmokete Haxkath kHONKY KnoHupoBaTb MAC, uto6s! moctaBuTth B qanHoe moie MAC-aapec
CETEBOTO ajanTepa KOMIbIOTEPa, C KOTOPOTO MPOM3BOAMTCS HACTPONKA TOUKH JOCTYIIA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
PykoBoacTBo nonb3oBarens

Brl Takke Moxere mnoactaBuTh B AaHHoe mnoine MAC-aapec ycTpoWCTBa, MOAKIIOUEHHOTO K
JIOKAIbHOM CEeTH TOYKH [OCTYyNa B JAHHBIA MOMEHT. [ 3TOro B pacKphIBAIOLIEMCS CITHCKE,
pacmoNOKeHHOM CTpaBa OT TOJs, BeiOepuTe coorBeTcTByOmuid MAC-agpec (mpu 3ToM TMoie

3aIllOJIHUTCA aBTOMaTI/ILIeCKI/I).

3anonuute nois IP-appec u CeTeBas macka.

B none IP-a.D,pec LW1KO3a BBEAUTE IP-anpec 11034, UCITOJIB3YEMOI'0 JaHHBIM COCAUHCHUCM.

B momsx [MepBuyHbin DNS-cepBep u BtopuuHbin DNS-cepBep Beeaure aapeca

NEPBUYHOTO U BTopuuHoro DNS-cepBepos.

UYrtoObl IPOIOIKUTH, HAXMUTE KHOTIKY [lanee.

Ecnu neoOxoaumo, no6assre [P-apeca okaabHBIX pecypcoB MpoBaiinepa.

MacTep HacTPOMKM NOAKMKYEHWNA K ceTU UHTepHeT:

Jlst toOaBieHHsT MapuIpyTa HaXMHUTE KHONKY [l00aBUTb WK IIETKHUTE MPABON KHOIKOW MBIIIH
10 3arojIOBKy TaOIuIpl MapumpytoB U BbiOepute cTpoky Add B oToOpasuBiEeMcs KOHTEKCTHOM

MCHIO.

HacTpoiika MapwpyTHIaLHK

Jqece By moweTe Ao03suTe IP-340803 AOKANLHLX PECYDOos MP0s3HAED3.
Urobe Ao0380TE PECYDE HANMUTE KRoTKY Tobasute”. JobauTe, VAATHTE i OTPEAIKTHDOBATE 340663
TIKKE MONKKHO KTHKEYVE MD3B0T A8 MBI [0 Z3r0.008Ky TOMHU.

CeTb HasHayeHHA Macka CeTH HazHauYeHNn
Add
Delete [ < Hazap ] [ Aanee = ]

PucyHok 69. Hacmpotika WAN-coeduHeHus muna Cmamudeckul IP.

YTo0BI MMPOAOJIKUTH, HAXKMHUTC KHOIIKY ﬂanee.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

Ecnu HeoOXoauMo, n3MEHUTE HACTPOUKU COCIAMHEHUS, TOCTYIHBIC B pasaene PasHoe.

MacTep HacTPOMKM NOAKMKYEHWNA K ceTU UHTepHeT:

Brnwouute RIP:
Brnwouute IGMP:
MAT:

CeTeBol 3KpaH:

EEOO

[::Haaa,u,][ﬂanee}]

PucyHok 70. Hacmpotika WAN-coeduHeHus muna Cmamudeckul IP.

MapameTp OnucaHwme

Ycra"noBure ¢iiakok, 4ToObI pa3pelInTh UCIIOIB30BAHUE IIPOTOKOIA
Bkniouutb RIP ¢ ’ pasp p
RIP mng magHoro coenuHeHus.

VCTaHOBI/ITe JIAKOK, CCJIN XOTHUTC a3pClInUTh MHOIoazxa GCHBII>'I
Bknrounts IGMP b ’ pasp P
TpaduK, HaIpUMep, MOTOKOBOE BUIEO, [T JAHHOTO COCAMHEHHUSL.

NAT YcranoBuTe (Prakok, €ClM XOTUTE HCIOIb30Barh oquH WAN [P-

azipec JJi BCEX KOMIIbIOTEPOB JIOKAIbHOM CETH.

CeTeBoii 3KpaH YcranoBure (axkok, €CIIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1
DDoS-arak [1s1 JaHHOTO COeIMHEHUSI.

YrtoOBl IPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.

Ha otkpsiBIIClics cTpaHuile OyayT oToOpa)keHbI Bce 3aJaHHbIe Bamu HACTpOWKH COETWHEHUS.
Haxxmure kHonky COXpaHUTb, utoObl co3nath WAN-coenunenue, win kHonky Hasap, uroOsr
3aJaTh Ipyrue HaCTPONKHU.

[Mocne Haxkatust Ha KHOTMIKY COXPaHUTb OTKPOETCS CTpaHHIIa OBICTPHIX HACTPOCK.
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PykosoacTso nonk3osarens MapLlpyTusaropa

CoeduHeHue muna JQuHamuyeckul IP

MacTep HacTPOMKWM NOAKMIOUYEHWNA K CETU UHTEpHEeT:

HMa coeguHeHNA

HMA COBAMHERMA B0 COMAH0 ABTOMITHYECKI H3 OCHOBIHINN 333HHEIX DAHEE NAPAMETPO8, Bl MONKETE
3303Th ADYIOE HMA HAH P33V MEPedTH K CIEaVouemy wary,

Wz dynamic_YWAN_2

[{Haa&,u,][ﬂ&nee:v]

PucyHok 71. Hacmpotka WAN-coeduHeHuss muna [JuHamudeckud IP.

B mnone UMA 3anaiite HazBaHue coeqMHEHHS JUIS YIOOHOH MICHTU(MUKALUU U HAKMHUTE KHOIKY
Oanee.

MacTep HacTPOMKM NoAKYEHNA K ceTh UHTepHeT:

Ethernet
MTU: 1500
MAC: FO:7D:B8:80:81:B2 <Bribapute agpec> -
[ Fnonupoeate MAC
OO OO USRS
MaonyunTe agpec DNS-cepeepa
ABTOMaTHYECKH:

PaclmMpeHHble HacTpoiikk TP

Vendor ID:

< Hazag ][ﬂanee:b]

PucyHok 72. Hacmpotka WAN-coeduHeHuss muna JuHamudeckud IP.

Eciun neoOxomumo, B mone MTU wu3menute MakcuMamibHBI pa3Mep Nakera, NeperaBaeMoro
uHTEpPEicoM.

Ecnu Bam npoBaitnep nocryna k cetu MHTepHer ucnone3yeT npuss3ky kK MAC-agpecy, B momue
MAC ssennte MAC-anpec, 3aperucTpHpOBaHHbIN y IPOBaiiiepa MPH 3aKIIOYCHAHN TOTOBOPA.

Bbr Mmoxete Haxkath KHOTIKY KnoHupoBaTb MAC, uto0s! nosictaButh B 1anHoe mojie MAC-aapec
CETEBOIO ajanrepa KOMIbIOTEPA, C KOTOPOT'O MPOU3BOJUTCS HACTPOMKA TOUKH JTOCTYyIA.
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Brl Takke Moxere mnoactaBuTh B AaHHoe mnoine MAC-aapec ycTpoWCTBa, MOAKIIOUEHHOTO K
JIOKAIbHOM CEeTH TOYKH [OCTYyNa B JAHHBIA MOMEHT. [ 3TOro B pacKphIBAIOLIEMCS CITHCKE,
pacmoNOKeHHOM CTpaBa OT TOJs, BeiOepuTe coorBeTcTByOmuid MAC-agpec (mpu 3ToM TMoie
3aIOJIHUTCS aBTOMATUYECKH).

Ecnmu mpoaiinep mpemoctaBun aapeca DNS-cepBepoB, cuumute ¢uiaxkoxk lNonyumTb agpec
DNS-cepBepa aBTomMaTuyeckm wu 3amnonunute mnoias [lepBuyHbIM DNS-cepBep u
BTopu4yHbin DNS-cepBep.

Ecnu npoBaiinep npemocraBui cBoit uaeHtudukarop, sanonuaute mojae Vendor ID.
YroObl IPOIOKUTE, HAKMHUTE KHOIKY [lanee.

Ecau HeoOxoamumo, M3MeHHTE HACTPOHKHU COSIMHEHHS, TOCTYHbIE B pa3aeinc PasHoe.

MacTep HacTpoMKWM NOAKMIHEHNA K CceTU IHTEpHET:

PazHoe

Brnwouute RIP:
Brnwouute IGMP:
MAT:

CeTepol 3KpaH:

EEOO

[{Haaa,u,][ﬂanee>]

PucyHok 73. Hacmpolika WAN-coeduHeHus muna JuHamuyeckul IP.

MapameTp OnucaHwue

YcranoBure (rakok, YTOObI pa3pelInTh UCIOIb30BaHUE MPOTOKOJIA

Bknrouutb RIP
RIP mng manHoro coenuHeHus.

VCTaHOBI/ITe JIAJKOK, C€CJIN XOTHUTC a3pCIInUThF MHOIoazna CCHLIﬁ
Bknrountsb IGMP b ’ pasp P
Tpaduk, HapUMep, TOTOKOBOE BUAEO, JUIS JAHHOTO COSAMHEHUS.

NAT YcranoBute (Grakok, €ClM XOTUTE HCIOib30Barh oquH WAN [P-

aapecC AJid BCCX KOMIIBIOTCPOB JIOKaJIbHOM CETH.

CeTeBoi 3KpaH YcranoBure (axkokK, €CIIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1
DDoS-arak 151 JaHHOTO COEIMHEHUSI.

UYToObI MPOIOIHKKTH, HAKMHTE KHOTIKY [lanee.

Ha otkpsiBuIelics cTpaHuiie OyayT OTOOpa)K€Hbl Bce 3ajJaHHble Bamu HacTpoWKHM coeluHEHUs.
Haxxmurte kHornky COXpaHUTb, uToObl co3nath WAN-coenunenue, win kHonky Hasap, utoOs
3a1aTh APyTHe HACTPOUKH.

[Mocne Haxkatust Ha kKHOTMIKY COXPaHUTb OTKPOETCS CTpaHHIla ObICTPHIX HACTPOCK.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamudveckul IP

MacTep HacTPOMKWM NOAKMIOUYEHWNA K CETU UHTEpHEeT:

HMa coeguHeHNA

HMA COBAMHERMA B0 COMAH0 ABTOMITHYECKI H3 OCHOBIHINN 333HHEIX DAHEE NAPAMETPO8, Bl MONKETE
3303Th ADYIOE HMA HAH P33V MEPedTH K CIEaVouemy wary,

Wz statpptp WAN_2

[{Haa&,u,][ﬂ&nee:v]

PucyHok 74. Hacmpotika WAN-coeduHeHuss muna PPTP + Cmamuyeckul IP.

B mnone UMsA 3anaiite HazBaHue coeqMHEHHS JUIS YIOOHOW MICHTU(DHUKANUN M HAXKMUTE KHOIKY
Hanee.

MacTep HacTpPOMKWM NOAKMHOYEHWNA K CETU UHTEpHeT:

IO e e s
MTLU: 1500
MAC: FO-7D:68:8D:81:B2 <Bribepute agpec> -
KnoHupoeate MAC
OO
IP-agpec:

CeTepan Macka:
IP-agpec wnwza:
MNeperYHbIl DNS-cepeep:

BTOPWYHKIA DMNS-cepeep:

PacumpeHHble HacTpoiikn IP

[::Haaa,u,][,[lanee>]

PucyHok 75. Hacmpotika WAN-coeduHeHuss muna PPTP + Cmamuyeckul IP.

Ecin neoOxomumo, B mome MTU wu3menure MakcMMaibHBIM pa3Mep MakeTa, NeperaBaeMoro
uHTEpPeicoMm.

Ecnmm Bamr mpoBaiinep noctyna k cetu MHTEpHET Mcnonb3yeT npuBsizky kK MAC-anpecy, B momie
MAC ssenute MAC-anpec, 3aperucTpiUpOBaHHbINA y TIPOBaiiiepa Py 3aKIIOUYCHUHN TOTOBOPA.

Bsl MmokeTe HaxkaTh kKHONIKY KnoHupoBatb MAC, 4to6s! ocTaButh B qanHoe nosie MAC-aapec
CETEBOr0 aJanTepa KOMIbIOTEPA, C KOTOPOTO MPOU3BOAUTCS HACTPOMKA TOUKHU JOCTYIIA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa
PykoBoacTBo nonb3oBarens

Brl Takke Moxere mnoactaBuTh B AaHHoe mnoine MAC-aapec ycTpoWCTBa, MOAKIIOUEHHOTO K
JIOKAIbHOM CEeTH TOYKH [OCTYyNa B JAHHBIA MOMEHT. [ 3TOro B pacKphIBAIOLIEMCS CITHCKE,
pacmoNOKeHHOM CTpaBa OT TOJs, BeiOepuTe coorBeTcTByOmuid MAC-agpec (mpu 3ToM TMoie

3aIllOJIHUTCA aBTOMaTI/ILIeCKI/I).

3anonuute nois IP-appec u CeTeBas macka.

B none IP-a.D,pec LW1KO3a BBEAUTE IP-anpec 11034, UCITOJIB3YEMOI'0 JaHHBIM COCAUHCHUCM.

B momsx [MepBuyHbin DNS-cepBep u BtopuuHbin DNS-cepBep Beeaure aapeca

NEPBUYHOTO U BTopuuHoro DNS-cepBepos.

UYrtoObl IPOIOIKUTH, HAXMUTE KHOTIKY [lanee.

Ecnu neoOxoaumo, no6assre [P-apeca okaabHBIX pecypcoB MpoBaiinepa.

MacTep HacTPOMKWM NOAKMIOUYEHWNA K CETU UHTEpHEeT:

Jlst toOaBieHHsT MapuIpyTa HaXMHUTE KHONKY [l00aBUTb WK IIETKHUTE MPABON KHOIKOW MBIIIH
10 3arojIOBKy TaOIuIpl MapumpytoB U BbiOepute cTpoky Add B oToOpasuBiEeMcs KOHTEKCTHOM

MCHIO.

HacTpoiika MapwpyTHZaLHK

Jaeck By MOWETE A0038HTE IP-340803 NOKATLHEX PECYDCOS MPORIHIEDS,
Yrobs J0038HTE DECYPEC HARMKTE KHOmKY Hobasnts ", JobasuTs, VAAHTE H OTPEA3KTHPORaTs 34peca
TIKKE MONKHO KTHKEYVE MDIR0I KOZBWINEF MBI [0 Z3r0008KY Ta0MHYE.

CeTb HasHaueHHA Macka ceTh HazHaueHus
Add
Delete [ < Haaap ] [ Hanee > ]

PucyHok 76. Hacmpotka WAN-coeduHeHusi murna PPTP + Cmamuyeckul IP.

YTo0BI MMPOAOJIKUTH, HAXKMHUTC KHOIIKY ﬂanee.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

Ecnu HeoOXoauMo, n3MEHUTE HACTPOUKU COCIAMHEHUS, TOCTYIHBIC B pasaene PasHoe.

MacTep HacTpolKW NoaKNUYEHNA K ceT UHTepHeT:

Brnwouute RIP:
Brnwouute IGMP:
MAT:

CeTeBol 3KpaH:

HEEE

< Haaag ][ﬂanee}]

PucyHok 77. Hacmpoika WAN-coeduHeHust murnia PPTP + Cmamuyeckul IP.

MapameTp OnucaHune

YeranoBure (i1a)xoK, 4TOOBI pa3pelINTh UCIOIB30BAHNE IIPOTOKOIIA
Bkntountb RIP ¢ ’ pasp P
RIP nng maHHOro coeIuHeHuUs.

YcranoBute (raxok, €CiIM XOTHTE pPa3peliuTh MHOT0aJPECHBIH

Bknrountsb IGMP
Tpaduk, HapuMep, MOTOKOBOE BUEO, JIJISl TaHHOTO COEIMHEHUSI.

NAT VYcranoBuTe (UIaXKOK, €CIM XOTHUTE HCMONb30BaTh oguH WAN IP-

aJ[p€C IJIs1 BCCX KOMIIBIOTCPOB JIOKaJIbHOM CETH.

YcranoBute (haxkok, €Clii XOTUTE aKTUBHPOBATh 3aiuTy oT ARP- u

CeTeBOWM 3KpaH
DDoS-arak mjig 7aHHOro coequHEHMS.

UYrtoObl IPOIOIKUTE, HAXMUTE KHOTIKY [lanee.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

MacTep HacTpolKWM NOAKMKYEHNA K ceTU UHTepHeT:

CoeOWMHATECA IETOMATHYECKH:

MMA nonezoeaTenA:

Bez aeTopMzaLMK; [l
Maponke:
MogTeepxOeHUE Napona:

Anpec VPM-cepeepa:

PaclumpeHHble HacTpoiikn PPP

WudpoeaHue: Bes wupposannA -
ANTOPUTM AYTEHTHDMKALMK: AUTO -
MTLU: 1456

Keep Alive: [

OononHUTeNEHLIE OnUMKAL

CoegMHerne no TpebosaHKI: [
Otnagka PPP: [

OV EHHE TP

< Haaag ][,[lanee>]

PucyHok 78. Hacmpotika WAN-coeduHeHusi muna PPTP + Cmamu4yeckul IP.

He caumaiite ¢uaxox COeAMHATbLCA aBTOMATUMYE€CKMW, uTOObI Pa3pelIdTh aBTOMATHYECKHI
3aIllyCK COCAMHCHUS IIPH 3arpy3KE TOYKU AOCTYIIA.

B mone AmMA nonb3oBaTens seeaute Bamn soruH, a B nmons aponb u lNoarBepxaeHuwe
napons — napoJib, penocTaBieHHble BammM npoBaiinepom gocryna k cetu HTepHeT.

Ecmu IJI1 1O0CTYyIia B HHTCpHeT Bawm He HYXHO BBOAWUTL UMJ MMOJIB30BATCIA U 11aPOJib, YCTAHOBHUTC
¢naxox bes aBTopusauum.

B mome Appec VPN-cepepa seeaute IP- wmm URL-anpec PPTP- wmm L2TP-cepsepa
AyTeHTU(HUKAIIHH.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa

PyKOBO,ElCTBO nonb3oBarens

HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

Ecnmu HeoOxomuMmo, 3amaiiTe AOMONHUTENbHbIE HacTpoiiku s Bamero WAN-coenuHeHus Tuma
PPTP + Crartnueckuii IP unmu L2TP + Cratnueckuii IP.

MapameTp OnucaHwue

WudcdpoBaHue

Hacrpoiika mmdposanus mo nporokony MPPE.
* bBbe3 wudpoBaHua — MPPE-mmdpoBanue He MpUMEHSETCS.

 MPPE 40/128 6ut — npumensiecrcss MPPE-mudposanue ¢
umHon xirroya 40 mwim 128 ourt.

* MPPE 40 ©outr - npumensercs MPPE-mmdposanue c
JUIMHOH Kirroua 40 OuT.

« MPPE 128 out - mnpumensercs MPPE-mmdpoBanue c
TUTMHOH Kiro4a 128 OuT.

MPPE-mudpoBanne mnpuUMEHSETCS TOIBKO B CIIy4asx, Korma B
packpbiBaromemMcsi  cnucke  AFIFOPUTM  ayTeHTUdMKauum
Beigeneno 3Hadenue MSCHAP, MACHAPV2 unu AUTO.

Anroputm
ayTeHTUMKauum

BeiOepuTe u3 crnmcka HEOOXOMUMBIA METOJ ayTCHTU(DHUKALUK WK
octasbTe 3HaucHue AUTO.

MTU

MaxkcuMalTbHBIN pa3Mep MakeTa, epeaaBacMoro HHTepdercom.

Keep Alive

(Iloooepotcusamov nookaouernue) YCTaHOBUTE (IIAKOK, YTOOBI TOUKA
JOCTyIa TOMJIEP)KUBANIA COCAMHEHUE C MPOBAHAEpPOM, JIa)e Korma
COCJMHEHUE HEaKTHMBHO B TEUCHHE OIPEICICHHOTO Iepruoaa
Bpemenu. [lpu yctaHoBIeHHOM (IaKKe JOCTYNHBIMH  JUIS
penaktupoBanusi craHoBsitcs mnoias LCP wuHTtepBan u LCP

npoBarnbl. 3ajaiiTe HCOOXOIUMbBIC 3HAYCHUS.

JdononHuntenbHbIe
onuum

JloronHuTeNbHbIE ONUUU JeMOoHa pppd, KOTOpble HEOOXOIUMO
3a71aTh JUIs ITaHHOTO COeuHEHus. HeobszamenvHulii napamemp.

CoeguHeHue no
TpeboBaHuIO

YcranoBute (rakok, €CIM  XOTUTE, YTOOBI TOYKAa JOCTYIa
ycTaHaBluBana coeanHeHue ¢ MutepHer mo TpeboBanuio. B mome
MakcumanbHoe BpeMsi HeaKTUBHOCTU, OTOOpakaeMoM IpH
YCTaHOBKE JaHHOTO (praxkka, 3amaiTe Bpems MpocTos (B CEKYHJIax),

IOCJIC KOTOPOTO COCAMHCHUEC AaBTOMATUYCCKU PA3PbIBACTCA.

OTtnapka PPP

YcranoBute ¢uiakok, €Ciu XOTUTE, YTOOBI B KypHAI 3aHOCHUIIACh BCS
otinaaovHas uHbopmanus no PPP-coennuenuro.

Mony4yeHHbIN IP

[P-angpec, Ha3HAUEHHBIN ITPOBANIEpOM JOCTyNa K ceTu MHTepHeT.

YroObl IPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.
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Ecnu HeoOxoaumMo, nusmeHute Hactpoiiku VPN-ToHHENs, TOCTyIHbIE B pa3neiec PasHoe.

MacTep HacTPOMKM NoAKYEHNA K ceTh UHTepHeT:

HononruTensHse KacTpoiky VPN ryeyens

Binwunte RIP: [
MAT:
CeTeRol 3KpaH:

[{Haaa,u,][ﬂanee:s]

PucyHok 79. Hacmpotika WAN-coeduHeHus muna PPTP + Cmamuyeckud IP.

MapameTp OnucaHue

VYeranoBure (i1akoK, 4TOObI pa3pelIuTh UCHOIB30BAHUE IPOTOKOIIA
Bkntouutb RIP ¢ ’ pasp p
RIP mnig magHOrO coenuHeHus.

NAT YcranoBute (rakok, €ClM XOTUTE HCIOb30Barh oquH WAN [P-

aapecC AJid BCEX KOMIIBIOTCPOB JIOKaJIbHOM CETH.

CeTeBoi 3KpaH YcranoBure (axkok, €CIIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1
DDoS-arak 151 JaHHOTO COEIMHEHUSI.

YtoObI MPOIOIHKKUTH, HAKMHTE KHOTIKY [lanee.

Ha otkpsiBuIelics cTpanuiie OyayT OTOOpa)K€Hbl Bce 3ajJaHHble Bamu HacTpoWkHM coeluHEeHUs.
Haxxmurte kHornky COXpaHUTb, uToObl co3nath WAN-coenunenue, win kHonky Hasap, utoOs
3a1aTh APyTHe HACTPOUKH.

[Mocne Haxatust Ha KHOTMIKY COXPaHUTb OTKPOETCS CTpaHHIla ObICTPHIX HACTPOCK.
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CoeduHeHue muna PPTP + JQuHamuyeckul IP unu L2TP + Junamu4eckuli IP

MacTep HacTPOMKM NOAKMKYEHWNA K ceTU UHTepHeT:

HMa coeguHeHHn

HMA COBAMHERMA B0 COMAH0 ABTOMITHYECKI H3 OCHOBIHINN 333HHEIX DAHEE NAPAMETPO8, Bl MONKETE
3303Th ADYIOE HMA HAH P33V MEPedTH K CIEaVouemy wary,

LR dynpptp_WAN_2

[::Haaa,u,][,[lanee>]

PucyHok 80. Hacmpotika WAN-coedurneHus muna PPTP + [JuHamudeckud IP.

B mone MMH 3aI[aI>'ITC HAa3BaHUC COCAUHCHUA IJId yI[O6HOI71 I/I,[[CHTI/I(I)I/IKaI_[I/II/I U HAXMUTC KHOIIKY
Oanee.

MacTep HacTpoMKWM NOAKMIHEHNA K CceTU IHTEpHET:

B e s
MTU: 1500
MAC: FO-70:68:80:.81:B2 <Bribepute agpec> -
[ Knonnposats MAC
S
NonyuuTe aapec DNS-cepeepa
AETOM3THUECKH:

PaclMpeHHble HaCcTpoiikn IP

Vendor ID:

[{Haaa,q][ﬂanee>]

PucyHok 81. Hacmpotika WAN-coeduHeHus muna PPTP + [QuHamudeckud IP.

Ecmu neoOxonumo, B mone MTU wu3MeHHMTe MaKcHMallbHBIM pa3Mep IaKeTa, MeperaBacMoro
uHTepdercom.

Ecnu Bam npoBaiinep aoctyna k cetu MHTepHeT ucnomnb3yer npuBsisky k MAC-aapecy, B mose
MAC ssenute MAC-anpec, 3aperucTpHpOBaHHbIN y IPOBaiiiepa Py 3aKIOYCHUHN TOTOBOPA.

Bbr Mmoxete Haxkath kKHONIKY KnoHupoBaTb MAC, uto0s! nosictaButh B 1anHoe mojiie MAC-aapec
CETEeBOTO ajanTepa KOMIbIOTEpPa, C KOTOPOTO MPOU3BOIUTCS HACTPOMKA TOUKH TOCTYyIA.
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Brl Takke Moxere mnoactaBuTh B AaHHoe mnoine MAC-aapec ycTpoWCTBa, MOAKIIOUEHHOTO K
JIOKAIbHOM CEeTH TOYKH [OCTYyNa B JAHHBIA MOMEHT. [ 3TOro B pacKphIBAIOLIEMCS CITHCKE,
pacmoNOKeHHOM CTpaBa OT TOJs, BeiOepuTe coorBeTcTByOmuid MAC-agpec (mpu 3ToM TMoie
3aIOJIHUTCS aBTOMATUYECKH).

Ecnmu mpoaiinep mpemoctaBun aapeca DNS-cepBepoB, cuumute ¢uiaxkoxk lNonyumTb agpec
DNS-cepBepa aBTomMaTuyeckm wu 3amnonunute mnoias [lepBuyHbIM DNS-cepBep u
BTopu4yHbin DNS-cepBep.

Ecnu npoBaiinep npemocraBui cBoit uaeHtudukarop, sanonuaute mojae Vendor ID.
YroObl IPOIOKUTE, HAKMHUTE KHOIKY [lanee.

Ecau HeoOxoamumo, M3MeHHTE HACTPOHKHU COSIMHEHHS, TOCTYHbIE B pa3aeinc PasHoe.

MacTep HacTpoMKWM NOAKMIHEHNA K CceTU IHTEpHET:

PazHoe

Brnwouute RIP:
Brnwouute IGMP:
MAT:

CeTeRol 3KpaH:

EEEE

< Haaap ][,[lanee::—]

PucyHok 82. Hacmpoika WAN-coeduHeHusi muna PPTP + JuHamudeckul IP.

MapameTp OnucaHune

YcranoBute ¢uiaxok, 4ToObl Pa3pelInTh UCIIOIb30BaHUE MPOTOKOJIA

Bknrountb RIP
RIP mng manHoro coenuHeHus.

YcraHoBute (bna>1<01<, €CJIIN XOTUTC PA3PCIINTDb MHOFO&,Z[pGCHHfI

Bknrountb IGMP
Tpa(i)I/IK, HaanMep, IIOTOKOBO€ BUJCO, NJIsI JAHHOT'O COCAUHCHUSI.

YcranoBuTe (UIaXKOK, €CJIM XOTHUTE MCMONb30BaTh oguH WAN IP-
aZpec 75l BCEX KOMITbIOTEPOB JIOKAIbHOU CETH.

NAT

YcraHoBute (I)J'Ia)KOK, C€CJIM XOTUTC aKTUBUPOBATH 3alIUTY OT ARP-u

CeTeBoOM 3KpaH
P DDoS-arak mjig jaHHOro coequHEHMS.

YrtoObl MPOIOKUTE, HAXMHUTE KHOTIKY [lanee.
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MacTep HacTPOMKM NoAKMKYEHNA K ceTh UHTepHeT:

Coe0MHATECA 3ETOMATHYECKH:

MMA nonezoeaTenA:

Bez aETOpMIaLNK: |
Maponke:
MogTeepxaeHue Napona:

Anpec VPM-cepeepa:

PaclmupeHHble HacTpoiikn PPP

WWudpoeaHme: Bes wnhposaHns
ANrOpUTM ayTeHTHdMKELN: AUTO -
MTU: 1456

Keep Alve: O

LAononHUTeneHble OnuKKn:

CoeguHeHne no TpeboBaHUKD: =
Otnapwa PPP: [l

[::Haaa,u,][,[lanee>]

PucyHok 83. Hacmpotika WAN-coedurHeHus muna PPTP + [JuHamu4eckud IP.

He cuumaiite ¢uaxok COeaUHATHLCA aBTOMATUY€CKWU, 4TOObI paspelinuTh aBTOMATHUYCCKUI
3ayCK CO€IMHEHHUS MPU 3arpy3Ke TOUYKU JTOCTYTIA.

B mone Uma nonb3oBaTensa seeaute Bam sorun, a B nons Maponb u MNoarBepxaeHue
napons — napoib, IpenocTaBlIeHHbe BammM poBaiaepom nocryna kK cetu HTepHeT.

Ecmu I 1OCTYyIIa B I/IHTepHeT Bam He HYXXHO BBOAWUTDH UM MMOJIB30BATCIIA U 11apOJib, YCTAHOBUTC
¢dnaxxox bes aBTopMusaumm.

B mone Apgpec VPN-cepBepa Beeaure IP- wim URL-agpec PPTP- wmnm L2TP-cepsepa
ayTeHTU(PHUKAIHH.
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Ecnu HeoOxommmo, 3amaiTe MOMOJHUTEIbHBIC HAacTpoWku mis Bamero WAN-coenuHEHUs THITA
PPTP + Jlunamuueckuii IP unu L2TP + JIlunamuueckuii IP.

MapameTp OnucaHune

Hacrpoiika mmdposanus mo nporokony MPPE.
* be3 wundpoBaHna — MPPE-mmdpoBane He NPUMEHSIETCH.

* MPPE 40/128 6uTt — npumensiercss MPPE-midposanue ¢
JuinHOM Kimroua 40 unu 128 6ut.

* MPPE 40 ©outr - npumensercs MPPE-mmdposanue c

LUncposanune JUTMHOM KiTroua 40 OwT.

* MPPE 128 ©Out — mnpumensiercs MPPE-mmdpoBanue ¢
JUIMHOM Kiroya 128 6ur.

MPPE-mmudpoBanue npuMeHsercss TOJIBKO B CiIydasx, Korma B
packpbIBafonemMcst  cnrcke  ASIFOPUTM  ayTeHTUdMKaumu
Beieneno 3Hauenne MSCHAP, MACHAPV2 i AUTO.

Anroputm BriGepute u3 cnmcka HEOOXOMMMBIH METOA ayTeHTH(MUKAIIUU WU
ayteHTUdpuKaummn ocraBeTe 3Hauenne AUTO.

MTU MaxkcuManbHbIH pazmep Makera, nepeaBaeMoro HHTepgecom.

(Iloooepoicusamov nookaouernue) YcTaHOBUTE (IIXKOK, YTOOBI TOUKA
JOCTyTa TOAJIEP)KUBANIa COCAMHEHUE C TMPOBANAEPOM, Ja)xKe KOrma
. COCJMHEHUEC HEaKTHBHO B TEUCHHE OIPEICICHHOTO Mepruoaa
Keep Alive P P

BpemeHu. [Ipm  ycTaHOBJICHHOM  (akKke JOCTYIMHBIMH ISt
penaktupoBanusi craHossitcss mons LCP uHTepBan u LCP

npoBanbl. 3a/1aiiTe HEOOXOAUMBIC 3HAUCHUS.

JononHuTenbHbIe JlomomHUTENbHBIE ONIUU  JeMOoHa pppd, KOTOpblE HEOOXOIUMO
onuuun 3aJaTh IS TaHHOTO coenuHeHHs. HeobsazamenvbHulil napamemp.

YcranoBute (akok, €CIM  XOTUTE, YTOOBI TOYKa JOCTYIIa
yCcTaHaBIuBaia coeanHeHue ¢ MutepHeT mo TpeboBaHuio. B mome
MakcumanbHoe BpeMsi HEaKTUBHOCTWU, OTOOpakaeMoM IpH
yCTaHOBKE JaHHOTO (prakka, 3ajaiiTe BpeMsi MpocTos (B CEKyHAax),
MOCJIe KOTOPOTO COEIMHEHNE aBTOMATUYECKU Pa3pbIBACTCS.

CoeauHeHue no
TpeboBaHuIO

YcranoBute (akoK, €CJIU XOTHTE, YTOOBI B )KypHAJ 3aHOCUIIACH BCS
OTnapka PPP
otinagovHas nHpopmanus no PPP-coennuenuro.

Nony4yeHHbIN IP [P-angpec, Ha3HAUEHHBIN IIPOBANIEPOM J0CTyMa K ceTu MHTepHET.

YT1oOBI MPOOIKUT, HAKMUTE KHOTIKY [lanee.
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Ecnu HeoOxoaumo, n3meHute HacTpoiiku VPN-ToHHENs, TOCTyHbIE B pa3neic PasHoe.

MacTep HacTpolku NoaKnUeHUs K ceT MHTepHeT:

AON0AHHTEIEHEE HIACTPOWKY VPN TynHens

Brmiounte RIP: [
MAT:
CeTeBoi 3KpaH:

[{Haaa,u,][,[lanee>]

PucyHok 84. Hacmpotika WAN-coeduHeHus muna PPTP + JuHamudeckud IP.

MapameTp OnucaHwue

YcranoBute ¢axok, 9T00bl Pa3pelInTh UCIIOIB30BaHUE TPOTOKOIA
RIP mg manHoro coenuHeHus.

Bknountb RIP

YcranoBute (Prakok, €clu XOTUTE HCHoiab3oBarh oquH WAN [P-
azpec U1l BCEX KOMITBIOTEPOB JIOKAJIbHOM CETH.

NAT

YcranoBure (axkok, €CIIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1

CeTeBoM 3KpaH
P DDoS-arak mig 1aHHOro cCoOequHEHMS.

YrtoOBl IPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.

Ha otkpeiBiIeiics crpanune OyayT oToOpaskeHbI BCe 3aJaHHble BaMu HacTpONKH COelMHEHHS.
Haxxmute xHonky COXpaHWUTb, utoObl co3math WAN-coenuHenue, win kHonky Hasag, uroOsr
3aJaTh JPyTHE HACTPOMKH.

[Mocne Haxkatust Ha KHOTIKY COXPaHUTb OTKPOETCS CTpaHHIIa ObICTPHIX HACTPOCK.
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MacTep HacTpoiKM canTa

UroObl co31aTh BUPTYAIbHBIM CepBEp, KOTOPHIH IO3BOMUT BaM mepeHampaBisaTh BXOISAMIAN
WuTepHeT-Tpaduk Ha onpeaeieHHbli [P-anpec B ToKambHOM ceTH, HAXKMHTE KHONIKY PasMecTuTb
cauT.

HacTpoiika BUPTYanbHOro CEpBEpa

Hma:
WMHTepdeic: WAN -
BHyTpeHHMi IP: <BuifepnTe agpec> -

¥oaneHHeI IP:

CoxpaHuTe

PucyHok 85. CmpaHuua AobaerneHus eupmyaribHO20 cepeepa.

Ha OTKpBIBIJ.IGfICSI CTpaHUuLC Br1 MmoxxeTe 3agaTh CJICAYHOIIUC MapaMETPhI:

MapameTp OnucaHue

Unmst BBeaute Ha3BaHue BUPTyaIbHOTO  cepBepa il yooOHOH
uaeHTuUKauu. MoxeT ObITh POU3BOILHBIM.

< BriOepute coenuHeHne, K KOTOPOMY OyIET MPUBSA3aH CO31aBaEMBII
NHTepdenc P . ’ poMy By P
BUPTYaJIbHBIN CEPBEP.

Brenure [P-ampec cepBepa, HaxoAsMIErocss B JIOKAIbHON CeTH. Bbl
MOXeTe BBIOpaTh YCTPOMCTBO, MOJKIIOUYEHHOE K JIOKAJIbHOH ceTH
" TOYKH JTOCTyIIAa B JaHHBIM MOMEHT. JlJI1 3TOrO B PacKpbIBAIOIIEMCS
BHyTpeHHUn IP 4 packp .

CIIMCKE, PACMOJIOKEHHOM cmpaBa oT mnoisi BHyTpeHHun |IP,
BbIOEpUTE COOTBETCTBYIOUIMI [P-anpec (pu 3TOM 1ose 3anoIHUTCS

ABTOMATUYECKH ).

YnaneHHbin IP Beenute [P-anpec cepBepa, HaXoaAIETOCS BO BHEITHEH CETH.

[Mocrne 3aganust HEOOXOMUMBIX 3HaUCHHUI HaXkMHTe KHOITKY COXpaHUTb. [ocrie atoro mpousoiiaet
HEepexXo] Ha CTPaHUIly OBICTPBIX HACTPOEK.
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PyKOBO,ClCTBO nonb3oBarens MapuwpyTusaTtopa

Macrep HacTpoikun Wi-Fi

YroObl 3a7aTh HEOOXOAMMBIC HACTPOMKH JUIs OECIIPOBOTHON CETH, HAXMHTE KHONKY HacTpouTb
Wi-Fi.

ObWWe HACTPOIKK

BrmounTe becnposoaHoe coeAWHEHKE:

PaclumpeHHble HACTPOIKH

MBSSID: BelknioueHo

BS5ID: FO:70:68:80:8 1:B2

PucyHok 86. Obwue u pacwupeHHble HacmpolKku becripogodHoli fiokanbHol cemu

Ha otkpeiBiieiics ctpanuie B pasneie OOWMe HACTPOMKM ycranoBute (iaakok BKRoUUTb
6ecnpoBofHOe coeAuHeHMe (eciu paHee OH OBLI  OTKIIIOYEH), YTOOBI pPa3peIlnTh
ucnonbs3zoBanue Wi-Fi-coenmuHeHmii.

B pasznene PaclumpeHHble HacTPOMKM Bbl mMoxkere pa3douth Bamry OecnpoBOaHYKO ceTh Ha
HECKOJIbKO CerMeHTOB. Jlist aToro BbeIOepuTe COOTBETCTBYMOIee 3HaueHHe (2, 3 wim 4) B
packpbiBatoriemcs criucke MBSSID.

YrtoOBI IPOIOIDKUTE, HAKMHUTE KHOTIKY [lanee.
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B pasmene OCHOBHble HACTPOMKM Bbl MoXeTe HW3MEHHTh OCHOBHBIC MapamMeTpbl IS
OeCIIPOBOJHON CETH TOYKU JIOCTYIA: «CHpsATarb» Barry OecrnpoBonHyio ceth (CKPbITb TOYKY
[ocTyna), onpeaenuts cooctBennoe Hazpanue cetu (SSID) u Bamie mecromonoxenue (CTpaHa),
BBIOpaTh KaHasl OecnipoBoHOro coenuuenus (KaHanm) u pexxuM paboThl OeCIIPOBOHON CETH TOYKH
noctyrna (BecnpoBoOAHOM PeXNUM), a TakKke OTPAaHUYMTH KOJTMYECTBO MOIKITIOYEHHBIX KIHEHTOB
(MakcumanbHoOe KONIM4YecTBO KITMEHTOB).

OCHOBHBIE HaCTPOiiKH

CKDBITE TOYKY DOCTYNE:

5510 DAP-1150

CTpaHa: RUSSIAM FEDERATION A
KaHan: 13 -

BecnposoaHon PEHIM: 802.11G only -

Mpu cMeHe pexma © "BY"G™ Ha nobolt ns peximos © "N" pekoMeHAYETCA 38HOE0 NPOMSBECTH HACTPORKY DesonacHocTK!

MaKCMManNeHoE KONWYECTED KNMEHTOE: 0

<Hazan| [fanee >

PucyHok 87. OcHogHble Hacmpoliku becripogodHOU foKanbHoU cemu.

YT1oOBI MPOOIKUTE, HAKMUTE KHOTIKY [lanee.

Ha crnenyromeii crpanuiie Bol MojkeTe n3MeHUTh napaMmeTpsl Oe3onacHocTu Bamieii 6ecripoBoaHo
cetu. [lo ymonuaHuio A JIOKaJIbHOM OECHpOBOAHON CeTH B CHUCTEME 3a/laH THUIl CETEBOM
ayreHtuukanun Open (oTKpbITast ceTh) 03 MUPPOBAHHSL.

HacTpoiikn bezonacHocTH

CeTesan ayTEHTUDMKELMA:

Hacrpoiikn wwgpoeanna WEP

BrounTe wdposaHue WEP:

<Hasan| (fanee >|

PucyHok 88. Hacmpoliku 6e3onacHocmu 6ecripogo0HOU cemu o yMon4aHUuro.

Hactpoiikyu 1mo ymMon4aHuio He 00€CHeuMBAIOT 3alIUTy OECHpPOBOIHOMN JIOKATLHOW CETH.
HacrosTenbHO pekOMEHIyeTCsl 3a/1aTh COOCTBEHHBIC HACTPOWKH Oe3omacHoCTH. B ciaydae
Da36I/ICHI/I$I 6€CHDOBOI[HOI\/’I CCTU TOYKH JOCTVIIA HA CCIMCHTEI PCKOMCHIAVETCSA OIPCACINTE
cOOCTBEHHBIC HACTPONKH 0€30MAaCHOCTH JUISI KQKJIOTO CErMEHTA CETH.
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Hacrpoiikn bezonacHoCTH

CeTeBan ayTeHTHDMKALMA: Open -
Hacrpoiikn wwdposanna WEP

......................................................... Shared
WPA
BrotounTe wudposadne WEP: VWPA-PSK
WPA2
WPAZ-PSK
WPAMPAZ mixed
WPA-PSK WPAZ-PSK mixed

PucyHok 89. Tunbl aymeHmucgukayuu, noddepxxusaemble moykol docmyna.

Touka mocTyma moaAepKUBAET CIECIYIONINE TUITBI Ay TCHTH(PUKAIIUN:

Tun ayTeHTUMKaLum OnucaHue

OTkpbiTasgs ayTeHTUQHUKaNUi (C BO3MOXKHOCTBIO HCIIOJIIb30BaHMS
Open WEP-mudpoBanus [isi  pexuMoB OECpOBOAHON CeTH, He
NOJ|/IepKUBAIOIINX ycTpoiicTBa ctanaapra §02.11n).

AyTreHTuduKanus ¢ OOIKMM KIHOYOM C Hcmoinb3oBanueM WEP-
mmmdpoBanus. [JaHHBINA THI ayTeHTH(PUKAIIMN HEJOCTYIEH, €CIl Ha
CTpaHHUIIC OCHOBHBIX HACTPOEK B crircke becnpoBoaHOn pexum
3a/I1aH peXuM, OIeP>KUBAIONINI ycTpoiicTBa ctanaapra 802.11n.

Shared

Aytentudukamust mo TexHonmornn WPA ¢ ucmonb3oBaHHEM

WPA
RADIUS-cepsepa.

WPA-PSK Ayrentudukarnus mo texnonornu WPA ¢ ucnons3oBanuem PSK-

KJIro4a.

Ayrentudukamust 1o TexHomorun WPA2 ¢ ucmons3oBaHHEM

WPA2
RADIUS-cepgepa.

WPA2-PSK Aytentudukarys no texnonsorun WPA2 ¢ ucnonszoBanuem PSK-
KJIFO4a.

KomOunupoBanuelii tun ayrentudukauuu. IIpu BeiOOpe naHHOTO
3HaueHUss K OeCTHpOBOMHOM CETH, CO3JAaBaE€MOIl TOYKOM IOCTYyIa,
WPA/WPA2 mixed MOTYT  TOJKIIOUYAThCS  YCTPOWCTBA,  HCIONB3YIOIIAE  THII
ayrentupukarmn  WPA, u ycTpoiicTBa, WCIONB3YIOIIUE THII
ayreHtupukannn WPA2.

KomOuHupoBanubsiii Tun ayrentudukanuu. [Ipu BeiOOpe naHHOTO
3HaueHUs K OEeCHpOBOAHOM ceTH, co3JaBaeMOil TOUKOW JocCTyTa,

WPA-PSK/WPA2-PSK

mixed MOI'YT  IIOAKJIIOYATBCA  YCTPOMCTBA,  MCHOIB3YKOIUE  TUI

ayrentupukanuu WPA-PSK, u ycrpoiicTBa, MCONB3yIONIAE THIT
ayrentudurannu WPA2-PSK.
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JIns wucnonb3oBanust tunoB ayreHTudukaimn WPA, WPA2 u WPA/WPA2 mixed
®  HeoOxommMmo Hammare RADIUS-cepBepa.

[Tpu BeIOOpe 3Hauenuss Open win Shared ma crpanuie orodpaxkaercs pasmen HacTponkm
wudgpoBaHua WEP (pasgen HemocTyneH i PEKUMOB pabOThl  OECIPOBOJHOW CETH,
noaepkuBaronux cragaapt 802.11n):

HacTpoiikn bezonacHoCTH

CeTEBaA ayTEHTHHMKALMA

Open -
Hacrpoiikn wwdpoeanna WEP
BromioumTe WwdposaHmue WEF:
Homep KnkoYa No yMonYaH ! 7 -
Kntou wwdposaHa WEP kak HEX : |:|

Kntou wwbposaHua WEP (1):
Kntod wwbposaHua WEP (2):
Knrou wwbposaHua WEP (3):
Fonkoy wiuposaHua WEP (4):

PucyHok 90. 3HayeHue Open 8 packpbisatowiemcsi criucke Cemeeasi aymeHmuguKkayus.

MapameTp OnucaHwue

@naxok ans aktuBauun WEP-mmdposanus. IIpu ycraHoBieHHOM
¢axke Ha cTpaHune otoOpaxkaercs nore Homep kmiovya no

Bknountb
ymon4anuro, diaxoxk Knrow wudposannsa WEP kak HEX u
wundposaHue WEP
gereipe mons  Know  wucgppoBaHma WEP. Jlna  Tuna
ayrentudukanun Shared daxok Bceraa ycraHOBIICH.
Howmep krntoya no Homep xmtoua (ot 1-ro 10 4-ro), KOTOpHIA OyIeT HCHONIb30BATHCS
yMon4yaHuio st WEP-mmudpoBanus.

Kntoy wncpoBaHua | YcraHoBute ¢raxok, 4ToOBI 3a1aTh IIECTHAALATEPUIHOE YHCIO B
WEP kak HEX KauecTBe KJIIoYa JJIs IU(pPOBaHHUS.

Kmtoun ans WEP-mmgpoanus. Ilpu nmmdpoBanun ucnons3yercs
KJII0Y, HOMEp KOTOPOTO yKa3aH B pacKpbiBaromiemcs ciircke Homep
KIoYa No yMmon4yaHuro. HeoOXoauMo 3aroHUTh BCE TOJIS.

Kntou wudposaHus Bbl MoxxeTe 3amaBath KIOUM AIUHON S5 wim 13 cumBonoB (tudp u

WEP (1-4) (unmm) naruHCKMX OykB). Ecnm ycranoeien duaxox Knroy
wndppoBaHna WEP kak HEX, Bei Moxere 3amaBarh TOJBKO
kitoun 1iuHoN 10 cumBoioB (uudpset ot 0 10 9 u natuHCKHUE OYKBBI
ot A 1o F).
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PyKOBO,ElCTBO nonb3oBarens

HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

ITpu Beibope 3Hauenus WPA-PSK, WPA2-PSK wiu WPA-PSK/WPA2-PSK mixed na
cTpanuile orobpaxaercs pasaen HacTponku wudposaHusa WPA:

Hacrpoiikn bezonacHocTH

CETEEEA ayTEHTHDMKALMEA:

K.nkou wicpoBaHuA PSE:

WPAZ MpeasapuTensHan
AYTEHTHMRMKALMA:

Hacrpoiikn wkwgposanna WPA

WPA-UMpoBEHME:

WPA nepuog 0DHOBNEHWA KNKDHE:

WPA2-PSK -
76543210

PucyHok 91. SHaueHue WPA2-PSK e packpblgaroujemcs criucke Cemeeasi aymeHmughukayus.

MapameTp OnucaHue

Kntoy wncgpposaHmna PSK

Kitou myist WPA - posanus. Kirrou MoxkeT cocTosTh U3 udp u
(unm) MaTHHCKHUX OYKB.

WPA2 lNpeaBaputenbHasn
ayteHTUdukKaums

@naxok A7 aKTUBAMK TPEIBAPUTEIBHON ayTeHTU(DHUKAIUN
(otroopakaercst tompko s TunmoB WPA2-PSK u  WPA-
PSK/WPA2-PSK mixed).

WPA-wudpoBaHue

Mexanusm mmdpposanus: TKIP, AES wiu TKIP+AES.

WPA nepuog o6HoBneHus
Kno4a

[lepuon BpemeHu (B CEeKyHAax), IO HWCTEYCHHUH KOTOPOTO
TCHEPUPYETCST HOBBIH KITIOY JUIS IIH(POBAHMS IO TEXHOJOTHUHU
WPA. Ecau B pmanHoMm mone ykazaHo 3HadueHue 0, kirou
OOHOBIIATHCS HE OyJIEeT.
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ITpu BeiOOpe 3Hadenus WPA, WPA2 nnin WPA/WPA2 mixed Ha crpanuie otoOpakaroTcst
pasnenst HacTpouku RADIUS u Hactponku wmncgpposaHus WPA:

HacTtpoiikn bezonacHocTi

CeTesan ayTeHTHHMKALMA WPAZ -
WPAZ MNpeasapuTensHaA |:|
ayTeHTUDUKALRA:

Hacrpoiikn RADIUS

IP-anpec: 192, 168.0.254
MopT: 1812
RADIUS knkoY W posaHua: dlink

Hacrpoiikn wwdpoeanna WPA

WP A-WwkpoBaHKUe: AES -

WPA neprog obHoBREHWA KNroda: 500

PucyHok 92. SHauyeHue WPA2 g packpbigaroujemcs criucke Cemeeass aymeHmudbukayus.

MapameTp OnucaHue

a0k JUIsl aKTUBALUU MIPEIBAPUTENLHON ayTeHTHU(PUKAIIUK TTPU
WPA2 lNpeaBaputenbHasn P P Ve ¢ P
ucnoab3oBaHuu TexHomorun WPA?2 (oToOpakaeTcss TOIBKO AJIst

ayTeHTUd(pUKauums .
y tukau runos WPA2 u WPA/WPA2 mixed).
IP-agpec IP-anpec RADIUS-cepgepa.
MopT Howmep nopra RADIUS-cepsepa.
RADIUS ko | o s otoro mapaverpa. onpesetens 5
-cepBepOM (3HAYCHHE ITOTO IMapameTpa oIl HO B
wudpoBaHuaA PBep P P peaet

Hactpoitkax RADIUS-cepsepa).

Mexaamsm mmdposanus: TKIP (moctymeH Toibpko asst THIA

WPA-wudhpoBaHue WPA), AES (noctynen tonbko mis tunios WPA2 u WPA/WPA2
mixed).

Ilepon BpeMeHun (B CeKyHAax), IO HCTEYEHHU KOTOPOTO
WPA nepuos 0OGHOBMEHUS | reHepupyeTcss HOBBIA KIHOY Ul INHU(POBAHUS MO TEXHOIOTUH

Knro4a WPA. Ecau B paHHOM 1one yka3zaHo 3HaueHue 0, xirou
OOHOBJIATHCS HE OyJIeT.

YtoObI MPOIOIHKKUTH, HAKMHTE KHOTIKY [lanee.

[Tocne Toro xak BeI mpoiizere Bce maru Mo yCTaHOBKE OECIPOBOIHOTO COEIMHEHHS, Ha CTPAHHILIE
oroOpa3sTcs Bce 3amaHHble Bamu Hactpoiiku. IIpoBepbTe WX TpaBMIIBHOCTH, a 3aTeM HAXKMHUTE
kHONIKYy COXPaHMUTb, IocIie 4ero Mpou30HIeT Mepexo/] Ha CTPaHHUILy OBICTPBIX HACTPOEK.
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Cmamyc

Ha crtpaHuiiax maHHOTO pasfena MpeAcTaBlIeHbl JaHHBbIE, OTOOpaKaloIllue TEKyIllee COCTOSHUE
TOYKH JIOCTYyTa B PEKUME MapUIPyTHU3ATOPA:

* ceTeBas CTaTHCTHKA,
* Talnuiia MapuIpyTH3aLUY;

*  JaHHbIe 00 yCTPONCTBAX, MOJKIIOYCHHBIX K CETH TOUKH JI0CTyIa U ee web-uHTepdeiicy.

CeTteBas cTaTUCTUKA

Ha crpanune Ctatyc / CeTteBasi cTtaTUCTMKa Bbl MoXeTe MPOCMOTPETh CTAaTUCTHYECCKHE
JaHHbIE 10 BceM uHTepdelicaM (COeIMHEHUsIM), CYLIECTBYIOIIMM B cucTeme. s Kaxaoro
COEIMHEHUs] oToOpaxkaercs coctostHue, [P-agpec, macka mojaceTw M HUTIO3 (€CIM COEAMHEHHE
yctanoBineHo), MAC-anpec, 3Hauenue mnapamerpa MTU, a Takke o00beM MNepeqaHHBIX W
MOJTYYECHHBIX JaHHBIX (C YBEJIMYEHHEM OObeMa IaHHBIX EIUHHIBI W3MEPEHUS aBTOMATHYECKH
MeHsroTCs — OaiT, KOaiit, MGaiT, ['6aiiT).

= K’ Cucrema - Azbik -
=
D-Lin
DAP-1150
ﬁ Craryc CeTb WiFi [LononHuTensHo MeceTeBoN skpaH KoHTpone Cucrema
CeTesan CTaTHCTHKA Tafinnua MapLIPYTH3ALIA LAM-KNHEHTHI
Hma Tun CocTonnne Ir Macka Waros HMAC MTU Rx/Tx

LAN Moarnouero @ 192,168.1.179 255.255.255.0 - F0:7D:68:80:81:82 1500 581,21 Kfaifr/5. 3931 MBaitT
dynamic_WWAN_1 Moaknouero @ 192.168.161.212 255.255.255.0 192.168.161.1 F0:7D:68:8D:81:82 1500 10,675 MBaifT /25, 154 MaiiT

PucyHok 93. Cmpa+uya Cmamyc / Cemeeasi cmamucmuka.
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Tabnuua MmapwpyTusayum

Crpanuna Ctatyc / Tabnuua mMapLupyTusaumm otodpaxaer HHGOPMAIMIO O MapumipyTax. B
tabnuie npeacTaBieHsl [P-afpeca Ha3HAYCHWSI, IUTFO3bI, MACKHU MOJCETH U JPYTHE JTaHHbIC.

D-I inkij CucTema - Azbik -

DAP-1150

ﬁ Craryc CeTb WiFi [LononHuTensHo MexceTesoi skpaH KoHTpone Cucrema

CeTeBasn CTaTUCTUKE Tabnuya mapwpyTisa LAN-nHEHTbI

HuTtepdeic Hasnauenwe Wntos Macka cetn dnarn Mer puka
LAN 239.255.255.250 0.0.0.0 255.255.255.255 UH Q
dynamic_WAN_1 192.168.161.0 0.0.0.0 255.255.255.0 u o
LAN 192.168.1.0 0.0.0.0 255.255.255.0 u o
dynamic_WAN_1 192.168.0.0 192.168.161.240 255.255.255.0 us 2
dynamic_WAN_1 0.0.0.0 192.168.161.1 0.0.0.0 uG 100

PucyHok 94. Cmpa+Huua Cmamyc / Tabnuuya mapwpymu3sayuu.

CtpaHnuua 102 n3 180



DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens

LAN-K/IMeHTbI

MapLupyTusaropa

Ha crpanune CtaTtyc / LAN-KNWEHTbI mpeicTaBieHbl YCTPOICTBA, MOAKIIOYCHHBIE K TOYKE

JIOCTYTIa, U yCTPONCTBA, 0OpaTUBIIHECS K ee web-uHTepdeiicy.

D-Link
DAP-1150
ﬁ Craryc CeTb WiFi [LononHuTensHo MexceTesoi skpaH KoHTpone Cucrema
CeTeBas CTaTUCTUKA Tafinuua MapLPyTH3aLMN LAN-KAHEHT bl
IP-appec ®narn MAC-appec

192,168.161.143 0x2 6C:62:60: 701 26:A1

Azbik -

Hurepdeic
dynamic_WAN_1

PucyHok 95. Cmparuya Cmamyc / LAN-knueHmbl.

Jns kaxpaoro yctpoictBa otodpaxaercs [P-anpec, MAC-aapec, a Takke uHTEpdEic, K KOTOPOMY

OHO IMOAKJIFOYEHO.
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Cemb

B nanHom paznene meHo Bbl MoXeTe HACTPOUTH OCHOBHBIC MapaMETpPhl JIOKATbHONH CETH TOYKH
JIOCTyTa U co3aarh noaxkiatoueHue k cetu Murepuer (WAN-coenunenue).

WAN

Ha ctpanuiie CeTb / WAN Bbl MoXkeTe peakTHPOBaTh U CO3/aBaTh COCAMHEHHS, HCIIONIb3yeMbIe
TOYKOU JTOCTYIA.

D.l ink Cuctena - i -

DAP-1150

Cetb Wi-Fi AononHuTensHo MeKceTeBol skpaH KoHTpone Cucrema

WAN LAN

Hma Tun coeuHeHnA Nopt CocToAHue Hanpasnenne UInko3 A0 yMONYaHHID

fJobaeuTe

PucyHok 96. Cmpa+uua Cemsb / WAN.

YroObl cO3IaTh HOBOE COCAMHEHHE, HaXKMUTE KHONKY J[lo6aBWUTb. Ha oTKphIBIIEHCS CTpaHHIIE
3a/laiiTe COOTBETCTBYIOIIME TAPAMETPHI.

UroObl  3a1aTh JApyrue MmapaMeTpbl Uil CYHIECTBYIOIIETO  COCAMHEHUs,  BBIOEpHUTE
COOTBETCTBYIOILIYI0O CTPOKY B TaOnMile M HaXXMHUTE JIEBYIO KHONKY MbIIH. Ha oTkpbIBuIeHCS
CTpaHHIIe U3MEHUTE HEOOXOAMMBIE TTApaMeTPhl U HAKMHUTE KHOITKY COXPaHUTb.

UrtoOBl yJaiuTh CYIIECTBYIOIIEE COCAWHEHHE, BEIOEPUTE COOTBETCTBYIONIYIO CTPOKY B Talmwuie u
Ha)KMUTE JICBYIO KHOITIKY MBIIIN. Ha OTKpBIBIICHCS CTpaHHIle HAKMHUTE KHOTIKY YAanUTb.

Uto6sl ogHO u3 cymecTByromux WAN-COeIWHEHUN HCIONh30BaJIOCh B KAyeCTBE IIIIO3a IO
YMOITYaHHUIO, YCTAaHOBUTE Tepekmodaresb WLMi3 no yMon4YaHuUIo B cTpoKe, COOTBETCTBYIOIICH

9TOMY COCAUHCHUIO.
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WAN-coeduHeHue muna PPPoE

s cosmanus coenunenus tuna PPPoE naxkmute kHonky [lo6aBUTb Ha ctpanuiie CeTb / WAN.
Ha otkpsiBiieiics crpanuie Beioepute 3HaucHrne PPPOE B ciucke Tun coeauHeHus u 3anaiite

HEOOXOIMMBIE TTapaMEeTPHI.

[MaBHble HACTPOIKK

TN coeaMHEHHA: PPPGE -
MopT: WAN
Kma: pppoe_WAN_2
PaspewnTs:
HanpasneHue: AN
..... b
MTL: 1500
MAC: F0:7D:68:30:31:62 <BoibepuTe agpecs -

PucyHok 97. CmpaHuuya 0obaeneHusi coeduHeHusi. Pa3denbsl MnaeHbie Hacmpoliku u Ethernet.

MapameTp OnucaHue

MMmaBHble HACTPOMNKMH
Mopt Ousnyeckuit  uHTEepdeiic, K KOTopoMy OyaeT MPHUBSI3aHO
co31aBacMO€ COCAMHCHUC.
Uma HazBanue coenuHeHus s yqo0HOH UIeHTU(DUKALIUY.
Pa3peumn: Ycranosute (Imaxcm(, €CJIN XOTUTE BKIIFOYUTH JAHHOC COCANHCHUC.
HanpasneHune Hanpasnenue 1aHHOTO COETMHEHUS.
Ethernet
MTU MaxkcumanbHbIN pa3Mep MakeTa, nepeaaBaeMoro nHTepdercom.
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MapameTp OnucaHue

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHbI mnapaMerp
HeoOXOAMMO 3aJaTh, eciu Bam mnpoBaiinep apocTtynma K CceTH
Nurepuer ucnons3yet npuBasky k MAC-agpecy. Beeaute B mone
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaiiepa Npy 3aKIOUEHUN
JI0rOBOpA.

Ber mokere Haxars kHomky KnoHupoBatb MAC, 4ro0sr
MAC nojcTaBuTh B JaHHoe moie MAC-aapec ceTreBoro ajamTepa
KOMITBIOTEPA, C KOTOPOTO MPOU3BOAUTCS HACTPOMKA TOYKH JOCTYIIA.

Ber Takke wmoxere mnoacTaBuTh B naHHoe mone MAC-ampec
YCTPOICTBA, MOAKIIOYEHHOTO K JIOKAJIbHOM CETH TOYKU JOCTYyINa B
JaHHbIM MOMEHT. JlJI1 93TOro B PacKpbIBAIOLIEMCSl CIIHCKE,
pPacHoOJIOKEHHOM CIIpaBa OT TMOJIs, BBIOEPUTE COOTBETCTBYIOIIUMN
MAC-aapec (1Ipu 3TOM TI0JI€ 3aIIOJTHATCS aBTOMAaTHYECKH).

KMMA None30BaTENA:

Bes apTopu3aLM: |:|
MNaponk: naae
MNoaTEEpHAEHKE NapPONA: ranan

WmMa cepemca:

ANropuTH 3YTEHTHDMKALMN: ALTO -
MTU: 1492
Keep Alive:
LCP wHTepean (cex): 30
LCP npoBant:: 7
CoeauHeHWe no TpeBoBaHMio: =
PPP IP pacumpeHure: =
Cratvueckui IP-appec: =
OTnagka PPP: =
Mpofpoc PPPoE: =
08
BrmtoumnTe RIP: =
BrtoumnTe IGMP: [l

MAT:

CeTeBol sKpaH:

PucyHok 98. CmpaHuua 0obasneHusi coeduHeHus. Pasdernbi PPP u Pa3Hoe.
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PyKOBO,ElCTBO nonb3oBarens

HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

MapameTp OnucaHue

PPP

NMma nonb3oBaTens

Wms nonp3oBarens (JJOruH) 1uist foctyna B MIHTepHeT.

be3 aBTOpU3auumn

YcraHoBUTE (I)J'Ia)KOK, CCJIM U1 JOCTYIIa B I/IHTepHeT Bawm ne HYXXHO
BBOAWUTDH UM ITI0JIB30BATCIIA U IMApPOJIb.

Maponb ITapons g nocryna B MIaTepHeT.
NMoaTBepxaeHue IToarBepxknenue mnaposis (A HUCKIIOYEHUS OIIMOOK IIpU BBOAE
napons maposs).

Umsa cepBuca

Nms PPPoE-cepBepa, BHIMOTHAIONIETO ayTeHTU(HUKAIHUIO.

Anroputm Bribepute u3 crnmcka HEOOXOJUMBIH METOJ ayTeHTU(UKALUU MU
ayTteHTUdMKaummn ocrasete 3Hauenue AUTO.
MTU MakcumanbHbIN pa3Mep MakeTa, nepeaaBaeMoro HHTepheiicom.
(IToooepoicusams nookouenue) YCTaHOBUTE (PIaskoK, 4TOOBI TOYKA
JOCTyIa TMOJJICP)KUBAIa COCAMHEHHE C TPOBaiiIepoM, Take KOraa
. COCIMHCHUE HEAaKTUBHO B TEUYCHUE OIPEACICHHOTO Mepuoja
Keep Alive

BpemeHu. [lpu ycraHOBIEHHOM (raxkke JOCTYHHBIMHU  JUIS

penaktupoBanusi craHoBarcss moass LCP wuHTtepBan u LCP
npoBarnbl. 3ajaiiTe HEOOXOMMbIC 3HAYCHUSI.

CoeauHeHue no
TpebGoBaHUIO

VYcranoBure  (hraxok, qro0Bl TOYKA JOCTyIa
yCcTaHaBlMBaia coequHeHue ¢ MHTepHeT mo TpeboBaHuio. B mone
MakcumanbHoe BpemMsi HeaKTUBHOCTWU, OTOOpakaeMOM NpHU
YCTaHOBKE JaHHOTO (iaxkka, 3a/1aiiTe BpeMs MpocTos (B CEKyHJIax),

€ClIn  XOTHUTCE,

IMMOCJIC KOTOPOTO COCANMHCHUC aBTOMAaTHUYCCKH Pa3pbIBACTCA.

PPP IP pacwupeHune

st MONKIIIOUEHHS K CETSAM HEKOTOPBIX MpOBailiepoB HEOOXOIUMO
BKJIIOYMTH JaHHBIN MapameTp. YTouHnuTe y Baiero mnposaiiznepa,
TpeOyeTcs M yCTaHOBKA JAHHOTO (hIaXKKa.

Cratnueckun IP-agpec

YcranoBure ¢uaxok, eciii BBl XOTHTE WCIOIH30BaTh CTATHYECKHUN
[P-aapec ans coenuuenus ¢ cetbio HTEpHET. 3aMaiiTe CTaTHUEeCKUN
IP-anpec B otoOpasusiiemcs mnoie IP-agpec.

Otnapka PPP

YcranoBute ¢raxok, eciau XOTUTE, YTOOBI B JKypHaJ 3aHOCUIIACh BCA
otnano4Has nHpopmanus no PPP-coennnenuro.

Mpo6poc PPPoE

YcranoBute (Quaxok, eciu xotute, 4ToObl PPPoE-xmments
KOMIIBIOTEPOB M3 JIOKAJIBHOW CETH MOIIM IMOIKJIIOYATHCS K CETH

Nurepuet uepe3 nannoe PPPoE-noakmtouenue Touku qoctyna.
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MapLupyTusaropa

MapameTp OnucaHue

Pa3Hoe

Bxknwountb RIP

YcranoBute (aXkok, 4TOOBI pa3pemInTh UCTIOIH30BAHUE MPOTOKOIIA
RIP g manHOTO COEMHEHMS.

Bknwouutb IGMP

YcranoBure (rnaxkok, €CIM XOTUTE pa3pelIuTb MHOT0AJPECHBII
Tpaduk, HanpuMep, MOTOKOBOE BUJIEO.

NAT

YcraHoBuTe (raXkoK, €CIM XOTUTE HCMoNb3oBaTh omuH WAN [P-
azipec 1Ji BCEX KOMIIbIOTEPOB JIOKAIBHOM CETH.

CeTteBou 3KpaH

YcranoBute (hIaXoK, €CIIM XOTHTE aKTHBHPOBATh 3amuTy oT ARP- 1
DDoS-arak 15t JaHHOTO COEIUHEHUSI.

IToce 3aJaHus BCEX HCO6XO)II/IMI>IX 3HAUYCHUHN HAXKMUTE KHOIIKY COXpaHMTb.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WAN-coeduHeHue muna Cmamuyeckuli IP

s co3manust coenuuenus tumna Crarndeckuit [P mHaxkmure kHonky [loGaBMTb Ha cTpaHwmIie
Cetb / WAN. Ha otkpeiBieiics crpanuiie Beioepute 3HaucHue Ctatuyeckun IP B crincke Tun

coeAiMHeHUA U 3ajaiiTe HeOOXOIMMbIE MTaPaMETPBbI.

INaBHble HACTPOIKH

TN CoEOMHEHMA: CTaTeckuil TP -
MopT: WAN
Wng: static_WAN_2
PazpelmTh:
HanpaeneHue: AN
..... e S,
MTU: 1500
MAC: FO:7D:68:8D:81:82 | <BhifiepuTe agpec>

PucyHok 99. CmpaHuuya dobaeneHusi coeduHeHusi. Pasdernbl FnasHbie Hacmpoliku u Ethernet.

MapameTp OnucaHue

MmaBHbIe HaCTPOMKHK
MopT Ousnueckuid  uHTEepdeic, K KOoTopoMy OylaeT  MPUBSA3aHO
CO3/1aBaeMO€ COeTMHEHHE.
Uma HazBanue coemuHeHus aist yIoOHOH uIeHTH()UKAIIUH.
PaspewunTb YcranoBute GaXkoK, €CIM XOTHTE BKIFOYUTH JaHHOE COCTUHCHUE.
HanpasneHune Hanpasnenue 1aHHOTO COETUHEHUS.
Ethernet
MTU MaxkcuMaNbHBIN pa3Mep MakeTa, epeaaBacMoro HHTephercom.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

MapameTp OnucaHue

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHbI mapamerp
HEOOXOIMMMO 3ajaTh, €ci Bam mpoaiinep pocTyma K CeTH
HNutepner ucnons3dyet npusBasky k MAC-agpecy. Beeaure B mnone
MAC-anpec, 3aperucTpupOBaHHbIN y MpoOBaliepa Mpy 3aKIOUYEHUN
JI0roBOpA.

Ber moxkere Haxkars kHoOnKy KnoHupoBatb MAC, 4ro0s
MAC moncTaBuTh B JnaHHoe mnoine MAC-agpec cereBoro amamnTepa
KOMIIBIOTEPA, C KOTOPOTO MPOU3BOUTCS HACTPOWKA TOYKH JTOCTYTIA.

Ber Takke Moxkere moactaBuTh B gaHHoe mone MAC-ampec
YCTPOWCTBA, MOAKIIOUYEHHOIO K JIOKAJIbHOM CETH TOYKH JOCTyIa B
JAaHHbIA MOMEHT. JlJ11 3TOro B PacKpbIBAIOLIEMCS  CIIMCKE,
PacrloioKeHHOM CIpaBa OT IIOJiA, BBIOEPUTE COOTBETCTBYIOUINI

MAC-aapec (TIpu 3TOM T0JI€ 3aMOJTHUTCS aBTOMAaTHYECKH).

IP-apgpec:

CeTeBan Macka:
IP-appec wnwoza:
MepenyHel DNS-cepeep:

BTopiuHel DMNS-cepeen:

Paznoe
BremtoumnTe RIP: =
BroumnTe IGMP: =
MNAT:
CeTeBol 3KpaH:

PucyHok 100. CmpaHuuya 0obaesneHusi coeOuHeHus. Pasdernsi IP u Pa3sHoe.

MapameTp OnucaHue

IP
IP-apgpec Beenute B mone [P-anpec.
CeTeBasi Macka BBeauTe B mosie Macky MOJICETH.
IP-apgpec wnio3a Brenure IP-anpec nuio3a, HCnoab3yeMoro 1aHHbIM COEAMHEHUEM.

MepBuYHbLIM DNS-
cepBep/BTopUYHbIN
DNS-cepBep

Beeaute anpeca mnepBuuHoro u BropuuHoro DNS-cepBepoB B
COOTBETCTBYIOIIUE TIOJISL.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens

MapLupyTusaropa

MapameTp Onucanue

Pa3Hoe

Bxnountb RIP

YcranoBute ¢uiaxxok, 9TOOBI Pa3pelInTh UCIOIBb30BaHUE TPOTOKOIA
RIP g mjaHHOTO COETMHEHMS.

Bxnwouutb IGMP

VYcranoBuTe (rajxkoK, €CIM XOTHTE pa3peIiuTh MHOTOAJAPECHBIN
Tpaduk, HapuUMep, MOTOKOBOE BUIEO, ISl JAHHOTO COSUHEHHS.

NAT

YcranoBuTe (Graxkok, €ClM XOTUTE UCHONb30BaTh oquH WAN [P-
azipec i BCEX KOMIBIOTEPOB JIOKATbHON CETH.

CeTeBOM 3KpaH

YcranoBure (u1aXkoK, €CIIM XOTUTE aKTUBUPOBATh 3amuTy oT ARP- 1
DDoS-arak y1st JaHHOTO COEIUHEHUSL.

IToce 3aJaHusAd BCEX HCO6XOI[I/IMI>IX 3HAYCHUN HAXKMUTE KHOIIKY CoxpaHMTb.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WAN-coeduHeHue muna JQuHamu4eckuli IP

Jlns cosmanus coenuHeHus Tumna JIuHamudeckuii [P Haxxmure xHomky [loGaBUTb Ha crpaHwmiie
Cetb / WAN. Ha otkpsiBieiicst ctpanuiie BbiOepuTe 3HadeHue [UHamuyeckun IP B crvcke
Tun coeanHeHUA u 3a1aiiTe HEOOXOAUMBIE TTAPAMETPHI.

InaBHble HACTPOIKK

Tin CoeAMHEHNA: OWHaMuueckui TP -
MopT: WAN -
Mma: dynamic_WAN_2
PaspewnTs:
HanpaeneHue: AN
..... b S
MTL: 1500
MAC: FO:70:68:80:31:62 <BuifepuTe anpecs -

PucyHok 101. CmpaHuuya 0obasneHusi coeOuHeHus. Pasdenbi MnaeHble Hacmpolku u Ethernet.

MapameTp OnucaHue

MmaBHbIe HAaCTPONKM
MopT Ousuveckuit  uHTEpdeiic, K KOTOpoMy OyaeT MpHUBSI3aHO
CO3/1aBa€MO€ COCTMHEHHE.
Nma Ha3Banue coenuaenus ajist yio0HON MACHTH(UKAIINH.
Paspewuntb YcranoBute IaxoK, €M XOTUTE BKIFOYUTH TAHHOE COSIUHEHUE.
HanpaBneHue Hanpapnenue naHHOTO COeTMHEHUSI.
Ethernet
MTU MaxkcuMalbHBIN pa3Mep MaKkeTa, epeaaBacMoro HHTepdercom.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

MapameTp OnucaHue

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHbI mapamerp
HEOOXOIMMMO 3ajaTh, €ci Bam mpoaiinep pocTyma K CeTH
HNutepner ucnons3dyet npusBasky k MAC-agpecy. Beeaure B mnone
MAC-anpec, 3aperucTpupOBaHHbIN y MpoOBaliepa Mpy 3aKIOUYEHUN
JI0roBOpA.

Ber moxkere Haxkars kHoOnKy KnoHupoBatb MAC, 4ro0s
MAC moncTaBuTh B JnaHHoe mnoine MAC-agpec cereBoro amamnTepa
KOMITBIOTEpA, C KOTOPOTO MPOM3BOIUTCS HACTPOMKA TOUKHU JOCTYIIA.

Ber Takke Moxkere moactaBuTh B gaHHoe mone MAC-ampec
YCTpOMCTBa, MOAKIIOYEHHOTO K JIOKAJbHOM CETH TOYKH JIOCTyIa B
JAaHHbIA MOMEHT. JlJ11 3TOro B PacKpbIBAIOLIEMCS  CIIMCKE,
PacrloioKeHHOM CIpaBa OT IIOJiA, BBIOEPUTE COOTBETCTBYIOUINI
MAC-aapec (TIpu 3TOM T0JI€ 3aMOJTHUTCS aBTOMAaTHYECKH).

MonyunTe agpec DNS-cepeepa
ABTOMATUYECKM:

Vendor ID:

BrnroumTe RIP:

BrnroumTe IGMP:
MAT:
CeTeBoi 3KpaH:

PucyHok 102. CmpaHuuya 0obaesneHusi coeOuHeHus. Pasdernsi IP u Pa3Hoe.

MapameTp OnucaHwue

IP

MonyuuTs anpec DNS- VYcranoBute Quaxok, 4toObl aapec DNS-cepepa HazHavayics

cepBepa
aBTOMaTU4eCcKu

ABTOMATHUYCCKU. Ecmu ,[[aHHLIfI (bnaxcmc YCTAHOBJICH, IIOJIA
MepBuyHbIN DNS-cepBep u BtopuuHbin DNS-cepBep He
oTOoOpaXkarTCs.

MepBuYHbLIM DNS-
cepBep/BToprYHbIN
DNS-cepBep

Beenure agpeca nepBuuHOro u BTOpuuHOro DNS-cepsepoB B
COOTBETCTBYIOIINE TIOJIA.

Wnentudukarop rmposaiizepa pgoctyna K cetu VIHTepHeT.

Vendor ID 5
Heobsazamenvnuiti napamemp.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens

MapLupyTusaropa

MapameTp OnucaHne

Pa3Hoe

Bknountb RIP

YcranoBute ¢axok, 9T00bl Pa3pelInTh UCIOIB30BaHUE MPOTOKOIA
RIP mnig magHOrO CoenMHEHNU.

Bxnountb IGMP

VYcranoBute (PrUaskok, €CIM XOTHTE pa3peluTh MHOTOAJAPECHBIN
TpaduK, HapuUMep, MOTOKOBOE BUEO, /Ui JAHHOTO COCAMHEHHUSL.

NAT

YcranoBute (Prakok, €Cld XOTUTE HCHONb30Barh oquH WAN [P-
azipec JJi BCEX KOMITbIOTEPOB JIOKAIbHOM CETH.

CeTeBOM 3KpaH

YcranoBure (iaXkoK, €CIIM XOTUTE aKTUBUPOBATh 3amuTy oT ARP- u
DDoS-arak [y1st JaHHOTO COEIUHEHUS.

IToce 3aJaHusAd BCEX HCO6XOI[I/IMI>IX 3HAYCHUN HAXKMUTE KHOIIKY CoxpaHMTb.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WAN-coeduHeHue muna PPTP + Cmamuyeckul IP u L2TP + Cmamu4eckul IP

Jus cozpanms coenuHenns: tuna PPTP + Cratuueckwuit IP unu L2TP + Crarudeckuii IP HaxkmuTte
kHorky [lo6aBuTb Ha crpanuine Cetb /| WAN. Ha OTKpbIBIICHCS CTpaHUIle BbIOCpHTE
COOTBETCTBYIOIIIEE 3HAUCHHE B CITUCKEe TUM COEAUHEHMUA 1 33/1aiiTe HEOOXOAUMBIE TTapaMeTphl.

IMaBHble HACTPOIKK

Thn coeanHERNa; FPTF + CTaThueckMid [P
MopT: WAN
Wng: statpptp_WAN_2
PazpelmTh:
HanpaeneHue: AN
..... e S,
MTU: 1500
MAC: FO:7D:68:30:31:62 <BoibepuTe anpecs -

PucyHok 103. CmpaHuua dobasrneHusi coeOuHeHusi. Pa3dernbi [naeHble Hacmpolku u Ethernet.

MapameTp OnucaHue

MmaBHbIe HAaCTPONKM
Mopt Ousnyeckuit  mHTEpEHc, K KOTOpOMY OyaeT  MpHUBSI3aHO
CO3J1aBaeMO€ COEIMHEHHE.
Uma HazBanue coenuHenus A yaoOHOH uIeHTH()UKAIIUH.
PaspewmTtb YcranoBure ¢raxkok, €CIM XOTUTE BKIIOYUTH JAHHOE COCTUHEHHUE.
HanpaBneHue Hanpasnenue n1aHHOTO COEIMHEHUS.
Ethernet
MTU MaxkcuManbHbIH pa3mep Makera, nepeaBaeMoro nHTepgeicom.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

MapameTp OnucaHue

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHbI mnapaMerp
HeoOXOAMMO 3aJaTh, eciu Bam mnpoBaiinep apocTtynma K CceTH
Nurepuer ucnons3yet npuBasky k MAC-agpecy. Beeaute B mone
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaiiepa Npy 3aKIOUEHUN
JI0rOBOpA.

Ber mokere Haxars kHomky KnoHupoBatb MAC, 4ro0sr
MAC nojcTaBuTh B JaHHoe moie MAC-aapec ceTreBoro ajamTepa
KOMIIBIOTEPA, C KOTOPOTO MPOU3BOJUTCS HACTPOWKA TOUKH JOCTYTIA.

Ber Takke wmoxere mnoacTaBuTh B naHHoe mone MAC-ampec
YCTPOICTBA, MOAKIIOYEHHOTO K JIOKAJIbHOM CETH TOYKU JOCTYyINa B
JaHHbIM MOMEHT. JlJI1 93TOro B PacKpbIBAIOLIEMCSl CIIHCKE,
pPacHoOJIOKEHHOM CIIpaBa OT TMOJIs, BBIOEPUTE COOTBETCTBYIOIIUMN
MAC-aapec (1Ipu 3TOM TI0JI€ 3aIIOJTHATCS aBTOMAaTHYECKH).

IP-aapec:

CETEBSA MAtka:
IP-agpec wnosa:
MepemgHbl DMNS-cepsep:

BropudHen DNS-cepeep:

PazHoe
BrentoumTe RIP;
BrentoumTe IGMP:
MNAT:
CeTesoi 3KpaH:

PucyHok 104. CmpaHuuya 0obasrneHusi coeOQuHeHus. Pasdernbi IP u Pa3sHoe.

MapameTp OnucaHwue

IP
IP-agpec Beenute B mone [P-anpec.
CeTeBas macka BBenuTe B mosie Macky MOACETH.
IP-appec wno3a Brenure [P-anpec nuio3a, UCMOIb3yeMOro TaHHBIM COSAMHEHUEM.

MepBuYHLIN DNS-
cepBep/BTopUYHbIN
DNS-cepBep

Beeaute agpeca mnepBuuHoro u BropuyHOro DNS-cepBepoB B
COOTBETCTBYIOILIHE TOJI.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

MapameTp OnucaHne

Pa3Hoe

YcraHoBuTe q)ﬂa)KOK, 4TOOBI Pa3pCIIUTL UCTIOJIB30BAHUC MIPOTOKOJIA

Bknrouutb RIP
RIP mnig magHOrO CoenMHEHNU.

VYcranoBute (PrUaskok, €CIM XOTHTE pa3peluTh MHOTOAJAPECHBIN

Bxnountb IGMP
TpaduK, HapuUMep, MOTOKOBOE BUEO, /Ui JAHHOTO COCAMHEHHUSL.

YcranoBute (Prakok, €Cld XOTUTE HCHONb30Barh oquH WAN [P-

NAT

aapecC Ajid BCEX KOMIIBLIOTCPOB JIOKaJIbHOM CETH.

YcranoBure (iaXkoK, €CIIM XOTUTE aKTUBUPOBATh 3amuTy oT ARP- u

CeTeBOW 3KpaH
DDoS-arak 11 JaHHOTO COEqUHEHUS.

COBAMHATECA ABTOMATHYECKM:

KMMA None30BaTENA:

Bes asTopusawan: =
Mapone: aan
MoaTEepkASHWE NaponA: wanee

Aapec VPN-cepeepa:

WndposaHie: Bes WwHbposaHa
ANropHTM Y TEHTHDMKALIM: ALTO -
MTU: 1456
Keep Alive: =
JlononHuTensHEIE onUm:
CoeanHerie no TpeboBaHMo: [
OTnaakxa PPP: [
Monmywerrse IP:

i
BrntoumTe RIP: =
NAT:
CETEBOIA 3KPaH!

PucyHok 105. Cmparuua 0obasneHusi coeduHeHusi. Pasdernbi VPN u Pa3Hoe.

MapameTp OnucaHune

VPN
CoeanHATbLCA YcranoBure (raxkok, 4TOOBI Pa3pelInTh ABTOMATHYECKHUIl 3aIlycK
aBTOMaTU4YeCKU COEIMHEHMSI IIPU 3arpy3Ke TOUKH JTOCTyIa.

Uma nonb3oBaTens Wwmst monw3oBaTens (J10TuH) A1 1ocTyna B MHTEpHET.

YcranoBute (raxok, ecnu aia gocryna B atepaer Bam He HyXHO

Be3 aBTOpUM3auum
BBOAUTH UM ITOJIB30BATECJIA U I1aPOJIb.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarend MapuwpyTusaTtopa
MapameTp OnucaHne
Maponb [Taponbe nns noctyna B UHTEpHET.
MoaTBepxaeHue [MonTBepxkaeHne mapons (MIsi HCKIIOUEHHUS OIIMOOK TpHU BBOJIE
napons Taposs).

Appec VPN-cepBepa | IP- wiun URL-anpec PPTP- nimu L2TP-cepBepa ayreHTH)HKAINAN.

Hacrpoiika mmdposanus no nporokony MPPE.
* be3 wudpoBaHua — MPPE-mudpoBanre He MPUMEHIETCS.

« MPPE 40/128 6uT — npumensiercs MPPE-mmudposanue c
tnHOM Kirroua 40 wim 128 our.

* MPPE 40 Outr — mnpumensercs MPPE-mm¢ppoBanue ¢

WudposaHue JuTHOM Kirroda 40 out.

* MPPE 128 6ut — mnpumensiercs MPPE-mmdpoBanue ¢
JUTMHOM KJIroua 128 out.

MPPE-mudpoBanre npumeHsieTcs TOIBKO B CiIy4asX, Korga B
packphiBaromieMcst  cnucke  ASIFOPUTM  ayTeHTUdMKaumu
soieneno 3Hauenne MSCHAP, MACHAPV2 i AUTO.

Anroputm BriOepute u3 crnmicka HEOOXOAMMBIH METOJ| ayTCHTH(UKAIIUN WIIH
ayTeHTUdMKaumm ocraBbTe 3Hauenne AUTO.

MTU MaxkcuManbHbIM pa3mep Makera, nepegaBaeMoro uHTepgecom.

(IToooepoicusams nookouerue) YCTaHOBUTE (DIIAXKOK, YTOOBI TOUKA
JOCTyIa TOJIEP)KUBAIa COCAMHEHUE C MPOBANAEpPOM, Ja)Ke Korma
. COCJMHECHUEC HEAKTHMBHO B TEUCHHE OIPEICICHHOIO IMepuoja
Keep Alive
Bpemenu. [lpu  ycTaHOBJAEHHOM  (IakKe JOCTYHHBIMH IS
penaktupoBanus craHoBsarcs moas LCP wuHTepBan u LCP

npoBanbl. 3aaiiTe HEOOXOAUMBIE 3HAYCHUSI.

HDononHuTenbHbIE JlomonHuTENbHBIE ONIUU JAeMoHa pppd, KOTOpble HEOOXOIUMO
onuuun 3aJ1aTh JUIsl TaHHOTO coeuHeHus. HeobsazamenvHulii napamemp.

VYcranoBure (raxok, €CIM  XOTUTE, 4YTOOBI TOYKa JOCTyIa
ycTaHaBIuBana coequHenue ¢ MuTtepHer mo TpeboBanuio. B mone
MakcumanbHoe BpemMAaA HeaKTUBHOCTMWU, 0T06pa)KaeMOM IIpu
YCTaHOBKE JAHHOTO (lIakKa, 3aaiiTe BpeMs MpocCTos (B CEKyHAaX),

CoepnuHeHue no
TpeboBaHuIO

IIOCJIC KOTOPOT0 COCAMHCHUC aBTOMATUYCCKH Pa3pbIBACTCA.

Otnanka PPP VYeraHoBuUTE (QIIaXkoK, €CIIH XOTUTE, YTOOBI B )KypHAaJI 3aHOCHJIACh BCS
omtanounas uapopmarmsa no PPP-coequnenuro.

Mony4yeHHbIN IP [P-anpec, Ha3HAYEHHBIN TIPOBANIEpPOM JAOCTyMA K ceTh MHTEpHEeT.

CtpaHnuua 118 ns 180



DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens

MapLupyTusaropa

MapameTp OnucaHne

Pa3Hoe

Bknountb RIP

YcranoBute ¢uiaxxok, 9TOOBI Pa3pelInTh UCIOIBb30BaHUE TPOTOKOIA
RIP g mjaHHOTO COETMHEHMS.

NAT

YcranoBuTe (Graxkok, €ClM XOTUTE HCIONb30BaTh oquH WAN [P-
aZpec AJisl BCEX KOMITbIOTEPOB JIOKATbHOM CETH.

CeTeBoOM 3KpaH

YcranoBure (u1axokK, €ClIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1
DDoS-arak 11t JaHHOTO COeIUHEHHUS.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYEHUH HaXMHUTE KHONKY COXPaHUTD.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WAN-coeduHeHue muna PPTP + [JuHamu4eckul IP u L2TP + [JuHamu4eckul
IP
Hnst co3nanust coenunenuss tuna PPTP + Qunamuueckuit [P wnu L2TP + Jlunamuueckuit [P

HaxxMuTe KHOTKY Jlo6aBUTb Ha crpanuiie CeTb /| WAN. Ha oTkpbIBIIEiics cTpaHuUIe BHIOEpUTE
COOTBETCTBYIOIIIEE 3HAUCHHE B CITUCKEe TUM COEANHEHUA 1 33/1aiiTe HEOOXOAUMbIE MTapaMeTphl.

IMaBHble HACTPOITKH

Thn CoearHEHNA: PFTP + OuHammueckiil IP »
MopT: WAN
Kma: dynpptp_\WAN_2
FaspewnTs:
HanpaeneHwe: AN
..... B T e
MTL: 1500
MAC: FO:7D:68:30:31:62 <BoibepuTe agpecs -

PucyHok 106. CmpaHuua dobaesneHusi coeOuHeHusi. Pa3dernbi naeHble Hacmpolku u Ethernet.

MapameTp OnucaHue

MmaBHblIe HAaCTPONKM
Mopt Ousnyeckuit  wHTEppEHC, K KOTOPOMY OyIeT  MpHUBSI3aHO
CO3J1aBaeMO€ COeIMHEHHE.
Uma HazBanue coemuHenus A yioOHOH uIeHTH()UKAIIIH.
PaspewmTtb YcranoBure GIaxkox, €CIM XOTUTE BKIIOYUTH JAHHOE COCTUHEHHUE.
HanpaBneHue Hanpasnenue n1aHHOTO COeIMHEHUS.
Ethernet
MTU MaxkcumanbHBIN pa3Mep MakeTa, epeaaBacMoro nHTepdercom.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

MapameTp OnucaHue

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHbI mnapaMerp
HeoOXOAMMO 3aJaTh, eciu Bam mnpoBaiinep apocTtynma K CceTH
Nurepuer ucnons3yet npuBasky k MAC-agpecy. Beeaute B mone
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaiiepa Npy 3aKIOUEHUN
JI0rOBOpA.

Ber mokere Haxars kHomky KnoHupoBatb MAC, 4ro0sr
MAC nojcTaBuTh B JaHHoe moie MAC-aapec ceTreBoro ajamTepa
KOMITBIOTEPA, C KOTOPOTO MPOU3BOAUTCS HACTPOMKA TOYKH JOCTYIIA.

Ber Takke wmoxere mnoacTaBuTh B naHHoe mone MAC-ampec
YCTPOICTBA, MOAKIIOYEHHOTO K JIOKAJIbHOM CETH TOYKU JOCTYyINa B
JaHHbIM MOMEHT. JlJI1 93TOro B PacKpbIBAIOLIEMCSl CIIHCKE,
pPacHoOJIOKEHHOM CIIpaBa OT TMOJIs, BBIOEPUTE COOTBETCTBYIOIIUMN
MAC-aapec (1Ipu 3TOM TI0JI€ 3aIIOJTHATCS aBTOMAaTHYECKH).

P
Mony4wTe agpec DMS-cepeepa
SETOMATHHECKH;
Vendor ID:

PazHoe
BrentoumTe RIP:
BrentoumTte IGMP:
MAT:
CeTesoi 3KpaH:

PucyHok 107. CmpaHuuya 0obaesneHusi coeOuHeHus. Pasdernsi IP u Pa3sHoe.

MapameTp OnucaHune

IP

VeranoBute (iaaxkok, 4roObl amapec DNS-cepBepa HasHauajics
Monyuntk agpec DNS- ¢ Ap pBEp

cepBepa
aBTOMaTU4YeCKu

aBToMarnyeckd. Eciam gaHHBId  (QUakoK  yCTAaHOBIEH, IOJS
MepBuyHbIN DNS-cepBep u BTopuyHbin DNS-cepBep e
0TOOpaXKaroTCsl.

MepBUYHbLIN DNS-
cepBep/BToOprYHbIN
DNS-cepBep

Beeaute anpeca mnepBuuHoro u BropuyHOoro DNS-cepBepoB B
COOTBETCTBYIOILIKE ITOJIA.

Nneutudukaro nopoBaiiiepa octyma K cetu HMHTEpHET.
Vendor ID NeHTH} p 1p pa  JocTyn p

Heobszamenvnuiti napamemp.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

MapameTp OnucaHne

Pa3Hoe

YcraHoBuTe q)ﬂa)KOK, 4TOOBI Pa3pCIIUTL UCTIOJIB30BAHUC MIPOTOKOJIA

Bknrouutb RIP
RIP mnig magHOrO CoenMHEHNU.

VYcranoBute (PrUaskok, €CIM XOTHTE pa3peluTh MHOTOAJAPECHBIN

Bxnountb IGMP
TpaduK, HapuUMep, MOTOKOBOE BUEO, /Ui JAHHOTO COCAMHEHHUSL.

YcranoBute (Prakok, €Cld XOTUTE HCHONb30Barh oquH WAN [P-

NAT

aapecC Ajid BCEX KOMIIBLIOTCPOB JIOKaJIbHOM CETH.

YcranoBure (iaXkoK, €CIIM XOTUTE aKTUBUPOBATh 3amuTy oT ARP- u

CeTeBOW 3KpaH
DDoS-arak 11 JaHHOTO COEqUHEHUS.

COEAMHATECA BTOMATHHECH:

WMmMa nonbzosaTena:

Bes asTopUsaLIAn: |
Mapaonk: aan
MNoaTEepHAEHWE NaponaA: wanee

Aapec VPN-cepeepa:

WndposaHie: Bes wubposaHa «
ARrOpHTH Y TEHTHRMKALIK: ALTO -
MTU: 1456
Keep Alive: |
JlonoAHHTEALHEIS oMK
CoeauHeHWe no TpefosaHuio: [
OTnaaka PPP: [l
Momprierress IP:

PABHOE
BrntoumTe RIP: =
NAT:
CeTeB0i 3KpaH:

PucyHok 108. Cmparuua 0obasrneHusi coeduHeHus. Pasdernbi VPN u Pa3Hoe.

MapameTp OnucaHne

VPN
CoeauHATbCA YcranoBure (raxkok, 4TOOBI Pa3pellnTh aBTOMATHYECKHUIl 3aIlycK
aBTOMaTU4eckKu COCIAMHEHUS TPH 3arpy3Ke TOYKHU JOCTYyTIA.

Umsa nonb3oBaTtens Nwmst monw3oBatens (J10TuH) A1 1ocTyna B THTEpHET.

YceranoBure (axok, ecnu uid foctyna B MIHTepHeT Bam He HYXHO

Bbe3 aBTOopn3sauun
BBOAUTH UM MTOJIB30BATCJIA U IIAPOJIb.
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PyKOBO,ElCTBO nonb3oBarend MapuwpyTusaTtopa
MapameTp OnucaHne
Maponb [Taponbe nns noctyna B UHTEpHET.
MoaTBepxaeHue [MonTBepxkaeHne mapons (MIsi HCKIIOUEHHUS OIIMOOK TpHU BBOJIE
napons Taposs).

Appec VPN-cepBepa | IP- wiun URL-anpec PPTP- nimu L2TP-cepBepa ayreHTH)HKAINAN.

Hacrpoiika mmdposanus no nporokony MPPE.
* be3 wudpoBaHua — MPPE-mudpoBanre He MPUMEHIETCS.

« MPPE 40/128 6uT — npumensiercs MPPE-mmudposanue c
tnHOM Kirroua 40 wim 128 our.

* MPPE 40 Outr — mnpumensercs MPPE-mm¢ppoBanue ¢

WudposaHue JuTHOM Kirroda 40 out.

* MPPE 128 6ut — mnpumensiercs MPPE-mmdpoBanue ¢
JUTMHOM KJIroua 128 out.

MPPE-mudpoBanre npumeHsieTcs TOIBKO B CiIy4asX, Korga B
packphiBaromieMcst  cnucke  ASIFOPUTM  ayTeHTUdMKaumu
soieneno 3Hauenne MSCHAP, MACHAPV2 i AUTO.

Anroputm BriOepute u3 crnmicka HEOOXOAMMBIH METOJ| ayTCHTH(UKAIIUN WIIH
ayTeHTUdMKaumm ocraBbTe 3Hauenne AUTO.

MTU MaxkcuManbHbIM pa3mep Makera, nepegaBaeMoro uHTepgecom.

(IToooepoicusams nookouerue) YCTaHOBUTE (DIIAXKOK, YTOOBI TOUKA
JOCTyIa TOJIEP)KUBAIa COCAMHEHUE C MPOBANAEpPOM, Ja)Ke Korma
. COCJMHECHUEC HEAKTHMBHO B TEUCHHE OIPEICICHHOIO IMepuoja
Keep Alive
Bpemenu. [lpu  ycTaHOBJAEHHOM  (IakKe JOCTYHHBIMH IS
penaktupoBanus craHoBsarcs moas LCP wuHTepBan u LCP

npoBanbl. 3aaiiTe HEOOXOAUMBIE 3HAYCHUSI.

HDononHuTenbHbIE JlomonHuTENbHBIE ONIUU JAeMoHa pppd, KOTOpble HEOOXOIUMO
onuuun 3aJ1aTh JUIsl TaHHOTO coeuHeHus. HeobsazamenvHulii napamemp.

VYcranoBure (raxok, €CIM  XOTUTE, 4YTOOBI TOYKa JOCTyIa
ycTaHaBIuBana coequHenue ¢ MuTtepHer mo TpeboBanuio. B mone
MakcumanbHoe BpemMAaA HeaKTUBHOCTMWU, 0T06pa)KaeMOM IIpu
YCTaHOBKE JAHHOTO (lIakKa, 3aaiiTe BpeMs MpocCTos (B CEKyHAaX),

CoepnuHeHue no
TpeboBaHuIO

IIOCJIC KOTOPOT0 COCAMHCHUC aBTOMATUYCCKH Pa3pbIBACTCA.

Otnanka PPP VYeraHoBuUTE (QIIaXkoK, €CIIH XOTUTE, YTOOBI B )KypHAaJI 3aHOCHJIACh BCS
omtanounas uapopmarmsa no PPP-coequnenuro.

Mony4yeHHbIN IP [P-anpec, Ha3HAYEHHBIN TIPOBANIEpPOM JAOCTyMA K ceTh MHTEpHEeT.

CtpaHuua 123 n3 180



DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PyKOBO,ElCTBO nonb3oBarens

MapLupyTusaropa

MapameTp OnucaHne

Pa3Hoe

Bknountb RIP

YcranoBute ¢uiaxxok, 9TOOBI Pa3pelInTh UCIOIBb30BaHUE TPOTOKOIA
RIP g mjaHHOTO COETMHEHMS.

NAT

YcranoBuTe (Graxkok, €ClM XOTUTE HCIONb30BaTh oquH WAN [P-
aZpec AJisl BCEX KOMITbIOTEPOB JIOKATbHOM CETH.

CeTeBoOM 3KpaH

YcranoBure (u1axokK, €ClIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- 1
DDoS-arak 11t JaHHOTO COeIUHEHHUS.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYEHUH HaXMHUTE KHONKY COXPaHUTD.
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LAN

YT1oObI HACTPOUTD JIOKABHBIN HHTEp(dEHC ToukH A0CTyMa, neperante Ha ctpanuiny CeTb / LAN.

IP-agpec: 192, 168.0.50
CeTeBan Macka: 255,255,255.0

PucyHok 109. OcHogHble napamempsl JIoKalbHO20 UHMepgelica.

Ecau HCO6XOI[I/IMO, HU3MCHHUTC OCHOBHBLIC ITAapaMETPHI JIOKAJIBHOI'O HHTCp(beﬁca.

MapameTp OnucaHue

IP-anpec [P-ampec Toukum noctynma B JokalbHOW mozacetd. [lo ymonuanuio
Ap 3a7aHo 3HayeHue 192.168.0.50.

Macka nokanpHOUM mnoaceru. [lo yMonyaHnuro 3aJaHO 3HAYCHHUE

CeTeBas Mmacka 255.255.255.0.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYEHUH HaXMHUTE KHONKY COXPaHUTD.

B pasmene Ctatuveckmm DHCP Bwr moxkere 3amate cBs3ku IP-aapecoB m MAC-aapecos
(Ha3HauUTH MOCTOSIHHBIN [P-anpec B joKanmpHOWM ceTu ISl ycTpoicTBa ¢ onpeaeneHHBIM MAC-
anpecoM). Touka moctyma HazHavaeT [P-ampeca B COOTBETCTBUU € CO3JaHHBIMH CBSI3KAMH, TOJBKO
ecit DHCP-cepep BiiroueH (B pasnene DHCP-cepBep B crincke PeXWUM BbieieHO 3HaueHHUE
PaspewnTtb).

CraTwueckuii DHCP

v e

AL agpeca; <Beifemire IPMAC agpec>

PucyHok 110. Pasden 0ns co3daHusi ceszok MAC-IP.

Yr1o6sI cozmarh cBsi3ky MAC-IP, naskmute knonky [lo06aBuUTb. Beeaure MAC-aapec ycTpoiicTa
u3 siokanbHoi cetu B moie MAC-aapec u [P-anpec, KoTopslii OyneT MPUCBOCH ATOMY YCTPOKCTBY,
B nosie IP-appec. B nmote MM xocTa 3amaiite Ha3BaHHWE I YCTPOMCTBA B CETH IS YIOOHOM
unaeHTUUKAIH (HeoOs3amenvHblil napamemp).

Brr Taroke moxere co3narh cBsizky MAC-IP mis ycTpoicTBa, MOAKIIOYEHHOTO K JIOKAJIBHOW CETH
TOYKH JOCTYIa B JaHHBIA MOMeHT. J[j1st aTOro B packpsiBatoiiemcs crnrucke M3BecTHble IP/MAC-
agpeca BbiOeprTe COOTBETCTBYyIOLIee ycTpoiictBo (npu 3tom nons IP-apgpec u MAC-agpec
3aIOJTHATCS ABTOMATHYECKH).

[Mocne 3amanust HeoOXoaUMBIX CBsI30K MAC-IP Haxkmute kHONIKY COXPaHUTD.

Cymectytomue cBsi3ki MAC- u IP-aapecoB otoOpakeHbl B Tabmuile pasaena CTaTUyecKum
DHCP. Yto0bl ymaauTh CBS3KY, BBIICIUTE COOTBETCTBYIOIIYIO CTPOKY B TaOIWIlE W HaXMHUTE
KHOIIKY YAAanUTb. 3areM HaxxMuTe KHOKY COXpaHUTb.
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B paznene DHCP-cepBep Bor Mmoxete HacTpouts BecTpoeHHbiii DHCP-cepBep ToukH g0CTyMIA.

DHCP-cepBep

Pexam: PaspelTs
HadansHei IP: 192.168.0.51
KoHeuHbIA IP: 192,168.0.100
Bpema apeHabl (MuH): 35400

PucyHok 111. Pasden dnsi Hacmpotku DHCP-cepsepa.

MapameTp OnucaHwue

Pesxxum pabotst DHCP-cepBepa Touku gocryma.

Pa3pewmnTb — Touka g0cTyIa aBTOMaTu4YeCcky Ha3HavaeT [P-anpeca
KJIMEHTaM Ha OCHOBaHHH 3aJaHHBIX TapameTpoB. [Ipu BeIOOpE 3TOTO
3HAaUYE€HUS Ha CTpaHuie ortoOpaxarorcs moast HavwanbHbin P,

KoHeuHbin IP 1 Bpems apeHabl.
Pexum
3anpeTtutb — DHCP-cepBep Touku J0CTymna BBIKIIOUCH, [P-aapeca

KIIMCHTaM HAa3HA4Yar0TCA BPYYHYIO.

Relay — nns nasnauenust [P-ampecoB kimeHTaM MCIONB3YeTCS
BHemHuit DHCP-cepep. [Ipu BeIOOpe 3TOr0 3HaUEHUs Ha CTPAHUIIE
orobpaxaercs none |IP BHewwHero DHCP-cepBepa.

. Hauaneneii IP-ampec myma agpecoB, kortopele DHCP-cepse
HavyanbHbIu IP P 4 AP P PBep
BBIIAET KIIMEHTaAM.

. Koneunrrii IP-agpec nyna aapecos, kotopeie DHCP-cepBep BoigaeT
KoHeuHbIn IP P Y P p PBep
KJIMEHTaM.

[lepnox Bpemenu, Ha xotopbii DHCP-cepBep Touku noctyna
npenocrasinset [P-anpec knuenTy (1o ucteueHuu storo nepuona [P-
Bpemsa apeHAabl aJipec OT3bIBAETCS U MOXKET ObITh OTJIaH JIPYyIOMY YCTPOWCTBY, €Clin
HE TIOCTYNWJIO TIOATBEPKACHHE O HEOOXOAMMOCTH COXPaHEHHS
atoro [P-anmpeca).

IP BHewHero DHCP- | [P-aapec Buemuero DHCP-cepBepa, kotopslii HazHadaeT IP-aapeca
cepBepa KJIMEHTaM TOYKH JIOCTYyIIA.

ITocne 3agaHus Bcex HCO6XOI[I/IMLIX 3HAUYCHUM HAXKMUTE KHOIIKY COXpaHMTb.
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Wi-Fi

B nanHoMm pasnene meHro Bwl MoxkeTe 3amaTh BCce HEOOXOAMMBIE HACTPOMKH NJisi OecrpoOBOAHOMN
CCTU.

O6LwmMe HaCTpoOnKH

Crpanuna Wi-Fi / Obwme HaCTPOMKM mipenHa3HaueHa Ui aKTHBAIMH OECIIPOBOMHONM CETH U
pasIencHus €€ Ha CETMEHTHI.

D-Link Cucrema - Azik -

DAP-1150

06wue HacT poiike OCHOBHBIE HACTPOHIKK HacTpoiiku BesonacHocTi MAC-huneTp CTAHLMOHHLIA CIMCOK WPS wDs JlononHUTENLHBIE HACTPOKA WMM KnueHt

BKMIOHMTL BECTIPOBOAHOE CORAMHEHHE:
MBSSID: BeiknioqeHo v

BSSID: FO:70i68:8D:81:B2 »

PucyHok 112. Obwue Hacmpoliku 6ecrpoeodHol floKkarbHOU cemu.

Onaxxoxk Bknountb 6ecnpoBogHoe coeAuHeHue (10 yMOJTYaHHIO YCTaHOBJIEH) paspelniaet
ucnonb3zoBanue Wi-Fi-coequnennit. Ecniu Bei xoture 3anperuts Wi-Fi-coennnenus, cHuMHTE
JAHHBIN (HIIaXKOK.

Touka pocTyma mo3BoisieT pa3OuBaTh Bamry OecrnpoBOAHYIO JOKaJIbHYIO CETh Ha HECKOIBKO
CErMEHTOB (/10 YETHIPEX), KAXKIbII U3 KOTOPBIX OylAeT UMeTh CBoe coOCTBeHHOE Ha3BaHHe (SSID) u
yHHUKaNIbHBIN uneHTudukatop (BSSID). s co3nanus HeCKOIbKUX O€CTIPOBOAHBIX ceTel BhIOEpHUTE
cootBeTcTByloIIee 3HaueHue (2, 3 win 4) B packpsiBatomemcs criucke MBSSID. [To ymonuanuio
BO3MOYKHOCTb HCITIOJIb30BaHUSI HECKOJIBKUX CEIMEHTOB OECIIPOBOIHOM JIOKAIbHON CETH OTKIIIOYEHa
(B pacKphIBaOIIEMCS CITICKE YCTAaHOBJICHO 3HaYcHNE BbIKMNOYeHO).

B packpeiBatoriemcsi criucke BSSID oroOpakaercss yHukanbHblii uiaeHtudukarop Wi-Fi-cetn.
JlaHHOE 3Ha4YEeHHE OTPEAEIIACTCS MapaMeTpaMy TOUYKH I0CTyTa, Bbl HE MOXKETE €ro U3MEHUTh.

Ecnmu Ber pasgenuin 0ecrnpoBOIHYIO JIOKAJbHYIO Ce€Th Ha CerMeHThI, To B crucke BSSID
oToOpa)kaeTcsi HECKONBKO HIeHTH(DUKATOpOB. Kaiplii W3 HHUX COOTBETCTBYET OTICIEHOMY
CETMEHTY CETH.

Jnst kaxaoro cermMeHTa ceth MOKHO 3aaarh ums (SSID), mapameTpsl 0e30macHOCTH W TIpaBUia
¢unsrpanimn  Ha ocHoBe MAC-agpecoB, a Takxke akTuBHpoBaTh (QyHkIHIo WMM (ecnn
HeoOxoaumo). g 3afaHusl TaKUX MapaMeTpoB BbIACIUTE HEOOXOJUMYIO YacTh CETH B CIIHCKE
BSSID u naxmure kHOmKy W3MEHWUTb. 3arem mepelanTe Ha COOTBETCTBYIOILIYIO CTPAHHILY
pasznena meHio Wi-Fi.
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PykoBoacTBo nonb3osarens

OCHOBHbIE HaCTPOMNKH

HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

Ha crpanune Wi-Fi /| OcCHOBHblIe HAacTPOMKM Bbl MoxeTe 3a/aTh OCHOBHBIE MapameTphbl st

0OeCcITpOBOAHOM CETH TOUKH JIOCTYTIA.

D-I inK’ Cucrema - Asbik

DAP-1150
M Wi-Fi JononHnTensHo MeKceTeBoM 3KpaH KoxTpone Cwcrema
Ofilume HACTPOIAKIA OCHOBHBIE HACT POIKH HacTpoidku fiesonacHocT MAC-punsTp CTaHLMOHHBIRA CIMCOK WPS WDSs JLOMONHATENBHBIE HACTPOIAKIA WMM KnueHT
CKPbITo TOHKY AOCTYNA: =]
S5I0: DAP-1150
Crparia: RUSSIAN FEDERATION -
Kanan: 3 -
BecrpoBoAHOA PEXAM: 802.116 only -

Mpu crere pesama ¢ "B™f"G” Ha niofoil us pexumos ¢ "N” pEKOMEHAYETCA 38HOB0 NPOWSEECTH HACTPOIKY BesonacHocTu!

MaKCMMansHOE KOMMYECTEO KNMEHTOB! 0

PucyHok 113. OcHoeHble Hacmpotiku 6ecripo8odHOU floKabHOU cemul.
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MapameTp OnucaHue

Ecnu nanHblif  ¢uiakok YCTaHOBIIEH, JpyTrHe TMOJb30BATENH He

cmoryr  Buaerb Bamy — Wi-Fi-cetb.  (Pexomenmyercss  He

CKpbITb TOYKY AocTyna
yCTaHaBIMBaTh (IaXOK, TaK KaK JaHHas (QYHKUUS YCIIOKHSIET

IpoLecc NepBOHaYaIbHOW HACTPONKHU CETH.)

Haspanue Bameit 6ecipoBoHoi nokanbHo# cetu. [lo ymomyanuro
3agaHo 3HaueHue DAP-1150. Eciu Bama cerp pasgenena Ha
CCIMCHTBI, OJId KaXXJI0ro M3 HUX TaKXE ONPCACIICHO HA3BaHHUEC I10
ymonuanuto (DAP-1150.2, DAP-1150.3 u DAP-1150.4).
Pexomenayercsi omnpenenuTh COOCTBEHHOE Ha3BaHHE CeTH (WiIH

SSID

Ka)X10ro cerMeHTa ceTth). Mcnonb3yiite qudpsl 1 JaTUHCKHE OYKBBI.

CtpaHa Bame mectononoxenne. Bpibepute HeoOxomumoe 3HAYEHUE U3
PaCKpBIBAOIIETOCS CITUCKA.

Howmep kanana 6ecnipoBojiHOro coeauHenus. Ilpu Beidope 3HaYeHUS
Kanan auto Touka gocTyma cama BBIOMpaeT KaHal C HAWMEHBIIUMHU
MIOMeXaMH.

Pexxum paboTbl OecrnpoBOJHOW ceTH TOYKM JocTyma. JlaHHBIN
. mapamMeTp OIpeaeaseT CTaHIapThl YCTPOHCTB, KOTOPBLIE CMOIYT
BecnpoBogHOM pexum P ponp . P N yerp ’ p Y

paborars B Bamieit 6ecipoBogHoii cetu. Bribepute Heobxomaumoe

3HAYCHNEC M3 PACKPBIBAIOIICTOCS CIIUCKA.

MakcumanbHO€  KOJIMYECTBO  YCTPOWCTB,  KOTOpPBIE  MOTYT

MakcumanbHoe MOJKITIOUUTBCA K OECmpoBOMHON ceTh TOukH JocTyma. Ecmu
KONMMYEeCTBO KIIMEHTOB | YyCTAaHOBJIEHO 3HaueHne O, yCTpOHCTBO HE OTrpaHUYMBAECT
KOJTMYECTBO MOJKIIOUYEHHBIX KIHEHTOB.

[Tociie 3MeHEeHHUs TApaMEeTPOB HAKMHUTE KHONIKY ASMEHUTB.
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HacTpoiku 6e3onacHoCcTH

Ha crpanniie Wi-Fi / HacTponkum 6e3onacHOCTM Bel MoXeTe H3MEHHTh IapaMeTphl
Oe3onacHocTH Bameit 6ecripoBOIHOM CEeTH.

D-Link Cucrema - Azsik -

DAP-1150

Hauano CraTyc CeTtb Wi-Fi JononHuTensHD MexceTesoM skpaH KonTpons Cucrema

Ofilume HACTPOAKK OCHOBHBIE HACTPOIKK Hacr poiikn GesonacnocTn MAC-dMneTp CTEHUMOHHLIA CrIMCOoK WPS WDS JononHUTENEHEIE HACTPOHKN WMM KnueHT

CeTeBan ayTeHTUOMKALMA: Open

HacTpoiikn uncpoBanna WEP

BrAOMKTH WipoBaHue WEP: |:|

MsMEHUTE

PucyHok 114. Hacmpotiku 6e3onacHocmu 6ecripo8o0HOU cemu o yMOIHaHUIo.

[To ymomuaHwWiO [ JIOKAIBHOW OCCHPOBOJAHOM CETH B CHCTEME 3aJaH THUIl CETEBOM
ayrentudukanuu Open (oTkpeiTas ceTh) 0e3 mudpoBaHus.

Hacrtpoiiky 1mo ymMon4aHwio He 00€CHEUMBAIOT 3alIUTy OECIPOBOIHOMN JIOKAJLHOW CETH.
HacrosaTenbHO pekoMeHyeTcs 3a1aTh COOCTBEHHBIC HACTPOWKM OezomacHOocTu. B ciydae
pa30ueHns OSCIPOBOIHON CETH TOYKH JIOCTYHA HA CETMEHTHI PEKOMEHJIYETCS OMPEACIUTh
CcOOCTBEHHBIE HACTPONKHU O€30HACHOCTH I KaKIIOTO0 CETMEHTA CETH.
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PykoBoacTBo nonb3oBarens MapupyTusaTopa
CeTesan ayTeHTHUDHKALLNA: Open -
HacTpoikH M oBaHuA WEP
......... poiin whdposakua WEP  ]0-= -
WPA
BrntounTe wibposaqme WEP: WPA-PSE
WPAZ
WPAZ2-PSK
WPAMPAZ mixed
WPA-PSENWPAZPSK mixed

PucyHok 115. Tunbl aymeHmucgpukayuu, noddepxxusaemble moykol docmyna.

Touka mocTyma moaAepKUBAET CICIYIONINE TUITBI Ay TCHTH(PDUKALIUN:

Tun ayTeHTUpMKaLun OnucaHue

OTkpeiTasgs ayTeHTUQHUKaNKsi (C BO3MOXKHOCTBIO HCIOJIb30BaHMS
Open WEP-mmudpoBanus Ui peKUMOB  OECIIPOBOJHOW  CETH, He
NOJAECPAKUBAIOIIMX ycTpolicTBa ctanaapra 802.11n).

AyteHTH(UKaIMs C OOIMM KJIIOYOM C ucrnonb3oBaHueM WEP-
mmdpoBanus. JlaHHBIA THIT ayTEeHTH(PHUKAMN HEAOCTYIICH, €CIIM Ha
Shared crpanuiie  Wi-Fi / OCHOBHble HaCTPOMKW B  CIIHCKe
BecnpoBogHOM peXUM 3agaH peXuM, MOJICPKUBAIOIINIL
ycTporctBa ctangapta 802.11n.

Ayrtentudukamus 1o TexHomorun WPA ¢ wucnonb3oBaHHEM

WPA
RADIUS-cepsepa.
Aytentndukanug mo texgonorun WPA c¢ ucnons3oBanmeM PSK-
WPA-PSK yTeHTHHIAL
KJIFOYa.
Aytentudukanus mo TtexHomormn WPA2 ¢ ucnonp3oBaHUEM
WPA2
RADIUS-cepsepa.
Avyreatudukanus nmo texonorun WPA2 ¢ ucnonp3oBanueM PSK-
WPA2-PSK yTeHTHHiaL
KJIFOYa.
KomOunupoBanHbiii Tin ayreHtrdukanun. [Ipu BBIOOpE TaHHOTO
3HAYCHUS K OECHpPOBOIHOM CETH, CO3JaBa€MOW TOUKOW JOCTyIa,
WPA/WPA2 mixed MOTYT  TOJKJIIOYAThCS  YCTPOWCTBA,  MCIOJB3YIOIIUE  THII

ayrentupukaumn WPA, u ycTpolicTBa, WCIOJB3YIOIIUE THI
ayreHTuukanun WPA2.

KomOunupoBanublii Tun ayreHtudukanmu. [lpu BeIOOpe maHHOTO
3HaYeHUs1 K OECTpPOBOIHON CETH, CO3/JaBAaE€MOM TOYKOW JOCTYyIIa,

WPA-PSK/WPA2-PSK

mixed MOTYT  TOAKIIOYAaTBCS — YCTPOWCTBA,  HCHOJNB3YIOIIMC  THII

ayrentuduranun WPA-PSK, u ycTpoiicTBa, HUCIONB3YIOIINAE THIT
ayrentudpukannu WPA2-PSK.

Jlna wcnonp3oBanus TunoB ayreHtudukaimun WPA, WPA2 u WPA/WPA2 mixed
®  Heobxomumo Hammune RADIUS-cepBepa.
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ITpu BeIOOpe 3HaucHust Open wiu Shared na crpanume orobpaxaercst pasaen HacTpouku
wucppoauna WEP (pasgen HemocTyneH mjisi peXHMOB paboThl  OSCHpPOBOIHOM ceTw,
nojaepxkuBaronux cranaapt 802.11n):

CeTeBan ayTeHTMDMKELIARA: Open -

Hacrpoiikn wwgpoeanna WEP

BrtounTe wibposaHue WEP:
HoMep Knkoda no yMonYaHueD: 3 -
Kniou widposaHa WEP kak HEX : |:|

Kntou widposaHmua WEP (1):
Kniod widposaHa WEP (2):
F.niod wibpoBaHUa WEP (3):
K.niod wivdpoBaHua WEP (4):

PucyHok 116. 3Ha4yeHue Open 8 packpbigarouiemcs criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHwue

@naxok ans aktuBauun WEP-mmdposanus. IIpu ycranoBieHHOM
¢dnaxkke Ha cTpaHuie oTtoOpakaercs moie Homep knrwo4va no

BknouuTtb
yMmonyaHuro, duaxox Knrou wmdposaHna WEP kak HEX u
wundposaHue WEP
yereipe mons  Know  wudposanua WEP. s Tuma
ayrentudpukanun Shared diaxok Bcerna ycTaHOBICH.
Howmep kntoya no Homep wimroda (ot 1-ro 1m0 4-ro), KOTOPBIA OyIeT MCIONIB30BATHCS
yMonyaHuio 11t WEP-mudpoBanusi.

Knroy wundcdpoBaHus YcranoBute (Iakok, 4TOOBI 3a/1aTh IIECTHAIIATCPUIHOE YHCIIO B
WEP kak HEX KauecTBE KIIF0Ya IS IU(PPOBAHHUS.

Kmroun ans WEP-mmdpoanus. Ilpu mmdpoBanum ucnons3yercs
KJTFO4, HOMEP KOTOPOTO YKa3aH B pacKpbiBaromiemMcs crincke Homep
Knro4a no ymon4yaHuio. Heo0xoanmo 3armomHuTh Bee TOIs.

Kntoy wndpoBaHuA | By mokere 3anaBars kimroun muHON 5 wim 13 cuMBosoB (wudp u

WEP (1-4) (nmm) narumHCKMX OykB). Ecnm  ycranoeinen duaxox Knroy
wudposaHua WEP kak HEX, Ber moxere 3amaBaTh TOJIBKO
kitoud AnuHoM 10 cumBonoB (1udpset ot 0 10 9 U naTHHCKKUE OYKBBI
ot A 1o F).
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PyKOBO,ElCTBO nonb3oBarens

MapLupyTusaropa

Ilpu BoiOoope 3HaueHuss WPA-PSK, WPA2-PSK wm WPA-PSK/WPA2-PSK mixed =na
cTpanuile orobpaxaercs pasaesn Hactponku wudposaHua WPA:

CeTeBan ayTeHTMDMKELIARA:

Kontou windposaHmna PSK:

WPAZ MpeasapuTenbHaA
AYTEHTURMKALA:

Hacrpoiikn wndposanua WPA

WP A-LNDPOBaHWE!

WPA neprog oBHOBNEHWA KNKIYaE:

WPAZ-PSK -
76543210

(]

PucyHok 117. SBHayeHue WPA2-PSK e packpbigarouwiemcs criucke Cemeeast aymeHmughukayusi.

MapameTp OnucaHue

Kniou wncgpoBanHua PSK

Kittou st WPA-mudpoBanus. Kirrod MoxeT cocTosTh u3 mudp u
() TaTUHCKUX OYKB.

WPA2 lNpeaBaputenbHasn
ayTteHTUdukKaums

@dnakok I8 aKTUBAIMK TPEIABAPUTEIBHON ayTeHTHU(HKAIIMN
(orobpaxaercst Ttompko g tunoB  WPA2-PSK u WPA-
PSK/WPA2-PSK mixed).

WPA-wudpoBaHue

Mexanusm mmdpposanus: TKIP, AES wiu TKIP+AES.

WPA nepuog o6HoBneHus
Knroya

[lepuon BpemeHu (B CEeKyHAax), IO HWCTEYCHHUH KOTOPOTO
TeHEePUPYETCsT HOBBIM KITIOY IS MIM(POBAHHS MO TEXHOJIOTUU
WPA. Ecau B pmanHoMm mone ykazaHo 3HadueHue 0, kirou
OOHOBJIATHCS HE OyJIeT.
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ITpu BeiOOpe 3Hadenus WPA, WPA2 nnin WPA/WPA2 mixed Ha crpanuie otoOpakaroTcst
pasnenst HacTpouku RADIUS u Hactponku wmncgpposaHus WPA:

CeTeBan ayTEHTHDHKELLARA: WPAZ -
WPAZ MNpeaeapuTensHan |:|
AYTEHTURMKALIA:

Hacrpoiikn RADIUS

IP-anpec: 192,168.0.254
MopT: 1812
RADIUS KoY WhdposaHaA: dlink

HacTpoiikn wwdpoeanna WPA

WPA-LNDpOBaHHE: AES

WPA neprod obHOBNEHMA KNKDYE: 500

PucyHok 118. SHayeHue WPA2 g packpblgatouwemcs criucke Cemesasi aymeHmugbukayusi.

MapameTp OnucaHue

®dnaxokx I aKTUBAllUH HpeHBapHTeHBHOﬁ aYTeHTI/I(bI/IKaI_[I/II/I Ipu

WPA2 NMpeaBsaputenbHas
peaBap ucnonab30BaHUM TexHomoruu WPA2 (oToOpaxkaeTcsi TOJBKO IS

TeHTUdUKauua
ayTeHTudukay inos WPA2 1 WPA/WPA2 mixed).
IP-appec IP-anpec RADIUS-cepBepa.
MopT Howmep nopra RADIUS-cepsepa.
RADIUS knitoy [Taponb, ncnoap3yeMblid TOYKOM JOCTyNHa JJIsi B3AMMOJECUCTBUSI C
RADIUS-cepBepoM (3Ha4eHHE JTOTO IMapaMeTpa OMPEACICHO B
wucppoBaHuA

Hactpoiikax RADIUS-cepBepa).

Mexannsm mudposanus: TKIP (moctymeH Toibpko aiisi THIA
WPA-wudpoBaHue WPA), AES (noctynen tonbko s tunioB WPA2 u WPA/WPA2
mixed).

Ilepon BpemMeHu (B CeKyHAax), IO HCTEYEHHUU KOTOPOTO
WPA nepuoa oOHOBMNEHUS| TeHepUpyeTCss HOBBIA KIIOY IS IMHQPPOBAHUS 1O TEXHOJIOTHH

Knroyva WPA. Ecnu B panHoM mosne ykazaHo 3HaueHue 0, xiog
OOHOBJISITHCS HE OY/IET.

IToce 3aJaHusA H606X0,Z[I/IMI>IX napaMeTpoOB HAXKMUTE KHOIIKY N3meHUTL.
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MAC-dpunbTp

Ha crpanunie Wi-Fi / MAC-cbunbTp Bor moxete onpenenuth crrcok MAC-apecoB ycTpoOICTB,
KOTOpble OyIyT UMeTh JocTyn K Bameit cetu, nu6o 3agatb MAC-anpeca ycTpoiCTB, KOTOPBIE HE
CMOTYT MOJKITIOUAThCs K Bareit 6ecripoBoiHOi ceTu.

D-Link Cucrema - Asbik -

DAP-1150

Haqano CraTyc Cetb wWi-Fi JononHUTENBHO MeRceTeBoM 3KpaH KoHTponb Cucrema

Ofilwmre HACTPOIAKK (OCHOBHEIE HACTPOIKK HacTpoiikn fezonacHocTH MAC-dunbTp CTAHUMOHHEIN CIMCoK WP5S WDs [LoNonHUTENEHEIE HACTPOIRKK MM KnmeHT

Peswn dmnsTpa MAC-aapeca

PE#MM orpaHuueHiil MAC-dunsTpa: @ OTRMIoHEH
() PaspewaTs
() 3anpewats

MsMEHUTE

PucyHok 119. CmpaHuya dns Hacmpotku MAC-¢gunbmpoe 0rs 6ecripogodHoli cemu.

[Io ymonuaHuIO peXUM OrpaHUYEHHH, ocHOBaHHbIX Ha MAC-agpecax ycTpoMCTB, HE aKTHBEH
(mepexmouarens Pexum orpaHundeHnn MAC-cunbTpa Ha 3akmagke Pexum domnbrpa
yCTaHOBJIEH B nosiokeHre OTKIIOYEH).

YtoObl OTKpBITH Barry 6ecripoBoiHYyIO CETh AJIsl YCTPOMCTB, a/ipeca KOTOPhIX YKa3aHbI Ha 3aKJIaKe
MAC-aapeca, u 3akpbiTh OSCIPOBOIHYIO CETh Ui BCEX IPYIUX YCTPOMCTB, YCTaHOBHUTE
nepekiouarens Pexxum orpaHmnyeHnn MAC-cdunbTpa B nonoxkenre Paspelwlartb u HaxMuTe
KHOTIKY UI3MEeHUTB.

UrtoObI 3aKpbITh Balry 6ecripoBOHYIO CeTh Il YCTPOUCTB, ajJipeca KOTOPhIX yKa3aHbl Ha 3aKJIajKe
MAC-agpeca, ycraHoBHWTE MepEKIIOYaTe]b B IMOMOXKEeHHE 3amnpeliaTb U HaKMHTE KHOIKY
N3meHUTD.

UroOer nmobaButh MAC-ampec, Ui KOTOpOro OyaeT AeWCTBOBaTH BBHIOpaHHBIH Bamu pexum
orpanuueHuii, nepeiiaure Ha 3aknaaky MAC-agpeca.
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D-Link Cucrena - Az -

DAP-1150

Havano CraTtyc CeTb Wi-Fi JAononHUTENLHD MemceTeBoM 3KpaH KoHTponb CucTema

OBlwMe HACTPOKI OCHOBHEIE HACTPORIIN Hactpoiiiu bezonacHocTi MAC-dunbTp CTAHAOHHBIA CrIMCOK WPS WDs LonNonHUTENEHEIE HACTPORKM WMM KnmeHT

Pesa duneTos MAC-appeca

NoGaenenne MAC-agpeca

MAC-aapec: <BrifepuTe anpec> -

LobaBKTb

Cnncok MAC-agpecos

MAC-anpec Yaanute

PucyHok 120. 3aknadka ons dobaeneHusi MAC-adpeca.

Beeaute coorBetcTByromuii aapec B noine MAC-agpec B pazneine [lobaBneHne MAC-agpeca
1 HaKMHTE KHOTIKY [l06aBUTb.

Uto6sr nob6aButh MAC-anpec ycTpoiCTBa, MOAKIIOUEHHOTO K JIOKAJIHHOM CETH TOYKH JOCTYIa B
JIAaHHBII MOMEHT, BbIOepuUTe 3HadeHHe, coaepxkamee MAC- u [P-agpec storo ycrpoiicTBa, B
PacKpHIBAIOIIEMCSl CIUCKE, pachoioxkeHHoM cmpaBa oT moias MAC-apgpec (mpu 3TOoM Tmojie
3aI0JHACTCS ABTOMATHYECKH ) U HAXMHUTE KHONKY [1060aBUTb.

UroObl ynmanmuTh Kakoi-mubo azapec u3 cmnucka MAC-ampecoB, yCTaHOBHTE — (PIakoK,
pacmoNOKeHHBIN cmpaBa OT cooTBercTByromero MAC-aapeca B pasmene Cnmucok MAC-
aapecoB, 1 HAKMUTE KHONIKY YAalUTb.
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CTaHLIMOHHbIW CNUCOK

Ha ctpanune Wi-Fi / CTaHUMOHHBLIAN CNUCOK Bl MOXKeTe MPOCMOTPETH CIIMCOK OECIPOBOIHBIX
KJIMEHTOB, MOAKIIOUCHHBIX K TOYKE JOCTyMA. YCTPOWCTBA, MOAKIIOYCHHBIC K TOYKE IOCTYIa IO
texHojoruun WDS, B criucke He 0TOOpaxaroTcsl.

D.Link’ Cucrema - Azbik -

DAP-1150

Haqano CraTyc Cetb wWi-Fi JononHUTENBHO MeRceTeBoM SKpaH KoHTponb Cucrema

Ofilwmre HACTPOIAKK (OCHOBHEIE HACTPOIKK HacTpoiikn fezonacHocTH MAC-tuneTp CTaHLHOHHBIH CIHCOK WPS WDS LOMoNHATENEHEIE HECTPOIKK WMM KnueHT

MAC AID P5M MIMOPS MCS BW 561 STBC PasbeguunTb

E8:06:88:15:16:5E 1 0 7 20M 0 0 ]

ObHoEMTE| |PasoeanHiTs

PucyHok 121. CmpaHuua 05151 yrpaesieHusi NooKmoYeHHbIMU 6ecrpo8o0HbIMU ycmpolicmeamu.

Ecnmu HEoO0X0auMO OTKIIOUUTh Kakoe-IMOO YCTPOHCTBO OT OeCnpoOBOIHOW CETH, YCTaHOBUTE
¢nmaxxok B cTpoke, coxaepxkamerd MAC-agpec 3TOro YCTpOiCTBa, W HAXMHTE KHOIKY
PasbeanHuUTb.

UroObl Ha cCTpaHulle OTOOpa3uWiach camas akTyajdbHas wuHdopMmalms o0 yCTpoiCTBax,
MOKJTIOYCHHBIX K OCCIPOBOIHOM ceTH, HakKMUTe KHONTKY OOHOBUTD.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WPS

Ha crpanuiie Wi-Fi / WPS Bsl Moxere akTHBHpOBaTh (GYHKIMIO OE30MACHOW HACTPOHKH
OecrpOBOIHOM CETH, a TAK)KE BHIOPATH CIIOCOO YCTAHOBKH OECIPOBOIHOM CETH.

Oyaknus WPS mo3Bonser aBTOMAaTHYECKHM HACTPOUTH 3aIlIMIICHHYIO OCECIPOBOJHYIO CETh.
VYerpoiicTBa, noakiIoyaeMble K OECIPOBOIHOM CETU TOYKU JOCTyna ¢ noMoiubio pyHkiuuu WPS,
JTOJOKHBI TIOAJIEP>KUBATh JaHHYIO (DYHKIIHIO.

Eciu 6ecupoBosnas ceTh pasnenena Ha cermMenTsl (B crincke MBSSID na crpanuie Wi-Fi
|_ O6wme HacTpPOWKW Boiienero 3Hadenune 2, 3 wiu 4), dyskums WPS mo3Bomser

I00aBAATh YCTPOWCTBA TOJBKO K IEPBOMY CEIrMEHTY CETH (IIEpBOE 3HAYCHWE B CIIHCKE

BSSID).
/L5 icnonb3oBaHus 3Tol QYHKIIMU HEOOXOIMMO 3apaHee 3a1aTh Juisd OCCIPOBOIHOM CETH

O M (QPOBaHKS ¢ HCIIONL30BAHKEM TeXHOJI0rnun WPA.
D-I ink Cuctena - Azbik -
DAP-1150
Havano Cratyc CeTb Wi-Fi JononHUTENLHO MemceTeBoH sKkpaH KoHTpons Cucrema
OBlwHe HaCTpoikK OCHOBHEIE HACTPORIKN Hacrpoiikm bezonacHocTi MAC-dmneTp CTEHLYOHHEI CrMCoK WPS WDS LononHUTENEHEIE HACTPOFIKN WMM Kmment
Brnwuenne/Boiknouenne WPS
BratouiTs WRS:

MsmernTs

Hudropmavuma

PIN-k0AQ NO YMORHEHAO:

WPS craTyc:
S5ID:

CeTeBan aYTEHTUDMKALMA:

LLndposarme:

Knioy widposaria:

CoepuHeHne

CROHQIHIYDHPOEEHE
DAP-1150
WPAZ-FSK

AES

F6543210

OfiHoBuTs | [CHpooTs KoHbKrypalo

MeTop WPS:

PEC

CoeanHuTe

PucyHok 122

. Cmpanruya dns Hacmpouku yHkyuu WPS.
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Yro0b! akTuBUpoBaTh QyHKuuo WPS, ycranoBure ¢naxok Bknountb WPS u HaxxmuTe KHONKY
NU3meHuTb. Tlpu ycraHoBiaecHHOM (uiakke Ha CTpaHHIIC MOCTYMHBI pasaens MHdopmauua u
CoenunHeHwe.

MapameTp OnucaHue

PIN-kox Touku nocryma. [laHHBIM mapaMeTp HCIONIb3YeTCs IpHU
PIN-koa No yMONYaHWIO | NOAKITIOYEHUH TOYKM JOCTyHa K YCTPOHCTBY-PErucTparopy s
3ajaHus napamerpos pynkmu WPS.

Cocrostaue ¢pynkuun WPS:

* CKoOHdurypupoBaHOo  (3agaHbl  Bce  HEOOXOAHUMBIE
WPS craTyc HACTPOWKH),

* He CKOHpUrypmposaHo (HEeoOxoaMMO 3a/1aTh
COOTBETCTBYIOILIME HACTPOUKH).

Ha3Banne ceru TOYKH A0CTymna (I/IJ'II/I NnepBOro CErMcHra CCETU B

SSID
Cily4ae pa3/iefIeHUs CETU Ha CETMEHTHI).
CeTteBas Tun cereBoii ayreHTU(UKAIMK, 3a1aHHBIA U CeTH (WM TIEPBOTO
ayTeHTUdMKauus CEerMeHTa CETH) TOYKH JOCTYIIA.
Texymui Tim mudpoBaHus, 3aJaHHBIM IS ceTH (MM TIEPBOTO
WndpoBaHue Y Pp ’ ( P

CETMCHTA CGTI/I) TOYKH JOCTYyIIA.

Texymui xirou mudbpoBaHUS, 3aJaHHBIA JUIT ceTH (WM IEPBOrO
Kniou wudposaHua Y Pp ’ ( P
CEerMeHTa CETH) TOUKH JIOCTyTa.

Knonka ans oOHOBIIeHHsT HHGOPMAIIMK O COCTOSIHUM COEIUHEHUS C

O6HOBUTDL OCCITPOBOJHBIM  YCTPOMCTBOM, IOAKIIOYAEMBIM €  MTOMOIIBIO
¢dbynakun WPS.

Cb6pocutb

P Knomnka copoca mapamerpo ¢pynkiuu WPS.
KoHdurypauumro

Merton ucnonsizoBanus pynkuuu WPS. Bo3mokHble 3HaUeHMS:

Meton WPS PIN — noxkrouenue ycrporicta ¢ momorpio PIN-koza,
PBC - nonkiroueHne ycTpoiicTBa ¢ IOMOIIBIO HaXKaTHsI HA KHOTIKY.
PIN-kom GecripoBOIHOTO YCTPOMCTBA, TOAACPKUBAIOIIETO (QYHKITHIO
WPS.

PIN-kon

ITonme otoOpaxaercst ToNbKO B ciiydae BbiOOopa 3HadeHus PIN B
criucke Meton WPS.
KHomka [yist OJKITF0YeHHsT yCTPOUCTBA K OECITPOBOHOM CETH TOUKH

CoeanHnTb YeTp P

Joctyna ¢ noMouibio pynkuuu WPS.
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JUis yCTaHOBKM JIOKaJIbHOW OecrpoBogHOM cetu ¢ mnomoupio Meroxa PIN ¢ynkuum WPS

BBITIOJIHUTEC IICPCUUCIICHHBIC HUKC JEUCTBUS.

1.

2
3.
4

7.

Veranosute ¢uiaxxok Bknrounts WPS.
Haxxmute kHONIKy UI3MEHUTD.
B none MeToa WPS Bribepute 3naucuue PIN.

Breibepute metox PIN B mporpammHOoM obecriedeHnHr OecTpOBOAHOTO YCTPOICTBA,
HOAKJII0YaEMOro K OeCIIpOBOJHOM CETH.

HaxxmMuTe COOTBETCTBYIONIYIO KHOIIKY Ha KOpITyCE€ HJIM B HPOTPAMMHOM OOECIICYCHUU
OECIPOBOTHOTO YCTPOMCTRA, TOIKIFYaEMOro K OECIIPOBOIHON CETH.

Cpa3zy BBenute PIN-kon, yka3aHHBIN Ha KOPITYyCE MOAKIIOYAEMOr0 YCTPOWCTBA WJIM B €0
nporpaMMHoM obecriedennu, B ojie PIN-koA,.

Haxxmute kHonky COeAMHUTBL B web-unTepdeiice Touku 10CTyma.

Jniss ycTaHOBKHM JIOKaJbHOH OecripoBogHOM ceTn ¢ momomnipio Metona PBC ¢ynkumn WPS

BBITIOJITHUTE IICPEUYUCIICHHBIC HUXKC HGI)’ICTBHH.

1.

2
3.
4

Yeranosute ¢rakok Bknrounte WPS.
Haxxwmure kHonky USMEHUTD.
B noie Meton WPS BriGepure 3naucane PBC.

Beibepute meron PBC B mporpamMmmHOM obecrieueHHH OeCIpOBOIHOTO YCTpPOICTBa,
HOAKJII0YaEMOT0 K O€CIIPOBOJHOM CETH.

HaxxMuTEe COOTBETCTBYIOIIYIO KHOIIKY Ha KOpIyCE€ HJIH B HPOTPAMMHOM OOECIICYCHUU
OECIPOBOTHOTO YCTPOMCTRA, TOIKIFYaeMOro K OECIIPOBOIHON CETH.

Cpasy Haxxmute kHOonKy COeAUMHUTBb B web-rHTepdeiice TOUKH qocTyma.
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WDS

Ha crpanuiie Wi-Fi / WDS Bri mokeTe aktuBrpoBath pyHkiuio WDS u BeIOpaTh pexumM paboTh
JUTISL TaHHOU (DYHKITUH.

Oynaknus WDS no3Bonsier 00beIMHUTS HECKOJIBKO JIOKATBHBIX CETEH C MOMOIIBI0 O€CTIPOBOTHOTO
COCAUHCHUA MC)K)Iy TOYKaMHn JIOCTYHa.

D.Link’ Cuctema - A3l -

DAP-1150

Havano Cratyc CeTb Wi-Fi JononHuTensHo MerceTeBoM 3KpaH KonTpone Cwcrema

OBLUME HACTPOIAKK OCHOBHEIE HACTPOHKI HacTpoiiki BesonacHocTi MAC-tuneTp CTAHLMOHHKIA CIMCOK WPS WDs [lononHUTENsHBIE HACTPOIKI WMM KnueHt

Pexaam WDS: Bridge mode -
DUEMHECKIA Pesxian WDS: CCK
LcbposaHie WDS: NONE
WDS MAC (1):

WDS MAC (2):

WDS MAC (3):

WDS MAC (4):

MsmernTs

PucyHok 123. CmpaHuya dnsi Hacmpouku gpyHkyuu WDS.

Ha cTpanure npencraBieHbl CICAYIOIINE JIEMEHTHI:

MapameTp OnucaHue

Pexxum ucnions3zoBanus pyHkuuun WDS.
BbikntoyeH — ¢pynkims WDS He akTuBupoBaHa.

Bridge mode — pexum mocta. Touku AocTyma, COSIUHEHHBIC C
MIOMOIIBIO TAKOTO PEKUMA, OOIIAIOTCS TOJNBKO MEXay coboil. K HiM
Pexxum WDS HE MOT'YT TOJIKITFOUATHCSI 6ECIIPOBOIHBIE KIIHEHTHI.

Repeater mode - pexum mnoBroputens. Touku AocTyma,
COCJIMHECHHBIE C MOMOLIBI TAaKOrO PEeXHUMa, OOLIAITCS MEXIY
co00if, KpOME TOrO, K HHM MOTYT MOAKIKOYATHECS OECIPOBOIHBIC
KJIUCHTHI.

@u3nyecKuil peXUM Iepeladu JaHHBIX MEXKJy TOYKaMH JIOCTyIa,
COeIMHEHHBIMHU 110 TexHonoruu WDS.

DUNIECKMIT PEXMM CCK - tosbko ycTpoiictBa cranaapra 802.11b.
WDS OFDM - Ttonbko ycTpoiictBa cranaapra 802.11g.

HTMIX — ycrpoticta cranmaproB 802.11g u 802.11n.

GREENFIELD - tonbko ycrpoiictBa ctangapra 802.11n.
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MapameTp OnucaHue

Tun mmdpoBanus 11 mepeaadn JaHHBIX MEXTY TOYKaMU JOCTYIIa,
COE€OMHEHHBIMH IO TexHOJIOoTHH WDS.

NONE — mmdpoBanue He HCTIONB3yeTCSl.
WEP.
TKIP.
AES.

WundposaHne WDS

Kmrou st ykasanHoro Beime Tuma mmppoBaHus. Kirod moxer
Kntou wndcpoBaHus coctosTh u3 udp u (wm) natuHckux OykB. [Tone He oToOpakaercs,
eciu B criucke LUndppoBaHne WDS srineneno 3nauenne NONE.

WDS MAC (1-4) MAC-agpeca yCTpPOHCTB, COECIMHSAEMBIX C TOYKOM JOCTyna IO

Texuoiorun WDS.

IlapameTpsl gruud  WDS. onpenengeMble Ha HAHHOW CTDPAHHIE OJDKHBI _OBITH

' OJIMHAKOBBIMH JIUISL BCEX COEIMHAEMBIX YCTPOUCTB. Kpome Toro, HeoOX0AMMO 3a1aTh OIUH
| |
u 1ot sxe kanai (Ha crpanuie Wi-Fi / OCHOBHbIe HACTPOMKM).

[Mocne 3amanust HEOOXOAUMBIX ITAPAMETPOB HAKMUTE KHOTIKY U3MEHUTb.
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PykosoacTso nonk3osarens MapLlpyTusaropa

[dononHutenbHble HACTPONKHU

Ha crpanune Wi-Fi / [JononHuTenbHble HACTPOMKU Brl MoOkeTe ONpEneinuTh
JIOTIOJTHUTENIHHBIC TTapaMeTPhI, BIUSAIONINE Ha padoTy Barmeit 6ecipoBoaHOMN CeTH.

' V3MeHeHHs MapaMeTpoB Ha JAHHOW CTpaHMIIE MOTYT OKa3aTh HETaTWBHOC BIWSHHE Ha
®  Bamy 6ecpoBOIHYIO CETh.

™ ®
Cucrena - Azl -
=
D-Link
DAP-1150
Havano Cratyc CeTb Wi-Fi JononHUTENLHO MemceTeBoH sKkpaH KoHTpons Cucrema
OBwre HacTpoitkK (ICHOBHEIE HACTPOIKM HacTpoiikn BesonacHocTi MAC-buneTp CTEHLYIOHHEI CMCoK. WPS WDS [ONOAHAT ENbHBIE HACT POIKA WMM KnueHT
Station Keep Alive: 0
Beacon neproa: 100
RTS nopor: 2347
Frag nopor: 2396
DTIM nepuoa.: 1
TX MOLLHOCTB? 100
BG sawwmTa: Auto -
LUMpiHa Kkanana: 20/40MHz - -
TX npeanbyna: Long Preamble
-_MEMEHWH:

PucyHok 124. CmpaHuuya 0onosiiHuUmesnbHbiXx Hacmpoek 0151 becrnpog8odHoU cemu.

Ha CTpaHULEC MMPEACTABIICHBI CICAYOMIUC SJICMCHTBI:

MapameTp OnucaHue

WNurtepBan (B cekyHIax) MeEXay MpPOBEPKaMU aKTUBHOCTH
Station Keep Alive OCCIPOBOAHBIX YCTPOKMCTB, BXOAAIIUX B JIOKAJIbHYIO ceTh. Ecim
3a7aHo 3HaYeHKE 0, IPOBEPKA HE BBIMOIHACTCS.

WHTepBan (B MWIIMCEKYHJaX) MEXIY OTIPABKOM IAaKETOB JUIS
Beacon nepuop .
CHHXPOHM3aLUU OECIIPOBOIHOM CETH.

MunuManbHBI pasMep makera (B OaiTax), IS KOTOPOTO OyIeT
RTS nopor P P ( ) P >
nepenaBarbest RTS-kazp.

MaxkcuManbHBI ~ pazMep HepparMeHTHpPYyeMOoro  (HEHEITHMMOTO)
Frag nopor nakera (B Oaiitax). [lakeTsl Oomblero pasmepa (GpparMeHTHPYIOTCS
(pa3buBaroTCsS Ha YacTH).

Ilepuon Bpemenu (B cekyHaax) wMexay otnpaBkoii DTIM-
cooOmeHns: (yBEIOMIIEHHUSI O MOCIEAYIOIIEH INPOKOBENIATEIbHOM

DTIM nepwuo . .
puoA (broadcast) mnm tpymnmoBoi (multicast) mepemade) u mepemadeit
JaHHBIX.
TX mMowHoCTb MourHocTh nepenaTurka (B IpoIeHTax).
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MapameTp OnucaHue

OyHkuMg 3ammThl  ycTpoicTB crangapra 802.11b u 802.11g
UCHOJb3YETCA ISl YMEHBLICHUS] KOJIMYECTBAa KOH(IMKTOB MEXIY
ycTpoiictBamu Bainei 6ecripoBOHON CETH.

Bo3MmoxHBIE 3HAUEHUA

Auto - GyHkIusS 3amUTBl  BKJIIOYACTCS M BBIKJIOYACTCS
aBTOMAaTUYECKU B 3aBUCUMOCTHU OT COCTOSIHUS CETH (PEKOMEHYeTCs,
ecnii B Bameit cetm ectp ycrpoiictBa cranmapra 802.11b u
ycTpoiicTtBa cranmapta 802.11g),

BG 3awuTa

Always On — (yHKIus 3aIMTHI BCerlia akTUBHA (Takas HaCTpOMKa
MOXET CYIIECTBEHHO CHU3UTH MPOU3BOAUTEIFHOCTh OECIIPOBOIHON
CeTH),

Always Off — GpyHkius 3amuTel BCera HeakKTHBHA.

[[Iupuna kaHana ansa yctporcts ctangapra 802.11n.

20MHz - ycrpoiictBa cranmapra 802.11n paboTaroT Ha KaHaigax

mpuHoit 20 MIw.
40MHz — ycrpoiictBa cranmapra 802.11n paboraroT Ha KaHajax
mpuHoi 40 MI .

LLivpuna kaHana 20/40MHz - - ycrpoiictBa cranmapra 802.11n paboraroT Ha

kaHanax mupuHOW 20 MI'm m 40 MI'm (kaHanm oObemuHsIETCS C
MIPEIIIECTBYIOUIUM CMEKHBIM KaHAJIOM).

20/40MHz + - ycrpoiictBa cranmapra 802.11n pabotaroT Ha
kaHaymax mupuHOo 20 MI'm m 40 MI'm (kaHan oOBeOUHSETCS CO
CIIEIYIOIIMM CMEXHBIM KaHAJTIOM).

JlanHplii mapamerp ompenenser mHy Onoka CRC-mpoBepky,
[IepeaaBaeMoro  TOYKOM  JIOCTyma HpU  B3aUMOACWUCTBUM €

6eCHpOBOI[HBIMI/I YCTPOﬁCTBaMH. Bo3MoxxHBIE 3HaUCHUS:

TX npeambyna Long Preamble — naunnsii 6110k,

Short Preamble - «koporkuii Onok (maHHOE 3HaYCHHUE
PEKOMEH/TyeTCsI TS CETH C MHTEHCUBHBIM TPa(QuKOM).

[Mociie 3MeHEeHUs TApaMETPOB HAKMHUTE KHONIKY ASMEHUTB.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

WMM

Ha ctpanuiie Wi-Fi / WMM Bsi moxeTe aktuBupoBath pynkuuio Wi-Fi Multimedia (WMM).

Oynkiuss WMM peanusyer mexanusm QoS uiss OecripoBOmHBIX coenuHeHHid. OHa TO3BOJISET
YIY4IIUTh KayecTBO Iepefadd AaHHbIX 1o Wi-Fi-cetn 3a cueT Ha3HayeHHs NPHOPUTETOB
Pa3IMYHBIM TUIIAM Tpaduka.

Yro6s! BKITHOUNTH QyHKIHIO WMM, ycranoBute ¢uaxkok WMM u Haxxmute kHonky MSMEHUTb.

D.Link Cuctema - Asbiic -

DAP-1150

Havano Cratyc CeTb Wi-Fi

Ofilume HACTPOIAKI

VMM

AC
AC_BK
AC_BE
AC_VI
AC_VO

MapameTpbl CTaHL

AC

AC_BK
AC_BE
AC_VI
AC_VO

OCHOBHBIE HACTPOifkI

MapaMeTpbl TOUKK AOCTYNA

JononHuTensHo

HacTpoitki BesonacHocTi

MerceTeBoM 3KpaH

MAC-hunsTp

CWHMin
15 =
15 =
7w
I

KonTpone

CTEHLMOHHGIA CMCoK WPS WDS

CWHax Txop

1023 = 0
83 0
15 = 54
7 - 47

CwWHMax
1023 -
1023

7

JOMOAHUTENBHEIE HACT PO WMHM KnueHT

MsmernTs

PucyHok 125. Cmparuuya dnsi Hacmpouku ¢pyHkuuu WMM.

B cucreme 3amaHbl  BCe HEOOXOIHMMbIE MapaMeTphl JIA

gk~ WMM. He
B PEKOMEH]IYEeTCS MEHSTh HAaCTPOWKHU, ONPEICICHHbBIC [0 YMOIYAHHUIO.

Oynkuuss WMM 1no3Bossier Ha3Ha4aTh MPUOPUTETHI Ui YEeThIpeX Kareropuil nocryma (Access
Category, AC):

* AC_BK (Background, gonoswiii pexcum) — Tpapuk ¢ HU3KHM MPUOPUTETOM (3a7aHUS Ha
revarh, 3arpyska (ausos, mp.);

* AC_BE (Best Effort, nyuwee kauecmeo u3z 603M0d4CHO20) — TpapUK OT YCTapEBIIMX
YCTPOICTB WM YCTPOUCTB U MPUIOKEHUH, KOTOpbIE HE MOAIepKuBatoT GyHKIH0 QoS;

* AC_VI (Video, nepeoaua suoeo);
* AC_VO (Voice, nepeoaua conoca).

[TapameTpsl KaTeropuii AocTyna ONpEeNeHbl Kak s caMOoil TOYKM Joctyna (B paszene
MapameTpbl TOYKM AOCTYNA), TaK U Ui OCCIPOBOAHBIX YCTPOMCTB, MOMAKIIOUCHHBIX K HEHl (B
paznene NapameTpbl cTaHUMMK).
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I[J'I}I KaXk10M KaTeropruu A0CTYyIa JOCTYIIHBI CIICAYIOIIHEC ITapaMCTPHhI:

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kosgpguyuenm
nepemMeHH020 MeNCKadpo8o2o UHMepaad.

Aifsn OTOT mapaMeTp BIMSET HAa BPEMEHHYIO 3allepKKy i1 JaHHOU
KaTeropuu AocTymna. Yem MeHbIle 3HaYeHUE JaHHOTO MapaMeTpa,
TEM BBIIlIE TPUOPUTET KATETOPUH TOCTYTIA.

Contention Window Minimum — MuHumanibHulii pamep OKHA
KOHKYPEHMHO20 0OCHYNA.

Contention Window Maximum — maxcumanvhviii pazmep OKHA

KOHKYPEHMHO20 00CMYNA.

CWMin/CWMax OTH napaMeTpbl BIMAIOT HAa BPEMEHHYIO 3aJ€PKKy A JaHHOU

kareropun jgoctymna. 3Hauenue nons CWMax He 10mKHO OBITH
MmeHbie 3HadeHus moisi CWMin. Uem meHbllie pa3HHIIAa MEXIy
sgauenueM nons CWMax u 3nauenuem mons CWMin, tem Buimre
MPUOPHUTET KATETOPHUHU JTOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb Nepedayu OaHHBIX.

Txop Uem GoJbllle 3HaY€HHUE JAHHOTO MapaMeTpa, TEM BbIIIE IPHOPUTET
KaTeropuu J0CTYTIA.

Admission Control Mandatory — obsi3amenvhblii KOHmMpOIbL OONYCKA.

ACM Ecmmn (1).]'[8.)1(01( YCTAHOBIJICH, YCTPOﬁCTBO HE MOXCET HCIIOJIb30BAaTh
JAaHHYI0 KaTCropuro JO0CTyIIa.

Acknowledgment — noomeeporcoenue npuema.

PeaKm/m Ha 3alpocChl OTKJIMKa BO BpeEMA MNepcaadd JaHHbIX.
OtobpaskaeTcst ToIbKO B paszzeie MapameTpbl TOUKM AocTyna.

Ack Ecnmu  ¢naxkok HE yCTaHOBJIEH, TOYKa JIOCTyla OTBEYaeT Ha
3aIpOCHI.

Ecan q)naxcm( YCTAaHOBJICH, TO4YKa JOCTyIla HE OTBCYACT HaA

3aIpOCHI.

ITocne usmeneHus napaMeTpOB HAKMUTE KHOIIKY N3meHunTb.
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KnueHrt

Ha crpanune Wi-Fi / KnueHT B pexxume mapiipytusaropa Bel MoxeTe HACTPOUTh YCTPOHCTBO ISt
MOJKJIIOUEHHUs K TOUKe TocTymna 6ecnpoBogHoro Murepuet-nposaiinepa (WISP).

DyYHKIUSA «KIUEHT» B PEKUME MapILIpyTH3aTOpa MO3BOJAET Mcnoiab3oBarh DAP-1150 B kadecTBe
nosropurenst WISP.

Jlns ucronb30BaHUsl TOYKU A0CTyna B kadecTBe nosroputenst WISP Bam HeoOxonumo HacTpouth
OJIMH U TOT e KaHas OecripoBogHoro coeauHeHus st DAP-1150 u Touku nocrynma WISP. Jlpyrue
napameTpsl 6ecipoBogHON cetu DAP-1150 He 3aBucAT 0T HacTpoek Touku goctyna WISP.

| Inlerneti—’\/

- &
@”
& ) «

DAP-1150
(momso Geomposodics 7 ﬁ

PucyHok 126. NodkmoyeHue DAP-1150 8 pexume mapuwpymu3amopa 8 kadecmee KrueHma.

[Tocne HACTpOWKHM YCTpOICTBAa B KadecTBE KIHMEHTA HeoOxomumo cosnate WAN-coenmHeHue ¢
coorBercTByronmMu napamerpamu st mopra WiFiClient.
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DAP-1150 BecnpoBogHas To4ka 4ocTyna ¢ NOAAePXKKON pexunma mapLupytusaropa HacTpoiika ycTponcTBa B pexvume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

s K’ Cucrena - Az -
D-Lin
DAP-1150
Havano CraTtyc CeTb Wi-Fi JAononHUTENLHD MemceTeBoM 3KpaH KoHTponb CucTema
OBuwwme HacTpoiikn OcHoBHEIE HACTPOikN HacTpoiiki besonacHocTi MAC-dunsTp CTEHLMOHHEIA CIMCOK WPS WDS [ononHUTEnbHEIE HACT POtk WMM KnmnenTt
BrtoumTe:
Cnucok 6ecnpoBOAHBIX CeTell
JocTynHeIX ceTei: 13
HeussecTHIx ceTeii: a
SSID BECNPOBOHON PEMXHM Kanan Ceresan ayTeHTwduKayma Yposens cursana
Home 802.11bfg/n 1 [OTkpeITaA ceTh] all (70%:)
Develop 802.11bfg 1 [wrA2-PsK] [TKIP] il (100%%)
DIR-300MRU 1C: 7E:ES:8E:AS:EC 802.11bfg/n 1 [OTrpbITas ceTs] il (99%%)
DIR-300MRU 1C: 7E:E5:8E:AD:8C 802.11bfg/n 1 [OTrpbITas ceTh] o (44%6)
dlink2553 F0:7D:68:67:00:67 802.11bfg/n 1 [OTrpeITas ceTs] il (B1%)
DIR-456 802.11bjg 1 [OTkperas ceTe] [WEP] il (100%:)
DIR-620 F0: 70:68: 76:BC: CO0 802.11bfg/in 1 [OTrpeiTan ceTs] aill (100%:)
D-Link 00:21:91:55:9 115 802.11bfg & [Wra2-P5K] [AES] all (100%%)
DIR-632 5C:D9:98:63:F5:22 802.11bfg 6 [WPA-PSKMPAZ-PSK mixed] [AES] il (100%%)
DIR-615RU 802.11bfg [ [WPA-PSKMIPA2-PSK mixed] [AES] il (100%%)
Dlink 1C:AF:F7:63:E5:E8 802.11bjg 11 [OTrpbITas ceTh] il (76%)
dlink 1C:BD:B%:E4: 5E:5C 802.11bjg/n 11 [OTrpeITas ceTs] il (76%%)
S5I0: DIR-620
BSSID: 00:0D:56:6%:52:22
CeTeBan ayTeHTMdUKaLIA: Open -
Hacrpoiikn wngposanns WEP
BrAKOMHTE WidpoBaHue WEP: |:|

PucyHok 127. CmpaHuya 0151 HacmpoUKu moyYku docmyra 8 Kadecmee KiueHma.

YToOBI HACTPOUTH YCTPOMCTBO B KadyecTBE KIMEHTa, YCTaHOBHTEe (maxok Bkmountb. Ilpu
YCTAHOBJICHHOM (pi1a’kke Ha CTpaHHIIe 0TOOPAXKAIOTCS CIEAYIOIINE DIIEMEHTBI:

MapameTp OnucaHune

SSID

HasBanue cetu, K KOTOpO MOAKIFOYAETCA TOUKA JOCTYTIA.

VHUKaIIbHBIN I/I,[[eHTI/I(I)I/IKaTOp CCTH, K KOTOpOﬁ IOAKIOYAaCTCA TOYKa

BSSID

JOCTyIIA.
CeTteBas Tun cereBoil ayTeHTU(UKAIMKA B CETH, K KOTOPOW MOJKITIOYAETCS
aYTeHTMd)MKaLIVIH TOYKa JOCTYyIIA.

Jlns tunoB cereBoit ayrentudukaimn Open u Shared Ha cTpanuiie 0TOOpaxarTCs CICAYIOIINE
OJIS:

OnucaHue

MapameTp

@naxok ans akruBauu WEP-mmgpoBanus. Ilpu yctaHoBieHHOM
BknounTb
wucpposaHmne WEP

¢naxxke Ha cTpaHuie oroOpaxaercs moine Homep krroya no
ymornyaHuio u ueteipe moias Knrou wmcppoBanHna WEP. [Jis
tuna ayrentudukanun Shared ¢akok Bcerma ycTaHOBIICH.
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PyKOBO,ElCTBO nonb3oBarend MapuwpyTusaTtopa
MapameTp OnucaHue
Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbIi OyleT MCHOIb30BaThCS
yMoOn4yaHuio st WEP-mudpoBanusi.

Kmoun ans WEP-mmdpoBanus. [Ipu mmdpoBaHuHd HCTIONB3YETCS
KJIF0Y, HOMEp KOTOPOTO yKa3aH B packphiBatomemcs crcke Homep
Knto4ya no ymonyaHuro. HeoOxonuMo 3amonHuTh Bee moist. Bol
MOXETE 33aBaTh KIIOYH JUIMHON 5 unu 13 cumBoioB (1udp u (nmm)
JIATUHCKUX OYKB).

Jns TunoB cereBoit ayreHtudukanuu WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIE OTOOPAYKAFOTCS CIICTYIOIINE TOJIS:

MapameTp OnucaHue

WPA-wundpoBaHue Mexanusm mmdpposanus: TKIP, AES nwiu TKIP+AES.

Knwoy wndcppoBaHus
WEP (1-4)

Knwou wndcppoBaHus Kirou s WPA-mmdpoBanus. Kirou MOXET cocTosTh U3 1Udp U
PSK (WM) TATHHCKUX OYKB.

[Tociie M3MEHEeHUs TApaMETPOB HAKMHUTE KHOIKY USMEHUTB.

Kpome Ttoro, mpu ycraHoBiieHHOM (Quaxkke BKMWOYMTL Ha cTpaHuile 0TOOpa)kaeTcs CIHCOK
JOCTYIHBIX OSCIpPOBOAHBIX ceTeil. B mone HeM3BeCTHbIX ceTen yka3aHO KOJIMYECTBO CKPBITHIX
0OECTIPOBOHBIX CETEH.

UroObl Ha cTpaHHIle 0TOOpa3MiIach caMasi akTyasbHas MHPOPMAIHs O JOCTYIMHBIX OSCIPOBOIHBIX
cersix, HaxmuTe KHonky Monck cetem.

YTOOBI MOAKIIIOUUTHCS K KaKOW-TMOO CETH M3 CIUCKA, BBIICIUTE HEOOXoAuMyto ceThb. [Ipu 3ToM B
nonss SSID, BSSID u CeTeBas ayTeHTU(MKaLMA OyayT aBTOMATHYECKH IOJCTABICHBI
COOTBETCTBYIOIINE 3HAYCHHSI.

Jns Tuna ayrentudukanua Open 0e3 mudpoBanus HOKMHUTE KHONKY ASMEHUTB.

Jns tunoB ayrenTudukaimu Open ¢ mmdposanrem u Shared Brioepute He0OX0TUMOE 3HAYCHHE
B ciricke HOMep knroya no ymonyaHuio u 3anoiaaute 4 nois Knwoy wncgpposanHmna WEP, a
3aTeM HaXMHUTE KHOTIKY MI3MEeHUTD.

Jnst tunoB ayrentudukanuun WPA-PSK, WPA2-PSK u WPA-PSK/WPA2-PSK mixed
sanonaute nosne Knoy wndposanma PSK u naxmure knonky USMEHUTD.

IMocne Toro kak Bwl Haxanun kHomky WM3MeHUTb, kanan OecnpoBomHOoW cet DAP-1150
MEePEKITIOYUTCS Ha KaHal OECIPOBOAHOM TOYKH TOCTYIA, K KOTOPOIl MPOM30IILIO MOAKITIOUEHHE.

B cnywae ycmnenrHoro monukioueHHs pAIOM C MACHTU(UKATOPOM CETH, K KOTOPOil MOAKIIOYeHa
TOYKA JIOCTYIIA, 0TOOPa3UTCs 3€JCHbII UHAUKATOP.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

HononHumenbHO

B nanHOM pasnene MeHI0 IpecTaBieHa pacliupeHHast BEpCUsl HACTPOEK TOUKM JIOCTYIA B PEXKHME
MapupyTu3aropa. 3aeck Bol moxere:

* aKTUBUPOBAaTh (DYHKIHMIO aBTOMATHYECKOW HACTPOMKM yCTPOMCTBA M CETEBBIX
MIPUIOKEHUI;

* Hactpoutrb DDNS-cepBuc;

* 1100aBUTH CEpBEPHI UMEH;

*  ONpENeIHTh CTATUIECKUE MApPIIPYTHI;

*  H3MEHHUTb PEKUM pabOThl yCTPONUCTBA;

*  co3/aTh IIpaBUJIa yAAJIEHHOIO IOCTyIa K web-uHTepdeiicy;

*  pa3pemmTh TOUKE IOCTYIA UCTOIb30BaTh MpoToKon IGMP.

UPnP

Ha crpanutie lononHutenbHo / UPnP Brr mokete aktuBupoBats Gyukino UPnP.

UPnP — 510 Habop ceTeBbIX MPOTOKOJIOB, MPEAHA3HAYEHHBIX /JIi aBTOMaTHYECKOM HACTPOUKH
cereBbIX ycTpoucTB. DyHkums UPnP peanmsyer aBTOMAaTH4ecKyr0 HACTPOWKY IapaMeTpoOB
yCTpOICTBa ISl CETEBBIX MPUIOKEHUH, i paboThl KOTOPBIX HEOOXOAMMO  BXOJSIIEe
MOJKJIIOUYEHUE K TOUKE JOCTYyIa.

D.Link Cuctema - A3l -

DAP-1150

Havano Cratyc CeTb Wi-Fi OononwntensHo MemceTes0i skpar KoxTpons Cucrema

UPnP DDNS CepBepbl MMeH MapLpyTH3aLMa PexiaM yCTpoiicTsa YaaneHHsid A0cTyn IGMP

HacTpoiikn UPnP

BrntoueHo: (]

DO dymamic_WAN_i

MsmeHiTs

PucyHok 128. Cmparuuya fJononHumensHo / UPnP.

Ecniu Bel xoTure BpydHyIO 3a7aBaTh BCE€ IapaMeTpbl, HEOoOXOAUMbIe MJsi pabOThl CETEBBIX
NPUWIOKEHUH, CHUMHUTE (praskok BKNOYEHO u HaxxmuTe KHOKY USMEHUTD.

Ecnu Ber xotute Brirounts Gynkuuio UPnP B Touke nocrymna, ycranoBute ¢maxkoxk BknroveHo,
BbIOEpUTE COEMHEHHE, 1JI1 KOTOPOro OYyJIeT BBIIOIHATHCS aBTOMAaTHUECKasi HACTPOMKa IapaMeTpoB
TOUYKH JIOCTYIa, B packpbiBatoiiemcs criucke MHTepdenc u naxxmute kHonky U3MeHUTD.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

DDNS

Ha ctpanune flononHutenbHo /| DDNS Ber moxere onpenenuts napamerpsl DDNS-cepBuca,
KOTOPBIH MO3BOJISIET CO3AaTh COOTBETCTBHIE TOMEHHOTO MMEHH C TUHaMu4YecKuMu [P-anpecamu.

D-I inklj CucTema - Azkik -

DAP-1150

m NononwntensHo MexceTesoi skpaH KoHTpons Cucrema

UPRP DDNS Cepsepbl MMeH MapuipyTU3aLMA PeduMM YCTpOMCTES YAaneHHblH gocTyn IGMP

HacTpoiika knneHTa DDNS

DDNS-cepenc Hma xocra Hua nonssosarens HuTepdeic Nepnop obroenenna (Mmim.)

PucyHok 129. Cmparuuya fJononnHumesnibHo / DDNS.
Yr1o6bl 106aBuTh HOBBIEE DDNS-cepBuc, HaXxxmMuTe kKHONKY [JOOaBUTB.
D.Link’ CucTema - Azkik -
DAP-1150
m [ononuntensho MeswceTes0r skpaH KonTpons Cucrema
UPnP DDNS Cepsepbl HMeH MaplwpyTH3aLMA PeuM yCTPOHCTES YaaneHHsii aocTyn IGMP
T B e DD T oo eee e e e e e e e
DONS-cepeic: DLInkDONS -+
Wng xocTa:
WMA nons3osaTens:
nEDOﬂb NONb30BaTENA:
WHTepdeiic: dynamic_WAN_1 ~
Mepion ofHoBREHUA (MHH.):

PucyHok 130. CmpaHuua 0obasneHuss DDNS-cepsuca.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

BrI MmoxxeTe 3agaTh CJICAYHOIIUC MapaMETPhI:

MapameTp OnucaHune

DDNS-cepBuc B packpsiBaromemcs criricke Beioepute DDNS-npopaiinepa.

MUmsa xocTa JlomenHoe ums y3ia, 3apeructpupoBannoe y DDNS-nipoBaiinepa.

Uma nonb3oBaTens Nms nonw3oBarens ans aropusanuu y DDNS-nipoBaiinepa.

Maponb nonb3oBatens | [lapons st aBropu3anmuu y DDNS-nipoBaiiiepa.

WAN-coenunenue, [P-anpec koroporo OymeTr MCHOIB30BATHCS ISt

UHTepdenc
P obpamenust Kk DDNS-cepucy.

WutepBan (B MUHYTax) MeXIy OTIpaBKoM maHHBIX 00 IP-agpece
NMepunon o6HOBRNEHUA | uHTepdeiica, 3aJaHHOIO B IOJC BBIIMIC, HA COOTBETCTBYIOIIUM
DDNS-cepsuc.

Haxxmute kHONIKY UI3MEHUTB.

UroObl 3amaTh JOpyrue mapamerpsl sl cymiectByromero DDNS-cepBrca, HaXMHTE CCBUIKY
COOTBETCTBYIOLIErO cepBruca. Ha oTKpbIBIIEHCS CTpaHHIlE U3MEHUTE HEOOXOOUMBIE IapaMeTphl U
HaKMHTE KHOIKY UI3MEHUTD.

YroObl ynamuth cymectBytouuii DDNS-cepBuc, HaXXMUTE CCBUIKY COOTBETCTBYIOILEIO CEpBHCA.
Ha otkpeIBIIEiics cTpaHUIe HAKMHUTE KHONKY YAANUTD.

CtpaHuua 152 n3 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

CepBepbl UMeH

Ha crpanune JononHutenbHo / CepBepbl MMeH Brl MokeTe 100aBUTh B CHCTEMY CEPBEPHI
umeH (DNS-cepBepsr).

D-Link Cucrema - Azik -

DAP-1150

m Aerommrensto

UPnP DDNS CepBepbl HMER MapLpyTH3aLIa PexuM ycTpolicTea ¥YaanexHsIi QocTyn IGMP

HacTpoiika cepBepa uMeH

Bpyunyio:

MapwpyT no yrondaHo:

MsmeHiTs

PucyHok 131. Cmparuua JonosnHumenbHo / Cepeepbl UMEH.

DNS-cepBepbl UCIONB3YIOTCS 7S ompenenenus [P-anpeca mo mMeHH cepBepa BO BHYTPEHHUX
ceTax Wik ceth VHTepHeT (Kak MpaBWIIO, YKAa3bIBAIOTCS MPOBAWICPOM WU HA3HAYAOTCS
aIMUHUCTPATOPOM CETH).

YerpotictBo BeimonHsAeT ¢yHkiuio DNS relay, To ects nmepemaer DNS-3anpocsl nmonb3oBaresneii Ha
BHemiHue DNS-cepBeprl. Bbl Mokere Bpy4yHYIO 3a/1aTh ajJpeca TaKWX CEpBEPOB Ha JIaHHOU
CTpaHHUIIE WIN HACTPOUTH aBTOMaTHYeCKoe nonyueHue aapecoB DNS-cepBepoB oT mpoBaiinepa npu
YCTAHOBKE COEIMHEHHSI.

IIpu ucnons3oBanuu BcrpoeHHoro DHCP-cepBepa Ha3HAuYE€HHWE CETEBBIX MapaMEeTPoB (B

u ToM urcie DNS-cepBepoB) KIMEHTAM OCYIICCTBISCTCS aBTOMATHYECKH.

YT1oOBI HACTPOMTH AaBTOMAaTHYECKOE ToiydyeHne azapecoB DNS-cepBepoB, cHUMHUTE (IaskoK
BpyuHyto. 3arem BoiOepute WAN-coenmHeHue, KOTOpoe OyIeT HCIONB30BaThCs IS
ABTOMaTUYECKOro moiy4deHus aapecoB DNS-cepepos, B crnucke UHTepdpenc uiu ycraHoBute
¢raxxok MaplwpyT no ymomn4yaHuro, uToObl TOYKAa JOCTYNA KCHOJIB30BAJIA COCIHHECHUE,
OmpeeNicHHOe Kak HuIro3 1o ymondyanuroo (Ha crpanune Cetb / WAN), i nonydenus aapecos
DNS-cepBepoB u Ha)XMUTE KHOIIKY UI3MEHUTB.

Yro6s1 3anate DNS-cepBep BpyuHyto, ycraHoBuTe (uiaxkok Bpy4Hyto u Beeaute [P-agpec DNS-
cepsepa B nosie CepBepbl UMeH. Eciu HeoOXxoanMo 3a1aTh HECKOJIBKO apecoB, MepedanTe Ha
JIPYTYI0 CTPOKY € MOMOILIbI0 KiaBuiiu Enter u BBeAUTE HEOOXOIMMOE 3HAUYEHUE. 3aTeM HaXMHUTE
kHONIKY MISMEeHUTB.

Yrober ymamute DNS-cepep co crpanuisl [lononHutenbHo / CepBepbl MMEH, ynaiute
COOTBETCTBYIOIINI TeKCT B mojic CepBepbl UMEH, a 3aTeM HaKMHUTE KHONKY UISMEHUTD.
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DAP-1150 BecnpoBogHas To4ka 4ocTyna ¢ NOAAePXKKON pexunma mapLupytusaropa HacTpoiika ycTponcTBa B pexvume
MapLupyTusatopa

PyKOBO,ElCTBO nonb3oBarens

MapuwpyTusauus

Ha crpanune [JononHutenbHo / MapuwpyTtusauma Boi moxere 100aBUTh B CHCTEMY
CTaTHYECKUE MapIIpyThl (MapmpyThl K CETSAM, HE TPUCOCIUHEHHBIM HEMOCPEACTBEHHO K

YCTPOUCTBY, HO TOCTYITHBIM Y€pe3 €ro HHTEPQEHCHI).

D_l ink‘“ Cuctema - 3k -
DAP-1150
Havano Cratyc CeTb Wi-Fi Oononwntensio MeceTes0i skpar KoxTpons Cucrema
UPnP DDNS Cepeepbl umeH MapwpyTusauyma PexiMM yCTpOiCTES ¥AaneHHeli gocTyn IGMP
HacTpoiika MapuwpyTHaLmMu
3nece By MOKETE J00380RTE, DESAKTHDOBATE H YOAAATE MAPLPYTH
Wnros Yepes untepdreiic MocTynHocTb

CeTb HasHauenua Macka ceTh HasHaueHua

LofasuTe

PucyHok 132. Cmparuua [JononHumensHo / Mapwpymu3auyusi.

YToOBI OMPEICITUTH B CHCTEME HOBBIN MapIIpyT, HAKMHTE KHOMIKY [lo06aBUTb.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa HacTpoiika ycTpoiicTBa B pexume

PykoBoacTBo nonb3oBarens MapupyTusaTopa
s k’ Cucrena - Az -
D-Lin
DAP-1150
Havano Cratyc CeTb Wi-F JononHuTenbHo MesceTes0i skpaH KoHTpons Cucrema
UPnP DDNS Cepeepbl MMEH MapwpyTHsaumua Peatim yoTpoiicTEa ¥AaneHHelt goctyn IGMP

CeTb HasHa4eHua:

MacKka CETH HASHAYEHIA:

LWnros:

MeTpuka:

Hepes urTepdeiic <ABTOMATHUECKM>

PucyHok 133. CmpaHuuya 0obasneHusi cmamu4ecko20 Mapuipyma.

Bb1 MoxeTe 3a71aTh cienyroue napaMmeTphl:

MapameTp Onucanwne

CeTb Ha3Ha4yeHuA CeTb, K KOTOPOI1 MPONMCHIBAETCS TaHHBIM MapIIPYT.

Macka cetu

Macka ceTH, K KOTOpOil POMKUCHIBAETCS NaHHBIM MapIIPYT.
Ha3Ha4vYeHudA

[P-ampec, uyepe3 KOTOpbIM JOCTynmHA CceThb Ha3HaudeHus. Ilone
LWinto3 otobpaxkaercs, eciu B crmucke Yepe3 MHTepdenc BbiaeicHO
3HayeHHe <ABTOMaTUYECKU>.

MeTpuka Merpuka mapuipyra. Hem MeEHbIIE 3HAaY€HUE AAHHOTO IIOJIA, TEM
BBIIIIE IPHOPUTET MapupyTa. Heobazamenvubviil napamemp.

B packpeiBaromeMcst crimicke ykaxute uHTepdelic (coenuHeHue),
< yepe3 KOTOPBIN OyneT AOCTyIHa ceTh Ha3HayeHus. B ciaydae BeiOopa
Yepe3 nHrepdenc P P Y Y . . pu
3HaYeHUs KABTOMATU4YECKN> nutepdeiic OyaeT BBIYUCICH TOYKOM

J0CTyIla Ha OCHOBE JaHHBIX O IIPUCOCANHCHHBIX CCTAX.

Haxxmure kHonky COXpaHUTb.

Yt006bI 3a1aTh APYTHE MapaMeTPhl AJsi CYHIECTBYIOIIETO MapUIPyTa, BBIACIUTE COOTBETCTBYIOMIMIA
MapIipyT B Tabnuie. Ha OTKpbhIBIIEHCS CTpaHHIC H3MEHHUTE HEOOXOAUMBIE MApaMETPhl M HAKMUTE
kHONKy COXpaHUTb.

YroObl yIaUTh CYLIECTBYIOIIUN MapIIPyT, BBIACINUTE COOTBETCTBYIOUIMNA MapiipyT B Tabnune. Ha
OTKPBIBILEHCS CTPAHUIIC HAKMHUTE KHOTIKY YAANUTb.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

Pe)xuMm yCcTpoucTBa

Ha crpanuiie [lononHutenbHo / Pexxum ycTtpomcTBa Bbl MokeTe M3MEHHUTh TEKYIIUH PEXUM
paboThI YCTPOMCTRA.

D.Link’ Cuctema - Azl -

DAP-1150
Havano Cratyc CeTb Wi-Fi NononwntensHo MemceTesoi skpaH KoxTpons Cucrema

UPnP DDNS CepBepbl uMeH MaplpyTH3aLma Pexunm ycTpoiicTBa YAaneHHsli AocTyn IGMP

HacTpoiika pexuMa paboTbl ycTpoiicTEa

Pesxim paboTbi:

PucyHok 134. CmpaHuua ebibopa pexuma pabomsi ycmpolicmea.

YroObl MEPEKITIOUUTh YCTPOHCTBO B APYrod pexuM, BbIOepuUTe 3HaueHHe TOYKa AocTyna B
packpbiBaorieMcst criucke PeXumM pabotbl u Haxxmute kHONKY M3MEHUTb. 3arem BbiOepuTe
3nauenue Coxp. u MNepesarpysuTb B MeHIO, KOTOPOE OTOOPaKAETCS NPU HABEICHUU YKa3aTels
MBIl Ha Hagamuch CUCTEMa B MpaBOM BEPXHEM YIVIy CTPAHHUIBI M JIOKIUTECh IEepe3arpy3Ku
YCTPOMCTBA.
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DAP-1150 BecnpoBogHas To4ka 4ocTyna ¢ NOAAePXKKON pexunma mapLupytusaropa HacTpoiika ycTponcTBa B pexvume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

YaaneHHbI¥ goctyn

Ha ctpanuiie [lononHutenbHo / YaaneHHbIW AOCTYN Bbl Mokere co3maTh NpaBuia Uis
yIAJIEHHOr0 J0CTYIa K TOYKe AOCTyIa. [10 yMOIYaHHIO JOCTYI K TOYKE JOCTYIA M3 BHELIHEH CETH
3akpbIT. Ecin Bam HE0OXOIMMO OTKPBITH JOCTYI K TOYKE JOCTYNa W3 BHEHIHEH CETH — CO3aaiTe
COOTBETCTBYIOIIUE [IPABUIIA.

D-LinkL Cucrema - Azsik -

DAP-1150

Havano Cratyc Cete wiFi AononHntenshio MesKceTes0i skpaH KoHTpons Cucrema

UPRP DDNS Cepsepbl HMEH MaplpyTH3aLmMA PemuM ycTpoiicTsa YnaneHmslii qoctyn IGMP

Kondgmrypauua yaanesHoro aoctyna k web-untepdeiicy

IP-agpec Macka ceTn BHEW Ml nopT fMpotokon
192.168.161.0 255.255.255.0 80 HTTP

LobasuTe

PucyHok 135. Cmparuuya JononHumensHo / YOaneHHbIlU docmyn.

YT1oObI cO31aTh HOBOE MPABUIIO, HAKMUTE KHONIKY Jl06aBUTb.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

D-Link’ Cucrena - Az -

DAP-1150

Havano CraTtyc CeTb Wi-Fi AononHntenbhio MeceTesoi skpaH KoHTpons Cucrema

UPnP DDNS Cepeepbl MMEH MaplwpyTHsawma Pexum yCTpoiicTea YOaneHHslii goctyn IGMP

PEABKTMPDBBHME npaBuna yaaneHHore oocryna

IP-agpec: <BoifiepuTe anpec: -
Macka ceTu:
MpoTokon: HTTP

BHewHMA nopT:

MsmernTs

PucyHok 136. CmpaHuua 0obasrneHus npasusna ydaneHHo2o0 docmyna.

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp OnucaHue

V3en winu MNoACCThb, IJId KOTOPOIo0 AJaHHOC IpaBUIJIO pPa3peiIacT

IP-appec
JOCTYII.
Macka cetu Macka ojiceTu.
IIpoTOKON, MOCTYIHBIM [UIA YAAJIEHHOIO YIPAaBICHUS TOYKOU
MpoTtokon P ’ Y Y yip

JOCTYTIA.

. BHemmnuii mopTt Touku mocrtyna. Bl MOXkeTe ykazaTh TOJIBKO OOUH
BHewHun nopt P . 4

HOPT.

Haxxmure kHOnKy USMEHUTD.

YTo0BI 3alaTb APYTrUec mnapaMeTpbl IJId KaKoro-1moo npaBujia YOAJICHHOI'O0 JOCTYyIld, Ha}XKMHUTC
CCBUIKY COOTBCTCTBYIOILICIO IIpaBUJIA. Ha OTKpLIBmeﬁCH CTpaHULC HN3MCHHUTC H606XOI[I/IMBIG
napaMeTpbl U HAXKKMUTC KHOIIKY N3meHunTL.

UroOBl yIamuTh Kakoe-1u0o0 MPaBUIIO YIAJCHHOTO JOCTYIA, HAKMHUTE CCBUIKY COOTBETCTBYIOIIETO
npaBuia. Ha oTkpbIBIICiicsS cTpaHUIle HAKMUTE KHONIKY YAANUTb.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

IGMP

Ha crtpanune JlononHutenbHo / IGMP Bl Mokere pa3peminTh TOUKE IOCTYIA HCIIOIb30BAaTh
npotokoa IGMP.

[Tpotokon IGMP wucnonb3yercs uid ynpaBieHUs HIMPOKOBeUIaTelbHBIM TpadukoM (mepenayeit
JAHHBIX TPYIIIE agpecaroB). TOT MPOTOKOI IMO3BOIIET Oosee 3 HEKTUBHO UCTIOIB30BaTh PECYPCHI
CETH JUIsl HEKOTOPBIX NIPUIIOKEHUH, HAIPUMED, IJIs1 IOTOKOBOTO BHJEO.

D.Link CucTema - Azbik -

DAP-1150
Havano Cratyc CeTb Wi-Fi NononwntensHo MemceTesoi skpaH KoxTpons Cucrema

UPnP DDNS CepBepbl uMeH MaplpyTH3aLma PexuM ycTpoiicTsa YAaneHHsId AocTyn IGMP

HacTpoiika npoToKoNa yNpaBneHua rpynnaMi HHTEPHETA

BrntoueHo:

Bepous: 2 ¥

MsmetiTs

PucyHok 137. Cmparuya fJononHumenwsHo / IGMP.

Jns ucnonbzoBanus nporokona IGMP ycranoBute diaxkok BKMAKOYEHO 1 B pacKkpbiBaroIieMcs
ciricke Bepcus seidbepute Bepcuto nporokoiaa IGMP. 3atem Haxxmure kHOnKy MSMeHUTb. Takas
HACTpOWKa TO3BOJNIsIET Hcnonb3oBaTh ¢yHkuuio IGMP Proxy Bcem WAN-coeauHeHusiM, B
HACTPOMKaX KOTOPBIX yCTaHOBJEH ¢uakok Bkrrounts IGMP.

Ecnu Bol xotute 3anpetuts ynkunto IGMP Proxy nns Bcex WAN-coeanHeHuid, CHUMHUTE (IaxoK
BkntoyeHO u HaxMuTEe KHOTIKY MI3SMEHUTD.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

Me>xcemeeou akpaH

B nmanHOM pasznmene mMeHI0 BBl MOkeTe HACTPOHTH MEXKCETEBOW JKpaH TOYKH JOCTYNa B PEXHME
MapIIpyTHU3aTopa:

*  100aBUTH IIpaBUiIa Ui (PUIBTPALUU CETEBBIX I1AKETOB;
*  CO3JaTb BUPTyaJbHBIE CEPBEPHI;
* onpenenuts DMZ-30mny;

* Hactpoutb MAC-unstp.

IP-cbunbTpbl

Ha crpannne MexceteBou akpaH / IP-punbTpbl Bel Moxere co3aarh mpaBuia st 00pabOTKH
CETCBHBIX IIaKETOB, 4 TAKXKEC U3MCHUTH NN YJ]aJ'II/ITI) paHee CO3JaHHBIC HpaBI/IHa.

D.Link’ Cuctema - A3l -

DAP-1150

Havano Cratyc CeTb Wi-Fi JLononHuTensHo MexiceTesoi 3Kpan

IP-punbTpbI BupTyanbHble cepBepbl DMZ MAC-hunsTp

HacTpoiika IP-(HIbTPOB MEXCETEBOTO 3KPaHa

IP-agpec Nopr
Hassanne Nporokon Neficrene
HeTounnk HazHauexne HeTouHnK HasHauenwe

LobasuTe

PucyHok 138. CmpaHuuya Mexcemeseol akpaH / IP-chunbmpabi.

YT10oObI CO3aTh HOBOE MPABHUIIO 0OPAOOTKH CETEBBIX TAKETOB, HAKMHUTE KHOIIKY [106aBUTb.
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DAP-1150 BecnpoBogHas To4ka 4ocTyna ¢ NOAAePXKKON pexunma mapLupytusaropa HacTpoiika ycTponcTBa B pexvume

PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa
D-Link’ Cucrema - Aseik -
DAP-1150

Havano CraTtyc CeTb Wi-Fi JononHKTenbHD MexmceTeBol Kpan KoHTpono Cuctema

IP-dmneTpBI BupTyansHele cepeepbl DMZ MAC-gmneTp

PepakTtupoeanse npaeuna IP-gmnetpa

Hazsanme:

MpoTokon: TCR/UDP
Aeiictene: ACCEFT
IP-agpeca

L1078 yxaz3rHRA IP-34D203 HOTOMs3WITE MACKY nogceti 32 (8 none nocne Y7)

[vanasor IP-anpecos: ]

WcTouHMK: <BoifiepuTe anpec> -
HasHadenme: <BoifiepuTe anpecs -
MopTbl

Bt MOXKETE YKIIBIBITE KaK 04K TOPT MMM Ji3M330H TOPTOS, TaK i Heckobko: 80,8080 wms 400:500

WcTouHmK:
HasHauerme:

MsmetiTs

PucyHok 139. CmpaHuua dobasneHus ripasuna 0151 06pabomku cemesbix rnakemos.

Bbl MoxeTe 3a1aTh clenyrome napameTpsl:

MapameTp OnucaHue

PepaktupoBaHue npasuna IP-cbunstpa

Ha3BaHue Hazanue nmpaBuia ajist ynoOHON HACHTHU(UKAIIMH.
Mpotokon [TpoTokon i Iepeaun CETeBBIX aKeToB. Beibepute HeoOxommumoe
3HAYCHUE U3 PACKPBIBAIOIIETOCS CIIHCKA.
JlelicTBrE, KOTOPOE BBHITIOJHAET JAHHOE MPABUIIO.
ACCEPT - pasperraer mepemadyy MaKeTOB B COOTBETCTBUH C
OencrtBue KPUTEPHSIMH, 33/JaHHBIMHU TIPABUIIOM.

DROP - 3ampemiaer mnepemady MakeTOB B COOTBETCTBHU C
KPUTEPUSMH, 3aIaHHBIMU [TPABUJIOM.

IP-apgpeca

YcranoBute (ajkok, €CiIM XOTUTE 3ajarh auana3oH [P-aapecoB B

Owana3oH IP-agpecoB
KauCCTBC IP-az[peca HAa3HA4YCHUA NN NCTOYHUKA.
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MapameTp OnucaHue

[P-agpec y31a ninm noaceTu-ucTOYHUKA.

Ecmn  ¢maxox [uanasoH IP-agpecoB ycraHoBieH, 3amaiiTe
HavyallbHBIA aJpec auama3oHa B moie MCTOYHUK (HayYanbHbIW) u
KOHEYHBIH ajipec quana3oHa B mosie MCTOYHUK (KOHEeYHbIN).

Ecmu ¢naxox [Ouana3oH IP-agpecoB He ycTaHOBICH, 3amaiiTe
WA T TH B I UcTouHuK. [lns Hus IP-
UCTOUHUK ajpec ys3ja WIH TOJCE one WUcTto g 3ana
anpeca nobasbre /32.
Bbl Moxere BBIOpaTh YCTpPOWCTBO, MOJKIIOYEHHOE K JIOKAJIBbHOM
CeTH TOYKM JOCTyna B JaHHbIM MOMeHT. [l »Toro B
pacKpbIBAIOLIEMCSl  CIHCKE, pPACIOJIOKEHHOM CIIpaBa OT IOJIs,
BbIOEpUTE COOTBETCTBYIOIMI [P-anpec (mpu sToM 1osie 3anmoaHUTCS
ABTOMATHYECKH).

IP-az[pec Yy3J1a UK IMOACCTH HAa3HAUCHU .

Ecm ¢naxoxk [Ouana3oH IP-agpecoB ycraHoBIEH, 3ajaiTe
HaYaJbHBIN afpec auamna3ona B nmoje HasHayeHune (HayanbHbIN)
1 KOHEUYHBIH ajpec auana3ona B noie HazHavyeHne (KOHeYHbIN).

Ecmu ¢naxox [uana3oH IP-agpecoB He ycTaHOBICH, 3aaaiTe
WK 1 TH B II HasHa4yeHue. [{na nus IP-
HasHauyeHue aZpec y3ia WIH IOJCe one HasHavyeHwue. [l 3ana
anpeca nobaswre /32.
Bbl Moxere BBIOpaTh YCTPOWCTBO, MOJAKIIOYEHHOE K JIOKAJIBHOM
CeTH TOYKM JOCTyna B JaHHbIA MOMeEHT. Jlma »3Toro B
PAacCKpBIBAIOIIEMCSl  CIHUCKE, PACIOJIOKEHHOM CIpaBa OT IO,
BBIOEpUTE COOTBETCTBYIOIMI [P-anpec (mpu 3ToM 1osie 3amoHUTCS
aBTOMAaTUYECKH).

MopTbl

ITopr IP-ampeca wucrtouHuka. Bbl MOXeTe yKa3aTb OIHMH IOPT,
UcTouHukK HECKOJIBKO TIOPTOB Y€pe3 3alATyl0 WM JUala3oH IOPTOB Yepe3
IBOECTOUHE.

[Topr IP-agpeca Ha3HaueHus. Bbpl MoOxeTe yka3arb OIUH IOPT,
HasHauyeHue HECKOJIKO ITIOPTOB Y€pe3 3alATyl0 WM JUala3oH IOPTOB Yepe3
IBOECTOUHE.

Haxxmure kHOnKy UISMEHUTD.

LITO6E>I 3a4aThb z[pyrI/Ie napaMeTpLI JJISA KaKOFO-J'II/I6O IIpaBujia, HA>XMHUTC CCBIIIKY COOTBCTCTBYIOH_[CFO
npaBI/ma. Ha OTKpLIBmeﬁCH CTpaHI/II_le HU3MCHUTC HCO6XO,£[I/IMBIC napaMeTpH U HAXMHUTC KHOHKy
N3meHnTb.

YToOBI YAAJINUTDh Kakoe-11u00 mpaBujIO0, HAXKXMHUTC CCBUIKY COOTBCTCTBYIOLICTO IIpaBHJIA. Ha
OTKpBIBmeﬁCH CTPAaHUIC HAXKMUTC KHOIIKY Y.qanMTb.
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BupTtyanbHble cepBepbl

Ha crpanunie MexceTteBon 3KpaH /| BupTyanbHble cepBepbl Bbi Moxkere co3nath
BUPTYyaJlbHbIE CEPBEPBI, KOTOPbHIE IO3BOJAT IEpPEHANpaBIATh Bxoidmui MHTepHeT-Tpaduk Ha
onpeneneHHslil [IP-anpec B IOKalIbHON CETH.

D.Link" Cucrenma - Azl -

DAP-1150

Haqano CraTyc Cetb wiFi JlononHKTENbHO MemceTeBoil SKpan KoHTpons Cucrema

IP-MNETPE! BUPTYanbHbIE CEPBEPbI DMZ MAC-unsTp

CNUCOK BHPTYanbHbIX CEPBEPOB

3aece Bal MOKETE A0038NATE, DEAIKTHPORITE 1 YAANATE BHPTYANEHEE CEPREDH

Hun HnTepdeiic MpoTokon BHEWHWA nopT BHYTpeHnmil nopT BHYT peHHmii IP Vpanennbiii IP

PucyHok 140. CmpaHuya Mexxcemeeol 3kpaH / BupmyanbHbie cepgepabl.

YroObl cO31aTh HOBBIM BUPTYaIbHBIN CepBep, HAKMHUTE KHONKY [l06aBUTb.

D.Link’ Cuctema - A3l -

DAP-1150

Havano Cratyc CeTb Wi-Fi JLononHrTensHo Mexceresoi 3xpan KonTpons Cucrema

IP-hunbTpsI Bupryanbhbie cepeepol DMZ MAC-thunsTp

HacTpoiika BHPTYasnbHOro cepeepa

LabnoH: Custom hd
Wma:

VhTepieiic: dynamic_WAN_1 =
MpoTokon: TCP -

BHewHWA nopT (Ha4ansHeR):

BHEWHMA NopT (KOHEeWHbIA):

BHyTperHmi nopT (HaqaneHsit):

BHYTPeHHMHA nopT (KoHEeYHbI):

BHyTREHHAf IP: «BoifiepuTe anpec> -
YaaneHHsii IP:

MsMEHUTE

PucyHok 141. CmpaHuya dobaerneHusi supmyasibHO20 cepsepa.

Br1 MmoxeTe 3a4aTh CJICAYIOIIHC IMapaMCTPhI:

MapameTp OnucaHwue

B packpeiBaromeMcsi  CIIMCKE BBIOGPUTE OAWH W3  IIECTH
LWa6noH MPUBEACHHBIX MIA0JIOHOB BHPTYaJIBHBIX CEPBEPOB WM BBIOEpHTE
snayenne Custom (nonvzosamenvckuil), 9T00BI CAMOCTOSTENBHO

OTIPEIEITUTh MTapaMeTPhl BUPTYAILHOTO CEpBEpA.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa

PyKOBO,ElCTBO nonb3oBarens

HacTpoliika ycTpoicTBa B pexume
MapLipyTusaTtopa

MapameTp Onucanue

Ha3Banue BUpTyasbHOTO cepBepa s yAoOHOW HICHTU(DUKAIUU.

Umsa
Mo:xeT ObITh IPOU3BOJIBHBIM.
o Coenunenue, K KOTopoMy OyneT TMpuUBsSI3aH  CO3JaBaeMbId
NHTepdeiic 4 poMy  oyA P
BUPTYaJIbHBIN CepBep.
[Iporokon,  koTophlid  OymeT  HWCHOJIB30BaTh  CO3/aBaCMbI
MpoTtokon BUPTYyallbHBIH cepBep. Bribepute HeEoOXoauMoe 3HAUCHUE U3

PaCKpBIBAIOLICTOCA CIIMCKA.

BHewHun nopt
(HavanbHbIN)/

BHewHMM nopT
(KOHeYHbIN)

I[Topr  ToukHM Tpapuk ¢  KoToporo  Oymer

nepeaapecoBeiBaThcs  Ha [P-agpec, ompenensieMplidi B 1OJIE

A0CTyIIa,

BHyTpeHHun IP. 3agaiite HauajdpbHOE M KOHEYHOE 3HAYCHHUS
auana3oHa moptoB. Ecinu HEoOXoaMMoO yka3aTh TOJBKO OAMH IOPT,
3ajaiTe ero B mone BHeWHMA nopt (HayanbHbIA) U He

3anojHsiiTe mosie BHeWHU NopT (KOHeYHbIN).

ITopt IP-ampeca, 3agaBaemoro B nosie BHyTpeHHUM IP, Ha kotopsrii
6y,HeT nepeaapeCoOBLIBATLCA Tpa(i)I/IK C IoOpTa TOYKH [JOOCTYyIIa,
3agaBaeMoro B mnosie BHeWHWM nopTt. 3agaiite HavaibHOE |
KOHCYHOC 3HAa4YCHHA JUalla3oHa IOPTOB. Ecmu HCO6XOI[I/IMO YKa3aTb
TOJBKO OJIWH TOpT, 3amaiite ero B mnone BHyTpeHHuM nopt
(HaYanbHbLIW) u He 3anonHsgiTe mMoie BHYTPEHHMU nopT
(KOHeuYHbIN).

BHyTpeHHU nopT
(HayanbHbIN)/
BHyTpeHHU nopT
(KOHeYHbIN)

IP-anpec cepBepa, HaxomsIerocs B JIOKAJIbHOM ceTH. Bbl mMoxere
BBIOpaTh YCTPOWCTBO, MOJKIIOYEHHOE K JIOKAIbHOM CEeTH TOYKU
o J0CTyNa B JaHHBIA MOMEHT. J[JI1 3TOrO B pacKphIBAIOIIEMCS CIHCKE
BHyTpeHHui IP 4 Packprisan ’
pacroiiokeHHOM crpaBa oT nons BHyTpeHHun IP, BwiGepute
coorBercTBytomud  [P-anpec  (mpu  3TOM moOJEe  3aMOIHUTCS

ABTOMATHUYECKH ).

YnaneHHbin IP [P-anpec cepBepa, HAXOASIIETOCS BO BHEITHEH CETH.

Haxxmure kHOnKy AISMEHUTD.

UroObl 3a1aTh ApPYrue mapaMmeTphl IJs CYIMIECTBYIOIIETO CEpPBEPA, BBIIEIUTE COOTBETCTBYIOIIHIA
CCPBCp B Ta6m/1ue. Ha OTKpLIBmeﬁCﬂ CTpaHUIC U3MCHUTC HCO6XO,£[I/IMBIC napaMeTpbl U HAKMUTC
KHOIIKY UI3MEeHUTB.

UroObl ynanuTh CYIIECTBYIOIIUI CepBep, BBLICIUTE COOTBETCTBYIOIIMK cepBep B Tabimuie. Ha
OTKPBIBIICHCS CTPAHUIIC HAKMHUTE KHOTIKY YAANUTb.
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DMZ

DMZ-30Ha nipeacTaBisieT co00il y3e1 WM CETMEHT CETH, PACIIOIOKEHHBIN «MEXAY» BHYTpPEHHEH
(loxkanmpHOM) W BHemHed (TioOanbHOM) ceramu. Peammzanms DMZ-30HBI B TOUYKE JIOCTyma
MOApa3yMeBaeT BOZMOXXHOCTh TNepeiadn 3arpoca, MPUIIEANIET0 U3 BHEITHEH CeTH Ha KakoH-Ir0o
MOPT TOYKU JOCTYIA, HAa YKa3aHHBIN y3€Jl BHYTPEHHEH CETH.

Ha ctpanune MexceteBon akpaH / DMZ Brr mokere 3aaars IP-agpec DMZ-y31a B J0KaIbHOM
CeTH.

D.Link CucTema - GE -

DAP-1150

ﬁ Heceresoi axpan

IP-MNLTPG! BUpTyanbHeIE CEpBepb DMZ MAC-unsTp

HacTpoiika AeMITHTAPH30BAHHOI 20HbI

BrtoueHo: (=

IP-agpec: <Beibepire agpec>

WsMeHUTE

PucyHok 142. CmpaHuuya Mexxcemeeol 3kpaH / DMZ.

Jns onpenenenuss DMZ-30Hb1 ycTaHoBUTE (riaxkok BknroveHo, Beeaute [P-aapec yszna Baimeit
nokajabpHO# cetu B nosie IP-agpec. Brl Mmoxere BBIOpaTh yCTPOWCTBO, MOAKIIOUEHHOE K JTOKAIHHON
CETH TOYKM JOCTyIa B JaHHBIM MOMEHT. /[JIg 3TOro B PacKphIBAIOLIEMCS CIIMCKE, PACIIOIOKEHHOM
cupaBa OT Iojisi, BbIOepuTe cooTBeTcTBytoummil [P-agpec (mpu 53ToM 1OJ€  3amOIHUTCS
aBTOMaru4eckn). Jlanee HaxmuTe KHOIKY U3MEHUTD.

IIpu aktuBUpoBanHOM DMZ-30He Bech TpaduK, MOCTYMAOIIMN HA HEKOTOPBIH MOpT HMHTEepdeiica
WAN Touku noctyna, OyAeT HepeHampaBisAThCS Ha aHAJOTWYHBIA MOpT ykasaHHoro I[P-aapeca.
Taxke crnemyeT yYUTBIBaTh, YTO OONBIIMK MPHOPUTET MMEIOT BUPTYyaJbHBIE CEpPBEPHI, T.€. €CIH
CO371aH BUPTYaJbHBIN cepBep ¢ BHemHero nmopra 80 Ha KakoW-IMOO MOPT CETEBOTO yCTPOMCTBA B
JIOKaJIbHOM CeTH TOYKM JOCTyIa, TO IMOJIb30BaTeNly, HaXoAsIuecs B TI0OANbHOM ceTH, MPH BBOJIE
anpeca http://wan_IP Toukm gmocTymna B aJpecHO cTpoke Opaysepa HonajayT He Ha MOPT
80 IP-aapeca, ykasanHoro Ha crpanune MexceteBon 3kpaH / DMZ, a na nopr u IP-aapec,
3aJJaHHbIE JJI1 COOTBETCTBYIOLIETO BUPTYAIbHOTO CEpBEpPa.

Juns ynanenuss DMZ-30Hb1 cHUMHTE (riaxkok BKIOYeHO u HaxxMuTe KHONIKY U3MEHUTB.
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MAC-cbunbTp

Ha crpanuiie MexceteBon akpaH /| MAC-cunbTp Bel MokeTe HACTpOHTH (GHIBTPAIMIO T10
MAC-anpecam 1151 KOMIIBIOTEPOB B JIOKAJIbHOM CETH TOYKH JIOCTYIIA.

D-Link Cucrema - Azsik -

DAP-1150

Hauano CraTyc CeTtb Wi-Fi JLlononHKMTEREHD Mesxmceresoi 3Kpan

IP-bMNLTPGI BupTyanbHble cepBepbl DMz MAC-dmnbTp

HacTpoiika MAC-(unbTpa

Zaece Bul MOXETE J008NATE, PEAIKTHDOSITE i YAANATE APEE

MAC-appec DeiicTane

PucyHok 143. CmpaHuya Mexcemeeou 3kpaH / MAC-¢ghunbmp.

YrtoOsI 3a/1aTh HOBBII agpec st MAC-¢bunsTpa, HaxMuTe KHOTKY [106aBUTDL.

D-Link Cuctema - Asbik R

DAP-1150

Havano CraTyc CeTb Wi-Fi JLononHKTensHD MexmceTeBol 3Kpan KoHTpons Cuctema

IP-MnETPEI BupTyansHble cepEEpsl DMZ MAC-dmneTp

PepaxTupoBanne MAC-aapeca

MAC-agpec: <BrifepuTe agpec> -

Aevicreue: PazpewmnTs v

MsMeHUTE

PucyHok 144. CmpaHuuya 0obasrneHusi adpeca 0nsa MAC-gunbsmpa.

Ha otkpsiBuieiics ctpanuie BBeaqute MAC-anpec ycTpoicTBa U3 JOKAJIBHOW CETH TOUKH J0CTyNa B
note MAC-apgpec. Bol MoxeTe BbIOparTh yCTPOMCTBO, MOJKIIOYEHHOE K JIOKATBHOW CETH TOYKH
JOCTyNa B JaHHBI MOMEHT. [[J1s1 3TOro B pacKphIBAIOIIEMCS] CITUCKE, PACIIONIOKEHHOM CIpaBa OT
noist, BeIOepuTe cooTBeTcTBYOmU MAC-anpec (mpu 3TOM IOJie 3aMOJHUTCS ABTOMATUYECKH).
Janee B mone [leMcTBUE BoiOepuTe 3HaUeHHEe 3ANPETUTb. 3aTeM HaXKMUTE KHONIKY UBMEHUTD.

YroObl ynanuth Kakoi-11bo agpec u3 cnucka MAC-aapecos Juist pUIBTpaLuu, BBIICIUTE CTPOKY C
coorBercTBytommM MAC-aapecom. Ha oTkpbIBILEiicsS CTpaHUIE HAKMUTE KHONKY YAANUTb.
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Konmposb

B nannom pa3aceiie Br1 moxeTe OIrpaHUYUTL BO3BMOXKHOCTB ITOCCHICHUS HCKOTOPBIX web-calToB.

URL-cunbTtp

Ha crpannne KoHTponb / URL-bunbTp Bel MokeTe 3amarh OrpaHWuYeHHs Ha IOCEIIECHHUE
HEKOTOPBIX Web-CcailToB.

2 ® .
Cucrema - Asbik -

D-Link

DAP-1150

Havano Cratyc Cete wiFi LononHKTensHO MexxceTeso0i skpaH KonTpons

URL-dmaeTp

KoHtburvpaums URL-aapeca

Hacrpoiika URL-(hunbTpa MexceTesoro skpana

Brntouetme Bornioverne URL-dunetpa: [

Tun URL-dunsTpa: BRoKMpOBaTE ykasaHHsle aapeca -

PucyHok 145. Cmparuya Konmponb / URL-¢hunbmp. Saknadka KoHgpuaypayusi.

Yrobsr Brmounts URL-puasrp, ©Ha 3akmaake KoHdurypaumsa ycranosure — (uiaxok
BkntoyeHune/BbikntovyeHme URL dounbTpa, a 3arem BbibepuTe HEOOXOAUMBIN PEXKUM B CITUCKE
Tun URL-dunsTpa:

* bBbnokupoBaTb yKa3saHHble agpeca — mnpu BBIOOpE ITOTO 3HAYEHUS TOUYKA JIOCTyIa
OJIOKHPYET JOCTYI KO BceM web-caiitam, aapeca KOTOpbIX onpenesicHbl Ha 3akiaake URL-
agpeca;

* BnokupoBaTb Bce agpeca, KpOMe yKa3aHHbIX — Ipy BEIOOpPE 3TOrO 3HAYEHMS TOUKA
JOCTyIa paspemniaeT IOCTYN TOJbKO K web-caiitam, aapeca KOTOPBIX ONpEaeseHbl Ha
saknaake URL-agpeca, u 610KupyeT JOCTYI KO BCEM OCTaIbHBIM CaiTaM.

Haxxmure kHOnKy UISMEHUTB.

Urobsr 3amate crnucok URL-aapecoB, st koTopbix OyaeT AeicTBOBaTh 3aJaHHBIA METON
¢unpTpanun, nepeiiaure Ha 3aktaaky URL-appeca u naxxmute kHonky [lo6aBUTb.
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D-Link’ Cucrena - Az -

DAP-1150

Haqano CraTyc CeTb Wi-Fi JlononHKTENbHO MeaxceTesoi skpaH Kontponn Cucrema

URL-dmasTp

KoHdurvpaua URL-aapeca

Cnncok URL-agpecos

30ece Bul MOKETE JO0I8NATE, PEASKTHPOSITE i YIANATE AAPECE

URL-agpec

LobaBKTb

PucyHok 146. CmpaHuua Konmponbs / URL-¢punbmp. 3aknadka URL-adpeca.

Ha OTKpBIBI.HGﬁCSI CTpaHULEC 33,[[3.171TC HeO6XOI[I/IMBIe napamMeTpshl.

D.Link" Cucrenma - Azl -

DAP-1150

Havano Cratyc CeTb Wi-F JlononHKTENbHO MeawceTesoi skpaH Kontponn Cucrema

URL-dmaeTp

KoHburvpaiya URL-aapeca

PepaxktnpoBanne URL-appeca

URL-anpec:

CoxpaHmTe

PucyHok 147. Cmparuya dobasrneHus adpeca 0ns URL-¢punbmpa.
Beenute anpec B mone URL-agpec u Haxxmute kHonky COXpaHUTD.

Uto0b! ymanuTh Kakoil-mubo aapec u3 cnrcka URL-aapecoB, BeIOEpUTE COOTBETCTBYIONINI aJpec B
tabuie Ha 3aknaake URL-agpeca u naxmure KHONKY YAANUTD.

Yrobsr BeikmounTth  URL-puasrp, ©Ha 3akimaake KoHdurypaumsa cuumure  dakok
BkntoyeHue/BbikntovyeHne URL cunbrpa, a 3arem Hakmute KHONKY MISMEHUTD.

CtpaHuua 168 n3 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

Cucmema

B nanHoM pasnene MeHIO BBl MOJKETE BBITIOJIHUTD CIICIYIONINE CHCTBUS:
*  W3MCHUTH MMAPOJIh JIJIS JIOCTYIA K HACTPOHKAM TOYKH JIOCTYIIA;
*  COXpPaHUTh TEKYIIHEC HACTPOWKH B YHEPTOHE3aBUCUMOM MaMSITH;
* cJenarh Pe3epBHYIO KOMHIO KOH(QUTYPALIMU TOYKHU JIOCTYIIA,
* BOCCTAaHOBUTH HACTPOUMKH M3 KOH(DUTYpPAITMOHHOTO (haiina;
*  BEPHYTH TOUKY JIOCTYIIA K 3aBOJICKUM HACTPOUKAM;
*  MPOCMOTPETH KYPHAT COOBITHIA;
*  OOHOBHTBH MPOTPAMMHOE 00ECIICUCHHE TOYKH JOCTYIIA;
*  HACTPOWTH aBTOMATHUECKYIO CHHXPOHH3AINIO0 CUCTEMHOTO BPEMEHHU;

*  pa3peIIMTh WM 3aPETUTh AOCTYI K TOUKe nocrtyna 1o nporokony TELNET.

Maponb agMMHUCTpPATOpa

Ha crpannne Cuctema / MNMaponb agMuHUcTpaTopa Bel MokeTe U3MEHHTH MapoJib YUETHON
3alUCH aJMHUHHCTpATopa I J0CTynma K web-uHTepdelicy Toukn aocTyma W Ui JA0CTyHa K
Hactporikam 1o nporokosry TELNET.

' HacrosrensHo PEKOMCHAYETCA M3MCHUTH IIAPOJIb y‘ICTHOﬁ 3alCH aJIMUHHUCTPATOPA IIPU

u [IEPBOHAYAIBLHOW HACTPOMKE YCTPOMCTBA JUIS MOBBIIICHNS 0€300aCHOCTH.

D-Link Cucrena - Azl -

DAP-1150

Havano Cratyc CeTb Wi-F JlononHKTENbHO MeawceTesoi skpaH KoHTponb (ucTtema

Mapons agMuHKCT paTopa Kordwrypawa Kypran cobismmi ObHosnerne N NTP-nueHT TenHet

YCTaHOBKa CHCTEMHOTO Na ponsa

HIMEHEHHE CHCTEMHOD TAPONR H TAD0AR WEb-HATEDPENC NPOHCXOINT OAHOBDEMEHHD

WnA nons308aTens:  admin -
Mapone:

MoaTEemKAEHME!

CoxXpaHWTh

PucyHok 148. CmpaHuya usmeHeHuUs naporss adMuHUcmpamopa.

Beemute HOBBIM mapons B mons [aponb u lNoarBepxaeHwe. 3ateM HAKMHUTE KHOIKY
CoxpaHuTb.
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Kondurypauums

Ha ctpanunne Cuctema / KoHdumrypauma Bel Mokere COXpaHHTh M3MEHCHHBIC HACTPOWKH B
SHEPrOHE3aBUCHMOW MaMSITH WM BOCCTAHOBHTH 3aBOJICKHUE HACTPOMKH TOYKH JOCTYIA, a TAKKE
CO3[aTh PE3CPBHYIO KOIHMIO TEKYIICH KOH(PHUrypalid HIX BOCCTAHOBUTH PaHEE COXPAHCHHYIO
KoH(UTyparuto u3 daiia.

D-Link Cucrema - Azsik -

DAP-1150

Hauano CraTyc CeTtb Wi-Fi JLlononHKMTEREHD MexxceTesoil skpaH KorTpons Cucrema

Mapons aaMUMHWCTPaTopa Kondmrypaumus KypHan cofibmuii OfHosneHme MO NTP-HnMeHT TenHeTt

CoxpaHerie Terylwei KoHbHrypaLun: CoXpaHHTE

BOCCTEHOBNEHIE SAB0ACKUX HACTPOEK!  (3asopckue HacTpOikA

CoxpaHerie Terylel KoHDHrYPaLWH B (Pezeps, Konua
daline:

3arpY3Ka PaHHES COXPEHEHHOI BoccTaHoBUTS

KOH(WUryPaLMK B YCTPORCTED!

PucyHok 149. CmpaHuua Cucmema / KoHgpuzaypayusi.

Ha ctpanutie 1oCTyIIHBI ClIeIyIONMEe KHOMKH:

nemMmeHT OnucaHue

Knonka st coxpaHeHus] HACTPOEK B YHEPrOHE3aBUCHUMOMN MaMSTH.
OO0s3aTennbHO  COXpaHANWTE HACTPOMKHM MoOcie JTH00ro HU3MEHEHUs
napaMeTpoB TOUYKHU JOCTyNa. B mpoTUBHOM ciy4ae mpu anmaparHoi
nepesarpys3Kke Bce U3MEHEeHHUs1 OyyT yTepsHbI.

CoxpaHuTb

Knonka mms cOpoca HacTpoeK TOYKM JOCTyHma K 3aBOACKHM
ycTaHoBKaMm. JlpyruM BapuaHTOM cOpoca HACTPOCK SIBISCTCS
ucnonb3oBanue kHonku RESET (cm. pasgen Coxpanenue u
6occmanoeienue Hacmpoex, ctp. 29).

3aBoAacKue HaCTPOUKU

KHonka ans coxpaHeHHs KOH(UIYpallud Ha JIOKAJbHOM JHCKE
Pe3epB. konus KoMmImbloTepa. Haxmure KHONKY M ClelydTe HHCTPYKLUAM
JINaJIOrOBOIO OKHA.

KHorka aj1st 3arpy3ku paHee COXpaHEHHOW KOHGHTryparmu (Bcex
mapaMeTpoB TOYKH JIOCTYIA) C JIOKAJbHOTO JIUCKA KOMITBIOTEpA.
BoccTtaHoBUTBL . .
Knonmka O630p mo3Bonsier BbiOpaTh  (aili  coxpaHEHHOM

KOH(UTYpAIUH Ha JIOKAIIEHOM JIMCKE KOMITBIOTEPA.

Omnepaiuu, BBIIONHSACMbIE C MOMOIIBI0 KHOMOK COXpaHUTb, 3aBOACKUE HACTPOUKU u
Pe3epB. KONMUA, Takke TOCTYIHBI B MCHIO, KOTOPOE OTOOpaskaeTcsi MPH HAaBEACHUH yKas3aTess
MBIIIK Ha Hagnmuch CUCTeMa B paBoM BEPXHEM YIVIY CTPAHHIIbL.
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PyKOBO,ElCTBO nonb3oBarens MapuwpyTusaTtopa

XXypHan cobbiTni

Ha crpanunie Cuctema / XKypHan coObITUN Bbl MoxeTe HACTPOHMTH MapaMeTphl KypHala
COOBITH, a TaK)Ke HACTPOUTH Mepeaady KypHalla Ha BHEIIHUHN y3ell.

D.LinK’ Cuctema - Azl -

DAP-1150

Havano Cratyc CeTb Wi-Fi JLononHuTensHo MexceTesoi skpaH KoHTpone Cncrema

Mapont aAMUHKCTPaTOPE KoHurypaLma Wyphnan cobbirmit OfHoBRerue MO NTP-nHeHT Tenxer

KoHburypaLma HypHan

KypHanupoBaHue:
TN KYPHAMPOBEHMS: NOKANEHEIA W YAANEHHENE +

YPOBEHS KYPHANMPOBSHA: WHopMaLMOHHEIS Co0BLUEHMA -
Tun aapeca cepeepa. P -
Cepeep:

MopT: 514

MsmernTs

PucyHok 150. CmpaHuuya Cucmema / XypHan cobbimull. 3aknadka KoHgpuzaypayus.

YTo0bI pazpemuts GopMHpOBaHKE KypHasla coObITHH, Ha 3akianke KoHduUrypauma ycranosure
¢dnaxok XKypHanupoBaHue. 3arem 3a1aiiTe HEOOXOJMMBbIC TTAPAMETPBI.

dnemMmeHT OnucaHue

B packpsiBaromiemMcsi CIHCKE BBIOEpUTE HEOOXOAUMBIH  THII
KYpPHATHPOBAHHSL.

* JlokanbHbIN — XypHall COOBITHII XPAHUTCS B MAMSATH TOYKH
noctyna (otoopakaercst Ha 3aknaake 2KypHan). [Tpu BeiObope
3TOr0 3HaucHus moiast TUN apgpeca cepsepa, CepBep u

TN XypHaNUpoBaHus MopT He oToOpaxatoTcs.

* YpaneHHbIW — >KypHal CcOOBITHH TIepelaeTcss Ha y3ell,
3amanublil B moie CepBep.

* JlokanbHbIK U yAANeHHbIN — XypHaI COOBITHI XpaHUTCS
B IAMATH TOYKH JocTyma (oToOpakaercsi Ha 3aKiaake
XypHan) u nepenaercs Ha y3en, 3a1anHblii B mojie CepBep.

YpoBeHb Tun coobmeHuit 1 NpenynpexaeHuid, KOTopble OyIyT 3aHOCUTHCS B
XXypHanupoBaHuA JKypHAJT COOBITHIA.

B packpeiBaromemcs crircke BbiOepute 3HadeHue IP, uroOwl 3amath
Tun agpeca cepBepa | [P-ajpec y3na u3 jokanbHON wiu mnodanpHoi cetw, win URL,
yToOBI 3a71aTh URL-aapec ymanenHoro cepsepa.

IP- win URL-anpec y3na u3 jgokaqbHOM WM 100adbHOW CETH, Ha

CepBe
PBEp KOTOPBII OyZIeT MmepeaaBaThCst )KypHa COOBITHIA.

CtpaHnuua 171 n3 180



DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa HacTpoiika ycTpoiicTBa B pexume
PykosoacTso nonk3osarens MapLlpyTusaropa

AnemMmeHT OnucaHue

IMopr y3ma, 3amanHoro B moje CepBep, Ha KOTOpHIA Oyuer
MopT nepefaBaTbes JKypHas coObITHi. [1o yMom4aHuIo 3a/laHO 3HaYeHHE
514.

[Mocne 3aanmst HEOOXOAUMBIX MTAPAMETPOB HAXMUTE KHONIKY U3MEHUTD.

Yt00BI 3ampeTuTh (HOPMHUPOBAHUE KypHANIa cOOBITHIL, cHuMuUTe (uiaxkok XKypHanupoBaHwue, a
3aTeM HaXMHUTE KHOTIKY UI3MEeHUTD.

Ha 3akmanke )KypHan OTO6pa)KCHBI CO6LITI/I$I, KOTOPBIC Bbl BhIZENMIN B CIHCKE ypOBeHb
XypHarimpoBaHuA.

D-LinK Cuctema - Asbik R

DAP-1150

Havano Cratyc CeTb Wi-Fi JLononHrTensHo MexceTes0i skpaH KoHTpone Cncrema

Mapons anMUHXCTPaToPa KoHurypaLya Wypran cobbirmit OfHoBnerue MO NTP-KnHeHT Tenxer
KoHburyna e HypHan

Jan 106:08:50 syslogd started: BusyBox v1.19.2

PucyHok 151. Cmparuuya Cucmema / XypHan cobbimull. 3aknadka XypHan.
Jliist 0oTOOpakeHUs CaMbIX TMOCICTHUX COOBITHIT HakMUTe KHONTKY OOHOBUTD.

Jns 3anucu kypHasia coObITHH B (aiil Ha JIOKAJbHOM JUCKE KOMIBIOTEpa, HAXKMUTE KHOIKY
OKCNOPT U ClleAyiTe HHCTPYKIUSAM JHAJI0r0BOTO OKHA.
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O6HoBneHue NO

Ha crpanunie Cuctema / O6HoBneHune MO Bri MoxeTe 0OHOBHTH BHYTPEHHEE MPOrPaMMHOE
obecrieueHre TOYKH JTOCTYTIA.

Oo6nosaenrie BHYTpeHHero 110 TOYKM A0CTYIIa PEKOMEHAVETCS BBIMONHATH TOALKO IIPU
! [IPOBOJIHOM IIOAKJIFOYEHHM YCTPOMCTBA K KOMIIBIOTEPY (BO3MOYKHO TOJIBKO B PEXHMME

TOYKH JIOCTYIIA).

D-Link Cucrena - LEETS -

DAP-1150

W fuerena

Mapons anmuHMCTpaTopa Kordurypawa HKypran colismuit 06uosnenne No NTP-+nmeHT TenHet

BuifiepuTe dafin ¢ ofiHosnerken NO:

PucyHok 152. Cmpa+uua Cucmema / O6HoeneHue [10.

Tekymas Bepcust BuyTpennero [10 ycrpoiicTBa ykazaHa B noie Bepcusi npolMBKY Ha cTpanwmiie
Ha4yano. Eciu Bam HeoO6xonmumo o6HOBHTE [10 TOUKM HOCTYIA, BBITIOIHUTE MIEPEYHCICHHBIC HUXKE
JICUCTBUA.

Buumanwme! Bo BpEMi OOHOBICHUS mporpaMmMHoOro oOecrieycHUs HE OTKIIFOYANTE
u OHUTAHKME TOYKHU TOCTYHA. DTO MOYKET ITOBJIEYD 33 COOOM BBIXOJ YVCTPOHCTBA U3 CTPOA.

1. Ckauaiite Qaiin ¢ HOBOI Bepcuel mporpaMMHoro obecrnedeHus Ha caiite www.dlink.ru.

2. Haxwmure xHonky OO630p Ha crpanuiie Cuctema / O6HoBneHue MO, uyroOwi
OTIpeIeNIUTh MECTOTONIOXKEeHUE (aiina ¢ HoBoil Bepcueit [10.

3. Haxwmure kHonky OGHOBUTb st yCTaHOBKU HOBOTO BHYTpeHHero I10 Touku gocTyma.

4. JloxauTeCh Mepe3arpy3ku TOYKU 0CTyma (TIONTOPhI-BE MHHYTHI).
BBeaute vmMs mosnp3oBaTens aiMUHECTparopa (admin) U TEKyIIMHA Tapoib U JOCTYIa K
web-uHTepdeicy.

6. HaBemute ykazarenp Mblm Ha Hagnuch CUCTEMA B mpaBOM BEpXHEM YINIy CTPAHHUIBI U

BbIOCpHTE TYHKT 3aBOACKWE HACTPOMKM Ui BOCCTAHOBIICHHS 3aBOJICKUX HACTPOCK
YCTPOMCTBA.

7. Hoxaurech nepesarpy3ku Touku aocrtymna. Obpaturech k web-unrepdeiicy, ucrnonbsys 1P-
aZpec, UMs MOJb30BaTesl U Mapojib, YCTaHOBIEHHBIE MO ymondanuio (192.168.0.50,
admin, admin).
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NTP-knueHTt

Ha ctpanuiie Cuctema / NTP-knueHT Bl MokeTe HACTPOUTh aBTOMATHUYECKYIO CHHXPOHH3AIINIO
CHUCTEMHOT'0 BPEMEHHU C CEpBEPOM BpeMeHH U3 ceTu VHTepHeT.

D-Link Cucrema - Azsik -

DAP-1150

Hauano CraTyc CeTtb Wi-Fi JLlononHKMTEREHD MexxceTesoil skpaH KorTpons Cucrema

Mapons aaMUMHWCTPaTopa KeoHdurypawma KypHan cofibmuii OfHosneHKe MO NTP-knueHT TenHeT

BrntoqeHo:

c.) Mookea, Camwrlerepbypr, Bonrorpan

org

MsMeHUTE

PucyHok 153. Cmparuuya Cucmema / NTP-knueHm.
J171st aBTOMaTHYeCKOM CHHXPOHU3AIIMU YaCOB TOUKH JTOCTYIA C KAKUM-JINOO CEpBEPOM BPEMEHHU:
1. ycraHnoBure ¢uaxox BkriroueHo,

2. BeIOepute Bamr yacoBoii nosc,

3. B nose CepBepbl BpeMeHU 3aaiite HeoOxomumblii NTP-cepBep mim octaBsTe 3HaUYCHHE,
33JJaHHOE 10 YMOJTYaHHIO,

4. wnaxmurte KHONKY UISMEHUTB.

H[)I/I BLIKJIFOYCHUHW MMUTAHUA UJIW NICPE3ATrPY3KC TOUYKH NJOCTYIIA MPOUCXONUT C6[!OC JaThbl 1

' BpEMEHHM _yCTpoWcTBa. Ecnmm Todyka JOCTyma HACTpOeHAa Ha aBTOMAaTHYECKYIO
|

CUHXPOHMU3AINIO BPEMCHHU, TO NPHU YCTAHOBKC COCANHCHUA C CCTHIO I/IHTG[IHCT IMOKa3aHuA
YacOB YCTPOMCTBA aBTOMATHYECKH BOCCTAHOBSITCS.
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TenHer

Ha CTpaHUuIEC Cucrtema / TenHeT Bbl MOXeTe BKIIOYUTH MM BHIKIIOYHUTH HOCTYII K HaCTPOﬁKaM

touku goctyna no nporokony TELNET u3 nokansHoi cetu. ITo ymomuanuto noctyn no TELNET
BKITIOYCH.

D.Link' Cucrema - Asbik b

DAP-1150

Hauana Cratyc CeTb WiFi JLononHrTensHo MemcETEBON 3KpaH KonTpone Cncrema

Mapons anMUHACTpaTopa KoHdurypawa HeypHan cobbiTiii OfHosnerme MO NTP-KnMeHT Tenner

TenHetr

BKAKOUMTS!
MopT: 23

MsmermTs

PucyHok 154. Cmpa+uuya Cucmema / TennHem.

UYroosr 3amperuts jgoctyn no TELNET, caumure ¢naxkoxk BKIAOYATB U HaXMUTE KHOIKY
N3meHunTDb.

Ytobbl cHoBa pasperuth goctyn no TELNET, ycranoBute ¢naxxok Bkntountb. B none MopT

BBEJIUTE HOMEpP MOPTa TOYKU JIOCTYIA, Yyepe3 KOTOPbIH OyaeT paspeiieH JA0CTyl (10 yMOITYaHHIO
3agaH mopt 23). 3aTeM HaXMUTE KHONIKY MI3BMEHUTb.
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DAP-1150 BecnpoBogHas Touka JocTyna ¢ NoaAepXKon pexnma mapLipytusaropa PekoMeHAaLMM MO UCMONb30BaHUIO
PykosoacTso nonk3osarens TOYKM AocTyna

MABA 6. PEKOMEHOAUWXA 110 WUCIMOJIb3OBAHUIO
TOYKU OOCTYINA

UHcmpykyuu no 6ezonacHocmu

Pasmecrtute TOYKY HOCTYyIla Ha pOBHOfI FOpPI3OHT3.J'ILHOI>i IMMOBCPXHOCTU WJIM TINATCIIBHO 3aKPCIUTEC
€€ Ha CTCHC (MOHTEDKHBIG OTBCPCTUA I KPCIJICHHA PaCIIOIOXCHBI Ha HIDKHEH IIaHelIn
YCTPOfICTBa). y6e,[[I/ITeCL, YTO IJIA TOUKU JOCTYIIa obecrieunBaeTCs J0CTaro4YHasA BCHTHUIIAIIUA.

Bo u3bexanne neperpeBa HE 3ar Oan(HBaﬁTC BCHTUJIAIITMOHHBIC OTBCPCTHUA TOYKHU JOCTYIIA.

[TogxmrounTe TOUKY IOCTyINa K CTaOMIM3aTOpy HANpsHKEHUS U1l YMEHbBILIEHUS pucka yiiepba oT
CKAuKOB HAMpPSKEHUS U PA3PSI0B MOJTHHH.

HO)IKJIIO‘I&P'ITG TOUKY OOCTYyIIa TOJIBKO K TEM JJICKTPUUCCKHUM PO3CTKaM, IOKA3aTcjii IHUTAaHUSA B
KOTOPBIX COOTBECTCTBYIOT YKAa3aHHBIM Ha aJaIllTCpE.

He cHumaiite 3amMTHBIA KOXKYX C TOYKM JOCTyna. B NIpPOTUBHOM cilydae BC€ TapaHTUHM Ha
YCTPOUCTBO OYyT MpU3HAHBI HEJIEHCTBUTEIBHBIMHU.

Ilepen OYMCTKOM TOYKM AOCTyIA OT 3arpsA3HEHUM M MbUIM OTKIIOYUTE IUTAaHUE YCTPOMCTBA.
VnansgiiTe MBUTF C TIOMOIIBIO BIXHOW candeTkn. He wuCmonb3yiTe KHUIKHE/adpO30JIbHBIC
OYHMCTUTENN WM MAarHUTHBIE/CTATUYECKHE YCTPONUCTBA Il OYUCTKH.
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PyKOBO,ClCTBO nonb3oBarend TOYKM gocTyna

PekomeHOauyuu rno ycmaHoeke 6ecrnpoeoOHbIX ycmpolicme

Touka noctyna DAP-1150 no3BomnsieT moxy4uTh 10CTyn K Baieit cetu ¢ momoripio 6ecnpoBOAHOTO

COCIMHEHUS] MPAKTUYECKH M3 000 TOUKM B paamyce AeUCTBUS OecripoBogHON ceTH. OgHAKO

CJICAYCT YUYUTBIBATH, YTO KOJIMYCCTBO CTCH U HeperBITHfI, KOTOPBIC 6YI[6T npeoaoJICBaTb CUTHAI,

UX TOJIIMHA U PACIIONIOXKEHUE MOT'YT YMEHBIINUTh paanyc AedcTBHs ceTu. Pammyc oxsara cetu B

OOJBIION CTENEHU 3aBHCUT OT THUIIOB Marcpuallia U YpOBHA CONYTCTBYHOIIUX PAAUMOYACTOTHBIX

mymMoB B jgome wind oduce. UroObl MakCHUMajdbHO YBEIMYUTh paauyc AehcTBUs Bameit

6GCHp0BOILHOﬁ CCTHU, BBIMIOJIHUTC NCPCUUCIICHHBIC HUKC PCKOMCH IAIIUH.

1.

Pacronoxxute TOYKy IOCTyNa TakK, YTOObI KOJIWYECTBO MPEMATCTBHNA (CTEH, MEPEKPBHITUI U
T.I.) MEXIY YCTPOHCTBOM M JpPYTUM CETEBbIM OOOpYyIOBaHMEM ObUIO MHMHUMAJIbHBIM.
Kaxxnoe mpensTcTBue COKpallaeT paguyc IEHCTBHUsS OECIPOBOAHONW CETH Ha HECKOJIBKO
meTpoB (ot 1 10 30 m).

MBICIIEHHO TPOBEAMTE JIMHUIO MEXIy TOYKOM JOCTyHma M CETEBbIM YCTPOMCTBOM.
PexoMeHyeTcst  pacrolioKHTh — yCTpOMCTBA TakK, YTOOBI 3Ta JHHUS  IPOXOIHIIA
NEPNCHAUKYIIIPHO CTCHAM WJIM TCPCKPBLITUAM, HAXOAAIMIUMCA MCKIAY TOUYKOM A0CTyna "
CETEBBIM YCTPOMCTBOM ([l CHTHAJa, MPOXOJSIIEro MPENsTCTBUE O] YIJIOM, TOJIIHMHA
IPENATCTBUS ropas3io OoJblIe).

OOpatute BHMMaHHE Ha Marepuall, M3 KOTOPOTo CJIENaHO MpensTCTBUe. MaccuBHas
JKEelle3Hasl JIBeph WM ATIOMUHHEBBIC OallK¥, OKa3aBIIMECs B 30HE OECIpPOBOAHON CETH,
yMeHbIIAIT ee paauyc aeiictBus. Ilocrapaiitech pacmonoxuth Bamry Touky moctymna u
OecCIpPOBOIHEBIE CETEBBIC YCTPOMCTBA TAK, YTOOBI CUTHAJ MPOXOAUI YepPe3 TOHKHE CTEHBI HITU
JIBEpHbIE Mpoembl. Ha curHai HeraruBHO BIUSIOT CTEKJIO, CTallb, METal, CTEHbI C
U30JIALIMEeH, BoJla (AKBApUYMBI), 3epKaja, Kadbl, KHPIUIHBIEC 1 OCTOHHBIC CTCHBI.

Jepxxute TOYKY JAoCTynma Baaidu (Kak MHMHUMYM, Ha paccTosHuu 1-2 wmeTpa) oOT
AIEKTPUYECKUX MPHUOOPOB WIIH YCTPOMCTB, CO3AAIIINX PATHOYACTOTHBIC IOMEXH.

Pamnorenedonnt ¢ Hecymei uwactotoir 2,4 I'Tm wnmm obopymoBanue cranmapra X-10
(GecripoBO/IHBIE YCTPOICTBA TUMA MOTOJIOYHBIX BEHTHIIATOPOB, OCBETUTENBHBIX MPUOOPOB
WIM JOMAalllHEeH CcHCTEeMbl 0Ee30MacHOCTH) MOTYT OKa3aThb HEraTMBHOE BIUsHHE Ha Baiie
OecripoBofiHOE coeauHeHHe. YOernutech, yto 0a3a Bamero panuorenedona c Hecymieit
yactoroit 2,4 I'T'y makcuManpHO yrmaneHa ot Bammx GecripoBogHBIX ycTpoicTB. OOparute
BHUMaHUe, 4To 0a3a paauorenedoHa IMepeqaeT CUTHall Jaxe TOrAa, Korja TenedoH He
UCTIOB3YyeTCSl.
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DAP-1150 BecnpoBogHas Todka JOCTYyna C NOAAEPKKON pexuma MapLupytmsaropa

PykoBoacTBo nonb3oBarens

AGOGpeBMaTypbl U COKpaLLeHuUs

MABA 7. ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard ViyulieHHbIN cTaHAapT MHU(POBaHUS
ARP Address Resolution Protocol [Iporokon pa3pelieHus aapecon
. . ) basoBeIii UEHTU(PHUKATO
BSSID Basic Service Set Identifier . a ¢ p
0eCnpOBOAHON CETH
CCK Complementary Code Keying Cxema KJII0Y€EH TOTIOJHUTEIBHOTO KoAa
) [IpoBepka mpu MOMOIM LUUKIHMYECKOTO
CRC Cyclic Redundancy Check poBepra 1ip o
M30BITOYHOTO KOJIa
. . WHAMHYECKasi CHUCTeMa JIOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o ) . PacripeneneHnasl araka Tuma OTKa3 B
DDoS Distributed Denial of Service pei
00CTyKUBaHUU
) ) [IpoTOoKON AMHAMHYECKONM HACTPOWKHU
DHCP Dynamic Host Configuration Protocol P A P
y3i1a
DMZ DeMilitarized Zone JlemMumuTapu3oBaHHas 30Ha
DNS Domain Name System Cucrema JOMEHHBIX HMEH
. o Coolmenne ¢ BEJIOMJICHEM O
DTIM Delivery Traffic Indication Message o YBER
nepenade Tpapuka
. . Cpennee Bpems 1o IpuHBHYCKOM
GMT Greenwich Mean Time pet P P Y
MEpHUIHaHy
. . CMenraHHbId PEXUM C BBICOKOM
HTMIX High Throughput Mixed . P
HPOIYCKHOM CIIOCOOHOCTBIO
[TpoTtokosn ympaBiaeHHs TpynmamMu B
IGMP Internet Group Management Protocol P yip 124
cetu MHTEpHET
IIpotokon HWHTepHETa, MEKCETEBOM
IP Internet Protocol
MPOTOKOIT
L2TP Layer 2 Tunneling Protocol TyHHEJBHBIH MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
) [IpoTokon TIPaBJICHUS KaHaJIOM
LCP Link Control Protocol P yip

nepeaadyu JaHHbIX
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VYhopaBnenue  I0CTynIoM K  cpelne

MAC Media Access Control
(mepenaun JaHHBIX)
. . . MaxkcumaibHbII azMe
MTU Maximum Transmission Unit P P
niepe1aBaeMoro rnakeTa
NAT Network Address Translation [TpeoOpa3oBaHue CETEBBIX aIPECOB
NTP Network Time Protocol CeTeBoil POTOKOJ CITY)KOBI BpEMEHH
o MynbTHIUIEKCHPOBaHHE C
Orthogonal Frequency Division Y P
OFDM . OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3aeneHneM CUTHAIIOB
. Hactpoiika ¢ moMomipr0 HaxkaTus Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIN UIEHTU(PUKALMOHHBIA HOMED
_ ) [lporokon THUMa «TOYKA — TOYKa» IIO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHEIBHBIHI MPOTOKOJ TUTIA «TOYKA-
PPTP Point-to-point tunneling protocol 4 P
TOYKa»
PSK Pre-shared key OO0uwmii Ko
QoS Quality of Service KauecTtBo ycayr
RADIUS Remote Authentication in Dial-In User |Cayx0a ynaneHHON ayTeHTHDUKAITTH
Service TI0JIB30BATENS] KOMMYTHPYEMOH CEeTH
. . [Ipotokon oOMeHa JaHHBIMH  JJIs
RIP Routing Information Protocol P A 8
MapIIpyTU3aLUH
RTS Request To Send 3anpoc Ha OTIPaBKY
SSID Service Set Identifier Wnentudukarop 6ecrpoBOIHON CeTH
. IIporokon BpeMEHHOM LEIOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KITFOU e
[TpoToKoI MOTB30BaTEIHCKIX
UDP User Datagram Protocol P
Jararpamm
. YHUBEpPCAIBHBIN PEXKUM  «BKJIOYU U
UPnP Universal Plug and Play pv P
paboraii»
URL Uniform Resource Locator EnuHbIN ykazarenb pecypcoB
WAN Wide Area Network [mobanpHas ceTh
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WDS Wireless Distribution System Pacrnipenenennas 6ecipoBoHas CETh
. . ) be3omacHOCTh, aHamOTWYHAsI 3alIUTe
WEP Wired Equivalent Privacy . B
MPOBOHBIX CETEH
— . - «becrpoBoiHAs TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity poBOI . Hap
0ecrpoBOHOM CBSI3U
WISP Wireless Internet Service Provider becnpoBoanoii MHTEpHET-TIpOBaiinep
WLAN Wireless Local Area Network becnpoBoaHast 10KaJIbHAsA CETh
- . . [Tepemava MyTbTHMEAMIHBIX TaHHBIX
WMM Wi-Fi Multimedia P H ) > A A
o Wi-Fi-cetn
— 3alUIIeHHBII oCTyn o
WPA Wi-Fi Protected Access T N Hocty
OecIpoBOIHOM CeTH
I bezonacnass HacTpoiika OecrpoBOIHOM
WPS Wi-Fi Protected Setup P poBOx

CCTH
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