D-Link

Building Networks for People

DAP-1353

Release 3.00

RangeBooster N 650 Access Point

User Manual

Business Class Networking



Table of Contents

Table of Contents

Product OVervieWw.........cccccceerreeerrrecesssrneesssrsemsssrnnmssees 4 PerformancCe ..., 27
Package Contents ..........cccccoiiiiiiniiiiiiiiiiieeeeeeee 4 MUIRI-SSID..cceiiieieeeeeeeeeeeeeee e 29
System Requirements ..........cooovveeviiiiiiciiiiiee e, 4 VLAN L 31
INtrOAUCTION ...ceeeeeeeee e 5 VLAN LISt e e, 31
FEAUIES ..o 7 o] o B T 32

. . Add/Edit VLAN .....coveeeieeeeeeeeeee e 33

Wireless BasiCS ....ccceemmeeuuiiiiiiiiirnnnnssssmessssssiissss e nnnes 8 PVID SEHNG. .o 34
Stgndards-Baseo! Technolpgy e 9 INTFUSION e e 35
Wireless Installation Considerations...................... 10 Schedule.......ooooeeiieeeee e 36

Four Operational Modes.........cooeccceereerrrrrreeccccceennes 11 Q0SS . 37

DHCP Server ... 39

Getting Started...........e 12 Dynamic Pool SEtinNgS .......oveeereerrererrrenees 39

CONFIGUIAtION ....cucuceerereecece s s s snsnsasans 14 Static POOI Setting..........ocooovvvviiiinniniin, 41
Home > Basic Settings .......ccceevvveeveeeeeeeeeeeeeenns 16 ‘Current IP Mapping List ... 43

Wireless ... 16 Fllte.rs ............................................................... 44
Access Point MOJE ......oveveeeeeeeeeeeeeeeeeeeennn, 16 Wireless MAC ACL ..o 44
WDS with AP mode ... 18 WLAN Partition........ccooevviiiiiiieieeieeeeeeeee, 45
WDS mode .. 20 Home > Status ......ooveiiieeeee e, 46
Wireless Client mode .. 20 Deyice Informa_tion ........................................... 46
Open System/Shared Key authentication .... 23 Client Informa’Flon ............................................. 47
WPA-Personal authentication ... 24 WDS Information .......couveeveeiieieeeeee e, 48
WPA-Enterprise authentication ................... 25 ) = | (= U RPN 49

LAN oceevvvevneressseeneneeeeeesesssssssssssssssssssssssseeees 26 EINGMEL. ..ot 49

Home > Advanced Settings ..........coovvoovvvevrvvrerennn, o7 WLAN .. 50
L Og e 51
D-Link DAP-1353 User Manual 2



Table of Contents

VIEeW LOQ .o 51

Log SettingsS ....cevvveeiiiiiiiiiiiiiii 52
Maintenance ... 53
Administrator Settings..........ccoooiiiiiiiiiiiiis 53

Limit Administrator ..........cccooooeiiiiiiiie, 54

System Name Settings.............euveiiiiiiiieennnee. 55

Login Settings ....ccoovveiiiiiiiiiiiiiiiiiiieee 56

Console Settings ............uuveeeiiiiiiiiiiiiiiiieeeeee. 57

SNMP Settings..........cuuuvummmemiiiiiiiiiiiiieeeeeeeee. 58
Firmware and SSL Certification Upload ................ 59
Configuration File ... 60
Time and Date ..o 61
SYSEM s 62
System Settings ..........euvveeeiiiiiiiiiiiiiiiiieeeee. 62

Help e 63
Troubleshooting ... 64
Networking BasicCs ......cccommmmemeeriiiiiiiiinnnrnnseeeens 66
Check your IP address ..........coooeeeiiiieiiiiiiicees 66
Statically Assign an IP address ........cccceeeveeeeeeeennee. 67
Technical Specifications........ccccoeeemmmecciiiisieeennnnenees 69

D-Link DAP-1353 User Manual



Section 1 - Product Overview

Package Contents

* D-Link DAP-1353 Range Booster N 650 Access Point
* Power Adapter

e CAT5 Ethernet Cable

e CD-ROM with User Manual

 Quick Install Guide

* 3 Detachable Antennas

e
L e

Note: Using a power supply with a different voltage rating than the one included
with the DAP-1353 will cause damage and void the warranty for this product.

System Requirements

e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
Adapter
* Internet Explorer Version 7.0 or Firefox 3.0 and Above (for configuration)
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Section 1 - Product Overview

Introduction

The DAP-1353 802.11n 2.4GHZ AP increases productivity by allowing you to work faster and more efficiently. With the
DAP-1353, bandwidth-intensive applications like graphics or multimedia will benefit significantly because large files
are now able to move across the network quickly.

The DAP-1358 is capable of operating in one of four different wireless networking modes; access point, WDS (Wireless
Distribution System) with AP, WDS, or Wireless Client mode.

An ideal solution for quickly creating and extending a wireless local area network (WLAN) in offices or other workplaces,
trade shows, and special events, the DAP-1353 providing data transfer rates up to 300Mbps. (The 802.11n standard is
backwards compatible with 802.11g, and 802.11b devices.)

WPA/WPAZ2 is offered in two flavors: Enterprise (used for corporations) and Personal (used for home users).

WPA-Personal and WPA2-Personal are directed towards home users who do not have the server-based equipment
required for user authentication. The method of authentication is similar to WEP because you define a “Pre-Shared
Key” on the wireless router/AP. Once the pre-shared key is confirmed and satisfied at both the client and access point,
access is then granted. The encryption method used is referred to as the Temporal Key Integrity Protocol (TKIP), which
offers per-packet dynamic hashing. It also includes an integrity checking feature which ensures that the packets were
not tampered with during wireless transmission.

WPA-Enterprise and WPA2-Enterprise are ideal for businesses that already have existing security infrastructures
established. Management and security implementation can now be centralized on a server participating on the network.
Utilizing 802.1x with a RADIUS (Remote Authentication Dial-in User Service) server, a network administrator can
define a list of authorized users who can access the wireless LAN. When attempting to access a wireless LAN with
WPA-Enterprise configured, the new client will be requested to enter a username with a password. If the new client
is authorized by the administration, and enters the correct username and password, then access is then granted. In
the case where an employee leaves the company, the network administrator is able to remove the previous employee
from the authorized list to avoid compromising the network.
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Section 1 - Product Overview

EAP (Extensible Authentication Protocol) is available through the Windows® XP operating system. You will need to
use the same type of EAP protocol on all devices in your network when using the 802.1x feature.

*Maximum wireless signal rate derived from IEEE Standard 802.11 specifications. Actual data throughput may vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead can lower actual

data throughout rate.
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Section 1 - Product Overview

Features

* Four different operation modes - Capable of operating in one of four different operation modes to meet your
wireless networking needs: Access Point, WDS with AP, WDS, or Wireless Client.

* Faster wireless networking with the 802.11n (draft) standard to provide a maximum wireless signal rate of up to
300 Mbps*.

* Compatible with the 802.11b standard to provide a wireless data rate of up to 11 Mbps, allowing you to migrate
your system to the 802.11n (draft) and 802.11g standards on your own schedule without sacrificing connectivity.

» Better security with WPA - The DAP-1353 can securely connect wireless clients on the network using WPA (Wi-Fi
Protected Access) to provide a much higher level of security for your data and communications than its previous
versions.

AP Manager Il management software - The real-time display of the network's topology and AP’s information
makes network configuration and management quick and simple.

e SNMP for management - The DAP-1353 is not just fast, but also supports SNMP v.3 for better network
management. Superior wireless AP manager software is bundled with the DAP-1353 for network configuration
and firmware upgrade. Systems administrators can also set up the DAP-1353 easily with the Web-based
configuration. A D-Link D-View 6.0 module will be downloadable for network administration and real-time network
traffic monitoring with D-Link D-View 6.0 software.

» Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing).
e Supports one 10/100/1000M Ethernet port.

e Operates in the 2.4~2.5 GHz frequency ranges.

* Web-based interface for managing and configuring.

*Maximum wireless signal rate derived from IEEE Standard 802.11 specifications. Actual data throughput may vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead can lower actual data throughout rate.
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Section 2 - Installation

Wireless Basics

D-Link wireless products are based on industry standards to provide high-speed wireless connectivity that is easy to
use within your home, business or public access wireless networks. D-Link wireless products provides you with access
to the data you want, whenever and wherever you want it. Enjoy the freedom that wireless networking can bring to
you.

WLAN use is not only increasing in both home and office environments, but in public areas as well, such as airports,
coffee shops and universities. Innovative ways to utilize WLAN technology are allowing people to work and communicate
more efficiently. Increased mobility and the absence of cabling and other types of fixed infrastructure have proven to
be beneficial to many users.

Wireless adapter cards used on laptop and desktop systems support the same protocols as Ethernet adapter cards,
allowing wireless users to use the same applications as those used on a wired network.

People use WLAN technology for many different purposes:

Mobility - productivity increases when people can have access to data in any location within the operating range of their
WLAN. Management decisions based on real-time information can significantly improve the efficiency of a worker.

Low implementation costs - WLANs are easy to set up, manage, change and relocate. Networks that frequently
change can benefit from WLAN's ease of implementation. WLANs can operate in locations where installation of wiring
may be impractical.

Installation and network expansion - by avoiding the complications of troublesome cables, a WLAN system can be
fast and easy during installation, especially since it can eliminate the need to pull cable through walls and ceilings.
Wireless technology provides more versatility by extending the network beyond the home or office.

Inexpensive solution - wireless network devices are as competitively priced as conventional Ethernet network devices.
The DAP-13583 saves money by providing users with multi-functionality configurable in four different modes.

Scalability - Configurations can be easily changed and range from Peer-to-Peer networks, suitable for a small number
of users to larger Infrastructure networks to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.
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Section 2 - Installation

Standards-Based Technology

The DAP-1353 Wireless Access Point utilizes the 802.11b, 802.11g, and 802.11n (draft) standards.

The IEEE 802.11n (draft) standard is an extension of the 802.11b, and 802.1g standards that came before it. It increases
the maximum wireless signal rate up to 300 Mbps* within 2.4 GHz bands, utilizing OFDM technology.

This means that in most environments - within the specified range of this device - you will be able to transfer large files
quickly, or even watch a movie in MPEG format over your network without noticeable delays. This technology works
by transmitting high-speed digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing)
technology. OFDM works by splitting the radio signal into multiple smaller sub-signals that are then simultaneously
transmitted at different frequencies to the receiver. OFDM reduces the amount of crosstalk (interference) in signal
transmissions.

The D-Link DAP-1353 will automatically sense the best possible connection speed to ensure the greatest possible
speed and range.

802.11n offers the most advanced network security features available today, including WPA.

*Maximum wireless signal rate derived from IEEE Standard 802.11 specifications. Actual data throughput may vary. Network conditions and environmental factors, including volume of network traffic, building

materials and construction, and network overhead can lower actual data throughout rate.
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Section 2 - Installation

Wireless Installation Considerations

The D-Link AirPremier N wireless access point lets you access your network using a wireless connection from virtually
anywhere within the operating range of your wireless network. Keep in mind, however, that the number, thickness and
location of walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical
ranges vary depending on the types of materials and background RF (radio frequency) noise in your home or business.
The key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the access point and other network devices to a minimum.
Each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices
so that the number of walls or ceilings is minimized.

2.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a
45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect
on the range. Try to position access points, wireless routers, and computers so that the signal passes
through drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation,
water (fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that
generate RF noise.

5.1f you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and
home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.
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Section 2 - Installation

Four Operational Modes

Operation Mode
(Only supports 1 mode at a time)

Access Point (AP)

WDS with AP

WDS

Wireless Client

Function

Create a wireless LAN

Wirelessly connect multiple networks while still functioning
as a wireless AP

Wirelessly connect multiple networks

AP acts as a wireless network adapter for your Ethernet-enabled
device

D-Link DAP-1353 User Manual
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Section 2 - Installation

Getting Started

Internet

\ ; “. __ Cable/DSL Modem

| | | 802.11n Wireless Access Point
[———————

v 802.11n Wireless Access Poinl

Computer 2 with Computer 3 with
Wireless N Adapter  Wireless N Adapter

1. You will need broadband Internet access.

2. Consult with your cable or DSL provider for proper installation of the modem.

3. Connect the cable or DSL modem to a router. See the printed Install Guide included with your router.
4. If you are connecting a desktop computer to your network, install a wireless PCl adapter into an available

PCI slot on your desktop computer.
5. Install the drivers for your wireless CardBus adapter into a laptop computer.

D-Link DAP-1353 User Manual
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Section 2 - Installation

Connect one end of an Ethernet cable (included with your package) to the LAN port on the DAP-1353 and the other end
of the Ethernet cable to your computer. The AP can be powered on by the power adapter shipped with the AP.
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Section 3 - Configuration

Configuration

To configure the DAP-1353, use a computer that is connected to the DAP-1353 with an Ethernet cable (see the Network
Layout diagram).

First, disable the Access the Internet using a proxy server function. To disable this function, go to Control Panel >
Internet Options > Connections > LAN Settings and uncheck the enable box.

e Fi
Start your web browser program (Internet Explorer, Mozilla Firefox).

File Edt \View Favaorites Tools Help

Type the IP address and http port of the DAP-1353 in the address field (http://192.168.0.50) O . A ﬂ A | ¢
and press Enter. Make sure that the IP addresses of the DAP-1353 and your computer - = o L4
are in the same subnet. RSSO 192168050 o ph

Note: If you have changed the default IP address assigned to the DAP-1353, make sure
to enter the correct IP address.

Enter the user name (admin) and your .
password. Leave the password field [ P& K111 € HAD. a0
blank by default, and click Login.

LOGIN

Login to the Access Point:

Lser Mame | |

Passward | | [ Login |

Note: If you have changed the password, make sure to enter the correct password.
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Section 3 - Configuration

After successfully logging into the DAP-1353 the following screen will appear:

DAP-1363

& Home " Maintenance - ] S System Logout # Help

* DAP-1353

--'ﬁ;Elasic Settings .

B[ Advanced Settings Madel Mame DaP-1353

s Firmware Version 3.00 10:42:17 031162009
Systern Mame D-Link DAP-1353
Location
Systern Time 01/01/2000 00:26:33
Up Time 0 Days, 00:26:34
Operation Mode Access Point
MAC Address 00:22h0de:5367
IP Address 192.168.0.50

When making changes on most of the configuration screens in this section, use the Apply button at the bottom of each
screen to save your configuration changes.

L Apply ) Click the Apply button to configure changes.
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Section 3 - Configuration

Home > Basic Settings

Wireless
Access Point mode
Wireless Band: | 2.4 GHz

DAP-1353

B Comout ® Help

Mode:

Network Name

Select Access Point from the pull-down menu.
The other three choices are WDS with AP,
WDS, and Wireless Client.

Service Set Identifier (SSID) is the name

W )4P-1353
I'—_'Iup Basic Settings

= LA
B[ Advanced Settings
M- status

WWireless Band

Mode
Metwork BHame (S510)
551D Visihility

Access Point (v |

dlink

B

(SSID): | designated for a specific wireless local area Auto Channel Selection [ Enable /|

network (WLAN). The SSID’s factory default e ! ]

setting is dlink. The SSID can be easily changed e e —

to connect to an existing wireless network or to M Spsndpsen |

establish a new wireless network. The SSID can Encryption @bissle  OEnable

be up to 32 characters and is case-sensitive. Key Type Key Size

Key Index(1~4) 1
$SID Visibility: | Enable or Disable SSID visibility. Enabling this i e

Auto Channel

feature broadcasts the SSID across the network,
thus making it visible to all network users.

Enabling this feature automatically selects

I Save ]

Selection: | the channel that provides the best wireless
performance. Enable is set by default. The
channel selection process only occurs when the
AP is booting up.
Channel: | All devices on the network must share the same channel. To change the channel, first toggle the Auto Channel Selection

setting to Disable, and then use the pull-down menu to make the desired selection.
Note: The wireless adapters will automatically scan and match the wireless settings.
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Section 3 - Configuration

Channel Width: | Allows you to select the channel width you would like to operate in. Select 20 MHz if you are not using any 802.11n wireless
clients. Auto 20/40 MHz allows you to connect to both 802.11n and 802.11b/g wireless devices on your network.

Authentication: | Use the pull-down menu to choose Open System, Shared Key, WPA-Personal, or WPA-Enterprise.
Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is enabled,
this option is not available.

Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is
required.

Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.

D-Link DAP-1353 User Manual 17



Section 3 - Configuration

WDS with AP mode

In WDS with AP mode, the DAP-1353 wirelessly connects
multiple networks while still functioning as a wireless AP.

DAP-1353

ereless Band' 2'4GHZ Wr*’fl.:':le'-:'i‘-" Winplirgs Band
E ,,‘MH:‘ITJHI"I'I!II_H Mods WEdwehar BF
i Stabs Fgtwark Harme (GEI0N ik

Mode: | WDS with AP mode is selected from the pull-down R i e
menu. Ghananl 1
Channel 'Widih Fatly - W
Network Name | Service Set Identifier (SSID) is the name designated for a Famiote AP MAC A
(SSID): | specific wireless local area network (WLAN). The SSID’s : C B %

factory default setting is dlink. The SSID can be easily
changed to connect to an existing wireless network or to
establish a new wireless network.

SSID Visibility:  Enable or Disable SSID visibility. Enabling this feature
broadcasts the SSID across the network, thus making it

visible to all network users. P Y
Uip e e, gyt
Ky Typd Kery Sive
Auto Channel | Enabling this feature automatically selects the channel Koy Irdsu{1-4)
Selection: | that will provide the best wireless performance. This SoE
feature is not supported in WDS with AP mode. The
channel selection process only occurs when the AP is (_Sew

booting up.

Channel: ' All devices on the network must share the same channel. To change the channel, use the pull-down menu to make the
desired selection. (Note: The wireless adapters will automatically scan and match the wireless settings.)

Channel Width: A Allows you to select the channel width you would like to operate in. Select 20 MHz if you are not using any 802.11n wireless
clients. Auto 20/40 MHz allows you to connect to both 802.11n and 802.11b/g wireless devices on your network.
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Section 3 - Configuration

Remote AP MAC | Enter the MAC addresses of the APs on your network that will serve as bridges to wirelessly connect multiple networks.
Address:

Site Survey: Click on the Scan button to search for available wireless networks, then click on the available network that you want to
connect with.

Authentication: | Use the pull-down menu to choose Open System, Shared Key, or WPA-Personal.
Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is enabled,
this option is not available.
Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is
required.

D-Link DAP-1353 User Manual 19



Section 3 - Configuration

WDS mode

In WDS mode, the DAP-1353 wirelessly connects multiple
networks, without functioning as a wireless AP.

DAP-1353

" DAP-1353
e

Basic Settings

Wireless Wireless Band
LAR

Wireless Band: 2.4GHz.

#-fii Advanced Settings Mode I..W'.:)._S_ v
B[ Status Network Name (SSI0) dlink
Mode: WDS is selected from the pull-down menu. S5 i Eratie [
Auto Channel Selection
Network Name | Service Set Identifier (SSID) is the name . =
(SSID): | designated for a specific wireless local area WDS —
network (WLAN). The SSID’s factory default je-”“te"*”“’““ddf'?j[ uf .
setting is dlink. The SSID can be easily changed s : = E
to connect to an existing wireless network or to
establish a new wireless network. CH Sl S5

SSID Visibility:  Enable or Disable SSID visibility. Enabling this
feature broadcasts the SSID across the network,
thus making it visible to all network users.

Authentication [Open system v
Auto Channel | Enabling this feature automatically selects Key Settings
Selection: | the channel that will provide the best wireless s Dkl R e
performance. This feature is not supported in Ty
WDS mode. Network Key i

Confirm Key [ ]

Channel:  All devices on the network must share the same
channel. To change the channel, use the pull-down
menu to make the desired selection.

£ .. 2
| Save )

Channel Width:  Use the pull-down menu to choose 20 MHz or Auto 20/40 MHz.

Remote AP MAC = Enter the MAC addresses of the APs on your network that will serve as bridges to wirelessly connect multiple networks.
Address:
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Section 3 - Configuration

Site Survey: Click on the Scan button to search for available wireless networks, then click on the available network that you want to
connect with.

Authentication: ' Use the pull-down menu to choose Open System, Shared Key, or WPA-Personal.
Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same WEP settings.

Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is
required.
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Section 3 - Configuration

Wireless Client mode

Wireless Band: | 2.4 GHz

D-Link onp.136
Mode: | Wireless Client is selected from the pull-down "f;f'“;uj Wireless Settings.
menu. 5 Wircle=s Whrdlnss Band
5 LAN
. .indfrr;ed Settings Mada Wiralass Chant &
. . . . U jStats Mutwurk Murne (EBIC} Idink
Network Name | Service Set Identifier (SSID) is the name designated S s
(SSID): | for a specific wireless local area network (WLAN). Ao Channel Seacion
The SSID’s factory default setting is dlink. The SSID Shamnel
can be easily changed to connect to an existing CREI) 2 ___N

Eile Suryery

wireless network.

SSID Visibility: | This option is unavailable in Wireless Client mode.

Auto Channel | Enabling this feature automatically selects the channel
Selection: | that will provide the best wireless performance. This

feature is not supported in Wireless Client mode. Auienticabion r——
Kirny Soltirgrs
Channel: The channel used will be displayed, and matches ?,;T: Ot Cemoe e
the AP that the DAP-1353 is connected to when set iy Irdan16e)
to Wireless Client mode. Ntwork Ky B
Comiliern Ky
Channel Width: | Use the pull-down menu to choose 20 MHz or Auto —5em
20/40 MHz.

Site Survey: Click on the Scan button to search for available wireless networks, then click on the available network that you want to connect
with.

Authentication: | Use the pull-down menu to choose Open System or WPA-Personal.
Select Open System to communicate the key across the network.
Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is required.
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Section 3 - Configuration

Open System/Shared Key Authentication

Encryption: Use the radio button to disable or enable
encryption.

DAP-1353

'l,'_'l Horne " Maintenance - - W Bystem Logout ®1 Help

Key Type*:  Select HEX or ASCII. iz Wireless Settings 1
E!--W'Bg;ic Settings —

Wireless Band

H . H H = LAM _._...._..._ =
Kev SIZe. SeIeCt 64 Blts Or 128 Blts' ---'pAdvanced Settings hode i_Access Poink :_i
B Status Metwark Narme (SSID)
Key Index (1-4): | Select the 1st through the 4th key to be the SSID Visibiliy o
active key Auto Channel Selection |Enab_|§\_m
Channel
Key: | Input up to four keys for encryption. You will e ETTE- |
select one of these keys in the Key Index Auhenfceton e
Key Settings
pU”'down menu. Encryption @®Disable  OEnable
Key Type HE key Size
Key Index(1~4)
Network ke —
Confin ey —

**Hexadecimal (HEX) digits consist of the numbers 0-9 and the letters A-F.

*ASCII (American Standard Code for Information Interchange) is a code that represents English letters using numbers
ranging from 0-127.
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Section 3 - Configuration

WPA-Personal authentication

WPA Mode: When WPA-Personal is selected for Authentication = . e
type, you must also select a WPA mode from the pull- D'I-ll'll(. g
down menu: AUTO (WPA or WPA2), WPA2 Only, or MeSSlitSSSsnIIISS

Y Confguratich = W OYEN ! Lagout -"_I Help
WPA Only. WPA and WPA2 use different algorithms. _;:r’:a;f;ms Wireless Settings f

AUTO (WPA or WPA2) allows you to use both WPA b riese iraless Band
and WPA2. | B Ao Sutticag Mo e
= e stat Mebwik Mame (S510) k. B
Cipher Type: | When you select WPA-Personal, you must also select =
AUTO, AES, or TKIP from the pull down menu. [
Channel Widh Failly fF bd
Group Key | Select the interval during which the group key will be Autheni ation WeiPersond
Update: | valid. The default value of 1800 is recommended. e e e B
Cipwr Ty Pt ¥ Griwp Koy Updabo Intoewdd 1500 | (Secorwk)
PassPhrase: When you select WPA-Personal, please enter a Passbtracs L
PassPhrase in the corresponding field. ot

T Sawm
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Section 3 - Configuration

WPA Mode:

Cipher Type:

Group Key
Update
Interval:

Network
Access
Protection:

RADIUS
Server:

RADIUS
Port:

RADIUS
Secret:

WPA-Enterprise authentication

When WPA-Enterprise is selected, you must also
select a WPA mode from the pull-down menu: AUTO
(WPA or WPA2), WPA2 Only, or WPA Only. WPA
and WPAZ2 use different algorithms. AUTO (WPA or
WPA2) allows you to use both WPA and WPAZ2.

When WPA-Enterprise is selected, you must also
select a cipher type from the pull-down menu: Auto,
AES, or TKIP.

Select the interval during which the group key will
be valid. 1800 is the recommended value as a lower
interval may reduce data transfer rates.

Enable or disable Microsoft Network Access
Protection.

Enter the IP address of the RADIUS server.

Enter the RADIUS port.

Enter the RADIUS secret.

D-Link

o Hama ] s

™ AP435

= e Sottrgs

" Wdrakas
N LAM

- il Advanced Settings
[ Status

MAmanANLS =

Coniguration =

DAP-1353

B ogon

Help

Wiralass Band

Mode

SR VIEIEIBy

Chanmik
Channal Width
Authunbication

KA Sxr v
WP Mode

Cipher Type

Protection
Prifary RADI
RADILES Sarver

RADIS Secrak

Auln Channel Selaction

Accass Poant (W

Mubwark Marme (S50} i

Eruabls &

Enabls W

0 -
‘WhRA-Enterprise | W

o St
ALTO (WP O WPAZY S

fugp W Group Key Update Interval  [1000

Fatwiork Access Protection
Hatwork Acoess

() Dugabla
LIS S Seting

1) Erabia

HADILES POt |[1RLZ

(Seconds)

B
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Section 3 - Configuration

LAN
D-Lilll( DAP-1353

LAN is short for Local Area Network. This is considered
your internal network. These are the IP settings of the
LAN interface for the DAP-1353. These settings may
be referred to as private settings. You may change

# Home L Maintenance - B confguration - 3 2 Logout W Help

8 Dap-1353

. g zet IP From [ Static 1P (Marual) v |
the LAN IP address if needed. The LAN IP address is Py R IP Address T
private to your internal network and cannot be seen |# st Subnet Mask
on the Internet. Default Gateway —

I Save

Get IP From:  Static IP (Manual) is chosen here. Choose this option
if you do not have a DHCP server in your network,
or if you wish to assign a static IP address to the
DAP-1353. When Dynamic IP (DHCP) is selected,
the other fields here will be grayed out. Please allow
about 2 minutes for the DHCP client to be functional
once this selection is made.

IP Address: The default IP address is 192.168.0.50. Assign a
static IP address that is within the |P address range
of your network.

Subnet Enter the subnet mask. All devices in the network
Mask: | must share the same subnet mask.

Default | Enter the IP address of the gateway in your network. If there is a gateway in your network, please enter an IP address within
Gateway: the range of your network.
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Wireless:

Wireless Mode:

Data Rate*:

Home > Advanced Settings
Performance

Use the pull-down menu to turn the wireless function
On or Off.

The different combination of clients that can
be supported include Mixed 802.11n, 802.11g
and 802.11b, Mixed 802.11g and 802.11b and
802.11n Only in the 2.4 GHz band. Please note
that when backwards compatibility is enabled for
legacy (802.11 g/b) clients, degradation of 802.11n
(draft) wireless performance is expected.

Indicate the base transfer rate of wireless adapters
on the wireless LAN. The AP will adjust the
base transfer rate depending on the base rate of
the connected device. If there are obstacles or
interference, the AP will step down the rate. This
option is enabled in Mixed 802.11g and 802.11b
mode. The choices available are Best (Up to 54),
54, 48, 36, 24,18,12,9,6,11,5.5, 2 or 1.

¥
D-Link
& Home A Wainenance = & Canmguraton = & Epeim BT
= Dap. s - |
= @asc Settigs uarfammance Seilings
aay | wireless on v

5 LAH
= Advanced Sattngs
" P formsnce
ST IREE ]
o YLAN
¥ inirusion
E Dol
= DHCP Sarver
& @ Fitees
+ pEsiale

| Wireless Mode
| Dt Rl
| Baaton Intarval (I-500)
I DT It rsal -1 5)
i Tranemil Power
| Wil (-Fil WlulBerand i
| Ak Tieme Out (2 ACHE, 642003
| Bhar G
| 15MP Snooping
| Cannedlion Limit
Llzer Limil (0 - G4}

Mngd BOZ.11n, B02.11g amd BOZ. 000L
(Wbps)

i
LT A

Frahls

A L

Ersalile %
Dersbds |5
Chclle (8

*Maximum wireless signal rate derived from IEEE Standard 802.11 specifications. Actual data throughput may vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead can lower actual data throughout rate.
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Beacon Interval
(25-500):

DTM Interval
(1-15):

Transmit Power:

WMM (Wi-Fi
Multimedia):

Ack Time Out
(2.4 GHZ, 64~200) :

Short GI:

IGMP Snooping:

Link Integrity:

Connection Limit:

User Limit (0-64):

Beacons are packets sent by an access point to synchronize a wireless network. Specify a value in milliseconds. The
default (100) is recommended. Setting a higher beacon interval can help to save the power of wireless clients, while setting
a lower one can help a wireless client connect to an access point faster.

Select a Delivery Traffic Indication Message setting between 1 and 15. 1 is the default setting. DTIM is a countdown inform-
ing clients of the next window for listening to broadcast and multicast messages.

This setting determines the power level of the wireless transmission. Transmitting power can be adjusted to eliminate
overlapping of wireless area coverage between two access points where interference is a major concern. For example, if
wireless coverage is intended for half of the area, then select 50% as the option. Use the pull-down menu to select 100%,
50%, 25%, or 12.5%.

WMM stands for Wi-Fi Multimedia. Enabling this feature will improve the user experience for audio and video applications
over a Wi-Fi network.

To effectively optimize throughput over long distance links enter a value for Acknowledgement Time Out between 64 to
200 microseconds in the 2.4 GHz in the field provided.

Select Enable or Disable. Enabling a short guard interval can increase throughput. However, be aware that it can also
increase the error rate in some installations due to increased sensitivity to radio-frequency installations.

Select Enable or Disable. Internet Group Management Protocol allows the AP to recognize IGMP queries and reports
sent between routers and an IGMP host (wireless STA). When IGMP snooping is enabled, the AP will forward multicast
packets to an IGMP host based on IGMP messages passing through the AP.

Select Enable or Disable. If the Ethernet connection between the LAN and the AP is disconnected, enabling this feature
will cause the wireless segment associated with the AP to be disassociated from the AP.

Select Enable or Disable. This is an option for load balancing. This determines whether to limit the number of users
accessing this device. The exact number is entered in the User Limit field below. This feature allows the user to share the
wireless network traffic and the client using multiple APs. If this function is enabled, when the number of users exceeds
this value, the DAP-1353 will not allow clients to associate with the AP.

Set the maximum amount of users that are allowed access (0-64 users). To use this feature, the Connection Limit above
must be enabled. For most users, a limit of 10 is recommended. The default setting is 20.

D-Link DAP-1353 User Manual 28



Section 3 - Configuration

The device supports up to four multiple Service Set

Multi-SSID

Identifiers. You can set the Primary SSID in the Basic D'LL L

> Wireless section. The SSID’s factory default setting

is dlink. The SSID can be easily changed to connect |- 200 | Multi-SSID Settings |

& THome * Wainterance = | W Confguration v % Logout ) Help

to an existing wireless network or to establish a new | ™ [ Enable 51D Enable Priorty
wireless network =) acdvanced Settings Gt
. = rf.ormance Band
Enable | Check to enable support for multiple SSIDs. B v o —
Multi'ssID: z ch;edule SSID Wisibility
; EQHCP Server SEI'CHHW
Band: Thtit§ read-only value is the current band [s o ::q::y(wpnmmme "
setting.
Index: = You can select up to three multi-SSIDs. With : - e ——
the Primary SSID, you have a total of four Primary SSID dink 246G hore
multi-SSIDs.
SSID:  Service Set Identifier (SSID) is the name
designated for a specific wireless local area
network (WLAN). The SSID’s factory default (saw
setting is dlink. The SSID can be easily changed
to connect to an existing wireless network or to
establish a new wireless network.
SSID Visibility: | Enable or Disable SSID visibility. Enabling this feature broadcasts the SSID across the network, thus making it visible to
all network users.
Security: | The Multi-SSID security can be Open System, WPA-Personal, or WPA-Enterprise. For a detailed description of the

Open System parameters please go to page 23. For a detailed description of the WPA-Personal parameters please go
to page 24. For a detailed description of the WPA-Enterprise parameters please go to page 25.

D-Link DAP-1353 User Manual 29



Section 3 - Configuration

WMM (Wi-Fi
Multimedia):

Encryption:

Key Type:

Key Size:

Key Index (1-4):
Key:

WPA Mode:

Cipher Type:

Group Key Update
Interval:

PassPhrase:

Confirm
PassPhrase:

RADIUS Server:

RADIUS Port:

RADIUS Secret:

Select Enable or Disable.

When you select Open System, toggle between Enable and Disable. If Enable is selected, the Key Type, Key Size, Key
Index (1~4), Key, and Confirm Keys must also be configured.

Select HEX or ASCII.

Select 64 Bits or 128 Bits.

Select from the 1st to 4th key to be set as the active key.

Input up to four keys for encryption. You will select one of these keys in the Key Index pull-down menu.

When you select either WPA-Personal or WPA-Enterprise, you must also choose a WPA mode from the pull-down menu:
AUTO (WPA or WPA2), WPA2 Only, or WPA Only. WPA and WPAZ2 use different algorithms. AUTO (WPA or WPA2)

allows you to use both WPA and WPAZ2. In addition, you must configure Cipher Type, and Group Key Update Interval.

Select Auto, AES, or TKIP from the pull-down menu.

Select the interval during which the group key will be valid. The default value of 1800 seconds is recommended.

When you select WPA-Personal, please enter a PassPhrase in the corresponding field.

When you select WPA-Personal, please re-enter the PassPhrase entered in the previous item in the corresponding field.

When you select WPA-Enterprise, enter the |IP address of the RADIUS server. In addition, you must configure RADIUS
Port and RADIUS Secret.

Enter the RADIUS port.

Enter the RADIUS secret.
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VLAN
VLAN List

The DAP-1353 supports VLANs. VLANSs can be created o
with a Name and VID. Mgmt (TCP stack), LAN, Primary/ i
Multiple SSID, and WDS connection can be assigned [« o

to VLANS as they are physical ports. Any packet which | #ez5 2t
enters the DAP-1353 without a VLAN tag will have a . N VLAN Mode - Statc
VLAN tag inserted with a PVID.

The VLAN List tab displays the current VLANS.

Logout 1?7 Help

WLAM Status © (3 Disable O Enable [ save

VLAN List | Part List | AddfEdit WLAN PYWID Setting |
WLAM Mame Lntag YLAM Ports Tag YWLAMN Ports Edit Delete

Mgmt, LAN, Prirmary, 5-1, =
1 default 52,53, W-1, W-2, W- L4 i
3, W

B DHCP Server
-8 Filters

VLAN Status: | Use the radio button to toggle between Enable 1 @Estatus
or Disable. Next, go to the Add/Edit VLAN tab to
add or modify an item on the VLAN List tab.
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VLAN Status:

Port Name:

Tag VID:

Untag VID:

PVID:

Port List

The Port List tab displays the current ports. If you want
to configure the guest and internal networks on a Virtual
LAN (VLAN), the switch and DHCP server you are
using must also support VLANSs. As a prerequisite step,
configure a port on the switch for handling VLAN tagged
packets as described in the IEEE 802.1Q standard.

Use the radio button to toggle to Enable. Next,
go to the Add/Edit VLAN tab to add or modify
an item on the VLAN List tab.

The name of the port is displayed in this
column.

The Tagged VID is displayed in this column.
The Untagged VID is displayed in this column.

The Port VLAN Identifier is displayed in this
column.

* Dap.1353
| = s Settings

5 Vineiras
T LAN
E i Achearc o] Seetlingrs
5 Periormance
MB350
H WLAN
f rtrusion
5 Suhenhin
R
@ OHLE Sarver
0 | Fivers

| @ @ Stats

DAP-1353

R

Lol

WLAN Status @ (2 Disabde
WLAN Mode ; Sialic

WLAN Lil Paarl List

_JEnabie

ArklEcR VLAN

1
1
1
1
1
1
1
1
1
1

PAID Saelbing

= e e e e e
=
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Add/Edit VLAN
The Add/Edit VLAN tab is used to configure VLANS.

DAP-1353
Once you have made the desired changes, click the — e S— S
Apply button to let your changes take effect. T — :
IZII--{'E' Basic Sattings AAlelE BT A L B
= Wireless i T e (T\
VLAN Status: | Use the radio button to toggle to Enable. B L VAN Statis - ©bisatle - OEnah —ie
& Advanced Settings YLAN Mode © Static
. LB rnf_o;;at.;ce VLANLst | Portlst | Add/EdiEVLAN | PvID Setting |
VLAN ID: | Provide a number between 1 and 4094 for the s
|ntel’na| VLAN. = Intrusion YLAN 1D (VID) I:l e

Select Al Mgmt  LAN
Untag I

. DHCP Server
VLAN Name: ' Enter the VLAN to add or modify. B Fiters Tag
- Status Mot Mernber
MSSID Port Select 8l Primary  S-

Untag
Tag
Mot Member

WDS Port Select Al

Unta’g
Tag
Mat Mernber

f.' Save )
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PVID Setting

The PVID Setting tab is used to enable/disable the
Port VLAN Identifier Auto Assign Status as well as
to configure various types of PVID settings. Click the
Apply button to let your changes take effect.

DAP-1363

WLAM Status @ & Disable O Enable ( Save )
WLAM Mode © Static

VLAN Status: | Use the radio button to toggle between Enable e Lpotlet | acaeavie IS
and Disable. _ _
FYID Auto Assign Status Dizable Enahle
B o Mamt LaM
PVID Auto Assign | Use the radio button to toggle PVID auto assign |, 2=
Status: Status to En able MSSID Port  Primary

T

PVID O )
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Intrusion

The Wireless Intrusion Protection window is used to
set APs as All, Valid, Neighborhood, Rogue, and
New. Click the Apply button to let your changes take

:‘ DAP-1353 . : 4
effect. = Basic Settings % : '

DAP-1353

= LAN .
B advanced Settings AP List

Performance i 2l
hLtt-S310
WLAN
Intrusion
Schedule
Detect: = Click this button to initiate a scan of the Bos

- DHCP Server
network. & [ Fiters

- Status

AP List: | The choices include All, Valid, Neighbor, ]
Rogue, and New.

B Type Band CH SSID Last Seen Status

[ Set as Yalid ] [ Set as Neighborhood ] [ Set as Rogue ] [ Set as Mew

(® Mark all New Access Points as Walid Access Points

O Mark all New Access Points as Rogue Access Points

\ Save )
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Wireless
Schedule:

Name:

Day(s):

All Day(s):

Wireless:

Schedule

The Wireless Schedule Settings window is used to add
and modify scheduling rules on the device. Click the
Apply button to let your changes take effect.

Use the pull-down menu to enable the device’s
scheduling feature.

Enter a name for the new scheduling rule in the
field provided.

Toggle the radio button between All Week and
Select Day(s). If the second option is selected,
check the specific days you want the rule to be
effective on.

Check this box to have your settings apply 24
hours a day.

Toggle the pull-down menu between Off and
On.

l:l Home

% Maintenance -

£
E

® Dap.1353
-3

- [ Basic Sattings

|- Advanced Settings
Performance
Mutti-=SI10
SLAM

Intrusion
Schedule

oS

DHCP Server
- Filters

- [ Status

DAP-1353

®! Help

’.] Lagout

Wireless Schedule

Add Schedule Rule
Name I

Day(s) Al \Week

Select Day(s)

All Drav(s)

Start Time [ :[ ] thourminute, 24 haur time)
End Time I:l = I:l thour:minute, 24 hour time)
Wiraless ol

Schedule Rule List

Wireless Edit  Delete

Mame Time Frame
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Quality of Service (QoS) enhances the experience of
using a network by prioritizing the traffic of different
applications.

DAP-1353

2 Logout ® Help

:DAP-1353
[J---‘g‘.easic Settings i i —
A QoS Rule identifies a specific message flow and c]..g;:-ﬂd"iﬂiizg?fgngs _Qaic o
assigns a priority to that flow. For most applications, I\;ﬂLAN e
the priority classifiers ensure the right priorities and Screa Automatc ettt matched by anging el
specific QoS Rules are not required. B o
- Status ::;‘:; |. |
QoS supports overlaps between rules. If more than Protocol "
one rule matches a specific message flow, the rule Hast1 1P Range N

with the highest priority will be used.

Host 2 IP Range
Host 2 Port Range

| |
Host1 Part Range [ -] |
| |
| |

QoS (Quality of | Enable this option if you want to allow QoS to T E—

service): prlorltlze your trafflc Protocal |
Priority Classifiers. Ports

Edit Del

Mame Pricrity Host 1 IP Range Host 2 IP Range

HTTP: | Allows the access point to recognize HTTP
transfers for many common audio and video
streams and prioritize them above other traffic.
Such streams are frequently used by digital (_sae )
media players.

Automatic: | When enabled, this option causes the access point to automatically attempt to prioritize traffic streams that it doesn’t
otherwise recognize, based on the behavior that the streams exhibit. This acts to de-prioritize streams that exhibit bulk
transfer characteristics, such as file transfers, while leaving interactive traffic, such as gaming or VolP, running at a normal
priority.
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Name:
Priority:

Protocol:

Host 1 IP Range:

Host 1 Port
Range:

Host 2 IP Range:

Host 2 Port
Range:

Enter a name for the new QoS rule in the field provided.
Use the pull-down menu to select the desired priority: Background (BK), Best Effort (BE), Video (VI), or Voice (VO).

Use the pull-down menu to choose the appropriate protocol used by the messages: Any, TCP, UDP, Both, IMCP, or
Other.

The rule applies to a flow of messages for which one computer’s IP address falls within the range set here.

The rule applies to a flow of messages for which host 1’s port number is within the range set here when the Protocol is set
to TCP, UDP, or Both.

The rule applies to a flow of messages for which the other computer’s IP address falls within the range set here.

The rule applies to a flow of messages for which host 2’s port number is within the range set here when the Protocol is set
to TCP, UDP, or Both.
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DHCP Server
Dynamic Pool Settings

The DHCP address pool defines the range of the
IP address that can be assigned to stations in the
network. A Dynamic Pool allows wireless stations |-~

to receive an available IP with lease time control. If  |= @sasc st

DAP-1353

Dynamic Pool Settings

. . . - Advanced Settings DHCP Server Control
needed or required in the network, the DAP-1353 is - Portormance Function EnableiDisable =T
capable of acting as a DHCP server. - o s o ]
B ZCO’;"“'E The Range of Paol (1-254) R
El-{# DHCP Server Subnet Mask less.zs5.255.0 |
Function Enable/ | Dynamic Host Configuration Protocol (DHCP) S remicPodaetig | | cateway E—
Disable: | assigns dynamic IP addresses to devices on | B Gument g it || wiNs | —
the network. This protocol simplifies network | o bNS —
management and allows new wireless devices S ko
to receive IP addresses automatically without keass el debiil g T
the need to manually assign new IP addresses. P

Select Enable to allow the DAP-1353 to function
as a DHCP server.

IP Assigned | Inputthefirst IP address available for assignment
From: | on your network.

The Range of | Enter the number of IP addresses available for
Pool (1-254): | assignment. IP addresses are increments of the IP address specified in the “IP Assigned From” field.

Subnet Mask: | All devices in the network must have the same subnet mask to communicate. Enter the submask for the network here.

Gateway: = Enter the IP address of the gateway on the network.

WINS: = Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that
determines the IP address of a network computer that has a dynamically assigned IP address.
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DNS: | Enter the IP address of the Domain Name System (DNS) server. The DNS server translates domain names such as
www.dlink.com into IP addresses.

Domain Name: = Enter the domain name of the network, if applicable. (An example of a domain name is: www.dlink.com.)

Lease Time | The lease time is the period of time before the DHCP server will assign new IP addresses.
(60-31536000 sec):
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Static Pool Setting

The DHCP address pool defines the range of IP ; S
addresses that can be assigned to stations on the )
network. A static pool allows specific wireless stations T

Static Pool Settin&s

H H H H [EI‘-[.’iBasic Settings
to receive a fixed IP without time control. 5 @ hcwreed st ———
= ;Z:f;;fgce Function Enable/Disable [pisable +|
..... = LA Static pool setting
Function Enable/ = Dynamic Host Configuration Protocol (DHCP) B IR —
Disable: ' assigns IP addresses to wireless devices on | - = cos SR I
the network. This protocol simplifies network T s Il BN En B Em .
management and allows new wireless devices i | A
to receive IP addresses automatically without -8 Fiers iy I—
: - Status Wins i———i
the need to manually assign IP addresses.
DNS [ —)
Select Enable to allow the DAP-1353 to S — e —

function as a DHCP server.

R
 sawe )

Cornputer Mame 55 Edit Delete

Assigned IP: | Use the Static Pool Settings to assign the same
IP address to a device every time you start up.
The IP addresses assigned in the Static Pool
list must NOT be in the same IP range as the
Dynamic Pool. After you have assigned a static
IP address to a device via its MAC address, click
Apply; the device will appear in the Assigned
Static Pool at the bottom of the screen. You can
edit or delete the device in this list.

Assigned MAC = Enter the MAC address of the device requesting association here.
Address:

Subnet Mask: = Define the submask of the IP address specified in the “IP Assigned From” field.
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Gateway: = Specify the Gateway address for the wireless network.

WINS: @ Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that
determines the IP address of a network computer with a dynamically assigned IP address, if applicable.

DNS: | Enter the Domain Name System (DNS) server address for the wireless network. The DNS server translates domain names
such as www.dlink.com into |P addresses.

Domain Name: | Specify the domain name for the network.
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Current IP Mapping List

This window displays information about the current ; DAP-1353
assigned DHCP dynamic and static IP address pools. e _
This information is available when you enable DHCP T :
the AP d . d . d static IP £ GBBasic Settings Current IP List
Server On e an aSSIgn ynam|C an S a IC El{@ ddvanced Settings Current DHCP Dynamic Pools
add ress pool S. : ;Z:f;g?;ce Host Mame  Binding MAC Address Assigned [P Address
Current DHCP | These are IP address pools the DHCP server j o Current DHCP Static Pools _ _
R . . . . . il ~eIEUIe Haost Wame  Binding MAC Address &ssigned IP Address
Dynamic Profile: = has assigned using the dynamic pool setting. L;: o
Binding MAC | The MAC address of a device on the network 2l I
Address: | thatis assigned an IP address from the DHCP |, S50
dynamic pool.
Assigned IP | The current corresponding DHCP-assigned IP
Address: address of the device.
Lease Time: | The length of time that the dynamic IP address
will be valid.
Current DHCP | These are the IP address pools of the DHCP
Static Pools: | server assigned through the static pool
settings.
Binding MAC | The MAC address of a device on the network that is within the DHCP static IP address pool.
Address:
Assigned IP | The current corresponding DHCP-assigned static IP address of the device.
Address:
Binding MAC = The MAC address of a device on the network that is assigned an |IP address from the DHCP dynamic pool.
Address:
Assigned IP = The current corresponding DHCP-assigned static IP address of the device.
Address:
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Wireless Band:

Access Control
List:

MAC Address:

MAC Address
List:

Wireless MAC ACL

Displays the current wireless band rate.

Select Disable to disable the filters function.
Select Accept to accept only those devices
with MAC addresses in the Access Control
List. All other devices not on the list will be
rejected.

Select Reject to reject the devices with MAC
addresses on the Access Control List. All other
devices not on the list will be accepted.

Enter each MAC address that you wish to
include in your filter list, and click Apply.

When you enter a MAC address, it appears
in this list. Highlight a MAC address and click
Delete to remove it from this list.

Filters

® DAP-1353
-8 Basic Settings
B nced Settings

[ DHCP Server
E-§@# Filters
e 2 Wireless MAC ACL
e 2 WLAN Partition
B[ Status

DAP-1353

Access Control List

MAC Address

MAC Address

Current Client Information
MAC Address

Wireless Band

C B L] € aaa

Delete

Band Authentication

Signal Add
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Wireless Band:

Internal Station
Connection:

Ethernet WLAN
Access:

WLAN Partition

Displays the current wireless band rate.

The default value is Enable, which allows
stations to inter-communicate by connecting to
a target AP. When disabled, wireless stations
cannot exchange data through the AP.

The default is Enable. When disabled, all data
from the Ethernet to associated wireless devices
will be blocked. Wireless devices can still send
data to the Ethernet.

DAP-1353

Logout ®) Help

® Dap3s3
N

- [ Basic Settings
=i sdvanced Settings Wiireless Band 2.4GHz
Performance
MUHi-SSID Link Integrity Disable v/
WLAN : T s .
Internal Station Connection Enable %
Intruzion Ilt__l
Schedule Ethernet to WLAN Access Enatle v |
Gns
o DHCP Server ———
L Save )

- [ Status

E|{G Filters

] Wireless MAC ACL
2] WLAN Partition
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Home > Status
Device Information

Device This read-only window displays the configuration
Information: | settings of the DAP-13583, including the firmware
version and the device's MAC address.

DAP-1353

& Ma . I uration = 1 2 Logout ® Help

® Dap-1353

(-8 Basic Settings
B Advanced Settings

Firmware erun.l:ll:l

Ethernet MAC Address: 00:22:h0:de:5a67
Wireless MAC Address: Frimary; 00:22:b0:dc:52:67
SSID1~3: 02:22:h0:de: 5367 ~ 06:22:h0:de:5a:67

Ethernet

1§58 DHCP Server IP Address 192.168.0.50

-8 Filters Subnet Mask 255.255.255.0

@ Status
- =) Device Information Gl EY: Rl
liert Information Wireless (2.4GHz)

----- = WWDS Information Metwork Mame (35100 dlink

- Stats - | 5

[]...G Log anne
Data Rate Allta
Security Mone
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Client Information

Client This window displays the wireless client DAP-1353
Information: | information for clients currently connected to —ETE B Tesont
the DAP-13583.

{ Ma - { i elp
™ nap1353 " ;
P ) Client Information
[+ Basic Settings

Bl sdvanced Settings Client Information Station association (2.4GHz) : 0
----- = Performance

Band Authentication Signal

e WLAN

| Intrusion

-5 Schedule

o5 Q0S

- DHCP Server

- Filters

E-f Status

----- = Device Information

SSID: | Displays the SSID of the client. | - B o o
..... = WDS Information

- Stats

MAC: | Displays the MAC address of the client. e

The following information is available for each client
communicating with the DAP-1353.

Band: | Displays the wireless band that the client is
connected to.

Authentication: | Displays the type of authentication being
used.

Signal: | Displays the client's signal strength.

Power Saving | Displays the status of the power saving feature.
Mode:
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WDS Information

WDS ' This window displays the Wireless Distribution
Information: = System information for clients currently
connected to the DAP-13583.

The following information is available for each client
communicating with the DAP-1353.

Name: | Displays the SSID of the client.
MAC: | Displays the MAC address of the client.

Authentication: = Displays the type of authentication being
used.

Signal: | Displays the client's signal strength.

Status: | Displays the status of the power saving
feature.

DAP-1353

Logout ® Help

% Ma ance = ration
" DaP-1353 .
e ) WDS Information
[+ Basic Settings

Bl Advanced Settings wWDS Information Channel : 2 (2.417 GHz)

----- = Performance MName Authentication Signal
----- = Multi-SSID

..... = wLan

----- = Intrusion

----- = Scheduls

..... == QoS

-8 DHCP Server
[ Filters

=g Status

----- = Device Information

----- = Client Information
----- =] WDS Information
B[ Stats

B[ Log
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Stats
Ethernet

Ethernet Traffic | This page displays transmitted and received & DAP-1353
Statistics: | count statistics for packets and bytes. T TS T —— B o e
:‘ D&P-1353
(-8 Basic Setti -
[J--W'A;rl;nceedlggsttings

erformance Transmitted Count

uti-SSID Transmitted Packet Count 3988
LAM

G Transmitted Bytes Count 4310733
chedule Dropped Packet Count 1]

[]...é DHCE Server Received Count

=-f@ Filters Received Packet Count 29082
E-pstatus Received Bytes Count 9470276

= Device Information
lient Information Dropped Packet Count 1]

D-Link DAP-1353 User Manual 49



Section 3 - Configuration

WLAN Traffic

Statistics:

This page displays wireless network statistics
for data throughput, transmitted and received
frames, and frame errors.

™ 04p1353

~

- Basic Settings

El-f@ Advanced Settings

= Performance

hulti-SSI0

SLAM

Intrusion

Schedule

Gos

- DHCP Server

- Filters

El-{@ Status
= Device Information

Cliert Information

WS Information

DAP-1353

Transmitted Count
Transmitted Packet Count

Transmitted Bytes Count
Dropped Packet Count

Transmitted Retry Count
Received Count
Received Packet Count

Received Bytes Count

Dropped Packet Count
Received CRC Count

Received Decryption Errar Count
Received MIC Error Count

Received PHY Error Count

2343
214707
24115
]

23
13470

81270

29194
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Log
View Log

View Log: | The AP’s embedded memory displays system
and network messages including a time
stamp and message type. The log information e =
includes but is not limited to the following | gesse settings Miewlog |

items: cold start AP, upgrading firmware, i ool o

D_Link DAP-1353

" Maintenance ~ B Corfiguration - w5 E] Logout ® Help

. . . . . Page 1 of 0
client associate and disassociate with AP,
and web login. The web page holds up to - Priontty SRR
500 logs.
- DHCP Server
- Filters
=@ Status

Device Information
Client Information
DS Information
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Log Settings

Log Server/IP | Enter the IP address of the server you would 2 DAP-1363
AddreSS: Ilke to Send the DAP-1353 Iog to f_?i"lzn'nellll!i'%uemaru:e - .. Configuration = s g m Logout f_-f_:'l Help
Log Type: = Check the box for the type of activity youwant | Eaac=ore

Bl tdvanced Settings
to log. There are three types: System Activity,

----- = Performance Log Settings
: P AL | B A 2 Muli-SZID Log Server/ P Address [ ]
Wireless Activity, and Notice. - oo

Systern Activity

Wireless Activity
- [ DHCP Server Motice
-8 Filters
B4 Status

----- = Device Information

Save J
| Cliert Information
- =] WD'S Information

B Stats

7 Log Seftings
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Maintenance
Administrator Settings

Check one or more of the five main categories to S
display the various hidden administrator parameters et em——"
and settings displayed on the next five pages. '

" pap.1353
-

- [ Basic Settings —— e —.|
P
----- = Muli-53I0 :
.....
----- = Intrusion
-----
..... 3 20 e
#-fi Filters ——————————
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Limit Administrator

Each of the five main categories display various
hidden administrator parameters and settings.

Limit
Administrator
VLAN ID:

Limit
Administrator

IP:

IP Range:

Check the box provided and the enter the
specific VLAN ID that the administrator will be
allowed to log in from.

Check to enable the Limit Administrator IP
address.

Enter the IP address range that the administrator
will be allowed to log in from and then click the
Add button.

DAP-1353

H- i Basic Settings
|- Advanced Settings

= Device Information

Administration se

[tings

Limit Administrator

Lirnit Admministrator YLAN (D ClEnable [ |

Limit Administratar [P [] Enatle

IP Range Frarm: | | 7o

Delete

System Name Settings B
Login Settings B

Console Settings B
SNMP Settings B

Save
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System Name Settings

Each of the five main categories display various
hidden administrator parameters and settings.

System Name: = The name of the device. The default name is

D-Link DAP-1353.

Location: = The physical location of the device, e.g. 72nd

Floor, D-Link HQ.

£
E

® 04p.1353
-

+- [l Basic Settings
- Advanced Settings

£
B

----- = Perfarmance
..... = Muti-S2ID

..... = Intrusion
..... = Schedule

- DHCP Server
- Filters

E-f@ Status

----- = Device Information
----- = Cligrt Infarmation
----- = WD'S Information
1§ Stats

o % Fthernet

- = iew Log

...... % Log Seftings

DAP-1353

Limit Administrator B

System Name Settings

Syster Narme
Location L ]

Login Settings B
Console Settings W
SNMP Settings B

Save )
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Login Settings

Each of the five main categories display various
hidden administrator parameters and settings.

User Name:

0ld Password:

New Password:

Enter a user name. The default is admin.

When changing your password, enter the old
password here.

When changing your password, enter the new
password here. The password is case-sensitive.
“A” is a different character than “a.” The length
should be between 0 and 12 characters.

" hap1353

-

[ [ Basic Settings

Bl Advanced Settings
----- = Performance

2 Muti-SSID

= yLAN

----- = Intrusion

----- = Schedule

[#-f DHCP Server
[ Filtars
B Status

----- =/ Device Information

DAP-1353

System Name Settings B

Login Settings

admin

Login Mame

Old Password

MNew Password

Confirm Password

Console Settings B
SNMP Settings H

= Log Settings (T\
Confirm  Enter the new password a second time for
Password: | confirmation purposes.
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Console Settings

Each of the five main categories display various
hidden administrator parameters and settings.

DAP-1353

. E] Lagout

* DAP-1353
i
[+ [ Basic Settings

Status: = Status is enabled by default. Uncheck the box | = i@advanced settings

to disable the console.

|
Console @Select the type of protocol you would like to 13-t .
Protocol: @ use, Telnet or SSH. H_Egtiters ctatus ——

= Device Information Console Protocol ® Telnet O g8H

Timeout: | Setto 1 Min, 3 Mins, 5 Mins, 10 Mins, 15 Mins dlel

or Never.

SNMP Settings B

Save

4| Log Settings
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SNMP Settings

Each of the five main categories display various . AN %
hidden administrator parameters and settings. E‘L— _— -

& Home B Configuration ~ E B Logout

® Dap1353
-
(- [ Basic Settings

Status: = Check the box to enable the SNMP functions. | &advnced seting:
This is enabled by default. il e

.

Public = Enter the public SNMP community string. cB s e

Community - Filters
P Bl Status SNMP Settings
Strlng' = Device Information
B Status Enable

Public Commriunity String
Private Community String

Private = Enter the private SNMP community string.

Community ]
- . B View Log Save )
Strlng' "2 Log Seftings
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Section 3 - Configuration

Upload Firmware
From Local Hard
Drive:

Upload SSL
Certification
From Local Hard
Drive:

Firmware and SSL Certification Upload

The current firmware version is displayed
above the file location field. After downloading
the most recent version of firmware for the
DAP-1353 from http://support.dlink.com to
your local computer, use the Browse button to
locate the firmware file on your computer. Click
Upload to update the firmware version. Please
don’t turn the power off while upgrading.

Click Browse to locate the SSL Certification
file on your local computer. After selecting and
opening the file, click Upload to upload the file
to the DAP-1353.

DAP-1353

Logout

" DAP-1353
IZ:I'---E;EIasic Settings
EJ--iB'AEvanced Settings Update Firmware From Local Hard Drive

g Performance Firmware Version 3.00

= MU-SSID
2 LAN

- = Intrusion
- =] Schedule
2 G0S
Uh' DHCP Server Update 5SL Certification From Local Hard Drive
- Filters
=@ Status : :
.2 Device Infarmation Upload Certificate Fram File : | | Browss. | Upload
- = Client Infarmation
- 2 WS Information
E-j@ Stats

i = Ethernet Upload Key Fram File ;
WLAN

=)

: Wi Log
E=—1 Log Seftings

Upload Firmware From File : | || Biowse. | Upload
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Configuration File

Upload File: = Click the Browse button to locate a previously DAP-1353
saved configuration file on your local computer.
After selecting the file, click Upload to apply the

& Home " Maintenance - ™ Configuration 2 Logout # Help

-
configuration settings to the DAP-1353. c#--:\;a_;is;emngs TS
D"?:ﬁvapzrcfi?miiz:ngs Upload Configuration File
- = MU-S3ID ]
Download | Click Download to save the current DAP-1353 e e
Configuration = configuration to your local computer. Note -8 schedue Download Configuration File
File: | that if you save one configuration with the 8 DHcP Senver
administrator's password now, after resetting |- Some road Setings o Loca e e
your DAP-1353, and then updatingto thissaved | Ll
configuration file, the password will be gone. Sl e et

= Log Settings
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Section 3 - Configuration

Current Time:

Time Zone:

Enable Daylight
Saving:

Daylight Saving
Offset:

Daylight Saving
Dates:

Enable NTP
Server:

NTP Server:

Set the Date and
Time Manually:

Time and Date

Displays the current time and date settings.

Use the pull-down menu to select your correct
Time Zone.

Check the box to Enable Daylight Saving Time.

Use the pull-down menu to select the correct
Daylight Saving period.

Use the pull-down menu to select the correct
Daylight Saving offset.

Check to enable the AP to get system time from
an NTP server.

Enter the NTP server IP address.

You can either manually set the time for your
AP here, or you can click the Copy Your
Computer’s Time Settings button to copy the
time from the computer you are using (Make
sure that the computer’s time is set correctly).

D'Lillk

¢ Veo xr

% Maintenance - -.

= papasd
5 jiDasic Settngs
Bl Achvorwod Sl
o Performance
5 Wha-ESD
B vLAM
f wrtrusion
N SrEeian
B s
- DR Servir
+- i Fiters
=i atatus
N Dervive Idoemmation
5 Chert irnreadion
T VDS Inomnaion
+ @ Stats
® Cireerrest

Gurnent Timn

Time Zone

Eniabli Diwdight Saning
Draplight Saveng Oflsat

Daylignt Savng Labas

Comfiguration =

O10142000 04 40 55

(eshn-tE0) Pacific Tine (LG B Cansda); Toisns

DAP-1353

W

Month  Week Dy of Wesk  Current Tima

CET Slart
CrsT End

Automatic Time Configuration

Enablé NTF Senver O
MTP Sarraer
Set the Date and Time Manually

Year  [z09 Month  Ma = [Day [18 =]
Late And Time = s =

Hoe 19 Ly e 55 Soxored 15

r_ Cogry Vour Compuber's Time Seftings ]

{ Sawm )
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Section 3 - Configuration

System
System Settings

Restart the | Click Restart to restart the DAP-1353. 1 Bi1a
DEViCﬂ: &  Home " Maintenance « ) L% em 2 Logout ®) Help

8 Dap-1353
- [ Basic Settings

Restore to = Click Restore to restore the DAP-1353 back &1 {@ Advanced Settings _
Factory Default | to factory default settings. | e Fesar the pavee
Settings:

WLAN
Intruzion Restore to Factory Default Settings
Schedule
QoS
o DHCP Server
-8 Filters
= Status
- = Device Information
- = Client Informatian
- = WDS Information
- Stats
Ethernet
LA
B Log

e 2 Wi Log
= Log Seftings
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Section 3 - Configuration

Help: = Scroll down the Help page for topics and
explanations.

Help
(Basiesetings

Ao you o changs the wirskass £attings to fit an sxting winsless netwark orto Customize your wireless natwark,
wireless Band

COparating Faguency bend, Chooss 2.4GHz for visblity to legacy devicss and for longar range, Chooss S0k for least intarference;
nterferance can burt performance. This AP will operate one band &t a time,

Midle
Sk o hurclion ook to configuen your wirsdiess ietwork. Funclion mocdes ncloce AP, WOS (Wi Distribeation Syshorm) with AP,
WIS and Wineless Chent. Funchion mades are deagrad B0 aupport vanous wielets natwnrk topoiogy and Applcations.

ratwork Name (S510)
Abso knoem as the Serice Set ldentifier, this i the name designated for @ specific wirsless local area network (WLAN)L The factory
default setting b “drk". The 5510 can be easdly chanped to connect to an existing wisless network of 1o establsh a new wireless

ritwirk.

SEIN Visdhilily
Indcata whethor or nof the SSI0of your winslass netwiork will be broadcacted. The defallt value of SSI0 Weablity st 1o Enabin,®
wiich dlicow wingass chents to datect the winslass network. By changing this setting to Tieabls, " wirslass dhants can no longer datact
the wirgless network and can only connect (f they have the comect SSI0 entered,

auto Chanmel Selection
BT o chapck By Charrdd Scan, enrylime wihor AP B Booling v, U AP will Julormaticaly fird Ul bost charrdd W wse. This i
cruabinad by chedl.

el
Inchcata the charmeal setting for the DAP-1353. By default, the AP 15 set to Auto Channel Scan. Tha Channel can be changed to fit the
channel setting fior an exdsting winsless netwiork o to customize the wireless network.

Chanmnel Width
Abgrers you Lo sslech the charrel witlth you woulkd Boe U0 operabe in, Select 2008 # you are nod using arry D02, 1 1n winsless chenils,
Auto 20808 dorees your [o e Bath 30221 10 and non-802. 110 winsess dindces in your nelwiork:

Bt henticalion
For added seounty on a wireless network, data encryphion can be enabled, Thare ane sewerdl avadable Authenticatons type can be
selacted. The default value for Authentication is set to "Open System”.

Open System
For Open System authantication, only the wineless dients with the same WEF key wil be able to communicate on the wirslass netwirk.
Thar Accres Poird will neman sl to ol desioes o Ehie restweork.

Shared Ky
mmmmmiha.ﬂmassMmthmmhmﬂmmmﬂm:aﬂmhmm:d&m:mmam
came WEP key.

WPa Permd,ﬂ'mnz Fermni,."'.ll'P.l. Auto-Personal
WA Protected Access authoripes and authenticates users onko the wireless network. 1t uses TKIP encryption to prokect the network
Ehwowagh thare weae of O poce-sharnd boone., WPA arcd WPAS uras ciffrsenl algost b, WPA-Subo alicrees both WRA, and WPAZ.

WRA-Enlerpriva WRAZ-Fnlerprisey” WPS -8l o-Folbergrise

WA Frotected Access authormes and authantcates wers onto the wirsless natwork. WHA Wes stronger secunity than WER and s

based on & key that changes autormatically at a regular intardl, [ requines & RADILS sarver in the network, WA and WAL wes
ffement sporithm. WPA-Auto slows both WA and WPAZ.

Network Access Protection

Hibwork Acory Protiction [MAP) & o featurs of SWindoes Semair 2008, NAP conbroks acorss Do rebwork peecnrces bused on a cliont
cornpratir's Khentity s cormpiinon with compoeate govirraec polcy. MaP o network admrstrstons o defre gorede bk of
retwirk acceds basad on who a diant &5, the groups 1o which the deant belongs, and the degrea to which that chent i compliant with
corporate govemnance polcy. IF 3 ceent B not comelant, MAP provides a mechanism to automaticaly bing the chent back into compliance
and then dynamicaly iIncrease It level of nebwork acoess.
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DAP-1353.
Read the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If
you have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link access point (192.168.0.50 for example), you are not connecting to a
website on the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the
device itself. Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 7.0 or higher
* Netscape 9.0 or higher
* Firefox 3.0 or higher

» Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link access point in the
address bar. This should open the login page for your the web management.

* |f you still cannot access the configuration, unplug the power to the access point for 10 seconds and plug back in.
Wait about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a
different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your access point. Unfortunately, this process will change all your settings
back to the factory defaults.

To reset the access point, locate the reset button (hole) on the rear panel of the unit. With the access point powered
on, use a paperclip to hold the button down for 10 seconds. Release the button and the access point will go through
its reboot process. Wait about 30 seconds to access the access point. The default IP address is 192.168.0.50. When
logging in, the username is admin and leave the password box empty.
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Appendix B - Networking Basics

Networking Basics

Check your IP address

After you install your network adapter, by default, the TCP/IP settings should be set to obtain an IP address from a
DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

. . o (CYWINDOWS\system 32'cmd.exe
At the prompt, type ipconfig and press Enter. Microsoft Windows AP [Uersion 5.1.2600]

{C> Gopyright 1985-2881 Microsoft Corp.

ThIS Wl” dISp|ay the IP addreSS, SUbnet maSk, and C:~Documents and Settings>ipconfig
the default gateway of your adapter. pindous IF Configuration

Ethernet adapter Local Area Connection:

If the address is 0.0.0.0, check your adapter b haduacn Specilic DNS Sulbix - & aib s 114
installation, security settings, and the settings Default Gatewad :

on your router. Some firewall software programs ittt

may block a DHCP request on newly installed

adapters.

If you are connecting to a wireless network at a
hotspot (e.g. hotel, coffee shop, airport), please contact an employee or administrator to verify their wireless network
settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1

Windows® 2000: Click on Start > Settings > Control Panel > Network Connections

Windows XP: Click on Start > Control Panel > Network Connections

Windows Vista®: Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
network connections

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4

Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X where X is a number between
2 and 99. Make sure that the number you choose is not in use on the network. Set Default Gateway the same as the
LAN IP address of your router (192.168.0.1).
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Set Primary DNS the same as the LAN IP address of your router
(192.168.0.1). The Secondary DNS is not needed or you may
enter a DNS server from your ISP.

Step 5
Click OK twice to save your settings.

-

Internet Protocol Version 4 (TCP/IPvd) Properties BRI

General

You can get IP settings assigned automatbcally if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate [P cattings.

Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 .168. 0 . 52
Subnet mask: 255 .255.255. O
Default gateway: 192.1688. 0 . 1

@ Use the following DNS server addresses:
Preferred DNS server: 192 .,168. 0 . 4

Alternate DNS server:

| Advanced... |

o [ concd ]
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Standards
e |[EEE 802.11b
« [EEE 802.11g
e |[EEE 802.11n (draft)
* |[EEE 802.3
 |EEE 802.3u
* |EEE 802.3ab

Network Management

e Web Browser interface
HTTP
Secure HTTP (HTTPS)

* AP Manager Il

* SNMP Support
D-View Module
Private MIB

e Command Line Interface
Telnet
Secure SSH Telnet

Data Rates*
For 802.11b:
*11,5.5,2, and 1 Mbps
For 802.11¢g:

* 54, 48, 36, 24, 18, 12, 9, and 6 Mbps

For 802.11n (draft):
HT20/HT40

* 144.4/300, 130/270, 117/243, 104/216, 78/162, 66/135, 58.5/121.5,
52/108, 39/81, 26/54, 19.5/40.5, 12/27, and 6.5/13.5 Mbps

Technical Specifications

¢ SSID Broadcast Disable
* MAC Address Access Control

Wireless Frequency Range
¢ 2.41t02.4835 GHz
Operating Voltage
e 5V/2.5A

Radio and Modulation Type
For 802.11g/n:

BPSK, QPSK, 16QAM, and 64QAM with OFDM
For 802.11b:

DQPSK, DBPSK, DSSS, and CCK

Operating Frequency**
For 802.11b/g:
2.4 ~2.4835 GHz
For 802.11n:
2.4 GHz Band: 2.4 ~ 2.4835 GHz

Dipole Antenna
* 3dBi Gain @2.4 GHz

Transmit Output Power (at Antenna Connector)
* 18dBm @ 2.4GHz

Max Power Consumption

. *10.5W
Security
e WPA™ Personal/Enterprise LEDs
e WPA2™ Personal/Enterprise « Power
* WEP™ 64-/128-bit « LAN

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
factors will adversely affect wireless signal range.
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*2.4GHz

Temperature
* Operating: 0°C to 40°C
* Storing: -20°C to 65°C

Humidity
* Operating: 10%~90% (non-condensing)
* Storing: 5%~95% (non-condensing)

Certifications
¢ FCC Class B
*CE
°|IC
e C-Tick
* CSA
e WiFi

Dimensions
e =198 mm
eW=123 mm
eH=32mm

**Please note that operating frequency ranges vary depending on the regulations of individual countries and jurisdictions. The DAP-1353 isn’t supported in the 5.25~5.35 GHz and 5.47 ~ 5.725 GHz frequency
ranges in some regions.
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