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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens BeepneHue

NMABA 1. BBEOEHUE

Aydumopusi u codepxaHue

B nanHOM pykoBoACTBE mpuBoauTCs onucaHue nosropurens DAP-1610, nopsaok HacTpoWku U
PEKOMEHALINH 110 €0 UCTIOJIb30BaHMIO.

HaCTOHIJ_ICC PYKOBOACTBO IIPEAHA3HAYUCHO JIA HOJ'IB?»OBaTCJ'ICI‘/‘I, 3HAaKOMbIX C OCHOBHBIMHU
IMpUHOUIIAMKX OpraHu3aluun CeTefI, KOTOPBIC CO3AAa0T AOMAIIHIOKO JIOKAJIBbHYIO CETh, a TaKXKCE
CUCTCMHBIX AIMUHUCTPATOPOB, KOTOPBIC YCTAHABIMBAIOT U HACTPANUBAIOT CCTU B O(I)PIC&X KOMIIaHUM.

YcnoeHble 0603HavYeHust

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT JOKYMEHTA.

Ilpeosapumenvnasn
Ccplka Ha TIaBy WM pa3/iell JAHHOTO PYKOBOJICTBA MOJIb30BATEIIS.
noozomoeka

«Kpamxkoe pykoeoocmeo
Ccbuika Ha JOKYMEHT.

no ycmamnogke»

A3MEHUTE Ha3zBaHue pasznena MeHIO, IMyHKTa MEHIO, KaKOro-m0o 3JaeMeHTa
web-unTepdeiica (mmosne, Gpraxok, NepekIodaresb, KHOMKa U Tp.).

192.168.0.50 TekcT, KOTOPBI HEOOXOIUMO BBECTH B YKa3aHHOE TOJIE.

Baxnas wuHpOpMamusa, Ha KOTOPYIO HEOOXOOMMO OOpaTUTh

' HNudopmarus
[ ]

BHHMMAHHC.

Cmpykmypa OoKymeHma

I'nasa 1 conepXUT CBEEHUS O HA3HAUEHUU M OpraHU3alluu JOKyMEHTA.

Tnasa 2 conepXUT ONUCAHUE TEXHUYECKUX XapakTepucTuk mnoBtoputens DAP-1610 u ero
BHEIIHETO BHU/IA, & TAK)KE NIEPEUHUCIICHUE CONEPKUMOT0 KOMIIEKTA ITOCTABKHU.

Inasa 3 onuceiBaeT mnponecc yctaHoBKU noBToputenss DAP-1610 u HacTpoiiku KoMIbroTepa st
MOJKITIOUEHUs K web-unTepdeiicy ycTpoicTaa.

I'naea 4 conepxut MoaPOOHOE ONMMCAHKUE BCEX pa3/ie]IoB MeHIO web-uHTepdeiica.

I'naea 5 copepuT peKoMeHJAIMK MO Oe30MmacHOMYy HCIoJib3oBaHuio moBTopuTenst DAP-1610 u
COBETEHI 110 TIOCTPOCHHIO OECITPOBOIHOM CETH.

Inasa 6 COACPIKUT CITMCOK COKpaIIIeHHfI, HCIIOJIb3YEMBIX B HACTOAIICM PYKOBOACTBC ITOJIb30BATCIIA.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens 0630p noBTOPUTENSA

MABA 2. OB3OP NOBTOPUTENA

O6uwee onucaHue

YerpoiictBo DAP-1610 npeacraBnser co6oii 6ecripoBoIHON TOBTOPUTENb, KOTOPBIN 103BOIUT Bam
YBEJIMYUTh paauyc JeHcTBUusi OecripoBoaHoil cetu. I[loBTopuTens mojuep:kuBaeT paboTy ¢
ycrpoiictBamu ctanaaptoB 802.11a, 802.11b, 802.11g, 802.11n u 802.1lac (co CKOPOCTbHIO
GecrpoBoaHOrO coeauuenus a0 1167 Moéur/c)'. OnHoBpemenHas paboTa B auanasonax 2,4 I'Tu u
5 I'T1; mO3BOJISIET UCTIONIE30BaTh OECIIPOBOIHYIO CETh ISl IIUPOKOTO Kpyra 3aad.

B ycTpolicTBe peann3zoBaHO MHOXKECTBO (DyHKIMHA Juisi OecripoBOIHOTO MHTEpderica. YCTpoHCTBO
MOJ/ICP)KUBAET HECKONbKO cTaHmaptoB Oe3omacHoctu (WEP, WPA/WPA2), cdunsrpammo
MOJKITI0YaeMbIX ycTpoiicTB mo MAC-aznpecy, HECKOJIBKO PEKUMOB pabOThl (MOBTOPUTENb, KIIUEHT,
TOUKA JIOCTYTIA), @ TAaK)Ke MO3BOJISIET UCHOIb30BaTh TexHoiaoruu WPS u WMM.

OyHKIMA WHTEIUIEKTyaIbHOTO pactpenenenus Wi-Fi-kimueHToB OymeT Tmone3Ha i CeTeH,
COCTOSIIIIUX W3 HECKOJBKUX TOYEK JocTyma Wi mapuipytuzaropoB D-Link — HacTtpouB paboty
byHKIIMM HAa KaXIOM H3 HUX, Bbl obecrneunte NOAKIIOUEHHE KIMEHTa K TOYKE JOCTyIa
(MapuIpyTHU3aTOpy, HOBTOPUTEINIO) C MAKCUMAIILHBIM YPOBHEM CUTHATA.

becnipoBoanoii mosroputens DAP-1610 ocnamen LAN-mmoprom Fast Ethernet mist moaxmroueHus
MPOBOJHOTO KJIMEHTA WIH MOJKIIOUYECHHS K MPOBOJHOMY MapIIpyTH3ATOPY.

NHaukaTtop HATSIIHO MOKa3bIBAET YPOBEHb CHUTHANA OECIPOBOJHOM CETH, K KOTOPOM MOJKIIIOUEH
6ecnpoBoanoit nmoroputeab DAP-1610. biarogapst 3Tomy Bbl MOXkeTe JIerKo HAWTH JTyqIlIee MECTO
JJI pasMCIICHUA ITOBTOPUTECIIA.

Jns nactpoiiku nosroputenss DAP-1610 ucnonb3yercss npocToil U yIOoOHBIA BCTPOECHHBIN web-
uHTep(delc (T0CTYIEH Ha pPyCCKOM U aHIJTIMHCKOM f3BIKAX ).

Mactep HacTpoiiku mo3BonsieT ObicTpo mepeBectn DAP-1610 B pexuM TOYKH JOCTyTA,
MOBTOPHUTENSI WINM KIMEHTAa M 3aJaTh BCe HEOOXOQMMbIe HACTPOWKU ISl pabOThl B BBIOpaHHOM

PEKHUME 3a HCCKOJIBKO IMPOCTHIX MIAroB.

Tenepr Bwl nerko moxkere 0O0HOBUTH BcTpoeHHoe [1O — mpu Hanmuumu goctyma k WHTepHery
MOBTOPUTENh CaM HAaXOMUT IMpoBepeHHYI Bepcuto [0 Ha cepBepe oOHoBimeHuit D-Link u
YBEIOMIISIET TIOJIb30BATENSl O TOTOBHOCTH YCTAHOBHTH €TO.

1 o 300 Mowut/c B nuamazone 2,4 I'T'u u mo 867 Mowut/c B nrana3one 5 I'T.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTBo nonb3oBatens 0630p noBTOPUTENS

TexHu4Yeckue xapakmepucmuKku

AnnapaTHoe o6ecneyeHue

Mpoueccop . MT7628NN (575/580 MI'u)
OnepaTuBHas NamsTb . 64 MB, DDR2
Flash-namsatb . 8 MB, SPI

MHTtepdbeinchbl . Mopt LAN 10/100BASE-TX
WuavkaTopbl : Mutanne/WPS

YpoBeHb curHana Wi-Fi

KHonku . KHonka WPS ans yctaHoBkM 6eCnpoBOAHOMO COEAUHEHUSI
KHonka RESET ans Bo3BpaTta K 3aBOACKMM HacTponkam

AHTeHHa . [1Be BHeLUHME HECbEMHbIE aHTEHHbI C KoadduuneHTom ycuneuus 3 abu ans
24TTun2pbnognas5riTy

Cxema MIMO . 2x2

Pasbem nuTaHus . Bunka CEE 7/16 gnsi nogknoveHns K ceTn NepeMeHHOro Toka

MporpammHoe obecnevyeHune

CeTeBble chyHKLMMU : DHCP-cepsep

AsTOMaTuyeckoe nony4deHne LAN IP-agpeca

DNS relay

HacTtpolika ckopocTu, pexvma gynnekca n oyHKLUM ynpaBneHns noToKom
(flow control) B pexxume aBTOMaTn4eCcKoro cornacoBaHuns/PyyHas HacTporika
CKOPOCTU 1 pexwuma gynnekca ans Ethernet-nopta

DYHKUUN MeXCeTeBOoro 3KkpaHa . MAC-dunbTp

YnpaBneHue : Ooctyn k HacTpoikam no TELNET/WEB (HTTP/HTTPS)
Web-nHTepdeiic HacTpoWkn 1 ynpaBneHus Ha ABYX s3blkax (PYCCKWN 1
AHITIMNCKNI)

O6HosneHwne MO ycTponcTea vepes web-uHTepdeic

ABTOMaTUYeECKOE YBEAOMIIEHNE O HanuymMm Hoeou Bepcum MO

CoxpaHeHue 1 3arpy3ka KoHdurypaumm

Bo3MOXHOCTb nepeayum xypHana cobbITUI Ha yaarneHHbI cepBep
ABTOMaTMYecKasi CUHXPOHMU3aLUMsa cucTeMHoro BpemeHn ¢ NTP-cepsepom u
pyyHasi HacTpoiika AaTbl U BpeMeHU

YTunuta ping

YTunuTa traceroute

*  XapakTepHCTUKH YCTPOICTBA MOTYT M3MEHSThCS Oe3 yBemomieHus. CM. akTyalibHble Bepcuu BHyTpeHHero 110 u
COOTBETCTBYIOIIYIO JOKYMEHTAILMIO Ha caiite www.dlink.ru.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTBo nonb3oBatens 0630p noBTOPUTENS

MapameTpbl 6ecnpoBogHOro Moayns

CraHpapTbl : IEEE 802.11a/n/ac
IEEE 802.11b/g/n
Owvana3oH YyactoT . 2400 ~ 2483,5 MI'y,

5150 ~ 5350 MI'y
5650 ~ 5725 MI'y

BesonacHocTb 6ecnpoBogHOrO : WEP
coeAuHeHuA . WPA/WPA2 (Personal/Enterprise)
MAC-dunbTp

WPS (PBC/PIN)

[ononHutenbHble yHKLNK : Pexxum «knuneHT»

WMM (Wi-Fi QoS)

MHopmaums o noakntoyeHHbix Wi-F-knneHTax

PaclunpeHHble HacTpoliku

WHTennekryaneHoe pacnpeaeneHue Wi-Fi-knmeHToB

Moppepxka MBSSID

Mepunoanyeckoe ckaHMpoBaHWe KaHanoBs, aBTOMaTnyeckuin nepexoq Ha bonee
CBOBOAHbBIV KaHan

ABTOMaTMYECKOE COrnacoBaHWe LUMPWHBI KaHana C yCrnoBUAMU OKpyXatoLen
cpeabl (20/40 Coexistence)

CkopocTb 6ecnpoBOAHOro coeAMHeHUs : IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 n 54 M6ut/c

IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 u 54 M6uT/c

IEEE 802.11n: o1 6,5 go 300 M6ut/c (o1 MCS0 go MCS15)

IEEE 802.11ac (5 'Tu): ot 6,5 go 867 Mout/c (o1 MCSO0 go MCS9)

BbixogHas MOLWHOCTL NepeAaTymnka : 802.11a (Tnn4yHas Npu kKoMHaTHOM Temnepatype 25 °C)
17 obwm (+1 aB) npu 6 MéuTt/c

14 pbwm (£1 0b 54 MowuT/
MakcumanbHoe — 3HavyeHue  MoOwHocmu ABM (£1 AB) npu wrie

nepedam4yuka 6ydem u3MeHAMbCS 8
coomeemcmeuu c npasunamu
paduoyacmomHoeo  pea2ynuposaHus 8
Baweli cmpaHe

802.11g (TMNM4Has npu komHaTHon Temnepatype 25 °C)
16 nbm (+1 ab) npun 6, 9, 12, 18, 24, 36 M6ut/c
14 nbwm (1 gb) npun 48, 54 M6uTt/c

802.11n (TNnn4yHas Npu kKOMHaTHOM Temnepatype 25 °C)
2,4 TTu, HT20

16 obm (£1 ab) npyn MCS0~5

14 pbwm (1 gB) npn MCS6~7

2,4 TTu, HT40

15 obm (1 gb) npn MCS0~5

13 obm (1 gB) npn MCS6~7

802.11ac (TMnmM4Has npu KoMHaTHon Temneparype 25 °C)
17 obwm (£1 aB) npn MCSO0
13 obwm (1 aB) npn MCS9

CtpaHuua 7 n3 96




DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTBo nonb3oBarens

0630p noBTOPUTENSA

MapameTpbl 6ecnpoBogHOro Moayns

quCTBMTe.ﬂbHOCTb npuemMHUKa

802.11a (tunnyHasa npu PER < 10% Ana naketa pasmepom 1000 6aint npm

KOMHaTHou TemnepaType 25 °C)
-82 pbm npun 6 Méut/c

-81 obm npu 9 Méut/c

-79 pbm npu 12 MéuT/c

-77 pbm npu 18 MéuT/c

-74 pbwm npu 24 M6ut/c

-70 abm npn 36 M6ut/c

-66 obm npu 48 M6ut/c

-65 abm npu 54 Méut/c

802.11g (TunnuHasa npun PER < 10% ans naketa pasmepom 1000 6ant npwu

KOMHaTHou Temnepatype 25 °C)
-82 pbm npun 6 Méut/c

-81 pbm npun 9 Méut/c

-79 pbm npu 12 Méut/c

-77 pbm npu 18 MéuT/c

-74 pbm npu 24 MéuT/c

-70 obwm npn 36 M6ut/c

-66 nbm npu 48 MéuT/c

-65 obm npu 54 M6ut/c

802.11n (TunnyHas npm PER = 10% ansa naketa pasmepom 1000 6awT)

2,4 TTu, HT20

-82 pbm npn MCSO
-79 abm npn MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 pbm npn MCS4
-66 obm npn MCS5
-65 pbm npn MCS6
-64 npbm npn MCS7
HT40

-79 pbm npn MCSO
-76 pbm npu MCS1
-74 pbm npn MCS2
-71 opbm npn MCS3
-67 pbm npn MCS4
-63 pbm npn MCS5
-62 pbm npn MCS6
-61 obm npn MCS7
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTBo nonb3oBarens

0630p noBTOPUTENSA

MapameTpbl 6ecnpoBogHOro Moayns

802.11ac (TunnyHas npu PER = 10% gns naketa pasmepom 1000 6ainT)

HT20

-82 pbm npn MCSO
-79 pbm npu MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 obm npn MCS4
-66 obm npn MCS5
-65 pbm npn MCS6
-64 pbm npn MCS7
-59 pbm npn MCS8
-57 opbm npn MCS9
HT40

-79 obm npn MCSO
-76 abm npn MCS1
-74 pbm npn MCS2
-71 obm npn MCS3
-67 abm npn MCS4
-63 obm npn MCS5
-62 apbm npn MCS6
-61 abm npn MCS7
-56 obm npn MCS8
-54 pbm npn MCS9
HT80

-79 pbm npn MCSO
-73 pbm npu MCS1
-71 pbm npn MCS2
-68 nbm npn MCS3
-64 pbm npn MCS4
-60 gbm npn MCS5
-59 pbm npn MCS6
-58 pbm npn MCS7
-53 pbm npn MCS8
-51 pbm npn MCS9

CxeMmbl mMoaynauuu

802.11a: BPSK, QPSK, 16QAM, 64QAM c OFDM
802.11g: BPSK, QPSK, 16QAM, 64QAM c OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11ac: BPSK, QPSK, 16QAM, 64QAM, go 256QAM ¢ OFDM

Pusnyeckue napameTpbl

Pa3smepsi (A x L x B)

51 x 49 x 98 mm

Bec

120

YcnoBua akcnnyatauum

MuTtaHue

Bxog: ot 110 go 240 B nepemeHHoro Toka, 50/60 Ny

Temnepatypa

Pabouas: ot 0 no 40 °C
XpaHnenus: ot -20 go 70 °C

BnaxHocTb

Mpwn akcnnyatauum: ot 10% Ao 90% (6e3 koHaeHcaTa)
Mpn xpaHeHnn: ot 5% #o 90% (6e3 KoHAeHcaTa)
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens 0630p noBTOPUTENSA

BHewHul eud ycmpoticmea

BepxHAasa naHeNnb

PucyHok 1. Bud sepxHel naHernu DAP-1610.

CBeToamoaHbIN
MHOUKaATOP

3HayeHue

[opum nocmosiHHO (kpacHbil) | 3arpy3ka ycTpoHCTBa.

l'opum nocmosHHO (3erieHbIt) | YCTPOMCTBO TOTOBO K MCIIOJIB30BaHUIO.

MutaHne/WPS R
[TonbiTka yctaHoBkn Wi-Fi-coenmuHenust ¢

Muzaem (kpacHsbil
(kp ) nomotibio pynkuuu WPS.

He 2opum [InTaHue OTKIFOYCHO.

YcrpoicTBo HE MTOAKITIOUYEHO K
OecrpoBOAHON CETH WM OYeHb HHU3KHIA
YPOBEHb CUTHAJIA.

Fopum nocmosiHHO (KpacHhbil)

F'opum nocmosiHHO (3eneHsbit) .
Hwuskuii ypoBeHb CUTHATIA.

YpoBeHb curHana Fopum nocmosiHHO (3eneHsbil) .
Wi-Fi | Cpennuii ypoBeHb CUTHAA.

lopum nocmosiHHO (3esieHbil)

| | BeIcokuii ypoBeHb CUTHAIA.

becnipoBognas cetp nuanazona 2,4 I'Tn u
He 2opum OecripoBogHast ceTh aAumamazoHa S5 [T
BBIKJIIOUEHEI.

WNnpukatop Yposenb curnaia Wi-Fi npencrasiser coboil cBETOIMOAHYIO KAy M IMOKa3bIBAET
YpOBEHb cHUTHaia OecNpOBOAHON ceTH, K KOTOpoil monkitoueH moBTroputens DAP-1610. Yem
OosblIe JeNeHuil TOPUT Ha MIKajle, TeM BBIIIE YPOBEHb CHUTHana. YTOOBI YyIydlINTb YPOBEHb
CUTHAaJIa, IEPEeMECTUTE MOBTOPUTENH ONMKE K MCTOUHUKY CUTHAJIA.
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DAP-1610 BecnposogHou nostoputens AC1200
PykoBoacTBo nonb3osatens 0O630p nosTOpUTENA

Ha Bepxneit manenu pacnosnoxens! KHONKM RESET u WPS.

KHonka OnucaHue

Knonka anst cOpoca HacTpoeK K 3aBOACKUM YCTaHOBKaM.

RESET JUIs  BOCCTAaHOBJICHHSI 3aBOJICKUX YCTAHOBOK HEOOXOIMMO HaXaTh U
ynepxkuBath 10 cexyHa (IIpu BKIFOUEHHOM YCTPOMCTBE).

Knomnka nnst yctanoBku 6ecripoBogHoro coenunenus (pyakuus WPS).

WPS Jns wucnonms3oBanmst ¢GyHkimu WPS: mpu  BKIFOYEHHOM YCTpPOKCTBE
Ha)XMHTE KHOIIKY, yIAepKUBaiTe 2 ceKyHAbl U oTiycTuTe. CBETOIMOIHBIN
unaukarop Iuranune/WPS nomkeH HadaTh MUTATh.

Taxoke moBTOpUTENH 000PYAOBaH IByMs BHEITHUMHU HeChbeMHbIMU Wi-Fi-aHTeHHamMM.

Hu>XHAA naHenb

E——

PucyHok 2. Bud HuxHel naHenu DAP-1610.

OnucaHue

Ethernet-mopr s  MOAKIIOYEHHS  KOMIIBIOTEpAa WM MPOBOAHOTO
MapIIpyTU3aTopa.

LAN
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens 0630p noBTOPUTENSA

Komnnekm nocmaseku

[lepen ucmonbp30BaHUEM yCTPOMCTBA yOAUTECH, UYTO B KOMIUIEKT MOCTABKU BKIIFOUEHO CIICIYIOIIEE:
* TloBtopurens DAP-1610,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKIeT).

JlokyMeHTEl «Pykoeoocmeo nonv3oeamens» u «Kpamkoe pykoeoocmeo no ycmamnogke
JOCTYTIHBI Ha caiite komnanuu D-Link (cm. www.dlink.ru).

Hcnonp3oBadnre MCTOYHHUKA HOUTAHHUSA C napamMeTpamMmu, OTIMYHBIMU OT YKA3dHHBIX Ha
L YCTPOMCTBE, MOYKET IMMPUBECTH K ITOBPSIKJICHHUIO VCTPOMCTBA M ITOTEPE TapaHTHUM HA HETO.
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MABA 3. YCTAHOBKA U NOAOKIMKOYEHUE
NMOBTOPUTENA

lMpedeapumenbHasi No020moskKa

[lepen moAKIIOYCHHEM yCTPOMCTBA MPOUTUTE JAHHOE PYKOBOJCTBO IMOJIL30BaTENs. YOCAUTECh, YTO
y Bac umeercs Bce HeoOXoanmMoe 00OpylOBaHHE, a TakKe MH(POPMAIM MO BCEM HCHOIb3YEeMbIM
YCTPOUCTBAM.

OnepaunonHasi cucrema

Hactpoiika u ynpaenenue OecnipoBonHbiM moroputenem DAP-1610 (mamee — «moBTOpHUTETEM))
BBITIOJTHAETCSI C TOMOIIBIO BCTpOeHHOTO web-unTepdeiica. Web-unrepderic noctymneH B 000
OTIEpaLIMOHHON cucTeMe, KoTopas noaaepxkusaet web-0Opaysep.
Web-6payzep
Hns nocryna k web-untepdeiicy HacTpOWKM W YIpaBJICHUS IOBTOPUTEIEM PEKOMEHAYETCS
UCTIOIh30BaTh Web-0pay3ephr:

* Apple Safari Bepcuu 8 u BbILIE,

* Google Chrome Bepcuu 48 u BbllIIe,

*  Microsoft Internet Explorer Bepcuu 10 u BbIiie,

*  Microsoft Edge Bepcun 20.10240 u Bbiie,

* Mozilla Firefox Bepcuu 44 u Bblie,

* Opera Bepcuu 35 u BbILIE.
Jns ycnenrHo#t pabotel ¢ web-uHTepdelicoM HACTpOWKHM M yrpaBiieHHs B web-Opay3epe TobKHA
ObITh BKJIIOYEHa mojaepkka JavaScript. YOemurech, 4To AaHHAs omnuus HE ObUIa OTKIIOYEHA

JIpYTUM MPOTrpaMMHBIM oOecliedeHrneM (HampuMep, aHTUBUPYCHOM mporpammoi uinu apyrum I10,
obecrevnBarImuM 0€30MacHy 0 padoTy B MIOOATBHON CETH), 3allyleHHBIM Ha Barem KoMmbroTepe.

IIpoBognas niau OecnipoBonHas cerepas kapra (Ethernet- nian Wi-Fi-ananrep)

JIro60¥ KOMMBIOTEP, UCHONIB3YIOIINI TOBTOPUTEINb, NODKEH ObITh ocHameH Ethernet- umu Wi-Fi-
ajantepoM (ceteBoit kapToil). Eciiu Bamn mopraTHBHBIN WM HACTOJBHBIN KOMIBIOTEP HE OCHAIEH
noZ00HBIM ycTpoicTBOM, yctaHoBUTe Ethernet- unu Wi-Fi-anantep nepes tem, kak NpUCTYIUTh K
MCIIOJIb30BaHUIO TIOBTOPUTEIIS.

BecnpoBogHasi cBSA3b

YroObl ycTpolicTBa, 00pasyromye 0eCIpOBOHYIO CETh, MOTIIM HCIIOJIb30BATh MIOBTOPUTEIh, B HUX
JIOJDKHA OBITH yCTaHOBJIEHa OectipoBoHast ceTeBas kapra (Wi-Fi-amanrep) ctangapra 802.11a, b, g,
n win ac. Kpome Toro, mis MaHHBIX YCTPOHCTB HEOOXOAMMO 3aJaTh 3HAUCHHS WICHTH(HUKATOpa
SSID, nHomepa kaHama W TapaMeTpoB OE30MacCHOCTH, KOTOpBIE OmpeseneHsl B web-unTepdeiice
TIOBTOPHTEJISL.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PyKOBO,D,CTBO nonb3oBaTtensa YcTtaHOBKa U NoAKroyeHMe NOBTOpUTENA

lModknroyeHUe K KOMbLIOMepPy U e20 HacmpoukKa

NMopkniovyeHue K komnbiotepy ¢ Ethernet-apantepom

1. Tlogxmiounte Ethernet-xkabenr k Ethernet-nmopty mnoBroputens u k Ethernet-aganrepy
Bamero kommneroTepa.

2. TlomkirouuTe yCTPOMCTBO K ANIEKTPUUECKOU PO3ETKE.

Janee neobxomumo HacTpouTth [P-anpec mst Ethernet-amantepa Bamero kommnbroTtepa.

HacTtpoMka aBTOMaTU4YeCKOro IP-appeca

B OC Windows 7

1. Haxwmure kaonky Myck u nepeiiaure B pasaen MNaHenb ynpaBneHus.

nojsiy4yeHus

2. Bsibepure nyukt LIeHTp ynpaBneHnsa cetamm n ob6wmm poctynom. (Eciu nanens
YHOpaBJICHHUA HMECT BUIA «II0 KaTCTOPHUAM (B BCPXHEM IIpaBOM YITIy OKHa B CIIMCKC
MpocmoTp BeiOpan nyukr KaTeropwus), Beibepute ctpoky [MpPOCMOTP COCTOSIHMA
ceTu u 3aaad noa nyukrom CeTb U UHTEpHeT.)

[E=N o =)

- | +y | | Mouck & narenu ynpaencHus L2 |

.
@Uv@ v Manens ynpaenenna b Bce anemerTol nanenn ynpasnedna »

HaCTpOﬁKa napaMeTpoB KOMMNbBKOTEPA Mpocrotp:  KpynHbele SHaYkW ™

11ycK pr

B j§

MapameTpbl Nanok

—~ [MapameTpbl ]
P P ] MNepcoHanmsauma

‘}_&’ MHAEKCMPOBaHWA

E MogknueHna K = Movcrvnas K pabote = [porpamMmel u
: yAanerHeim pabounm I[ preTy P "-J KOMMOHEHTHI
2, [porpammel no .
I,@! i PacnosHasBaHwe peun . PoauTensckMid KOHTpOAbL
S YMONYaHWID T ant 1.
/- Ceoiictea obospesaTens '!ﬂ Cucrema CueTumki v cpeacTsa T
= I
= NpPoM3B0ANTENBHOCTM
f"; TenedoH u mogem E YnpasBaeHWe LEETOM LY YcTpaHeHWe HEMONaA0K
57 ~ YueTHble zanncy =y LeHTp obHoBnenws
g YCTpoicTea M NpUHTEpPH - ] .
- D nonbsosaTenei =4 Windows
c i LleHTp cneumansHblx
) LleHTp noaaepxkm LIeHTp CMHXpOHM3aLWK | -
1 BO3MOMXHOCTER
:-l. LleHTp ynpasneHwa ceTAMM % Wndposarme ancka WpneTs
‘J' ¥ oBLKMM AocTynom I% BitLocker !F\ P
: & A3bik M perMoHansHble
SKpad JneKTponuUTaHue P 4
Z <7 cTaHAapThl -

PucyHok 3. OkHo lNaHenb ynpaeJsieHus.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PyKOBO,D,CTBO nonb3oBaTtensa YcTtaHOBKa U NoAKroyeHMe NOBTOpUTENA

3. B MeHwo, pacrojoXeHHOM B JICBOM 4YacTH OKHa, BbIOepuTe myHKT WM3MeHeHue
napameTpoB aganTtepa.

T =
s« Cete u MHTepHer b LleHTp ynpaeneHua ceTAmMM M cBLUMM J0CTyTIOM - |¢f| | Mouck & naxseau ynpasneHu

0~

MaHenk ynpasnesus -
ACMALLHAA CTPAHWLLE

MNpocMoTp OCHOBHBIX CBEAEHWA O CETU M HACTPOMKA MOAKAKUEHWA

L

MpockoTp NonHoR KapTsl
¥npaeneHne BecnpoBCogHEIMN

CETAMU o1 Wsreper
MzMEHEHME NapaMETROE (70T KomnetoTER)
aaanTepa

MpocMaTp 3KTUEHBIX ceTel MoAKAHIYEHKE K CETH
WzriennTe genonnurenthblie B 42HHEIA MOMEHT Ebl HE NOAKAHIYEHE! HU K KaKOH CETH,

NapaMeTpel 0OLLEND A0CTYNa

zrEHEHWE CETERRIX NapareTpos

{i. HacTpoika HOBOre NOAKAKYEHHUA WK CETH

Hactpoiika BecnpoEcAHOMo, LUMPOKONOAOCHOTS, MEAEMHOTS, MPAMOrD WAK
YPM-negentoYerns K e HECTPOAKE MapLUIPyTHIATORE MAK TCYKKM 40CTyNa.

ﬁ. MoaknioynTecs K CETH
MogkntoueHne MK NoETORPHOE NOAKHHEHHE K BECNPOECAHOMY, MPCECAHCMY, MOGEMHORMY
CETEBCMY COEAMHEHNID MKW Nogiarzderme K VPN,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos cBLLErs 40CTyna
Jectyn k dafinam v NPUHTERENM, PECNCACKEHHBINM Ha APYTWX CETEEBIX KCMMBIOTEREX, MAN
MSMEHEHWE NAPAMETRCE CELLErD AocTyna,

Cm. TaKCKE
A . o
Epanamayzp Windows @ ¥cTpanenne Henonaaok
Jomalunan rpynna JWarHocTiKa U MCNPaEAEHME CETEBRIX NPoBAEN WAN NCAYYEHNE CEEJEHNI 06 NCNPABAEHIUK,

CeoiicTea oBospegaTtena

PucyHok 4. OkHo LjeHmp ynpaeneHusi cemsimu u o6w,um docmynom.

CtpaHuua 15 n3 96



DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens YcraHoBKa 1 nopgkrnioyeHre NoBTopuTens

4. B OTKpBIBIIEMCS OKHE [IEIKHATE MPAaBOW KHOMKOM MBIIIK IO COOTBETCTBYIOLIEMY
MNMoakntoyeHUIo NoO foKanbHOW CeTU u BeibepuTe cTpoky CBOMCTBA B MOSBUBIIEMCSI
KOHTEKCTHOM MEHIO.

[E=N R
@Uv| &/ » Mawens ynpaenenna » Cete u MntepHer » CeTeBble NOAKNHOUEHNA b - | +3 | | Mouck: Cemesbie nodknoyeHus Lo |
¥nopagounte ¥ 3= - 0O @
L". MogknoHEHUE N NOKANEHOR CETH
ST & Otcnounts
W~
Cocroanme
JwarHocTnia

) =
¥ Hacrpoiika mocta

Co3gate ApAbIK
¥panute

[=¥]
% Nepenmencsarts

(%] =
% Ceoiictea

PucyHok 5. OkHo Cemeebie MOOK/IIOYeHUs.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens YcraHoBKa 1 nopgkrnioyeHre NoBTopuTens

5. B okue NoakntoyeHne no nokanbHOM CeTU — CBOUCTBA Ha Bkiajake CeTb BhieanTe
crpoky lNMpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmure kHonky CBOUCTBA.

ra *

2 TMogknioyeHWe No NoKaneHOW CETW - CBOACTEA @

Cete

Mok AoyeHKe Hepes:

[
&

QTME'-IEHHI:IE EQOrANOHEHTEl MCNOAESYHTCA 3THE NOGE AHDYEHKHER!

W K ueHT nna ceTei Microsaft

.@ MnaHupoBwWME, NakeTos QoS

.@ Cnystia oocTyna K $alinam M NpWHTEpard ceTel Micro...
i [porokon MHTepHeTa eepoid B [TCP/IPYE]
B Mporokon MHTepHeTa eepoid 4 [TCRAPwd]
<t palieep B/ TONOAGrE KaHaNEHOMD YROBHA

i (TBETHME 0BHAPYKEHMA TONONOMMM KaHaNEHOrD YpoBHA

HoTaHoOBMTE. .. YHoanre CeoHCTES

OnucaHqe

Mporokon TCPYIP - cTaHoapTHEIN NpoTokon rnodansHe:s
CETEN, DOECNEYMEANIWME CEBASE MEMIY PASNMYHEIRM
EZAMMOAEHCTEYRILL MR SET Abdld,

] ] [ CTraeHa

PucyHok 6. OkHO ceolicme noOK/IYeHUs 10 fI0KabHoU cemu.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens YcraHoBKa 1 nopgkrnioyeHre NoBTopuTens

6. YcranoBute mnepekirouarenu B nojoxenue lMonyudutb IP-agpec aBTOMaTuU4yecku u
Monyuntb agpec DNS-cepBepa aBTomatnyeckun. Haxxmure knonky OK.

I

Ceoiictea: MNpotoken MHTtepHera seponn 4 (TCP/IPW) @

OfwHe | ANETEPHATHEHSA KOHDKHIY palKa |

MNapareTpel IP MOrYT Ha3HAYaTECA ABETOMATHYECKH, ECIH CETh
NoAAEP#HMESET 3TY BOSMONHOCTE. B NPOTHEHOM CNy4Yae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEEOMD 3AMMHMCTRATOPRA,

@ TlonyunThe IP-aApec SETOMATHYECKH:

1 McnonezoeaTe CneyrowMei IP-aapec:

@) MonyunTe agpec DMS-cepeepa ABTOMATHHECKH

_ MEnonezoEaTe cReAvHiWKe aapeca DN3-cepeepos:

MoATEEpAMTE NAPAMETORI OPKH BEIXOAE [ AONONHHTENBHD ]

[ O ][ OTHEHA ]

PucyHok 7. OkHo ceoticme ripomokona TCP/IPvA4.

7. Haxwute kHonky OK B OKHE CBOMCTB MOAKITIOYCHUSI.

TenepL Bam KOMITIBIOTCP HACTPOCH HA ABTOMATHYCCKOC ITOJIYUCHUC IP-aL[peca.
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MoakniwyeHue K Komnblotepy ¢ Wi-Fi-apantepom

1. TlomkmrounTe yCTPOMCTBO K DJIEKTPUYECKON PO3ETKE.

2. Bxmounte Wi-Fi-agmanrep. Ha moOpTaTMBHBIX KOMIIBIOTEpAX, OCHAIIEHHBIX BCTPOCHHBIM
0OecrpoBOJHBIM CETEBBIM aJaNTEepOM, KakK IMPaBUIIO, €CTh KHOMKA WIM IEepeKItoyareib,
aKTHUBHUPYIONIMI OecrpoBOAHOI ceTeBoil amamnrep (cM. mokyMmeHTanuto o Bamemy IIK).
Eciu Bam kommbroTep OCHAIlleH MOJKIOYaeMbIM OECIPOBOJHBIM CETEBBIM aJalTepoM,
YCTaHOBHTE IIPOrPaMMHOE 00ECIIEYEHHE, TIOCTABIIIEMOE BMECTE C aJalITEPOM.

JManee Heooxomumo HacTpouTh Wi-Fi-amamnrep.

HacTtpouka Wi-Fi-apantepa B OC Windows 7

1. Haxwmure kaonky ycK u nepeiinute B pazaen MNaHenb ynpaBneHus.

2. Beibepure nyukr LleHTp ynpaBneHuss cetaMmu m o6wum aoctynom. (Eciu nanens
YIOpPaBICHUSI MMEET BMJl «II0 KaTeropusiM» (B BEPXHEM IIPaBOM YNy OKHAa B CIIMCKE
MpocmoTp BeiOpan nyukr KaTeropwus), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu 1 3aaad nox nyukrom CeTb U UHTepHeT.)

E=8 EOR=<)

@Uv|@ » Manene ynpaeneqna » Bce 3nemeHTBl NaHENW YNPABAEHUA b - | +3 | | Mouck & narenu ynpaeneHus D |
HaCTpDﬁKa napamMeTpoB KOMMbKOTEPAa Mpocmotp:  KpynHele sHaukn ¥

I1ycK pr

— [lNapameTpsl
“ NHAEKCMPOBaHWA

* MoaknkoueHWna K
E 29 yAaneHHeIM paboumnm

MapameTpbl Nanok MNepcoHanmsauma

S | i

[MporpaMmel 1
. 5

Mpuctynas K pabote
phcty P WA KOMMNOHEHTHI

PacnozHasaHwe peum PoauTensCkmid KOHTPOAL

k@:l._r‘-—ﬂl

&

I@' MNporpammel No
N yMONYaHWD

- - CUeTunKW U CpeACTEa
[y=) Ceoictea obospesaTens

MPOMSBECANTENBHOCTH

g
J

Cucrtema

.’."-; Tenedor n mogem YnpasaeHue LEETOM YcTpaHeHwe Henonaaok

YueTHble 3anmcy =y LeHTp obHosnenns

i o
M7 YCTpOWCTBa M NPYHTEPHI - .
=3 P P P nons30eaTensi <d  windows

m

LLE‘HTp CneUranbHblX

‘w LleHTp noasepxkn

LleHTR CMHXpOHM3aLMK

4@ & &

' BO3MOXHOCTEWN
.l:-l. LleHTp ynpaeneHwa ceTAMK Wndposanre ancka WpndTe
1 0BLWMM JoCTynoMm BitLocker h
\[ & AsbiK M pernoHansbHble
JKpaHd INeKTponUTaHue T | 4
Z <27 cTaHAapThl -

PucyHok 8. OkHo lMaHenb ynpaeneHus.

3. B MeH, pacmonokeHHOM B JIEBOW 4YacTH OKHA, BbIOepuTe myHKT W3MeHeHue
napamMmeTpoB aganTtepa.

4. B OTKpbIBIIEMCS OKHE BBIICIUTE 3HAYOK OECIPOBOJHOTO CETEBOTO TMOJKIIOUCHUS U
yoenutech, yto Bamr Wi-Fi-ananrep BkitoueH.
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5. UToObl OTKpBITH CIHCOK JOCTYNHBIX OECHpPOBOAHBIX CETEH, BBIIEIUTE 3HAUYOK
0eCITPOBOTHOTO CETEBOTO MOKIIIOYCHUS M HaxkmuTe KHONKy [loAakmntovyeHue K wiu B
0071aCTH YBEIOMJICHHH, PACIONIOKEHHOW B MPAaBOM YaCTH MaHENH 3ajad, HAXXMUTE JIEBOU
KHOTIKOM MBIIIIN Ha 3HAYOK CETH.

Her NoJEKNHYYEHNA - EcTe AOCTYNHEBIE NOAKNHIYEHWA

PucyHok 9. Obnacme yeedomneHuli naHenu 3adad.
6. B otkpeBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIJICIUTE
O6ecnipoBoaHY0 ceTh DAP-1610 (s paboTsl B quanasone 2,4 I'T'n) nnu DAP-1610-5G
(mst pabotel B auana3one 5 ['Tr), a 3arem Haxxmute kHOnKy [oAakrtovyeHue.

Her noaknryeHua s
Eﬂ l | EcTe A0cTynNHEIE NOgKAKYEHNA
BecnpoECgHOE CETEEQE COEAMHEHME A
wireless router 1':“!
:;:l MogknrouaTteca {| Degenmuenune ]
{ EETOMATMYECKM :
LleHTp ynpaenenna ceTArM n oBLLMM gocTynom

Pucyrok 10. Criucok docmyriHbix cemedl.

7. B otkpeiBIiemMcst okHe BBeauTe Kitou cetr (cM. WPS PIN Ha Hakneiike co mTpux-KoJaoM Ha
HIDKHEH maHenu ycrpoiictsa) B nosie Knoy 6e3onacHocTu u naxxvute kaonky OK.

8. TMomoxaure 20-30 cexynn. Ilocie Toro kak coequHeHue OyleT yCTaHOBIICHO, 3HAUOK CETH
HOpUMET BUJ LKAk, 0TOOpakarolieil ypoBeHb CUTHAJIA.

Ecan mepBuyHas HacTpoWka HOBTOpHUTENs BbimoaHsercs depe3 Wi-Fi-coennnenue, 10
cpa3y 1ocCJie M3MEHEHHs] HACTPOCK OECHpPOBOTHOW CETH IOBTOPUTENS, 3aJIAHHBIX II0
YMOJIYAHUIO, HEOOXOMMMO Oy/IeT 3aHOBO YCTAHOBHTH _OECHPOBOIHOE COCIHWHEHHE,
HCIONb3Ysl TOJBKO YTO 3aJJaHHBIC NapaMETPBIL.
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lModknro4yeHue k web-uHmepgbelicy

[Tocne HacTpoWKM coenuMHEHMsA C TMOBTOpuUTeleM Bbl Moxere oOpaTuThes K web-uHTEpdeiicy
HACTPOMKM W yHpaBIeHHs AN 3aJaHUS HEOOXOJUMBIX MapaMeTpoB (M3MEHEHUs MapaMeTpoB
0ecrpOBOJJHOTO COCTMHEHNUSI, HACTPOIKU MEXCETEBOT0 IKpaHa H Jp.)

3anmyctute web-Opaysep (cM. pazmen Ilpedsapumenvnas noozomoexa, ctp. 13). B ampecHoit
CTpoke web-0pay3epa BBeIUTE TOMEHHOE UMS TOBTOpHTEN (10 ymonuaHuio — dlinkap.local)
C TOYKOH B KOHIIe U HaxmuTe kinasuiry Enter. Bor Takxke moxere BBectu [P-aapec ycTpoiicTsa (1o
ymomyanuio —192.168.0.50).

C @ | htepyrdiinkap.local.

PucyHok 11. Beod domeHHo20 umeHu DAP-1610 e adpecHoli cmpoke web-bpay3epa.

Ecii 1ipy 1IONBITKE TMOOKIIOYEHHS K web-uarepdeiicy 1moBropuTens Opavi3ep BBLIAET
oKy tuna «Heeozmoocno _omobpazumes _cmpanuuyy, VOEOUTECh, YTO YCTPOUCTBO

MPABWIBHO MOJKIIOYEHO K KOMITBIOTEPY.
Ecnu ycTpoiicTBO emre He ObUIO HACTPOEHO WM paHee ObUIM BOCCTAHOBIIEHBI HACTPOWKH TIO
YMOJTYaHUIO, TIPH OOpalieHnu K web-uHTepdeiicy oTKkpbiBaeTcss Mactep Ha4aaIbHONH HACTPOUKH (CM.
pasnen Macmep navanvHoil Hacmpouku, ctp. 27).

VYeamaeMell aboHeHT! Bel B NepBLIA pa3s BKMKOYMNM YCTPORCTBO M ANA Toro, 4Tobel Bel MOrMKM HauaTk NONb30BaTLCA
ycryramu foctyna K ceTi MHTepHeT, Bam HeoBX0OMMO ero HacTpouTb.
[ns sanycka MacTepa HaxmuTe KHonky "HadaTe"

HAHATb

PucyHok 12. CmpaHuua 3anycka Macmepa HadaribHOU HacmpouUKu.
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Ecnu panee Bel HacTpomiu ycTpoicTBO, ipH 0OpaiieHnn K web-uHTepdeiicy 0OTKpoeTCs CTpaHuIa
BXOJIa B cHcTeMy. BBequre mMs nosb3oBarens (admin) B mojie UM nonb3oBaTens u 3a1aHHbIN
Bawmu napons B none Maponb, 3atem Haxmure kaonky BXOL.

Bxopa

lima nonbzoBaTens

Mapone [< 3]

BXo[O O4YUCTUTb

PucyHok 13. CmpaHuuya exoda e cucmemy.
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Cmpykmypa web-uHmepgbelica

CTpaHuua uHdoOpMaLUmM O cucTeMe

Ha crpannne MHpopmauma o cucteme mpejcrapiieHa moapoOHas WH(OPMAIUS O COCTOSHUN
YCTPOUCTBA.

£ Kondpurypaums MHCbOpMaLlMH 0 CucTemMe

WHdopmauma o cucteme Wi-Fi5 Ty
Monens: DAP-1610 Craryc: Brnioueno @
AnnapaTHas pesusna: Al BewaHue: Brnioueso @
Bepcwa MO: Konnm4ecTBo OONONMHUTENBHLIX CETEN: 0
Bpems cGopku: WMms cetn (SSID): DAP-1610-5G-4d6f
MponssoauTens: D-Link Russia beaonacHocTb: WPAZ-PSK
Tex. noonepxka: support@dlink.ru
Onucanve: Root filesystem image for DAP-1610
Bpews pabor: 0 e 00:16:09 JlokanbHas ceTb
LAN IPv4: 192.168.0.50
W|-F| 24 rru LAN IPv6: fd01::50/64
BecnposoaHble NOAKMIOYEHUS:
Craryc: Brmiouero @
MpoBoaHbie NOAKMIOYEHNS:
Bewanme: BrrioueHo @
KonuyecTso AOMONHUTENbHBIX CETER: ]
Wmsa cetw (SSID): DAP-1610-4d6f ﬂOprI LAN
BesonacHocTe: WPAZ-PSK

LANT: 100M-Full @

PucyHok 14. CmpaHuua uHgopmayuu o cucmeme.
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B paznene UHcbopmauma o cucteme ykaszana MozeNb U armaparHas BEpCHUsl yCTPOHCTBA, BEPCUs
IPOTrPaMMHOTO OOECTIEYECHHUS U IPYTUE TaHHBIE.

Jns Toro 4toOBI OOpaTUTBCA B TEXHHYECKYIO Momaepkky D-Link (otmpaButh cooOIiieHue 1o
AIIEKTPOHHOM TOYTE), LICIKHHUTE JIEBOM KHOMKON MBIIIM Ha aJpece TEXHUYECKOH MOICPKKH.
[Tocne HakaTHs OTKPOETCS OKHO IIOYTOBOM TPOTPaMMBI JIIsi OTIPAaBKHM HOBOTO IHChMa Ha
yKa3aHHBIN ajpec.

B paznenax Wi-Fi 2.4 'y u Wi-Fi 5 'y otoOpakarorcst gaHHBIE O COCTOSHHU OECHPOBOIHOMN
CeTH YCTpOiiCTBA, €€ Ha3BaHWE M THI CETEBOM ayTeHTH(UKAWK, a TaKKe HaJInYue
JIONIOJTHUTEIIBHOM OECIIPOBOTHOM CETH B COOTBETCTBYIOILEM JHAIa30He.

B pasmene JlokanbHasa ceTb oroOpaxaercs IPv4- u IPv6-aapec moBTOpUTENs, a TaKxke
KOJIMYECTBO MPOBOAHBIX M OECIIPOBOIHBIX KIIMEHTOB YCTPOICTBA.

B pasznene MopTbl LAN otobGpaxaercst cocrosiuue LAN-nopra ycTpoiicTBa U pexuM Inepeaaqn
JTAaHHBIX.

I[pyrne HaCTpOﬁKH TIOBTOPUTECIIA NOCTYIIHBI B MCHIO B JIEBOM 4acTH CTpaHUIbI.
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Paspenbl MeHIO

Jnst HacTpOWKHM MOBTOPUTENS UCTIOIB3YHTE MEHIO B JIEBOM YaCTH CTPAHMIIBI.

B pasmene HavyanbHas HacTpowka Bel Mokere 3amycTuTh MacTep HayaabHOW HACTPOWKH.
Macrep mo3BOJIIET HACTPOUTH MOBTOPUTENH JJI padOThl B HY)XHOM Bam pexume u 3amaTh Bce
napaMeTpbl, HeoOXonuMble IJIsi Havajga paboTel (moapobHoe omucanue Mactepa cM. B pasjene
Macmep nauanvnoii hacmpoiiku, ctp. 27).

Ha ctpanunax pasnena CTaTUCTUKA MpeCcTaBICHbI JaHHbIC, 0TOOPAXKAIOIINE TEKYIEe COCTOSHHIE
MOBTOPUTENS (OMMCAHKUE CTPaHUII CM. B paznene Cmamucmuka, ctp. 36).

Ha crpanure paznena HacTponka coeAMHEeHUN MOKHO HACTPOUTH OCHOBHBIE mapaMeTpbl LAN-
uHTepderica moBTopuTes (ONMUCaHUE CTPAHUIIBI CM. B pazaene Hacmpoiika coeounenuii, ctp. 40).

Ha crpanunax pazmena Wi-Fi MoxxHO 3amaTh Bce HEoOXOqMMBIE HACTPOMKH OSCIPOBOIHOM CETH
MOBTOpPUTENS (OMHCAaHKUE CTpaHUIl cM. B paznene Wi-Fi, ctp. 44).

Ha crpanure pasaena [JJONOMHUTENbHO MOXHO J00aBHTh B CHCTEMY CEpBEphl MMEH (OIUCaHUE
CTpaHUIILI CM. B pasnene Jononnumensho, ctp. 71).

Ha crpanune pasgena MexceTeBOM 3KpaH MoxHO HAcTpouth MAC-QHIBTP MOBTOPUTENS
(omucaHue cTpaHUIIBI CM. B pasaene Mexccemeasoil IKpau, ctp. 75).

Ha crpanunax pasmena CucTeMa npencraBieHbl GYHKIUHU Uit pabOThl ¢ BHYTPEHHEH CHCTEMOit
HOBTOpUTENS (ONMCaHKUE CTPAaHUIL cM. B pa3zaeine Cucmema, ctp. 77).

YT1oObI 3aBepIIUTh paboTy ¢ web-uHTepdeiicoM TOBTOPUTEIISI, HAKMHUTE Ha CTPOKY MEeHIO BbIATH.
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YBepoMmneHums

Web-untepdeiic mosroputensi oToOpaxkaeT yBeAOMIICHHUS B IPABOM BEPXHEM YTy CTPAHMIIBI.

o

PucyHok 15. YeedomneHus web-uHmepdgbelica.

Haxxmute Ha 3Ha4o0K, 0T06pa>1<a10u11/1171 KOJIMYCCTBO YBC,[[OMJ'ICHI/II\/'I, 4TOOBI MMPOCMOTPCTH MOJIHBIN
CITUCOK, U HAXKMUTE COOTBETCTBYIOIIYIO KHOIIKY.
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PyKOBO,EI,CTBO nonb3oBaTtensa

IMABA 4. HACTPOUKA NOBTOPUTENA

Macmep HavyanibHOU Hacmpouku

Yt00BbI 3amycTUTh MacTep HayalnbHON HACTPOIKH, nepeiiauTe B pazaen HavyanbHasa HacTpouka.
Ha otkpeiBueiics ctpanuie Haxmute kHonky OK u jokaumTech BOCCTaHOBJICHUS 3aBOACKUX

HaCcTPOEK yCTPOMCTBA.

[ns 3anycka mactepa HauansHoI HAacTPOIKK HeoBXOOMMO BOCCTAHOBWTL 3aBOACKME HACTPOIKM YCTPOMCTBA.

PucyHok 16. BoccmaHoeneHue 3agodckux Hacmpoek 8 Macmepe.

Ecnu nepBuuHas HacTpolika MOBTOPUTENS BhIMONHsIETCS uepe3 Wi-Fi-coequHenue, yoenurech, 9To
Brs1 noaxmrouensr k 6ecripoBogHoii cetn DAP-1610 (cM. HazBanue 6ecnipoBoanoit cetu (SSID) Ha
HaKJICHKe CO IITPUX-KOJIOM Ha 3aJJHEel MaHeH ycTpoiicTBa) u Haxkmute kHonky [JJAJIEE.

BoccraHoBnenue 3aBOACKWX HACTPOEK 3aBeplleHo

Ecnu Bel nogkniodesl no Wi-Fi, yBeauTecs, 4To He NPOM3OLLNO aBTOMATHHECKONO NepeknioHeHus Ha ApyTyio
BecnpoBoaHyo ceTb.
WmaA cetu v napone Bbl HalaéTe Ha cTUKepe Ha kopnyce Bawero ycTpoicTBa.

DANEE >

PucyHok 17. lNposepka nodknoveHus kK 6ecriposodHol cemu.

Haxxmure kHonky HAYATD.

Yeawaemblit aGoHeHT! Bl B NepBLIi pa3s BKMKOYMIKM YCTPOACTEO M ANA Toro, YTobkl Bel MOrMKM HaYaTk NONL30BATLCA
ycnyramu gocTtyna K ceTu MHTepHeT, Bam HeoBxoaMMo ero HacTpoUTb.
[nA 3anycka macTepa HaxMWTe KHonKy "HadaTs"

HAYATb

PucyHok 18. 3anyck Macmepa.
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Ha orkpbiBiIeiics crpanune HaxMuTe KHONKy J[A, 9ToObl OCTaBUTh TEKYIIUil $3bIK web-
unrepdeiica, win HaxxkauTe KHONKY HET, uT0OBI BEIOpaTh ApYroii sA3bIK.

- BoamoxHO, BaLl A3bIK Pycckuii?

o I

PucyHok 19. Bbibop s3bika web-uHmepgbetica.

Bbl MOXXeTe TOCPOYHO 3aBEpIINTh pabOTy MacTepa M MepeTu B MeHI0 web-untepdetica. s storo
naxmure knonky PACLUMPEHHBIE HACTPOWMKW. Ha oTkpbiBIieiics CTpaHHIE H3MEHHTE
HACTPOMKH 10 yMONYaHHWIO: HW3MEHHUTEC TMapoib ajaMuHucTpatopa B mnone [laponb
aaMUHUCTpaTopa u Ha3BaHue OecrpoBoaHON ceth B Auanasone 2,4 [T u 5 I'T B momsix UmsA
cetn 2.4GHz (SSID) u Uma cetn 5GHz (SSID) coorBercTBeHHO. 3aTeM Ha)XKMHUTE KHOIKY
NMPUMEHUTD.

HacTpoiiku no ymonyaHuio

[na Havana paﬁombr Heobxodumo UMeHUMbL HEKOMOPLIE HECMPOUKU N YMOMYaHuo,

Mapornes agMUHUCTpaTopa®

L5

O HOnura napons domkHa 6eims om 1 do 31 ASCIH cumsona

MmA cetm 2.4GHz (SSID)*

DAP-XXXX-4d6f

WMmA cetn SGHz (SSID)*

DAP-XXXX-5G-4d6f

< HA3AD NPUMEHUTB

PucyHok 20. smeHeHue Hacmpoek o yMOMYaHUuro.

YroObl MPOAOKUTH HACTPOWKY MOBTOPUTENS C TIOMOLIbI0 Macrepa, HaXXMUTE KHOIKY

NMPOOOIMKUTD.
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BbiOoOp pe>xxuma paboTbl YCTPOUCTBA

Yrobbsl mnoakmouuTh Bame ycTpoHCTBO K NPOBOJHOMY MAapLIpyTH3aTopy [ulsd J00aBieHUs
OECrpoOBOIHOM CeTH K CYIIECTBYIOIICH IOKaIbHOW ceTH, Ha crpanune Pexum paboTbl
ycTtponuctBa B crnucke Cnocob6 nogknwo4veHUA BoiOepure 3HaueHue [lpoBoaHoe
noakntoyeHue. B stom pexume Bel cmoxere m3Mmenuts [P-aapec moBTOpUTENS B JIOKAIbHON
CETH, 3a/1aTh CBOM HACTPOMKH JJIsi OECTIPOBOTHON CETH yCTPOMCTBA M 337aTh COOCTBEHHBIN MapoJb

=

IUTs TocTyna K web-uHTepdeiicy ycTponcTBa.

S, EANE] ==

PucyHok 21. Bbibop pexuma pabomsl ycmpoticmea. Pexxum Toyka docmyna.

YroObl NOAKIIOUUTH Barie ycTpoicTBO K 6€CIIpOBOAHOMY MapIIpyTU3aTOPY VIS PACIIUPEHHS 30HbI
JICUCTBHS CYIECTBYIOIICH OECIpPOBOIHOM ceTH, Ha cTpanuie PeXum paboTbl ycTpoucTBa B
ciiucke Cnoco6 nogkntoveHus seidepute 3naucnue Wi-Fi. 3atem B crimcke Pexxum paboTbl
BeiOepuTe 3HaueHue [loBTOpUTENb. B stoM pexume Bbl cmoxere wu3menuts [P-anpec
MTOBTOPUTEIS B JIOKAJIbHOM CETH, MOAKIOYATH Balle yCcTpolCTBO K APYyrod TOYKE OCTyMNa, 3a/1aTh
CBOM HACTPOUMKHM JJI1 OECTIPOBOTHON CETH YCTPONCTBA M 33]1aTh COOCTBEHHBIN MapOJIb TS TOCTyMa

K web-unTepdericy yctpoiicTna.
-

. cn

PucyHok 22. Bbibop pexuma pabomsi ycmpoticmea. Pexxum lNoemopumerib.
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Uro6sr mpoBomuoit IIK, moakmtodeHHBIH K Bamemy ycTpoHCTBY, MONMy4YWsI JOCTYH K CETH
OECIpOBOMHOTO MapIIPyTU3aTopa, Ha CTpaHuie PeXWM paboTbl YCTPOWCTBA B CIHCKE
Cnoco6 nopkntoveHnAa Boibepute 3Hadenne WIi-Fi. 3arem B crnmcke Pexum paboTbl
BeiOepuTe 3HaueHne KnueHT. B stom pexume Bol cMokere mamenuts IP-ampec moBtroputens B
JIOKAJIbHOM CeTH, MOJAKIIOYNTh Bale ycTpoicTBO K APYroi TOUKe AOCTYMAa U 3a/1aTh COOCTBEHHBII
MapoJb I TOCTya K web-uHTepdeicy ycTpoicTaa.

= l@J -

PucyHok 23. Bbibop pexuma paboms! ycmpotcmea. Pexum KnueHm.

[Tocne BeIOOpa pexrma padoTel HaxkmuTe kHOnKy JAAJIEE.
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N3meHeHue LAN IPv4-appeca

DroT mar A0CTyIeH st pe:kuMoB TOUYKa gocTtyna, NoBroputenb u KnueHT.

1. VYcranosure diiaxxok ABTOMaTnyeckoe HasHa4vyeHue IPv4-agpeca, urobsl yCTpOicTBO
DAP-1610 aBromatuuecku noinyyano LAN IPv4-anpec.

Ecan mostopurens moavuaer LAN IPv4-anpec aBTOMATHYECKH, IIOCJIE 3aBEPIICHUS

! pabotel Mactepa Bel Mmoxkere oOpamarecs Kk web-uarepdeiicy, MCIoIb3ys TOMEHHOE UM

(mo ymonuanut —dlinkrouter.local) ¢ TOYKOM B KOHIIE.

Ecnu Brl xotute Bpyunyto HazHauuTh LAN IPv4-agpec DAP-1610, He ycTaHaBnuBaiiTe (prakok
ABTOMaTn4yeckoe HasHayeHue IPv4-agpeca u 3anonuute nons IP-agpec, CeTteBasa macka
u, eciu HeoOxoauMo, nosie IP-aapec wnto3a. Yoeaurech, YTo Ha3HAYaEMBIH aJpec HE COBIAacT
¢ LAN IPv4-agpecom MapuipyTusaropa, K KOTOpoMy HoJIKtoyaeTcs: Baiie ycTpoicTBo.

JlokanbHasa ceTb

D ABTOMaTHYECKOE Ha3HaveHWe |Pv4-agpeca

A\ Asmomamuyeckoe HasHaveHue IPv4-adpeca MaKcuMansHO 3aUULLAEM O 03MOKHOZ0 UCTIONbL308aHUA 0OUHaKO8bIX
adpecoe 6 odHol nokansHol cemu. Ana ucknoderHus koHgnukmos IPv4-adpecos e nokansHold cemu cmamuyeckue 1Pv4-
adpeca ycmpolicme He GomHel coenadame ¢ adpecamu u3 duanasoHa adpecos, HasHauaeMbIX ebILLUECMOALUUM
Mmapuipymu3samopom (unu nokansHeim DHCP-cepeepom).

IP-agpec*

192.168.0.50

CeTeean macka®

255.255.255.0

< HA3Ap DANEE >

PucyHok 24. Cmparuuya usmeHeHusi LAN IPv4-adpeca.

2. Haxwmure xkHonky JAJIEE, uro6sr npogomkuts, win kHonky HA3AL, 4Tto0bl BepHYThCS
Ha MPEeABIIYIIYI0 CTPAHULLY.
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Wi-Fi-knueHT
Oror mar goctymeH st pexxumos MoBTopuTenb u KNuMeHT.

1. Ha crpanune Wi-Fi-knneHT B pa3iene becnpoBoaHble CeTU BhIIEHTE CETh, K KOTOPOM
HeoOXomuMo moaKIIounThes. Ilpu Beimenenun cetu moias Uma cetm (SSID) u BSSID
3aI0IHATCSA aBTOMATUYECKH.

Ecnu Bbl He MOkeTe HaiiTH HYXHYIO ceTh B criucke, Haxxmute kHonky OBHOBUTb CMUCOK.

2. Ecmm nna mopkmiodeHHs K BbIIEICHHOM Bamm OecrnpoBOmHON ceTd TpeOyeTcs Mmapolib,
BBEJUTE €T0 B COOTBETCTBYIOIIEE MOJIE.

Wi-Fi-knueHt

Mopknicderye K ceTh

Buibpath ceTkb Ua cnucka -
EeCI'IpClBO,EleIe CETK OBHOBMTbL CMUCOK
MmMA cetu (SSID) H32'|3CIIF; Be30NacHoOCTH Kanan
% [SDK2] DIR-806A-0B52 [WPAZ-PSK] [AES] 6
b [SDK2] DIR-882-A574 [WPA2-PSK] [AES] 6
% [SDK2] DIR-882-F117 [WPA2-PSK] [AES] 6
% Switch TEAM [WPA2-PSK] [AES] 9
“S% MTS_Router 5 000108 [WPAZ-PSK] [AES] 56
% [SDK2] DIR-882-5G-F117 [WPAZ-PSK] [AES] 36
b GRWork [WPA-PSK/WPA2-PSK mixed] [TKIP+AES] 3
% DVG-N5402G-a400 [WPA2-PSK] [AES] |
% [SDK2] DIR-853-7830 [WPA2-PSK] [AES] 6
% DIR-809A1A-0607 [WPA2-PSK] [AES] |
< HA3Ap

PucyHok 25. Cmparuuya Hacmpotku Wi-Fi-knueHma.
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Ecnu Bel mozkitodaeTech K CKphITOi ceT, B cricke MNoaKnoYeHne K CeTU BoiOepuTe 3HAUCHUE
MoaKnNUYMTBLCA K CKPbITOM CETU. 3aTeM BHIOCPHUTE IHANA30H, B KOTOPOM pabOTAET CKPbITas
ceTh, B crricke YaCTOTHbLIN AMana3oH u BBeauTe HaszBaHue cetd B nojie MUmsa cetn (SSID).
3atem BbIOCpUTE HEOOXoaMMOe 3HaueHHe B crucke CeTeBas ayTeHTUdMKaUMA u, eciu
HEOOXOIMMO, BBEIUTE MApOJIb B COOTBETCTBYIOIIIEE TOJIC.

Wi-Fi-knueHT

MOOKNHYEHHE K CETH

MoOKNKYKUTECH K CKPLITOR CETK -

YacTOTHBIM OWanazoH

241TTy -
.

CeTeean AYyTEHTWDHEaUNA

Open -

D Brniounts wngposadue WEP

< HA3Af

PucyHok 26. CmpaHuya HacmpoUku rnoOKIYeHUs1 K cKpbimoul 6ecripogodHol cemu.

3. Haxwmure kaonky JAJIEE, uto6sr npomomkuts, wim kHonky HA3A[, uToObl BepHYTHCS
Ha TPEBIIYIIYI0 CTPAHUILY.
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HacTtponka becnpoBooHOM ceTH

DTOT mIar JOCTYIEH It pexxuMoB TOYKa aocTtyna u lNosToputens.

1. Ha crpanune BecnpoBogHas cetb 2.4 Ty B nmone Uma ocHoBHon Wi-Fi-cetun
3ajaiite cBoe Ha3BaHue s OecnpoBojHO cetw B nuamnazoHe 2,4 [T wim ocraBbTe
3HAYEHHE, IPEI0KEHHOE TOBTOPUTEIIEM.

2. B none Maponb 3axaiite cBOil maposib I 10CTyNa K OSCIPOBOAHON CETH MM OCTaBbTE
3HavyeHue, npeanoxxeHHoe nosroputesneM (WPS PIN ycTpoiicTBa, cM. HakJieliKy cO IUITPUX-
KOJIOM).

3. BbI MOXeTe BOCCTaHOBHTH MapaMeTpbl OECIIPOBOHON CeTH, 3aJJaHHbIe 10 cOpoca HACTPOEK
K 3aBOJICKUM ycTaHoBKaM. [1iis atoro Haxkmute kHonnky BOCCTAHOBUTD.

BecnposogHas cets 2.4 [TL

BrrounTte

/| BewaTe GecnposoaHyio ceTe 2.4 Ty

(D BelknodeHue gewjaHus He enusenm Ha 803MOXHOCME MapLWpymusamopa nodknwdamscs k dpyzol cemu Wi-Fi &
Ka4Hecmee KiueHma.

WimA ocHoBHOW Wi-Fi-ceTu™

(O Konuyecmeo cumeonoe domxHo Buims He Gonee 32

D OTKpLITan ceTe
Mapons*

sasssnss o

O MOnura napons domxHa Geims om 8 do 63 ASCI cumsonos

Bbi MOXeme 80cCmMaHo8umb UMS cemu U wuqbpoear-me. ycmaHoeneHHble do npuMeHeHuA 3a800CKUX

BOCCTAHOBUTL . mpoex.

HA3AQ OANEE
< >

PucyHok 27. CmpaHuya HacmpolKku becripogodHol cemu.

4. Haxwmure xHonky HAAJIEE, uro0sl mpomomkuth, win kHonky HA3AM, utoObl 3amath
JpyTrHe HACTPOUKH.

5. Ha crpannne BecnpoBogHasa ceTb 5 I'TU 3anmaiite HeoOXoaWMbIe MapaMeTpPhbl IS
OecrpoBoHOM ceTH B muana3one 5 I'T'n n naxkmute kaonky OAJIEE.
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N3meHeHue naponsa web-uHtepcgenca

Ha nanHoli cTpaHuiie HeOOXOAUMO U3MEHUTH MApoJIb aJMUHUCTPATOPA, 3aJaHHbII 10 YMOITYaHHUIO.
Bb1 MoxeTe ycTaHOBUTH JI0OOW mapoiib, kpome admin. Vcnonp3yiite nudpsl, JaTHHCKHAE OYKBBI
BEPXHETO M HUIKHErO pPErucTpa W JIpyrue CHMBOJIBI, JOCTYIIHBIE B aMEPUKAHCKOM pacKIajKe
KJIaBUATYPhI.

WameHeHne napons web-nHtepdeiica

[ns noeklweHWs Ge3onacHoOCTH, NOXanyAcTa, W3MeHWTe Napons ANA AoCTyna K HACTpoRKamM YCTpoRcTea.

o

@ Onura napons domxxa Geims om 1 do 31 ASCII cumeona

< HA3Af

PucyHok 28. CmpaHuua usmeHeHus naposisi web-uHmepdgbelica.

3anOMHUTE WM _3alWIIMTEe Maposab aJMUHHCTpaTopa. B ciayyae yrepu maponus
aAMUHUCTpaTopa Bbl cMOXeTe MOoJyYHTh AOCTYN K HACTPOHMKAM HOBTOPHUTENS TOJIBKO
! II0CJICE BOCCTAHOBJICHUS 3aBOJACKHMX HACTPOEK MO YMOJYAHWIO MPY MOMOIIM annapaTHON

kHonku RESET. Takasg npouenypa YHUYTOXWT Bce 3ajdaHHble Bamu  HAcTpoWKH
IIOBTOPUTENS.

Haxxmute xaonky JAJIEE, utoOwr npomomkuts, win kaonky HA3AL, 4roObl BepHYTHhCS Ha

MPEABIIYITYIO0 CTPAHUILY.

Ha cnenyromeii ctpanuiie npoBepbTe BCE 3alaHHble BaMu HaCTpOMKH.

Bbl MO)keTe COXpaHUTh TEKCTOBBIM (aill ¢ HACTpOHKaMH, 3a/laHHBIMM BO BpEMS MPOXOXKICHHS

Macrtepa, Ha cBoii [TIK. st atoro Hasxxmure knornky COXPAHUTb ®ANNT C HACTPOUKAMMU
U CJIeAyiTe MHCTPYKIUSAM JHaJI0rOBOIO OKHA.

YroOwr 3aBepmuTh padboty Macrepa, Haxxmure kHonky NMPUMEHWUTD. Ilpu stom moBTopuTens
IPUMEHHAT HACTPOWKH W uepesarpysurcs. Haxmure knonky HASA[, 4ro0bl 3amate apyrue
HACTPOUKHU.

2 0-9, A-Z, a-z, npo6Gen, !"#$%&'()*¥+,-./;<=>2@[\]"* " {|}~.
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PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

Cmamucmuka

Ha CTpaHUIIaX HOAaHHOTO pasfcyia NpCACTABJICHBI JTaHHBIC, 0To6pa>1<aloume TCKyHIEC COCTOAHUC
MMOBTOPUTCIIA:

* ceTeBas CTaTUCTHKA,
* anpeca, Beiganasie DHCP-cepsepowm;
*  J1aHHBIC 00 YCTPOUCTBAX, MOJKITFOUEHHBIX K CETH IIOBTOPUTEIS U €r0 Web-HHTepdeicy;

* ajJpeca aKTUBHBIX TPYIIIT MHOTOAIPECHOMN PaCCHUIKH.

CeTeBana cTaTUCTUKA

Ha crpanunie CTatuctuka / CeteBas ctaTUCTUKa Bbl MokeTe MPOCMOTPETh CTATUCTHYCCKUE
JAHHBIC 110 BCEM COCIAMHEHUSM, CYIICCTBYIOIIMM B cHucTeMe. s KaxIoro CoeInHEHHS
oToOpakaeTcss MMs M COCTOSIHUE (€CIIM COeNMHEHHE YCTAaHOBJICHO, MMS COCAMHEHUS BBIJIEICHO
3eJIeHBIM [IBETOM, €CJIM HE YCTaHOBIEHO — KpacHbIM), IP-aapec m macka moacetu, nuio3 (eciu
coenmrHEeHUE ycTaHoBiieHO), MAC-anpec, a Takke o0beM MepeAaHHbIX U MOJTYYEHHBIX JaHHBIX (C
yBeIMYEHUEM 00BeMa MAHHBIX EAMHHUIBI W3MEPEHHs] aBTOMAaTHUYECKH MEHSIoTcs — Oait, KOailT,
Mo6aiiT, ['GaiiT).

( WMHdopmauwa o cucTeme CeTeBad cTaTUCTMKa &

CeTeBaq cratucTuka

Mma P - Wntoa Rx/Tx Owmnbrm Rx/Tx [OnMTEnEHOCTL
LAN Pv4: 192.168.0.50/24 — 192.168.0.50 469.25 Kbaiit / 2.68 MGairT 0/0 -

P fd01::50/64 — -
WIFI_2.4GHZ - -1- 0/0 -
WIFI_5GHZ - -1- 0/0 -

PucyHok 29. CmparHuuya Cmamucmuka / Cemeeasi cmamucmuka.

UroObl TPOCMOTPETh JaHHbIE IO KOHKPETHOMY COCAMHEHHWIO, HaXXMUTE Ha CTPOKY,
COOTBETCTBYIOLLYIO OTOMY COEAUHEHHIO.
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HacTtpovika noBToputens

PyKOBO,EI,CTBO nonb3oBaTtensa

DHCP

Ha crpanune Ctatuctmka [/ DHCP  gocrymma wHbopmanms ©0 — KOMIbIOTEpax,
UICHTUQUIMPOBAaHHBIX MO0 MMeHH y31a u MAC-aapecy u nomyumBmmx IP-agpeca or DHCP-
cepBepa yCTpoiicTBa ¢ yKazaHHEM BpeMeHH, Ha KoTopoe nonydeH [P-anpec (BpeMs apeHibl).

< Ceresas cramcivika

DHCP

VMA ycTpoiicTBa IP-agpec MAC WcTekaeT

PucyHok 30. CmpaHuuya Cmamucmuka / DHCP.
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HacTtpowika noBTopuTtens

PyKOBO,EI,CTBO nonb3oBaTtensa

KnueHThl
Ha crpanune Ctatuctuka / KnmeHTbl otoOpakaeTcsi CIIMCOK YCTPOWCTB, MOAKIIOUCHHBIX K

MMOBTOPHUTCIIO.

KnueHTsl

( WHcbopmaums o cucteme

KnueHTsl

Wma ycTpoictea |P-appec dnarm MAC WHTepdenc

192.168.0.2 reachable 00:13:46:62:2F:4C LAN

PucyHok 31. CmpaHuya Cmamucmuka / KnueHmsl.
JIist KaKI0ro yCTpoicTBa oToOpaskaercs cereBoi mHTep(elic, K KOTOPOMY OHO TOIKIIOUEHO, €ro

IP- u MAC-anpec.
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HacTtpovika noBToputens

PyKOBO,EI,CTBO nonb3oBaTtensa

Multicast-rpynnbli

Ha crtpanurie Ctatuctuka / Multicast-rpynnbl otoOpakarorcs agpeca aKTHBHBIX TPYIII
MHoroazipecHoil pacceliku (IPTV-kananoB u rpynn i nepefauu ciy>keOHol MHpopMaiuu), Ha
KOTOpBIE MOJMUCAHO YCTPOICTBO, M UHTEpdeEiic, yepe3 KOTOPbIH YCTPOUCTBO MOANKUCAHO.

£ Cratuciuka noproe Mu Iticast—rpyn nbl
IPv4 IPv6
IP-appec WHTepdeiic IP-agpec WHTepdeiic
239.255.255.250 LAN

PucyHok 32. CmpaHuya Cmamucmuka / Multicast-2pynnbi.
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Hacmpotka coeduHeHul

B nanHoM pasznene MeHi0 Brl MOXkeTe HACTPOUTH OCHOBHBIE TapaMeTPhl IIOBTOPUTENS Ik pabOTHI B
JIOKAJILHOU CETH.

LAN

YroOsl HACTPOWTH OCHOBHBIC MapaMeTphl MOBTOPHTENs, mNepeiaute Ha crpanuiyy HacTpowuka
coegunHeHun / LAN.

IPv4
[TepeiiauTe Ha BKinaaky IPv4, utoOs! namMennts IPv4-apec MOBTOPUTEIIS U HACTPOUTHh BCTPOCHHBIN

DHCP-cepgep.

JlokaneHeIR 1P

Pexum Haswayenua nokansHoro IP-agpeca

[uHaMmndyecknii -

IP-agpec

192.168.0.50

Macka nogcetu

255.255.255.0

[omeHHoe UMS yCTpoORCTEA

dlinkap.local

PucyHok 33. Hacmpolika nokansHo20 uHmepgbelica. Bknadka IPv4. Pasden JlokanbHbIU IP.

MapameTp OnucaHue

JlokanbHbIN IP

Bri6epuTe HEOOXOAMMOE 3HAUYECHUE B PACKPBIBAIOIIEMCS CITUCKE.

CraTtunyeckuin — IP-aapec nosroputensi, Macka mojacetu u [P-agpec
Pexum HasHayeHusA LIUII032 3a/IaF0TCSI BPYUYHYIO.

nokaneHoro IP-agpeca | NuHamuyeckuit — noBTOpHTEIs ABTOMATHYCCKH IOIYYAeT STH

napamerppl  or DHCP-cepBepa jokanpHOM ceTH WM OT

MapIIpyTH3aTOPa, K KOTOPOMY OH IMOJKITIOUYMIICS.

[P-agpec moBropuTens B JOKalbHOW moxacetd. Ilo ymosganuro

IP-anpec 3a/aHo 3HaueHue 192.168.0.50.

Macka nokanpHOUM mnoacetu. [lo yMon4aHuro 3aJaHO 3HAUYCHHUE

Macka nopaceTu 255.255.255. 0.
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MapameTp OnucaHue

[P-agpec mumr03a, KOTOPBIM HCIOJB3YETCS IIOBTOPUTEIEM UL
coeuHEHUs ¢ ceTbio MHTepHeT (Hampumep, IS CHUHXPOHHU3ALUU
cucteMHoro BpemeHu ¢ NTP-cepBepom). HeobszamenvHuoiii

IP-apgpec wnio3a

napamemp.
[JomeHHOE nms Nms ycTpoiicTBa, mpuBs3aHHOe K ero [P-aapecy B JOKaJIbHOM
ycTpoucTBa MOJICETH.

[Tocne 3ananms Bcex HeoOXonuMbIx 3HaYeHni Haxkmute kHonky MPUMEHUTD.

B paznene AAnHamuyeckue IP Ber moxere HacTpouts BecrpoeHnblii DHCP-cepBep moBTopuTes.

OuHamuyeckwme IP

PexumM QUHaMUYECcKOro HasHadvenus IP-agpecoa

DHCP-cepeep -

HauansHwia [P*

192.168.0.51

KoHeuHs 1P*

192.168.0.100

Bpemsa apeHas (8 MUHyTax)®

1440

@ DNS relay

PucyHok 34. Hacmpolika nokanbHo20 uHmepelica. Bknadka IPv4. Pa3zden JuHamu4veckue IP.

MapameTp OnucaHwue

AnHamuyeckue IP

Pexxum pabotst DHCP-cepBepa noBTopuTesis.

OTkntoyeHo — DHCP-cepep moBropuTens BbikiIoueH, [P-aapeca
KJIMEHTaM Ha3HA4aroTCs BPyYHYIO.
Pexum gnHamuyeckoro

DHCP-cepBep — mnoBTOpHTENh aBTOMATHUECKH Ha3HadaeT IP-
Ha3Ha4veHus IP-agpecoB

aipeCa KIMCHTAM Ha OCHOBAHHU 3aJlaHHBIX IIapaMETpPOB. HpI/I
BBI60pe 3TOIr0 3HA4YCHHSA Ha BKJIIAAKC 0T06pa>1<a}0Tc;1 10JIA
HavyanbHbin IP, KoHeuyHbn [P, Bpemsa apeHabl u
nepekitouarenis DNS relay.

. Havaneneii IP-ampec mnyma agpecos, koropole DHCP-cepse
HavanbHbIK IP AP 4 AP p PBep
BBIJIACT KIIMCHTAM.

. Koneunniit IP-agpec myna agpecos, koropeie DHCP-cepBep BoimaceT
KoHeuyHbIn IP P yia aip p PBEP BbIL

KIIMCHTaM.
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MapameTp OnucaHwue

Ilepuon Bpemenu, Ha kotopbii DHCP-cepBep mnoBTOpHTENS

npenocrtasisger [P-agpec kimeHTy (IO WCTEUEHWH JTOTO TIEpUOIA
Bpemsa apeHAbl [P-anpec oT3bIBaeTCs U MOXKET OBITH OTAAH JIPYrOMY YCTpOICTBY,
€CJIM He TIOCTYIUIO NOATBEPKICHUE O HEOOXOAUMOCTH COXPAHEHUS
storo IP-agpeca).

CnBuHbTE  MEpeKiIovYaTeslb  BIPaBO,  YTOOBI  yCTpOICTBa,
HOJKJIIOYEHHBIE K MOBTOPUTENIO, B KayecTBe ajgpeca DNS-cepsepa
HOJTy4aJId aJpec HOBTOPUTEISL.

DNS relay CaBuHBTE  TEpeKIrovYaTellb  BICBO,  4YTOObI  yCTPOWCTBa,
MOJIKJIFOUEHHBIE K MOBTOPUTENIO, B KauecTBe aapeca DNS-cepepa
noJy4dajay ajpec, NepeAaHHbI MPOBaWIEpOM WM YKa3aHHBIM Ha
crpanuiie [lononHutensHo / DNS.

[Mocne 3amanms Bcex HeoOXonuMbIxX 3HaYeHni Haxkmute kHonky MPUMEHUTD.

B pasnene Ctatnyeckue IP Ber mokere 3amath cBsazku [P-aapecoB 1 MAC-anpecoB (Ha3HAYUTh
noctossHHbIN [Pv4-anpec B mokanbHOM ceTH 1Sl yeTpoicTBa ¢ onpeneneHHsiM MAC-aapecom).

Cratunyeckune IP OOBABUTL  CMUCOK KIMMEHTOB

Bl MOXETe NPUBA3aTL IP-agpec k MAC-aapecy, MCONL3YR COOTBETCTBYHOLLYH GOpMY MK BEIBPAB YCTPORCTBA M3 CNMCKA NOAKAHUEHHBIX
KWEHTOB

PucyHok 35. Pasden 0ns co3daHusi cesisok MAC-IP.

YrobOsl co3nath cBsisky MAC-IP, naxxmute knonky JOBABUTb. B otkpeiBiiemcs okHe B none IP-
appec Beeaure [Pv4-anpec, KoTopblil OyneT NPUCBOEH YCTPOMCTBY M3 JIOKAJIBHOM CETH, B IOJIE
MAC-agpec — MAC-aapec sroro ycrpoiicta. B mone UMA XxocTa 3anaiite HaszBaHue [Is
YCTPOMCTBA B CETH /IS yI0OOHOH uaeHTUDUKAINY (Heobs3amenvHblll napamemp). HaxMuTe KHOTIKY
NMPUMEHUTD.

st Toro uyToOB1 MocMOTpeTh MAC-azipeca yCTpONCTB, MOAKIIOYSHHBIX K MMOBTOPUTENIO B IAHHBIN
momeHt, Haxmute kHonky CIMUCOK KIMMEHTOB. B orkphiBiieMcss OKHe BbIOepHTE
HeoOxomumoe ycrpoiictBo W Haxmute KHOMKy OK. UToObl B OKHE OTOOpa3WiCs aKTyalbHBIH
CIMCOK MOJKITIOYSHHBIX YCTpOiCTB, HaxkxmuTe knonky OBHOBWUTD.

YroObl M3MEHHTH CyliecTBYIOIIy0 cBs3Ky MAC-IP, BbIOepHTE COOTBETCTBYIOUIYIO CTPOKY B
TaONHIle W HAKMUTE JIEBYI0 KHONKY MBIIHK. B OTKpBIBIIEMCS OKHE W3MEHHTE HEOOXOIMMBIC
napameTpsl 1 Haxxmute kHonky MPUMEHUTD.

UroObl ynalnuTh CBSI3KY, YCTAaHOBHUTE (DIa)KOK cjeBa OT COOTBETCTBYIOIIEH CTPOKH B Tabiuue U
Haxmure kHonky YOAAJIUTb. 3atem naxwmurte kuonky NMPUMEHWUTb. Bei Tarke moxere
YIAINUTh CBA3KY B OKHE M3MEHEHUS ITapaMeTPOB.
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IPv6

[Mepeiinute Ha Bkiuaaky IPv6, uroosr m3menuts [Pv6-aspec moBTOpHUTENSl 1 HACTPOUTH MAPAMETPHI
HazHavyeHus [Pv6-aapecos.

NokansHelit IPv6

PeskiM HasHauyeHWA nokansHoro |PvB-anpeca

Cratuueckuia -

IPvE-agpec®

fd01::50

PucyHok 36. Hacmpolika nokanbHo20 uHmepgetica. Bknadka IPv6. Pa3den JlokanbHbIl IPV6.

MapameTp OnucaHue

NokanbHbIN IPV6

Bri0epuTe HEOOX0MMOE 3HAUCHUE B PACKPBIBAIOIIEMCS CITUCKE.
PeXnm HasHavyeHusn

nokanbHoro IPv6-
agpeca OMHaMNYeCKMNU — T[OBTOpHTENb 3ampamirBacT mnpedukc s

Cratnyeckum — [Pv6-aapec u npedukc 3a1aeTcst BPyIHYIO.

dbopmupoBanus [Pv6-anpeca y BHIIECTOAIIETO MapIIPYTH3ATOPA.

[Pv6-aapec moBTopuTENs B JOKaNbHOW mojacet. I[lo ymomuanuio

3aaH0  3HAYEHHE £d01::50. Ilome  pgoctymHO — mJA
IPv6-agpec

peIaKTHPOBaHUsA, €CAM B coucke PeXum HasHavyeHus

nokanbHoro IPv6-agpeca soigeneno 3nauenne CTaTuyeckun.

Jnuna npedukca noaceru. [lo ymomyanuio 3agaHo 3HaYeHHe 64.

[Tome OOCTYHmHO ISl PEOAKTHPOBAHHS, €CIM B CHHCKEe PeXum
Mpedmke noCTy pen p )

Ha3HayeHUAa nokanbHoro IPv6-agpeca BhifciieHO 3HAYCHHE
CraTtunyeckum.

[Pv6-anpec mumo3a, KOTOPBIA HCIONB3YETCS TOBTOPUTENEM  JUIs
COeIMHEeHUsI ¢ ceThio VHTepHeT (Hampumep, Al CHHXPOHU3AIUU
IPv6-agpec wnio3a PHCT (HanpiMep, P .

cucreMHoro BpemeHu ¢ NTP-cepBepom). Heobsazamenvhubiil

napamemp.

[Tocne 3amanust Bcex HeoOXoauMbIx 3HaueHni Haxkmute kHonky MPUMEHUTD.
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Wi-Fi

B nannom pas3aciic MCHIO Br1 Moxere 3amath Bce H606XOZ[I/IMI>IC HaCTpOﬁKH JJIA 6CCHpOBOﬂHOﬁ
CCTH.

OCHOBHbI€ HAaCTPOUKM

B pasznene Wi-Fi /| OCHOBHbIe HacTPOMKWU Brl MokeTe M3MEHHUTh OCHOBHBIC HACTPONKH IS
OecripoBoHOTO HHTEpdeiica MOBTOPUTENS, a TAaK)Ke HACTPOUTh OCHOBHYIO U JOMOIHUTEIHHYIO
O6ecnipoBoaHbie ceTH. st HacTpoiiku nuamnazona 2,4 I'T'n unm nuanazona S5 [T mepelimure Ha
COOTBETCTBYIOILYIO BKJIAJIKY.

OcHOBHBIE HACTPOWKK

2.4GHz

Of6WmWe HacTpoNKN Cetb Wi-Fi

# Brnounms GecnposonHoe coenmHeHe R e S

DAP-XXXX-4d6f

CTRaa
RUSSIAN FEDERATION - (@) #onuvecman cussane somwss feyns s Oonee 32
SH—— I Crpbits SSID
802.11 BIG/N mixed -

@ Euitpats kanan aETOMATHYECKH

¥aman

auto (kaHan 11)

J0  BHMHO4YMTE NEPHOOWYECKOE CHAHWPOBAHNE

Mepwan CRIMAROaHKS (@ CeRyraax

I Ma0onAumMA KnKeHToR

Tit: MDA MEMDY POmMpOITISIL, NOOEIARENTEIIL &

HacTpoiku 6e30NacHoCTH

CETERIR aYTEHTINHSALIMA

WPAZ-PSK -
Mapons PSR
S— o

() Amwa nepons cormra Garme om § ds 03 ASGH cusenioe

Tin usiEDoaHE
AES -
Nepwag cno R TRyTINOR: L EHyHaDX

3600

LGN [JOBAEWTL WI-FI CETh

PucyHok 37. OcHo8Hble Hacmpoliku becrpo8odHOU foKanbHOU cemu.
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PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

B pasnene O6LWMe HACTPOMKM TOCTYITHBI CIIEAYIONINE TapaMeTPhI:

MapameTp OnucaHue

Uto0B1 paspemuTh ucnonb3oBanue Wi-Fi-coequHenus, caBUHBTE

BkntounTs MepPEKIIoYaTelNb BIIPABO.
6ecnposoaHoe o
coeaMHeHue Uto6sr 3amperuth wucnoiab3oBanue Wi-Fi-coenqunenus, caBUHBTE
MepeKIroYaTeb BIEBO.
Bame wmectononoxkenue. Brpibepute HE0OXOmMMOe 3HAUCHHE W3
CrtpaHa

PacKpbIBAOLIETOCS CITUCKA.

Pexxum paboTsl 6eCTIpOBOAHOTO COCTMHEHUSI TOBTOpUTENS. JlaHHBIN
o mapaMeTp OMNpeaesieT CTaHIAPTHl YCTPOWCTB, KOTOPHIE CMOTYT
BecnpoBogHOW pexum P b onp . P . ye1p ’ P Y

paborats B Bameii 6ecipoBomHol cetn. Bribepute HeoOXommmoe

3HAUYCHHEC N3 PACKPBIBAIOIICTOCA CIIMCKA.

BbibpaTb kaHan ChaBuHBTE THeEpeKIoYaresb BIPAaBO, YTOOBI IOBTOPUTENL CaM
aBTOMaTU4eCcKu BbIOMpAJ KaHaJ ¢ HAUMEHBIIUMHU TIOMEXaMH.

Hocmynno na exnaoxe 5GHz.

Bkniounte Ecnu nepexirouaresb COABHHYT BJIEBO, YCTPOMCTBO aBTOMATUYECKU
AonosnHuTesnbHbIe BBIOMPACT OJIMH U3 JOCTYIHBIX CTAHAAPTHHIX KaHaIoB (10 100-T0).
KaHanbl JIns MCHOJIBb30BaHUS JOMOJIHUTENBHEIX KaHaiuoB (100-ii u BbIe)

CABUHBTE NICPEKIIIOYATEIIb BIIPABO.

Homep kananma OecrnipoBomHoro coenunenws. Illenkaute neBoi
KHONIKOW MBIIIHA, YTOOBI OTKPHITH OKHO [UIsi BbhIOOpa KaHaia

Kanan .
(meiicTBHE MOCTYIHO, €CIM Iepekitoyateas BblOpaTb KaHan
aBTOMaTU4YE€CKMN CIBUHYT BIICBO).
BKHI-O‘-IVITI:; CI[BHHBTG nepeKnquaTenL BHpaBO, IITO6I>I HOBTOpI/ITCJ'II) BBITTOJIHAI
MOUCK CBOOOIHOTO KaHajla dYepe3 OMNpeJeNICHHbIE MPOMEXYTKU
nepuoguyeckoe
Bpemenu. Ecnmu mepexirouatenb CIBUHYT BrpaBo, mojie [lepuop
CKaHupoBaHue

CKaHNpOBaHWNA CTaHOBUTCA AJOCTYIHBIM IJI PEAAKTUPOBAHUSI.

VYKaxkuTe TeprojJ BpeMeHH (B CEKyH/Aax), yepe3 KOTOphId Oynet

MNMepuopn ckaHupoBaHunA
MMPOUCXOAUTH TOBTOPHOC CKAHUPOBAHNEC KaHAJIOB.

[Tocie u3menenus mapameTpoB Haxxmure kHonky MPUMEHUTD.
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YT10o0OBl M3MEHUTHh HACTPOWKH OCHOBHOW OecrpoBomHoii cetu, B pazaeie CeTb Wi-Fi nsmenure
HeoOxonumble napamerpsl 1 Haxkmute kaonky MPUMEHUTD.

BbI Takke MOXETEe CO3/aTh JOMOJHUTEIBHYI0 OSCIPOBOJHYIO CeTh. J[JIs1 3TOr0 HaAXKMUTE KHOIKY
OOBABUTb WI-FI CETb. Ha oTkpbiBIIeiics cTpaHuIle 3a1aliTe COOTBETCTBYIOIIHE TapaMETPBhI.

( OCHOBHbBIE HACTPOMKN ﬂoGaBneHme Wi-Fi-cetn

Cetb Wi-Fi HacTpoikn 6esonacHocTu
WA cetu (SSID)* Cetesan ayTeHTHdukauma
DAP-XXXX-4d6f.2 WPA2-PSK -
@ Konuuecmeo cumeonoe domwHe Beims He Gonee 32 Mapons PSK*
sesnsens (5]
A CkpbiTe SSID

@ HAnura napona domkHa Geims om 8 do 63 ASCI cumsonog
@ Haassanue Gecnposoddod cemu (SSID) we Bydem omofpamambca &
criucke JOCHYHEIK BECnDOROdHBIX CeMed i KNueHmos. K ckpeimod cemu .

Tun WNEPoBaHHA
MOMHD NOOKNNUMBCH, apyyHyr yrazas SSID mousu docmyna

AES v
MaKCUMaNsHOE KOMWYECTEO KNWEHTOR”
0 Meprog oSHOBNEHWA MPYNNOBOTO KNoHa (B cexyHOax)”

. Bewars GecnpoBogHyto ceTb

@ Harran Cp}‘l’n‘fﬂ[.l)? MOISOITASIT SKMOYUIMb UNU SbiIKMOYUIMb eelWanue
OaHHOU DeCTIPOSOOHO CEMU, HE OMKTIiYas PaduoModyns Yempocmea

Mosem Geimb UCNONL308aHE COBMECITHO € pexumMon "Knuenm WI-Fi™

) Waonauuma KNUeHTos

@ Enorkuposame mpaguk mexdy yompolcmaamy, NodToYeHHBIMU K

moyke docmyna

NPUMEHUTBb

PucyHok 38. CosdaHue 6ecripogodHoU roKaibHOU cemu.

MapameTp OnucanHne

CeTtb Wi-Fi

Hassanue 06ecnpoBoaHOil cety. Ha3zBaHMe MOXKET COCTOSTH U3 1A
Umsa cetun (SSID) P p
Y JTAaTUHCKUX OYyKB.

Ecnu mepexitouarenb COBUHYT BIPaBO, APYTUE IOJI30BATENH HE
cmoryt Buaeth Bamy Wi-Fi-cetb. He pekomeHyercss CKphIBaTh
CeTb, TaK Kak JaHHas (QyHKOUS  YCIOXKHSAET  MpoIlecc
MEePBOHAYATILHON HACTPOUKHU CETH.

CkpbiTb SSID
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MapameTp OnucaHue

VuaukaneHblii  uneHtuduxarop Wi-Fi-cetn. [laHHoe 3HaueHue

OTIpeNeIsIeTCST TTapaMeTpaMH TIOBTOPHTENs, BBl HE MOXeTe ero

BSSID
n3MeHuTh. [lone oroOpaxkaeTcss B HACTPOWKAX YK€ CYIIECTBYIOLICH
CETH.
MakcuMainibHOE ~ KOJIMYECTBO  YCTPOWMCTB,  KOTOpPbIE  MOTYT
MakcumanbHoe MOJIKJIFOUMTHCA K O€CTIpOBOIHOM ceTH. Eci yCcTaHOBJIEHO 3HAYCHHE

KOJFINYECTBO KNMEHTOB | 0, yCTPOMCTBO HE OrPaHUYMBAECT KOJIMYECTBO MOJKIFOUEHHBIX

KIINCHTOB.

Ecnm  mepexmiouarens CIBUHYT BIJIEBO, YCTPOWCTBA HE MOTYT
BewaTtb 6ecnpoBOAHYIO| TOAKIIOYATECS K OeCrpoBOAHON ceTH. IIpu 3TOM MOBTOPUTEIH

ceTb MOXXET TOJKIIOYaThCsl K IPYrod TOYKE JOCTyma B KadecTBe Wi-Fi-
KJIMEHTA.

CnBuHBTE  TEpPEKIIOYATENh  BMOPAaBO, UYTOOBI  IMOJIH30BATENIN
N3onauusa knneHToB

0ecTpOBOJHOM CETH HE MOTJIM B3aUMOJECHCTBOBATh JPYT C APYTOM.

CtpaHuua 47 n3 96



DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

B pasmene HacTtpomkm 6Ge3onacHOCTU Bbl MokeTe H3MEHHTh MapaMeTpbl O€30MacHOCTH
0ecTpOBOHOM CETH.

[To ymomuanuio anst GecripoBOAHON ceTH 3amaH Tun cereBod ayreHtudukanun WPA2-PSK. B
kadectse naposst PSK ucnonssyercs WPS PIN ¢ Hakieliku co IITPUX-KOAOM.

HacTpoiiku 6e3onacHocTu

CeTepan ayTeHTUDHEaUWA

Open -

WEP

WPA-PSK

WPAZ-PSK
WPA-PSK/WPA2-PSK mixed
WPA

WPA2

WPA/WPAZ2 mixed

PucyHok 39. Tunsi aymeHmugukayuu, noddepxueaembie 1oemopumesnem.

[ToBTOpHUTENH MOIEPIKUBACT CIACAYIONMINE TUTIBI AyTCHTHU(UKAIINH:

Tun ayTeHTUpMKauun OnucaHue

OTkpeiTasgs ayreHTHQHUKaNUsi (C BO3MOXXHOCTBIO HCIOJIb30BAHUS
Open WEP-mdpoBanuss s pexuMOB  OECIpOBOAHOM ceTH, He
HoJiep KUBarOIMX ycrpoiicrsa ctagaapra 802.11n wim 802.11ac).

AyreHTuduKanus ¢ OOIMKM KIIOYOM C HcIoib3oBaHueM WEP-
mudpoBanus. JJaHHBINA THI ayTeHTHU(PUKAIUN HEJOCTYIICH, €CIl Ha
WEP crpannie  Wi-Fi / OCHOBHble HaCTPOWMKM B  CIHCKe
BecnpoBOAHOW pPEeXWUM 3amaH PEKUM, IO ICPIKUBAIOIIHN
ycrporctBa ctangapta 802.11n unum 802.11ac.

Aytentudukanus 1o TexHojgorun WPA ¢ ucnonp3oBaHuEM

WPA
RADIUS-cepsepa.
WPA-PSK Aytentudukanus no texnojorun WPA ¢ ucnonp3zoBanuem PSK-
KITIOYa.
Aytentudukanus mno TtexHomormn WPA2 ¢ ucnonp3oBaHUEM
WPA2
RADIUS-cepgepa.
WPA2-PSK Aytentudukanus no texuonoruu WPA2 ¢ ucnonp3oBanuem PSK-

KJIro4ga.

KomOunupoBanHblii Tun ayreHtrdukanun. [Ipu BeIOOpe AaHHOTO
3Ha4YeHHsI K OECIIPOBOTHOM CETH MOTYT IOJKIIIOYAaThCS YCTPOMCTBA,
ucnonp3ytomue tun ayrentupukanmu  WPA, wu  ycTpoiicTsa,
ucnonb3ytommue tun ayrentudukamn WPA2.

WPA/WPA2 mixed
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Tun ayteHTUpuKauumn OnucaHue

KomOunupoBanublii T ayreHtudukamuu. [Ipu BbIOOpe TaHHOTO

WPA-PSK/WPA2-PSK | 3naucHus K OCCIIPOBOJHON CETH MOTYT HOIKITIOYAaThCS YCTPOWCTBA,

mixed ucnonb3yrorue tun ayreHtupukannua WPA-PSK, u ycrpoiictsa,
ucrnone3yromue tumn ayrentudukain WPA2-PSK.

JIns wcnonp3oBanus tumoB ayreHTudukannn WPA, WPA2 u WPA/WPA2 mixed
[ HeoOxonnmo Hannurne RADIUS-cepgepa.

[Tpu BeIOOpe 3HaucHus Open wiun WEP B criucke CeTeBasi ayTeHTUMIUKALMA Ha CTpaHMIIE
0TOOpaXkaroTCsl CIEAYIONNE HACTPONKHU (HEIOCTYIHBI ISl PEKUMOB pabOThl OECIIPOBOAHON CETH,
noanepxkuBaronux cranaapt 802.11n wm 802.11ac):

HacTpoiikn 6e3onacHocTu

CeTenan ayTeHTUhHKaLWA

Open -

. Bkniounts wndposanne WEP

Homep knioya no ymomaHiio

3 -

. Kniow wwdppoeanna WEP kak HEX

® Anuna knroda WEP dormwra Geime 10 unu 26 cumeonos.

Kniod wudppoeanung 4* o

PucyHok 40. 3Ha4eHue Open 8 packpbigatowiemcsi criucke Cemeeasi aymeHmugbuKkayusi.
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MapameTp OnucaHwue

Tonvko o muna aymenmuguxayuu Open.

UroOwl aktuBUpoBath WEP-mudpoBanne, cIBUHbTE EPEKITIOYATEND

Bkniounte BrpaBo. IIpu 3TOM Ha CTpaHWIle OTOOPA3ATCSA PACKPHIBAIOIIANCS
wucpposaHue WEP ciiucok Homep knrouva no ymon4yaHuio, nepexmouarens Knrou
wudppoanua WEP kak HEX wu wuersipe mnoms Knrou

wudpoBaHusA.
Howmep kntoya no Howmep kimtoua (oT 1-ro 10 4-10), KOTOPBIH OyAeT HCIOIB30BATHCS
yMonyaHuio s WEP-mmudpoBanusi.
Kntou wudcdposaHus CnBuHbTE [IEPEKIIIOYaTEh BIIPaBO, 4TOOBI 3a]1aTh
WEP kak HEX MICCTHAIATCPUTHOE YHCIIO B KAYECTBE KITFOUA JUIS ITU(POBAHUS.

Kmroun st WEP-mmgpoBanus. [Ipn mmppoBaHHH HCIIONB3yeTCs
KJII0Y, HOMEp KOTOPOTO yKa3aH B packpbiBaroniemMcs crcke Homep
KnoYya no ymornyaHuiro. HeoOXomumo 3amojHUTh BCE IOJI.
Haxxmure nHa 3Hadok [lokazaTb (&), 4roObl 0TOOpa3uThH
BBEJICHHBIN KJIIOU.

Knroy wmncpoBaHus
(1-4)
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Ilpu Beidbope 3uaueHus WPA-PSK, WPA2-PSK win WPA-PSK/WPA2-PSK mixed na
CTpaHHMIIE OTOOPAKAIOTCS CIICAYIOLINEe HACTPOHKH:

HacTtporiku 6e3onacHocTK

CeTtenan ayTeHTUgHKaLUA

WPA2-PSK -
Mapone PSK*

asennans P
@ Anuxa napons donxHa Geime om 8 do 63 ASCH cumsonos

Tun WkpoBaHWA"

AES -

MNepwron 06HOBNEHWA TPYNNOBOMD KNo4a (B cekyHaax)™

3600

PucyHok 41. BHayeHue WPA2-PSK e packpbigarouiemcsi criucke Cemeeast aymeHmugbukayusi.

MapameTp OnucaHue

[Tapons mist WPA-mudpoBanus. Ilapoas MoXeT cOCTOSATH U3
uudp, JaTUHCKUX OyKB BEPXHEro M HUXKHETO PETUCTpa U APYTUX
Maponb PSK CHMBOJIOB, JOCTYIIHBIX B aMEPUKAHCKOM PAaCcKIaKe KIaBUATYphI’.
Haxmute nHa 3Hauok [lokasaTb (&), uroObl 0TOOpa3HUTH
BBE/ICHHBIN NIapOJIb.

Tun wudpoBaHusa Mexanusm mmpposanus: TKIP, AES wi TKIP+AES.

[lepuon BpemeHu (B CeKyHIax), IO KMCTEYCHUH KOTOPOTO
NMepnon o6HOBNEHUA TCHEPUPYETCs] HOBBIM KIIIOY JUIsi IIH(POBAHMS IO TEXHOJIOTHHU
rpynnoBoOro Knro4a WPA. Ecam B pganHOoM monie ykazaHo 3HadyeHue O, KoY
OOHOBIIATHCS HE OyJIeT.

309, A-Z, a-z, ipober, I"#$%&' () +,-./5<=>2@[\]* " {

b~
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Ilpu BeiOope 3nauenuss WPA, WPA2 unu WPA/WPA2 mixed Ha crpanuie oToOpaxarorcs
CIEAYIOLIME HACTPOUKU:

HacTpoiikm BesonacHocTK

CeTteBan ayTeHTMHKALWMA

WPA2 -
WPAZ2 npefBapuTensHan ayTeHTudukaumua
IP-agpec RADIUS-cepeepa*

192.168.0.254

MopT RADIUS-cepeepa”

1812

RADIUS KNeoY WHbpoBaHns"

dlink

Tun WwrgposaHna®

AES -

Mepwog 0GHOBNEHKA TPYNNOBOID KNoYa (B ceryHaax)”

3600

PucyHok 42. 3HayeHue WPA2 e packpbigarouiemcs criucke Cemesasi aymeHmudgpukauyusi.

MapameTp OnucaHue

CaBuHBTE TEpeKIIoYarellb  BIPaBO, YTOOBl  aKTUBHUPOBATbH
WPA2 lNpeaBapuTenbHas | npeIBapuTeIbHYI0  ayTeHTU(QHUKALUIO TPUH  UCIOIb30BAaHHU

ayteHTUdunKaums texnosorun WPA2 (otobpaxaercs toabko it tunoB WPA2 u
WPA/WPA2 mixed).

IP-appec cepBepa

RADIUS IP-azpec RADIUS-cepsepa.

MopTt RADIUS cepBepa | Homep mopra RADIUS-cepsepa.

[Taponb, uCHONB3yeMbI MOBTOPUTEIEM [UJII B3aHUMOJICUCTBUS C

RADIUS kntou
wndpoBaHns RADIUS-cepBepoM (3Ha4eHHE 3TOTO MapaMeTpa OIMPEICICHO B
Hactpoiikax RADIUS-cepsepa).
Tun wndposBaHus Mexanusm mmdposanus: TKIP, AES unun TKIP+AES.
Ilepox BpemeHu (B CceKyHAax), IO MCTEYEHHUH KOTOPOTO
Nepuon o6HOBRNEHUA TeHepUpYeTCs HOBBIM KIIOY sl MK(POBAHUS 1O TEXHOJIOTUU
rpynnoBoOro Krro4a WPA. Ecam B [jgaHHOM 1monie yka3aHO 3HaueHue 0, K04

OOHOBJIATHCS HE OyJeT.

[Mocne 3apanust HeOOXOAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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YnpaBseHue KJIMeHTaMm

Ha crpannne Wi-Fi / YnpaBneHne KnueHTamMum Bbl MoxeTe MPOCMOTPETh CIIHCOK
GCCHpOBO,ZlHBIX KIIMCHTOB, IMOAKIIOYCHHBIX K ITOBTOPUTCIITO.

{ WPs YnpagneHve KnueHTamu =

Cnucok Wi-Fi-knneHTtos OBHOBUTL

Cnucok BecnpoBOLHLIX KITMEHTOE, NOKMIOYEHHEIX K MapLUpYTU3aTopy

|:| Mma ycTpoitcTea MAC-anpec [unana3aoH Wma cetn (SSID) YpoBeHb curHana BpemaA nogxnioyeHus

D android-d827df... 84:11:9E:1B:ES:FO 24TTy DAP-XXOXK-4d6f = 100% 4 MUH.

PucyHok 43. Cmparuya 0nis yrnpaeneHusi NoOKYeHHbIMU 6ecripo8odHbIMU ycmpoucmeamu.

Eciu HEoOXomMMO OTKIIOYHTH Kakoe-THOO YCTPOMCTBO OT OECHpOBOAHON CETH, yCTaHOBUTE
¢dmaxxok B crTpoke, coaepxkameid MAC-aapec 3TOro yCTpoHCTBAa, M HAXXMHTE KHOMKY

OTKIIOYNTDb.

UroObl Ha cTpaHWIle OTOOpaswiach camas akTyajdbHas wuH(popMmanus o0 YCTpOWCTBax,
TIOZIKJTFOUCHHBIX K OecripoBoiHOM ceTH, HaxxmuTe knonky OBHOBUTD.
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WPS

Ha crpanuiie Wi-Fi / WPS Bbir MokeTe akTHBHPOBATh (DYHKIMIO HACTPONKH OSCIIPOBOIHOM CETH, a
TaKKe BHIOPATH CIIOCOO MOAKITIOYEHUSI K OECIIPOBOIHON CETH.

Oynkuus WPS mo3BomsieT aBTOMAaTHYECKM HACTPOUTH 3AlMIIEHHYIO OECIpOBOIHYIO CETh.
YcrpoiicTBa, TOJKIOYaeMble K OCCIPOBOMHON CETH TMOBTOPHUTENS ¢ Momomiblo GyHkmuun WPS,
JIOJDKHBI TIOJIEPKUBATH JAaHHYIO (DYHKITHIO.

' Oyukums WPS no3Bonsger 100aBidTh yCTPONCTBA TOIBKO K OCHOBHOM O€CIPOBONHOM ceTH
B [OBTOPUTENIS.

JIi1s McTionb30BaHus 3TOM QYHKIMKM HEOOXOIMMO 3apaHee 3a/1aTh Ui OCCIPOBOIHOM CETH
TUN ceTeBoi ayreHTudukannu Open ¢ BoikmodeHHbIM 1mudpoBanrneM, WPA-PSK wiu
WPA2-PSK ¢ wmeronom mmbposanus AES uin WPA-PSK/WPA2-PSK mixed ¢
metonoM tmudpoBanus  AES wnu TKIP+AES. Eciau 3amaHbl Jpyrue HacTpOWKH
0e3omacHOCTH, dieMeHThI cTpaHuiibl WPS HenocTymHbL.

£ Kondpurypauws WPS &
2.4GHz

Ynpaenenve WPS WHpopmauma

BbIKNKO4YUTL WPS Craryc WPS: CHKDHMIYpPUpOBaHD
PIN-kog no ymonuarmio: 21754654

YCTAHOBWUTb COEOWHEHWE
Wms cetw (SSID): DAP-XXXX-4d6f
CeTeBad ayTeHTUMKaLMA: Open
LWndbposatue: NONE

OEHOBWTbH CEPOCHTbL KOH®UIYPALMIO

PucyHok 44. CmpaHuuya 0ns Hacmpoutku ¢yHkuyuu WPS.

YroObl akTuBHpOBaTh (yHKIMI0O WPS, Ha BKIaJKe COOTBETCTBYIOIIErO [Uala3oHa HAXKMUTE
knonky BKITFOUYUTb WPS.
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Ecnu ¢pynknus WPS aktuBupoBaHa, Ha cTpanulie qoctyneH pasaen MHdopmaums.

MapameTp OnucaHue

Cocrostaue ¢pynkiun WPS:

* CKoHdurypupoBaHo  (3agaHbl  Bce  HEOOXOAUMBIC
HACTPOWKM, OSTH HACTPOHKHM OyAyT MCIOJIB30BAHBI TIPU
YCTaHOBKE OECIPOBOIHOTO COEIMHEHUS),

Cratyc WPS
* He ckoHdurypupoBaHo (rniocie akruBanuu Gpynknua WPS

Ha3BaHWE CeTH M K04 MmmdpoBaHus OyayT 3aJaHbl

ABTOMATHU4YCCKH, THUII CETEBOU aYTCHTI/I(I)I/IKaI_[I/II/I N3MCHUTCS Ha
WPA2-PSK).

PIN-kon mnosroputend. JlaHHBIA DapamMeTp HCIOJIB3YETCA IIPU
PIN-koa no yMon4aHWIO | MOIKIIOUEHUH MOBTOPUTENS] K  YCTPOMCTBY-perucTparopy s
3aganus napameTpoB pyakmun WPS.

Umsa cetn (SSID) Ha3zBanwue ceTut MOBTOPHUTEIIS.
CeTteBas . .
Tumn cereBoii ayreHTUGUKALNY, 3aJaHHBIN ISl CETH TTOBTOPUTEIIS.
ayTeHTUcukaumsa
lWndposaHue Texymumii Tun mudpoBaHusi, 3aJaHHBINA I CETU TOBTOPUTEISL.
Maponb PSK Texyuuit napons mudpoBaHus, 3aJaHHbIN U1 CETH MOBTOPUTEIIS.
Haxmute KHOIKY JUisi OOHOBJICHHUS JaHHBIX, MPEACTABICHHBIX Ha
OBHOBUTb . v A per
JaHHOM CTpaHUIIE.
CBPOCUTb 0 5 o WPS
QKMHUTE KHONIKY JIJIsl cOpoca mapaMeTpoB QyHKIIUH .
KOH®UIYPALIMIO AP EOpOC THAPANETPOB &Y
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Ucnonb3oeaHue pyHkyuu WPS u3 web-uHnmepgbpelica

Jis mopakiroueHusi K OCHOBHOM OecrpoBOaHOM cetn ¢ momomsio merona PIN ¢ynkumm WPS

BBITIOJIHUTC NICPCUUCIICHHBIC HUKC IIGI\/’ICTBI/ISI.

1.

2
3.
4

7.

CasunbTte nepekitouarens Bknountb WPS Bripaso.
B paznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.
B otkpeiBmemMcst okHe B packpbiBaromiemcs criucke WPS-meTon Beidepute 3nauenue PIN.

BeiGepute wmeron PIN B mporpamMmHOM obOecriedeHHM OeCIpOBOJHOTO YCTpPOICTBa,
HOJKJIF0YaeMOro K 6eCIIpOBOTHOM CETH.

Haxxmute COOTBETCTBYIOIIYIO KHOINKY B TMPOTPaMMHOM 0OecredeHud OecrpoBOIHOTO
YCTPOICTBa, MOAKIIOYaEMOTr0 K OECITPOBOIHOM CeTH.

Cpa3zy BBenute PIN-kom, yka3aHHBIN Ha KOPITyCE MOJKIIOYaeMOro YCTPOWCTBA WJIM B €ro
nporpaMMHOM obOecrieuenuu, B iosie PIN-koA,.

Haxxmure knonky COEOUHUTD B web-untepdeiice mosTopurens.

Jlns moAKiIIoYeHusT K OCHOBHOM OecmpoBOAHOM ceTu ¢ momotisio Metona PBC ¢ynkumm WPS
BBITIOJTHUTE TIEPEUNCIICHHBIE HUXKE IEHCTBUSI.

1.
2.

Cneunbte nepexitrodarens Bknounte WPS Brpaso.
B pasznene YnpaBneHune WPS naxmure knonky YCTAHOBUTb COEAUHEHMUE.

B otkpeiBIieMcst OkHe B packpbiBatomiemcsi cniucke WPS-MeTon BwiOepute 3HadeHHE

PBC.

Breibepure metonq PBC B mporpaMmHOM obOecnieueHnn OeCpOBOMHOTO YCTPOMCTBA,
MOJKITI0YaeMOT0 K OECIIPOBOIHOM CETH.

Haxxmute COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyCe WJIM B IPOrpPaMMHOM 00OecTedeHUH
0ecrpoOBOAHOTO YCTPONUCTBA, MOAKIIOYAEMOro K OECTIPOBOJHOMN CETH.

Cpasy naxxmure knonky COEAUHUTDb B web-unrtepdeiice moBropures.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTteo nonb3oBatens HacTtpolika noBTopuTtens

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdgelicy

Bb1 moxere ucronb3oBath GyHkuio WPS, He oOpammasck k web-untepdeiicy mosroputens. s

3TOr0 HEOOXOAUMO HACTPOUTH MOBTOPUTETH COOTBETCTBYIOIIMM 00pa30OM.

1.

3amaiiTe COOTBETCTBYIOIIME HACTPOMKM O€30macHOCTH Ui  OECIpPOBOJHOW  CETH
MTOBTOPHUTEISI.

Casunbte nepexioyarens Bkrrountb WPS srpaso.

CoxpaHuTe HACTpOWKH M 3aBepiiure paboTy ¢ web-uHTepdeiicom noBTOpUTENS (B
yBenomsieHnd 00 m3MeHenun Haxmute kHonky COXPAHWUTD, a 3arem HaxMute Ha
CTpOKy MeHi0 BbINTH).

Brnocnenctun Bl MoxkeTe 100aBisATh YCTPOWCTBA B OECIIPOBOJHYIO CETh MPOCTHIM Ha)kaTueM Ha

kHonky WPS noropurens.

1.

Beibepure meron PBC B mporpammHOM obecrieyeHMM OECHpPOBOIHOIO YCTpPOMCTBA,
HOJKIJII0YaEMOT0 K O€CIIPOBOJHOM CETH.

HaxxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyc€ WJIM B IPOTPAMMHOM OOECTICYCHUU
0ecrpoBOJJHOTO YCTPOUCTBA, MOKII0YAEMOTr0 K OECITPOBOTHOM CETH.

Haxwmure xHonky WPS mnoBropurens, yzaepkuBaiTe 2 CEKyHIbl M OTIIYCTHUTE.
Cseroanoansiii uuaukarop Iuranme/WPS Hauner murats.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

WMM

Ha crpanuiie Wi-Fi / WMM Bei moxkete aktusupoBats ¢yukiuio Wi-Fi Multimedia (WMM).

Oynkuus WMM peanusyer mexanusm QoS st 6ecipoBoaHbIX coenuHeHnid. OHa MO3BOJISET
yIy4YlIMTh KauecTBO Iepenaud JaHHbIX 1o Wi-Fi-cetn 3a cuer Ha3HaueHHs NPUOPHUTETOB
Pa3IMYHBIM THUIIaM Tpaduka.

Yrobel BKIHOUMTE GyHKIMIO WMM, Haxkmute kHonky BKIJTKOMUTb. Ilpu stom Ha crpanwmie
oToOpakaroTcs paszesbl TouKa goctyna u CtaHums.

{ Wps WMM [
Wi-Fi Multimedia
Mexanuam YNy4leHna Ka4ecTea paGOTbI GGCI'IDOBO,ELHDI:‘! ceTn. He PEKOMEHOYETCH CAMOCTOATENBEHO MAMEHATE 3afaHHble NapamMeTpbl
BbIKNHOYMUTE
Touka pocTtyna CraHuus
AC  AIFSN  CWMin CWMax TXOP ACM  ACK AC AIFSN  CWMin  CWMax  TXOP ACM
BK 7 31 1023 0 off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
v 1 7 15 94  off off VI 2 7 15 94  off
VO 1 3 7 47 off off o) 2 3 7 47 off

PucyHok 45. Cmparuuya 0nst Hacmpouku ¢yHkuyuu WMM.
B cucreme 3amaHel  Bce  HeOOXOMMMBIE IapaMeTrpbl g gk~ WMM. He

u PEKOMEHAYETCA MCHATH HaCT[ZOﬁKH, OMPEACICHHBIC 10 YMOJYAHUIO.

Oyukiust WMM no3BossieT Ha3HAa4aTh MPUOPUTETHI IS YEThIpeX Kareropuii gocrtyma (Access
Category, AC):
*  BK (Background, ¢ponosuiii pesicum) — TpaduK ¢ HU3KHM MPUOPUTETOM (3a/1aHUS HA TICUaTh,
3arpyska (aitsios, mp.);

* BE (Best Effort, nyuwee kauwecmso u3z 603m02cH020) — TpaQuK OT YCTapEBIIUX YCTPOHCTB
WIN YCTPOMCTB U MPUIIOKEHHUH, KOTOPbIE HE TMOAEPKUBAIOT QyHKIHIO QO0S;

* VI (Video, nepeoaua suoeo);
* VO (Voice, nepedaua eonoca).

[TapameTpsl KaTeropuii AOCTyIa OMpeNeNIeHbl KaK JIsi CaMOro TIOBTOpHUTENs (B paszene TouvKa
[OCTYyNa), Tak U Jyis OECIPOBOIHBIX YCTPOUCTB, MOAKIIOUSHHBIX K HeMy (B pasziene CTaHUuMA).
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DAP-1610 bBecnposogHoi nostoputens AC1200

PyKOBO,EI,CTBO nonb3oBaTtensa

HacTtpoiika noBToputens

YroObl M3MEHHUTh MNapaMeTphbl KAKOM-TMOO KaTeropuu JO0CTYIa, BBIOEPUTE COOTBETCTBYIOLIYIO

CTPOKY H HaXMHUTE JICBYIO KHOIIKY MBbIIIH. B OTKPBIBHIEMCA OKHE HW3MCHHUTC HCO6XO,I[I/IMBIG

napaMeTpBhl.

PegakTupoBaHue

TOYKW fOCTyna:
Background

AIFSM#*

T -
CWMin

3 -
CWhax

1023 -

TXOP*

ACM

ACK

COXPAHWUTE 3AKPbITE

PucyHok 46. OkHo 0 usmeHeHus1 napamempos ¢yHkuuu WMM.

MapameTp OnucaHue

AIFSN

Arbitrary  Inter-Frame  Space  Number —  koaghguyuenm
NePEMEHHO20 MENHCKAOPOBO2O UHMEPBAIA.

OTOT mapaMmeTp BIMSET Ha BPEMEHHYIO 3aJ€pXKKy JUIsl JTaHHOM
KaTeropuu Aoctyna. Yem MeHblle 3Ha4Y€HUE AAHHOTO TapaMerpa,
TEM BBIILIE IPUOPUTET KaTETOPUU TOCTYTIA.

CWMin/CWMax

Contention Window Minimum — MuHumManbHulii pasmep OKHA
KOHKYPEHMHO20 00Cmyna.

Contention Window Maximum — maxcumanvhwilli pasmep OKHA
KOHKYPEHMHO20 00CmYNd.

DTH mapaMeTphl BIMAIOT Ha BPEMEHHYIO 3aJEPXKKy UIS JaHHOM
kareropun jgoctymna. 3Hadenue nons CWMax He 10mKHO OBITH
MmeHbie 3HadeHus moiast CWMin. Uem meHbliie pasHHIIA MEXITy
sgauenueM noins CWMax u 3nauenuem mons CWMin, tem Buime
MPUOPHUTET KaTerOPUHU JOCTYyIIA.

TXOP

Transmission Opportunity — 803MO*CHOCMb hepedauu OaHHBIX.

YeMm Oostbliie 3HAUYCHHUE JAHHOTO MapaMeTpa, TEM BBIIIE TPUOPUTET
KaTeropuu JA0CTyNa.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

MapameTp OnucaHue

Admission Control Mandatory — oos3amenbhbiii KOHMPOIL OONYCKA.

ACM Ecnu mepexirouarenp CIBUHYT BIIPaBO, YCTPOHCTBO HE MOXKET
UCIIOJIb30BaTh JIAHHYIO KATETOPHIO JIOCTYTIA.
Acknowledgment — noomeepoicoenue npuema.
Peaknuss Ha 3ampochl OTKJIMKa BO BpeMs Iepeladd JJIaHHBIX.
OTtoOpaskaeTcst TOJBKO B pa3ziesic TOYKa AocTyna.

ACK

Ecnu NEPCKIOYATC]/Ib CABUHYT BJICBO, IIOBTOPUTCIIb OTBCYACT Ha
3aIIpOCHhI.

Ecnu mepekiovaTens CABHHYT BIIPAaBO, MOBTOPHUTEIh HE OTBEYAET
Ha 3aI1poCHI.

Haxxmute kHonky COXPAHUTD.

Yto0s! oTKII0uKTh QyHKIMID WMM, Haxkmute knonky BbIKITIOUYUTD.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

KnueHT

Ha crpanunie Wi-Fi / KnneHT Bbl MokeTe HAacCTpOWTh YCTPOMCTBO B KadeCTBE KIIMEHTa IS
MOJKJTIOUEHUS K OECIIpOBOIHOM Touke Aoctymna. /g HacTpoiku quana3ona 2,4 ' unu auanazona
5 I'Tu nepeiiauTe HA COOTBETCTBYIOLIYIO BKIIAJIKY.

< WMM KnueHT 8
2.4GHz
® Bxnounts MHdpopmauusa o nogknioyeHun
. Bewate GecnpoBogHyto ceTb 2.4 Ty Cratyc: Mopkmiouero @
MOOKAHEHWE K CETH Wma cetu (SSID): RD_DLINK
Bribpatk ceTb 13 cnucka v BSSID: 74:da:0a:0a:87:c9
BesonacHocTs: WPA2-PSK

MNPUMEHWTD

Eecnposo.qule CeTU OBHOBWUTb CMUCOK
WMms cetn (SSID) Hactpoiikn BesonacHocTu Kanan
=% RD_DLINK [WPAZ-PSK] [AES] 2 :
%% [SDK2] DIR-882-F117 [WPA2-PSK] [AES] 6

PucyHok 47. Cmpa+uya 0nsi HacmpoUKu MO8mMopumeris 8 Ka4ecmee KiiueHma.

YroObl HACTPOUTH YCTPOICTBO B Ka4eCTBE KIMEHTA, CAABUHBTE MepeKioyaTeb BKNHOUYMTB Bripaso.
[Tpu 5TOM Ha cTpaHHIIe OTOOPAKAIOTCS CIIEAYIOIINE JIEMEHTHI:

MapameTp OnucanHne

Bewartb 6ecnpoBoaHyto| Eciu nepexirodaresib CIABHHYT BJIEBO, YCTPOICTBA HE MOTYT

cetb 24 ITy/ nogximoyateest K Wi-Fi-cetu noBroputens. Ilpu 3ToM noBTOpHUTENDH
Bewatb 6ecnpoBOAHYI0| MOXET MOJIKIIOYATBECS K APYrod TOuke NocTymna B KadecTBe Wi-Fi-
cetb 5Ty KJIHMEHTA.

MoaknroyeHne Kk cetn | Criocod NMOAKIIOUCHHUS K IPYToil TOYKE T0CTYTIA.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

B paznene BecnpoBoAHble CeTU oToOpakaeTcsi CIHCOK JIOCTYITHBIX OECIPOBOAHBIX CETEH.

YroObl Ha cTpaHMLIE 0TOOpa3uiIach camasl akTyalbHast MH(OpMAIMs O JTOCTYIHBIX OECIIPOBOIHBIX
cersix, Haxxmute knonky OBHOBUTb CTMUCOK.

YroObl MOAKIOYUTHCS K KAKOW-THOO CETH U3 CIHMCKA, BBIACIUTE HEOOXOmuMyro ceTb. CIBHHBTE
nepexitouareb lapameTpbl ceTU BmpaBo, uTOOBI B OKHE OTOOpasmiach Oosiee MOApOOHas
UH(POPMAITUS O CETH, K KOTOPO# MOAKIIOYACTCS TOBTOPUTEb. ECiM T MOAKITFOUCHHS K 3TOU CETH
HY>KEH 1apoJib, BBEUTE €ro B cooTBeTcTBYyIOMIee nojie. Haxxmute knonky MOOKITKOUYUTBLCA.

Y100l MOAKITIOYMTHECS K CKPBITOM ceTH, B packpbiBaroiiemcsi criucke [NogkniovyeHne K cetu
BIOepuTe 3HauYeHHe MOAKMIOYUNTBLCA K CKPbITOM CeTWU. Beeaute Ha3BaHue cetd B moje Ums
cetn (SSID). Eciiu HeoOxoaumo, 3anonuute nojie BSSID. 3arem BbiOepuTe HEOOXOMUMBIN THII
ayreHtu¢ukanuu B cnucke CeTeBas ayTeHTUdMKaums.

s tunoB ceteBoii ayrentudukanuu Open u WEP na crpanuie otoOpakaroTcst Clieayrolime
HaCTPOMKU:

MapameTp OnucaHue

Tonvko onss muna aymenmugpuxayuu Open.

Uto0mI aKTUBUPOBATh WEP-mmdposanue, CIBUHbBTE

Bxniounte nepeKiroyaTenb BrpaBo. [Ipu 3TOM Ha CTpaHHIE OTOOPAKAOTCS
wudpposanne WEP | packppisarommiics cimcox Homep knouya no ymonyauuio,
nepekiaodarens Knrow wndposanmna WEP kak HEX u detsipe
ot Knroy wmndppoBaHums.

Homep kntoya no Homep xmrowa (oT 1-ro 10 4-10), KOTOPBIM OyIET MCIOIB30BATHCS
yMOn4YaHu1Io st WEP-tmudgpoBanusi.
Knwoy wundcgppoBaHus CaBuHBTE MepeKITIoYaTesTh BITPABO, YTOOBI 3aJ1aTh
WEP kak HEX IIECTHAIIATEPUIHOE YHCIIO B KAYECTBE KITFOUa JIJIs IU(POBAHHMS.

Kmtoun nns WEP-tmndposanus. [Ipu mmdpoBanun ucmnonb3yeTcs
KJIFOY, HOMEp KOTOPOTO YKa3aH B packpeiBatomiemcs cnucke Homep
Kfl4Ya No yMon4aHuio. HeoOXomuMo 3aroiHUTL BCE TIOJIA.
Haxvure Ha 3Havok [lokasaTb (&), 49toOb 0TOOpa3uUTH

Krno4 wudcppoBaHus
(1-4)
BBCJICHHBIN KITIOY.

Jnst umos cereBoit ayrentudukannn WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHHIIE OTOOPAKAIOTCS CIEAYOIINE TTOJIS:

MapameTp OnucaHue

[Mapons  mns WPA-mmudpoBanus. Haxmure Ha  3HAUOK
MNMokasaTtb ( & ), yToObI 0TOOPA3UTH BBEICHHBIN TAPOJIH.

Maponb PSK

Tun wndpoBaHua Mexanusm mmdposanus: TKIP, AES nwim TKIP+AES.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

Hns tunoB cereBoit ayreHtupukaunu WPA, WPA2 u WPA/WPA2 mixed Ha crpanuie
0TOOpaXKAIOTCS CIEAYIONIHE TTOJIS:

MapameTp OnucaHue

INNornn RADIUS-cepBepa | Mwms mons3oBarens st yuetHoi 3amucu Ha RADIUS-cepsepe.

[Tapone mist yuetHoit 3anucu Ha RADIUS-cepBepe. Haxmute Ha
Maponb RADIUS-cepBepa pOIE UL Y PBEp .
3Hauok Moka3saTb (&), uToOB 0TOOPA3UTH BBEIECHHBIH MMapOIIb.

Tun wudpoBaHun Mexanusm mmdposanus: AES.

[Tocie 3apanus napametpoB Haxxmute kHonky MPUMEHUTD.

[lpu monkmroueHHH K OECIPOBOTHOM TOYKE JOCTyma KaHan OecmpoBogHoii cetm DAP-1610
ABTOMATHUYECKHU TIEPEKITFOUNTCS Ha KaHAJI STON TOUKH JIOCTYTIA.

B ciyuae ycmenrHoro moJKIIOYEHHsI CTPOKA CETH, K KOTOPOH IOJKIIIOUEH IOBTOPUTEINb, Oyner
BBIJICJIEHA TOTYOBIM IIBETOM.

Kpome Toro, Ha ctpanuiie otoopasutcs pazaen UHpopmaumsa o noaknoveHUmn, B kotopom Ber
CMOKETC MOCMOTPCTL CTATYC MOAKIIOYCHUA K CCTU U OCHOBHBIC €€ MMapaMCTPBhI.
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DAP-1610 BecnposogHou nostoputens AC1200

PyKOBO,EI,CTBO nonb3oBaTtensa

HacTtpovika noBToputens

JONoOJIHUTENIbHO

Ha crpanune pasnena Wi-Fi /| [JOnOMHUTENbHO Bul MoXeTe ONpEacIUTh IOMOJHUTEIbHBIC
napameTpsl, BiMsOLMEe Ha pabory Bameilt OecripoBogHoit cetu. s HacTpoiiku auamasoHa
2,4 I'T'u mnm nuanaszona 5 I'T'n nepeiinnre Ha COOTBETCTBYIONLYIO BKIAIKY.

V3MeHeHMs MapaMeTpoB Ha JAHHOW CTpaHMIIE MOTYT OKa3aTh HETaTUBHOC BIWSHHC HA
B  Bamy 6eclipOBOJHVIO CETb.

Mepuog eewaqun beacon-thpeAMor (B MANNMCEKyHOaxX )™

100

£ VYeegomnenns [ononHUTENLHO
2.4GHz
LupuHa kaxana
20/40MHz -

@ Texywas wupuxa kadana: 20 My
Ulupuna wanana 40 MMy docmynna monsroe AMA PEXUMOE ¢ NoddepsKod

cmandapma 802.11n

I AstocornacosaHue 20/40 (Coexistence)

MOLWHOCTE M3NYUEHWS (B NPOLEHTEX)

100 -
B/G-zawmTta

Auto -
Short Gi

BrnouuTe -

Mopor RTS (2 BanTax)*

2347

Mopor dparmedTauun (B Gantax)”

2346

Mepwon DTIM (B beacon-chpeAmax)”

1

Bpema Ge3nefcTEMA 00 OTKMONEHNA (B cekyHaax)®

0

PucyHok 48. CmpaHuuya dornonHumersnbHbiX Hacmpoek 0515 6ecrpogodHoU cemu.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

Ha CTpAaHULEC MMPEACTABIICHBI CICAYIOMIUC SJICMEHTHI:

MapameTp OnucaHue

[lupuna xanana ans ycrpoiicts cranpapra 802.11n B auamnazone
2,4 I'Tu (Bxiaaka 2.4GHz).

20MHz - ycrpoiictBa cranmapra 802.11n pabortaroT Ha KaHaiax
mpuHoi 20 MI.

20/40MHz — ycrpoiicta cranaapra 802.11n pabotaroT Ha KaHaIax
mupuHor 20 MI'q wim 40 M.

[InpuHa kanama juist ycrpouctB crangapra 802.11n u 802.11ac B

L a KaHana
WpWHa kaHan nnanasone 5 I'T' (Bkiaagka SGHz).

20MHz - xmentsl cranmapra 802.11n u 802.11ac pabotaroT Ha
KaHanax mupuHoit 20 MI'm.

20/40MHz — ximents! cranmapra 802.11n u 802.11ac paboraroT Ha
kaHanax mupunoi 20 MI'q unum 40 MI'n.

20/40/80MHz - xnments crangapta 802.1lac pabortaroT Ha
kaHanax mupudoit 20 MI'u, 40 MI'u unu 80 MI'.

Jocmynno na exnaore 2.4Hz.

CIBuMHBTE  MEpEKNIIoYaTe]b  BIPaBO,  4YTOOBI  MOBTOPHUTENH
ABTOCOrNacoBaHWe | apromarnuecku BHIOMpaN WMPHHY KaHana (20 My win 40 MI'w),
20/40 Coexistence | yayGonee mogxommyo s paboTBl ¢ MOAKIIOYCHHBIMH
yCTpoHCTBaMU (Takas HACTPOMKA MOMKET CyHIECTBEHHO CHH3HUTH
CKOpOCTb II€pelaur JAHHbBIX B CETH).

MowHOCTb U3ny4yeHusa | MomHoCTh niepeaTduka (B IpOIeHTax).

Jocmynno na exnaore 2.4Hz.

@yHKIUsA 3ammThl  ycTpoiictB cranmapta 802.11b u 802.11g
UCTIONb3YyeTC Ul YMEHBUIEHHS KOJIMYECTBA KOH(IUKTOB MEXITY
ycTpoiictBamu Barieit 6ecripoBoHO#M ceTH.

Bo3MoxkHBIC 3HaUCHUS:

Auto - (QyHKIMS 3amUTBl  BKIIOYAETCS W BBIKIIOYACTCS
B/G-3awuTa ABTOMATHYECKH B 3aBHCUMOCTH OT COCTOSIHHSI CETH (PEKOMEH/yeTCs,
eciu B Bamelt cetu ectb yctpoiictBa cranmapra 802.11b wu
ycTporicTBa cranaapta 802.11g),

Always On — (yHKIUs 3aIIUTHI BCET/la aKTHBHA (Takas HaCTpOMKa
MOJKET CYUIECTBEHHO CHU3HTH MPOU3BOIUTEILHOCTh OECTIPOBOJHOMN
CeTn),

Always Off — pyHkuus 3anuThl BCera HeaKTUBHA.
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PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

MapameTp OnucaHue

3amuTHBIA MHTEpBan (B HaHOceKyHAax). JlaHHbBI mapamerp

ONpENENSIeT MHTEPBAI MEXKIYy CHUMBOJIAMH, IE€PEAABAEMBIMHU IIPH
B3aMMOECHCTBUU MMOBTOPUTENS C OECIIPOBOIHBIMU YCTPONCTBAMH.

BKNOYNTb — MOBTOPUTEIbh HCIOIB3YeT KOPOTKUHN 3alllUTHBIH
HWHTEpPBaJI, NPOJOJLKUTEIBHOCTh KOTOporo coctasisger 400 Hc.
Short Gl Tonmbko  anst  peKUMOB  paboOThl  OCCIIPOBOIHOW  CETH,
noanepxkuBaronux crangapTt 802.11n wim 802.11ac (cM. 3HaYeHHE
packpbIBaronierocs crniucka becnpoBoAHON peXuM Ha cTpaHuile
Wi-Fi /| OCHOBHbIe HaCTpPOWKM).

3anpeTuUTb — MOBTOPUTEb HCIOJIb3yeT CTAHIAPTHBIN 3alUTHBIH
MHTEpBa, MPOAOJKATETLHOCTh KOTOporo coctaisieT 800 HC.

Mepnop BewaHus WurepBan (B MUIIMCEKYHIaX) MEXKIY OTIPAaBKOW MMAaKETOB IS
beacon-chpenmos CHHXPOHH3AIIUN OECIIPOBOIHOM CETH.

MuHHUManbHBIA pasMep makera (B 0OaiTax), IS KOTOPOTro OymeT
Mopor RTS p p ( ) A P e
nepenaBarbest RTS-kanap.

MaxkcuManbHbI  pazMep HepparMeHTHpyeMoro (HEIEeITHUMOro)
MNMopor chparmeHTaumm | nakera (B Oaiitax). [lakeTbl Oosbiero pasmepa GpparMeHTHPYIOTCS
(pa3buBaroTCs Ha YaCTH).

Ilepuon Bpemenu (B beacon-dpeiimax) mexay otmnpaBkoii DTIM-
cooOmieHust (yBEIOMJICHUS O TOCJEAYIONMEH MIMPOKOBEIIATEIHHOM
(broadcast) wnmm rpynmoBoi (multicast) mepemade) u mepemaucit
JIAHHBIX.

Mepuog DTIM

. NnuTepBan B CEKyHAax MEX IPOBEPKAMU  AKTUBHOCTH
Bpewmsa 6e3gencrTeusa go P ( Y ) Y TIpoBep

OECTIPOBOJHBIX YCTPOWCTB, TOIKIIOUCHHBIX K MOBTOPUTENIO. Ecimu
OTKNK4YeHUxA

3aaHO 3HA4YCHUC 0, IMPOBEPKaAa HC BBIIIOJIHACTCA.

[Tocne u3menenus napameTpoB Haxxmure kHonky MPUMEHUTD.
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PykoBoacTBo nonb3osatens HacTtpovika noBToputens

MAC-punbTp

Ha crpanune Wi-Fi /| MAC-cbunbTp Bl MmokeTe onpenenuts criucok MAC-aapecoB yCTpOHCTB,
KOTOphIe OyIyT WMETh JOCTyn K OecrnpoBoAHO#M ceTu, aubo 3amath MAC-ampeca yCTpOKCTB,

KOTOPBIC HE CMOT'YT IMOJAKIIIOYATHCA K HEH.

' Pexomennyercss nacrpamBarth Wi-Fi MAC-buiasTp depe3 IpoBONHOE MOAKIIOUYEHUE K

® DAP-1610.

£ [DononnuTensHo MAC-dounetp

24Ty 51Ty

DAP-XXXX-5G-4d6f

DAP-XXXX-4d6f
(D OtknoueHo

(D) Otkmoueno

He cosgaHo HM ogHoro npaeuna ans MAC-gunestpoB OOBABHTb

3pneck Bel MoxeTe goGaeuTs Npasuno

PucyHok 49. CmpaHuuya 0n1s Hacmpolku MAC-¢punsmpa 0ns 6ecripogodHoli cemu.

[To ymomuanuro Wi-Fi MAC-QunbTp OTKIIIOUEH.

Jns nHactpoiiku MAC-punbrpa cHayama HeoOXomuMo 3aaaTh mnpaBwia (ykazate MAC-aapeca
YCTPOWCTB, I KOTOPBIX OYOyT NPUMEHSATHCS PEKHUMBI OTPAHWYCHWH, 3aJaBacMble Ha JaHHOU

crpanwurie). J{ns storo naxkmute kHonky JJOBABUTbD.

Hobaenexune npaeuna X

YACTOTHLIA ANaNAsoH
241T1Tu -
SsID
DAP-XXXX-4d6f -
@ S1ra Aannol cemu MAC-bunsmps! ominoeHss
MAC-agpec*
WMma ycTpolctea
® BrounTs
COXPAHUTE

PucyHok 50. OkHo 0nis 0obaeneHus npasuna MAC-gunbmpa.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

Bu1 MmokeTe 3a4aTh CJICAYIOIIHEC IMapaMCTpPhI:

MapameTp OnucaHue

- B packpeiBaroiemMcs CIUCKe BBIOEPHUTE AMANa30H OecTpOBOIHON
YacToTHbIVW AnanasoH
CETH.

becnipoBogHast cetb, Isi KOTOpOW OyneT IeHCTBOBATh JTaHHOE
SSID npaBuiio. BeibepuTe HEOOX0qMMOE 3HAYCHHE B PACKPBIBAIOILIEMCS
CITHCKE.

MAC-agpec Beeaute B mone MAC-aapec ycTpoicTBa, JUIsi KOTOPOro OyaeT

JIEMCTBOBATh 33JIaHHBIN PEKUM OI'PaHUYCHUN.

HasBanue yctpoiictBa s ynoOHoN wuzaeHtudukauuu. Moxer

MUma yctponcrtea
OLITH ITPOU3BOJIBHBIM.

Ecnu mepexmiouarens CHBHHYT BIOpPaBO, MPABUJIIO aKTHUBHO.
Bknrountb CaBuHbBTE MEpeKitoyaTeiab BIEBO, €CIAM XOTHTE OTKIIIOYHUTH
JTAaHHOE TIPABUJIO.

[Mocne 3amanus HeoOXoaUMBIX apameTpoB HaxkmuTe KHOoKy COXPAHUTD.

YT1oOBl W3MEHHTH MapaMeTpbl CYIISCTBYIOIIEr0 IMpaBwia, B paszaeic @®OUNbTPbI BbiOepute
HEOOXOAMMOE TPABWIO W HAXKMHUTE JICBYIO KHOIIKY MBIIIM. B OTKpBIBIIEMCS OKHE W3MCHUTE
HacTtpoiiku U Haxxmute kHoky COXPAHUTD.

Uro0bl ymamuTh Kakoe-au00 MpaBUIIO C JAHHOW CTpaHUIBl, B pasaecic PUNBTPbl YCTAaHOBUTE
(I1aXKOK, PacIIONIOKEHHBIN CICBa OT COOTBETCTBYIOIIETO NpaBmiia, 1 HaxmuTe kHonky YOAJTIUTDb.

[Tocne 3amanust MpaBui HEOOXOIMMO HACTPOHUTD PEKUMBI OTPAHIYCHHH.

Uto0bl OTKPHITH OECIPOBOJHYIO OCHOBHYIO WJIM JIONOJHHUTEIbHYIO CETh i ycTpoiictB, MAC-
ajJipeca KOTOPBIX yKa3aHbl Ha JIaHHOW CTPAHUIIEC, W 3aKpPbITh €€ U1 BCEX JIPYTUX YCTPOMCTB, B
paszesie, COOTBETCTBYyOIIEeM 3Tomy auana3ony (2.4 'y wim 5 I'TW), BeIgETUTEe CTPOKY CETH U
Ha)KMHUTE JIEBYIO KHOIKY MBIIIA. B OTKpBIBIIIEMCS OKHE CABHHBTE Mepekimouaresib BKMOYNTb
MAC-¢unbTp Bropaso. Ilpu 3ToM  OTOOpa3suTCsS  pacKpHIBAIOIIUICS CIOHCOK  PeXxunm
orpaHnyeHnn MAC-cunbTpa. Broibepute 3HaueHne Paspewarb W HaXMHUTE KHOMKY
COXPAHUTD.

UroOBl 3aKpBITh OECIPOBOIHYIO CETh UIS YCTPOWCTB, ajpeca KOTOPhIX YKa3aHbl Ha JaHHOU
CTpaHuIle, B pacKpbiBamomeMcs crucke Pexum orpaHnyeHnn MAC-cdunbTpa BbimenuTe
3Hauenue 3anpewartb u Haxmute kHonky COXPAHUTD.
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DAP-1610 BecnposogHou nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

PoyMuHr

Ha crpanune Wi-Fi / PoyMunHr Bbel moxkere akTUBHpOBaTh (DYHKIMIO HHTEUICKTYAIbHOTO
pacripenenenust Wi-Fi-ki1neHToB.

Jannas QyHKIMS MpeaHa3HadeHa Ui OeCIPOBOIHBIX CETEH, MOCTPOCHHBIX Ha 0a3e HECKOIbKUX
TOYEK JOCTyINa WIM MapuipyTu3aropoB. Ecinu naHHas (QyHKIMS aKTHBHPOBAHA HA BCEX TOYKAX
JIOCTyTa (MapIIpyTU3aTOpax, MOBTOPUTENSIX), 00pa3ylOMMX OECIPOBOIHYIO CE€Th, O0€CIPOBOIHBIE
KIIMEHTHI BCeraa OyayT MOAKII0YATHCS K YCTPOMCTBY € MaKCUMaJIbHBIM YPOBHEM CHUTHAJIA.

PoymuHr

( WHbopmaumns o cucteme

WHTennekTyaneHoe pacnpegenexne Wi-Fi-knveHToB

DYHKUMS MHTENNEeKTyansHoro pacnpenenequs Wi-Fi-knueHTos npeaHasHaqeda Ansg HecnpoBogHeIX ceTel, NOCTpoeHHbIX Ha Base HecKoNbKUX
TOYEK JOCTYNa UMK MapLupyTW3aTopoB. Ecnv gaHHan yHKLMA aKTUEMPOBAHA Ha BCEX TOUKaX OoCTyna (MaplupyTuaatopax), obpasylowmx
BecnpoBoaHyio ceTb, BecnpoBoaHbIE KNMEHTBI Beeraa ByayT NogKMioHaTbea K YCTPORCTBY © MaKCHManbHbIM YDOBHEM CUrHana.

BbIKNHOYAUTL
Mopt* J7 Wcenons2oBate multicast Ana o6meHa cnyxeGHoi
7890 WHbopMaLumren
@ VemaHosume nepeknouamens & Mpasoe NONoXeHUe, ecriu MoYdKu OOCH’?_VU&
HaxoQAMCcA 8 pasHbix NOACemax
2.4TTy 5Ty

MaKCHManNLHOE BPEMA XpaHeHna MHPOPMaLMK (B ceryHaax)”
(D Makcumanstios speMA XpaHEHUS UNGIOPMALUUL O SUOUMBIX KILEHMAX

MWHUMANEHBIA YpOBEHE Ka4YeCTEa COBAMHEHWA (B NpoueHTax)”

50

"MepTean” soHa (oT -50% no 50%:)*

15

MaKCHMansHoe BpeMa XpaHeHna MHPOPMaLMK (B ceryHaax)”
(D) Marcumanetios BpeMs XpaHEHUS UHEHOPMALLL O SUOUMBIX KLIBHMEX

MUHUMAaNEHBIA YpOBEHE Ka4YeCcTEa COBAMHEHNWA (B NpoueHTax)”

50

"MepTeas” soHa (o7 -50% go 50%)*

15

PucyHok 51. Cmparuuya Wi-Fi / PoymuHe.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

UYroObl aktuBHpoBath ¢GyHKImo0, Haxmute KHonky BKITHOUMWUTb. Tlpu stom Ha crpanune
JOCTYIIHBI CIIEAYIOIUE HACTPOMKH:

MapameTp OnucaHune

Howmep nopra, KOTOpsIN HCTIOIB3YETCS Isl 0OOMEHA TAHHBIMUA MEXTY

MopTt
P TOYKaMH JIOCTyNa (MapLIpyTH3aTOPaMH, OBTOPUTEIISIMH).

CaBuHBTE NEpEKIIIOYATENb BIIPABO, YTOOBI MCIIOIB30BaTh multicast-
Tpapuk a1 oOMeHa ciy)keOHOH HHOpManueld MeXIy TOYKaMH
nocTyna (MapumpyTH3aTopaMy, MOBTOPUTEIsIMU). Takas HacTpoiika

Ucnonb3oBaTb o
) HEeoOXoMMa, eCJI yCTPOMCTBA, Ha KOTOPBIX aKTHBHPOBAHA (DYHKITHS
multicast ans O?MeHa MHTEJJIEKTYalbHOTO PaCTIpEeNICHUs, HAXOATCS B PAa3HBIX MOACETSIX.
cryxebHoi . Ecnu nepekiroyarens CIBUHYT BIPaBO, HA CTPAHHIIE OTOOPAKAIOTCS

MHcpopmaLmen

noist Multicast TTL u Agpec multicast- rpynnbi.

Ecnu mepekmtouarens CABUHYT BJIEBO, s OOMEHA CIIyKeOHOM
nHpopmarueit ucnonp3yercs broadcast-rpaduk.

. 3apnaiite 3nauenue mapamerpa TTL (7ime to live, epema ocusznu).
Multicast TTL Pavetp ( P )
Pekomennyemoe 3HaueHue — 4.

Appec multicast

rpynnoi 3anaiite anpec multicast-rpynmsr (u3 moacetn 239.255.0.0/16).

24Ty /5Ty

MaxkcumanbHbIi Iepruosl BpEMEHH (B CEKYH/IaX), B TE€UEHUE KOTOPOTO
MakcumanbHoe Bpems

TOYKa JOCTYyIIa (IIOBTOPUTECJIb) XPaHUT HHPOPMaAIHUIO 00 OBHE
XpaHeHus nHdopmalmm Aoctyna ( P ) Xp $op P

CUTHaJia KJIMCHTA, 06H3py>K€HHOFO B CBOCH CETH.

MuHManbHbLIN
YpOBEeHb KayecTBa
coeaAVHeHusA

IToporoBoe 3HaueHHE YpOBHs cUTHaJa (B MPOLIEHTAX), IPU KOTOPOM
TOYKa JOCTyIa (MMOBTOPUTEIL) HAUMHAET ONPOC APYIHX YCTPOMCTB.

HaHHLIﬁ nmapamMeTp UCIOJB3YCTCA JJIA BEIYHUCICHNA YPOBHA CUI'HAJiIa,
Ipu KOTOpoM OyzneT cpabarbiBaTh (YHKIUS HHTEJUIEKTYaJbHOTO
pactipenenenus. Ecnmu  ypoBeHb  CUTHala, OOECIeYMBAEMBIi
YCTPOICTBOM, Oosblie CYMMapHOTO 3HAYCHUS nosnemn
MuHMManbHbLIA YyPOBEHb KayecTBa COEOUHEHUA W
«MepTBaﬂ» 30HA, TO KIHCHT OTKJIIOYACTCSI OT TOYKU A0CTyIa

«MepTBas» 30Ha

(moBTOpPUTENISA) U TOJKIIOYACTCS K JPYroMy yCTpOMCTBY. Bbl MoxkeTe

3a7aTh 3HadeHue ot =50% 1o +50%.

[Tocite 3amanus HeOOXOAMMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTDb.

UroObl BBIKITIOYHTH (YHKIUIO HHTEUIEKTYaIbHOTO pactpeneneHuss Wi-Fi-KIueHToB, HaXMHTE
kHonky BbIKITIOUUTD.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

HononHumenbHoO

B nanHoM pasnmene MeHio Bbl Moxkere [100aBUTH CepBEpbl MMEH, a TakKe HACTPOUTh
aBTOCOIVIACOBAaHME WJIM BPYYHYIO HAaCTPOMTb CKOPOCTb M pexuM nymiekca ans Ethernet-mopra
MIOBTOPUTEJIS.

DNS

Ha crpanune [JononHutenbHo / DNS Ber moxere 1o6aButh B cucteMy cepBepbl umeH (DNS-
CepBEpHI).

£ Hactpoitkn noptos DNS &
Cepeepbl UMEH IPv4 CepBepbl UMEH IPVE
8.8.8.8 x 2001:4860:4860::8888 x
LOOBABWTL CEPBEP [IOEABWUTL CEPBEP
He noBaBneHo HKM OQHOro XocTa LOOBABWTbL

3neck Bel MoxeTe no6aBuTh XoCT

PucyHok 52. Cmparuua JononHumensHo / DNS.

DNS-cepBepbl ucnonb3yrorcss ans omnpenenenus [P-agpeca mo umeHu cepBepa BO BHYTPEHHHX
ceTsax wim cetu MHTepHer.

Ha mannoii CTpaHUuLe Br1 moxete BPYYHYIO 3a14aThb aApeCa TaKuX CCPBCPOB.

Yto0s! 3amate DNS-cepsep, Haxkmurte kaornky JJOBABUTb CEPBEP (s nmporokona IPv4 — B
pasnene CepBepbl uMeH IPv4, qns nporokona IPv6 — B pasnene CepBepbl UMeH IPV6) u
BBeaute [P-anpec DNS-cepsepa. 3atem Haxkmute kHonky MPUMEHUTD.

Yrobsr ymanmuts DNS-cepBep co cTpaHHIlbl, HOXMHTE HA 3HAYOK YAANWUTb (*) B CTpOKe azapeca, a
3atem Haxkmute kHonky MPUMEHUTD.

Ecinu HeoOxomumo, Bel MokeTe co31ath COOCTBEHHBIE apeCHbIE pecypcHble 3amucu DNS*. Jlns
storo Haxkmute kHOonKy [JJOBABUTD.

4 Jns toro uro6sl kaweHTHI DAP-1610 Mormm mcmonp30BaTh 3TH 3alcH, IS HUX HeoOXommMmo 3amath [P-ampec
moBTopHTENs B KauecTBe DNS-cepBepa.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

[o6aeneHue xocTa

IP-agpec*

HaspaHue*

COXPAHUTB

PucyHok 53. OkHo OobasneHuss DNS-3anucu.

B mone IP-agpec 3anaiite agpec y3na. B noine HasBaHue 3amaiite joMeHHOE WMs, KOTOPOMY
OyzeT cooTBEeTCTBOBATH 33anHbIi [P-anpec. Haxxmure kHonky COXPAHUTD.

YroObl M3MEHHTh MapaMeTphbl KAaKOM-TMOO 3aluCH, BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B
tabiauue. B OTKpbIBIIEMCS OKHE WM3MEHUTE HEOOXOAMMBbIE MapaMeTpbl M HaXMHUTE KHOIKY

COXPAHUTD.

YT1oOBI yoaiuTh 3aliCh, YCTAaHOBUTE (IAXKOK ClieBa OT COOTBETCTBYIOLICH CTPOKM TaOIHMILBI U
Haxxmure kHonky YAAJIATDb.

[Tocne 3aBepiienust padoThl ¢ 3anucsimu Haxxkmute kHonky MPUMEHUTDb.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

HacTtpouku noptos

Ha ctpanure JlononHutenbHo / HacTpoOWKM NOPTOB Bbl MoXKeTe HACTPOUTH MIIH OTKITIOUYHUTH
ABTOCOIIACOBAHNE CKOPOCTU U PCKHUMaA AYIIJICKCA, d TAKIKC BPYUHYIO HACTPOUTH CKOPOCTH U PCKHUM
OyIIeKca Jis Ethernet-mopTa moBroputers.

B PEXKUME aBTOCOTTIACOBAHUA BEI Taxoke MoXkeTe BKIIOUMTH MJIA BBEIKIIOUHTH CI)YHKHI/IIO yHpaBJICHUSA

IIOTOKOM JJaHHBIX.

Hactponku noptoB

HacTpoliku nopToB

Mopt Craryc AsTOCOIMacosaHue CropocTb KoHTponb notoka

LAN1 @ MMopkniovero BrnoveHo 100M-Full 802.3x(tx+rx)

PucyHok 54. Cmpa+uua JononHumensHo / Hacmpolku nopmoe.

YroObl HACTPOUTH ABTOMATHYECKOE COINIACOBAHUE WJIM BPYUYHYIO HACTPOUTH CKOPOCTb M PEXUM
nyruiekca ans Ethernet-nopTa, BeiOepuTe nmopT B TabIMILIE.

' ABTOMATHYECKOE COITIACOBAHME JIOJDKHO OBITh BKIIIOUYEHO Ha O0OMX YCTPOKNCTBAX,

u OPraHr3yIOMKUX COCANHCHUC.
H[!I/I BELIKJIFOYCHHOM aBTOMATUYECKOM COINIaCOBAHUN HaC![QOﬁKH CKOPOCTU W PEKUMA

IVIUIEKCA JOJDKHBI  OBITh  OJMHAKOBBIMU _JUIL  OOOMX VCTPOWCTB, OPraHU3YIOIIHAX

COCJIMHCHUC.

LAN1 X

CropocTb

auto -

PexxumMbl aBTOCOIMacoBaHus
® 10M-Half

® 10M-Full
@ 100M-Half

@® 100M-Full

Ko HTPOIb NOTOKa

@ CyMMeTPUYHBI KOHTPOML NOTOKa

COXPAHUTb

PucyHok 55. OKHO usMeHeHUs1 HacmpoeK ropma rnosmopumeris.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

B OTKPBIBIIEMCA OKHE 3a1[al71Te HeO6XO,Z[I/IMBIe mapaMETphI:

MapameTp OnucaHwue

PexxuMm nepenaun naHHbIX.

Bribepute 3Hauenune auto, YTOObI BKIIOYUTH aBTOMATHYECKOE
cormacoBanue. [lpu BBIOOpEe 3TOr0 3HA4YEHUS B OKHE HACTPOEK
otoOpakarorcss paszensl  PeXumbl aBTOCOrnacoBaHuUA u
KoHTponb notoka.

Beibepure 3nauenue 10M-Half, 10M-Full, 100M-Half wu
100M-Full, uToOBI Bpy4YHYHO HACTPOUTH CKOPOCTb M PEKUM
AyTIeKca JJisl BRIOPAHHOTO MOpTa:

* 10M-Half — nepenaya gaHHBIX BEAETCS TOJBKO B OIHOM
HAMpaBJICHUH B OJWH MOMEHT BPEMEHH (Jub0 mpuem, Jubo

meperaya) €  MaKCHMAaJbHO  BO3MOXKHOW  CKOPOCTBIO

10 Mowurt/c;
CkopocTb

* 10M-Full - nmepemaya gaHHBIX BemeTcs B JIBYX
HAIPAaBJICHUAX OJHOBPEMEHHO (IIPHEM M Tiepe/iada JaHHBIX B
OJMH MOMEHT BpPEMEHH) C MAaKCHMaJbHO BO3MOXHOM
ckopocTtbio 10 M6wut/c;

* 100M-Half — nepemaua maHHBIX BEAETCS TOJIBKO B OIHOM

HaIpaBJICHUH B OJJUH MOMEHT BpeMeHH (JIMOO IMpHueM, Ju00
nepegadya) ¢ MakCMMaldbHO  BO3MOXKHOW  CKOPOCTHIO
100 Mowurt/c;

. 100M-Full — nmepemava naHHBIX BemeTcss B JABYX
HaNpAaBJICHUAX OJHOBPEMEHHO (TIpHEM M Iepe/ava JaHHBIX B
OJMH MOMEHT BPEMEHH) C MaKCUMaJIbHO BO3MOXKHOM
ckopocthio 100 Mout/c.

Pexumbl aBTOCOrnacoBaHus

UToOBI BKIIIOYHTH HEOOXOMUMBIC PEXUMBI Tepeadyd JaHHBIX, CIBHUHBTE COOTBETCTBYIOIIHE
MePEKITI0YaTeu BIIPaBO.

KoHTponb noTtoka

CI[BI/IHBTC NCPCKIOYATCIIb  BIIPABO, LIT06]§I BKJIFOYUTH (i)yHKIH/HO
Cum MEeTPUYHbI n YHOpaBJICHUA ITOTOKOM JJIA IMOPTaA.

KOHTPOJIb NOTOKA CIBUHBTE TMEPEKIIOYATENb BJIEBO, 4YTOOBI OTKIIOYUTH (DYHKIIHIO
yIpaBJIeHUs TOTOKOM JIs TIOPTa.

[Tocne 3amanust HeoOXxoaUMBIX mapameTpoB HakmuTe kHOnKy COXPAHUTD.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

Mexcemeseoli 3KkpaH

B nannom pasnene meHto Bol moxxere HacTpouth MAC-(pUabTp mOBTOpUTEIS.

MAC-punbTp

Ha crpannne MexceteBon akpaH /| MAC-cunbTp Bbl MoxeTe HACTPOHUTh (DUIIBTPALMIO T10
MAC-anpecam st yCTPOKCTB, MOAKIFOYEHHBIX K TIOBTOPHUTEIIO.

MAC-¢unbtp

Pesxum no yMmonuaHumo

Paspewuts -

He co3gaHo HK ogHoro npasuna ansg MAC-punsTpoB DOBABUTH

Bbl MoxeTe 06a81UTL NPABUN0 Yepes COOTBETCTEYHILLYH dopmy

PucyHok 56. CmpaHuya Mexxcemeeoli akpaH / MAC-¢hunbmp.

YroObl 3ampeTUTh WIM pPa3peliuTh JOCTYN K TIOBTOPUTEIIO M K CETH BBIIIECTOSIIETO
MaplipyTu3aTopa, BblOepuTe HeoOxoaumoe JeiictBue (3anpeTuTb win PaspewuTtb
COOTBETCTBEHHO) B cliicke PEXMM No yMonyaHuio.

Bbl_MokeTe WCIOan30BaTh PEKUM 3a|'|peTV|Tb, TOJABKO €CJIM _Ha JIAaHHOH CTPAHUIIC

! CYIIIECTBYET XOTS Obl 0JIHO AKTHBHOE MPABUJIO, PA3PEIIAOIIEe JOCTYI K MOBTOPUTEIIO B K

CETH BBINECTOANIETO YCTPOUCTBA.
Yrobsl co3mare mpaBuio (yka3are MAC-aapec ycTpoHCTBa, Uil KOTOPOTO OyAeT MPUMEHSThCS

pexum orpanndeHuii), Haxmure kaonky JJOBABUTDb.

[obaeneHue npasuna X

@ BioumTL Npasnno

PaspewwuTs -

Mms yeTpoilcTea

COXPAHUTb

PucyHok 57. OkHo 0obaeneHus npasuna ons MAC-¢gunbmpa.
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DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBOACTBO nonb3oBaTens HacTpoiika nosTopuTens

B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOIIUC MapaMETPhbI:

MapameTp OnucaHwme

YroObl aKTUBHPOBATH MPABUIIO, CABHHBTE MEPEKITIOYATEIh BIIPABO.
BknounTtb npaBuno
Y100bI OTKIIIOYUTH IpaBUJI0, CABUHBTEC IICPCKITOYATCIIb BJICBO.

HeﬁCTBHC, KOTOPOC BBITIOJIHACT JAHHOC IMPAaBUJIO.

3anpeTUTb — 3ampemact AOCTYNl K MOBTOPUTEII0 W K CETH
BBIIIECTOAIIETO MapIIpyTH3aTopa JUisl YCTPOWCTBA C 3aJaHHBIM
MAC-anpecom, Aaxe eCiad PEKUM [0 YMOIYAHHIO pasperiaet
OencrtBue JOCTYT JIJIsl BCEX YCTPOMCTB.

PaspewnTb — pasperraer g0CTynm K TMOBTOPUTEIIO M K CETH
BBHIIIECTOSINETO MapIIpyTH3aTopa IJIs yCTPOWCTBAa C 3aJlaHHBIM
MAC-anpecoM, Aaxke eclid PEXUM IO YMOJYAHUIO 3ampelaet
JOCTYII JUIsl BCEX YCTPOUCTB.

MAC-agpec MAC-anpec ycTpoiicTBa, TOJKITIOYEHHOTO K IIOBTOPHUTEITIO.

Ha3zBanue ycrpoiicTBa 1y ynoO6Ho# naeHtugukanuu. Moxer ObITh
IIPOU3BOJIbHBIM.

MUma yctponcrtea

[Mocne 3amanus HeoOxoaMMbIX TapameTpoB HaxkmuTe kKHOoKy COXPAHUTD.

YT1o0OBI 3a4aTh APYyruc napaMeTphbl AJId KaKoro-1moo IpaBujia, BLIGCpI/ITe COOTBCTCTBYIOIIYIO CTPOKY
B Ta6JII/IIIe. B OTKPBIBIIEMCSI OKHC H3MCHUTC H€O6XOHI/IMBIC mapaMEeTpbl MU HAXMHUTC KHOIIKY

COXPAHUTD.

YroObl yaaauTh MPaBHIO, YCTAHOBHUTE (IAXKOK CJIEBA OT COOTBETCTBYIOIICH CTPOKH TAaOJMUIBI U
Haxmute kuonky YAAJIUTb. Bel Takke MoXeTe yaaauTh MPAaBHIO B OKHE HM3MEHCHHS
apaMeTPOB.
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DAP-1610 bBecnposogHoi nostoputens AC1200
PykoBoacTBo nonb3oBarens HacTtpolika noBTopuTtens

Cucmema

B mannom pas3aciie MCHIO BEI MOXXeTe BBIIIOJIHUTH CJICOYIOIIUC JIENCTBUA:

M3MEHUTh MapoJib AJIs JOCTYyNa K HACTPOWKaM IMOBTOPHUTEIIS;

BEPHYTb MTOBTOPUTENH K 3aBOACKUM HacTPOHKaMm;

c/ienaTh pe3epBHYIO KOMUIO KOH(PUTypaIK MOBTOPUTEIIS;

BOCCTAHOBHUTH HACTPONKH U3 KOHPUTYPAITMOHHOTO (haiina;

COXPaHUTh TEKYII[ME HACTPOMKHU B SHEPTOHE3aBUCUMOM MaMsTH;

nepe3arpy3uTh MOBTOPUTENE;

M3MEHUTH S3bIK Web-unTepderica;

OOHOBHUTH MPOTPAMMHOE 00€CTICUeHHE TOBTOPUTEIIS;

HaCTPOMUTh ABTOMATUYECKOE YBEIOMJICHUE O HAJIMYMKU HOBOM Bepcuu 110;
IIPOCMOTPETH KypHAJl COOBITUI U HACTPOUTH Iepeiady >KypHaia Ha yJalleHHBIN y3e,

MPOBEPUTh JOCTYMHOCTh KaKOro-JIMOO y3Jla CeTH HEMOCPEACTBEHHO W3 web-unrtepdeiica

HaCTPOWKH M yNPABIICHNUS;
OIPEICNINTh MAPIIPYT IO KAKOro-Iuoo y3ia;
pa3pelnTh WIK 3aPETUTh JOCTYM K NOBTOpUTEINO 1o npotokony TELNET;

HAaCTPOUTH aBTOMATHUYCCKYHO CHHXPOHU3AIUIO CUCTCMHOI'O BPEMCHU HJIM BPYYHYIO 3a14Thb

JaTy ¥ BpeMs JJis TOBTOPUTEIIS.
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KoHdpurypauunsa

Ha crpannne Cuctema / KoHdurypauma Bel Mokere H3MEHHTH Mapoiib YY4ETHOW 3allUCH
aMUHHCTpATOpa Ui JocTyna K web-unTtepdelicy moBTOpUTeNs U I JOCTyNa K HACTPOMKaM Io
npotokony TELNET, BocCTaHOBUTH 3aBOACKHME HACTPOMKH MOBTOPUTEIISI, CO3AaThb PE3EPBHYIO
KOIHIO TEeKYIIEeH KOHPUTypalliy WK BOCCTAHOBUTH paHee COXpaHEHHYI0 KoHpurypamuio u3 daiina,
COXPaHUTh U3MEHEHHbIE HACTPOIKU B YHEPrOHE3aBHCUMON MaMsTH, Mepe3arpy3uTh YCTPOUCTBO, a
Tak)ke U3MEHUTH SI3bIK Web-uHTepdeiica.

£ CucremHoe Bpemst KoHdpurypauusa &

3aBofcKWe HAacTPORKK
Monb3oBaTtenb

NoruH
PeaepeHa#d KonuA

admin

BoccTtaHoBUTE

1 Naponk LS

CoxpaHuTh
® Hnura napons domsna Geimes om 1 do 31 ASCH
cumMsona
MNepe3arpyants
MonTeep#aeHWe napons ©
Aabix
Pycckuin -

PucyHok 58. Cmparuuya Cucmema / KoHghueypauyus.

Jnst Toro yTOOBI M3MEHHUTH MApPOJIb YYETHOHM 3alMCH aJIMHHUCTpaTopa, B paszaene Nonb3oBaTtensb
BBeIUTE HOBBIM mapoib B noisi Maponb u NoarBepxaeHne naponsa. lVcnomb3yiite nudpsi,
JaTUHCKKE OYKBBI BEPXHETO U HM)KHETO PErHcTpa U Ipyrue CUMBOJIBI, JOCTYIHBIE B aMEPUKAHCKOM
packiazke KinaBuatypbl’. Haxmure Ha 3Hadok lMokasaTb (&), 4roObl 0TOOPA3sHTH BBEICHHBIE
3HaueHus. 3areMm Haxxmute kHonky COXPAHUTDb.

3anOMHHTE WM 3aNMIIATE HOBBIM MapoJib MOBTOpHTENd. B ciydyae yTepu HOBOTO maposs
aIMUHHUCTpaTopa BBl CMOXKETE€ MOJYYUTh AOCTYH K HACTPOWKAM IOBTOPUTENS TOJBKO
! [OCJI€ BOCCTAHOBJICHUS 3aBOJICKMX HACTPOEK MO YMOJYAHWIO MPU HOMOIIM annapaTHON
kHonku RESET. Takas mnponienypa YHHYTOXHWT Bce 3ajaHHbIe  Bamu  HAcTpoWKmM
IIOBTOPUTENS.
Jyist TOro 4yTOOBI M3MEHUTH SI3bIK Web-uHTepdeiica, B packpbiBaroieMcs crucke A3bIK BeIOCpUTE
HEO0OXOIMMOE 3HAYCHUE.

5 0-9, A-Z, a-z, ipober, I"#$%&' () +,-./;<=>2@[\]* ' {

b~
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Taxke Ha HaHHOﬁ CTpaHUIEC NOCTYIHBI CJICAYIOIINEC KHOIIKU:

dneMeHT OnucaHue

Knomka pis cOpoca HacTpoeK TMOBTOPUTENS K  3aBOJCKHM
ycTtaHOBKaM. [[pyrum BapumaHToM cOpoca HACTPOCK SIBIISETCS

3aBoACKue HaCTPOMUKMU
P ucnonb3oBanue kHonku RESET (cMm. pasnen Bepxuaa nauens, cTp.

10).

Knonka myis  coxpanenuwst KoHuUrypamuu (Bcex TIapaMeTpoB
MMOBTOPUTEJS) HA JIOKATHLHOM JTMCKE KOMIIbIoTepa. PesepBHas komus
Pe3epBHas konusa .

HacTpoek OyJeT HaXOAUThCS B MallKe 3arpyeHHbIX QaitnoB Bamero

Opay3zepa.

Knonka mist BeiOOpa paHee coxpaHeHHOW KoHpurypamuu (Bcex
MapaMeTpoB MOBTOPUTEISI) HA JIOKAIBHOM JHMCKE KOMIBIOTEpA U €€
BoccTtaHoBUTBL N
3arpy3ku. HaxmMuTe KHOTIKY M CIIeTyHTe WHCTPYKITUSAM THAJIOTOBOTO

OKHa.

Knomnka IJI1 COXpAaHCHHA HACTPOCK B 3Hepr0He3aBHCHMOﬁ IIaMATH.

HOBTOpI/ITeJ'H) COXpaHAC€T HU3MCHCHUSA HACTPOCK aBTOMATUYCCKH.
CoxpaHuTb Eciu u3MeHEHHbIE HACTPOHMKH HE COXPAHCHBI ABTOMATHUECKH, B
[PAaBOM BEPXHEM YIIy CTPAHHIBI OTOOPAa3HTCS COOTBETCTBYIOIIEE
yBEJIOMIICHHE.

Knonka nns mepesarpy3ku ycrpoiictBa. [lpu mepesarpyske Bce

MepesarpysunTtb .
HECOXPAaHEHHbIE HACTPOUKH OYyIyT yTEPSHBI.
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OobHoBneHue NO

Ha ctpanuinie Cuctema / O6HoBneHue MO Brr MokeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOE
obecrieueHre MOBTOPHUTENIS, a TAKXKE HACTPOUTH aBTOMATUYECKYIO MIPOBEPKY HATUYKS OOHOBICHUI
s [1O yerporicTsa.

OO6nosnenne BHyTpeHHEr0 [1O ITOBTOPUTENS PEKOMEHIVETCS BBIMOIHATH TOIBKO IIPU

| IPOBOJHOM HNOJAKIIOYCHUHN TOBTOPUTEIISA K KOMIILIOTCPY.

£ Kondburypaums ObHoeneHue N0 =]

INokaneHoe obHOBNEHWE YpnaneHHoe obHoBREeHNe

® Texywan sepcus MO: Appec cepeepa oOHOBNEHWA
fwupdate.dlink.ru
BhbIGPATL ®AWN... Paiin He sbIbpaH

@ Astomatnuecky nposepATs 06HOBNEHNA

NPOBEPUTL OBHOBNEHWA

PucyHok 59. Cmpa+Huua Cucmema / O6HoeneHue [10.

Tekymas Bepcusi BHyTpeHHero IIO ycrpoiicTBa oroOpakaercs B Tojie TeKylwias Bepcusi
NPOLLUNBKM.

IIo YMOJYaHUIO B CHCTCMC HACTPOCHA aABTOMATHUYCCKasA IIPOBCPKA HAJIUYHUA OOHOBJICHUI
BHYTPCHHETO I10 IIOBTOPUTECIIA. Ecnu oGHOBIIEHHE AOCTYIIHO, B IIPABOM BEPXHEM YIJIy CTPAaHHIIbI
0T06paSI/ITCH COOTBCTCTBYIOIICC YBECAOMIICHHC.

YToOBl OTKIIOUMTH ABTOMAaTHYECKYIO TPOBEPKY OOHOBICHHMH, B paszaene YAareHHoe
OGHOBMEHMeE cIBHUHbTE TIepeKouaTel ABTOMaTUYECKU NPOBEPAThL OGHOBMEHWS BIEBO U
naxmure kHonky MPUMEHUTb HACTPOWMKM.

YToObI BKIIFOYMTH ABTOMATHYECKYIO ITPOBEPKY OOHOBIICHHIA, B pa3zieiic YAaneHHoe o6HoBMNeHue
CIBUHBTE MeEpeKiIroyaresi> ABTOMaTUYECKU NPOBEpPATb OOHOBIIEHUSl BIPaBO M HAKMHUTE
kronky MPUMEHUTb HACTPOMKW. B none Aapec cepBepa OGHOBNEHWI 110 YMOTYAHHIO
yKazaH ajipec cepepa oOHoBieHuit D-Link — fwupdate.dlink. ru.

Bl Moxxere 00HOBUTH BHyTpeHHee [1O moBTopuTelns JOKalIbHO (C XKECTKOrO AMCKa KOMIIBIOTEPA)
WM yIAJIGHHO (C cepBepa OOHOBIICHUH).
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JlokanbHoe o6HOBIE€HUE

Buumanue! Bo BpCMA 0OHOBJIEHUS IMPOrpaMMHOI'0 obecrevyeHys He OTKIIOYANTE
u MUATAHUE TOBTOPUTENSA. ITO MOKET MOBJIEYD 3a COOOM BBIXOJI YCTPONCTBA M3 CTPOSL.

I[J'IH JIOKaJasHOro 00HOBIeHuA [10 IIOBTOPHUTEIIA BBIIIOJIHUTE IICPCUYUCIICHHBIC HUXKEC ,HCfICTBI/IH.

1. CkauaiiTe (haiin c HOBOW BepcHel MporpaMMHOTo odecriedeHus Ha caiite www.dlink.ru.

2. Ha crpannne Cuctema / O6HoBneHue MO B pasgenc JlokanbHoe OGHOBREHME
naxmure kHornky BbIBPATb ®AWMI, uroGbl ONpenennTh MeCTOMONOKeHHe (aiiza ¢
HoBol Bepcuei I10.

3. Haxwmure knonky OBHOBUTD MO.
4. JloxnuTech nepe3arpy3ku MOBTOPUTENS (IIOITOPbI-ABE MUHYTHI).
5. Baeaurte ums nonp3oBarelnis aAMUHUCTparopa (admin) v TeKyUuii maposb A JOCTyna K
web-uHTepdeiicy.
Ecnu nocne o6HoBnenust BHyTpeHHero [1O moBTopuTenss He pabOTaeT KOPPEKTHO, HEOOXOIMMO
BOCCTAaHOBHTh 3aBOJICKME HAcTpoiiku yctpoictBa. [lis »toro Ha crpanuine Cuctema /

KoHdurypauma naxvute KHONKY 3aBOACKME HACTPOMKMU. Jloxaurech mepe3arpy3kd
MTOBTOPUTEJSI.
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YoaneHHoe o6HO8/1€HUE

Buumanue! Bo BpCMA 0OHOBJIEHUS IMPOrpaMMHOI'0 obecrevyeHys He OTKIIOYANTE
u MUATAHUE TOBTOPUTENSA. ITO MOKET MOBJIEYD 3a COOOM BBIXOJI YCTPONCTBA M3 CTPOSL.

I[J'IH YAQJICHHOTI'O o6nosienus 110 IMOBTOPHUTEIIS BBIIIOJHUTE IICPCUYNUCIICHHBIC HUXKC I[CﬁCTBPIH.

1. Ha crpannne Cucrtema / O6HoBneHue MO B pasmene YaaneHHoe OOHOBrEHMe
Haxxmute kHonky MPOBEPUTb OBHOBJIEHUA, uto6s! y3HaTh, CylecTByeT Jiu HOBas
Bepcus [10.

2. Haxwmure kHonky OBHOBWUTb MO (xHomka oTtoOpaskaercsi MpH HAIWYUK HOBOW BEPCHU
MIPOTrPaMMHOTO OOECIICUCHUS).

3. Joxxaurtech nepe3arpy3ku MOBTOPUTENS (TIOJITOPBI-IBE MUHYTHI).
4. Bsenute UM M0JIb30BaTeNs aAMUHKUCTpaTopa (admin) u TeKyuuil maposp A AOCTyNa K
web-uHTepdeiicy.
Ecnu nocne o6HoBienust BHyTpeHHero I1O moBTopuTens He pabOTaeT KOPPEKTHO, HEOOXOIMMO
BOCCTAaHOBHTh 3aBOJICKME HAcTpoiiku ycrpoiictBa. [lns »toro Ha crpanune Cucrtema /

KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. Jlokaurech Mepe3arpys3ku
HIOBTOPHTEJIS.
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XKypHan cobbiTun

Ha crpanuiie Cuctema / XypHan coObITUM Brl MoXeTe HACTPOUTH MapaMeTphbl KypHaia
COOBITHH, & TAK)KE HACTPOUTD TIepeady KypHajia Ha BHEITHHN y3€J1.

£ O6Hoenexne MO XypHan cobbITHiA &

HacTtpoiikn

/9 YKypHanuposaHue

Bbl MOWETE HACTPOMTL NapaMeTpbl KypHana cobbiTui

® BounTs

Tun YpoeeHs

NokaneHLIA U yOoaneHHsIR - MHbopMaUMoHHEIE cooblieHuA -

Mopr*
Cepeep® 514

NPUMEHWTD

PucyHok 60. CmpaHuua Cucmema / XypHan cobbimull. Bknadka Hacmpolku.

Yt00Bl paspemnth (HOPMUPOBAHUE KypHana cOOBITHI, mepeiiaure Ha Briaaky HacTpouku u
CIBUHBTE NepeKiIodaTes BKIOYNTL BipaBo. 3aTteM 3a1aiiTe HEOOXOAUMBIE TapaMeTpPhl.

MapameTp OnucaHue

B packpeiBatomemMcs CHuCKe BBIOEpUTE HEOOXOAWMBIA  THII
KYpHAIMPOBAHMUSL.
* JlokanbHbIW — >KXypHald COOBITHH XpaHUTCS B MaMSITH
noBTopuTtess. [Ipu BeIOOpe 3TOr0 3HaveHus moiast CepBep u
MopT He oToOpakaroTCH.
Tun .
* YpaneHHbIW — >xXypHal COOBITHH TiepegaeTcsi Ha y3el,
3ajaHHbIi B osie CepBep.
* JlokanbHbIX U yAANeHHbIN — XypHaI COOBITHI XpaHUTCS
B IaMSTU HOBTOPUTENS U IEpelaeTcss Ha y3ell, 3aJaHHbId B
nojie CepBep.
YpoBeHs Tun coobueHuit U npeaynpexaeHuid, KOTopble OyIyT 3aHOCUTHCS B
KYPHAJ COOBITHH.
Cepiep IP- unn URL-aapec y3na u3 JIOKaJbHOW WM INIOOAIBHOM ceTH, Ha
KOTOPBII OyZieT epeaaBaThest AKypHall COOBITHH.
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MapameTp OnucaHue

[Topr y3na, 3amanHoro B moje CepBep, Ha KOTOpbIA OyaeT
MopT nepeaaBarbes KypHal coObITHi. [1o ymMomyaHuio 3a1aHo 3HAUYEHUE
514.

[Mocne 3apanus HeoOXoAMMBIX 3HaueHn# Haxkmute kKHonky MPUMEHUTD.

Yr1oObl 3ampeTuTh (OPMHUpPOBAaHHE >KypHajla COOBITHH, COBHHBTE Iepekiodaresis BKAOYUTL
BiieBo U Haxkmute kHonky MPUMEHUTD.

YToOBI MPOCMOTPETH KypHAJ COOBITHIA, TIepeliauTe Ha BKiIaaky XKypHan.

£ Kongurypauus XKypHan cobbITnin &

XypHan

OBHOBWUTL  3KCMOPT B ®AWN

PucyHok 61. Cmpa+uua Cucmema / XypHan cobbimull. Bknadka XKypHan.

Jnst oToOpaxkeHust caMbIX TOCJIeAHUX coObIThil Haxkmute kHonky OBHOBUTD.

JInst 3amucH KypHajda COOBITHI B (haili Ha JIOKAJTbHOM [HCKE KOMIIBIOTEpa Ha)XMHUTE KHOIKY
AKCIOPT B ®AUI. daiin Oyner HaxoauThes B MAaIKe 3arpyxaeMbIx (aiiiioB Bamero Opaysepa.
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Muur

Ha crpannne Cuctema / NMUHr Ber Moxkere NpOBEpHTH JOCTYMHOCTH KakKOro-iubo y3ia B
JIOKaJIbHOM MM ITI0O6ANBHON CETH C MOMOIIBIO YTUINTHI Ping.

VYrunuta Ping oTmpaBisieT 3X0-3ampochl YKa3aHHOMY Y37y CE€TH M (PUKCHUPYET TMOCTYIAOIINE

OTBCTHI.

£ KypHan cobbithii [MrHr i

3 IPv6 BONbLUE HACTPOEK

PucyHok 62. CmpaHuuya Cucmema / lNuHe.

JU71st IpoBepKHU TOCTYITHOCTH KaKoro-auoo y3na Beeaute IP-anpec nimm ums storo y3na B none XocT
U 3aJ1aiiTe KOJMUYECTBO 3alpPOCOB, KOTOpbIe OyayT OTIpPaBIIEHbI Ui IPOBEPKHU JOCTYITHOCTH, B MOJIE
Uucno naketoB. Eciu i npoBEepKH JOCTYMHOCTH HEOOXOIMMO HCIIONIB30BaTh MPOTOKOI PO,

caBuHbTE Niepekirtoyaresb IPv6 Bripaso.

YroOsl 3a7aTh TOMOIHUTEIbHBIEC HACTPOiKH, HaxkMuTe kKHONKY BOJIBLUE HACTPOEK.
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Pasmep nakeTa (& Gairax)*

56

PucyHok 63. CmpaHuuya Cucmema / lNuHa. OKHO O0MOfHUMEbHbIX HACMPOEK.

B oTkpeiBiIeMcst okHe B niosie Pa3mep naketa 3ajaiite 00beM 1aHHbIX (B 0aliTax), meperaBacMbIX
B 3anpoce. B mone Bpemsa oxXuaaHus oTBeTa yKaxuTe NMEPUO OXKUAAHUS OTBETAa HA 3alpoc B
cekyHaax. YToObl BOCCTAHOBUTH 3HAYEHUS MOJICH, 3aJaHHBIC MO YMOIYaHHUIO, HAKMUTE KHOMKY

HACTPOMKW NO YMONYAHMUIO.
[Mocre 3aganust OMOTHUTEIBHBIX MapaMeTpoB HaxMuTe KHONKY OK.

Yrobsl 3anmycTuth mpoBepky, Haxmute kHonky CTAPT. Uepe3 HekoTopoe BpeMs Ha CTpaHHUIIE
OTOOPA3UTCS PE3YIILTAT MMPOBEPKHU.

YToObI yaaauTh pe3ynbTaT mpoBepku, Haxkmute knonky OYUCTUTD.

CtpaHuua 86 13 96



DAP-1610 bBecnposogHoi nostoputens AC1200

PykoBoacTteo nonb3oBatens HacTtpolika noBTopuTtens

TpaccupoBKa MapuipyTa

Ha crtpanuinie Cuctema / TpaccupoBKa MapupyTta Bbl Mokere OnpefeauTbh MapIipyT
CIICIOBAHMUS JAHHBIX JI0 KAKOro-IM00 y3J1a CETH ¢ TIOMOIIBIO YTHIIMTHI traceroute.

< Nwnr TpaccupoBka MapLupyTa &

IPv6  BONbLILUE HACTPOEK

PucyHok 64. CmpaHuya Cucmema / Tpaccupoeka mapwpyma.

Jlns onpeneneHus MapipyTa BBenute uMs wim [P-anpec xakoro-mi6o y3ina B moie XocT. Ecnu mst
onpezeseHus] MapuipyTa HEOOXOIMMO MCIIONIb30BaTh MpoToKon IPv6, caBuHbTE mnepexitroyaresb
IPv6 Bripaso.
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YToObl 331aTh TOMOJIHUTEIbHBIC HacTpoiikH, HaxMuTe kHonky BOJIbLUE HACTPOEK.

Maxcumanstoe sHaveHne TIL®

30

(D) MancumansHoe kaauyecTse NPoMEXyTONHbIX

yanos

Konmuyecreo nonemok*

TERO NOMEITOK O6PALYEHIA K

BpeMA OHWIGHWA (B CekyHax)®

3

(D Bpema axugaring oTBETI OT NPOMERYTOHHOID YING

PucyHok 65. Cmpa+uuya Cucmema / Tpaccupoeka mapuipyma. OkHO O0MosIHUMEbHbIX HACMPOEK.

B OTKPBIBHICMCS OKHEC Br1 MmoxeTe 3agaTh CJICAYIOMIUC MapaMETPhI:

MapameTp Onucanue

MakcumanbHoe 3amaiite MakcumasibHOe 3HaueHue mapamerpa TTL (Zime to live,
3Ha4yeHue TTL 8pems dcu3Hu). 3HaueHUe Mo ymordanuio — 30.

KonunyecTtBo nonbIToK | KommuecTBo MOMBITOK 00paIieHus K IPOMEKYTOYHOMY y3ITy CETH.

Bpemsa oxupaHus [Tepuon oxxumanus OTBETA OT MPOMEKYTOUHOTO Y3J1a CETH.

YtoOLl BOCCTAHOBUTH 3HAYEHHUS HOHCI\/’I, 3aJlaHHbIC II0 YMOJYAaHUIO, HAXKMUTC KHOIIKY

HACTPOMKW NO YMONYAHMUIO.
[Moce 3aaHust JONOIHUTEIBHBIX ApaMeTpoB HaxkmMuTe KHONKY OK.

Yto0b! 3amycTuTh mpoBepky, Haxkmute kHOmkKy CTAPT. Uepe3 Hekoropoe BpeMsi Ha CTpaHUIIC
0TOOpa3UTCS PE3yiIbTaT MPOBEPKH.

YrtoObl ynamuTh pe3ysbTat npoBepku, Haxmute kHonky OYUCTUTD.
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TenHner

Ha crpannne Cuctema / Telnet Bor MokeTe BKIIIOUMTH MIIM BBIKIIOYMTH JOCTYIT K HACTPOMKaAM
nosroputens o nporokony TELNET wn3 nokansHoM cetn. loctyn no TELNET no ymomuanuro

OTKJIFOYEH, HO aBTOMAaTHYC€CKH BKIIFOYACTCA IMOCJIC N3MCHCHHUS IapoJId aAMUHUCTpATOpa, 3aJaHHOI'O
M0 YMOJIYAaHHUIO.

( TpaccupoBka MapLupyTa Telnet =

@ BinounTs Telnet

Mopt*
23

NMPUMEHWUTb

PucyHok 66. CmpaHuuya Cucmema / Telnet.

Yro6s1 3anperuts noctyn nmo TELNET, casunbeTe mepekmtouarens Bknountb Telnet Bieo u
Haxxmute kaonky MPUMEHUTDb.

UroOsr cHoBa paspemnth noctyn nmo TELNET, casunbTe mepekirouarens Bknrounmtb Telnet
BnpaBo. B mone lMOPT BBenuTe HOMEp MOpTa MOBTOPHTENS, Yepe3 KOTOPBIA OymeT paspelicH
noctyt (1o ymomuanuio 3a1ad mopt 23). 3atem Haxkmute kHonky MPUMEHUTD.
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CucreMHoe BpemMsa

Ha crpannne Cucrtema / CuctemHoe BpeMs Brl MoxeTe BpPYyYHYHO YCTAHOBHTH CHCTEMHOE
BpEMsI TTOBTOPHUTENS HJIM HACTPOUTH aBTOMATHYECKYHO) CHHXPOHHU3ALHUIO CHCTEMHOTO BPEMEHH C
CepBEpPOM BpeMeHH U3 ceTH HTepHET.

& Kypran cobeiTuii CwvcTeMHoe Bpems 8
CycTeMHas ara: 27.03.2018 Hactpoikmn NTP
CuctemHoe BpeMa: 11:27 -
MameHUTL YacoBoW noAc -
@ Buniounts NTP GMT+03:00  Baman

KyseiT, 3p-Pusg

Mockea, Cankr-Tetepbypr, Bonrorpag
Haipotu

Terepan

Cepeepbi BpemeHm Mepexop Ha neTHee Bpems

poal.ntp.org " ) MonyunTs agpeca cepeepoB Bpemexn no DHCP

) 3anycTuTh B KauecTee cepeepa ANns NoKansHow
[OBABMTE CEPBEP ceTH

OMPEOENUTL YACOBOW MoOfAC

PucyHok 67. Cmparuua Cucmema / CucmemHoe epemsi.
J171s HACTPOMKHU YaCOB MOBTOPUTEIISI BPYUHYIO BBITIOJHUTE MEPEUUCICHHBIC HUKE JICHCTBHSL.
1. CnBunbte nepexitoyaresib Bknounts NTP Bieso.

2. B paznene HacTporKu BpeMeHM 3anaiite HeoOXxoaumbie 3HaYeHust. UTOOBI 3a1aTh BpeMs,
YCTaHOBJICHHOE Ha BaleM KoMMbIOTepe WM MOPTATUBHOM YCTPOMCTBE, HAXKMUTE KHOIKY

CKOIMUPOBATb JTIOKAJIbHOE BPEMA.

3. Haxwmure xHonky MPUMEHWUTb. [pu stom nons CuctemHaa paata u CucrtemMHoe
BPEMS 3aroJHSITCS aBTOMATHYCCKH.

JIisi aBTOMATHYECKOW CUHXPOHHM3AIMHM YacOB IMOBTOPHTENS C KAKHUM-THOO CEpBEPOM BPEMCHH
BBITIOJIHUTE MEPEUNCIICHHBIC HUKE ICUCTBUA.

1. Cnsunbte nepektoyaresi Bkrnounts NTP Brpaso.

2. B pasgenc CepBepbl BpeMeHU 3ajaiite apyroii NTP-cepBep win ocTaBbTe 3HAYCHHE,
3a/laHHOE 110 YyMoJIyaHuto. Eciau Heo6XoauMo 3a1aTh HECKOJIBKO CEPBEPOB, HAXKMUTE KHOIIKY

AOOBABUTb CEPBEP.

3. B pasgenc Hactponkn NTP BeiGepure Barr 4acoBoii mosic U3 pacKphIBAIOIIETOCs CITHCKA.
UYroObl ykazaTh 4acOBOM IMOSIC, COOTBETCTBYIOIIMI HacTpoilikaMm Baiero xommbroTepa win
TOPTATHBHOTO YCTpoiicTBa, Haxkmute knonky ONMPEOENIMTb YACOBOWU NOSAC.
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4. Haxwmure knonky MPUMEHWTb. Ilpu stom mons CuctemMHas pata u CuctemHoe
BpPeMSA 3al0JIHATCA aBTOMAaTHYCCKU.

Yro0bI HAaCTPOUTH aBTOMATHYECCKUU nepexoa 4aCoB IOBTOPUTCIIA Ha JICTHEC BPEM:, B Pa3aCiic
Hactponku NTP casunbte nepexiodatens lNepexon Ha neTtHee BPEMS BIPaBO U HAKMHUTE
kaonky MPUMEHUTDb.

B HEeKOTOpBIX Ccllydasix mpoBaiiep caMm mpeoCcTaBisIeT aapeca CepBepoB BpeMeHu. B atom ciydae B
pasznene Hactponkn NTP ciasunsre nepexirouarens Monyyntb agpeca cepBepoB BpeMeHU
no DHCP gmpaBo u naxwmure kHonky NMPUMEHWUTDL. Vrtounutre y Bamrero mposaiinepa,
TpeOyercst M JaHHas Hactpoiika. Ecnim mnepexmodatens [lonyuyuTb apgpeca cepBepoB
BpemeHu no DHCP casunyT Bpaso, pazaen CepBepbl BPEMEHU He 0ToOpakaeTcs.

YroObl pa3peuInTh MOIKIIOUCHHBIM YCTPOMCTBaM HCIOJB30BaTh B KauyecTBE CEpBepa BPEMEHU
[P-afpec moBTOpUTENS B JIOKATBHOM MOACETH, CABUHBTE MEPEKII0YaTesib 3anyCTUTb B KayecTBe
cepBepa Ans nokarnbHOM ceTu Brnpaso u Haxxmute knonky MPUMEHUTD.

[Ipy BBIKIIOYCHUN NUTAHUS WU TEpe3arpy3Ke MOBTOPUTENS TPOUCXOANUT cOPOC JaThl U
BPEMEHU _ VCTPOMCTBA.  Eciy  NOBTOPUTENL  HACTPOEH  HA  aBTOMATUYECKVIO

! CUHXPOHMU3AINNIO BPEMCHU, TO IIPHU YCTAHOBKC COCANMHEHUA C CCTHIO I/IHTC[ZHGT IIOKa3aHusig
YAaCcOB VCTPOWMCTBA aBTOMATHYECKH BOCCTAHOBATCA. Eciu dYachkl MOBTOpHTENS OBLIU

HACTPOCHBI BPYYHYIO, HEOOXO/IMMO CHOBA 3aJIaTh JIaTy W BPEMs (CM. BBIIIIE).
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MABA 5. PEKOMEHOAUMMX NO WUCIMOJIb3OBAHUIO
NMOBTOPUTENA

lpaeuna u ycnoeusi 6e3onacHou akcnayamayuu

BHumarenbHO mpodMTalTe JAHHBIM pasfen Iepel yCTAHOBKOW U IOAKIIOYEHHEM YCTPOUCTBA.
Y0enutech, 4TO YCTPOMCTBO HE MMEET MEXaHMYECKUX MOBPEKICHUN. YCTPOHCTBO JOJKHO OBITh
HCIIOJIB30BAHO TOJIBKO 10 HA3HAYECHHUIO, B COOTBETCTBHUU C JJOKYMEHTALUEH.

VCTpoHCTBO TMpeaHa3HAuYeHO /ISl DKCIUTyaTallid B CYXOM, YHCTOM, HE3aIllbUIEHHOM M XOpOIIIO
MPOBETPUBAEMOM ITOMEIICHUH C HOPMAJIbHOW BIIaXXHOCTBHIO, B CTOPOHE OT MOIIHBIX MCTOYHHUKOB
teria. He ncnone3yiiTe ero Ha ynuile ¥ B MecTax ¢ TOBBIIIEHHOH BIaKHOCTBIO. He pa3meniaiite Ha
YCTPOWCTBE MOCTOPOHHHE IpEeaMEThl. BEHTHIALMOHHBIE OTBEPCTUSl YCTPOHCTBA JOJDKHBI OBITh
OTKPBITHL. TeMIepaTrypa OKpy)Karolleil cpeibl B HEMOCPEICTBEHHOM OJIM30CTH OT yCTPOWCTBA U
BHYTPH €r0 KopItyca AopkHa ObITh B mipenenax ot 0 °C mo +40 °C.

[TonkmroyaiiTe yCTPOHCTBO TOJBKO K MCIPABHBIM PO3ETKaM C MapaMeTpaMH, yKa3aHHBIMH Ha
YCTPOMCTBE.

He BckpeiBaiiTe kopmyc ycrporctBa! Ilepeq ounmcTKoM yCTpONCTBA OT 3arpsi3HEHUN W TbUIU
OTKIIIOYNTE THTAHHE YCTPONCTBA. YJalsdiiTeé MbUIb C TIOMOINBIO BiaXHOM canderku. He
UCIIOJIb3YUTE JKUKKE/adPO30JIbHbIE OYMCTUTEIN WJIM MarHUTHbIE/CTaTHUYECKHE YCTPOMCTBA s
OuuCTKH. V30eraiiTe monajanus BIaru B yCTPOMCTBO.

Cpok cmy>k0bI yCTpOiicTBa — 2 Toja.
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PexomeHdayuu no ycmaHoeke 6ecrnpoeodHbIX ycmpolicme

becnpoBoanoii nmosropurens DAP-1610 no3BonseT nomy4yuts 10CTyll K Baiel ceTu ¢ mOMOIIBIO

0ecrpOBOAHOTO COEAMHEHHUS MPAKTUYECKHU U3 000N TOUKHM B pajguyce ACHCTBHS OECIpPOBOIHOM

cetn. OpHAKO cCleQyeT YYMTBHIBaTh, YTO KOJIMYECTBO CTEH M TEPEKPHITHIA, KOTOpble OyneT

Mpeoao0JICBATh CUTHAJI, UX TOJIIHWHA U PACHOJIOKCHUC MOTI'YT YMCHBIIUTL paJuycC JEHUCTBUS CETH.

Pagnyc oxBara ceTu B OOJIBLION CTENEHU 3aBHCUT OT TUIIOB MaTepuaia M YPOBHS COIyTCTBYIOIIUX

paano4acTOTHBIX IIYMOB B JOMC WJIA O(I)I/ICC. YTo0Bl MaKCHMaJIbHO YBCIUYUTL pagnuycC JIehCcTBUS

Barmeit 6ecripoBoiHOM CeTH, BHITIOTHHUTE MIEPEUNCICHHBIC HUKE PEKOMEH TN,

1.

Pacrionoxxute mMOBTOpHUTENH TaK, YTOOBI KOJTMYECTBO MPEMSATCTBUN (CTEH, MEPEKPHITHH U
T.II.) MEXIy IOBTOPHUTEIEM U JPYTUM CETEBBIM OOOPYIOBAaHHUEM OBLIO MHHUMAJIbHBIM.
Kaxoe mpenarcTBue COKpamaer paguyc AeWCTBUS OeCHpOBOJHON CETH Ha HECKOIBKO
meTpoB (ot 1 10 30 m).

MbICIIEHHO TpOBEAUTE JIMHUIO MEXAYy IOBTOPUTENEM U CETEBBIM  YCTPOMCTBOM.
PexomeHayeTcs  pacmojioXHTh YCTpPOHCTBa Tak, 4YTOOBl 3Ta JIMHUS TPOXOJHIIA
HNEPHIEHIUKYSIPHO CTEHaM WM TMEPEKPHITUAM, HAXOMAIIMMCS MEXAYy IOBTOPUTENIEM U
CETEBBIM YCTPOMCTBOM (JUIsl CHTHaJIa, MPOXOJSILEro MPENsATCTBUE IO YIJIOM, TOJIIMHA
OPENsATCTBUS ropaso OoJblIe).

OOpartute BHHMMaHME Ha MaTepHal, M3 KOTOPOIO CJIEJIaHO MpensTcTBHE. MaccuBHas
JKeJle3Hasi JIBepb WIM alIOMUHUEBBbIE OalKu, OKa3aBIIMECs B 30HE OECIPOBOJHOM CeTw,
yMeHbIIAIOT €€ paauyc naeictBus. Ilocrapaiitecy pacnonoxutrs Bam nosropurens u
0ecrpoBO/IHbIE CETEBbIE YCTPOMCTBA TaK, YTOOBI CUTHAI MTPOXOAMI Yepe3 TOHKUE CTEHbI UIIH
JBEpHbIE INpoeMbl. Ha curHam HEraruBHO BIMSIOT CTEKJIO, CTallb, METaUl, CTEHBI C
U30JISIMEH, Boza (aKBapUyMBI), 3epKaia, MKadbl, KHPIUYHbIE U OETOHHBIE CTECHBI.

ﬂeme/ITe IOBTOPHUTCIIb BAAIN (KaK MHWHUMYM, Ha paCCTOSAHUHN 1-2 MCTpa) OT JJICKTPUUCCKUX
HpI/I60p0B nin YCTPOﬁCTB, CO3Jar0IUX paaruOvYaCTOTHBIC IIOMCXH.

Pamnotenedonst ¢ Hecymei wactoror 2,4 T mmm obopymoBanuwe craHmapTa X-10
(OGecripoBO/IHBIE YCTPOMCTBA TUIA MOTOJIOYHBIX BEHTHJIATOPOB, OCBETUTENIBHBIX MPUOOPOB
WIM JOMAaIllHEeH CHCTEeMbl OE€30MacHOCTH) MOTYT OKa3aThb HEraTMBHOE BIHUsSHHE Ha Baiie
OecrnipoBOIHOE coeauHeHue. YoOemutech, uTo 0a3a Bamero pamuotenedona ¢ Hecymiei
yactotoil 2,4 [Ty makcumaneHO ynaneHa ot Bamux GecnipoBomHBIX ycTpoiicTB. OOpatute
BHHUMaHue, 4yTo 0aza paauotenedoHa mepedaeT CUTHAN Jaxe TOrjaa, Korga TeiaedoH He
UCIIOJIb3YETCH.
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NMABA 6. ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard VYiydmieHHbIA CTaHAapT MUPPOBAHUS
ARP Address Resolution Protocol [TpoTokon pa3pemnieHus agpecoB
. . . ba3oBblii nIeHTU(HUKATO
BSSID Basic Service Set Identifier A N b P
OecTpOBOAHOM CeTH
. [TpoBepka npy TOMOIIH UKITHYECKOTO
CRC Cyclic Redundancy Check PoBepra I i
U30BITOYHOTO KOZIa
. . WHAMHUYCCKAsi CHCTEMa JJOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . . Pacnipenenennas araka Tumna oTkas B
DDoS Distributed Denial of Service pedl
00CITyKUBaHUH
. . [IpoToKON AMHAMHUYECKON HACTPONKHU
DHCP Dynamic Host Configuration Protocol P A P
y3i1a
DNS Domain Name System Cucrema JJOMCHHBIX IMEH
. . Coo0b1eHne ¢ yBeZOMICHHEM O
DTIM Delivery Traffic Indication Message B e
nepenave Tpapuka
. . Cpennee Bpems 1o ['puHBUUCKOM
GMT Greenwich Mean Time pedl P P Y
MepUIHany
«MHTepHET-1IUTI03Y», POTOKOI
IGD Internet Gateway Device YIOPaBJICHUS YCTPOUCTBAMH Yepe3
UHTEPHET-IILT03
[TpoTokoin ynpaBiieHus TPYyIIaMH B
IGMP Internet Group Management Protocol P yip by
cetu MHTEpHET
ITpoTokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
MPOTOKOJ
[TpoTokoin ayist 0OecTeYeHus 3aIIUThI
IPsec Internet Protocol Security JIAHHBIX, TIEPEIaBAEMbIX 110
MEXKCEeTeBOMY IpoToKoly [P
L2TP Layer 2 Tunneling Protocol TyYHHEIBHBIH MPOTOKOI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
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[IpoTokon ynpaBieHus KaHAJIOM

LCP Link Control Protocol
nepeaavn JaHHbIX
) YrpasneHue J0CTyIIOM K Cpene
MAC Media Access Control b AOCTY pel
(mepemaun JaHHBIX)
. . . MaxkcuMabHbIi pazme
MTU Maximum Transmission Unit P P
nepeaaBaeMoro makera
NAT Network Address Translation ITpeobOpazoBaHMEe CETEBBIX aPECOB
NTP Network Time Protocol CeteBoit MPOTOKON CITY>KObI BPEMEHH
. MyJbTUIIIIEKCUPOBAHUE €
Orthogonal Frequency Division Y P
OFDM S OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3/ielIecHueM CUTHAJIOB
. Hactpoiika ¢ TOMOIIbIO HaXKaTHs Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIN UIEeHTH()UKALMOHHBIA HOMED
. . [TpoTOKOI THITA «TOYKA — TOUKA» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHENBHBIN TPOTOKOJI TUIA «TOYKA-
PPTP Point-to-point tunneling protocol - P
TOYKA»
PSK Pre-shared key OO6mmii K04
QoS Quality of Service KavectBoO ycayr
RADIUS Remote Authentication in Dial-In User |Cnyx0a ynaneHHOW ayTeHTH(PUKAINN
Service M0JIH30BATEIIsI KOMMYTHPYEMOM CETH
. . [TpoTokon oOMeHa TaHHBIMH IS
RIP Routing Information Protocol P A s
MapIIpyTH3aIuH
RTS Request To Send 3anpoc Ha OTHPABKY
. . IIpoTOoKOI NOTOKOBOM ITEpeAayYu B
RTSP Real Time Streaming Protocol P pel
PEKUME pealbHOTO BPEeMEHHU
SIP Session Initiation Protocol [TpoToKkon yCTaHOBIIEHHUS CeaHca
SSID Service Set Identifier Wnentudukarop 6ecripoBOAHON CETH
. IIpoTokon BpEMEHHOM IIEIOCTHOCTH
TKIP Temporal Key Integrity Protocol P P i

KITFOUYEN
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IIpoToKOI OMB30BATEIBLCKUX
UDP User Datagram Protocol P
Jararpamm
. YHuBepCalIbHBIN PEXKUM «BKIIOYH U
UPnP Universal Plug and Play pu P
paboTaii»
URL Uniform Resource Locator EnuHbIi ykazarenb pecypcos
VLAN Virtual Local Area Network BuptyanbHas qokanbpHas ceTh
VPN Virtual Private Network BuptyanbHas gacTHas ceTh
WAN Wide Area Network I'noGanpHast ceTh
. . ) be3onacHOCTh, aHAIOTHYHAS 3aIUTE
WEP Wired Equivalent Privacy . B
IIPOBOJIHBIX CETEH
R . C «becnpoBogHas TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOA . Aap
OecTpOBOIHOMN CBSI3H
WLAN Wireless Local Area Network becnpoBoHast T0KaJIbHAS CETh
. . . [lepenaya MyabTUMEIUHHBIX JaHHBIX
WMM Wi-Fi Multimedia P H ) Y A A
mo Wi-Fi-cetu
o 3anuIeHHbIA TOCTYII 110
WPA Wi-Fi Protected Access o vﬂ y
OecTpoBOHOM CeTH
R be3omacHas HacTpolika OeCIIpOBOIHOM
WPS Wi-Fi Protected Setup P POBOR
CeTH
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