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OCHOBHbIE XapaKTepUCTUKMN

HapexHas 3awuTta cetn

TexHonorns camoCToSATENBLHON ONTUMMU3aLnn 1
BOCCTaHOBMEHNSA B COYETAHUN C METOAOM
pe3epBupoBaHnNs 6ecnpoBogHbIX KOHTPOMNEPOB
4+4 n ckaHNpoBaHWEM PafMOYaCTOTHBIX KaHanoB
obecneunBatoT 6ecnepeboriHyto paboty cetn

Ilerkoe ynpaBneHue rocteBbIM 4OCTYNOM
[eHepaumsa y4eTHbIX 3anncen, Bobiaada bunetos,
MOHMWTOPUHF Nonb30BaTesien U NpoaneHne
ceccuii obecneumBatoT yoobHoe ynpaBneHue
6ecnpoBOAHON CETbIO

Macwtabupyemas cereBas apxuTekTypa
[ns yooBneTBopeHns pactyLmx TpeboBaHui K
CEeTV KOMMYECTBO ynpaBsfseMblX TO4eK 4ocTyna
MOXET BbITb yBenu4yeHo ¢ 12 go 66 Ha
KOHTponnep

DWC-1000

BecnpoBogHoun KoHTponnep ¢ 6 nopramun 10/100/1000Base-T u 2 USB-noptamm

XapakTepucTuKun

CeTeBas apxuTekTypa

. o 12 ynpaBnsieMbIx TO4EK JOCTYMNa; BO3MOXHOCTb
o6HoBneHus oo 66 TO' Ha koHTponnep

. MakcumarnbHoe konuyectso T[, nocrne obHOBREHMS B
knactepe 13 4 KOHTponnepos — 264"

. PesepBurpoBaHne 8 6ecnpoBogHbIX KOHTPOMNEPOB AN
HafexHon paboTbl (Cxema aKkTUBHbIX/pe3epBHbIX 4+4)

HapexHas 3awmTta cetun

e  Wireless Intrusion Detection System (WIDS)

. O6HapyxeHue 1 knaccudukaums
HecaHKLMOHNPOBaHHbIX TO4EK JocTyna

. AganTuBHbIV nopTan

. WPA Personal/Enterprise, WPA2 Personal/Enterprise,
WPAZ3 Personal/Enterprise, WEP

. MonUTUKM MEXCETEBOTO 3KpaHa?

. IPSec/PPTP/L2TP/SSL VPN-cepBep?

. dunstpauus Web-cogepxumoro?

OTKa30yCTOM4YMBOCTb
. MopT Option Ans cosaaHna pe3epBHOTO KaHana?
e BanaHcupoBKa Harpyskm?

BecnposoaHon koHTponnep DWC-1000 ocywecTBnsieT LeHTpanM3oBaHHOE ynpasreHne
yCcTponcTBamm B 6ecnpoBogHomn cetn LAN. YCTponcTBo aBngaeTca
NONHOYHKUMOHAMNBHBEIM 1N 3KOHOMWUYHBIM pelleHneM AnA ceTeli Manoro U CpeaHero
6usHeca Gnarogaps BO3MOXHOCTWU ynpaeneHus oT 6 Ao 24 6ecnpoBOAHbIMK TOYKaMU
poctyna gna DWC-1000 annapatHon Bepcun A1 n ot 12 go 66 Toukamm goctyna aons
DWC-1000 annapaTHoi Bepcumn C1, a Takke brnarogaps BO3MOXHOCTU 06beauHeHnst 8o
4 KoHTponnepos B o6Lyto rpynny (knactep). PyHKUMM aBTOMaTMHECKOrO OBHapyxeHus
TO4eK [ocTyna W LEHTpanvu3oBaHHOMO YMpaBrieHUs MO3BOMSAIOT  MONb3oBaTensm
nprobpecTn cuctemy KOpnopaTMBHOrO knacca 6es 3aTpaT Ha BbINOMHEHWE MacluTabHbIX
N CMNOXHbIX KOHGWrypauun. bnarogaps HageXHOM U MHOroyHKLMOHanbHOW cucteme
6esonacHoctu  DWC-1000 obecneuvBaeT 3awmTy OT  MOTEHUMAsnbHbIX — aTak
HeaBTOPM30BaHHbLIX NoNb3oBaTenemn 1 ycTpocTB B 6eCnpoBOAHON CETH.

HapexHasi n onTumanbHasa pa6oTa cetu

DWC-1000 nogaepxveaet yHKLUN CaMOCTOSTENbHOWN onTuMmnsaumm 7]
BOCCTaHOBreHUsi, 4Yto obecneunBaet 6GecnepeboiHyto paboTy 6ecrnpoBogHOW CeTH.
Bnarogaps nepuogmyecky BbINOMHAEMOMY CKaHWUPOBaHMIO PaaMO4acTOTHBLIX KaHanoB U
aHanusy npousBogutensHoctu DWC-1000 aBTOMaTuyeckm BbIOMpaeT kaHanbl WU
perynmpyet MOLLHOCTb, YTOObl n3bexaTb nomex u obecneunTs GecnepeboliHyo paboTy
cetn. Ons Toro, 4tobbl BOCMOMHWUTL HEAOCTATOYHYK 30HY MOKPLITUS B pesynbrare
BbIXxoda U3 cTposi Todkn goctyna, DWC-1000 aBTomaTu4eckn yBenuyvMBaeT BbIXOOHYHO
MOLLHOCTb NepefaTtynka CoCeHMX ToYeK AOCTyna, YTOObl YBENUUNUTL UX 30HY MOKPbLITUS.

PaclmpeHHble yHKLMM Ge3onacHocTH

DWC-1000 sBnsieTcsi MHOrogyHKLUMOHaNbHbIM pelleHnemM no obecneyeHunto 3aluTbl
ceTen. YcrponctBo nogaepxmBaetr ¢yHkumio Wireless Intrusion Detection System
(WIDS), npegHasHayeHHylo AN OOHapyXeHUs HeaBTOPU30BaHHbIX TOYEK AocTyna u
KMMEHTOB, a Takke pasnuuHblix Yyrpo3 6GesonacHocTun GecnpoBogHOW ceTv U
HeCaHKLUMOHMpPOBaHHOro aoctyna. NMommumo atoro, ycTponcTteo nogaepxusaetr WEP, WPA
Personal/Enterprise, =~ WPA2  Personal/Enterprise, = WPA3  Personal/Enterprise,
ayTeHTUdMKaumio Ha ocHoBe MAC-agpecoB M co3fgaHue afanTMBHOrO rnopTana,
yHKLMIO, NO3BONSAIOLLYI0 BrioknpoBaTh JOCTYN KIMEHTOB A0 TeX Nop, Noka oHu He ByayT
naeHTuduumpoBaHbl. [laHHas [OBYXypoBHeBasi ayTeHTUdukaumss w  asTopusauus
obecneunBaeT HageXHYH 3alLUTY OT CETEBbIX aTak.
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MacwTabupyemMocTb, 4OCTYNHOCTb U TMOKOCTb

MHorne koMnaHWM 4acTo CTamnKkvMBalTCH C HEOOXOAMMOCTbIO M3MEHeHWs
MacwTaboB ¥ CTPYKTYpbl NpeanpusaTuiA. [nsa yaoBNeTBOPEHNS NMOCTOSHHO
MeHsiowmxest TpeboaHut DWC-1000 npennaraeT HoBelillee peLleHue:
nmueHsuto  Business Wireless Plus, ob6ecneunBatowyio obHoBneHve
(YHKUMOHANbHLIX ~ BO3MOXHOCTenW  ycTponctBa. Komnanus  D-Link
npeanaraet Asa Tuna nuueHaun Business Wireless Plus: ans o6HoBneHus
nuueHsun T n ansa obHoeneHus nuueHsun VPN.

OGHoBneHne nuueHsuu T  NO3BONSET  YBENUYUTL  KOMUYECTBO
ynpaBnaemblx Todyek pgoctyna: DWC-1000 annapatHon Bepcun A1
ynpaenset 6 Toykamy AOCTyna No ymonmyaHuio u 24 Toykamu goctyna
nocrne [no6aBneHuss MakcumarnbHOro kKonuyecTtsa nuueHsuii; DWC-1000
annapatHon Bepcun C1 — 12 ToukamMu [ocTyna no ymonyaHuio u 66
TouKamu foctyna nocne [obaBneHnss MakcuManbHOro  KonmyecTsa
NNLEH3UNA.

Mocne o6HoBnexuss nuueHsun VPN koHTponnep DWC-1000 peanusyet
dyHkumoHan VPN, maplipyTusatopa M MeXCeTeBOro akpaHa. PyHKumu
MEXCETEBOIO 3KpaHa MO3BOMSIOT aAMUMHUCTPATOpPaM KOHTPONMPOBaTb
ceTeBOM [JOCTYN C MOMOLbIO MOMUTUK Knaccudmkauuu. Moptel Option
obecneunBaeT 0TKa30yCTONYMBOCTb KaHana CBA3W U pe3epBHbIi kaHan Ans
MHTepHeT-coeamHeHus, 4Tobbl obecneunTb ocTyn B IHTEpHET.

TexHun4yeckne XapaKTePUCTUKN

DWC-1000

BecnpoBogHou KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u

2 USB-noptamu

OyHkumn VPN obecneuvBatoT  3allyLLEHHOE yAarneHHoe yhpasreHue
Toykamu goctyna B dununanax ogucos. Npu noctpoenun VPN-TyHHenewn
ucnonbaytotcss  npotokonbl IPSec (IP Security), PPTP (Point-to-Point
Tunneling Protocol) wnu L2TP (Layer 2 Tunneling Protocol) ans
YNPOLLEHUST YCTAaHOBKN COeAVMHEHUs Mexay unnanoMm U OCHOBHBIM
oncom Yepes 3alndpoBaHHbIe BUPTyanbHble KaHanbl. [Tomumo aToro,
ucnonb3oBaHne Secure Sockets Layer (SSL) VPN TyHHenewn
obecneunBaeT MOOUMbHLIM MOMb3OBATENSAM  yAaneHHbId  AOCTynm K
LieHTpan1M3oBaHHON KoprnopaTuBHOW 6a3e AaHHbIX.

MpocTtoe ynpaBneHue

DYHKUMM  LIEHTPanmn3oBaHHOMO YyAaneHHoro YynpasneHus obecnevnBaroT
aBTOMaTnyeckoe OOHapyXeHWe COBMECTUMbIX 6ecnpoBOAHbIX Todek
poctyna D-Link, nx gobaeneHvne B cnvcok ynpaensieMblX TOMEK A4OCTyna u
ObICTPYIO HACTPOIiKY C TEMU Xe napaMeTpamu, YTo 1 y NpeabiayLIMX Tovek
poctyna. brarogaps BO3MOXHOCTM  0ObeAMHEHUSI KOHTPOMMEepoB B
Knactep, agMMHUCTPaTOPbl MOTYT BhIMOSMHWUTL HACTPOWKY W ynpaBneHue
BCeW rpynnbl C MOMOLLbIO OQHOTO KOHTponnepa. BegeHve Habniogexus 3a
TOYKaMy [OCTyna U MOAKIMIOYEHHBbIMU CTaHUUSAMU B pEXUME pearibHOro
BpemeHun obecneunBaeT  3(PPEKTUBHOE  UCMOMb30BaHWE  CETEBbIX
pecypcoB. [lpegynpexgeHus 06 onacHocTM M cBop  CTaTUCTMKM
3HAUUTENbHO YMNPOLLAOT YyMpaBfeHne U MNO3BONSAKT ONTUMM3NPOBATb
CeTEBYH NPOU3BOAUTENBHOCTb.

DWC-1000/A1

DWC-1000/C1

MNpoueccop

Cavium 5010 (500 MI'u)

Cavium 7020 (800 MI'u, oByXbsiAepHbIN)

OnepaTnBHas namsTb 256 Mb, DDR Il

1024 MB, DDR Il

Flash-namsTb 32 MB, NOR-Flash

128 MB, NOR-Flash

WHTepdelic Ethernet: 4 nopta 10/100/1000Base-T

2 noprta 10/100/1000Base-T Option®

2 nopta USB 2.0
KoHconbHbIn nopT RJ-45
MHaukaTopsbl Speed (Ha nopt 10/100/1000Base-T)
CtaHgapTbl IEEE 802.3
IEEE 802.3u
IEEE 802.3ab

MakcmmansHoe Konu4ecTBo ToYek Mo ymonyaHutio: 6 Mo ymonyaHuto: 12
[ocCTyna Ha yCTPOMCTBO Mocne o6HoBREHUS: 24 Mocne obHoBneHus: 66
MakcmmansHoe Konu4yecTBo ToYek Mo ymonyanwuio: 24 Mo ymonyaHnutio: 48
JocTtyna B knactepe us 4 Mocne o6HoBneHUs: 96 Mocne o6HoBneHus: 264
KOHTpOnnepos
KonunuecTtso nonb3osarenen, 512 1024
OAHOBPEMEHHO MPOXOAALLNX
ayTeHTMMdMKaLMIO Ha aganTUBHOM
noptane
BbligeneHHble TyHHenn VPN IPSec? 70
BelgenenHble TyHHenn VPN PPTP/ 25
L2TP?
BbigenexHble TyHHenu SSL VPN? 20

Paameps! (O x LW x B)

280 x 180 x 44 Mmm

MNutanue
Toka /2,5 A

BHyTpeHHUIN NCTOYHMK NuTaHus: 12 B nepemeHHoro

BHewwHun nctouHmk nutanms: 12 B nepemeHHoro Toka /
25A
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DWC-1000

BecnpoBogHou KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u

2 USB-noptamu

Makc. notpebnsiemasi MOLHOCTb

19,3 Bt

12,6 Bt

Temnepatypa Pabouas: ot 0 go 40 °C
XpaHeHusi: ot -20 go 70 °C

BnaxHocTb Ot 5 0o 95% (6e3 koHaeHcara)
EMI FCC Class B

VCCI

IC
CE Class B

C-Tick

BesonacHocTb cUL

LVD (EN60950-1)

KomMnnekT noctaBku

BecnposogHou koHTponnep DWC-1000/A1
Kabenb nutaHus
KoHconbHbI kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CAT5 UTP/npsimoit)
CD-guck
2 KpoHLWITEeNHa AN MOHTaxa B CTONKY

BecnposogHow koHTponnep DWC-1000/C1
ApanTep nutaHus
KoHconbHbIn kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CAT5 UTP/npsimoit)
CD-auck
2 KpOHLUTENHA ANA MOHTaXa B CTONKY

VPN n SSL VPN

LlugpposaHue VPN* DES
3DES
AES
Twofish
Blowfish
Cast-128
NULL
LugpposaHue SSL VPN* DES
3DES
AES
IPSec NAT Traversal + +
IP Encapsulating Security Payload + +
(ESP)
VPN Tunnel Keep Alive + +
Hub and Spoke + +
ObHapyxeHue Hedelicmayouwux + +
y3rnos
IP Authentication Header (AH) + +
SSL VPN Message Integrity MD5
SHA1

VLAN

pynna VLAN

[o 64 3anucen

VLAN Ha ocHose rnodcemet

802.1Q VLAN Tagging

VLAN Ha ocHose rnnopma

YcTtaHOBKa ceTu

Pe3epsHblIli Mapwpym

BanaHcuposka Hagpy3Ku

PoymuHr

Bbicmpebil poymuHa

+

+

Moddep>kka npomokoos
YIyqweHust poymuHaa

802.11k

802.11k, 802.11v, 802.11r (ans Bepcum M0 4.7.5.1 1
BbilWe, ANs mogenen Todek goctyna DWL-6620APS,
DWL-7620AP, DWL-8620AP, DWL-6720AP, DWL-
8720AP, DWL-X8630AP)

Poymure mex0y KoHmpornnepamu u
moykamu docmyna,

+
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DWC-1000

BecnpoBogHou KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u
2 USB-noptamu

OOKIIOYEHHBIMU K OOHOMY
KoHmpornnepy

BHympu- u Mexxcemeeoll poyMuHe

MexceTeBOW 3KpaH

lMonumuku Mopaepxka 100 npaBun A4ns Kaxaon yHKUMm

[o 600 npaBnn MexceTeBoro akpaHa
Qunbmpayusi Web-codepxumoeo + +
JuHamuyeckuti Mmapwpym RIPv1/v2
HuHamuyeckuli DNS + +
NAT, PAT + +
Be3onacHocTb
BesonacHocmb b6ecripogodHol WEP
cemu Dynamic WEP

WPA Personal/Enterprise

WPAZ2 Personal/Enterprise
WPAZ3 Personal/Enterprise

BesonacHocmb LAN

YnpasneHue goctynom 802.1x Ha ocHoBe nopTtoB 1 Guest VLAN

Llinto3bi dnist ormamei

Paypal
Authorize.net

Cucmema obHapyxeHusi amak 8
becnposodHou cemu (WIDS)

Knaccudukauma HeaBTopM30BaHHbIX 1 AeCTBUTENbHBIX TOYEK J4ocTyna
Rogue AP Mitigation

AymeHmucpukayusi ApanTuBHbIM nopTan
AyTeHTudukauma no MAC-agpecam
YnpaBneHue
Web-uHmepgpelic HTTP
SNMP v1/v2c/v3 + +
WHmepgpelic komaHOHOU CMPOKU + +
YnpaBneHue Toykamu goctyna
Modenu ynpaensembix T4 DWL-8710AP DWL-X8630AP (ans Bepcum MO 4.7.5.x 1 BbiLwe)
DWL-8610AP DWL-8720AP (anst Bepcun M0 4.7.4.2 n BbiLe)
DWL-6700AP DWL-8710AP
DWL-6610AP DWL-8620AP (ans Bepcun MO 4.7.x.X 1 BblLLE)
DWL-2600AP DWL-8610AP
DWL-7620AP (ons Bepcuun MO 4.7.x.X 1 BbiLLE)
DWL-6720AP (ons Bepcun N0 4.7.4.2 v Bbiwe)
DWL-6700AP
DWL-6620APS (aonst Bepcum MO 4.7.X.X 1 BblLLE)
DWL-6610AP
DWL-3610AP (ons Bepcun MO 4.6.x.X 1 BbiLLE)
DWL-2600AP
O6HapyxeHue u ynpasneHue T/[ Layer 2
Layer 3
Monumopunre T/ Ynpasnsemas T[
HeasTopusosaHHas T[]
T, He npoweawas ayTeHTUdUKaLnI0
ABTOHOMHas T[]
Mo+HumopuHe knueHma AyTEHTUPMUNPOBAHHbIA KNNEHT
HeaBTOpU30BaHHbIW KNNEHT
KnueHT, He npoleaLwmin ayTeHTudmrkaumio
Knuent Ad-hoc
IModdepxxka ueHmMpanu3o8aHHO20 + +

ynpaeneHusi monaumukou
6esonacHocmu / RF

Modenb

OnucaHue

DWC-1000/C1

BecnposogHoit koHTpornep ¢ 6 noptamu 10/100/1000Base-T* 1 2 USB-noptamu
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DWC-1000

BecnpoBogHou KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u
2 USB-noptamu

DWL-X8630AP°

[eyxananasoHHasa yHuduumposaHHasa Wi-Fi 6 Touka goctyna AX3600 ¢ nogaepxkon PoE

DWL-8720AP°

BHelwHas 6ecnpoBoaHas AByxAnana3oHHas yHuduumpoBaHHas Todka goctyna AC1300 ¢ nogaepxkon PoE

DWL-8620AP®

BecnpoBoaHas AByxanana3oHHas yHuduumpoBaHHas Todka goctyna AC2600 Wave 2 ¢ nogaepxkon MU-MIMO wn
PoE

DWL-7620AP®

BecnpoBoaHas AByxanana3oHHas yHuduumpoBaHHas Todka goctyna AC2200 Wave 2 ¢ Tpems pagnomogynsimu,
nognepxko MU-MIMO n PoE

DWL-6620APS®

BecnpoBoaHas AByxanana3oHHas yHuduumpoBaHHas Todka goctyna AC1300 Wave 2 ¢ nogaepxkon MU-MIMO wn
PoE

DWL-8710AP®

BHelwHAs yHnduumnpoBaHHasa AByxanana3oHHasi Todka goctyna 802.11a/b/g/n/ac

DWL-8610AP

YHuduumpoBaHHas AByxanana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-6720AP°

BHelwHas 6ecnpoBoaHas AByxAnana3oHHas yHuduumpoBaHHas Todka goctyna AC1300 ¢ nogaepxkon PoE

DWL-6700AP®

BHelwwHAs yHnduumpoBaHHas AByxanana3oHHas Tovka goctyna 802.11a/b/g/n

DWL-6610AP®

YHudnumpoBaHHas AByxanana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-2600AP

YHudnumposaHHas Todka goctyna 802.11b/g/n

DWL-3610AP®

BecnpoBoaHas AByxanana3oHHas yHuduumpoBaHHas Todka goctyna AC1200 ¢ nogaepxkon PoE

DWC-1000-AP18-LIC

Ynpasnexue 18 gononHuTenbHbIMM TOMKaMu 4ocTyna
(JluyeH3uoHHbIU KOO akmueayuu nocmasnsemcs Ha MamepuasnabHOM Hocumerie)

DWC-1000-AP6-LIC

YnpasneHue 6 4ONONHUTENbHBLIMW TOMKaMK 4ocTyna
(JluyeH3uoHHbIU KOO akmueayuu nocmasnsemcs Ha MamepuasabHOM Hocumerie)

DWC-1000-VPN-LIC

PyHkummn VPN, mapLupyT3aTopa n MexceTeBoro akpaHa
(TTuyeH3uoHHbIU KOO akmusayuu nocmasnsaemcs Ha MamepuanabHOM Hocumerne)

DWC-1000-WCF-LIC

®yHKUMA hUnETpaLmK BEG-COLepKUMOTO No KaTeropusim (noanucka Ha 12 mecsiues)’
(ITuyeH3uoHHbIU KOO akmusayuu nocmasnsaemcs Ha MamepuasabHOM Hocumerne)

"KonnyecTBo ynpasnsiembix To4eK J4OCTyna MOXeT BbiTb YBENMYEHO 3a CHET MPUOBPETEHNS NMUUEH3UN A1 OBGHOBIEHMS.

2DYHKLMM [OCTYMHbI NOCNe NPUOBpEeTEHNs NMLEeH3UN Ans peanusaumy dyHKumuin VPN/MapLipyTusaTopa/MexceTeBoro akpaHa.
*MopTbl Option ByayT BKIOYEHBI MOCIE YCTAHOBKM NWLEH3MM Anst peanusaumm dyHkumn VPN/MapLupyTusatopa/MexceTeBoro akpaHa.
“B npowwwmskax ans Poccum 4OCTYNeH TONbKO anroputm windposaxus DES.

*Bepcus MO ans DWC-1000/C1 He Huxe 4.7.1.1.

5Bepcus MO ana DWC-1000/A1 He Huxe 4.4.1.2.

"Mepen nprobpeteHvem nuueHaun WCF Heobxoammo akTveuposarth nuueHauio VPN,

8Bepcus MO gna DWC-1000/C1 He Huke 4.6.0.1.
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XapaKmepuchKu mocym 6bImb U3MeHeHb! 6e3 yeeGOMneHu;?.

D-Link siensemcs 3apeesucmpuposgaHHol mopeoegol mapkoli D-Link Corporation/D-Link System Inc.
Bce Opyaue mopeosbie MapKu s16M1stomcsi Co6CMeeHHOCMbIO UX ernaderbues.




