Configuration Guide

How to Configure a Captive Portal on the DWC-1000

Overview

This guide describes how to configure and customize a captive portal on the D-Link DWC-1000 Unified
Controller for user authentication.
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Users can enable the captive portal function on one or multiple SSIDs. When a user accesses an SSID for which captive
portal has been enabled, the Unified Access Point (UAP) redirects the access page to an authentication page (captive
portal page) if the user has not been authenticated. If the user enters the correct username and password, he will be
granted Internet access. If not, the user’s access request is blocked by the UAP. The authentication methods include local
database and external RADIUS server. Users can also customize the captive portal page by changing the banner and
background, and adding text.

Situation note

Many companies, businesses, and public facilities have enabled wired or wireless Internet connections in their public
spaces such as meeting rooms, libraries, restaurants, and parks. Through user authentication, these places can easily
control their Internet resources and manage user accounts. Most require users to input a valid username and password in
order to access the Internet.

The scenario in this guide shows you how to configure a Captive Portal for the dlink_guest SSID.
All connections from VLAN 2 or the dlink_guest SSID require performing authentication before being granted Internet
access.
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Configuration steps

1. Set up the AP profile and VLANSs based on the network architecture. Please refer to the "How to Configure an AP Profile”
guide.

2. Discover and manage an AP from the network. Please refer to the “How to Configure Layer 2 Discovery on the DWC-
1000"guide.

3. Choose an authentication method. Go to ADVANCED> Captive Portal> Captive Portal Setup. There are two
authentication methods: (a) local database; and (b) external RADIUS.

NOTE: The screenshots in this guide are from the DWC-1000's firmware version 4.1.0.10_10260W. If you are using an
earlier version of the firmware, the screenshots may not be identical to what you see on your browser.
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To use the local database method:
a-1. Select“local” as the Authentication Mode.

Helpful Hints...

a

|
Controll » (| CAPTIVE PORTAL SETUP Enabling

Captive Portal is a security mechanism to selectively provide authentication on certain interfaces. You can use this page to manage the
Policies and Profiles of CaptivePortal,

Captive Portal Policies
Captive Portal [+

Status In Interface

Enzble Disable Delate

Authentication Type
Authentication Mode @) Radius @ Local

Authentication Type FAP

a-2. Build up the user list in the User Database. Go to ADVANCED> Users> Groups. Click Add to add a new user group.

Global Helpful Hints_.

= Login policies, Policies by Browser
Peer Controll 3 and Polides by IP can only be

AP Profile This page shows the list of added groups to the router. The user can add, delete and edit the groups also. ::lr\j-gqﬁu;r::jwltu groups having

Description

WIDS

WDS Configuration » Guest Group

Application Rules 3 T
Website Filter b
Firewall Settin » Login Policies Policies By Browsers Policies By IP

1PV
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How to Configure a Captive Portal on the DWC-1000

a-3. Fill in the necessary information under Group Configuration, enter a Group Name such as "Auth" in the below
screenshot, and select “Captive Portal User”under User Type. Click Save Settings.

Il rons

Helpful Hints...

o allers GROUP CONFIGURATION that yo
Peer Controllers 3 iate multiple us

AP Profile This page allows user to add a new user group. Once this group is added, a user can then add system users to it

[ Save Settings ][ Don't Save Settings ]

Group Configuration

Group Name: Auth

Description: Captive Portal

User Type

PPTP User:

L2TP User:

Xauth User:

SSLVPHN User:

Admin:

Guest User (readonly):

EooooOEo

Captive Portal User:

=

Idle Timeout:

IPIMAC Binding

Global

Peer Controller: »

AP Profile

Operztion succeeded

This page shows the list of added groups to the router. The user can add, delete and edit the groups also.

Description
Admin Group
Guest Group

Captive Portal
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a-4. Go to ADVANCED> Users> Users. Click Add to add a new user account.

Global

Peer Controllers  » || USERS LoGoUT

AP Profile This page shows a list of available users in the system. A user can add, delete and edit the users also. This page can also be used for

5 no»
_ | guest Disabled {LAN) Disabled {OPTION)
Application Rul »

setting policies on users,

|:| User Name Login Status

| admin Enabled (LAN) Enabled (QFTION)

Website Filter 3 Delete Add

Firewall Sefting

IPIMAC Binding

Helpful Hints_

VPN, or GUI) is done
by the router using either a local
database on the router or
external authentication servers
(i-e. LDAP or RADIUS). User level
polides can be spedfied by
browser, IP address of the host,
and whether the user can login
to the router’s GUI in addition to

a-5. Fill in the necessary information under Users Configuration. For Select Group, choose "AUTH" which was created in the
previous step. Click Save Settings.

Global

ADVANCED TOOLS STATUS HELP

Peer Controllers » || USERS CONFIGURATION
P Profil This page allows a user to add new system users.

[ Save Settings ][ Don't Save Settings I

dlink_guest

guest

guest

Auth -

Helpful Hints...
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The new record will then be displayed in the user database list.

DWC-1000 n.“ ADVANCED TOOLS STATUS HELP
Glo

setting policies on users.

Operation succeeded

Helpful Hints....
Authy

This page shows 3 list of available users in the system, A user can add, delete and edit the users also, This page can also be uzed for

User Hame
admin

guest

dlink_guest

Login Status
Enabled (LAN) Enabled {OPTION)
Digabled (LAN) Disabled (OFTION)

Enabled (LAN) Enabled (OPTION)

To use the RADIUS server method:
b-1. Select "RADIUS" for the Authentication Mode.

DWC-1000 n._ ADVANCED TOOLS STATUS HELP

Folicies and Profiles of CaptivePartal.

Helpful Hints.

Captive Portal is a security mechanism to selectively provide authentication on certain interfaces. You can use this page to manage the

Captive Portal Policies
Captive Portal
Status

Enabled

In Interface Out Interface

VLAN-guest vian LAM

Configuration

) Enable
Application Rules

Authentication Type

Authentication Mode

Authentication Type

Dizable Delete -

Radius ' Local

FiF
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b-2. Go to ADVANCED> Radius Settings. Fill in the external RADIUS info for the primary RADIUS server. Click Save Settings.

DWC-1000 // “ ADVANCED TOOLS STATUS HELP

Global 3 Helpful Hints..

Peer Controllers » || RADIUS SERVER

This page configures the RADIUS servers to be used for authentication. A RADIUS server maintains a database of user accounts used in

larger environments. If 8 RADIUS server is configured in the LAN, it can be used for authenticating users that want to connect to the
wireless network provided by this device, If the first/primary RADIUS server is not accessible at any time, then the device will attempt to
contact the secondary RADIUS server for user authentication.

[ Save Settings ][ Don't Save Settings ]

Radius Server Configuration

Authentication Server IP Address (Primary): 192.168.1.2
Authentication Port:

Secret:

Timeout:

Retries:

4. Enable Wireless Captive Portal. Captive Portal can be applied to both wired and wireless users.

For wireless users, select the SSID you want to enable user authentication on. Navigate to ADVANCED> Captive

Portal>WLAN CP Interface Association. Select an SSID/interface from the Interface List, for example, “dlink_guest,’
and click Add.

DWC-1000 n.“ ADVANCED TOOLS STATUS HELP

Global

Peer Controll » || CAPTIVE PORTAL
AP Profile

Helpful Hints...

‘fou can assodiate a configured captive portal with a specific physical interface or wireless network (S5ID). The CP feature only rung on the
wired or wireless interfaces that you spedify.

* || captive Portal Interface association

Captive Portal [

- Wireless Network 2 - dlink?
&53-Wireless Network 3 - dlink3
Interface &if-Wireless Network 4 - dlinkd
List &i5-Wireless Network 5 - dlink5
& Wireless Network & - dlinkd
&fF-Wireless Network 7 - dlink?
8- Wireless Network 1 - dlink®

at a time.

Add

&l 7-Wireless Metwork 17 - dlink_guest

Associated
Interfaces
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For wired users, you must define the traffic you want to enable user authentication for. Go to Captive Portal> Captive
Portal Setup. Click Add to add a new captive portal policy.

/ ADVANCED TOOLS STATUS HELP
Helpful Hints....
Peer Controll » ||| CAPTIVE PORTAL SETUP , .

P Profile Captive Portal is a security mechanism to selectively provide authentication on certain interfaces. You can use this page to manage the
Policies and Profiles of CaptivePortal.

Captive Portal Policies
Captive Portal 22

Status In Interface Out Interface

Enable Dizable Dielete
C n »

Set the access from one VLAN, in this case, vlan2 (guest vlan), to another network interface, in this case, LAN, to require

authentication. Give the captive portal configuration a policy name. Select “VLAN-guest vlan”in From Interface Name, and
select“LAN"in To Interface Name. Click Enable, then click Save Settings.

ADVANCED TOOLS STATUS HELP
Global )
Peer Controll » || CAPTIVE PORTAL CONFIGURATION

This page allows you to add a new captive Partal Policy or edit the configuration of an existing Policy. The details wil then be displayed in
the List of Captive Portal Policies table on the Captive Portal Setup page.

[ Save Settings ][ Don't Save Settings ]

Captive Portal P Captive Portal Configuration

TErEnT From InterfaceName:

To InterfaceName:

Enable:

Global »

CaptivePortal Policy Added Successfully
Peer Controllers »

CAPTIVE PORTAL SETUP
AP Profile

Captive Portal is a security mechanism to selectively provide authentication on certain interfaces.You can use this page to manage the
Folicies and Profiles of CaptivePortal.

Captive Portal ¥4}l Captive Portal Policies

Status In Interface Out Interface

nfiguration Enabled

VLAN-guest vlan LAN

Enable Disable Delete -
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5. The DWC-1000 provides one default profile for Captive Portal. You can customize the appearance of the Captive Portal
page. Go to ADVANCED> Captive Portal> Captive Portal Setup. Select the default2 profile in the List of Available Profiles
table and click Edit, or click Add to add a new captive portal profile.

IPIMAC Binding

Switch Settings

List of Available Profiles

Profile Name

default

defaultz

Status

Mot In Use

Action

[ Enable ][

Edit | [ Delete ] [ aga ]

You can then change the settings for General Details, Header Details, Login Details, Advertisement Details and Footer

details. Click Save Settings when finished.

DWC-1000 ".“ ADVANCED TOOLS STATUS HELP

ADVANCED

Global 3
DWC-1000 / ”

Global
Peer Controllers

AP Profile

Captive Portal [»

,ﬁ

CUSTOMIZED CAPTIVE PORTAL SETUP

Captive Portal Login page is used for authentication on Captive Portal enabled interfaces.

[ save Settings | [ Don't Save Settings |

LOGOUT

General Details
Profile Hame:
Browser Title:

Page Background Color:

Custom Color: (#)

default2

D-link Wireless Controlly

custom []

040018 (CFOOCF)

Header Details

Background:

Default Add
Header Background Color:

Custom Color: (#)
Header Caption:
Caption Font:

Font Size:

Image |Z|

Add dd

| % (CFOOCF)

2011 ENTERPRISE WIRELESS SUBI

Times New Roman [ ]

Big  [+]

Helpful Hints...

Helpful Hints...

Captive portal login
lay

attered by m

the settings available
here.
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How to Configure a Captive Portal on the DWC-1000 10

Regarding color customization, you can find more information about color hex codes from the Internet. These
recommended websites may provide useful information:

Color-Hex.Com http://www.color-hex.com/

HTML Color code info http://html-color-codes.info/

For the background image, please notice that the maximum size of the image you can upload is 100 KB.

DWC-1000 / / m ADVANCED TOOLS STATUS HELP

Global » Helpful Hints...

Peer Controllers » |§ CAPTIVE PORTAL HEADER IMAGE

AP Profile Here Header Images can be uploaded for Captive Portal Login Page.

Header Image to Upload
Locate & select the Header Image:  D:07260Desktop\D photolIMG_79:

AR 4
ploa
Client

List of Available Profiles
Profile Name Status Action

® default In Use
@ defautc2 Mot In Use
[ Enable | [ Edit | [ Delete | [ Add |

USER AUTHENTICATION

Welcome to Information Security Group
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Select the default2 profile and click Enable to activate this authentication page. Click Save Settings when finished.

. 00000
Switch Settings

List of Available Profiles

Profile Name Status Action

defautt Not In Use
defauit2 In Use
Enable | [ Edit | [ Delete | [ Add |
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