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Package Contents

D-Link DWL-7100AP Access Point
Power Supply

Manual and Software on CD
CAT5 Ethernet Cable

Quick Installation Guide

Note: Using a power supply with a different voltage than the one included with
the DWL-7100AP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements

e A computer with Windows®, Macintosh, or Linux-based operating system with an installed Ethernet
adapter.

* Internet Explorer, Netscape Navigator (version 6.0 or higher), or Firefox with JavaScript enabled.

* Atleast 128MB of RAM memory and a 500MHz processor
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Introduction

D-Link, the industry pioneer in wireless networking, introduces a performance breakthrough in wireless connectivity — The D-Link AirPremier
AG™ DWL-7100AP Access Point, designed for multimode network deployments capable of up to delivering 15x faster data rates than
standard 802.11b in both 802.11a and 802.11g bands.

The DWL-7100AP is an ideal solution for creating a wireless backbone infrastructure or for extending an existing wireless network. For
advanced configuration, network administrators can deploy multimode operation such as using the DWL-7100AP as a 5GHz 802.11a
wireless bridge while simultaneously providing Access Point functionality for 2.4GHz 802.11b/g networks. The DWL-7100AP can operate
as an Access Point, WDS, WDS with AP, Repeater or an AP Client. For compatibility with other D-Link AirPremier AG hardware, the
DWL-7100AP uses Wireless Distribution System (WDS) technology when running in Repeater mode.

The DWL-7100AP provides maximum wireless security by supporting WPA (Wi-Fi Protected Access), 802.1x, and three levels of WEP
Encryption (64/128/152-bit). Other security features include MAC Address Filtering, Wireless LAN segmentation, Disable SSID Broadcast,
and support for Advanced Encryption Standard (AES) Encryption.

The DWL-7100AP delivers extremely fast wireless performance with maximum wireless signal rates reaching up to 108Mbps* when set
in Turbo mode for both 802.11g and 802.11a networks, while still remaining backwards compatible to 802.11b. With the ability to deliver
blazing transfer speeds, network administrators have ample bandwidth to distribute amongst multiple workgroups and avoid network
bottlenecks.

Network administrators can manage the DWL-7100AP settings via its Web-based configuration utility or though Telnet. For advanced
network management, administrators can use D-Link’s AP Manager or D-View SNMP management module to configure multiple access
points from a single location.

With versatile dualband operation modes, solid security features, and extremely fast data transfer speeds, the D-Link AirPremier AG
DWL-7100AP Wireless Access Point offers a high return on investment and provides SMB and Enterprise network administrators an ideal
solution for establishing a new wireless network or for extending the range of an existing one.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will
adversely affect wireless signal range.
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Features and Benefits

Using D-Link 108AG Technology, transfer rates reach up to 15x the speed of
previous 802.11b wireless devices. Large data packets or bandwidth-intense
files can now be transferred smoothly without interruption. With 4x the number of
non-overlapping channels than a standard 802.11g device, you can increase the
total amount of aggregated user bandwidth.

For advanced configuration, the DWL-7100AP concurrently operates in both the
2.4GHz and 5GHz frequency band; network administrators can deploy multimode
wireless settings such as using the DWL-7100AP as an 802.11a wireless bridge
while simultaneously providing access point functionality to 802.11b/802.11g

Up to 108Mbps* with D-Link 108AG
Technology

Assign Users to 2.4GHz or 5GHz
Frequency Bands

networks.
Clients accessing the DWL-7100AP can securely connect using 802.1x and
Strong Security with WPA, AES, and WPA for wireless user authentication. For increased data protection, the
152-bit WEP Encryption Advanced Encryption Standard (AES) and 152-bit WEP Encryption protocols are
supported.

The DWL-7100AP can operate in more than one mode: Access Point,
Multimode Operation for Versatility in WDS with AP, WDS, AP Client and AP Repeater. In repeater mode, the WDS

Setup feature allows users to freely roam about the location without having to change
wireless settings.

Users can manage the DWL-7100AP usingany Web browser (e.g. Internet Explorer
6.0) or via Telnet. For advanced network management, D-Link’'s AP Manager and
D-View’s SNMP network management software are comprehensive management
utilities designed to manage your entire wireless network features and options.

Advanced Network Management Options

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11b and 802.11g specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead lower actual data
throughput rate.
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Hardware Overview

LEDs

LED LED Activity
Power A steady light indicates a connection to a power source
LAN (10/100) A st'ea.dy Iight ipdigates a cqnpection to the Ethernet port;
a blinking light indicates activity
WLAN A blinking light indicates activity in the respective wireless mode:
(802.11a and 802.11b or 802.11g) 802.11a and/or 802.11b/802.119g
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Installation

I's best to use a computer (with an Ethernet adapter) that is connected to a switch or router for configuring the DWL-7100AP. The default
IP address for the DWL-7100AP is 192.168.0.50 with a Subnet Mask of 255.255.255.0.

You will need to assign your computer a Static IP address within the same range as the DWL-7100AP’s IP address for the purpose of
configuring the DWL-7100AP. See the Appendix if you need assistance in assigning a Static IP address for your network adapter.

Connect to Your Network

A. First, connect the power adapter to the receptor at the back panel of the DWL-7100AP and then plug the other end of the power adapter
to a wall outlet or power strip. The Power LED will turn ON to indicate proper operation.

B. Insert one end of the cable to the Ethernet port on the back panel of the DWL-7100AP and the other end of the cable to your network
(switch or router).

Note: You also have the option of connecting the DWL-7100AP directly to the computer that will be used for configuration. The Link
LED light willilluminate to indicate a proper Ethernet connection. (Note: The Ethernet Port on the DWL-7100AP is Auto-MDI/MDIX.
Meaning you can use a straight-through or crossover Ethernet cable to connect to the Ethernet port on the
DWL-7100AP.)

C. The DWL-G650 Wireless Cardbus Adapter and the DWL-G520 Wireless PCI Adapter will connect, out of the box, with the DWL-7100AP,
using their default wireless settings. Computers with 802.11b wireless adapters can also connect to the DWL-7100AP.
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Installation Considerations

D-Link lets you access your network from anywhere you want. However, keep in mind, that range is limited by the number of walls, ceilings,
or other objects that the wireless signals must pass through. Typical ranges vary depending on the types of materials and background RF
noise in your home or business. The key to maximizing range is to follow these basic principles:

1.

Keep the number of walls and ceilings to a minimum - Each wall or ceiling can rob your D-Link Wireless product of 3-90
ft. of range. Position your Access Points, Residential Gateways, and computers so that the number of walls or ceilings is
minimized.

. Be aware of the direct line between access points, routers, and computers - A wall that is 1.5 feet thick, at a 45 degree angle,

appears to be almost 3 feet thick. At a 2-degree angle it looks over 42 feet thick. Try to make sure that the access point and
adapters are positioned so that the signal will travel straight through a wall or ceiling for better reception.

Building materials make a difference - A solid metal door or aluminum studs may have a negative effect on range. Try to
position access points, routers, and computers so that the signal passes through drywall or open doorways and not other
materials.

. Make sure that the antenna is positioned for best reception by using the software signal strength tools included with your

product.

Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like microwaves, monitors, electric
motors, UPS units, etc.

If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security systems),
your wireless connection will degrade dramatically or drop completely. Anything using the 2.4Ghz frequency will interfere with
your wireless network.

D-Link DWL-7100AP User Manual
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Configuration

To configure the DWL-7100AP, use a computer which is connected to the DWL-7100AP with an Ethernet cable. You may use the web-based
configuration or the AP Manager software to configure your access point. Please refer to page 52 to use the AP Manager software.

Web Configuration Utility

First, disable the Access the Internet using a proxy server function. To disable this function, go to Control Panel > Internet Options >
Connections > LAN Settings and uncheck the enable box.

Open your web browser program such as Internet Explorer. Type the IP address of the DWL-7100AP in the address field (http://192.168.0.50)
and press Enter. Make sure that the IP addresses of the DWL-7100AP and your computer are in the same subnet.

2 Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

Q- QX & @ P 3

Address |€| http: /{192, 168.0,50;

After the connection is established, Enter your user name (admin) and your password (leave blank by default). Click OK to continue.

Connect to 192.168.0.50

DWL7100AP

User narne: | €3 admin| w |

Password: | |

[ remember my password

I 0K l ’ Cancel
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The Home > Wizard screen will appear. Please refer
to the Quick Installation Guide for more information
regarding the Setup Wizard.

These buttons appear on most of the configuration
screens in this section. Please click on the appropriate
button at the bottom of each screen after you have
made a configuration change.

Clicking Apply will save changes made to the page
Apply

3‘3 Clicking Cancel will clear changes made to the page
Cancel

o Clicking Help will bring up helpful information regarding the page
Help

@ Clicking Refrash will renew the information of this page.
Refresh

Home

Wizrard

-
I

" Wireless

L

A

DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point

Home Advanced T;ls tatus Hel

Setup Wizard

The DWL-F100AP is a Multimode Wireless Access Point. The setup wizard will
guide you through the configuration of the DWL-7100AP .The DWL.7100AP ‘s easy
setup will allow you to have wireless access within minutes. Please follow the
setup wizard step by step to configure the DVWL-7100AP .

Help

D-Link DWL-7100AP User Manual
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Wireless Modes

AP Mode Authentication Available

Access Point Open System
Shared Key
Open System/Shared Key
WPA-EAP
WPA-PSK

WDS with AP Open System
Shared Key
Open System/Shared Key

WDS Open System
Shared Key
Open System/Shared Key

AP Repeater Open System
Shared Key
AP Client Open System
Shared Key
WPA-PSK
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Access Point Mode

Wireless Band: | Select IEEE802.11a or IEEE802.11qg.

DWL-7100AP

Mode: | Access Point is selected from the drop-down 2.4/5GHz, Multimode Wireless Access Point
menu.
* (7 R Advanced  Tools M T Help
SSID: | Service Set Identifier (SSID) is the name designated e
for a specific wireless local area network (WLAN). e B
The SSID’s factory default setting is dlink. The SSID ‘ 1 [k
can be easily changed to connect to an existing Wireless 531D Broadcast
wireless network or to establish a new wireless Chanrel 536H [ Auto Channel Sean
network. T Authentication [Open System J
Key Settings
SSID Broadcast: | Enable or Disable SSID broadcast. Enabling this e
feature broadcasts the SSID across the network. Valid Key
First Key | |
Channel: | Auto Channel Scan is enabled by default. All Second Key | |
devices on the network must share the same ke | |
channel. Founnkey | |
9 00
The radio frequency will vary depending on the Apply Cancel Help

wireless channel that is chosen.

Authentication: | Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same WEP settings.
Select Open System/Shared Key to allow either form of data encryption.
Select WPA-EAP to secure your network with the inclusion of a RADIUS server.

Select WPA-PSK to secure your network using a password and dynamic key changes (No RADIUS server required).
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Access Point (WEP)

Wireless Band: | Select IEEE802.11a or IEEE802.11g. T 2eale
D-Link DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Encryption: | Select Disabled or Enabled.

Key Type: | Select HEX or ASCII. b

Wireless Band IEEESDZ.11g »
I Wisard
' Wizard ;

61 - Advanced  Tools Status Help |

Wireless Settings

Key Size: | Select 64-bit, 128-bit, or 152-bit. ol
5D [ llink
Valid Key: | Select the 1st through the 4th key to be the active bt SSID Broadcast
key Charnel 2.412 GHz Aot Channel Scan
Authentication |Open SystemyShared Key V|
First through Fourth | Input up to four keys for encryption. You will select i s —
keys: | one of these keys in the valid key field. Key Type Wiy ize

walid Key
First Key |-.|-o.o-o. |
Second Key | |
Third Key | |
Fourth Key | |

9 90

Apply Cancel Help
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Wireless Band:

Select IEEE802.11a or IEEE802.11g.

Access Point (WPA-EAP)

Cipher Type: | When you select WPA-EAP, you must select

menu.

Group Key Update
Interval:

Radius Server:
Radius Port:

Enter the Radius port.

Radius Secret: | Enter the Radius secret.

AUTO, AES, or TKIP from the drop-down

Select the interval during which the group key will
be valid. 1800 is the recommended value. A lower
interval may reduce transfer data rate.

Enter the IP address of the Radius server.

Wireless

—

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

TS Advanced  Tools. Status Help 1

Wireless Settings

Wireless Band IEEEGDZ11g w
SSID [dlink

SEID Broadcast

Channel 2.412 GHz Auto Channel Scan

Authentication [WPAEAP v
RADIUS Server Settings
Cipher Type Group Key Update Interval
RADIUS Server | ]
RADIUS Port
RADIUS Secret | |
9 OO

Apply Cancel Help

D-Link DWL-7100AP User Manual
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Wireless Band:

Cipher Type:

Group Key Update
Interval:

PassPhrase:

Access Point (WPA-PSK)

Select IEEE802.11a or IEEE802.11g.

Select AUTO, AES, or TKIP from the drop-down
menu.

Select the interval during which the group
key will be valid. The default value of 1800 is
reommended.

Enter a passphrase. The passphrase is an
alpha-numeric password between 8 and 63
characters long. The password can include
symbols (!?7*&_) and spaces. Make sure you enter
this key exactly the same on all other wireless
clients.

D-Link’

Bulding Networks for People

Wireless

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

1) 0 Advanced Tools ! talus Help |

Wireless Settings

YWireless Band IEEES0211g »

SSID |llink

SSID Broadeast

Channel 2.412 GHz Auto Channel Scan
Authentication [wPaPSK |

PassPhrase Settings

Cipher Type | ALTO v Group Key Update Interval  |1800

PassPhrase | ‘

9 90

Apply Cancel Help
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the same time.
Wireless Band:

Mode:

SSID:

SSID Broadcast:

Channel:

Auto Channel Scan:

Remote AP MAC
Address:

WDS with AP

In WDS with AP mode, the DWL-7100AP wirelessly connects multiple networks, while still functioning as a wireless AP. WDS (Wireless
Distribution System) allows access points to communicate with one another wirelessly in a standardized way. It can also simplify the
network infrastructure by reducing the amount of cabling required. Basically the access points will act as a client and an access point at

Select IEEE802.11a or IEEE802.11g.

WDS with AP is selected from the drop-down
menu.

Service Set Identifier (SSID) is the name
designated for a specific wireless local area
network (WLAN). The SSID’s factory default
setting is dlink. The SSID can be easily changed
to connect to an existing wireless network or to
establish a new wireless network.

Enable or Disable SSID broadcast. Enabling
this feature broadcasts the SSID across the
network.

6 is the default channel for IEEE 802.11g. All
devices on the network must share the same
channel.

Note: The wireless adapters will automatically scan
and match the wireless setting.

This option is unavailable in WDS with AP
mode.

Enter the MAC addresses of the APs in your
network that will serve as bridges to wirelessly
connect multiple networks.

Wireless

il

: Status

Home Advanced Tools

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Help |

Wireless Band
SSID [dlink

SSID Broadecast
Channel 5.3 GHz

WOS with AP
Rermote AP MAC Address

il | 2]
3 | | 4]
5 | | 6|
il | 8]

Auto Channel Scan

Authentication |Open System v|

Key Settings

Encryption @ Disabled O Enabled
Key Type

Walid Key

Key Size

First Key

Third Key

| |
Second Key | |
| |
| |

Fourth Key

D-Link DWL-7100AP User Manual
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Authentication:
Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

Note: WDS is not completely specified in WiFi or IEEE standards. Communication with other vendor’s access points is not guaranteed.

D-Link DWL-7100AP User Manual 19



WDS with AP (WEP)

Encryption: | Select Disabled or Enabled. (Disabled is
selected here).

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Key Type: | Select HEX or ASCII. —
L1 R Advanced  Tools Status Help |
P _hi _hi _hi -~ Wireless Settings
Key Size: | Select 64-bit, 128-bit, or 152-bit. . Wireiocs Band
Valid Key: | Select the 1st through the 4th key to be the active 5SID (dink
key Wireless S5I0 Broadcast
Channel 5.3 GHz Auto Channel Scan
. . . ! il
First through Fourth | Input up to four keys for encryption. You will select e Adirecs
keys: | one of these keys in the valid key field. ] | 2 |
3] | e |
5 | | 6] |
7| o8 |
Authentication | Shared Key v|
Key Settings
) L . Encryption Disabled & Enabled
* Hexadecimal digits consist of the numbers 0-9 and the letters A-F. _ Y |
ASCII (American Standard Code for Information Interchange) is a code for Cedeipe ey sz EE
representing English letters as numbers 0-127. :r;mey | = |
1 ey LLL Y LI 1]}
Second Key | |
Third Kay | |
Faurth Key | |

D-Link DWL-7100AP User Manual 20



Wireless Band:
Mode:

SSID:

SSID Broadcast:

Channel:

Auto Channel Scan:

Remote AP MAC
Address:

WDS

In WDS, the DWL-7100AP wirelessly connects multiple networks, without functioning as a wireless AP.

Select IEEE 802.11g or IEEE 802.11a.
WDS is selected from the drop-down menu.

Service Set Identifier (SSID) is the name
designated for a specific wireless local area
network (WLAN). The SSID’s factory default
setting is dlink. The SSID can be easily changed
to connect to an existing wireles network, or to
establish a new wireless network.

Enable or Disable SSID broadcast. Enabling
this feature broadcasts the SSID across the
network.

All devices on the network must share the same
channel.

Note: The wireless adapters will automatically scan
and match the wireless setting.

This option is unavailable in WDS.

Enter the MAC addresses of the APs in your
network that will serve as bridges to wirelessly

D-Link’

Bulding Hetworks for People

Wireless

T LaN

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point
T 0 Advanced  Tools Status Help

Wireless Settings 1
Wyireless Band
53D (dlink
=3I Broadoast
Channal 2412 GHz Auto Channel Scan

WWOS

Remote AP MAC Address

1] | 2| |

3 | ] |

5| | s |

7! | 8| |
Authentication ‘Open Swstem v|

Key Settings

Encryption ®Disabled O Enahled

Key Type Key Size

Walid Key

First Key | |

Second Key | |

Third Kay | |

| |

Fourth Key

D-Link DWL-7100AP User Manual
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Authentication: | connect multiple networks.
Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

D-Link DWL-7100AP User Manual
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Wireless Band:

Encryption:

Key Type:
Key Size:
Valid Key:

First through Fourth
keys:

WDS (WEP)

Select IEEE802.11a or IEEE802.11g.

Select Disabled or Enabled. (Disabled is
selected here).

Y Whioard

Wireless

Select the 1st through the 4th key to be the active

Select HEX or ASCIL.

Select 64-bit, 128-bit, or 152-bit.

Input up to four keys for encryption. You will select
one of these keys in the valid key field.

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.
ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers 0-127.

DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point

Home Advanced "I'c':ol' _tatus i Hel

Wireless Settings

Wireless Band IEEESDZ.11a »

ode WDS b

SSID [dlink

551D Broadcast

Channel 5.3 GHz Auto Channel Scan
WD

Remaote AP MAC Address
1] | 2]

|
3| | 4] |
5| | 5 |
7| 8] |
Authentication |Shared Key V|
Key Settings
Encryption Disabled @ Enabled
Key Type Key Size
Valid Key
First Key [eanencsese |
Second Key ‘ |
Third Key \ |
Fourth Key ‘ |

D-Link DWL-7100AP User Manual
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AP Repeater

Wireless Band: | Select IEEE802.11a or IEEE802.119. Link
9 D-Link DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point

Mode: | Select AP Repeater from the drop-down menu.

L1 R Advanced  Tools Status Help
SSID Broadcast: | Select Enable to broadcast your SSID over the

wireless network. Select Disable to hide your — Wireless Band

SSID.
SSID Broadeast

. . Wireless Channel 1 ¥z z uto Channel Scan
Channel: | The channel used will be displayed. The channel A U Smmmm O auo orenel S

will follow the root AP. Root AP MAC Address ]

S5 |
Auto Channel Scan: | This feature is not available in Repeater mode. Site Surey
Root AP MAC Address/ | Click on Scan and select the root AP you with to S ) ) e s —

SSID: | repeat. When you select the AP, the MAC Address
and the SSID fields will populate.

Authentication: | Select Open System or Shared Key. Refer to

the next page.
Authentication

Fourth Key

Super G Mode/Super A | Disabled by default. You can select Enable if the Efifyij;‘;”gs O ined O Enatied
Mode: | access point you are connecting to is using Super Key Type Key Size
G or A mode. Valid Key
First Key | |
Second Key | |
Third Key | |
| |

9 90

Apply Cancel Help
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Encryption:

Key Type:
Key Size:
Valid Key:

First through Fourth
keys:

AP Repeater (WEP)

Select Disabled or Enabled. (Disabled is
selected here).

Select HEX or ASCII.
Select 64-bit, 128-bit, or 152-bit.

Select the 1st through the 4th key to be the active
key.

Input up to four keys for encryption. You will select
one of these keys in the valid key field.

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.
ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers 0-127.

Wireless

Home

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Advanced fools Status Help |

Wireless Settings

YWireless Band
hode
5510 Broadcast

Channel
AP Repeater

2412 GHz Auta Channel Scan

Root AP MAC Address [ ]

SSID |
Site Suney
Type CH Signal BSSID Security SSID
Authentication Open System ¥

Key Settings
Encryption
Key Type
Walid Key
First Key
Second Key
Third Key
Fourth Key

@ Disabled O Enabled
Key Size

9 ©0

Apply Cancel Help
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Wireless Band:
Mode:

SSID Broadcast:
Channel:

Auto Channel Scan:
Root AP MAC

Address/SSID:

Authentication:

Super G Mode:

AP Client

D-Link'

Select IEEE802.11a or IEEE802.11g.
Select AP Client from the drop-down menu.

Select Enable to broadcast your SSID over the
wireless network. Select Disable to hide your
SSID.

The channel used will be displayed. The channel
will follow the root AP.

This feature is not available in Repeater mode.

Click on Scan and select the root AP you with to
repeat. When you select the AP, the MAC Address
and the SSID fields will populate.

Select Open System to communicate the key
across the network.

Select Shared Key to limit communication to
only those devices that share the same WEP
settings.

Select WPA-PSK to secure your network using a
password and dynamic key changes (No RADIUS
server required).

Disabled by default. You can select Super
G without Turbo or Super G with Dynamic
Turbo.

Building Networks for People

Wireless

—

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

61 - Advanced  Tools Status Help
Wireless Band IEEEG0Z.11a |+
Mode AP Client v
SEID Broadcast
Chanrnel 5.3 GHz Auto Channel Scan
AP Client
Root AP MAC Address [ ]
53D | dlirke
Site Survey
Type CH Signal BSSID Security SSID
Authentication Open System %
Key Settings
Encryption @ Disabled (O Enabled
Key Type Key Size
Walid Key
First Key
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AP Client (WEP)

Encryption: | Select Disabled or Enabled. (Disabled is
selected here).

Key Type: | Select HEX or ASCII. l |

Kev Size: | Select 64-bit, 128-bit, or 152-bit. Wireless Band

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

T Advanced  Tools ' Status Help

Wireless Settings

Valid Key: | Select the 1st through the 4th key to be the active 5SID Broadcast
key Wireless Channel 5.3 GHz Auto Channel Scan
AP Client

[ e — Root AP MAC Address [ ]
First through Fourth | Input up to four keys for encryption. You will select 55ID [alink

keys: | one of these keys in the valid key field. Site Suwer
Type CH Signal BSSID Security SSID

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.
ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers 0-127.

Authentication Shared Key  «

Key Settings
Encryption Disabled & Enabled
Key Type Key Size
Valid Kay
First Key |-.|-o.o-o. |
Second Key | |
Third Key | |
Fourth Key | |

9 90

Apply Cancel Help
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Cipher Type:

Group Key Update
Interval:

PassPhrase:

AP Client (WPA-PSK)

When you select WPA-PSK, you must select
AES or TKIP from the drop-down menu.

Select the interval during which the group
key will be valid. The default value of 1800 is
recommended.

Enter a passphrase. The passphrase is an
alpha-numeric password between 8 and 63
characters long. The password can include
symbols (1?*&_) and spaces. Make sure you
enter this key exactly the same on all other
wireless clients.

Wireless

—

2.4/5GHz, Multimode Wireless Access Point
1 3 Advanced  Tools Status Help
Wireless Settings
Wireless Band IEEESDZ11a +
hode AP Client v
SSID Broadcast
Channel 5.3 GHz Auto Channel Scan
AP Client
Root AP MAC Address [ ]
SSID [llink
Site Survey
Type CH Signal BSSID Security SSID
Authentication WRAPEK v
PassPhrase Settings
Cipher Type -TKIP v Group Key Update Interval -—18E|E|
PassPhrase | ‘
9 Q0

Apply Cancel Help
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is private to your internal network and cannot be seen on the Internet.

Get IP From:

IP Address:

Subnet Mask:

Default Gateway:

LAN Settings
Static IP Address

LAN is short for Local Area Network. This is considered your internal network. These are the IP settings of the LAN interface for the
DWL-7100AP. These settings may be referred to as private settings. You may change the LAN IP address if needed. The LAN IP address

Static (Manual) is chosen here. Choose this option
if you do not have a DHCP server in your network,
or if you wish to assign a static IP address to the
DWL-7100AP.

The default IP address is 192.168.0.50. Assign
a static IP address that is within the IP address
range of your network.

Enter the subnet mask. All devices in the network
must share the same subnet mask..

Enter the IP address of the gateway in your
network. If there isn’t a gateway in your network,
please enter an IP address within the range of
your network.

ST
LAN

—_—

Home

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Advanced Tool Status Help |

LAN Settings
Get IP From
IP Address
Subnet Mask

Default Gateway

9 90O

Apply Cancel Help
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Dynamic IP Address

Get IP From: | Dynamic (DHCP) is chosen here. Choose Dynamic
IP Address to obtain an IP Address automatically
from a DHCP server in your network.

IP Address: | This field is unavailable when DHCP is chosen.

Subnet Mask: | This field is unavailable when DHCP is chosen.

Default Gateway: | This field is unavailable when DHCP is chosen.

D-Link’

Bulding Networks for People

' Wizard

0+

' Wireless

LAN

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point
S Advanced _ Tools Status____ Help 1
Get IP From Dynamic (DHCP) »
IP address l:l
Subnet Mask l:l
Default Gateway l:l
9 OO0

Apply Cancel Help
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Advanced Performance Settings

Wireless Band: | Select IEEE802.11a or IEEE802.11qg.

DWL-7100AP

Auto Channel Select: | When enabled, the access point will scan for the 2.4/5GHz, Multimode Wireless Access Point

best channel automatically. l |

Data Rate: | Select the speed or data rate. Select Auto for
best results.

BT Advanced BERE Status Help

Wireless Band EEEB0211g +

Performance Frequency

Channel

Beacon Interval:  Beacons are packets sent by an access point to

Auto Channel Select Enahled

Ezc: |
- nscmrente | [
synchronize a network. Specify a beacon interval Data Rate
value. The default (100) is recommended. Beacon ntenval (20 - 1000)
DTIM (1 - 265)
DTIM: | (Delivery Traffic Indication Message) - Select a - O e
setting between 1 and 255. 1 is the default setting. [ e
DTIM is a countdown informing clients of the next iy .
window for listening to broadcast and multicast Eadin Waus
messages. 9 90

Apply Cancel Help

Fragment Length:  The fragmentation threshold, which is specified
in bytes, determines whether packets will be
fragmented. Packets exceeding the 2346 byte
setting will be fragmented before transmission.
2346 is the default setting.

RTS Length: | This value should remain at its default setting of
2346. If you encounter inconsistent data flow, only
minor modifications to the value range between
256 and 2346 are recommended.
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Transmit Power: | Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum power.

Super Mode: | Select Disable or Enable in IEEE802.11a Band and Disable, Super Mode without Turbo or Super Mode with Dynamic
Turbo in IEEE802.11g Band from the drop-down menu.

Radio Wave: | Select ON or OFF.
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Wireless Band:

Access Gontrol:

MAC Address:

MAC Address List:

Filters
Wireless Access Settings

Select IEEE802.11g or IEEE802.11a.

Select Disabled to disable the filters function.

Select Accept to accept only those devices with
MAC addresses in the Access Control List.

Select Reject to reject the devices with MAC
addresses in the Access Control List.

Enter the MAC addresses that you wish to include
in your filters list, and click Save.

When you enter a MAC address, it appears in this
list. Click Delete next to a MAC address to remove
it from the list.

Filters

[

' Grouping

HCP Server

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

[ _Home JWYIPVEE Tools Status Help
Wireless Access Seftings /| WLAN Partition
Wireless Band
Access Control
{v,
Mac  Address | |[Bave] o @ 0
Apply Cancel Help
MAC Address Delete  |MAC Address Delete
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Wireless Band:

Internal Station
Connection:

Ethernet to WLAN
Access:

WLAN Partition

Select IEEE802.11g or IEEE802.11a.

Enabling this feature allows wireless clients to
communicate with each other. If this is disabled,
wireless stations of the selected band are not
allowed to exchange data through the access
point.

Enabling this feature allows Ethernet devices
to communicate with wireless clients. If this is
disabled, all data from the Ethernet to associated
wireless devices is blocked. Wireless devices can
still send data to the Ethernet.

@

erlormqnce

Filters

' Grouping

[

HCP Server

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

BT Advanced EPTSE

: tulus

Help

WLAN Partition / Wireless Access Settings

Wyireless Band IEEEG0211g v

Internal Station Connection Enabled

Ethernet to WWLAMN Access Enabled

Internal Station Connection Between 802.11a & 802.11qg

Connection Enabled

9 OO0

Apply Cancel Help
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Load Balance:

User Limit:

Link Integrate:

Ethernet Link
Status:

Grouping

Load Balancing allows you to balance and
share the wireless network traffic and clients
using multiple DWL-7100APs. Select Enable or
Disable.

Sets the maximum amount of users allowed
(0-64).

If the Ethernet connection between the LAN
and the DWL-7100AP is disconnected, the Link
Integrate option will cause the wireless segment
associated with the AP to be disconnected from
the AP. Select Enable or Disable.

Displays the status of the Ethernet connection.

' Mode

erformunce

LIS

Grouping

HCP Server

DWL-7100AP

Tools

2.4/5GHz, Multimode Wireless Access Point

BT Advanced

talds Hel 5

AP Grouping Settings
Load Balance

User Limit [0 - 64)

Link Integrate

Ethernet Link Status

—
oo |

9 90O

Apply Cancel Help
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DHCP Server
Control:

IP Assigned From:

The Range of Pool

(1-255):

SubMask:

Gateway:

Wins:

DNS:

DHCP Server

Dynamic Pool Settings

Dynamic Host Configuration Protocol assigns
dynamic IP addresses to devices on the network.
This protocol simplifies network management
and allows new wireless devices to receive IP
addresses automatically without the need to
manually assign new |IP addresses.

Select Enable to allow the DWL-7100AP to
function as a DHCP server.

Input the first IP address available for assignment
in your network.

Enter the number of IP addresses available for
assignment.

All devices in the network must have the same
subnet mask to communicate. Enter the submask
for the network here.

Enter the IP address of the gateway on the
network.

Enter the number of IP addresses available for
assignment.

All devices in the network must have the same
subnet mask to communicate. Enter the submask
for the network here.

erformqnce

' Filters

Grouping

asicaad
amsiidd

DHCP Server

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

BT Advanced BIND Status Help |

Dynamic Pool Settings / Static Pool Settings / Current IP Mapping List

DHCP Server Control

Function Enable/Disable

Dynamic Pool Settings

IP Assigned From I:l
The Range of Paal (1-255) I:l
v IT—
Dormain Name l:l
Lease Tirme (B0 - 31536000 sec) l:l

Status

9 00

Apply Cancel Help
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Domain Name: | Enter the domain name of the DWL-7100AP, if applicable. (An example of a domain name is: www.dlink.com.)
Lease Time : | The Lease Time is the period of time before the DHCP server will assign new IP addresses.

Status: | Turn the Dynamic Pool Settings ON or OFF here.
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DHCP Server Control:

Assigned IP:

Assigned MAC
Address:

SubMask:

Gateway:

Static Pool Settings

Dynamic Host Configuration Protocol assigns
IP addresses to wireless devices on the network.
This protocol simplifies network management
and allows new wireless devices to receive IP
addresses automatically without the need to
manually assign IP addresses.

Select Enable to allow the DWL-7100AP to
function as a DHCP server.

Use the Static Pool Settings to assign the same
IP address to a device at every restart. The IP
addresses assigned in the Static Pool list must
NOT be in the same IP range as the Dynamic
Pool. After you have assigned a static IP address
to a device via its MAC address, click Apply; the
device will appear in the Assigned Static Pool at
the bottom of the screen. Edit or delete the device
in this list.

Enter the MAC address of the device here.

Enter the subnet mask here.

Enter the IP address of the gateway on the
network.

erformqnce

' Filters

' Grouping

00 +

DHCP Server

Adv

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Help

Static Pool Settings /
DHCP Server Control
Function Enable/Disable

Static Pool Settings
Assigned [P

Assigned MAC Address
SubMask

Gateway

Wins

DS

Domain Mame

Status

Assigned Static Pool
MAC Address

anced Tool

Disabled v

IP address

Status

State

9 00

Apply Cancel Help

Edit Delete

D-Link DWL-7100AP User Manual

38



Wins: | Windows Internet Naming Service is a system that determines the IP address of a network computer with a
dynamically assigned IP address, if applicable.

DNS: | Enter the IP address of the Domain Name Server, if applicable. The DNS translates domain names such as www.
dlink.com into IP addresses.

Domain Name: | Enter the domain name of the DWL-7100AP, if applicable.

Status: | This option turns the Static Pool settings ON or OFF.
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Current IP Mapping List

This screen displays information about the current DHCP dynamic and static IP address pools. This information is available when you
enable the DHCP function of the DWL-7100AP and assign dynamic and static IP address pools.

Current DHCP | These are IP address pools to which the
Dynamic Pools:  DHCP server function has assigned dynamic IP
addresses.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Binding MAC | The MAC address of a device on the network that L_tome MR Toole ___Status_Helg

s L . Current IP Mapping List / Dynamic Pool Settings / Static Pool Settings
address: | is within the DHCP dynamic IP address pool. G R RS
) . . Frl— Binding MAC Address Assigned IP address Lease time
Assigned IP | The current corresponding DHCP-assigned — I
. . urrent tatic
addreSS: dynamlc IP address Of the deVICe ' Fiters Binding MAC Address o Assigned IP address

Lease Time: | The length of time that the dynamic IP address
will be valid.

' Grouping

e

DHCP Server

Current DHCP These are IP address pools to which the
Static Pools: DHCP server function has assigned static IP
addresses.

Binding MAC | The MAC address of a device on the network that
address: | is within the DHCP static IP address pool.

Assigned IP | The current corresponding DHCP-assigned static
address: | IP address of the device.
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Admin Settings

User Name: | Enter a user name. The default setting is admin.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

New Password: | Enter a new password and enter it again in the é (O, Status___Help |

Confirm Password box. i

0ld Password: | Enter the current password (blank by default).

Administrator Settings

User Name __admin
Admin Old Password l:l
Mew Password I:l
' System Canfirm Mew Password l:l
g 2 00
' Firmware

Apply Cancel Help

* Cfg File

' Misc.
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System Settings

Apply Settings and | Click Restart to apply the system settings and
Restart: | restart the DWL-7100AP.

Restore to Factory | Click Restore to return the DWL-7100AP to its
Default Settings: | factory default settings.

System

DWL-7100AP

2.4/5GHz, Multimode Wireless Access Point

[__Home __ Advancedilll (SR Status____Help |

-]

System Settings

Apply Settings and Restart

Restore to Factory Default Settings

I Firmware
)
Help
' CfgFile
b Misc.
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Upgrade Firmware

Update File: | After you have downloaded the most recent D-Link'
version of the firmware from http://support.dlink. Mﬁ.gm%}r}m DWL-7100AP
com to your hard drive, you can Browse your hard 2.4/5GHz, Multimode Wireless Access Point

drive to locate the downloaded file. Select the file
R Status  Help |

and click OK to update the firmware. -

i Update Firmware From Local Hard Drive
'Ad—' Firmware Version: v2.10
F min
Update File | | Browse.. ]
o o

Firmware

' Cfg File

' Misc.
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Configuration File

Update File: | Browse for the configuration settings that you have
saved to your hard drive. Click OK after you have
selected the settings file.

Load Settings to the | Click OK to save the selected settings to your
Loacl Hard Drive: | hard drive.

' Admin

' System

* Firmware

HEE

Cfg File

' Misc.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

[__Home __ Advancedfilll (TR Status ___Help |

|

Update Configuration File

Update File | |[(Browss.. ]

Download Configuration File

Load settings to Local Hard Drive

Help
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When you click Browse in the previous screen, the dialog box

shown above appears.

Select the file you wish to download and click Open.

When this dialog box appears, click Save and select a location to

save the configuration file.

Choose file

Look it | B My Documents __vJ LS EF Ef~
> g
My Recent @My Pictures
Documents LMy Received Files
@ @0y web Sites
Desktop
—
My Documents
Iy Computer
My Mebwork File name: | _'J Open I
Places
Files of pe: [ Al Files [ =l Cancel él

File Download
Do you want to save this file?

@ Mame: file.dcf
Type: Unknown File Type

From: 192.168.0.50

Save ]I Cancel I

file. What's the risk?

While files from the Intemet can be useful, some files can potentially
ham your computer. If you do not trust the source, do not save this
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Telnet Settings

Status: | Check the enable box to allow a Telnet
connection.

Timeout: | Select a time period after which a session timeout
will occur.

D-Link

Building Networks for People

' System

g sty
' Firmware

o T
' Cfg File

Misc.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home  Advancec Tools m
Telnet Settings
Status Enabled
Timeout

Apply Cancel Help
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address.

Device Information

Device Information: | This window displays the settings of the
DWL-7100AP, the firmware version and the MAC

<«

Device Info

e —
I rliamt InfFr
* Client Info

Home Advanced ;ls Status m

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Device Information

Ethernet

Get IP From

IP address:

Subret Mask:
Gateway:
Wireless (802.11a )
SSID:

Channel:

Super Mode:

Rate:

Security Level:
Wireless (802.11qg)
551D

Channel:

Super Mode:

Rate:

Security Level:

Firmware Version: v2.10
MAC Address: 00:13:46:9a:a7:9a

Manual
192.168.0.50
255 255 2550
0.0.0.0

dlink

56

Digabled

Auto

Open Systern / Encryption Disabled

dlink

5

Digabled

Auto

Open Systern / Encryption Disabled

Help
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WLAN 802.11g | This window displays the statistics of the
Traffic Statistics: | IEEE802.11g network.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home  Advanced  Tools Status I!!!_

- WLAN 802116 Traffic Statistics / WLAN 802.11A Traffi
ThroughPut
Transmit Success Rate 3%
Transmit Retry Rate 0%
Recsive Success Rate 3%
Recsive Duplicate Rate 1%
RTS Success Count 0
RTS Failure Count 38630
Transmitted Frame Count
Transmitted Frame Count 966
Multicast Transmitted Frame Count 298
Transmitted Error Count 1[B

Transmitted Total Retry Count 0
Transrnitted Multiple Retry Count O
Received Frame Count

Recsived Frame Count 1160
Multicast Received Frame Count 428
Received Frame FCS Error Count 38630
Received Frame Duplicate Court 16

Ack Rev failure Count 17736
Wep Frame Error Count

WEP Excluded Frame Count 0
WYEP ICV Error Count 0

@0

Refresh Help

WLAN 802.11a | This window displays the statistics of the
Traffic Statistics: | IEEE802.11a network.

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home  Advanced  Tools Status l!!!_

- WWLAN 802.11G Traffic Statistics / WLAN 802.11A Tia

ThroughPut
Transmit Success Rate 2%
Transmit Retry Rate 0%
Recaive Success Rate 3%
Recefve Duplicate Rate 1%
RTS Suceess Count 0
RTS Failure Count 38630
Transmitted Frame Count

Transmitted Frame Count %66
Multicast Transmitted Frame Count 298
Transmitted Error Count 1[B

Transmitted Total Retry Count 0
Transmitted Multiple Retry Count 0
Received Frame Count

Recaived Frame Count 1160
Multicast Received Frame Count 428
Recefved Frame FCS Error Count 39630
Recelved Frame Duplicate Count 15

Ack Rev failure Count 17736
Wep Frame Error Count

WEP Excluded Frame Count 0
WEP ICV Error Count 0

@0

Refresh Help
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Client Information

Client  Select this option to obtain information on
Information: | IEEE802.11g clients. A client is a device on DWL-7100AP
the network that is communicating with the 2.4/5GHz, Multimode Wireless Access Point

DWL-7100AP. _ =
* Home Advanced Tools Status m

Client Information 0 station(s)

' e 5 Power Saving
‘ MAC | Band Authentication ‘ Signal ‘ Mode ‘
I stats

Client Info

The following information is available for each client that is communicating with the DWL-7100AP.

MAC: | Displays the MAC address of the client.
Band: | Displays the wireless band.

Authentication: | Displays the type of authentication that is
enabled.

Signal: | Receive Signal Strength Indicator indicates the
strength of the signal

Power Saving Mode: | Displays the status of the power saving feature.
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Help

DWL-7100AP
2.4/5GHz, Multimode Wireless Access Point

Home  Advanced  Tools  Status [EEENTY |

Home

o Setup Wizard
s Wireless

+ LAN Seftings

Advanced

« Performance
Filters
Encryption

rouping
DHCF Server

Tools
o Administrator Settings
o System Settings
Firmware Upgrade

Configuration File
Misc.

Status
e Device Information
o Statistics
e ClientInfo

FAQs

Help: | Click on any item in the Help screen for more information.
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Using the AP Manager

The AP Manager is a convenient tool to manage the configuration of your network from a central computer. With AP Manager there is no

need to configure devices individually.

To launch the AP Manager:
* Go to the Start Menu
* Select Programs
* Select D-Link AirPlus Xtreme AP Manager
* Select DWL-7100AP

Discovering Devices

&

Click on this button to discover the devices available on the network.

Select the AP that you want to assign an IP address to and click
the IP button. Enter the IP address and IP netmask for the selected
device and click OK.

You can configure multiple AP’s with IP addresses all at once. Click
on the IP button after you’ve selected all of the AP’s you want to
assign an |IP address. Enter the IP address you want to assign the
first unit and the AP manager will automatically assign sequential
IP addresses.

ri-Mode Dualband AP Manager

Q45723 RGO

Moo uress | P Adess o Status
53,050 255 255 255,01 210 ) Link Access Point 0

D-Link Put Client Info il:

nd AP Manager

nk Tri-Mode Dualba)
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Device Configuration

Sy
=4

Click on this button to access the configuration
properties of the selected device(s).

The device configuration window allows you to configure settings but does not actually apply the settings to the device unless you click the
Apply button. You can also save and load configuration files from this window. When you load a configuration file, you must click Apply
if you want the settings to be applied to the selected device(s).

You can configure a single device by highlighting one device in the list, or you can configure multiple devices by highlighting multiple
devices before clicking on the Device Configuration icon pictured above. The examples in this section show single device configuration.
When you select multiple devices for configuration the procedure will be similar.

Check &l |

EharEhecks|

Hefrezh

Apply

Open

Save

E =it

The Check All button will select all configurable options. Any setting that has a checkmark next to it is applied to the
device or saved to the configuration file.

The Clear Checks button deselects all configurable options. This feature is useful if you only want to change a few
settings. Deselect all items and only check the items that you want to modify.

Refresh will revert to the actual device settings of the selected device(s).

To save settings to the device, you must click the Apply button. Only settings that have a checkmark next to them will
be applied.

The open button is used to load a previously saved configuration file. After opening a configuration file, you must click
the Apply button to save the settings to the selected device(s).

The save button allows you to save a configuration file of the selected device settings. Only settings that have a checkmark
next to them are saved. You cannot save a configuration file if you selected more than one device in the device list.

The Exit button will close the device configuration window. Any settings that haven’t been applied will be lost.
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Device Name(*):

IP address and
Subnet Mask(*):

Gateway:

DHCP Client:

General

Sy
=4

When selecting multiple devices for configuration,
some options are unavailable for configuration by
default as noted(*) below:

This allows you to change the device name for
the selected access point. You must place a
checkmark in the Device Name box to change the
name. This option should only be configured when
one access point is selected for configuration.

If you've selected one device for configuration
and you want to change the IP address of the
device, check the IP Address box. You can then
enter an |IP address and Subnet Mask for the
selected access point. This option should only be
configurable when one access point is selected
for configuration. To configure multiple devices
with an IP address at one time, please reference
the previous page.

Enter the IP address of your gateway, typically
your router address.

There is a drop-down menu to select enabled or
disabled. When enabled, the selected device(s)
will function as a DHCP client(s). This allows them
to receive IP configuration information from a
DHCP server. When disabled, the access point(s)
must have a static |IP address assigned to them.
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Telnet Timeout:

Console Protocol:

Limit Administrator IP:
SNMP Status:

Public Community String:

Private Community String:

This drop-down selection defines the timeout period during a Telnet session with the selected device(s).

This drop-down selection enables or disables the ability to Telnet into the selected device(s).
Check the box to limit the administrator to login to the DWL-7100AP from a certain IP address.
Check Enabled to use SNMP. SNMP is disabled by default.

When SNMP is enabled, you may modify the public community string (read-only).

When SNMP is enabled, you may modify the private community string (read-write).
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SSID:

Channel:

SSID Broadcast:

Super A/Super G:

Radio Wave:

Wireless QoS (WMM):

Preamble:

Data Rate:

Beacon Interval
(20~1000):

Wireless Settings

The Service Set (network) Identifier of your
wireless network.

Allows you to select a channel. 6 is the default
setting.

Allows you to enable or disable the broadcasting
of the SSID to network clients.

Disabled by default. You can select Super A/G
without Turbo or Super A/G with Dynamic
Turbo.

Select Disable or Enable from the drop-down
menu.

Select Disable or Enable from the drop-down
menu.

Select Short and Long (default) or Long Only.

A drop-down menu to select the maximum wireless
signal rate for the selected devices(s).

Beacons are packets sent by an access point to
synchronize a network. Specify the beacon value
for the selected device(s) here. The default value
of 100 is recommended.

%= Device Configuration

General Wireless | Security Filters AP Mode DHCP Server Client Info
[EEES0Z 114
v Wirelezz zetting
- Data Rate Auto -
WV 55D |dlink
’—_| Beacon Interval (20~1000) 100
r e DTIM [(1~255) 1
Enabl -
SR IR o Fragment Length (256~2346) 2346
SUper & | Disatle =l RTS Length (256~2346) 2346
Fladio wWawve Enable - T Power Full -
Auto Channel Scan Enable -
IEEEBDZ11g
v Wireless setting
- Data Rate Auto -
v SSID |dlink
Beacon Interval [20™1000) 100
Ch | -
I Ehanne B DTIM [1~255) o
S50 Broadcast -
roagsas Enable Fragment Lenath [756~234E)  |2346
Super G| Disable L AT Length (25236 2346
R adic ' ave Enable - TeP
w Pawer Full -
Auta Channel Scan Dizable  «
Check &l | Clear Checks Refresh Apply Open | Save | Exit
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DTIM (1~255): | DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next listening window for broadcast

and multicast messages.

Fragment Length | This sets the fragmentation threshold (specified in bytes). Packets exceeding the value set here will be fragmented. The

(256~2346): | default is 2346.

RTS Length: | The RTS value should not be changed unless you encounter inconsistent data flow. The default value is 2346.
Tx Power: | A drop-down menu for selecting the transmit power of the selected device(s).

Auto Channel Scan: | Enable this option to allow the access point to automatically scan for an available channel.
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Authentication
Type:

Open:
Shared:

Open System/
Shared Key:

WPA:

WPA-PSK:

Encryption:

Key Values:

Security

The Security tab contains the WEP configuration settings on the intial page. If you select WPA as the authentication type, an additional
tab will appear with the WPA configuration options based on your selection.

Select from the drop-down menu the type
of authentication to be used on the selected
device(s).

The key is communicated across the network.

Limited to communication with devices that share
the same WEP settings.

The key is communicated and identical WEP
settings are required.

Used to authenticate clients via a RADIUS
server.

Does not utilize a RADIUS server for authentication
but uses a passphrase that is configured on the
clients and access points.

Enable or disable encryption on the selected
device(s).

Select which defined key is active on the selected
device(s).

Select the key size (64-bit, 128-bit, or 152-bit) and
key type (HEX or ASCII) and then enter a string
to use as the key. The key length is automatically
adjusted based on the settings you choose.

%= Device Configuration

(x]

General | ‘Wireless ’m Filters AP Mode | DHCP Server | Client Info
I[EEEB02.115
[v Authentication W
E ncryption ’m
Active Key Index ’—_|
1at Key | J | J |
Znd Fey | J | J |
N G | |
dth Key | =] =
IEEEBO2.11g
[v Authentication W
Encryption ’m
Active Key Index ’—4|
Tzt Key | J | J |
T R |
3rd key | J | J |
dth Key | = = |
Check Al | Clear Check$| Refresh | Apply Open Save Exit
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Authentication
Type:

Open:
Shared:

Open System/
Shared Key:

Active Key Index:

Key Values:

WEP Encryption

Select from the drop-down menu the type
of authentication to be used on the selected
device(s).

The key is communicated across the network.

Limited to communication with devices that share
the same WEP settings.

The key is communicated and identical WEP
settings are required.

Select which defined key is active on the selected
device(s).

Select the key size (64-bit, 128-bit, or 152-bit) and
key type (HEX or ASCII) and then enter a string
to use as the key. The key length is automatically
adjusted based on the settings you choose.

% Device Configuration

General | ‘Wireless ’m Filters &P Mode | DHCP Server | Client Info
YWep Fey l
IEEEB0Z211a
[v Authentication W
Encryption Cpen Suztem
Active Key Index
Tzt Key
2nd Fey
rd ey
dth Key
I[EEES02.11g
[v Authentication ’W
Encryption ’m
Active ey Index ’—_|
Tat Key | J | J |
T R |
3rd key | J | J |
dth Key | | = |
Check Al | Clear Ehecks| Refresh | Apply Open Save Exit
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WPA-EAP

Cipher Type: | Select Auto, TKIP, or AES from the drop-down
menu.

Group Key Update | Select the interval during which the group key
Interval: | will be valid. 1800 is the recommended setting. A
lower interval may reduce transfer rates.

RADIUS Server: | Enter the IP address of the RADIUS server.

RADIUS Port: | Enter the port used on the RADIUS server (1812
is default).

RADIUS Secret: | Enter the RADIUS secret.

. Device Configuration
General | Wieless || Securit_l,l Filkers AP Mode
wiep Key [IEEEBD2 11 WPA ] Secury Server

i
WwWPA zetting

AUTO v]

Group Key Update Interval J'I 800

Cipher Type

DHCR Server Client Info

[300 - 9333333)

% Device Configuration

General | Wireless | | Securty | Filters AP Mode

Wiep Key | IEEEB02 11aWPa |

[~ Securnty Server

[8 - B3 charz]

DHCF Server Client [nfio

R&DIUS Server ]

RADILS Port [1 - E5535] 1812

RaDIUS Secret |

D-Link DWL-7100AP User Manual

59



WPA-EAP

Cipher Type: | Select Auto, TKIP, or AES from the drop-down
menu.

Group Key Update | Select the interval during which the group key
Interval: | will be valid. 1800 is the recommended setting. A
lower interval may reduce transfer rates.

PassPhrase:  Enter a PassPhrase between 8-63 characters in
length.

% Device Configuration

X

General | Wireless ’m Filters &P Mode | DHCP Server | Client Info
y] IEEEB02.112 WPA | Secuity Server |
02.11a
v Authentication ’m
Encryption ’—_|
Active Key Index ’—4|
st Key | J | J |
2nd Fey | J | J |
sk [ e o]
dth Key | =] |
I[EEE202.11g
[v Authentication ’W
Enciyption ’m
Active ey Index ’—_|
Tat Key | J | J |
wkey  [51 lwer o|
T e |
dth Key | | = |
Check Al | Clear Check$| Refresh | Apply Open Save Exit

D-Link DWL-7100AP User Manual

60



Filters

Internal Station | Enabling this allows wireless clients to communicate
Connection: | with each other. When this option is disabled,
wireless stations are not allowed to exchange data

%= Device Configuration

General | ‘Wireless Security Filters AP Mode DHCP Server Client Info

through the access point WLAM Partition
u int.
g p v Internal station connect crogz 112,11 Im
Broadcast from | Enabling this option allows Ethernet devices to IEEES02.115 IEEE802 11g |
Ethernet to WLAN: | communicate with wireless clients. When this v lintermal Station Cornechion Enable =] W Intemal Station Connection Enable _v]

. . . - Broadcast f Ethi b to WLAMN Enable  «
option is disabled, all data from Ethernet to B et S o gl | B P e natle =]

wireless clients is blocked. Wireless devices can

still send data to the Ethernet devices when this IFEES02.115 Access Sefting IEEES02 119 Access Selting
is disabled. W &ccess Control Disable Iv Access Control  |Dizable -

Access Control: | When disabled access control is not filtered
based on the MAC address. If Accept or Reject
is selected, then a box appears for entering MAC
addresses. When Accept is selected, only devices
with a MAC address in the list are granted access.
When Reject is selected, devices in the list of MAC
addresses are not granted access.

Access Control List: | Add or Delete MAC addresses in the Access
Control List. Check &l | Clear Checks Refresh Apply Open Save Exit
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AP Mode

Access Point: | There are 5 AP modes that are configurable in
IEEE802.11g:

e Access Point
* WDS with AP
* WDS

* AP Repeater

¢ AP Client

Access Point, the default setting used to create a
wireless LAN, is displayed here.

Please see the following pages for an explanation
of the other 4 AP modes.

¥ Device Configuration

General [ Wireless _ Security _ Filters

I[EEE202.114

v ,f-‘«F'rnode ihccess Paint _:_J

Check &l Clear Checks Fefresh

| | AP Mode |

“IEEEB02.11g

W AP mode

Apply Open

DHCF Semver [

Client Info

{.-’-‘«ccess Foint

Save

E it
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WDS with AP

WDS with AP: | Allows you to connect multiple wireless LANs
together while acting as an access point at the same
time. This only works with other DWL-7100APs. If
enabled, you must enter the MAC address of the
other DWL-7100AP(s) on your network.

%= Device Configuration

General | ‘Wireless Security Filters

IEEEBDZ211a
[v AP mode WDS with AP+
Remate &P Mac Address

00:00:00:00:00:0  Add| Del|

AP Mode | DHCP Server

Check All Clear Checks Refresh

Apply

IEEEB0Z211g

[v AP mode

Open

Client Info

Access Point

Save

E it
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WDS

WDS: | Allows you to connect multiple wireless LANs together.
All other LANs must be using DWL-7100APs. When
enabled, you must enter the MAC address of the
other DWL-7100AP(s) on your network (you can
enter up to eight addresses).

¥ Device Configuration

General | ‘wWireless Security Filters

IEEEBD2 115
v &F mode WS -
Remote AP Mac Address

00:00:00:00:00:0  Add| Del|

AP Mode | DHCP Server

Check Al Clear Checks Fefresh

Apply

[EEES0Z11g

v AF mode

Open

Client Info

Access Poink =

Save

E it
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AP Repeater

AP Repeater: | Click on Site Survey and select the SSID that you
want the AP to repeat or enter the MAC address
manually of the access point you want to repeat.

%= Device Configuration

General | ‘Wireless Security Filters 4P Mode | DHCP Server Client [nfa
IEEERDZ 114 IEEERDZ114q
¥ AF mode AP Repeater = ¥ AF mode AF Repeater

Femaote AP Mac Address (00:00:00:00:00.00 Remote AF Mac Address |00:00:00.00:00:0

X

Site Survey
551D | BSSID | 551 | Secwity | Channel | BSS Type | Band
Site Survey |
Check &l | Clear Checks Refresh Apply | Open | Save Exit
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AP Client

AP Client: | Allows you to use the access point as a wireless
client. Click on Site Survey and click on the SSID
that you want the AP to connect to, or manually
enter the root AP SSID.

%= Device Configuration

X

General | ‘Wireless Security Filters 4P Mode | DHCP Server Client [nfa

IEEERDZ 114 IEEERDZ114q
[v AP mode AP Client - [v AP mode AP Client -
Femate &P SSI0 Remate AP SSI0

Site Survey

551D | BSSID | 551 | Secwity | Channel | BSS Type | Band
Site Survey |
Check &l | Clear Checks Refresh Apply | Open | Save Exit
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DHCP Server:

Dynamic Pool
Settings:

Static Pool
Settings:

IP Assigned From:

Range of Pool (1~255):
SubMask:
Gateway:

WINS:

DNS:
Domain Name:
Lease Time :

Status:

DHCP Server

Enable or disable the DHCP server function. T —

General | ‘“Wireless Security Filters AP Mode DHCP Server | Client Info
Click to enable Dynamic Pool Settings. Configure .
the IP address pool in the fields below. W DHCFSeiver  [Disable ]
r r
Click to enable Static Pool Settings. Use this function | passgnedfom | dd| Edt| Del
to assign the same IP address to a device at every | | qag. o pos 1-255) Mag Address LIPAddess | Status |
restart. The IP addresses assigned in the Static | . .. . |
Pool list must NOT be in the same IP range as the . |
Dynamic Pool. ,
Wing |
Enter the initial IP address to be assigned by the | ™ |
DHCP server. Domain Name |
Leasze Time(B0~31536000 sec]
Enter the number of allocated IP addresses. Status
Enter the subnet mask.
Enter the gateway |IP address, typically a router.
WINS (Windows Internet Naming Service) is a
system that determines the IP address of a network Check &l | Clear Checks]  Refesh Ay Open Save Esit
computer with a dynamically assigned |IP address,
if applicable.

All devices in the network must have the same subnet mask to communicate. Enter the submask for the network here.
Enter the domain name of the DWL-7100AP, if applicable. (An example of a domain name is: www.dlink.com.)
The Lease Time is the period of time before the DHCP server will assign new |IP addresses.

Turn the Dynamic Pool Settings ON or OFF here.
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Client-Info

Client Info: | Select this option to obtain information on B Device Configuration

802.1 19 and 802.11a clients. A client is a device General | ‘Wireless Security Filters AP Mode | DHCP Server Client Info
on the network that is Communlcatlng with the MAC Address |Band |.f1‘n.uthenticati0n| R55I |F'0werM0de |
DWL-7100AP.
The following information is available for each client that is
communicating with the DWL-7100AP.
MAC Address: | Displays the MAC address of the client.
Band: | Displays the wireless band.
Authentication: | Displays the type of authentication that is
enabled.
RSSI: | Receive Signal Strength Indicator indicates the
strength of the signal.
Power Saving Mode: | Displays the status of the power saving feature.
Client Info |
Check Al | Clear Checks Refrezh Apply | Open | Save Exit
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Configuration Files

The DWL-7100AP allows you to save the device settings to a configuration file. To save a configuration file follow these steps:
B Select a device from the Device List on the main screen of the AP Manager.

m Click the device configuration button.

m Click the Save button after you have all the settings as you want them.

B A popup window will appear prompting you for a file name and location. Enter the file name, choose a file destination, and click Save.
Note: You must always click Apply in the Configuration window if you want the settings to take effect.

. g

Device Configuration button.

# D-Link AirPremier AP Manager o . . . "
== Mutilple Device Configuration

L-Link ga Bl Geneg [ wideee | Gecyiv | Fiice | APMode || Do cms |
W S ec . . . o | |
Device List ave configurations file I
Save in:lE}Canig j = £ E-
D221
DwiL22f (=2 TP
DwL22! Deviceinfo.xm\
1 Tast F Address IStatus I
D-Link
AirPremier
AP
Manager
File name: || Save I
o}
g Save at type: I LI Cancel
5 |
<]
= Stalus joFF ~|
o
<
g
£ L2
Action Message
3 device(s] discovered. I
Check All | Clezar Checks Apply Open I Save I Exit I
A
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Firmware

2
(=3

You can upgrade the firmware by clicking on this button after selecting the device(s).

To upgrade the firmware:

m Download the latest firmware upgrade from http://support.dlink.com to an easy to find location on your hard drive.
B Click on the firmware button as shown above.

m A popup window will appear. Locate the firmware upgrade file and click Open.

IMPORTANT! DO NOT DISCONNECT POWER FROM THE UNIT WHILE THE FIRMWARE IS BEING UPGRADED.
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System Settings

2

You can customize the basic System Settings for the DWL-7100AP by clicking on this button.

# System setting E]

Accezs Password
Setting Timeout [z ]
Reboot Time [2] an

Configuration Upload Time =) 0
Configuration Download Time (2] 0
Configuration Flazh Update Time [g] 0
Factorny Reset Time (=]
F/e Download Time [2]
FAsf Flazh Update Time [z]
Timing Tolerance (=]

Digcovery Timeout [z]

1T

Dizcovery Packetz Mumber

[ Auto Reresh |

Default ‘ ] | Cancel

i

Access Password: This sets the admin password for the select device(s).

Auto Refresh: This setting allows you to enable auto refreshing of the network device list. By default this option is disabled. If you choose
to enable it, you must enter the refresh interval in seconds. All other settings on this screen should be left at the default setting.
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Setup Wizard

m_%

This button will launch the Setup Wizard that will guide you through device configuration.

Click Next.

» Wizard DWL-7100AP (=13

JOARESEtUpYizard

YWelcome to DYWL= 100AF Setup Wizard The Wizard will guide wou
through the four quick steps shown below. Begin by clicking Next .

otep 1.5etyour new password

Step 2.5etthe 331D and Channel (B02.11a)
otep 3.5et Encryption (802.11a)

otep 4.5etthe 3510 and Channel (802.174)
otep b.Set Encryption (802.11qg)

otep B Restart

M et Exit
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Enter a Password and retype it in the Verify Password field.

Click Next.

Enter the SSID and the Channel for the IEEE network.

Auto Channel Scan is enabled by default. The access point will
scan for the best available channel.

Click Next.

# Wizard DWL-7100AP

NUABRS EtUpWizard

Set Password

“You may change the passward by entering a new password .

“erify the new password.

Click Next to continue

Fassword

Werify Password

< Prew Exit

» Wizard DWL-7100AP SIES;

JOARRSEtU Y izard

Set Wireless LAN 802_.11a Connection

Enterthe SSI0 and Channel to be used for the Wireless LAN 802.11a

connection. Click Next to continue

S3I0: {dink

Channel:

< Prew Exit
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If you want to enable Encryption, enter the Encryption values
here.

Click Next.

Enter the SSID and the Channel for the IEEE network.

Auto Channel Scan is enabled by default. The access
point will scan for the best available channel.

Click Next.

» Wizard DWL-7100AP (=19

NUABRS EtUpWizard

WEP Encryption for 802.11a

If wouwish to use encryption. enakle it here and enter the

encryption key values. Click Next to continue.

WER: disable =

Key Size: N
Key Tupe:
First Key: |
< Prev Exit

= Wizard DWL-7100AP

JUAESSEtUm Wizard

Set Wireless LAN 802.11g Connection

Enterthe SSI0 and Channel to be used for the Wireless LAN 802.11g

connection. Click Next to continue

SSID: |dink

Channel:

< Prew Exit
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If you want to enable Encryption, enter the Encryption values e T D

here. _ e
JUAESSEtUp VY izata
WEP Encryption for 802.11g
If wouwish to use encryption. enakle it here and enter the
encryption key values. Click Next to continue.
WER: disable =
Key Size:
Key Tupe:
First Key: |
Click Next. _
< Prew Exit

= Wizard DWL-7100AP

Setup Complete!

The Setup Wizard is complete! Click Prew to modify the
previous settings. Click finish to save the current settings and

restart the DWL-7100AP.

Click Finish to complete the setup.

< Prew Exit
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Refresh

Devices with a checkmark next to them are still available on
the network. Devices with an X are no longer available on the
network.

Ahout

O

Click on this button to view the version of AP Manager.

l D-Link Tri-Mode Dualband AP Manager

= ersion 210
Copyright 2006 D-Link, Corporation. | OF
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Networking Basics
Checking the IP Address in Windows® XP

The wireless adapter-equipped computers in your network must be in the same IP Address range (see Getting Started in this manual for
a definition of IP Address Range.) To check on the IP Address of the adapter, please do the following:

B Right-click on the Local Area Connection icon in the task bar. e

" Ciok on Status. St

Repair

Yiew Ayvailable Wireless Metworks

Jpen Metwork Connections

This window will appear: Wireless Network Connection 7 Status |E|g|
. Gereral | Support

® Click the Support tab. |
Internet Pratocal [TCRAR)

B Click Close. Address Type: Azsigned by DHCP
IP Address: 192168.0.114
Subnet Mazk: 255.255,295.0
Default Gateway: 19216801

T
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Assigning a Static IP Address in Windows® XP/2000

Note: DHCP-enabled routers will automatically assign IP addresses to the computers on the network, using DHCP (Dynamic Host
Configuration Protocol) technology. If you are using a DHCP-capable router you will not need to assign static IP addresses.

If you are not using a DHCP capable router, or you need to assign a static IP address, please follow these instructions:

B Go to Start. \ @ s E:’ Control Panel
B Double-click on Control Panel. e oo ERMEEIECE el
5 ‘Wizard
Help and Support
o)

1@' Paint
el J‘) Search

All Programs D E Run...

D) | Turn OFF Computer

£ Control Panel

File Edit View Favorites  Tools

Help

B Double-click on Network Connections. z

Qe - © - F | Doeach [Byroders |[FR-

Address | [ Control Panel

E’ Control Panel

@ Switch to Category View

See Also

L Windows Update
@) Help and Support

£ Hetwork Connections
2. Phone and Madem Optians
h

| Scanners and Cameras
) scheduled Tasks

otk Taskbar and Skark Menu
8 User Accounts
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"% Network Connections

B Right-click on Local Area Connections.

File Edit View Favorites Tools Advanced  Help

eBack % J \’7 ')T]Search ‘i Folders v

Address t_\_ Network Connections

B Double-click on Properties.

A Mame

Network Tasks LAN or High-Speed Internet

[&] Create anew = —
connection Disable

% Set up a home or small Status

office network
@ Disable this network
device
®, Repair this connection
Iim Rename this connection
) View status of this
connection

Change settings of this
connection

Repair

Bridge Connactions

Create Shortcut
Rename

Properties

Other Places

[ control Panel i
% My Network Places

(L) My Documents

_-! Wy Computer

Details

f‘ View or change settings for this connection, such as adapter, protacal, or modern configur,

- Local Area Connection 7 Properties |E|rg|

B Click on Internet Protocol (TCP/IP). ener |

Connect using:

B Click Properties. (= DLinkowLass0 |

B Input your IP address and subnet mask. (The IP addresses e e

on your network must be within the same range. For example, 8] it for Microsoft Networks

if one computer has an IP address of 192.168.0.2, the other ggle;;d?nttgihzﬁlngmeicmoﬂNetwmks
computers should have IP addresses that are sequential, like R
192.168.0.3 and 192.168.0.4. The subnet mask must be the

same for all the computers on the network.) Urinsta

[ escription

Tranzmizzion Contral Pratocal/lnternet Protocal. The default
wide area netwark, pratocol that pravides comnunication
arioss diverse interconnected nebworks.

[ Show icon in notification area when connected

ok ] [ Cancel
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B Input your DNS server addresses.

Internet Protocol (TCP/IP) Properties
Note: /f you are entering a DNS server, you must enter the IP
address of the default gateway.

General |

“Y'ou can get |P setiings azsigned automatically if your network, supports
thiz capability. Othenwize, pou need ta ask pour network adrinistratar far
the appropriate P settings.
The DNS server information will be supplied by your ISP (Internet
Service Provider.)

(7 Obtain an |P address automaticaly

(&) Use the following |P address:
IF address: 192 168 . 0 . &2
® Click OK. Subnet mask: 255 . 255 . 255 . O
Default gateway: | 192 168 0

| 192 168, 0 . 1

Obtain DMS server address aut

(&) Use the following DMS server addresses:

Preferred DNS server. I'ISZ 8. 0 .1

Alternate DMS server:
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Checking the Wireless Connection by Pinging in Windows® XP and 2000

Go to Start > Run > type cmd. A window similar to this one will appear. Type ping xxx.xxx.xxx.xxx, where xxx is the IP address of the
wireless router or access point. A good wireless connection will show four replies from the wireless router or access point, as shown.

e FWINDOWS\System 32vemnd. exe

Microsoft Windows P [Wersion 5.1.26H0]
Gy Copyright 1985-28001 Microsoft Cowp.

F:wDocuments and Settings~lab4>ping 192.168.8.58

Pinging 192.168_.8.58 with 32 bhytes of data:

y from GA: time =Sms
ly from 192.168. B: b time
y from i
Pmz TTL=38

1%2.168.8.58: ] . . .
4, Heceilved = 4, Lost = H <Bx loss),.
Approximate round trip times in milli-szeconds:
Min imwm Ims, Maximum 64dmz . Average 22ns

F:wDocuments and Settingsslah4>_
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and operation of the DWL-7100AP Wireless Access Point.
We cover various aspects of the network setup, including the network adapters. Please read the following if you are having problems.

Note: /t is recommended that you use an Ethernet connection to configure the DWL-7100AP.
1. The computer used to configure the DWL-7100AP cannot access the Configuration menu.

B Check that the Ethernet LED on the DWL-7100AP is ON. If the LED is not ON, check that the cable for the Ethernet connection is
securely inserted.

B Check that the Ethernet Adapter is working properly.

B Check that the IP address is in the same range and subnet as the DWL-7100AP. Please see Checking the IP Address in Windows® XP
in the Networking Basics section of this manual.

Note: The IP address of the DWL-7100AP is 192.168.0.50. All the computers on the network must have a unique IP address in the same
range, e.g., 192.168.0.x. Any computers that have identical IP addresses will not be visible on the network. They must all have the same
subnet mask, e.qg., 255.255.255.0.

B Do a Ping test to make sure that the DWL-7100AP is responding. Go to Start > Run > Type Command >Type ping 192.168.0.50.
A successful ping will show four replies.

Note: /f you have changed the default IP address, make sure to ping the correct IP address assigned to the DWL-7100AP.

Reply from 192.168.0.50: hytes
[Reply from 192.168.0.50: bytes=32
Reply from 192.168.0.50: hytes=32
Re 68.0.50

P

ments and Settings\lah3>_
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Connect to Wireless Network

2. The wireless client cannot access the Internet in the Infrastructure | fomine s and e cick Comast oo
mode. Available petworks:

| R S
Make sure the wireless client is associated and joined with the i ol
correct access point. To check this connection:
Right-click on the Local Area Connection icon in the taskbar and
then select View Available Wireless Networks. The Connect to | |
WireleSS Network screen Wl" appear- Please make sure yOU have If you are having difficulty connecting to a netwark, click Advanced.
selected the correct available network, as shown in the illustrations
be|OW_ Connect l [ Cancel ]

Disable
Status
Repair

View available Wireless Networks

Open Network Connections

Check that the IP address assigned to the wireless adapter is within the same |IP address range as the access point and gateway. (Since
the DWL-7100AP has an IP address of 192.168.0.50, wireless adapters must have an IP address in the same range, e.g., 192.168.0.x.
Each device must have a unique IP address; no two devices may have the same IP address. The subnet mask must be the same for all
the computers on the network.) To check the IP address assigned to the wireless adapter, double-click on the local area connection icon
in the taskbar > select the support tab and the IP address will be displayed. (Please refer to Checking the IP Address in the Networking
Basics section of this manual.)

If it is necessary to assign a static IP address to the wireless adapter, please refer to the appropriate section in Networking Basics. If you
are entering a DNS server address you must also enter the default gateway address. (Remember that if you have a DHCP-capable router,
you will not need to assign a static IP address. See Networking Basics: Assigning a Static IP Address.)
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3. Why does my wireless connection keep dropping?

e Antenna orientation - Try different antenna orientations for the DWL-7100AP. Try to keep the antenna at least 6 inches away from
the wall or other objects.

* If you are using 2.4GHz cordless phones, X-10 equipment or other home security systems, ceiling fans, and lights, your wireless
connection will degrade dramatically or drop altogether. Try changing the channel on your access point and wireless adapter to a
different channel to avoid interference.

* Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like microwaves, monitors, electric motors,
etc.

4. Why can’t | get a wireless connection?
To establish a wireless connection, while enabling Encryption on the DWL-7100AP, you must also enable encryption on the wireless
client.

* For 802.11a, the Encryption settings are: 64, 128, or 152-bit. Make sure that the encryption bit level is the same on the access point
and the wireless client.

* For 802.11b, the Encryption settings are: 64, or 128

* For 802.11b, the Encryption settings are: 64, 128, or 256-bit. Make sure that the encryption bit level is the same on the access point
and the wireless client., or 256-bit. Make sure that the encryption bit level is the same on the access point and the wireless client.

Make sure that the SSID on the access point and the wireless client are exactly the same. If they are not, wireless connection will not be
established. Please note that there are two separate SSIDs for 802.11a and 802.11b. The default SSID for both 802.11a and 802.11b is
default.

D-Link DWL-7100AP User Manual 84



Standards:
e |EEE 802.11a
e |[EEE 802.11b
e |EEE 802.11g

Technical Specifications

DSSS:
* DBPSK @ 1Mbps
* DQPSK @ 2Mbps
* CCK @ 5.5 and 11Mbps

* |EEE 802.3
e |EEE 802.3u Receiver Sensitivity:
* |EEE 802.3x For 802.11a:
e 6Mbps: -87dBm
Device Management * 9Mbps: -86dBm
* Web-Based — Internet Explorer v6 or later; Netscape Navigator v6 or * 11Mbps: -88dBm
later; or other Java-enabled browsers. ¢ 12Mbps: -85dBm
e Telnet ¢ 18Mbps: -83dBm
* AP Manager * 24Mbps: -80dBm
* SNMP v.3 * 36Mbps: -76dBm
* 48Mbps: -71dBm
Security: * 54Mbps: -71dBm
* 64, 128, and 152-bit WEP
e WPA — Wi-Fi Protected Access (WPA-TKIP and WPA-PSK) For 802.11b:
* 802.1x (EAP-MD5/TLS/TTLS/PEAP) * 1Mbps: -92dBm

e MAC Address Access Control List

e 2Mbps: -89dBm

¢ Advanced Encryption Standard (AES-CCM) ¢ 5.5Mbps: -88dBm

Wireless Frequency Range:
* 2.4GHz to 2.4835GHz
* 5.15GHz to 5.35GHz and
e 5.725GHz to 5.825GHz

Radio and Modulation Type:
For 802.11b:
DSSS:

* DBPSK @ 1Mbps

e DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps

For 802.11a/g:

OFDM:
* BPSK @ 6 and 9Mbps
* QPSK @ 12 and 18Mbps
* 16QAM @ 24 and 36Mbps
* 64QAM @ 48 and 54Mbps

* 11Mbps: -83dBm

For 802.11¢g:
¢ 1Mbps: -95dBm
e 2Mbps: -91dBm
¢ 5.5Mbps: -89dBm
e 6Mbps: -87dBm
* 9Mbps: -85dBm
* 11Mbps: -88dBm
* 12Mbps: -80dBm
* 18Mbps: -80dBm
* 24Mbps: -77dBm
¢ 36Mbps: -73dBm
* 48Mbps: -72dBm
* 54Mbps: -72dBm
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Transmit Output Power:
For 802.11a:

* 63mW (18dBm)

* 40mW (16dBm)

* 32mW (15dBm)

e 6MmW (7dBm)

* 1mW (0dBm)

For 802.11b:
* 63mW
* 40mW (16dBm

18dBm)

)

* 32mW (15dBm)
)

)

o~~~ o~

* 23mW (13dBm
* 10mW (10dBm
e 6MmW (7dBm)
* ImW (0dBm)

For 802.11¢g:
* 63mW (18dBm)
* 40mW (16dBm)
* 32mW (15dBm)
e 6MmW (7dBm)
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