DWL-8200 AP Firmware Release Note 
Firmware: v1.10r0474

Hardware:

Date: March 7, 2006
Problem Resolved:

1. Web page: If set password more than four bit, apply button in SNTP page, then AP will reboot.
Enhancements:

==============================================================
Firmware: v1.10r0472

Hardware:

Date: March 3, 2006
Problem Resolved:

1. Web bug: When set key to ASCII after applied the settings, it will show HEX.
2. Fixed: WDS can't forward packets with VLAN tag.
3. Fixed: Two STAs connect AP. After unplug a STA, AP will reboot.
4. Fixed SNTP: Assign the default value to tzone to avoid AP crash.

Enhancements:

==============================================================
Firmware: v1.10r0462

Hardware:

Date: January 27, 2006
Problem Resolved:

1. Bug fixed: AP will crash when the syslog logged more than 450 entries.

Enhancements:

==============================================================
Firmware: v1.10r0461

Hardware:

Date: January 26, 2006
Problem Resolved:

1. Modify the syslog entry to 500 entries.
2. Fixed: Station cannot ping via AP using VLAN tag

3. AP with multi-ssid enable dead in dot1x task if receive pre-auth packet.
4. Web: 11g channel column is gray in Advanced/Performance page. But in Home/Wireless page 11g channel column is not gray.

Enhancements:

==============================================================

Firmware: v1.10r0459

Hardware:

Date: January 20, 2006
Problem Resolved:

1. Modify sntp dayLightSaving for D-View
Enhancements:

==============================================================

Firmware: v1.10r0458

Hardware:

Date: January 19, 2006
Problem Resolved:

1. [AP Manager]:

a. Modify APM BUG 54:set security of 11A and 11G to WPA, then apply; set security of 11a and 11g to both, after apply, it will change to open system.
2. [D-view]: 

a. Modify D-view sntplist.

b. Modify TLD D-View bugs
3. [Web]:

a. Modify help String.

b. [WDS + Scan] When AP set to MSSID then change AP to WDS with AP mode and press "scan", that hard to scan any AP or cause page fault.
c. Advanced\Performance: If AP mode is "Access Point" and country is EU,
  Channel should be gray.
d. In AP Mode select WDS(WDS with AP) or Super Mode is Enable, if user enable VLAN State, system should pop a warning message to remind user.

4. STA can't finish 4 way handshake after reconnect to AP more than 64 times when MSSID enabled.
5. 8200AP will crash when it received Pre-auth request from Ethernet.

6. Improve WDS-PSK stable.
7. Added foolproof for MSSID Isolated Security. WPA-EAP/PSK will use key slot 2 and 3 for Group key. We don't allow user to use key slot 2 and 3 for WEP key when any SSID has used WPA-EAP/PSK. We added a check function to apCfgSecurityValidityCheck to check this. It will disable the encryption of the SSID which use the key slot 2 and 3 for WEP key.
Enhancements:

==============================================================

Firmware: v1.10r0457

Hardware:

Date: January 11, 2006
Problem Resolved:

1. [Web]:

a. Set primary-SSID's authentication to WEP, key index to the fourth key, key size set to 128bits or 152bits,key type select "HEX", then input HEX characters, click apply, it will pop a warning message.

b. Set Super Mode to Super Mode with Dynamic Turbo then Set Wireless B/G Mode to 11b only. The channel list will show 6 only.
c. If "Remote AP MAC address" as the same as you want to add, pop message.
d. If security of primary-SSID set to WPA-EAP(3 modes),the value of RADIUS secret include double quotation marks( " ),after apply, it will show different value in page of MSSID of manager and WEB.
2. [AP Manager]:

a. Modify APM TLD BUG

b. Modify D-view TLD BUG

c. Add rule about Rouge detection when Radio is disable.
d. Modify D-View bug45: Change WPA (6 modes) string at Status/Device information Page.
Enhancements:

==============================================================

Firmware: v1.10r0455

Hardware:

Date: January 4, 2006
Problem Resolved:

1. [Web pages]:

a. If mode is "WDS with AP",cipher can only  set "Auto" and "AES".

b. If mode is "WDS without AP",cipher can only set "AES".
2. [AP Manager]: 

a. Add "USEASCII" keywords

    b. Modify WDS site survey entry

b. Modify SNTPLISTFILENAME write method to write_sntpListFileName.

3. Fixed: RSN IE is missing from beacon of Guest SSID, when AP was configured to Primary SSID:WPA-EAP and Guest SSID: WAP2.
Enhancements:

==============================================================

Firmware: v1.10r0454

Hardware:

Date: December 30, 2005
Problem Resolved:

1. Change [Default Gateway] ip.
2. The SSID can't be change to default SSID by using Wizard.
3. Funk Odyssey always sends MIC error packets after AP change Group key to index 2.
4. Added log for getting GMT from SNTP/NTP server.
Enhancements:

==============================================================

Firmware: v1.10r0453

Hardware:

Date: December 28, 2005
Problem Resolved:

1. [SNMP]: Add MIB entry adbgMode, adSupportWds, bgmodesupported and wdssitesurvey.

2. [AP Manager] : Modify 11a MSSID key length error.
3. [Web page]: Wrong Frequency Display.
4. Modified SNTP synchronization state machine. Added log for the result of synchronization.
5. Added Probe Request re-transmit ion for WDS.

6. Remove Group key exchanging from WDS.

7. Compatible issue: AP in GB country can't site-survey other WDS with AP in old product version.
Enhancements:

==============================================================

Firmware: v1.10r0452

Hardware:

Date: December 22, 2005
Problem Resolved:

1. [Bug fixed] WDS Site Survey can ’t scan.

2. [Bug fixed] STA can’t connect AP with WPA-EAP + MSSID.

3. [Bug fixed] AP can’t be configured to Super G with dynamic turbo.

4. [Bug fixed] AP will be crash after set 11a to wds mode from 11A+11G MSSID.

5. Fixed some WEB bugs.

Enhancements:

==============================================================

Firmware: v1.10r0451

Hardware:

Date: December 14, 2005
Problem Resolved:

Enhancements:

1. MSSID--with isolated security 
2. VLAN support 
3. WMM (default is enabled) 
4. RSSI signal monitoring for WDS setup 
5. 11b only mode (Adv>Wireless tab) 
6. Antenna diversity 
7. SNTP (allow user to set the SNTP server IP address from web GUI and CLI) 
==============================================================

Firmware: v1.02r0447

Hardware: 
Date: December 1, 2005
Problems Resolved:
1. AP doesn't send M1 to station in WPA-PSK when AP is DHCP client mode.
Enhancements:
 None

Firmware: v1.02r0444

Hardware: 
Date: November 25, 2005
Problems Resolved:
1. While MSSID is enabled, the 11a WDS should be switch to normal AP and the auto channel scan should be turned on.

2. Correct the interface of AP manager to control telnet & SSH options
3. [SNMP]: Correct API_11a_Set_Auth_Type (patch from API_11g_Set_Auth_Type)
Enhancements:
 None

Firmware: v1.02r0443

Hardware: 
Date: November 25, 2005
Problems Resolved:
1. [SNMP]: Correct the hint of supported AP mode for EU 11a.
2.  [Web page]: Modify AutoChannelSacn in EU.
3. [Web page]: Modify wizard woring message.
4. Correct the setting rules of MSSID authentication.
5. Correct the channel list of SNMP.
Enhancements:
 None

Firmware: v1.02r0442

Hardware: 
Date: November 21, 2005
Problems Resolved:
1. Added WDS mode for 11a

2. Modify web page’s string "Main" to "LAN1" and "Guest" to "LAN2" for Multi-SSID .

3. Fixed: Find BSS fail and user limit problem in load balance.

Enhancements:
 None

Firmware: v1.02r0440

Hardware: 
Date: November 16, 2005
Problems Resolved:
1. Fixed: Setting user limit is 0, AP can't get site survey result.
2. 802.11a station and 11g station connect to MSSID (main port). [FTP endurance] sometimes will cause that AP reboot.
3. [Web page]:

    a. Move Radio on/off page to Home->Wireless page.

    b. Modified Super A from "Disable/ Enable" to "Disable/ Super Mode without Turbo" for 802.11A (For all countries.)

    c. Change "MAIN" to "MAIN(LAN1) and "Guest" to Guest(LAN2) for MSSID page to avoid customer confusion. (For all countries)
    d. Channel Selection for 802.11a should be removed from the Wizard (For EU only)
Firmware: v1.01r0436

Hardware: 
Date: October 25, 2005
Problems Resolved:
1. Fixed Web page: 802.11a band +Auto Scan Channel, If select Authentication, the 11a channel can not auto scan.
2. Fixed Web page: SSL web can't link to count down page, and fixed SSL web can't
       reload page when count page down.

3. Modified channel list: 11A static_turbo in channel 42.
Enhancements:
 None

Firmware: v1.01r0435

Hardware: 
Date: October 24, 2005
Problems Resolved:
1. Fix the problem that SSL can't load Multi-SSID page (If no security, wrong keysize).

2.[ for EU Country] : 802.11a band +Auto Scan Channel] If apply , the 11a channel can not auto scan.
Enhancements:
 None

Firmware: v1.01r0432

Hardware: 
Date: October 21, 2005
Problems Resolved:
1. Bug fixed: WDS channel list for SG is incorrect.

Enhancements:
 None

Firmware: v1.01r0430

Hardware: 
Date: October 21, 2005
Problems Resolved:
1. [APM & D-view]

Modified channel list for SG.

Enhancements:
 None

Firmware: v1.01r0427

Hardware: 
Date: October 19, 2005
Problems Resolved:
1. [SNMP]:
    Refining the node "apmodes". It shows the AP modes supported by the AP.

2. [AP Manager]:
    RADIUS secret is quoted by double quote.

3. [Web page]:
    When user select WPA-Enterprise, WPA2-Enterprise, WPA-Auto-Enterprise, change settins to settings..
Enhancements:
 None

Firmware: v1.01r0421

Hardware: 
Date: October 11, 2005
Problems Resolved:
[Web pages]:

1. Each country domain has different channel in 11A, so the default channel value will be difference.
Enhancements:
 None

Firmware: v1.01r0420

Hardware: 
Date: October 7, 2005
Problems Resolved:
1. Modified channel table for AU (The channel range should be 5180~5320 and 5745~5805)
[Web pages]:

1. Gray out channel selection in wizard for EU.(Band is 11a) 

2. Gray out channel selection in Performance if Auto Channel is Enabled.
Enhancements:
 None

Firmware: v1.01r0418

Hardware: 
Date: October 5, 2005
Problems Resolved:
1. Modified TX power and channel according to the country table. 

2. Turn on Auto Channel Selection for 11A in EU by default.
[Web pages]:

3. When country code is "TW", default channel in Wizard page is "149" now.
4. When the band is 11a in Performance page, web display wrong super mode.
5. Remove WDS and WDS with AP mode for EU. (Band is 11a)

6. Gray out Auto channel selection for EU. (Band is 11a)
7. Gray out Super Mode selection for EU. (Band is 11a)
Enhancements:
 None

Firmware: v1.00r0379

Hardware: 
Date: July 6, 2005
Problems Resolved:
1. Modify Telnet commands: Partition, SuperG, APR, tzone, SNMP, and  addcommidx1.

2. [SNMP]:
   Solving 8200 MIB issue.

      (1.) static is prohibited in 11g super mode selection.

      (2.) Authentication types except Open & Shared are prohibited in secondary SSID setting.
Enhancements:
 None

Firmware: v1.00r0374

Hardware: 
Date: June 24, 2005

Problems Resolved:
1. Modify wizard set Cipher always "TKIP".
2. Site survey will make AP crash when STA connect AP with power saving mode.
3. Turn on WMM command in CLI for DWL-8200AP.
Enhancements:
 None

Firmware: v1.00r0372

Hardware: 
Date: June 17, 2005

Problems Resolved:
1. Web page bugs: 

a. Fix string problem at Wizard page.

    b. Fix string problem at DevceInfo page("Wlan" -> "WLAN").

    c. Fix string problem by Erick("Wlan" -> "WLAN").
2. Fixed: Disable WDT before update f/w or cfg file, enable WDT after finish that.

3. Modify wireless filter (rule is depend on m-ssid enable or not.)

4. Fix wireless filter: WPA-EAP work fail.

5. Fixed: Site survey (or Rogue AP detection )will make AP crash, when Multi-SSID is enabled.
6. Fixed: [WMM] AP will use wrong priority to forward traffic from STA1 without WMM to STA2 with WMM.
Enhancements:
 None

Firmware: v1.00r0370

Hardware: 
Date: June 13, 2005

Problems Resolved:
1. Modified help strings.
2. Modified some strings of GUI.

3. Added external Watch Dog Timer function.

4. Modified MSSID Bridge filter.

Enhancements:
 None

Firmware: v1.00r0363

Hardware: 
Date: May 27, 2005

Problems Resolved:
5. Modify help strings.
6. Fixed: AP will deauth STA connected to MSSID 7 (No security), when MSSID is enabled and Primary SSID is configured as WPA-TLS. 
7. Deauth and Disassoc should check and use the correct BSSID for the STA which is connected to Secondary SSID.
8. Fixed: Internal Station Connection Between 802.11a and 802.11g will be FAILED(bridge filter fail!).

9. Fixed: Three wds-psk can't be connected sometimes.
Enhancements:
 None

Firmware: v1.00r0361

Hardware: 
Date: May 25, 2005

Problems Resolved:
1. Device info shows security level. Set to WPA-PSK but show WPA-EAP.
2. The web page will be spitted off when the column of "authentication" is too long.

3. Fixed: AP manager MSSID security problem.
4. Fixed: problem of update firmware in D-View. 

5. Modify help files.
Enhancements:
 None

Firmware: v1.00r0359

Hardware: 
Date: May 23, 2005

Problems Resolved:
1. [Security] Bug Fixed: WPA-EAP, WPA2-EAP can't work.
2. [Syslog] Bug Fixed: Syslog can't report log to log server when system boot up.

3. [MSSID] Bug Fixed: AP might crash when DWL-520B connect AP with power saving mode.
4. [MSSID]: Modified code for MBSSID. The packet should be de-multiplexed base on the BSSID. So we will use Auth to check the MSSID index and stop using probrequest to check it. Because AP will run out of sib entries soon in a complex wireless network if it use probrequest to de-multiplex MSSID index.
5. [WEB] Bug fixed: AP will delete MSSID index 0~2 of 11A when enabling Super A.
6. [Rompager] Bug Fixed: Run this url --> http://AP's ip/config/mountain.cfg. It will cause that AP auto-reboot!!
7. [CLI] Bug Fixed: The "get assoc" command will show worng Auth type when enable MSSID.
8. [WEB] Bug Fixed: White under line problem on the browser Mozilla FireFox.
9. [WEB]: Change security string "WPA" to "WPA_Enterprise" at DeviceInfo page.
10. [SSL] Bug fixed: SSL can’t update firmware/configuration and download confuguration problem.
11. [WEB] Bug fixed: In IE 5.0 select "Advanced"-> "DCHP Server "->" Static Pool Settings"->"Current IP Mapping list ", that will cause page fault.  
12. [WDS API] Turn off WDS mode will disable RSTP without check the AP mode status of the other band.

13. [MSSID Bridge]: Filter police is added for rejecting the DHCP clients from secondary SSIDs while MSSID is active.
14. [Ethernet] Bug Fixed: Ethernet loop problem.

15. [WEB]: Modified Help string and fixed bug: The web page will be splitted off when the column of "authentication" is too long
16. [WDS] Bug fixed: STA can detect AP when it's WDS mode (without AP).
17. [MSSID Bridge] Bug fixed: When sta connect 11a then 11g, Mssid_bridge_filter will fail.

Enhancements:
 None

Firmware: v1.00r0354

Hardware: 
Date: May 16, 2005

Problems Resolved:
18. APManager : correct the permutation of mssid parameter.
19. WDS: if authenticator switch wpa_psk to wpa2_psk, supplicant (auth: wpa_auto_psk) can't switch auth type to match authenticator's auth.

Enhancements:
 None

Firmware: v1.00r0353

Hardware: 
Date: May 13, 2005

Problems Resolved:
1. [SNMP]

Modifing the string of Authentication type in DeviceInfo page.
2. [Global for D-View LED status]

     Modifing the LED single.
3.Bug Fixed: Setting auth type(wpa2-psk) then setting ap mode(wds) by tftp, after reboot, auth type will be "auto".
4. Bug Fixed: When click to advanced page , it pops the error message!
5. Bug Fixed: When SSID set to "|", the Rogue AP list can't show.
6. Bug Fixed: When two WDSes set wpa2-psk or wpa-auto-psk, it will not work.
7. Bug Fixed: AP might crash because of null pointer.
Enhancements:
 None

Firmware: v1.00r0345

Hardware: 
Date: May 10, 2005

First Release

Problems Resolved:
1. Fixed: The symbol " can be set in four keywords (passphrase.password.ssid.device name)
2.  [SNMP]

    a. Calling the correct API for normal channel list.

    b. Using DIAP's code to transfer system log file.

    c. Security of Rogue AP and Client info is corrected.

    d. Ethernet led status for D-View is ready.

    e. "OTHERS" is replaced by "NOTICE" in system log function.
3. SSH : disable public-key authentication.
4.   Fix bug: wlan auto reset will cause muxTkBind of wlan-g failure after 1. enable   superG, then m-ssid and 2. modify transmission power.
    c. Set  Auth:WPA-Personal in Mode:WDS ( WDS with AP) bugs.

5.   Modify Device Info page show auth string.

6.  Bug Fixed: STA connect to secondary SSID. After it use scan, the client information will show that it connect to primary SSID.

      (Because the probrequest with broadcast SSID will modify the MSSID index.)

7.  [AP manager]

    a. Recovering cfgfil.c to resolve crash problem.

    b. Removing the RSSI from Rogue AP detection result.
Enhancements:
Firmware: v1.00r0340

Hardware: 
Date: May 9, 2005

First Release

Problems Resolved:

1. Fix the site survey about security type incorrect problem.
2. Added protection to API for Multi-SSID with Super mode.
3. WEB will delete MSSID 1~3 entries when user enable super mode.
4. SSH fixed: if timeout is set never, user will timeout after login at once.
5. [DHCP Server]

a. Correcting the string of syslog.

b. Clearing syslog of old version.
6. Enable MSSID, and set key type as ASCII, STA (AG660 & AG132) can't connect to AP.
7.  Help file.
8.  In Rogue AP page and if Ad hoc mode is selected, WPA-Enterprise and WPA-Personal should be grayed.
9.  Syslog under line.
10.  SSH syslog(login failure, logout) 

11.  Fix bug: the message of web login dialog is wrong.
12.  In Rogue AP page and if Ad hoc mode is selected, WPA-Enterprise and WPA-Personal should be grayed.
13. Wizard Security page error(the default value for key field is "0" ->the default value for key field is "*")

14.  Grouping help file error

15.  Super Mode alert string error.

16.  When click to advanced page , it pops the error message.

17.  MSSID help file modify.

18.  When enable 802.11a and 802.11g WDS with AP mode, the SPT function should    be enabled.
19. The command "get association" can't work when enable MSSID.

20. Bug fixed: Group ID of MSSID ="-1"

21.  Modified API_Client_Status to return MSSID_index+1 to UI
Enhancements:
 None

Firmware: v1.00r0337

Hardware: 
Date: April 30, 2005

First Release

Problems Resolved:
1. Bug fixed: WEB can’t set 11A AP mode to WDS without AP.
2. Bug fixed: when set wds and wpa2-psk, ap mode will change to normal ap after reboot.
3. Added protection to API for Multi-SSID with AP mode and Super mode.
4. Remove “set regulatorydomin” command.

5. SNMP default disable.

6. Modified Channel and Max Tx Power according the table from PM-Leon

	
	channel
	板端output power
	EIRP(antenna 5db)

	EU：CE
	1~13
	average 14db
	average 19db

	NA： FCC
	1~11
	average 21db(ch 2~ch 10)
average 14db(ch 1,ch 11)
	average 26db(ch 2~ch 10)
average 19db(ch 1,ch 11)

	SG：CE
	1~13
	average 14db
	average 19db

	AU: FCC
	1~13
	average 21db(ch 2~ch 12)
average 14db(ch 1,ch 13)
	average 26db(ch 2~ch 12)
average 19db(ch 1,ch 13)

	IS ：CE
	5~13
	average 14db
	average 19db

	JP：xxx
	
	
	


[SNMP]

1. Index description for Rogue AP table is update.

       It is for setting rogue ap detect and read rogue ap result & ap list.

2. Clear Local System Log is added(adClearLocalLog).

3. There are four nodes about MAC address (DWL-8200 only):

         stMACAddress: ethernet 0 MAC address (xx:xx:xx:xx:xx:x0)

         stEth1MACAddress: ethernet 1 MAC address (xx:xx:xx:xx:xx:x0)

         stWlan0MACAddress: Wlan 0 MAC address (xx:xx:xx:xx:xx:x0)

         stWlan1MACAddress: Wlan 1 MAC address (xx:xx:xx:xx:xx:x8)
4. Making syslog file's line has a "\r\n" ending. (dos format)
5. Correcting index description of multiple ssid.
[DIAP]

1. Making syslog file's line has a "\r\n" ending. (dos format)
2. SYSLOGCLEARLOCALLOG (clear local log) is new defined.  
Enhancements:
Firmware: v1.00r0333

Hardware: 
Date: April 27, 2005

First Release

Problems Resolved:
1. Remove VLAN in 8200 CLI command.
2. Fix add rogue AP bug.
3. Sometimes Static turbo item will appear. Meanwhile click Tools page, then return to previous page, it become disappear!! 

4. Auto-Channel selection didn't work. Both 11a and 11g are failed.
[Web]

1. Modify help menu and file.

2. Fix PassPharse at Wireless page can't show 『"』 problem.

3. In Rogue AP page and if Ad hoc mode is selected, WPA-Enterprise and WPA-Personal should be grayed.
4. Remove "Static Turbo".
5. At WDS with AP or WDS mode , when I choose WPA-PSK , the web page jumps to WPA2-PSK, when I choose WPA2-PSK , the web page jumps to opem system 

6.  (11a) As I set up at  WDS with AP or WDS , Advanced-Performance page doesn't have Super Mode .

7. Fixed "Configuration" spell fail.

8. Add Ethernet MAC 、WLan0 MAC and WLan1 MAC in Device Info page.

9. WEB can set 11A AP mode to WDS without AP.
[SNMP]
1. Modify the turbo mode supported indication.
2. Boundary check is implemented while add/del rouge AP result and AP list.
3. Removing range limitation of band type and security type of rogue AP function
4. The default value of MSSID ethernet port number is modified as 100.
[DIAP]
1. Modify the turbo mode supported indication.
2. If individual SSID state is disable, other parameter won't be acceptable.
3. boundary check is implemented while add/del rouge AP result and AP list.
4. Correcting DIAP action type: AP List
Enhancements:
Firmware: v1.00r0332
Hardware: 
Date: April 20, 2005

First Release

Problems Resolved:

None

Enhancements:
1. Use Atheros driver v4.0.0.167

2. Multiple-SSID(x16)

3. RSTP (Spanning Tree) in WDS mode

4. SSL

5. SSH

6. System Log

7. Rogue AP Detection

8. Some new web page.







