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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarerns BeepeHue

NMABA 1. BBEOEHUE

Aydumopusi u codepixkaHue

B naHHOM pyKOBOACTBE NMpUBOAMTCS omnucaHue nosropurens DAP-1325, nopsaok HacTpoWku U
PEKOMEHIALNH IO €T0 UCIIOIb30BaHMIO.

HaCTOHH_ICG PYKOBOACTBO IIPEAHA3HAYCHO IJId HOJ'IB30B8.T€J'I€I71, 3HAaKOMbIX C OCHOBHBIMHU
IMPpUHIUIIAMHU OpraHu3alun ceTeﬁ, KOTOpPBIEC CO3AAa0T AJOMAIIHIOKO JIOKAJIbHYIO CCTh, a TaK¥XKC
CUCTCMHBIX aJIMUHUCTPATOPOB, KOTOPBIC YCTAHABIIMBAIOT U HACTPAUBAKOT CETU B OCI)I/ICaX KOMITaHUH.

YcnoeHble 0603Ha4YeHuUst

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT JOKYMEHTA.

Ilpeosapumenvhnasn
Ccplka Ha TIaBy WJIM pa3ziell JaHHOTO PYKOBOJCTBA MOJIb30BATEIS.
noo2omosKa

«Kpamxkoe pyxkoeoocmeo
Cchbuika Ha JOKYMEHT.

no ycmamnogke»

A3MEHUTE Ha3Banue paszgena MeHIO, IyHKTa MEHIO, KaKOro-mOo 3JIeMeHTa
web-unTepdeiica (mmone, Gpraxok, Nepekioyareib, KHOMKA U Tp.).

192.168.0.50 TekcT, KOTOpBI HEOOXOIUMO BBECTH B YKa3aHHOE TOJIE.

Baxnas wuHpOpMamus, Ha KOTOPYIO HEOOXOIMMO OOpaTHUTh

' HNudopmarus
[ ]

BHHUMAHHC.

Cmpykmypa 0oKymMeHma

I'naea 1 conepXUT CBEJEHMSI O HA3HAUEHUU U OpraHU3aluy T0KyMEHTA.

I'naga 2 conepXUT OINMCAHUE TEXHUYECKUX XapakTepucTuk nostoputens DAP-1325 u ero
BHEIIHETO BH/JIA, a TAK)KE IIEPEUHUCIICHUE COAEPKUMOT0 KOMIUIEKTA TOCTABKH.

Inasa 3 onuceiBaeT mpoiecc ycTaHOBKU noToputenss DAP-1325 u HacTpoiiku KommbroTepa Jjis
MOJIKITIOYEHUST K Web-uHTepdeiicy ycTponcTBa.

I'naea 4 conepxuT MOaPOOHOE OMHMCAHKE BCEX Pa3/IeOB MEHIO web-uHTepdeiica.

I'nasa 5 copepxut pexoMeHaauu Mo 0e30MmacHOMYy HCIOJb30BaHUIO MoBTOpUTENst DAP-1325 u
COBETEHI 110 TIOCTPOCHHUIO OECIIPOBOHOMN CETH.

I'nasa 6 COACPIKHUT CITMCOK COKpaIIIeHI/If/'I, HCIOJIB3YEMBIX B HACTOAIICM PYKOBOJACTBE IOJIB30BATCIIA.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens 0630p nosTOpPUTENA

MABA 2. OB3OP NOBTOPUTEIA

O6uwee onucaHue

YerpoiictBo DAP-1325 npencrasnsier co6oit 6ecripoBoIHON MOBTOPHUTENb, KOTOPBIN 103BOIUT Bam
YBEJIMYUTh paauyc JAedcTBHus OecripoBogHOoM cetu. IloBropurens mnoanepxuBaer padoTy cC
ycrpoiictBamu ctangaptoB 802.11b, 802.11g u 802.11n (co ckopoctsio 10 300 Mo6ut/c).

B ycTpolicTBe peann3zoBaHO MHOXKECTBO (PyHKIHI 111 OecrpoBogHOTO MHTEp(deiica. YCTpolcTBO
MOJICPKUBACT HECKONbKO cTaHmapToB Oe3omacHoctu (WEP, WPA/WPA2), dunsrpamnmro
MOJIKJIFOYaeMbIX yCcTpoicTB 1o MAC-aapecy, HECKOJIIBKO PEKUMOB pabOTHI (TOBTOPHUTEIb, KIUCHT,
TOYKa JI0CTYIIAa), a TAK)Ke TO3BOJSET UCIOJIb30BaTh TexHoiIorun WPS u WMM.

becnipoBoanoii mosroputens DAP-1325 ocnamen LAN-noprom Fast Ethernet mist monkirouenus
MIPOBOJHOTO KJIIMEHTA WIX MOAKIIOYEHUS K IPOBOAHOMY MapIIpyTHU3aTopy.

WMuaukaTop HAMIAIHO TOKA3bIBACT YPOBEHb CHTHAJIA OECIPOBOIHON CETH, K KOTOPOW TOIKITFOUCH
6ecnpoBoaHoi moBToputenb DAP-1325. biarogapst aTomy Bbl MokeTe JIETKO HaWTH JTydIliee MeCTO
JUTSL pa3MEIICHUS TTIOBTOPHUTEIIA.

Jns nactpoiiku nosroputens DAP-1325 ucnonb3yercss npocToil U yaoOHBIH BCTPOEHHBIN web-
uHTEpdeEiic (T0CTyNeH Ha PyCCKOM M aHTJIMHCKOM SI3BIKaX).

Mactep HacTpoliku mo3BoisieT OblcTpo mnepeBectu DAP-1325 B pexum TOUKM JOCTyTIa,
MOBTOPHUTENST WM KIMEHTa M 3aJaTh BCe HEOOXOOMMbIE HACTPOWKM Uil pabOThl B BHIOpaHHOM

PEKUME 3a HCCKOJIBKO MPOCTHIX MIAroB.

Teneps Bwl nerko Moxkere oO0HOBUTH BcTpoeHHoe [IO — mpu Hammuumu goctyna k WHTepHETy
MOBTOPUTENIh CaM HAXOMUT IMpoBepeHHY Bepcuto [1O0 Ha cepBepe oOHoBineHuit D-Link u
YBEIOMJISIET T10JIb30BaTEIIsl O TOTOBHOCTH YCTAHOBUTH €TO.
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DAP-1325 becnposogHon nostoputens N300

PykoBogcTtBo nonb3oBaterns 0630p noBTOPUTENS

TexHu4Yeckue xapakmepucmuKku

AnnapaTHoe o6ecneyeHue

Mpoueccop . MT7628NN (580 MIw)
OnepaTvBHas NnamATb . 64 Mb, DDR2 SDRAM
Flash-namsatb : 8 Mb, SPI

WHTepdeincol . Mopt LAN 10/100BASE-TX
WuaukaTopbl : Mutanne/WPS

YpoBeHb curHana Wi-Fi

KHonku . KHonka WPS ans yctaHoBkv 6eCnpoOBOAHOIO COEAMHEHUSI
KHonka RESET gns Bo3spaTta K 3aBOACKMM HAacTpoOnKam

AHTEeHHa : [1Be BHeLHMEe HECbEMHbIE aHTEHHbI C KO3 MUneHToM ycunexus 2 obu
Cxema MIMO . 2x2
Pazbem nutaHus : Bunka CEE 7/16 ons nogkntoyeHnst K CeTM NepemMeHHoro Toka

MporpammHoe obecnevyeHue

CeTteBble (hyHKLMMN : DHCP-cepsep
DNS relay

DYHKLUKN MeXCeTEeBOro 3KpaHa . MAC-cpunsTp

YnpaBneHue : Hoctyn k HacTponkam no TELNET/WEB (HTTP/HTTPS)
Web-uHTepdeic HacTpoWikM W ynpaBreHus Ha [ABYX s3blkax (pycckud u
@HIMMNCKNN)

O6HosneHue MO ycTpoicTea Yepes web-uHTepdenc

ABTOMaTU4YECKOE YBEAOMIIEHNE O HannymMmn Hoeol Bepcum MO

CoxpaHeHue 1 3arpyska KoHurypaumm

Bo3MOXHOCTb Nnepeaayum xxypHana cobbITUIN Ha yaaneHHbI cepBep
ABTOMaTMYECKas CUHXPOHM3aLUMsi cucTeMHoro BpemeHu ¢ NTP-cepeepom u
py4Hasi HacTpoiika AaTbl U BpeMEHU

YTtunura ping

YTtunura traceroute

MapameTpbl 6ecnpoBogHOro Moayns

CtaHpapThbl . IEEE 802.11b/g/n

Ownana3oH 4yacTtoTt . 2400 ~ 2483,5 MI'y,

Be3onacHocTb 6ecnpoBopHoro : WEP

coeAnHeHusA : WPA/WPA2 (Personal/Enterprise)
MAC-unbTp

WPS (PBC/PIN)

DononHutenbHble (hyHKLUK . Pexum «knueHT»

WMM (Wi-Fi QoS)

MHdopmaumsa o noagkntodeHHbix Wi-Fi-knneHTax
PaclumpeHHble HacTpoiku

Moppepxka MBSSID

CkopocTb 6ecnpoBOAHOro coeaUHEHUs : IEEE 802.11b: 1, 2, 5,5 n 11 Méut/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 1 54 M6uT/c
IEEE 802.11n: ot 6,5 o 300 M6ut/c (ot MCSO no MCS15)

*  XapakTepHCTHKH YCTPOMCTBA MOTYT M3MEHSThCS Oe3 yBemomiieHus. CM. akTyalibHble Bepcuu BHyTpeHHero 110 u
COOTBETCTBYIOIIYIO TOKYMEHTALNIO Ha caiite www.dlink.ru.
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DAP-1325 becnposogHon nostoputens N300

PykoBogcTtBo nonb3oBaterns 0630p noBTOPUTENS

MapameTpbl 6ecnpoBogHOro Moayns

BbixogHas MOLWHOCTL NepeaaTyuka

Makcumaneroe  3HaueHue  mMowHoOCMU : 802.11n (TyiNu4Hasi Npu kKOMHaTHoM Temnepatype 25 °C)
nepedamyuka Oydem U3MEHAMbLCS 8 15 gBm (+/-1,5 0B)

coomeemcmesuu c npasunamu
paduoyacmomHoeo  peaynuposaHusi 8
Baweti cmpaHe

YyBCTBUTENbLHOCTL NPUEMHUKa : 802.11n (TunuyHas npu PER = 10% npu komHaTHOM Temnepatype 25 °C)
HT20

-82 nbm ona MCS0/8
-79 nbm ana MCS1/9
-77 opbm gna MCS2/10
-74 pbm gns MCS3/11
-70 gbm gnsa MCS4/12
-66 nbm ons MCS5/13
-65 gbm gna MCS6/14
-64 nbm gna MCS7/15
HT40

-79 abm gna MCS0/8
-76 obm gnsa MCS1/9
-74 pbm pna MCS2/10
-71 obm gna MCS3/11
-67 abm gna MCS4/12
-63 obm gna MCS5/13
-62 nbm ona MCS6/14
-61 nbm ana MCS7/15

Pusnyeckue napameTpbl

Pa3wmepsi (O x LWL x B) . 51 x 49 x 98 Mm

Bec . 97 r

YcnoBusa akcnnyatauuu

MutaHne : Bxoa: ot 110 go 240 B nepemeHHoro Toka, 50/60 Ny

Temnepatypa : Pab6ouyas: ot 0 no 40 °C
Xpanenus: ot -20 go 70 °C

BnaxHocTb : Mpu akcnnyatauun: ot 10% #o 90% (6e3 koHaeHcara)
Mpn xpaHenun: ot 5% #o 90% (6e3 KoHaeHcaTa)
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens

0630p nosTOpPUTENA

BHewHul eud ycmpoticmea

BepxHaa naHenb

iy
/ \
S
e — By,
= By

PucyHok 1. Bud sepxHel naHesnu DAP-1325.

CBeTognoaHbIN
MHAOUKaATOpP

3HauyeHue

lopum nocmosiHHO (KpacHbIt)

3arpyska yCTpoMCTBa.

Fopum nocmosiHHO (3e51eHbIl)

YCrpoicTBO rOTOBO K UCIIOJIB30BAHUIO.

MutaHne/WPS
Muaaem (kpacHbiti)

[TombiTka ycranoBku Wi-Fi-coenuuenust ¢
nomouisio GyHkmu WPS.

He eopum

IIutanue OTKIIIOUCHO.

l'opum nocmosiHHO (KpacHbIl)

YcerpoiictBo HE MTOAKITIOYEHO K
OecrpoBOAHON CETH WM OYEeHb HHU3KHIA
YPOBEHb CUTHAJIA.

Fopum nocmosiHHO (3es1eHbil)

YpoBeHb curHana

Huskuii ypoBeHb cUrHaia.

Wi-Fi Fopum nocmosiHHO (3eneHbIl)

Cpennuii ypoBeHb CUTHAJA.

Fopum nocmosiHHO (3e51eHbil)

Bbicokuii ypOBEHb CUTHAJIA.

He eopum

BGCHpOBOIIHaFI CCTh BBIKJIFOYCHA.

Nunukarop YpoBenb curiana Wi-Fi npencrasnser co0oil CBETOIMOMHYIO IIKATY M MOKa3bIBaCT
YPOBEHb CHUTHaja OeCIpOBOIHON CETH, K KOTOpOoW mojkitoueH moBroputens DAP-1325. Uem

OoublIIe I[eJ'IeHPIfI TOpUT Ha MIKajle, TEM BLIIIC YPOBCHbL CUTHAJIA. YT00OBI YIy4qlIuTh YPOBCHb
CUrHalia, I€PEMECTUTE IMOBTOPUTCIIb omnKe K HNCTOYHUKY CHUTHAaJIaA.
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DAP-1325 BecnposogHou nostoputens N300
PykoBofcTBo nonb3osatens 00630p noeTOpUTENS

Ha Bepxnen nanenu pacnonoxkeHs! KHONKM RESET u WPS.

KHonka OnucaHue

Knonka aiis cOpoca HacTpoeK K 3aBOACKUM YCTaHOBKaM.

RESET JUIs  BOCCTAQHOBIICHHS 3aBOJICKUX YCTaHOBOK HEOOXOIMMO HaXKaTh U
ynepxkuBath 10 cexyHa (IMIpU BKIIFOUEHHOM YCTPOMCTRBE).

Knomnka mns ycranoBku 6ecripoBoHoro coenunenus (Gyakmuus WPS).

WPS Hns wucnone3oBanus ¢yHkimn WPS: mnpu  BKIIOYEHHOM yCTPONCTBE
HQXXMUTE KHOTKY, YACpKUBaUTe 2 CeKyHIbl U oTimycTtuTe. CBETOAUOAHBIN
uaaukarop Iuranue/WPS nomkeH HadaTh MUTaTh.

Tax>ke TOBTOpPHUTENIb 000PYIOBaH IByMsl BHEITHUMU HechbeMHbIMU Wi-Fi-anTeHHamu.

Hu>XHAA naHenb

PucyHok 2. Bud HuxHel naHesnu DAP-1325.

OnucaHue

LAN Ethernet-moptr s  MOAKIIOYEHHS  KOMITBIOTEpA WM TPOBOAHOTO
MaplLIpyTU3aTopa.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens 0630p nosTOpPUTENA

Komnnekm nocmaseku

[lepen ucmonbp30BaHUEM yCTPOMCTBA YOSAUTECH, YTO B KOMIUIEKT MTOCTABKH BKIIFOUEHO CIICAYIOIIEE:
* [TloBroputens DAP-1325,
* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKIeT).

JlokymeHTEl «Pykoeoocmeo nonvzoeamena» u «Kpamkoe pykoeoocmeo no ycmamnogke
JOCTYTIHBI Ha caiTe komnanuu D-Link (cm. www.dlink.ru).

Hcnonp30BaHre HCTOYHHKA HHUTAHUS C napamMeTpamMu, OTIUWYHBIMU OT YKAa3dHHBLIX Ha
L YCTPOMCTBE, MOYKET MMPUBECTH K IMTOBPSIKJICHHUIO VCTPOMCTBA W IOTEpPE TapaHTUH Ha HETO.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

MABA 3. YCTAHOBKA U NOAKITKOYEHUE
NMOBTOPUTENA

lMpedesapumenbHasi no02omoekKa

[lepen moAKIIIOYCHHEM yCTPOMCTBA MPOUTUTE JAaHHOE PYKOBOJCTBO IMOJB30BaTeNsA. YOEAUTECh, YTO
y Bac umeercs Bce HeoOXxoauMoe 00OpylOBaHHUE, a TakKe MHPOPMAIUSA MO BCEM HCHOIb3YEMbIM
YCTPOKCTBAM.

OnepaunoHHasi cucremMa

Hactpoiika u ynpasiaeHue OecrnpoBomHbiM moToputesieM DAP-1325 (mamee — «moBTOpUTEIEMY)
BBITIOJIHAETCSI C TOMOIIBIO BCTpOeHHOTO web-untepdeiica. Web-unrepdeiic moctyneH B 000
OIEepallMOHHOM cucTeMe, KoTopas noaaepxkuBaet web-0Opaysep.
Web-6pay3zep
Hns nocryna k web-untepdelicy HacTpOWKM W yNpaBiCHUS IOBTOPHUTEIEM PEKOMEHIYETCs
UCII0JIb30BaTh Web-0Opay3ephl:

* Apple Safari Bepcuu 8 u BbILIE,

* Google Chrome Bepcuu 48 u BhilIe,

*  Microsoft Internet Explorer Bepcuu 10 u BbIitie,

*  Microsoft Edge Bepcun 20.10240 u Bbiie,

* Mozilla Firefox Bepcuu 44 u Boiie,

* Opera Bepcuu 35 u BbILIE.
Jns ycnenrHo# pabotel ¢ web-uHTepdelicoM HaCTpOWKH U ympaBlieHHsT B web-Opay3epe ToJbKHa
ObITh BKJIIOUEHa mojaepkka JavaScript. YOenurech, 4To AaHHAs omuus He ObUIa OTKIIOYEHA

JpyT'UM MPOrpaMMHBIM OoOecriedeHreM (HampuMep, aHTUBUPYCHOM mporpammoit uinu apyrum [10,
obecreunBarInM 0e30MacHy 0 padoTy B r100aIbHON CETH), 3alyIIeHHBIM Ha Bamem kommbroTepe.

IIpoBognas niau OecnipoBoaHnas cereBast kapra (Ethernet- nam Wi-Fi-aganrep)

JIro60¥ KOMMBIOTEP, UCHONIB3YIONIMI MOBTOPUTEND, MOMKEeH ObITh ocHamieH Ethernet- unu Wi-Fi-
ajnantepoM (ceteBoit kapToil). Ecniu Bamn mopraTUBHBIN WM HACTONBHBIM KOMIBIOTEP HE OCHAIIECH
noJJ0OHBIM ycTpoiicTBoM, yctaHoBUTe Ethernet- unn Wi-Fi-anantep nepen TeM, kak NpUCTYIUTH K
HCIIOJIB30BAHUIO IOBTOPUTEIS.

BecnpoBoaHasi cBSA3b

Uto0OsI ycTpoiicTBa, 00pa3yroIre 0eCIpPOBOAHYIO CETh, MOTJIM HCIIOIh30BaTh MOBTOPUTEINb, B HUX
JIoJDKHA OBITH yCcTaHOBJEHa OecripoBonHas ceteBas kapTta (Wi-Fi-aganrep) crammapra 802.11b, g
wi n. Kpome Toro, As JaHHBIX yCTPOMCTB HEOOXOAMMO 3a]1aTh 3HaYeHus uaeHTudukaropa SSID,
HOMEpa KaHalla W TapaMeTpoB O€30MacHOCTH, KOTOpBIE OmpeneiaeHsl B web-unTepdeiice
MIOBTOPUTETSL.
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DAP-1325 becnposogHon nostoputens N300

PyKOBO,D,CTBO nonb3oBartens

YcTtaHOBKa U nogkroyeHune nosropuTtens

lModknroyeHUe K KOMbLIOMepPy U e20 HacmpoukKa

MoaknioyeHue K KomnbsioTepy ¢ Ethernet-apantepom

1.

[Monkmrounte Ethernet-kabens k Ethernet-mopty mnoBroputenss u k Ethernet-amanrepy
Bamero kommneroTepa.

2. TlomkirouuTe yCTPOWCTBO K AJIEKTPUUECKON PO3ETKE.

JHanee neooxoaumo HacTpouTh [P-anpec mist Ethernet-anantepa Bamero kommbroTepa.

HacTtpouka IP-appeca B OC Windows XP

1.

2.

' CeTeBble NOJKTHYE HHA

Haxxmure knomky Flyck u mepeiimute B pazaen lMaHenb ynpaBneHus > CeTb M
noaKnw4YeHus K MHTepHeTy > CeTeBble NOAKIIOYEHUSA.

okHe CeTeBble MOAKMIOYEHUS [ICIKHUTE MPABOW  KHOIKOM
cootBercTBytomeMy [OAKNIOYEHUIO MO NOKanNbHOM CeTU ©  BBIOEPHUTE CTPOKY
CBOMNCTBA B MOSIBUBIIEMCS KOHTEKCTHOM MEHIO.

aKn

“ Z0343HHE HOBOrD
oAk NHYEHMA

J:‘I\ ¥CTAHOEMTE A0MaWHHIHD

CeTE HNK CETE Manoro EII:I:IHIZEI

# ZMEHHTE NapaMeT okl
ApaHAmMayapa Windows

t?i OTEAHMEHHE CETEEOMD
WCTRORCTES

[ BoccTaHoEnEHKE
MO A NHYEHA

= MepeHHEHOEaHHE
Mo AK NHYEHHA

u MpocMoTp COCTOAHKA
Mo AKAHHEHHA

Mpagta EBwa  MzBpaHHoE

@ - ©
b

Aapec: & CeTeEble NOAKNHIYEHHA

CeTeBLIE 3aE

CepeHc  JAoONonHWTENEHD  CNpaska

e Pl
“w - Movex |, Manki alml™

.A. NBC MnK BLICOKDCKOPOCTHOW MIHTEpPHET

A

l Mo Ak NHYEHHE MO AOKANEHORA
y CETH
1T
OTEAHYHMTE
CocCcToAHHE
= McnpaeuTe

MoAKAHIHEHHA THNE MOCT

C0z0aTe apnelk

MepeMMEHOEATE

CEORCTES

PucyHok 3. OkHo Cemeebie MoOKI/THOYeHUs].
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

3. B oxue lNopaknioyeHue nNo nokanbHOM cCeTU — cCBOMCTBa Ha Bxianke OOWwwMe
Beiienute ctpoky NMpoTtokon UHTepHeTta (TCP/IP). Haxxmure kHonky CBOUCTBA.

" 5]
- NoagKMOYeHWE N0 NOKanNbHOA CETH - CBO... |M

Oéwme | MNpoBepr.a NoGAHHHOCTH | HonoaHKTensHo |

Mogk noyeHKe Hepes:

B NYIDIA rForce Metworking Contraller

EDMI‘IDHEHTI:I_, HMCNONE3YEMBIE 3THN NOGEAKDYNEHHERN!

- [palfisep ceTeEOro MOHKTOPA -
<& OTBETYME OOHAPY#EHWA TONOAOM MK YPOBHA CEASH
e | 1poTokcn MHTepreTa [TCRAR) (A

1| i

[ HeTaHoeuTe. CEOHCTES ]

[ nucanue

Mporokon TCPAP - cTaHoapTHRI NpoToron raogansHex
CETEH, 0ECNEYHEARILME CEASE MENKLY DasAHYHBINM
EZAUMOLEHCTEYHILL MMM CETARM,

[V] Npv NORKEAOYEHM BEIBECTH SHAY0K. B OGNACTH YEELOMIEHME

[V] Yeenomnare npu orpaHHyeHHOM MW OTCUTCTEYIOW e
MO AKHEHAI

k. ] [ OTreHa

PucyHok 4. OkHo ceolicme rnoOKIYeHUs 1o f1oKabHoU cemu.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAkrnioveHne NoBTopUTensi

4. YcraHoBuTe IMepekiovaTe]h B monokeHne Mcnonb3oBaTb criegylowuvn agpec u
BBeauTe 3HadeHne 192.168.0.51 B mnone IP-agpec. Iloie Macka nopgcetu
3anonHUTCs aBroMaruuecku. Haxxmure kHonky OK.

Ceoictea: MpoTokon MnTe preTa (TCP/IP)

Oawme

Maparerpet [P MMOryT HASHAYATECA SETOMATHYECKM, BCAM CETE
NOLAEQKMESET 3TY BOSMOAHOCTE. B NpOTHMEHOM Ciy4as napameTpel
[P rostHO NOAYYMTE Y CETEEOMD 3MMHUCTRATORA.

i Donyuere IP-agpec SETOMATHYECK

(%) Menonesosare creayiowm |P-agpec:

|P-agpec: 192 168 . 0 . ®1
Macka nopceTy; 255 . 295 255 0 0

(cHOBHOM WS

(%) Mgnonesoeare cneayowme anpeca DNS-cepeepos:

Mpegnoyvraetae DS -cepeep:

AneTeprarueHe DMS-cepeep:

LonoaHHTeneHo. .

[ 1] H OTtEHa ]

PucyHok 5. OkHo ceolicme nipomokona TCP/IP.
5. Haxwmure kaoriky OK B OKHE CBOMCTB MMOJKITFOUCHHUSI.

Tenepp Bbrl Moxere mnoakmounThest k web-untepdeiicy DAP-1325 nns nHacTpoiiku Bcex
HEoOXonuMbIX mapameTrpoB. Jlns moiyyeHuss AOCTyna K BHemHed cetu (cetw MHTepHer)
HEOOXO0IMMO TaKXe yKa3aTh OCHOBHOH 1uTI03 1 aapeca DNS-cepBepos.
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DAP-1325 becnposogHon nostoputens N300

PyKOBO,ElCTBO nonb3oBarens

YcTtaHOBKa U nogkroyeHune nosropuTtens

Hactpouka IP-appeca B OC Windows 7

1.

Haxxmure xHonky Myck u nepeiinure B pasnen MNaHenb ynpaBneHus.

2. Beibepure nynkt LleHTp ynpaBneHusa cetsamm n obwmm aoctynom. (Eciu manens
yYOpaBJICHUA HUMCECT BUI «IIO KaTCTOPUAM (B BCPXHCM IpaBOM YIJTIy OKHa B CIIMCKC
MpocmoTp BoiOpan nyukt Kateropwus), Beibepute ctpoky NpPOCMOTpP COCTOSIHUA
ceTu u 3aaad noa nynkrom CeTb M UHTepHeT.)

_r \
@Uv@ v TMaHene ynpaenedna » Bce 3nEMEHTBI NGHENW YNPaBNEHNA b

HacTpofika napameTpos KomnsioTepa

MapameTphl
MHAEKCMPOBaHNA

MoaknHueHna K
yAaneHHsIM paboumm

Mporpammel no

" yMONYEHWIO

CeoiicTea obospesatens

TenedoH n mogem

4 YCTpOWCTBa M NPYHTEpE

LLeHTp noasepxku

LIeHTp YNPABNEHWA CETAMM

¥ oBUIVM AoCTYNoM

SKpad

l

lMapameTpel Nanok
MpwcTynas k pabote
ﬁ PacnozHaeaHWe peun
Cucrema

YI'IpaBJ'IE‘HHE‘ LBETOM

YueTHble 3anncK
nons3oeatensi

% WinpposaHWe AncKa
¥% BitLocker

INEKTPONUTaHne

LIeHTp CHHXPOHM3aLMK

Z M j

» B &

&)

-~
k. ¥ 4

€ F

h | +3 | | Mouck 8 naHeAU yr

MpocmoTp:

11ycK
MNepcoHanmsaumn

MporpaMmel 1
KOMMOHEHTHI

PoanTenbCKMIA KOHTPOAb

CUeTurKn 1 CpencTBa
MPOKN3SBOANTENBHOCTH

}’CTpaHEHHE HEMOMa 40K

Lientp o6HoBAEHKA
Windows

LleHTp cneumnansHblx
BO3MOXHOCTER

WpndTe

Asbik m PETHMOHaNbHbIE
CTaH4apTel

KpynHele sHaukm ~

m

PucyHok 6. OkHo lMaHenb ynpaesieHus.
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DAP-1325 becnposogHon nostoputens N300

PyKOBO,D,CTBO nonb3oBartens YcTtaHOBKa U NogKroyeHne NoBTopUTEns

3. B MeHwo, pacmojo)XeHHOM B JICBOM 4YacTH OKHA, BbIOepuTe NyHKT WM3MeHeHue
napameTpoB aganTtepa.

T =
s« Cete u MHTepHer b LleHTp ynpaeneHua ceTAmMM M cBLUMM J0CTyTIOM - |¢f| | Mouck & naxseau ynpasneHu

0~

MaHenk ynpasnesus -
ACMALLHAA CTPAHWLLE

MNpocMoTp OCHOBHBIX CBEAEHWA O CETU M HACTPOMKA MOAKAKUEHWA

L

MpockoTp NonHoR KapTsl
¥npaeneHne BecnpoBCogHEIMN

CETAMU o1 Wsreper
MzMEHEHME NapaMETROE (70T KomnetoTER)
aaanTepa

MpocMaTp 3KTUEHBIX ceTel MoAKAHIYEHKE K CETH
WzriennTe genonnurenthblie B 42HHEIA MOMEHT Ebl HE NOAKAHIYEHE! HU K KaKOH CETH,

NapaMeTpel 0OLLEND A0CTYNa

zrEHEHWE CETERRIX NapareTpos

{i. HacTpoika HOBOre NOAKAKYEHHUA WK CETH

Hactpoiika BecnpoEcAHOMo, LUMPOKONOAOCHOTS, MEAEMHOTS, MPAMOrD WAK
YPM-negentoYerns K e HECTPOAKE MapLUIPyTHIATORE MAK TCYKKM 40CTyNa.

ﬁ. MoaknioynTecs K CETH
MogkntoueHne MK NoETORPHOE NOAKHHEHHE K BECNPOECAHOMY, MPCECAHCMY, MOGEMHORMY
CETEBCMY COEAMHEHNID MKW Nogiarzderme K VPN,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos cBLLErs 40CTyna
Jectyn k dafinam v NPUHTERENM, PECNCACKEHHBINM Ha APYTWX CETEEBIX KCMMBIOTEREX, MAN
MSMEHEHWE NAPAMETRCE CELLErD AocTyna,

Cm. TaKCKE
A . o
Epanamayzp Windows @ ¥cTpanenne Henonaaok
Jomalunan rpynna JWarHocTiKa U MCNPaEAEHME CETEBRIX NPoBAEN WAN NCAYYEHNE CEEJEHNI 06 NCNPABAEHIUK,

CeoiicTea oBospegaTtena

PucyHok 7. OkHo LjeHmp ynpaeneHusi cemsimu u obuw,um docmynom.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

4. B OTKpBIBIIEMCS OKHE [IEIKHATE MPABOW KHOMKON MBIIIK II0 COOTBETCTBYIOLIEMY
MNMopakntoyeHMIo NO NOKanbHOW CeTU u BeibepuTe cTpoky CBOMCTBA B MOSBUBIICMCSI
KOHTEKCTHOM MEHIO.

[E=N R
@Uv| &/ » Mawens ynpaenenna » Cete u MntepHer » CeTeBble NOAKNHOUEHNA b - | +3 | | Mouck: Cemesbie nodknoyeHus Lo |
¥nopagounte ¥ 3= - 0O @
L". MogknoHEHUE N NOKANEHOR CETH
ST & Otcnounts
W~
Cocroanme
JwarHocTnia

) =
¥ Hacrpoiika mocta

Co3gate ApAbIK
¥panute

[=¥]
% Nepenmencsarts

(%] =
% Ceoiictea

PucyHok 8. OkHo Cemeebie MOOKI/TIOYeHUs].
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

5. B okue NoakntoyeHune no nokanbHOM CeTU — CBOUCTBA Ha Bkiaake CeTb BhicanTe
ctpoky lNMpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmure kHonky CBOUCTBA.

ra *

2 TMogknioyeHWe No NoKaneHOW CETW - CBOACTEA @

Cete

Mok AoyeHKe Hepes:

[
&

QTME'-IEHHI:IE EQOrANOHEHTEl MCNOAESYHTCA 3THE NOGE AHDYEHKHER!

W K ueHT nna ceTei Microsaft

.@ MnaHupoBwWME, NakeTos QoS

.@ Cnystia oocTyna K $alinam M NpWHTEpard ceTel Micro...
i [porokon MHTepHeTa eepoid B [TCP/IPYE]
B Mporokon MHTepHeTa eepoid 4 [TCRAPwd]
<t palieep B/ TONOAGrE KaHaNEHOMD YROBHA

i (TBETHME 0BHAPYKEHMA TONONOMMM KaHaNEHOrD YpoBHA

HoTaHoOBMTE. .. YHoanre CeoHCTES

OnucaHqe

Mporokon TCPYIP - cTaHoapTHEIN NpoTokon rnodansHe:s
CETEN, DOECNEYMEANIWME CEBASE MEMIY PASNMYHEIRM
EZAMMOAEHCTEYRILL MR SET Abdld,

] ] [ CTraeHa

PucyHok 9. OkHo ceolicme rnoOK/IYeHUs 1o flIoKaibHoU cemu.

CtpaHuuya 18 ns3 96



DAP-1325 becnposogHon nostoputens N300

PyKOBO,D,CTBO nonb3oBartens YcTtaHOBKa U NogKroyeHne NoBTopUTEns

6. YcraHoBuWTe Nepekirouareb B MojoxkeHne Mcrnonb3oBaTb crieaylowuin agpec u
BBeauTe 3HaueHune 192.168.0.51 B mone

3anonHUTCs aBroMaruuecku. Haxxmure kHonky OK.

|

IP-appec. Ilone Macka nopcetu

Ceoictea: Npotokon Muteprera seponn 4 (TCP/IPw) @

Ofwme

MapameTpel IP MOrYT HA3HAYATLCA SETOMATHHECKM, ECAM CETE
NoAASMHHESET 3TY BOSHMOMHOCTE. B NPOTHEHOM CNyYae NapaMeT okl
IF MOMHO NONY4MTE ¥ CETEE0MD AAMUHWCTPETORE,

(7 Dony4uTe IP-aapec SaETOMaTHYECKK

@ Wnonb3osaTh cnedywowmid IP-agpec:
[P-aapec: 192 ,168 . 0 . 51
Macka noaceTiM: 255,255,255, 0

CCHOBHOMA LWMKDS:

Many4uTe agpec DNS-Cepeepa aBTOMaTHHEKK
(@ Mononk30BaTE CNedyOWWe agpeca DNS-cepeepos:

MpeanoqMTaemsi DNS-cepeep:

ANETEpHaTHEHEIN DNS-cepeep:;

[ NopTeepauTE NapamMeTpe NPW BeIXOAE [ [ononHHTENLHD ]

[ OK ][ OTMeHa ]

PucyHok 10. OkHo ceoticme npomokona TCP/IPvA4.
7. Haxwute kHonky OK B OKHE CBOMCTB MOIKITIOYECHUSI.

Tenepp Bpl Moxere mnoaxmounThest k  web-untepdeiicy DAP-1325 nns HacTpoiiku  Bcex
HEOOXomuMBbIX mapameTpoB. Jlns moimyyeHWs AOCTyna K BHemHed cetu (cetw MHTepHer)
HE0OXOAMMO TaK)Ke yKa3aTb OCHOBHOM IUTIO3 U aapeca DNS-cepBepos.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

MoakniwuyeHue K Komnblotepy ¢ Wi-Fi-apantepom

1. TlomkmrounTe yCTPOMCTBO K JIEKTPUUYECKON PO3ETKE.

2. Bxmounte Wi-Fi-ananrep. Ha mopTaTMBHBIX KOMIIBIOTEpAX, OCHAIIEHHBIX BCTPOCHHBIM
OecNpOBOJAHBIM CETEBBIM aJalTepoOM, KaK IPaBWJIO, €CTh KHOINKAa WIH MEepPeKI0YaTelb,
aKTUBHUPYIOIIUKA OecrpoBOMHON ceTeBoi amantep (cM. mokymeHTaruio no Bamemy I1K).
Eciu Bam kommbioTep OCHAIllEH IMOJAKIIOYAEMbIM OECHpPOBOJHBIM CETEBBIM aJalTepOM,
YCTaHOBUTE IPOrpaMMHOE 00ecIeUeHHE, OCTABIIEMOE BMECTE C aJalTEPOM.

Janee Heooxomumo HacTpouTh Wi-Fi-amamnrep.
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DAP-1325 becnposogHon nostoputens N300

PyKOBO,D,CTBO nonb3oBartend YcTtaHOBKa U nogkroyeHune noBTopuTens

Hactpouka Wi-Fi-apantepa B OC Windows XP

1.

Haxxmute xuomky [lyck u mepeiinure B pasmen lMaHenb ynpaBneHuns > CeTb M
noakntoyeHns K UHTepHeTy > CeTeBble NOAKITHOYEHUS.

B okne CeTeBble NOAKMIOYEHUA IICIKHUTE TMPaBOM  KHOMKOW  MBIIIH  T10
COOTBETCTBYIOIIEMY BecnpoBogHOMY ceTeBOMY NOAKITHOYEHUI0. Yoeaurech, 4ToO
Bam Wi-Fi-agantep BritodeH, a 3areM BbiOepuTe cTpoky CBOWMCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

B oxne BecnpoBogHoe ceTteBoe NoOAKMOYeHUEe — CBOMCTBA Ha Bkiaake OOwme
Beigenute cTpoky NpoTtokon UHTepHeTa (TCP/IP). Haxxmute kHonky CBOMCTBA.

YcranoBuTe Tepekiouaresib B mojoxenue Mcnonb3oBaTb cnegyrwwmun agpec wu
BBenuTe 3Hauenne 192.168.0.51 B mone IP-agpec. Ilome Macka noaceTtu
3anoJIHUTCA aBToMaTtudecku. Haxxmure KHOIIKY OK

Ceoknctea: INpoToron MuTe preTa {TCP/IP)

Oebwme

Maparaerpet [P mMOryT HaSHAYaTECA SETOMATUYECKM, BCIM CETE
NoOAEQKMESET 3TY BOSMOKHOCTE. B NpoTHEHOM Ciyyas napareTpel
[P roHO NOAY4MTE Y CETEEOMD A0MMHUCTDATORA.

) Danyure IP-aapec aETOMATHYECKM

(%) Henonesoeate caeguiowui IP-agpec:

|P-anpec: 192 1683 . 0 . Bl
Macka nogoeri: 205 .25 258 0

DcHOBHOE W

(%) Wenonesoeate cneqyiowme agpeca DNS-cepeepoe:

MpeanoyuTaekaeid DMS-cepeep:

AneTepHatueHes DMS-cepeep:

JononHKTensHo. ..

[ 1] H OTmeEHa ]

PucyHok 11. OkHo ceotlicme npomokona TCP/IP.

5. Haxwute kHonky OK B 0OKHE CBOWCTB MOAKITIOUCHUSI.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens YcraHoBKa 1 noAknioveHne NoBTopuTensi

6. BbINoNIHKTE MOUCK TOCTYMHBIX CETEH.

‘,5 CeTe Eble MOOKAHYEHMA Z”E|g|
iy

t

afin  MNpaeka BEwa  MzbpaHHoe  CepeBuc  JoONONHMTENEHO — CNpaEKa

eHa3aﬂ. - \_/J lw /-._\J Mamck U Mankn v E:j CHHXPOHHZALHA NankH

i
e_“, CeTeBbiE NOAKNHIHEHHA “ | Mepexog

| Brogawee

CeTeBble 3a8a41

B C0344HHE HOBOMD __ BroaAwME NOAKMKHEHHA
NoAKAHMEHHA ; F.AMEHTEI HE NOAKAHHEHE]
) YETEHOBHTE AOMALIHKOH

CETE MMM CETE MAnoro ahHca
& V3venHTe napameTpel
BpaHaMayapa Windows
() MpocMoTR A0CTYNHEL
feCNpoECAHEL CETER

NBC MNW BLICOKOCKOPOCTHOW MHTEPHET

Mo AKAKIHEHME MO NOKANEHOA ECMPOECAHOE CETEEDE
CETH 3 SR TERE RN
0

TKAHOYHTE

b

& Orknioushme ceTeraro LM CeTesoH Kabenk HE NOAKMKYEH |

YCTPOHCTES MpocHoTPp AOCTYNHBIX BECNPOBOAHBIX CETEH
% BOCCTaHOBNEHHE MoAKNKHEHME MO NOKANEHOA

MO AR THIMEHHRA ¢ 1 Fl?JLHKHmHBHD MenpasHTE
Iim MeperMeHoEaHHE |—|;.Fl

N0 AKAKHEHHA MoK NHHEHHA THNA MOCT

M3MEHEHHE HACTPOEK
MOAKIHEHHA

Co34aTE ARNRIE

MeperMeHOEaTE

»

Apyrve mecta ..
CEOMCTES

% MaHens yNnasneHMa

PucyHok 12. OkHo Cemeeble MOOGKII0YeHUs].

7. B otkpeiBiieMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BLIICIUTE
OecripoBoHYI0 ceTh DAP-1325 1 HakxMuTe KHONIKY MOAKNIOYNTD.

8. B otkpeiBmieMcs okHe BBenuTe Kitod cetd (cM. WPS PIN Ha nHakmeiike co mTpux-KoaoM Ha
HIDKHEeW naHenu yctpoiictBa) B nossi Kniod cetu u lNoarBepxaeHwe Knwo4va u
HaxMuTe KHOTIKY [OAKNI0UYMTD.

IMoce naxarus Ha kHOTMKy [MOAKMHOYMTBL ortobpasurcs okHo CocTosiHMe 6ecnpoBOQHOro
CeTeBOro coefiIMHEHMUS.

Teneps Bbr Moxere mnoakmounThest K web-unrepdeiicy DAP-1325 nns HacTpoliku Bcex
HeoOXomuMbIX mapameTpoB. Jlns mnomyueHus pocTyna K BHemHed cetu (cetw MHTtepHer)
HeoOXOIMMO TaKXKe yKa3aTh OCHOBHOMU 1ITI03 U ajipeca DNS-cepBepos.

Ecnu NEepBHUYHAA HaCTEQOﬁKa TIOBTOPUTECIIA BBINNOJHACTCA YCPE3 \Ni-Fi-COCgI/IHCHI/Ie= TO
' Cpa3y 1ocCJ€ H3MCHCHHUA HACTPOCK 6€CH[20BOQHOﬁ CCTHU MOBTOPUTCIA, 3aJaHHBIX II0
u YMOJIYAHUIO, HCO6XOQI/IMO 6ygeT 3aHOBO YCTAHOBUTH 6CCH[20BOEHOC COCAMHEHUC,
HUCTI0JIL3YA TOJLKO YTO 3aIaHHBIC MAPAMETPLL.
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PyKOBO,D,CTBO nonb3oBartens

YcTtaHOBKa U nogkroyeHune nosropuTtens

HacTpouka Wi-Fi-apantepa B OC Windows 7

1.

Haxxmure xHonky Myck u neperinute B pazaen NaHenb ynpaBneHus.

2. Beibepure nynkt LleHTp ynpaBneHusa cetsimm n obwmm aoctynom. (Eciu manens
YOpPaBICHUSI MMEET BHJ «IIO KaTeropusM» (B BEpPXHEM IIPaBOM YIIy OKHA B CIIUCKE
MpocmoTp BoiOpan nyukt Kateropwus), Beibepute ctpoky NpPOCMOTpP COCTOSIHUA
ceTu n 3apad noxa nyukrom CeTb U UHTepHeT.)

@U'|@ v TMaHene ynpaenedna » Bce 3nEMEHTBI NGHENW YNPaBNEHNA b

HacTpofika napameTpos KomnsioTepa

MapameTphl
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Asbik m PETHMOHaNbHbIE
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KpynHele sHaukm ~
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3.

4.

5.

PucyHok 13. OkHo lNaHenb ynpaesieHusl.

B MCHIO, PAacCIIOJIO’KCHHOM B JIEBOM 4YacTu OKHa, BBI6epI/ITC IMYHKT N3meHeHue

napameTpoB aganTtepa.

B oTKkpbIBIIEMCS OKHE IICJIKHUTE NPABOM KHOMKOW MBI IO COOTBETCTBYIOILIEMY
BecnpoBogHOMYy ceTeBOMY coeAMHEeHUr. Yoemutech, uto Bam Wi-Fi-agantep
BKJIIOUEH, a 3aTeM BbIOepuTe cCTpoKy CBOMCTBA B MOSBUBIIEMCS KOHTEKCTHOM MEHIO.

B oxne BecnpoBogHoe ceTeBoe coeAuMHeHMe — CBOMCTBa Ha Bkiagke CeTb
Beiennte ctpoky lMpoTokon UHTepHeta Bepcumn 4 (TCP/IPv4). Haxmute KHONKY

CBowcTBa.
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PyKOBO,ElCTBO nonb3oBarens YcTtaHOBKa U NogKroyeHne NoBTopUTEns

6. VYcraHoBWTe IEpeKIroyYaTesb B MmojokeHne Mcnonb3oBaTb crneayrwwmn agpec u
BBeauTe 3HadeHne 192.168.0.51 B mnone IP-apgpec. Iloie Macka nopgcetu
3anonHUTCs aBroMaruuecku. Haxxmure kHonky OK.

|

Ceoncrea: [Npotokon Mnteprera eepoin 4 (TCP/IPW) @

Ofwme

MapameTpel IP MOrYT HA3HAYATLCA SETOMATHHECKM, ECAM CETE
NoAASMHHESET 3TY BOSHMOMHOCTE. B NPOTHEHOM CNyYae NapaMeT okl
IF MOMHO NONY4MTE ¥ CETEE0MD AAMUHWCTPETORE,

(71 Dony4uTe IP-anpec aBTOMATHHEKH

@ Wnonb3osaTh cnedywowmid IP-agpec:
[P-aapec: 192,168 , 0 . 51
Macka noaceTiM: 255 .255.255. 0

CCHOBHOMA LWMKDS:

Many4uTe agpec DNS-Cepeepa aBTOMaTHHEKK
(@ Mononk30BaTE CNedyOWWe agpeca DNS-cepeepos:

MpeanoqMTaemsi DNS-cepeep:

ANETEpHaTHEHEIN DNS-cepeep:;

[ NopTeepauTE NapamMeTpe NPW BeIXOAE [ [ononHHTENLHD ]

[ OK J[ OTMeHa ]

PucyHok 14. OkHo ceolicme ripomokona TCP/IPvA4.

7. Haxwute kHonky OK B OKHE CBOMCTB MOIKITIOYECHUSI.

8. UToOBI OTKPBHITH CIHCOK JIOCTYMHBIX OECTIPOBOMHBIX CETEW, BBIACIUTE 3HAYOK
0ECIpPOBOTHOTO CETEBOTO TOJKIIOYCHUST M HaxMmuTe KHONKY [loakntovyeHue K win B

obactu YBCHOMHCHHﬁ, pacnono;erHoﬁ B npaBoﬁ HYaCTHU IaHCIM 3a1da4, HAXXMHUTC JIEBOM
KHOITKOM MBIIIY Ha 3HAYOK CETH.

Her NoAENHYEHNA - EcTe ACCTYNHEBIE NOAKNHYEHWA

SR 16:07

13.10.2011

PucyHok 15. Obnacmsb yeedomneHul naHesu 3adau.
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9. B oOTKpbIBIIEMCS OKHE B CIUCKE JOCTYIHBIX OECIpPOBOIHBIX CETeH BbIAEIHUTE
OecnipoBoHyt0 ceTh DAP-1325, a 3arem HaxxmuTe KHONKy lNoakmntoyeHwme.

Het nognreyeHna *s
I:[! l | EcTe gocTynHele NogaodeHna
BecnpoBogHoe ceTeBne COBQMHEHME -
wireless router 1.1_“_
;:l MeogknmyaTtecs i | Hogkamodedune I

i SGETOMATHHYECKHN

LI,EHT[‘: YyNpagneHua CETAMK K C'ELLI,HP.I ACCTYNoM

PucyHok 16. Criucok docmyriHbix cemed.

10. B otkpeiBiiemcst okae BBeaute kitod cetu (cM. WPS PIN Ha Hakneike co mTpUx-KoaoM Ha
HIDKHEHW aHenu ycrpoiictsa) B osie Krirou 6e3onacHocTu u Haxxmute kHonky OK.

11. TIonoxaute 20-30 cexyna. Ilocne Toro kak coequHeHue OyleT yCTAaHOBJICHO, 3HAYOK CETH
NPUMET BUJ KA, 0TOOpakaromiel ypoBeHb CUTHaJIA.

Teneps Bbl Moxere mnoakmounThest K web-untepdeiicy DAP-1325 nns wHacTpoliku Bcex
HeoOXomuMbIX mapameTpoB. Jlns momyuyeHus pAocTyna K BHemHed cetu (cetu MHTtepHer)
HE0OXOIMMO TaKXKe yKa3aTh OCHOBHOM 1ITI03 U agpeca DNS-cepBepos.

Eciu NEepBHUYIHAA HaCT[ZOIZKa IOBTOPHUTCJIA BBIIOJHACTCA YCPE3 Wi-Fi—COGZ[I/IHCHI/Ie, TO
cpa3y 10CJ€ HW3MCHCHHUA HACTPOCK 6eCH[20BOZ!HOﬁ CCTHU MOBTOPUTEIA, 3aJaHHBIX II0
YMOJIYAHUIO, HeO6XOﬂI/IMO GYQCT 3daHOBO YCTAHOBHUTHL GCCH[ZOBOEHOC COCAMHEHUC,
HUCIIOJIb3YA TOJILKO YTO 3aJIaHHBIC TaAPAMETPHI.
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lModknro4yeHue k web-uHmepgbelicy

[Tocne HACTPOWKHM COEIWHEHUS C TIOBTOpUTENeM Bbl MoxeTe o0paTtuThCcsi K web-untepdeiicy
HACTPOWKM W YyHpaBICHUS AN 3aJaHus HEOOXOOUMBIX MapaMeTpoB (M3MEHEHHUs MapaMeTpoB
0eCIPOBOIHOTO COSMHECHHUSI, HACTPONUKH MEKCETEBOT0 dKpaHa U Jip.)

3anycture web-Opayzep (cm. pasaen Ilpedsapumensvnas noozomoeka, ctp. 11). B aapecHoi
cTpoke web-Opaysepa BBeautTe I[P-anpec mosropurens (o ymonuaHuro ycTaHoBieH I[P-ampec
192.168.0.50). Haxmure kinapumry Enter.

C & 192.168.0.50

PucyHok 17. Beod IP-adpeca DAP-1325 e adpecHol cmpoke web-6paysepa.

v

Eciy npu mombITKe MOAKIOYeHUS K web-unrepdeiicy moBToputess Opay3ep BbLIIAET
ommoOKy THna «Hesozvoocno omobpazums cmpanuyyy, YOSIWTECh, YTO YCTPOMCTBO

OPaBHUJILHO MOJAKIIOYCHO K KOMIILIOTEPY.

Ecnm yctpoiicTBo eme He OBUIO HACTPOEHO WJIM paHee OBUIM BOCCTAHOBJIIEHBI HACTPOMKH IO
YMOITYaHHUIO, TIPU OOpaIieHun K web-unaTepdeiicy oTkpbiBaeTcss Mactep HadyalIbHOW HACTPOHKH (CM.

pasnen Macmep HauanvHoil HacmpouKu, cTp. 32).

Yeamaemel aGoHeHT! Bbl B NepBLIA pas BKNKYMNN YCTPOWCTBO M ANA TOro, YToBkl Bl MOrMKW HAaYaTk NOMNb30BaTLCA
ycrnyramu gocTyna K ceTu MHTepHeT, Bam HeobxoauMo ero HacTpouTh.
Lns sanycka MacTepa HaxmuTe KHonky "Hadate"

HAHATb

PucyHok 18. CmpaHuua 3anycka Macmepa HadarbHOU HacmpouKu.
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Ecnu panee Bbl HacTpomiu ycTpoHCTBO, TP 0OparieHnd K web-uHTepeiicy OTKpOeTCs CTpaHuIa
BXOJIa B cucTeMy. BBenqure mmMs nonb3oBarens (admin) B moie UM nonb3oBaTens u 3aaHHbIMH
Bawmu napons B none Maponb, 3arem Haxmurte kaorky BXOL,.

Bxopa

lima nonbzoBaTens

Mapone [< 3]

BXo[O O4YUCTUTb

PucyHok 19. CmpaHuuya exoda & cucmemy.
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Cmpykmypa web-uHimepghetica

CTpaHuua uHdopMaLum o cucTteme

Ha crpannne WHdopmauma o cucteme mpejacrapiieHa moapoOHas WHOOPMAIMS O COCTOSHUU
YCTPOUCTBA.

NHpopmauws o cucteme

WHdpopmauusa o cucteme JlokanbHasa ceTb
Mogens: DAP-1325 LAN IPv4: 192.168.0.50
AnnapartHan pesmama: Al LAN IPvE: fd01::50/64
Bepcua NO: 3.0.0 BecnpoBogHbie NOAKNHOYEHWNA:
Bpema cbopku: Tue May 2 16:31:17 MSK 2017 MpoBOAHbIE NOAKIHYEHUA: 1
NMpoussoguTens: D-Link Russia
Tex. nogaepxka: support@dlink.ru
OnucanHue: Root filesystem image for DAP- rloprl LAN
1325
LANT: [ ]
Bpema pa6oTsi: 0d 00:32:28
A Npoueccop
Touka goctyna Wi-Fi 2.4 Ty
3arpyska: 7%
BelaHume: Brmouero @ -
Wmsi ceTu (SSID): DAP-1325-1350 MNMamsTb
BesonacHoCTh: WPA2-PSK & Wcnonb3yerca: 91% (25.78 Mbat)
CeobogHo: 2.55 MBaiAT
BydepusoBaHHO: 3.30 M6aiit
Beero: 28.33 Mbaiit

PucyHok 20. CmpaHuya uHghopmayuu o cucmeme.
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B paznene UHbopmaLma o cucteme ykaszana MoZENb U armaparHasi BEpCHUsl yCTPOHCTBA, BEpPCUs
POTPaMMHOTO OOECTICYCHHUS U IpyTHe TaHHbIE.

Jns Toro 4toOBl OOpaTUTHCS B TEXHUYECKYHO MOmIepkky D-Link (ormpaButh cooOrieHHe o
AIIGKTPOHHOM TOYTE), ILICIKHUTE JIEBOM KHOMKOW MBIIIM Ha agpece TEXHUYECKOH MOICPKKH.
[Tocne HakaTHsT OTKPOETCS OKHO IIOYTOBOM TMPOTPaMMBI JIJIsl OTHPAaBKH HOBOTO IHChMa Ha
yKa3aHHBIN ajpec.

B paznene Touka goctyna Wi-Fi 2.4 'y npencraBiieHbl TaHHBIE O COCTOSHUM OECHPOBOIHOM
CEeTH yCTPOWCTBA, €€ Ha3BaHHE M THII CETEBOU ayTeHTH(UKALIH.

B pasnmene JlokanbHasi ceTb ortoOpaxaercs IPv4- u IPv6-ampec moBTopuTens, a Takke
KOJIMYECTBO MPOBOAHBIX M OECIIPOBOIHBIX KIIMEHTOB YCTPOICTBA.

B paznene MopTbl LAN oto6paxaercs coctosinue LAN-mopTa ycTpoiicTBa.

Jpyrue HaCTpONKY MOBTOPUTEINS TOCTYITHBI B MEHIO B JIEBOM YaCTH CTPAHMIIBI.
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Paspenbl MeHI0

Jnst HacTpOWKHK MMOBTOPUTENS UCITIOIB3YHTE MEHIO B JIEBOM YaCTH CTPAHMUIIBI.

B pasmene HavyanbHas HacTpomka Bsl Mokere 3amycTuTh MacTep HadaabHOH HAaCTPOMKH.
Macrep mo3BOJISIET HACTPOUTH MOBTOPUTENH JJI padOThl B HYy)XHOM Bam pexume u 3amaTh Bce
napaMmeTpbl, HeOOXonuMBbIe Al Hadyajna paboThl (moapobHoe omucaHue MacTtepa cM. B pasjene
Macmep nauanvnoii hacmpoiiku, ctp. 32).

Ha crpanunax pasnena CTaTUCTUKA mpeacTaBieHbl JaHHBIC, 0TOOPAXKAIOIINE TEKYIEe COCTOSHHIE
MOBTOpPUTEIS (OMMCAHKUE CTPAHMII CM. B pazniene Cmamucmuka, ctp. 41).

Ha crpanurie paznena HacTponka coeAMHEeHUN MOKHO HACTPOUTH OCHOBHBIC mapaMeTpbl LAN-
uHTepdeiica moBTopuTeNs (ONUCaHUE CTPAHULIBI CM. B pazaene Hacmpoiika coedunenuit, ctp. 45).

Ha crpanunax pasgena Wi-Fi MoxHO 3amaTh Bce He0OXoMMbIC HACTPOWKH OCCIPOBOIHOM CETH
MOBTOpUTENS (OMKCaHUe CTpaHull cM. B pazaene Wi-Fi, ctp. 50).

Ha crpanuiie pasaena [JJONOSIHUTENbHO MOXHO J00aBUTh B CHCTEMY CEpBEpbl MMEH (OIUCAHHE
CTpaHuIlbl CM. B pasnene Jononnumensho, ctp. 75).

Ha crpanune paznena MexceTeBOW 3KkpaH MoxHO HacTpouTh MAC-QWIBTp MOBTOPHUTENS
(omucaHue CTpaHUIIBI CM. B pazzaene Mesxccemeesoit Ikpan, ctp. 77).

Ha crpannnax pasaena CucTema npencraBieHbl GYHKIMU Jjisi pabOThl ¢ BHYTPSHHEH CHCTEMOMN
MOBTOPUTEIS (ONMCAaHUE CTPAHUIl CM. B pazzaene Cucmema, ctp. 79).

Yro6sl 3aBepIUTh paboTy ¢ web-uHTepdeiicoM MOBTOPHUTEINS, HAKMHUTE Ha CTPOKY MeHI0 BbINTM.
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YBenoomMmneHus

Web-unrepdeiic mosroputenst oToOpaxkaeT yBeAOMIICHHS B IPABOM BEPXHEM YTIIy CTPAHMIIBI.

o

PucyHok 21. YeedomneHusi web-uHmepdgbelica.

Haxxmure Ha 3Ha4o0K, OTO6p3.)K3.IOH.IHI>i KOJIHNYCCTBO YBCHOMHCHHﬁ, YTOOBI IpOCMOTPCTh MOJIHBIN
CITUCOK, 1 HAXKKMHUTE COOTBETCTBYIOIYIO KHOIIKY.
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PyKO BOACTBO Nonb3oBaTtens

IMABA 4. HACTPOUKA NOBTOPUTENSA

Macmep HavyanbHOU HacmMpouKu

Yt00bI 3amycTuTh MacTep Haya bHON HACTPOIKH, nepeianTe B pasaen HavyanbHasa HacTpouka.
Ha orkpeiBueiics crpanune Haxmure kHonky OK u jokaumTech BOCCTaHOBJICHUS 3aBOACKUX

HacTPOEK yCTPOMCTBA.

[ns 3anycka mactepa HauansHoI HAacTPOIKK HeoBXOOMMO BOCCTAHOBWTL 3aBOACKME HACTPOIKM YCTPOMCTBA.

PucyHok 22. BoccmaHosrieHue 3a800cKux Hacmpoek 8 Macmepe.

Haxwmure kaonky HAYATD.

YeaxaeMuii aboHeHT! Bbl B NepBbIA pa3 BKOYMINM YCTPOICTBO M AnA Toro, 4tobbl Bl Mornu HayaTb Nonb3oBaThcs
ycnyramum goctyna k cetu MHTepHet, Bam HeoBxoammo ero HacTpouTs.
[nsA 3anycka macTepa HaxMUTe KHonky "Hauate"

HAYATb

PucyHok 23. 3anyck Macmepa.

Ha otkpeBiueiics crpanune Haxmutre KHONKY [A, 4ToOBI OCTaBUTh TEKYIIWH S3BIK web-
unrepdeiica, win HaxxkauTe KHONKY HET, uToOBI BEIOpaTh ApYroii sS3bIK.

- Bo3MOKHO, Ball A3bIK PyccKWid?

- N

PucyHok 24. Bbibop si3bika web-uHmepdbelica.
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Bl MOKeTe JOCPOYHO 3aBEpLIMTH pabOTy MacTepa u mepeiitu B MeHio web-untepdeiica. {is atoro
naxvute kHonky PACLUMPEHHBIE HACTPOWMKW. Ha orkpsiBmieiics CTpaHHMIE H3MEHHTE
HACTPOMKH 10 yMOJYaHHWIO: HW3MEHHTE Mapoiib aaMuHuUcTpatopa B mnone [laponb
aaMUHUCTpaTopa u Ha3BaHue OecripoBoaHON cetu B moje UMAa cetn (SSID). Barem naxxmure
kaonky MPUMEHUTDb.

HacTpoiikm no ymon4axuio

[nsa Hayana pabome! HeobX00UMO UIMEHUMb HEKOMOPLIE HACMPOUKU MO YMOMYaHUI0.

Wmn ceTu (SSID)*

DAP-XXXX-1350

< HA3AD MPUMEHWTb

PucyHok 25. 'smeHeHUe HacmpoekK o yMosn4aHuro.

YTo0BI MMPOAOJIKUTH HaCTpOﬁKy HOBTOPUTCIILI € ITOMOIIBRO MaCTepa, HaXMUTC KHOIIKY

NMPOAOIIKUTDb.
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BbiOoOp pexxuma paboTbl YCTPOUCTBA

YroOpl moakmouuTh Bame ycTpoHCTBO K NPOBOAHOMY MapLIpyTH3aTopy Uil J00aBiIeHUs
OecrnpoBOIHOM CeTH K CYIICCTBYIOIICH IOKaIbHOW ceTH, Ha cTpanune Pexum paboTbl
ycTtpouctBa B crucke Cnocob6 noakmnw4veHUs BoiOepure 3Hadenne [lpoBogHoe
noakntoyeHue. B stom pexume Bbl cMoxere m3MeHHTh [P-aapec mOBTOpPUTENS B JIOKAJIbHOMN
CETH, 3a/1aTh CBOM HACTPOMKH JJIsi OECTIPOBOTHON CETH yCTPOMCTBA M 337aTh COOCTBEHHBIN MapOJIb

=

IUTsL TocTyna K web-uHTepdeiicy yCcTponcTBa.

S, EANE] ==

PucyHok 26. Bbibop pexuma pabomsl yecmpoticmea. Pexxum Toyka docmyna.

YroOs! noaxmounTh Bare ycTpolcTBO K 6€CIpOBOIHOMY MapILIpyTU3aTOPY AJs PACIIUPEHUS 30HBI
JICUCTBUSI CYILECTBYIOIICH OecripoBOIHOM ceTH, Ha cTpanuie PeXxum paboTbl ycTpoucTBa B
ciiucke Cnoco6 nogkntoveHus soidepute 3naucaue Wi-Fi. 3atem B crincke Pexxum paboTbl
BoiOcpuTe 3HaueHue [loBTOpUTENb. B stoM pexume Bbi cmoxere wu3menuts [P-ampec
IIOBTOPHUTEISI B JIOKAJILHOM CETH, MOAKIIOUUTH Bale ycTpoiCcTBO K Ipyroil TOUKE IOCTYyIla, 3a1aTh
CBOM HACTPOMKHU sl 6ECTIPOBOJHON CETH YCTPONCTBA U 3a/1aTh COOCTBEHHBIN Mapoiib JUIsl AOCTYIa

-

. cn

PucyHok 27. Beibop pexuma pabomsi ycmpoticmea. Pexxum lNoemopumerib.

K web-unTepdericy ycTpoicTna.
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Urober mpoBomnoit IIK, moakmrodeHHBIM K BamemMy ycTpoWCTBY, MOMy4YWsI JOCTYH K CETH
OECrpoOBOMHOTO MapUIPyTU3aTOpa, Ha CTpaHuie PeXuMMm paboTbl YCTPOWMCTBA B CIHCKE
Cnoco6 nopgknio4veHua Bsoibepute 3Hadenne WIi-Fi. 3arem B crnmcke Pexum paboTbl
BeIOepuTe 3HaueHue KnueHT. B stom pexume Bol cMmokere mamenuts IP-anpec moBroputens B
JIOKAJIbHOM ceTH, MOAKIIOYNTh Bale ycTpoicTBO K Apyroi TOUKe AOCTYMAa U 33/1aTh COOCTBEHHBIN
MapoJib It TOCTyNa K web-uHTepdeicy ycTpoicTBa.

= l@J -

PucyHok 28. Bbibop pexuma paboms! ycmpotcmea. Pexum KnueHm.

[Tocne BrIOOpa pexrma padotsl HaskmuTe kHOonKy JAAJIEE.
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DAP-1325 becnposogHon nostoputens N300

PykoBOACTBO Monb3oBaTens HacTpoiika nosTopuTtens

N3meHeHue LAN IPv4-appeca

DroT mar A0CTyIeH st pekuMoB ToYKa goctyna, NoBropuTtenb u KnueHT.

1. Ecmm IPv4-anpec LAN-unrtepdeiica ycrpoiictBa DAP-1325 coBmamaer ¢ IPv4-agpecom
LAN-unTepdeiica MapmpyTu3atopa, K KOTOpOMy OHO TojkiItodaercs, B noie IP-agpec
3agaiite npyrot LAN IPv4-agpec DAP-1325.

JlokaneHas cetb

/N Bo usbewarue koHghrukma IP-adpecos usmenume LAN IP-adpec Bawezo mapiipymusamopa.

|P-agpec”

192.168.0.50

CeTtenan macka®

255.255.255.0

< HA3AD DAMNEE >

PucyHok 29. CmpaHruuya usmeHeHusi LAN IPv4-adpeca.

2. Haxwmwure xHonky JAJIEE, uro6s1 npogomkuts, wim kHonky HA3A[, 4Tto0b1 BepHYTHCS
Ha MPEABIIYLIYI0 CTPAHUILY.
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PykoBOACTBO Monb3oBaTens HacTpoiika nosTopuTtens

Wi-Fi-knueHT
Oror mar goctymneH 1t pesxkumon MoBTopuTenb u KnNueHT.

1. Ha crpanunie Wi-Fi-knueHT B pazmenc becnpoBoaHble CeTU BbIEIHTE CETh
0eCrpoBOJHOrO  MapIIpyTH3aTOpa, K KOTOPOMY HEOOXOMMMO MOAKIIOUMTHCA. lpn
BoieneHnu cetu noist Umsa cetun (SSID) u BSSID 3anonusTest aBTOMaTHYIECKH.

Ecnu Brl HEe MOXXeTe HaUTH HYXHYI CCThb B CIIMCKEC, HA)KMHUTC KHOIIKY OGHOBUTL CNUCOK.

2. Ecnmm ana mopxmrodeHwsl K BhIIEICHHOWM Bamm OecrpoBomHON ceTd TpeOyeTcs Mmapolib,
BBEJUTE €0 B COOTBETCTBYIOIIIEE TMOJIE.

Wi-Fi-knneHT

MoOKNICYEHHE K CETH

BrifpaTk ceTb W3 cnucka

Becn poBOAHLIE CETH OBHOBMTE CNMCOK
Wma cetn (SSID) BSSID Kanan Hactpoikm BeaonacHocTH YpoeeHb curHana +  Yactora
DIR-825-3%a2 ;‘ff;fé’: 9 [WPA2-PSK] [AES] atl 71% 2.4GHz
DIR-300-1147 ﬁj}f‘:ézs:f 9 [WPA2-PSK] [AES] all 71% 2.4GHz
DIR-620G 332? 1 [WPA2-PSK] [AES] il sae 2.4GHz
DRCIZONRU_foot - 1AeAE 3 [WPA-PSK] [TKIP] all sa% 2.4GHz
DIR-613A-1ae0 g:é?g;g?: 1 [WPA2-PSK] [AES] all 61% 2.4GHz
DIR-825-0899 ::‘ég‘;;cam 9 [WPA2-PSK] [AES] il 510 2.4GHz
RD DLINK BHBLIID 4 WPA2-PSKI [AESI al 57 2.4GHz
( HA3AL

PucyHok 30. Cmparuuya Hacmpolku Wi-Fi-knueHma.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

Ecnu Bel mozkimodaeTech K CKpbITOi ceTd, B criucke MNoaKnoYeHne K CeTU BoiOepuTe 3HaUCHHE
MoakNUYMTBLCA K CKPbITOM ceTU. Beeaute HasBanue cetu B mojae Mmsa cetn (SSID). 3atem
BbIOEpUTE HeoOXoauMoe 3HadYeHue B crucke CeTeBas ayTeHTUMMKALMA |, eciiin HEOOXOIUMO,
BBEJIUTE MMAPOJIh B COOTBETCTBYIOIIIEE TTOJIE.

Wi-Fi-knueHT

MopknioueHWe kK ceTh

MoAKNHUNTLCA K CKPLITOA CeTU X

CeTeean ayTeHTUdWKauna

< HA3AR

PucyHok 31. CmpaHuua HacmpoUku rmoOKIIO4YeHUsT K CKpbimoUl becripog8odHoU cemu.

3. Haxwmure kronky JAJIEE, uto6sr npomomkuts, win kHonky HA3AL, uToObl BEpHYTHCS
Ha MPEABIIYIIYI0 CTPAHUILY.
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PykoBOACTBO Monb3oBaTens HacTpoiika nosTopuTtens

HacTtponka becnpoBooHOM ceTH

DTOT mIar JOCTyIEH A pexxruMoB ToYKa aocTtyna u lNosTroputens.

1. Ha crpanune BecnpoBogHas ceTb 2.4 Ty B nmone Uma ocHoBHon Wi-Fi-ceTun
3ajaiiTe cBoe Ha3BaHUE JJIsi OSCIPOBOAHOM CETH MM OCTAaBbTE 3HAUEHHE, NMPEIUIOKEHHOE
MIOBTOPUTEIIEM.

2. B nose Maponb 3axaiite cBoil maposib s J0CTyNa K OSCIPOBOAHON CETH MM OCTaBbTE
3Ha4yeHue, npeanoxxkeHHoe nosroputesneM (WPS PIN ycTpoiicTBa, cM. HakJIeliKy cO IUITPUX-
KOJIOM).

3. BbI MOXeTe BOCCTaHOBHTH MapaMeTpbl OECIIPOBOJHOM CETH, 3aJaHHbIE 10 COpOca HACTPOEK
K 3aBOJICKUM ycTaHoBKaM. [1iis atoro naxkmute knonky BOCCTAHOBUTD.

BecnpoeogHas cetb 2.4 Ty

BENHOMATE

Bewars GecnposoaHyio ceth 2.4 Ty

BulknioveHue selwaHun He elusem Ha 803MOXHOCME Maplupymusamopa nodkmoyamescs k dpyaol cemu Wi-Fi e kavecmese
knueHma

Mwma ochoeroi Wi-Fi-ceTu®

D OTKphITaA CETh
Mapone®

12345670

Bbi MOXeme 80ccmaHosume UMS cemu U W ogaHUe, yemaHoeneHHbIe 00 NpUMeHeHUs 3as80dckux
BOCCTAHOBUTb v i P 4 P

PucyHok 32. CmpaHuuya Hacmpoliku 6ecripogodHol cemu.
4. Haxwmure xnonky JAAJIEE, uro6sr mpomomkuth, wiu kaonky HA3AL, 4toObl 3amaTh
JIpyrue HaCTPOUKH.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

N3meHeHue naponsa web-uHtepcgenca

Ha nanHoli cTpaHuiie He0OOXOAUMO U3MEHUTH MApOJIb aJMUHUCTPATOPA, 3aJaHHbII 110 YMOITYaHUIO.
Bb1 MoxeTe ycTaHOBUTH JI00OH mapoiib, kpome admin. Vcnone3yiite nnudpsl, TaTHHCKHAE OyKBBI
BEPXHETO M HIKHErO pPErucTpa W JIpPYrue CHUMBOJIBI, JOCTYIHBIE B aMEPUKAHCKOM pacKIIaJKe
KJIaBUATYPHI .

MameHeHWe napons web-nHTepdeica

[ns noebllweHus 6830MacHOCTH, MOXaNyAcTa, U3MeHUTE Naposb ANA A0CTYNa K HAacTPoMKam yCTpoRCTBA.

<{ HA3AD

PucyHok 33. CmpaHuuya usmeHeHus naponsi web-uHmepghedca.

3aloMHUTE WM _3alUNIMTE Taposib _aJMHUHHCTparopa. B ciayyae yrepu mapons
aZMUHHUCTparopa Bel cMoXXeTe IMOIYYUTh JOCTYI K HACTPOWKAM IOBTOPUTEIS TOJIBKO
! [IOCJIE BOCCTAHOBJICHUS 3aBOACKMX HACTPOEK M0 YMOJYAHUIO NP MOMOIIM anmnapaTHON

kHonku RESET. Takasg mnpouenypa YHUYTOXKHMT Bce 3ajnaHHble Bamu  HAcTpoWKH
IOBTOPUTENSL.

Haxwute kHonky JAJIEE, uroOsr npomomkuts, wiu kHonky HA3A[, 4toObl BepHyTbCsS Ha

MPEIBIIYIIYI0 CTPAHUILY.

Ha cnenyroiieit ctpanuiie nmpoBepbTe BCE 3a/laHHble Bamu HacTpoKH.

Bbl MOXeTe COXpaHUTh TEKCTOBBIH (haili ¢ HACTPOWKAMH, 3aJlaHHBIMH BO BpPEMS MPOXOXKICHHS
Macrepa, Ha cBoit IIK. JInst sToro Haxmure knonky COXPAHUTb ®ANTT C HACTPOUKAMMU

u CﬂeﬂYﬁTe HUHCTPYKIHUAM JHUAJTIOTOBOI'O OKHA.

YroOwl 3aBepmuTh pabotry Macrepa, Haxxmure kHonky MPUMEHWUTD. Tlpu stom moBTopuTens
NPUMEHUT HacTpoiiku u mepesarpysurcs. Haxmure kaonky HA3AL, duroObl 3amath apyrue
HACTPOMKHU.

1 0-9, A-Z, a-z, npoGen, !"#$%&' () *+,-./:;<=>2@[\]"* " {|}~.
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PykoBoACTBO nonb3oBaTens HacTtpoiika nosTopuTens

Cmamucmuka
Ha crpanumax paHHOro pasjena NpeACTaBIeHBl JaHHbIE, OTOOpaKaloIlue TEeKyIlee COCTOSHHE
HOBTOPUTEJIS:

* ceTeBas CTaTUCTHUKA;

* anpeca, Beiganasie DHCP-cepBepowm;

*  J1aHHBIE 00 YCTPONCTBAX, MOJKITFOUYEHHBIX K CETH IIOBTOPUTEIIS U €T0 Web-uHTepdeiicy;

* ajJpeca aKTUBHBIX TPYII MHOTOAIPECHOMN PACCHUIKU.

CeTeBasa cTaTUCTUKA

Ha crpannne Ctatuctuka / CeteBass ctaTUCTUKA Bbl MokeTe MPOCMOTPETh CTATUCTHUYCCKUE
JJaHHBIE TI0 BCEM COCIUHEHUSAM, CYIIECTBYIOIIUM B cucteme. Jlis Kaxaoro coeauHEeHUs
0T06pa>1<aeTc;1 UM U COCTOsSIHHE (ecnn COCIMHCHNUE YCTAHOBJICHO, MMs COCAMHCHUSA BBIACICHO
3eJIeHBIM IIBETOM, €CJIM HE YCTaHOBJIEHO — KpacHbIM), IP-aapec m macka mojceru, nuio3 (eciu
coenHEeHUE ycTaHoBieHO), MAC-anpec, a Takxke 00beM MepeaHHBIX W TOJYyUYEeHHBIX JaHHBIX (C
YBCIIMUCHUCM o0Bnema JAaHHBIX C€AWMHUIBI U3MCPCHHUA ABTOMATHUYCCKU MCHAKOTCA — 6aI>iT, K6aﬁT,
Mo6aiiT, ['GaiiT).

< Wndopmaumst o cucteme CeTteBas cTaTUCTUKA

CeTeras ctaTUCTUKA

Nma IP - Wnko3 Rx/Tx OnutensHocTe
LAN Pvd: 192.168.0.50/24 — - 511.52 Kbait / 2.34 Mbawnt

Pvi: fd01:50/64 — -
WIFI - -f-

PucyHok 34. CmparHuuya Cmamucmuka / Cemeeasi cmamucmuka.

UroObl TpPOCMOTPETh JaHHbIE 1O KOHKPETHOMY COCIMHEHHUIO, HaXXKMUTE Ha CTpPOKY,
COOTBETCTBYIOLIYIO 3TOMY COECIUHEHHUIO.
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HacTpoiika nosToputens

PyKO BOACTBO Nonb3oBaTtens

DHCP

Ha crpanune Ctatuctmka [/ DHCP  gocrymma  wHbopMmamms 0 — KOMIBIOTEpaXx,
UICHTUQUIMPOBAaHHBIX MO MMeHH y31a U MAC-agapecy u mnomyuumBmmx IP-agpeca or DHCP-
cepBepa yCTpoicTBa ¢ yKazaHHEM BpeMeHH, Ha KoTopoe noiydeH [P-anpec (BpeMs apeHibl).

< Ceresas cramcivika

DHCP

VMA ycTpoiicTBa IP-agpec MAC WcTekaeT

PucyHok 35. CmpaHuuya Cmamucmuka / DHCP.
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DAP-1325 BecnposogHou nostoputens N300
HacTtpowka noBTropurtens

PyKO BOACTBO Nonb3oBaTtens

KnueHThl
Ha crpanunie Ctatuctuka / KnmeHTbl otoOpakaeTcsi CIMCOK YCTPOWCTB, MOAKIIOUCHHBIX K

MMOBTOPHUTECIIIO.

KnueHTsl

( WHcbopmaums o cucteme

KnueHTsl

Wma ycTpoictea |P-appec dnarm MAC WHTepdenc

192.168.0.2 reachable 00:13:46:62:2F:4C LAN

PucyHok 36. CmpaHuya Cmamucmuka / KnueHmsl.
JIist KaKJI0TO YCTpOHCTBA 0TOOpaXkaeTcs ceTeBoi mHTepdelic, K KOTOPOMY OHO TOJKITFOYEHO, €ro

IP- u MAC-anpec.
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HacTpoiika nosToputens

PyKO BOACTBO Nonb3oBaTtens

Multicast-rpynnbi

Ha crtpanurnie Ctatuctuka / Multicast-rpynnbl otoOpakarorcss agpeca aKTHBHBIX TPYIIT
MHoroazipecHoit pacceliku (IPTV-kananoB u rpynn s nepegauu ciry>keOHoM uHpopmanun), Ha
KOTOpBIE MOJAMUCAHO YCTPOICTBO, M MHTEpdEIic, yepe3 KOTOPbIA YCTPOWCTBO MOAMKUCAHO.

£ Cratuciuka noproe Mu Iticast—rpyn nbl
IPv4 IPv6
IP-appec WHTepdeiic IP-agpec WHTepdeiic
239.255.255.250 LAN

PucyHok 37. CmpaHuya Cmamucmuka / Multicast-epynnbi.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

Hacmpotka coeQuHeHul

B nannoM pa3zzmene MeHi0 Brl MOkeTe HACTPOUTH OCHOBHEBIE MTApaMETPhI IOBTOPUTENS AJisk pabOTHI B
JIOKAJILHOU CETH.

LAN

YToObl HACTPOUTH OCHOBHBIC MapamMeTpbl MOBTOPUTENs, Nepeiinute Ha cTpanuily HacTpowka
coeanHeHun / LAN.

IPv4

[Mepeiinure Ha Bkaaaky IPv4, aro6sr uamennts [Pv4-aapec moBTOPHUTENISE U HACTPOUTH BCTPOCHHBIN
DHCP-cepsep.

IP
IP-agpec”

192.168.0.50

Macka nogcetu™

255.255.255.0

PucyHok 38. Hacmpoltika nokanbHbix IP-adpecos. Bknadka IPv4. Pasden IP.

Ecmu HGO6XO,I[I/IMO, HN3MCHHUTC OCHOBHEIC ITapaMETPhI.

MapameTp OnucaHue

IP

IP-anpec [P-anpec moBTOpuTENns B JIOKaIbHOM moaceTu. [lo ymomyanuio
AP 3an1aH0 3HaueHne 192.168. 0. 50.

Macka nokanpHOW mnoacetd. [lo yMon4aHuio 3aJaHO 3HAYCHHUE

Macka noacety 255.255.255.0.

[P-ampec 1nwIr03a, KOTOPBIM MCIOJB3YETCA TMOBTOPUTENIEM IS
coequHeHusl ¢ cetbio VMHTepHeT (Hampumep, JUIsl CHHXPOHHU3ALUU

IP-agpec wnto3a .
P cucteMHoro BpemeHu ¢ NTP-cepBepom). Heobszamenvbhbiil

napamemp.
[JomeHHOE nms Nms ycTpoiicTBa, mpuBs3aHHOe K ero [P-agpecy B JIOKaJIbHOM
ycTpoMncTBa MOJICETH.

[Tocne 3amanust Bcex HeoOXomuMbIx 3HadeHui Haxkmure kHonky MPUMEHWUTD.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoliika noBToputens

B pasmene DHCP Bwi moxere nactpouth BcrpoeHHblii DHCP-cepBep moBtopurens. Ilo
ymomnuanuto DHCP-cepBep BBIKITIOUEH.

DHCP

Pexam

Cepsep -

HauaneHwia [P*

192.168.0.51

KoHeuHbia IP*

192.168.0.100

Bpema apeHas! (MuH)*

1440

@ DONS relay

PucyHok 39. Hacmpolika nokanbHbix IP-adpecos. Bknadka IPv4. Pasdenn DHCP.

MapameTp OnucanHune

DHCP

Pexum

Pexxum paboter DHCP-cepBepa moBTOpuTES.

CepBep — mOBTOpUTEIb aBTOMATHUECKH Has3HadaeT I[P-ampeca
KIIMEHTaM Ha OCHOBAHHH 33JIaHHBIX TTapaMeTpoB. [Ipu BEIOOpE 3TOTO
3HaYeHUS Ha BKJIaake oroOpaxarorcs mons HavanbHbin P,
KoHeuHbin IP, Bpemsa apeHabl u niepekiarouaress DNS relay.

3anpetutb — DHCP-cepBep moBTOpHuTENs BBHIKIIOYEH, IP-anpeca
KJIMEHTaM Ha3HA4al0TCs BPYUYHYIO.

HavanbHbIn IP

Havaneneiii [P-anpec myma azapecoB, koropsle DHCP-cepsep
BBIJIACT KIIMEHTaM.

KoHeyHbIn IP

Koneunsiii [P-anpec nmyna agpecos, koropsie DHCP-cepBep Bbinaer
KJIMEHTaM.

Bpemsa apeHAabl

Ilepuon Bpemenu, Ha kortopbii DHCP-cepBep mnoBTopuTens
npenoctasinsger [P-anpec knMeHTy (IO MCTEUEHHHM 3TOrO MEpHOAa
IP-anpec oT3bIBacTCA W MOXET OBITh OTHAH JPYTOMY YCTPOMCTBY,
€CJIM HE TIOCTYIUIIO MOATBEPKICHUE O HEOOXOIMMOCTH COXPaHEHUS
storo IP-agpeca).
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MapameTp OnucaHwme

CnBuUHBTE  MEpEeKIoYaTeNlb  BIpPaBO,  YTOOBI  YCTpOICTBa,

MOJIKJIFOUEHHBIE K MOBTOPUTENIO, B KadecTBe ajmpeca DNS-cepBepa
MOJTyYaJIH apec MOBTOPUTEIS.

DNS relay CaBuHBTE  TEpEKIIouYaTellb  BJIEBO,  YTOOBI  yCTPOMCTBa,
MOJIKJIFOUEHHBIE K MOBTOPUTENIO, B KauecTBe ajpeca DNS-cepBepa
NOJIy4aJIM aJIpec, NEpPEeNaHHbId IMPOBANAECPOM WIM YKa3aHHBIM Ha
crpanuie flononHutensHo / DNS.

[Tocne 3ananus Bcex HeoOXoAUMBbIX 3HaueHU Haxkmute kHonky MPUMEHUTD.

B pasgene Ctatnyeckmn DHCP Boi moxere 3amate cBssku IP-agpecoB ' MAC-aapecoB
(Ha3HauUTH NOCTOSIHHBIN [Pv4-anpec B JOKanbHOW ceTu Juid yCTpoOMCTBa ¢ onpeneineHHbIM MAC-
azpecom).

Cratnuecknin DHCP

Bbl MOKETE MPUBA3aTE IP-aapec k MAC-aApecy, UCNONL3YA COOTBETCTBYHILLYID GOPMY UAW BEIBPAE YCTPOIACTBA U3 CNMCKA NOAKNKUEHHBIX

KIMEeHTOB

OOBABUTE CMNUCOK KNHEHTOB

PucyHok 40. Pasden 0ns co3daHusi ceszok MAC-IP.

Yr1obbl co3nath cBsizky MAC-IP, naxmute kHonky [J06aBUTb. B oTKpbIBIIEMCS OKHE B IOJIC
MAC-aapec Beeaute MAC-aapec ycTpoicTBa U3 JIOKanbHO# ceTn, a B none IP-apgpec — IPv4-
azipec, KOTOpBIi OyaeT MpHUCBOCH 3TOMY ycTpoiicTBy. B moine MMA XocTa 3anaiite Ha3BaHHMe IS

YCTPOWCTBA B CETH [T yA0OHOH uaeHTuuKanuu (HeoosazamenvHulii napamemp). Haxxmute KHONIKY
NMPUMEHUTD.

st Toro yto6s nocMoTpers MAC-anpeca yCTpoiCTB, HOJKIIOYEHHBIX K TOBTOPUTENIO B JAHHBII
moment, Haxkmure kHonky CIMUCOK KIMMEHTOB. B otkpeiBiieMcs OKHE BbIOEpHTE
HeoOxomuMoe ycTpoiictBo U Hakmute KHONMKY OK. UToObl B OKHE OTOOpasmiCs aKTyalbHbIH
CIMCOK TMOJIKJTIOYEHHBIX YCTpOoicTB, Haxkmute kHonky OBHOBWUTD.

UtoOBbl W3MEHUTH CyHIecTBYIONIYIO CB3Ky MAC-IP, BbiOepuTE COOTBETCTBYIOIIYIO CTPOKY B
TabMIe M HAKMHUTE JIEBYIO KHOIMKY MBIIIH. B OTKpBIBIIEMCS OKHE W3MEHUTE HEOOXOIUMBIC
napametpsl U HaxxmuTe knornky MTPUMEHUTD.

YT10OBI yHANUTH CBS3KY, YCTAHOBUTE (IAKOK CIIEBa OT COOTBETCTBYIOLICH CTPOKH B TaOIHIE H
HaOKMHTE KHONIKY YAanuTb. 3arem Haxmute kHonky MPUMEHWUTD. Bor Taxoke Moxere yaaauTh
CBSI3KY B OKHE M3MEHEHUsI TapaMeTPOB.
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IPv6

[Mepeiinure Ha Bkiaaky IPv6, uro0sr m3menuTs [Pv6-aapec moBTOpUTENS M HACTPOUTH MAPaMETPHI
HazHayeHus [Pv6-aapecos.

Pessiam agpecaumu

Henermpoeanue npedukca -
IP-agpec

fd01::50

Mpedwmrc

64

PucyHok 41. Hacmpolika nokansHbix IP-adpecos. Bknadka IPv6. Pasden IP.

Ecnu HeoOxoaumo, n3MEeHUTE OCHOBHBIE MTAPAMETPBHI.

MapameTp OnucaHue

IP

BLI6epI/ITe HCO6XO,I[I/IMOC 3HAYUCHHUC B PACKPBIBAIOIIEMCSA CIIMCKE.

CraTtnyecknn — IPv6-anpec u npehukce 3a1aeTcsi BPyUHYIO.

Pexum anpecauum OenernpoBaHne npe¢mKca — TOBTOPHUTENb 3alPAlIUBACT

npebuxkc i GopmupoBaHus I[Pv6-ampeca y  BBIMIECTOSIIETO
MapuipyTH3aTopa.

IPv6-anpec mosroputens B JokaubHOM noxaceru. Ilo ymomuanuro

3aJ1aHO 3HAYCHHUEC £d401: :50. ITome JOCTYITHO s
IP-appec

pEeIaKTHPOBaHUs, €ClIM B criicke PeXUM agpecauuun BhIICICHO

3HayeHne CTaTU4ecKkumn.

Jmuna npedukca monaceru. Ilo ymomuanuio 3agaHo 3HaueHue 64.
Mpedukc [Toe AOCTYmHO JUIsl pEJAKTHUPOBAHHUS, €CIIM B CHUCKe PeXum

agpecaumm BoiieincHo 3HaueHrne CTaTU4eCKUM.

[Mocne 3amanust Bcex HeoOXoauMbIx 3HayeHuit Haxxmure kHonky MPUMEHUTD.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoliika noBToputens

B pasmene DHCP Bwi moxere nactpouth BcrpoeHHblii DHCP-cepBep moBtopurens. Ilo
ymomnuanuto DHCP-cepBep BBIKITIOUEH.

Pexnm

Cepeep -
Pexnm aBTokoH(I rypauvn

Stateless -

Bpema apeHbl (MUH)

5

PucyHok 42. Hacmpolika nokanbHbix IP-adpecos. Bknadka IPv6. Pazdenn DHCP.

MapameTp OnucanHune

DHCP

Pexunm

Bribepute pexxum HazHaueHus [Pv6-ampecoB B packpsiBaroniemcst
CITHCKE.

CepBep — mnoBTOpHTEIb aBTOMATHYECKH Ha3HawaeT [Pv6-ampeca
KJIMEHTaM Ha OCHOBAaHUHU 33/IaHHBIX TTapameTpoB. [Ipu BeIOOpE 3TOTO
3HAYCHHUS HA BKIAJKE OTOOPAXKAIOTCS PACKPBIBAIOIIUKCS CITHCOK
Pexxum aBTOKOHUrYypauum u noiec Bpemsa apeHAabl.

3anpetutb — IPv6-aapeca KiMeHTaM Ha3HAYAIOTCS BPYUYHYIO.

Pexum
aBTOKOHUrypauum

Bribepure pexxuM U3 pacKphIBAIOIIETOCS CITHACKA.

Stateless (nezasucumonit) — xauentsl Gopmupyior IPv6-aapeca
CaMOCTOSITENIbHO HAa OCHOBAHUU MpeQHKCa.

Stateful  (sasucumeniy —  Bcrpoennsiii  DHCPv6-cepsep
MOBTOPUTEISI pa3faeT aapeca W3 JHara3oHa, 3aJaHHOTO IMOJISIMU
HavyanbHbin IP 1 KoHeuHbIn IP.

HavyanbHbIN IP

Havanensiii IPv6-anpec nmyna aapecos, koropeie DHCPv6-cepsep
BbI/IA€T KJIMEHTAM.

KoHeuHbIn IP

Koneunniit IPv6-aapec myna anpecos, xortopeie DHCPv6-cepsep
BBI/IaeT KJIMCHTAM.

Bpems apeHAbl

Ilepuon Bpemenu, Ha kotopblii IPv6-anpec mnpenocrasisiercs
kiaueHTy. [lose gocTymHO /Ui peaakTupoBanusi, eciu B pasueine IP B
criucke PeXXum agpecaunm seigeneno 3naucane CTaTUMECKUMN.

[Mocne 3amanust Bcex HeoOXoauMbIxX 3HaYeHuit Haxxmure kHonky MPUMEHUTD.
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PykoBOACTBO Monb3oBaTens HacTpoiika nosTopuTtens

Wi-Fi

B JaHHOM pas3acii€ MCHIO Br1 Moxkete 3a1aTb BCEC HCO6XOI[I/IMBIG HaCTpoﬁKH P 6CCHpOBOI[HOI71
CCTH.

OCHOBHbIE€ HAaCTPOUKM

B pasnene Wi-Fi /| OCHOBHbIe HacTpPOMKWU Brl MOXkeTe M3MEHHUTH OCHOBHBIC HACTPONKH IS
OecnipoBoiHOTO MHTep(deiica MOBTOPUTENS, a TAK)KE HACTPOMTH OCHOBHYIO M JIOTOJHHUTEIHHYIO
OECIIPOBOIHBIC CETH.

< PepaktvpoBaHye Toukm AocTyna OCHOBHELIE HACTPOMKK

ObLmMe HacTPorKK Toukn poctyna AoGasurs
. Bxniountk BecnpoBogHoe coeuHEHWe
Wmsa cetn (SSID)
Crtpana
RUSSIAN FEDERATION - I:I DIR-XXX-0108

BecnposogHoi peram

802.11 B/G/N mixed v

@ Bui6parts kanan aBToMaTMYECKN

Kanan

auto (kaHan 1)

) BKMounTE Nepuogn4eckoe cKaHWpoOBaHWe

Mepuon craHMpoBaHnA

60

PucyHok 43. OcHogHble Hacmpoliku 6ecripo8oOHOU NoKanbHOU cemu.

B pasnene O6LWMe HACTPOWMKMN TOCTYITHBI CIICAYOINE TapaMeTPhI:

MapameTp OnucaHne

Uto0B1 pa3pemuTs ucnonb3oBanue Wi-Fi-coequnenus, caBuHbTE
BkniounTh MepEeKIIIoYaTesb BIPaBo.
G6ecnpoBogHoe o
coeavHeHue UtoOwl 3amperuth wucnoib3oBanue Wi-Fi-coenmunenus, caBUHbTE
MepeKIIoYaTesb BIEBO.
Crpana Bame wmectomonoxenue. BrpiOepute HEOOXOAMMOE 3HAUCHUE W3
PaCKpBIBAIOIIETOCS CIHUCKA.
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MapameTp OnucaHue

Pexum paboThl 0ECITPOBOHOTO COSTMHEHUS TIOBTOPUTENS. JlaHHBIN
mapaMeTp OmNpeAesieT CTaHIAPTHl YCTPOWCTB, KOTOPHIE CMOTYT
pabortare B Bamieit GecripoBogHOl cetu. Beibepute HeoOXommmoe
3HA4YEHHUE U3 PACKPBIBAIOLIETOCS CIHCKA.

BecnpoBoaHOW peXuUM

Bbi6paTb kaHan ChaBuHbTE TepeKoyaTeNib BIPaBO, YTOOBI TMOBTOPUTENh CaM
aBTOMaTU4YeCKU BBIOMpPAJT KaHAJI C HAMMEHBIIUMH TTOMEXaMH.

Homep kanana OecnpoBogHoro coenuHenus. lllenkHute JeBoi
KHOMKOM MBbIIIM, YTOOBI OTKPBITH OKHO JUIsI BBIOOpa KaHasa

Kanan .
(meiicTBHE MOCTYIHO, €CIM Mepekioyarear BblOpaTb KaHan
dBTOMAaTU4YeCKU CABUHYT BJIGBO).
BKITIOMNTL CIBUHBTE MEPEKIIOYATEIb BIIPABO, YTOOBI TOBTOPHUTEND BBITOIHSII
MOUCK CBOOOJHOTO KaHajla dYepe3 OIpPEeICIICHHBIC MPOMEKYTKH
nepunoaunyvyeckoe
Bpemenu. Ecnu mepexitouyarens CIBUHYT BrpaBo, mose lNepuop
CKaHunpoBaHue

CKaHMUpPOBaHWUA CTaHOBUTCA NJOCTYIHBIM IJI pEAAKTUPOBAHUSI.

Vikaxure Tiepuo]l BpeMeHH (B CEKYHIaX), 4epe3 KOTOPBIH Oyrer
Mepuopn ckaHMpoBaHusA puon &p ( yHAax), Hep P A

MMPOUCXOOUTH ITOBTOPHOC CKAHUPOBAHUEC KaHAJIOB.

[Tocne n3menenus napameTpos Haxxmure kHonky MPUMEHUTD.
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YToObl M3MEHNUTh HACTPOMKH OCHOBHOW OECIpOBOJHOHM ceTH, B pasaene TOYKM [OCTyna
BbIOEpUTE CETh W HAXMHUTE JIEBYIO KHONKY MbIIIM. Ha OTKpBIBIIEWCS CTpaHMLE H3MEHUTE
HeoOxoaumble napamerpsl 1 Haxxmute kuonky MPUMEHUTDb.

BbI Takxke MOXeTe CO3lIaTh JIOTOJHUTEIBHYI0 OCCIPOBOJHYIO CceTh. JIJIsi ATOr0 HAXKMHUTE KHOIKY
OOBABUTb B pasnene Touykum poctyna. Ha  orkpeiBiiciics cTpaHuie —3agaite
COOTBETCTBYIOIINE MAapaMeTPhl.

< OCHOBHBIE HACTPOWKW

[obaeneHue To4kK gocTyna

Cetb Wi-Fi

KmA cetw (SSID)”

HacTtpoiiku GezonacHocTu

CeTenan ayTeHTUDMKaLMA

my wi-fi WPA2-PSK v

) CkpbiTe SSID Napons PSK*
EUR4nUel
Hasaanue Gecnposodrod cemu (SSID) ne Bydem omobpanameca & criucke
docmyndeix GecnpogodHoix cemed y KiTueHmos. K CRPaIMOod CemLu MO¥HO
Twn wwdposaHua™

AES -

MOOKMICYUMBCA, BPYYHYI0 Vkaszas SSI0 mouxy docmyiia
MakcuMansHOE KoNWHECTEO KNMEHTOR®

0

Mepwog o6HOBNEHWA TPYNNOBOMD KNo4a (cer)”

3600
. Bewate GecnpoBogHyto ceTb

LarHan chyHKYUR MOIS0NAEM SRMIOYLME LAL SLIKMOYUITIE 8ellaHue JanHol
GecnpoeodHol cemu, He omumodan paduosodyns yempodcmaa. Mowem

Gbimb UCNOMbI0SaHS COSMECTIHG © pesumMon "Finuesm Wi-Fi™

1 Waonauws KnueHTos

ENoKUpOSamE Mpaghuk Mexdy yempolcmeamy, NoOKMIYEHHBIMU K MOYKE
docmyna

NPUMEHWUTD

PucyHok 44. CosdaHue 6ecripo8odHOU f1oKasibHOU cemul.

MapameTp OnucaHwue

Cetb Wi-Fi

HazBanue GecnipoBonHoit cetn. HazBaHme MOXKET COCTOSATh U3 MU

Nma cetn (SSID) Y JIATUHCKUX OYKB

Ecnu mepexirouarenb CABUHYT BIPaBO, APYTUE TMOIH30BATENH HE
cmoryT BuaeTh Bamry Wi-Fi-cetb. He pexkomenmyeTcsi CKpbIBaTh

CkpbiTb SSID
CeTh, TaK Kak JaHHas (yHKOUS  YCIOXKHSET  MPOIecC
MepBOHAYAJILHON HACTPOUKHU CETH.
VYuukanbapli  uaeHtudukatop Wi-Fi-cetn. JlanHOoe 3HaveHwme
BSSID OTIpe/IeTIsIeTCSl MapaMeTpaMu TOBTOPUTENs, BBl He MoXkeTe ero

n3MeHuTh. [lone oroOpaxaercs B HACTpOMKaxX yKe€ CyILECTBYIOLICH
CETH.
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MapameTp OnucaHue

MakcuMallbHOE ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPBIE  MOTYT
MakcnmanbHoe MOIKITFOUMTHCA K OecTIpoBOAHOM ceTH. Eciu ycTaHOBIEHO 3HAYCHHE

KOJIMYECTBO KNMMNEHTOB | 0, yCTPOMCTBO HE OrPAHUYMBAECT KOJIMYECTBO MOIKIFOUECHHBIX
KJINECHTOB.

Ecnu  mepexirouaresib CABHHYT BJIEBO, YCTPOWCTBA HE MOTYT
BewaTtb 6ecnpoBOAHYIO| OIKIOYATECS K OeCrpoBOAHON ceTH. [Ipu 3TOM MOBTOPUTEIH

ceTb MOJKET TOJKJIIOYaThCsl K APYrod Touke noctymna B kKadecTtBe Wi-Fi-
KITUEHTA.

CaBuHbTE  MeEpeKyoYaresb  BIOPaBO, 4YTOOBI  MOJb30BATEIU
N3onsiumsa KNnneHToB o .
0ecIIpOBOHOM CETH HE MOTJIM B3aMMOJICHCTBOBATH JPYT C APYTOM.
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B pazmene HacTtpomkm 6Ge3onacHOCTUM Bbl MokeTe H3MEHHTH IapaMeTphbl OE30MacHOCTH
0OecTIpOBOTHOM CETH.

[To ymomuanuio anst GecripoBOIHOW ceTw 3amaH Tun cereBod ayreHtudukamun WPA2-PSK. B
kagecTse naposst PSK ucnonssyercs WPS PIN ¢ Haknelku co ITpUX-KOJOM.

HacTponkn besonacHocTun
CeTeBan ayTeHTUdUKaLMA

‘WPA2-PSK e

L ——
WEP-64

WEP-128

WPA-PSK

WPAZ2-PSK

WPA-PSK/WPA2-PSK mixed

WPA

WPA2

WPA/WPAZ mixed

3600

PucyHok 45. Tunbl aymeHmucgbukayuu, noddep>xueaemMbie r1o8mopumesiem.

HOBTOpI/ITeJ'IL noAACPKUBACT CIICAYIOINUEC TUITBI aYTeHTI/I(l)I/IKaHI/II/IZ

Tun ayTeHTUpUKauumn OnucaHue

OTkpeiTasgs ayTeHTHQHUKANUsA (C BO3MOXKHOCTBIO HCIIOJIb30BAHHS
Open WEP-mmm¢ppoBanus Ui peKUMOB  OECIIPOBOIHOW — CETH, He
MO/IJIEP>KUBAIOIIUX yCTpoiicTBa cTtanaapra 802.11n).

AyrteHTH(UKaMsT ¢ OOmMM  KIIOYOM JuIMHOW 64 OWT C
HCIIOJIb30BaHUEM WEP-mm¢ppoBanmus. JlaHHbI1 THUIL
WEP-64 ayreHTU(GUKANMU HemoctyneH, eciau Ha crpanune Wi-Fi [
OCHOBHble HacTpouku B crnucke BecnpoBOoAHOW peXxum
3aJlaH PeXuM, NOAJNEPKUBAIOLINI ycTpolicTBa crangapra 802.11n.

AyteHTu(uKayss C 0o0mMM KIouoM JuidHOW 128 Our ¢
HCTIOJIb30BaHUEM WEP-umdpoBanus. JlaHHBIN TUI
WEP-128 ayreHtudukanun HemoctyneH, ecnu Ha crpanune Wi-Fi [
OcHOBHble HacTpouku B crucke BbecnpoBogHOW peXxum
3a7aH PeXUM, MOIEpKUBAIOIINN ycTporicTBa ctanaapra 802.11n.

Ayrentudukamus 1o TexHosoruu WPA ¢ ucnonb3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Ayrentu¢ukamus no texaomorun WPA ¢ ucnonb3oBanmem PSK-
KJTIOYa.
WPA2 Aytentudukanus mo TtexHomormn WPA2 ¢ wucmonb3oBaHHEM

RADIUS-cepgsepa.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoliika noBToputens

Tun ayTeHTUdpUKauumn OnucaHue

WPA2-PSK

Ayrentu¢ukarnus no texnomorun WPA2 ¢ ucnonb3oBannem PSK-
KJTFOYA.

WPA/WPA2 mixed

KomOunupoBanublii TN ayreHTHukanuu. [Ipum BbIOOpe TaHHOTO
3HA4YeHUs K OSCIPOBOAHON CETH MOTYT IMOJKIIOYATHCS YCTPOMCTBA,
ucnonp3yrormue Tun ayreHtHdukanuun WPA, u  ycTpoiicTBa,
ucnosnb3ytorue Tun ayreHtudukany WPA2.

WPA-PSK/WPA2-PSK
mixed

KomOunmpoBanHubiii Tvn ayrentudukanuu. [Ipu BeIOOpe AaHHOTO
3HAYCHUSI K OSCIIPOBOJHOM CETH MOTYT MOJAKJIIOYAThCS yCTPOMCTBA,
ucnonp3ytorue Tun ayreHrupukanuu WPA-PSK, u ycrpoiictsa,

ucnone3yiorue tur ayrentudukanmn WPA2-PSK.

Jlns wucnonb3oBanus tunoB ayreHtudukaimn WPA, WPA2 u WPA/WPA2 mixed
B  Heobxomumo Hanmuyre RADIUS-cepsepa.

[Tpu BeIOOpE 3HayeHuss Open, WEP-64 wiu WEP-128 B cnincke CeTeBasi ayTeHTUdMKaLmA
Ha CTpaHUIIC OTOOPAXKAIOTCS CIENYIOIINE HACTPOWKH (HEHOCTYIHBI JUISI PEXHUMOB pabOTHI

OecTpoBOTHOM CeTH, moaaep)uBaronux ctanaapt 802.11n):

HacTpoikun besonacHocTH

CeTeran ayTeHTUUKALIMA

Open

@ BxounTL WMdporaHue WEP

Tun WEP-lwundpoBsaHng

WEP-64 =

Hor\-.ep K43 N0 yMOAYaHWD

3 v

17 Kntou wmndposaHus WEP kak HEX

PucyHok 46. 3Ha4eHue Open 8 packpbiearowiemcs criucke Cemeeasi aymeHmugbukayus.
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MapameTp OnucaHwme

Tonvko Ons muna aymenmugurayuu Open.

YroOr! aktuBUpoBats WEP-mmmdpoBanne, cIBUHBTE IEPEKITIOYATENb

Bknounte BrpaBo. [lpu 3ToM Ha cTpaHHIle OTOOPA3ATCS PACKPHIBAIOIINECS
wucppoBanne WEP | cryckn Tun WEP-wudgpoBanus u Homep knioya no
yMon4yaHuio, nepekitouarens Krtow wmndpposaHma WEP kak
HEX u yetsipe nons Knroy wndposaHus.

Tonvko onss muna aymenmughuxayuu Open.
Tun WEP-mmudpoBanus ¢ ymmHoM kimoda 64 nim 128 6ur.

Bribepute 3nauenne WEP-64, 4ro0bl 3ai1aBath KIFOYH JTHHOH 5
ASCII-cumBosnoB uinu 10 HEX-cumBosos.

Tun WEP-wudpoBaHus

Brioepure 3naueane WEP-128, uro6s1 3anaBare kimtoun mmHO# 13
ASCII-cumBosnoB unu 26 HEX-cumBosios.

Howmep kntoya no Howmep ximoua (ot 1-ro 10 4-10), KOTOPBIA OyAET HMCIIOIB30BATHCS
yMon4yaHuio st WEP-mudpoBanusi.
Knrou wundpoBaHus CaBUHBTE MepeKIIoYaTesh BIIPABO, YTOOBI 3a7aTh
WEP kak HEX MISCTHAIIIATCPUIHOES YHCIIO B KAYeCTBE KJIFOYa JUIsl IH(POBAHUS.

Kniou wndposaHms Kntoun nns WEP-mmdposanus. Ilpu mudpoBanun ucnonb3yercs

(1-4)

KJIFO4, HOMEpP KOTOPOTO YKa3aH B pacKpbiBaromieMcs ciucke Homep
Krntoya no ymon4yaHuio. Heo6xonumo 3amonHUTh BCe MOJIs.
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PyKOBO,ElCTBO nonb3oBarens

HacTtpoliika noBToputens

ITpu Beibope 3uaucHus WPA-PSK, WPA2-PSK win WPA-PSK/WPA2-PSK mixed na
CTpaHHMIIE OTOOPAKAIOTCS CIICAYIOLINE HACTPOIKH:

HacTponkun besonacHocTu
Cerepan ayTeHTUKUKALMA

WPA2-PSK v

Maponk PSK*

Tun wrdposaHua™

TKIP v

Nepios, 0BHOBAEHIA FPYNNOBOrD KNHIUA {Cek)*

3600

PucyHok 47. 3HavyeHue WPA2-PSK 8 packpbigarowemcsi criucke Cemeeasi aymeHmudgpukayusi.

MapameTp OnucaHue

Maponb PSK

[Mapons st WPA-mmgpoBanus. Ilapoas MoXeT cOCTOSATH U3
udp, JATUHCKUX OYKB BEPXHETO M HM)KHEIO PerucTpa M JApyrux
CHMBOJIOB, JIOCTYITHBIX B @MEPUKAHCKOM PACKIIAKE KJIaBUATYPHI .

Tun wudpoBaHus

Mexanusm mmdpposanus: TKIP, AES umun TKIP+AES.

NMepuon o6HOBNEHUA
rpynnoBoro Krnk4a

[lepuon BpemeHu (B CEKyHHIax),
TCHEPUPYETCS HOBBIA KIIHOY il MIM(POBAaHUS 1O TEXHOJIOTHU

0 HCTCUCHHH KOTOPOIro

WPA. Ecaiu B nmanHOM monie ykazaHo 3HadeHwe O, K04

OOHOBJIATHCS HE OyJIeT.

2 0-9, A-Z, a-z, npoGen, !"#$%&'()*+,-./;<=>2@[\]* "{

b~
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ITpu BeiOope 3nauenuss WPA, WPA2 unu WPA/WPA2 mixed Ha crpanuie oToOpa)karoTcs
CIIEAYIOIINE HACTPOMKHU:

HacTpoliku 6e3onacHocTun

CereBan ayTeHTUKUKALMA

WPA2 v

1 WPA2 MpeaBapuTeNbHan ayTeHTUGUKaLUA

IP-agpec cepBepa RADIUS*
192.168.0.254

MopT RADIUS cepeepa™
1812

RADIUS KU LWKGPOBAHUA®

dlink

Tun widpoBaHuA™

AES M

Mepuog 06HOBNEHWA FPYNNOBOTO KNkYa (cek)*

3600

PucyHok 48. SHayeHue WPA2 e packpbigarouiemcs criucke Cemeesass aymeHmudgpukayusi.

MapameTp OnucaHue

CaBuHBTE TIEpEKIIOYaTeNlb  BIPABO, YTOOBI aKTUBUPOBATH
NpEeABapUTENbHYI0 ~ AyTEHTH(UKAIUIO IPU  HCIOJIL30BAHUH
texHonorun WPA2 (otobpaxkaercs tonbko aiast Tunos WPA2 u
WPA/WPA2 mixed).

WPA2 lNpeaBaputenbHas
ayteHTUpukaums

IP-appec cepBepa

RADIUS IP-azpec RADIUS-cepaepa.

MopTt RADIUS cepBepa | Homep mopra RADIUS-cepBepa.

[Taponb, ucCnonb3yeMblii MMOBTOPUTENEM [JIsi B3aUMOJCUCTBUSA C
RADIUS-cepBepom (3HadeHHE 3TOr0O Mapamerpa OIpEeNeiIeHO B
Hactpoitkax RADIUS-cepBepa).

RADIUS knto4
wucppoBaHuA

Tun wndcppoBaHus

Mexanusm mmdposanus: TKIP, AES unun TKIP+AES.

Mepuon o6HOBNEHUA
rpynnoBoro Krnkw4a

Ilepuon BpemeHu (B ceKyHAax),
TeHEepUpYEeTCs HOBBIM KIIOY sl MIM(POBAaHUS MO TEXHOJIOTHU

Mo HMCTCUCHHU KOTOPOTO

WPA. Ecium B pgaHHOM moje yka3zaHo 3HadeHue 0, Kirod

OOHOBIIATHCA HE OyJieT.

[Mocne 3aganust HeoOXoqMMBIX napameTpoB Haxmute knonky MTPUMEHUTD.
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YnpaBJsieHUe KJIMeHTaMm

Ha crpannne Wi-Fi / YnpaBneHne KnueHTamMm Bbl Moxere MPOCMOTPETh CITHCOK
66CHpOBO,[[HI>IX KIIMCHTOB, IMOAKIHOYCHHBIX K ITOBTOPUTCIITO.

< [loBaenerve Toukn focTyna yrlpaBJ'IEHMe KnMeHTamu

Cnuncok Wi-Fi-knneHToB

MAC-anpec Wma cetw (SSID) OuanazoH YpoBeHb cUrHana

LB -l OBHOBUTE

PucyHok 49. CmpaHuuya 0ns ynpaeneHusi nooKmoHeHHbIMU 6eCripo800OHbIMU ycmpolicmeamu.

Ecnn HeoOXoauMoO OTKIIIOUMTH KaKOE-TMOO YCTPOHMCTBO OT OECHPOBOJHOM CETH, YCTAaHOBUTE
¢naxkok B cTpoke, coaepkameid MAC-aapec OSTOro yCTPOWCTBAa, W HAXMUTE KHOIKY

OTKIIOYUTD.

UtoOb Ha cTpaHuie oroOpaswiack camasi akTyaidbHas wuHpopMamms 00 YCTpOKMCTBax,
HOJIKITIOUEHHBIX K OecrpoBoiHO# cetH, HaxxMuTe kHonky OBHOBUTD.
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WPS

Ha crpanutie Wi-Fi / WPS Bbr MoskeTe akTHBHPOBATh (DYHKIIMIO HACTPOMKH OCCIPOBOIHOM CETH, a
TaKXKe BHIOPATh CIIOCO0 MOAKITIOYEHUS K OECIIPOBOIHON CETH.

Oynkuus WPS mo3BomsieT aBTOMAaTHYECKM HACTPOUTH 3AlUIIEHHYI0 OECIpOBOIHYIO CETh.
YcrporicTBa, TOIKIIOYaeMble K OECIPOBOMHON CETH TOBTOPHUTENS ¢ Momolblo (GyHkmuun WPS,
JIOJDKHBI TIOJJIEPKUBATH JAaHHYIO (DYHKITHIO.

' Oyukims WPS no3Bonser 100aBIaTh yCTPONCTBA TOJBKO K OCHOBHOM O€CIIPOBOIHOM CeTH
B [OBTOPUTEIS.

JIi1s vicrionib30BaHus 3TON (QYHKIMKM HEOOXOIMMO 3apaHee 3a/1aTh Ui OCCIPOBOIHON CETH
TUn cereBoi ayreHtudukanuu Open ¢ BoikmodeHHbIM mmudpoBanrneM, WPA-PSK wiu
WPA2-PSK ¢ wmeronom mmdpposanus AES uin WPA-PSK/WPA2-PSK mixed ¢
metonoM tudpoBanus AES wiun TKIP+AES. Eciau 3amanbl Apyrue HAcTPOWKH
0e3omacHOCTH, dreMeHThl cTpanuibl WPS HenocTymHbL.

( KoHdourypauus

Ynpasnenve WPS WNHdopmauns
. Brniounts WPS Cratyc WPS: CKOHMIYPUPOBaHD
PIN-koQ No yMOM4YaHuo: 12345670
Mms cetn (SSID): my wi-fi
Cetesas ayTeHTMMKaLMA: WPAZ-PSK
LWndposaHue: AES
Mapone PSK: 12345670

OBHOBWUTb CBEPOCHUTb KOHOWIYPALIMKO

PucyHok 50. CmpaHuua 0ns Hacmpouku ¢yHkuuu WPS.

Yto0s! akTuBHpOBaTh (yHKIKI0 WPS, ciBuHbTe nepekitouarens Bknounte WPS Brpaso.
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DAP-1325 becnposogHon nostoputens N300
PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

Ecnu ¢pynknuss WPS aktuBupoBaHna, Ha cTpaHuiie noctynex pasaen MHdopmaums.

MapameTp OnucaHue

Cocrosiane ¢pynkuuu WPS:

* CKoHdurypupoBaHO  (3agaHbl  BCe  HEOOXOAUMBIE
HACTPOWKM, OSTH HACTPOHKH OyAyT WHCIOJIB30BAHBI TPHU
YCTaHOBKE OECTIPOBOHOTO COETUHEHMS),

Cratyc WPS
* He ckoHdurypupoBaHo (rniocie aktuarmu GpyHknua WPS

Ha3BaHWE CeTH W K04 MmudpoBaHus OyayT 3aJaHbI

ABTOMAaTU4YCCKH, THUII ceTeBon aYTeHTI/I(l)I/IKaLII/II/I N3MCHUTCA HA
WPA2-PSK).

PIN-kon mnosroputend. JlaHHBIA DapamMeTp HCIOJIB3YeTCA IIPU
PIN-koa no ymMON4YaHWIO | MOJAKIIOUYCHUH TMOBTOPUTENS] K  YCTPOMCTBY-pErHCTpaTropy i
3amanus napameTpoB GpyHkmm WPS.

Umsa cetn (SSID) Ha3zBanue ceTu MOBTOPUTEIIS.
CeTteBas . .
Tumn cereBoii ayreHTU)UKALINY, 3aJaHHBIN JJIS1 CETH TIOBTOPUTEJIS.
ayTeHTU(pUKauua
lWncpoBaHue Texymuii TN mWUppPOBaHUS, 33JaHHBIN JJIS1 CETH TIOBTOPUTEIIS.
Maponb PSK Texymuit mapons mudpoBaHus, 3aJaHHbIN U1 CETH TOBTOPUTEIIS.
Haxmute KHOIKY JUiss OOHOBJICHHS JaHHBIX, MPEICTABICHHBIX Ha
OBHOBUTb : v A 8 peA
JIAHHOMW CTpaHHUIIE.
CBPOCHTL Haxxmure kHOIK cOpoca mapameTpoB (pyHK WPS
MUTE KHOTIKY JUISI napam B ()YHKIIUHU :
KOH®UIYPALIMIO Y AU COPOCH TAPHMETROB Y
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PykoBogcTteo nonb3oBatens HacTtpoiika noBTopuTtens

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHnmepgbpelica

Jis mopakiroueHus K OCHOBHOM OecripoBoaHOM cetn ¢ momomsio meroga PIN ¢ynkumm WPS

BBIITOJIHUTEC ICPCUUCIICHHBIC HUXKC I[GﬁCTBHSI.

1.

2
3.
4

7.

Casunbte nepeximodaresis Bknrounts WPS Brpaso.
B paznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEOAUHEHMUE.
B otkpeiBmemcst okHe B packpbiBaromemcs ciucke WPS-meTop soidepute 3nauenue PIN.

Beibepute wmeron PIN B mporpammHOM obecriedeHUM OECIpOBOJHOTIO YCTPOICTBA,
HOJIKJIF0YaeMOro K OeCIIpOBOTHOM CETH.

HaxmMuTe COOTBETCTBYIOILYIO KHOIIKY B HPOTPaMMHOM OOECHeueHHH OecrpOBOIHOTO
yCTPONCTBA, MOJKIIIOYAEMOT0 K OECITPOBOTHOM CETH.

Cpa3zy BBenute PIN-kom, yka3aHHBIM Ha KOPITyCE MOJKIHOYAEMOT0 YCTPOWCTBA WJIM B €rO
nporpaMMHOM obOecrieuenuu, B iosie PIN-koA,.

Haxxmure knonky COEQUHUTD B web-untepdeiice mosropures.

Jlns moakiroYeHUs K OCHOBHOM OecmpoBOaHOM ceTu ¢ momonisio Merona PBC ¢ynakumm WPS
BBITIOJTHUTE TIEPEUNCIICHHBIE HUXKE IEHCTBUSI.

1.
2.

CnBunbte nepekittodarens Bknrounts WPS Brpaso.
B pasznene YnpaBneHune WPS naxmure knonky YCTAHOBUTb COEOAUHEHMUE.

B orkpsiBieMcst OkHe B packpbiBatoiiemcsi cnimcke WPS-MeTop BeiOepute 3HaueHHE

PBC.

Bribepure metonq PBC B mporpaMmmHOM obOecnieueHMH O€CIpOBOJHOTO yCTPOMCTBA,
MOJIKITI0YaeMOT0 K OECITPOBOIHOM CETH.

Haxxmute COOTBETCTBYIOILIYIO KHOINKY Ha KOpIyCe WM B INPOTrPAMMHOM OOECTeueHHH
0ecTpOBOAHOTO YCTPOKUCTBA, MOAKIIOYAEMOr0 K OECTIPOBOHON CETH.

Cpasy naxxmute knonky COEAUHWUTDb B web-unrepdeiice moBropures.
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PykoBogcTteo nonb3oBatens HacTtpoiika noBTopuTtens

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdgelicy

Bb1 Mmoxete ucronb3oBath GyHKH0 WPS, He oOpamiasch k web-untepdeiicy moropurens. s

3TOr0 HEOOXOAUMO HACTPOUTDH MOBTOPUTEIH COOTBETCTBYIOIIMM 00pPa30OM.

1.

3amaiiTe COOTBETCTBYIOIIHME HACTPOMKM O€30MacHOCTH i OECIpPOBOJHOW  CETH
MTOBTOPHUTEISI.

Casunbte nepexioyarens Bkrnrountb WPS sropaso.

CoxpaHuTe HACTpOWKH M 3aBepimiutre paboTy ¢ web-uHTepdeiicom noBTOpUTENS (B
yBenomiieann 00 m3MeHenun Haxmute kHOoky COXPAHWUTD, a 3arem HaxMute Ha
CTpOKy MeHi0 BbINTN).

Bnocnenctun Bl MoxkeTe 100aBisATh yCTpoiicTBa B OECTIPOBOJHYIO CE€Th MPOCTHIM Ha)kaTueM Ha

kHonky WPS noBTopurens.

1.

Breibepute meron PBC B mporpaMmHOM obecrneueHuH O€CHpPOBOJHOTO YCTPOMCTBa,
HOAKIIIOYaeMOro K OECIIPOBOHOM CETH.

HaxxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpITyce HJIM B IMPOrPaMMHOM OOECIICYEHUHU
0ecIpoOBOJJHOTO YCTPONCTBA, MOJKII0YAEMOTr0 K OECIIPOBOTHOM CETH.

Haxwmure xnHonky WPS mnoBroputens wu ornycture. CBETOIMOIHBIM  MHIUKATOP
ITnranne/WPS nHauneT Murars.
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PyKOBO,D,CTBO nonb3oBarens

HacTtpoliika noBToputens

WMM

Ha crpanutie Wi-Fi / WMM Ber mokete aktusupoBars Gyukiuio Wi-Fi Multimedia (WMM).

Oynknus WMM peanusyer mexanu3m QoS mist GecripoBomHbIX coenuHeHud. OHa IMO3BOJISET
yIy4YlIUTh KauyecTBO Imepenaud JaHHbIX 1o Wi-Fi-cetm 3a cuer Ha3HaueHHs MPUOPHUTETOB

pa3IMyYHBIM TUIAM Tpaduka.

YroOb1 BKIHOUNTE GyHKIMIO WMM, caBuHbTe Niepekitoyareb BKMOYNTL BipaBo. [Ipu 3ToM Ha
CTpaHuIle 0TOOpakaroTCst pasaeisl Todka goctyna u CtaHuus.

< lr'|H¢|D|:Ih-|aLLI-1!F| O cUcTEME

® swounTs

Touka goctyna

AC
BK
BE
VI

Vo

B

u PECKOMCHAYCTCA MCHATH HACT [QOﬁKH, OMPEACJICHHBIC MO YMOJYAHUIO.

AIFSN CWMin CWMax

7 3 1023

PucyHok 51. CmpaHruua 0nst Hacmpouku ¢yHkuuu WMM.

CUCTEME 3aJIaHbI

TXOP  ACM

47  off

ACK

off

off

off

off

CraHumsa

AC

BK

BE

VI

Vo

AIFSN

BCE HEOOXOOMMBIE IIapaMeETPEI

CWMax

1023

1023

15

JISL

TXOP  ACM

47  off

ki WMM. He

Oynkuus WMM no3Bosisier Ha3HAa4YaTh MPUOPUTETHI ISl YeThIpeX Karteropui poctyna (Access
Category, AC):

*  BK (Background, ¢honoswiii pescum) — Tpaduk ¢ HU3KUM MIPHOPUTETOM (3a7aHUS HA 11€YaTh,

3arpyska ¢aiisos, np.);

* BE (Best Effort, nyuuee kauecmeo u3z 603m02cH020) — TpahuK OT YCTapEBIIUX YCTPOWCTB

WIN YCTPOMCTB U NPUIIOKEHHH, KOTOpbIE He MOANepKUBAIOT GyHKIUIO QOS;

* VI (Video, nepeoaua suoeo);

* VO (Voice, nepeoaua 2onoca).

[TapameTpbl KaTteropuii AOCTyIa ONPECNICHbl KaK JJIsi caMoro moBToputelns (B paszene TouKa
[OCTYNa), Tak U Juisi OCCIPOBOIHBIX YCTPOUCTB, TOAKIFOYCHHBIX K HeMY (B paznene CTaHUuMA).

CtpaHuua 64 n3 96
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PyKOBO,ElCTBO nonb3oBarens

HacTtpoliika noBToputens

YroObl M3MEHHUTH MapaMeTpbl KAKOW-TMOO KaTeropuu AOCTYIA, BBIOEPUTE COOTBETCTBYIOIILYIO

CTPOKY MW HaXMUTE JICBYIO KHOIIKY MBIIIH. B OTKPBIBHIEMCA OKHE H3MCHHUTC H606XOI[I/IMBIG

apaMeTpBhl.

PegakTupoBaHue

TOYKW fOCTyna:
Background

AIFSM#*

T -
CWMin

3 -
CWhax

1023 -

TXOP*

ACM

ACK

COXPAHWUTE 3AKPbITE

PucyHok 52. OkHo 0t usmeHeHusi napamempos chyHkyuu WMM.

MapameTp OnucaHue

AIFSN

Arbitrary  Inter-Frame  Space  Number —  koaghguyuenm
NePEMEHHO20 MENHCKAOPOBO2O UHMEPBAILA.

OTOT mapaMmeTp BIMSIET Ha BPEMEHHYIO 3aJ€pKKy JUIsl JTaHHOM
KAaTeropuu AocTymna. Yem MeHbIIE 3HAYEHUE JAaHHOTO MapaMmeTpa,
TEM BBILIE IPUOPUTET KATETOPUH JOCTYTIA.

CWMin/CWMax

Contention Window Minimum — MuHumanibHulii pamep OKHA
KOHKYPEHmHO20 00Cmyna.

Contention Window Maximum — maxcumanvhwilli pazmep OKHA
KOHKYPEeHMHO20 00Cmynd.

DTH MapaMeTphl BIMSAIOT Ha BPEMEHHYIO 3aJCPXKKy UIS JaHHOM
kareropun goctymna. 3Hadenue nons CWMax He 10mKHO OBITH
MmeHbie 3HadeHus mojasi CWMin. Uem MmeHbllie pasHHIIa MEXITy
sgauenueM nonss CWMax u 3nauenuem noins CWMin, tem Beime
MPUOPHUTET KaTETOPUH JOCTYyIIA.

TXOP

Transmission Opportunity — 803MOX*CHOCMb Nepedayu OAHHBIX.

YeMm Oorplie 3HAUYCHHUE JAHHOTO MapamMeTpa, TEM BBIIIE TPHOPUTET
KaTeropuu J0CTyHa.
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PykoBoACTBO nonb3oBaTens HacTtpoiika nosTopuTens

MapameTp OnucaHwue

Admission Control Mandatory — obs3amenvhbiii KOHMPOIL OONYCKA.

ACM Ecnmu mepexirouarenb COBUHYT BIIPABO, YCTPOMCTBO HE MOXKET
WCTIOJIb30BaTh JAHHYIO KaTeTOPHIO TOCTYTIA.
Acknowledgment — noomeepoicoenue npuema.
Peakiusi Ha 3ampochl OTKIMKAa BO BpeMs IepeJaddl JaHHBIX.
OTtoOpaskaeTcst TOJBKO B pa3zierniec TOYKa AocTyna.

ACK

Eciu NEPCKIOYATC]/Ib CABUHYT BJICBO, IIOBTOPUTCIIL OTBCHACT Ha
3aIIpOCHhI.

Ecnmu mepekiovaTtensb CABHHYT BIIPAaBO, MOBTOPHUTEIh HE OTBEYAET
Ha 3arpocCHI.

Haxxmute kHonnky COXPAHUTD.

Yro0Ob! oTKIII0UNTh ByHKIIMIO WMM, caBrHbBTE nepekiodaresis BKNHOYMTB BieBo.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

KnueHT

Ha crpanutie Wi-Fi / KnneHT Bbl MokeTe HAacTpOWTH YCTPOMCTBO B KadeCTBE KJIMEHTa IS

MNOJKIIOYCHUS K 66CHpOBOI[HOI>i TOYKE JOCTYIIA.

{ WMm KnueHt

. Brnounte
' Bewats GecnpoBogHyio cetb 2.4 Ty

MogknioyeHne K CeTh

BrifipaTk ceTk U3 cnucka -

NPUMEHUTD

BGCI'IpOBO,EI,HbIe ceTun OBHOBHTL CMUCOK

Wma cetn (SSID) Hactpoiku GesonacHocTu Kanan YacTtota
5 DIR_822C1A-7819 [WPA2-PSK] [AES] 9 24TTy
[WPAZ2-PSK] [AES] 1 240Ty

b DIR_822C1A-9414

PucyHok 53. Cmparuya 05151 HacmpoUKU Mo8mMopumersisi 8 Ka4ecmee KiiueHma.

YroObl HACTPOUTH YCTPOIMCTBO B KAUeCTBE KIIMCHTA, CAABUHBTE MEpeKiIroYaTesib BKNIOUYMTB Bripago.
[Ipu 5TOM Ha cTpaHHIIe OTOOPAKAIOTCS CIIEAYIOIINE dJIEMEHTHI:

MapameTp OnucaHune

Ecnu mepexirouarenis CIABHHYT BJIEBO, YCTpOICTBA HE MOTYT
Bewartb 6ecnpoBoaHyto| nozakirouatees k Wi-Fi-cetn nosropurenst. [Ipi 3ToM MOBTOPUTENH
cetb 24Ty MOJKET TOJKJIUYaThCs K APYrodl Touke poctyna B kadectBe Wi-Fi-

KJIIMCHTA.

MoaknroyeHue Kk cetn | Criocod MOAKIIOUCHHUS K IPYroi TOYKE J0CTYTIA.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

B pasmene BecnpoBoAHble CETU 0TOOpa)kaeTcsi CIUCOK JOCTYIHBIX OCCIPOBOHBIX CETEHl.
YToObI Ha CTpaHUIE O0TOOpA3WIIach camasi akTyallbHass WHPOpMAIUs O AOCTYIHBIX OECIPOBOIHBIX
ceTsiX, HaxmuTe KHonky OGHOBUTbL CMMUCOK.

YroObl MOJKIFOYATECS K KAKOH-THOO CETH W3 CIHCKA, BBIACIUTE HEOOXOMUMYH ceTh. CIBUHBTE
nepekitodarenb [lapameTpbl ceTU BmpaBo, uTOOBI B OKHE OTOOpasmiach Oosiee MoapoOHas
UH(POPMAITUS O CETH, K KOTOPO# MOAKIIOYACTCS TOBTOPUTENb. ECIM I MOAKITFOUCHHS K 3TOH CETH
HY’KEH 1apoJib, BBEUTE €ro B cooTBeTcTBYIOMIee moje. Haxxmute knonky MOOKITKOUYUTBLCA.

Y100l MOAKIIOYNATHECS K CKPBITOM CeTH, B pacKphiBaroineMmcs crucke lNoaknioveHue K cetu
BeIOepuTe 3HauYeHHe MOAKNIOYUTBLCA K CKPbITOM CeTU. Beeaute Ha3Banue cetd B moje Ums
cetn (SSID). Eciiu HeoOxoaumo, 3amnonuute noine BSSID. 3arem BbiOepuTe HEOOXOMUMBIN THII
ayreHtudukanuu B cnrcke CeTeBas ayTeHTUdMKaums.

Jns tunoB cereoii ayrentudukanu Open, WEP-64 1 WEP-128 na crpanwuie orobpaxarorcs
CJIEAYIOIINE HACTPOMKH:

MapameTp OnucaHue

Tonvko Ona muna aymenmudghuxayuu Open.

Uto0mI aKTUBUPOBATH WEP-umdposanue, CIBUHBTE

Bxniounte HepeKIoYaTenb BOpaBo. [Ipu 3TOM Ha CTpaHHIE OTOOPAKAOTCS
wudpposanne WEP | nickprisatommecs crmcku Tun WEP-wimndpoBanua u Homep
KJ1lo4a no ymMorn4aHuo, nepekimodarens Knrod wungppoBaHus
WEP kak HEX u uetsipe nosis Knroy wundpoBaHus.

Tonvko onss muna aymenmugurayuu Open.
Tun WEP-mmudpoBanus ¢ qnmuaoi 64 nau 128 Our.

Tun WEP-wudbposaHus Bri6epure 3nauenne WEP-64, uto0Ob1 3amaBarh KIIO4M JUTMHOH 5
ASCII-cumBonoB win 10 HEX-cumBonos.

Brioepute 3nauenne WEP-128, uto6s1 3agaBars kimtoun mnHOM 13
ASCII-cumBosos uinu 26 HEX-cuMmBomoB.

Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbIi OyIeT HCHOIB30BATHCS
yMOmn4yaHuio s WEP-mudpoBanus.
Krnou wudcpoBaHus CnBunbTe NepeKoyaTesb BIIPaBo, Y9TOOBI 3a]1aTh
WEP kak HEX [IECTHAANATCPUYHOE YKMCIIO B KAUECTBE KITFOYA JIJISl TU(PPOBAHUS.

Kmtoun nns WEP-mudposanus. [Ipu mmdpoBaHuu ucmonb3yercs
KJIFOY, HOMEp KOTOPOTO YKa3aH B packpeiBatoiiemcs cimcke Homep
Kro4Ya no yMonyvaHuro. HeoOXoaiMMo 3aroHuTh BCE MOJIS.

Knoy wudcpoBaHus
(1-4)
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PykoBoACTBO nonb3oBaTens HacTtpoiika nosTopuTens

Juns tunos cereBoit ayrentudrkanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTpaHHIE OTOOPAKAIOTCS CIEAYIOIIUE OIS

MapameTp OnucaHwue

Maponb PSK [Mapons qist WPA-mmdpoBanus.

Tun wudpoBaHus Mexanusm mmdposanus: TKIP, AES nin TKIP+AES.

[Mocne 3ananust napamerpoB Haxmute kHonky MPUMEHUTD.

[Tpu monkiroueHMH K OECHpPOBOJHOM TOUKe JOCTyna KaHan OecmpoBoaHoil cetm DAP-1325
ABTOMATUYECKH MEPEKIIFOUNTCS Ha KaHAJI TOM TOYKH JOCTYIIA.

B CJIydac YCIICIHHOI'O IMOAKIOYCHUA CTPOKa CETHU, K KOTOpOI‘/'I MNOAKIIFOYCH IIOBTOPHUTCIIb, 6y,I[CT
BBIACIICHA FOHyGBIM OBCTOM.

Kpome Toro, Ha ctpanuiie otoopasutcs pazaen UHpopmaums o noaknoveHUmn, B kotopom Bel
CMOXETE MOCMOTPETh CTATYC MOAKIIOUCHHS K CETH U OCHOBHBIC €€ MapaMeTPhI.
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PykoBofcTBo nonb3osatens HacTpoiika nosToputens

N ONOJIHUTENIbHO

Ha crpanune paszgena Wi-Fi / [JononHMTeNbHO Bbl MoXeTe ONPEaCTUTh JOMOJHUTEIbHBIC
napameTpsl, BIUsoLIMe Ha paboTy Bameil GecipoBoaHOM ceTH.

HsmeHeHus napaMeTpoB Ha ﬂaHHOﬁ CTPAaHUIC MOI'YT OKa3aTb HCTATHBHOC BJHAHHWC Ha

B Bamy 6ecripoOBOIHVIO CETb.

< Knvenr HononHutensHo

WnprHa kanana Beacon nepuog®

40MHz - 100

TX MOWHOCTE RTS nopor*
100 - 2347

BG zawmTta Frag nopor*
Auto - 2346

Short G DTIM nepwog*
BrniounTe - 1

Station Keep Alive*

0

PucyHok 54. Cmpa+uuya dorosiHumersnbHbIX Hacmpoek 0515 6ecripogodHoU cemu.
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PykoBoacTBo nonb3oBarens HacTtpoiika noBTopuTtens

Ha CTpaHUIEC MPEACTABIICHBI CJICAYIOMIUC SJICMCHTBI:

MapameTp OnucaHue

[[Iupuna xanana ans ycrpoiicts cranaapra 802.11n.

20MHz - ycrpoiictBa cranmapra 802.11n paboTtaroT Ha KaHallax

mupuHoi 20 MI'w.
40MHz — ycrpoiicta cranmapra 802.11n paboTtaroT Ha KaHallax
mupuHoit 40 MI'w.

lupuna kanana 20/40MHz - - ycrpoiictBa cranmapra 802.11n paboTaroT Ha

kaHanax mupuHOoH 20 MI'm m 40 MIn (xaHan oObeauHSIETCS C
MIPEIIECTBYIOLUIMM CMEKHBIM KaHAJIOM).

20/40MHz + - ycrpoiictBa cranmapra 802.11n paGortaroT Ha
kaHanax mupuHoi 20 MI'nm u 40 MI'm (kaHan oObenuHseTcs co
CJIETYIOIUM CMEXHBIM KaHAJIOM).

TX mMowHoCTb MorurHocTh nepenaTurka (B IpoIeHTax).

@OyHKIMA 3amuThl  ycTpoilctB cranmapta 802.11b u 802.11g
UCTIONB3YeTCA Ui YMEHBIICHUS KOJIMYECTBA KOH(IMKTOB MEXTY
ycrpoiictBamu Baieit 6ecripoBoHO# ceTu.

Bo3MmoxHEIE 3HAYEHUA:

Auto - (QyHKIUS 3amMUTBl  BKJIIOYAETCS U BBIKIIOYACTCS
BG sawuTa aBTOMAaTMYECKU B 3aBUCUMOCTH OT COCTOSIHUS CETH (PEKOMEHAYETCH,
ecim B Bameit cetm ecte ycrpoiictBa cranmapra 802.11b u

ycTpoiictBa ctanaapta 802.11g),

Always On — (yHKIHS 3aIIUTHI BCET/ia aKTHBHA (Takas HaCTpOMKa
MOXXET CYIIECTBEHHO CHU3HUTH MPOU3BOAUTEIHLHOCTh OECIPOBOIHOM
CeTn),

Always Off — pyHKkIus 3amMTh BCeria HEaKTUBHA.

3amuTHRIA MHTEpBan (B HaHOCeKyHAax). JlaHHbBI mapamerp
ONpesesieT MHTEpPBAI MEXAY CHMBOJAMH, IEpPEeIaBaeMbIMU IIPU
B3aUMOJICHICTBUY TIOBTOPUTEIIS C OECIIPOBOJHBIMH yCTPOUCTBAMH.

BKNOYUTbL — NOBTOPUTEIb HCIOIb3YeT KOPOTKUHN 3allUTHBIH
UHTEpPBaJ, MPONOJKUTEIBHOCTh KoTOporo cocrasisier 400 Hc.
Short Gl Tombko  ans  pexUMOB  paboOThl  OSCIIPOBOJHOW  CETH,
TTOJTEPKUBAFOIITAX CTaHAAPT 802.11n (cm. 3HA4YCHUE
packpeiBatorerocs cnucka BecnpoBoAHON PeXUM Ha cTpaHule
Wi-Fi / OCHOBHbIe HAaCTPOMKN).

3an PeTUTb — IOBTOPUTECIbL MCIIOJIB3YECT CTaH,Z[apTHHﬁ 3al{UTHBIN
HUHTCPBAJI, HPOAOJZKUTCIIBHOCTE KOTOPOT'O COCTABJISICT 800 nc.
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PykoBoACTBO nonb3oBaTens HacTtpoiika nosTopuTens

MapameTp OnucaHue

WHTepBan (B MWIIMCEKYH/aX) MEXJIy OTIPABKOM NaKeTOB s
CUHXPOHHU3AINHN O€CTIPOBOIHOM CETH.

Beacon nepuop

MuHuManpHBIA pa3Mmep ITakera (B Oaiitax JISI KOTOPOro Oymer
RTS nopor pasmep ( ), A p yaI
nepenaBatbes RTS-kanp.

MaxkcuManbHBI ~ pazMep  HepparMeHTHpPYeMoro  (HEIETHMMOro)
Frag nopor nakera (B Oaiirax). [Takersl Gonbirero pasmepa (pparMeHTHPYIOTCS
(pa3buBaroTCsS Ha YacTH).

Ilepuox Bpemenu (B cekyHaax) wMexay ortnpaBkoi DTIM-
cooOuieHust (yBEJOMIIEHUSI O IOCJIEIYIOLEH IHMPOKOBEIIaTeIbHON

DTIM nepwuo . } .
puoA (broadcast) mnm TpymnmoBoi (multicast) mepenade) m mepemaveit
JTAHHBIX.
WutepBann (B CeKyHJax) MEXAy TPOBEPKAMH  aKTUBHOCTH
Station Keep Alive OECIIPOBOAHBIX YCTPOKMCTB, MOAKIIOUEHHBIX K MOBTOpHUTENO. Ecim

3aJaHO 3HaAYCHUC 0, IMPOBEPKa HE BBIMIOJIHACTCA.

[Tocne n3menenus napameTpoB Haxxmure kHonky MPUMEHUTD.
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MAC-cpunbTp

Ha crpanune Wi-Fi / MAC-cpunbTp Ber Mmokete onpenenuts crimcok MAC-aapecoB yCTpOHCTB,
KOTOpbIe OyIyT MMETh OOCTYH K OecmpoBOmHOW ceTd, nub0 3amate MAC-aapeca ycCTpOICTB,
KOTOPBIE HE CMOTYT MOJKIIFOYATHCS K HEH.

< OcHOBHbIE HAGTPOVIKN MAC-CIJI/IJ'Ipr

MAC-dunestp

DAP-XXXX-1350
OTKMYEHo

He cozgaHo Hu ogHoro npaevna ana MAC-dunstpos

Bel moxeTe foBasuTh CBOE NepBoe NpaBMNo Yepes COOTBETCTBYIoWYO dopmy
AOBABUTH

PucyHok 55. CmpaHuua 0ns Hacmpoliku MAC-¢punbmpa 0n1s1 6ecripogodHol cemu.
[To ymomuanuto MAC-punbTp OTKITIOYEH.

YToOBI OTKPBITH OECIIPOBOJHYIO OCHOBHYIO WIIM JIONIOJHHUTEIBHYIO CETh JJIsl YCTPOMCTB, aapeca
KOTOPBIX yKa3aHbl HAa JAHHOW CTPaHUIIC, M 3aKPbITh OCCIPOBOIHYIO CETh U BCEX IPYIHX
ycrpoticTs, B pazaeie MAC-pUNbTP BeIICTUTE CTPOKY CETH U HAKMUTE JICBYIO KHOIKY MBIIIH. B
OTKpBIBILIEMCSI OKHE CIBHHBTE mepekiatodaresns Bknountb MAC-cpunbtp Brnpaso. Ilpu stom
otoOpasuTcs packpeiBaroruiics crnucok Pexum orpaHmvyeHmn MAC-dunbTpa. Bribepure
3nauenue Paspewatb u Haxxmute kHoky COXPAHUTD.

YToOBI 3aKpBITh OCCIPOBOAHYIO CETh JJIsI yCTPOMCTB, aapeca KOTOPBIX YKa3aHbl Ha JIaHHON
CTpaHMIle, B pacKpbiBaromeMcs crnucke Pexum orpaHnyeHun MAC-cdunbTpa BbinenuTe
sHayenue 3anpewaTb u Haxmute KHoky COXPAHUTD.

Haxxmute knonky [JJOBABWUTb, uro6sr no6aButs npasuio st MAC-duisTpa.
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[o6aenexune npaeuna

SS5I1D

DAP-XXXX-1350 v

Ans danwol cemu MAC-unNLmMps! ormKmoyeHBb

*

MAC-ar pec®

Wma yeTpoicTea
® BrnounTs

COXPAHUTb

PucyHok 56. OkHo 0nsi dobaeneHus npasuna MAC-gunbsmpa.

Br1 MmoxeTe 3agaTh CJICAYIOIIUC MapaMETPhI:

MapameTp OnucaHue

BecnipoBogHas ceTh, IS KOTOpOW OyleT JeWCTBOBATh JIAHHOE
SSID npaBuiI0. Beibepute HEOOX0MMMOE 3HAYEHHE B PACKPBIBAIOIIIEMCS
CIIHCKE.

Beegute B mone MAC-aapec ycTpoicTBa, JUIsi KOTOPOro OyaeT

MAC-agpec . N .
ACUCTBOBATh 3alaHHBIN PEXHUM OI'PaHUYCHHU.

HasBanue yctpoiictBa misi ynmoOHOW uaeHTHU(UKAIUU. Moxet

MUma yctponcrtea
OBITH IMPOU3BOJILHBIM.

Ecnm nepexnrodarenb CABUHYT BIIPaBO, NPABWIO AKTHBHO.
BknounTb ChoBuHBTE NEpEKNIIOUaTelb BIIEBO, €CIM XOTHTE OTKIIIOYMTH
JAHHOE TIPABUIIO.

[Mocne 3aganus HeoOxoaMMBbIX napameTpoB Haxmute kHonky COXPAHUTD.

UroObl W3MEHUTH MapaMeTpbl CYIIECTBYIOIIETO MpaBwia, B pasaene ®OUIBLTPbI BbIOESpUTE
HEOOXOAMMOE TPAaBWIO W HAKMHUTE JICBYIO KHOIKY MBIIIKM. B OTKpBIBIIEMCS OKHE W3MEHUTE
HacTpoiiku u Haxxmute kHorky COXPAHUTD.

UroObl ymanuTh Kakoe-au00 MpaBUIIO C JAHHOW CTPaHUIBl, B paszaeic PUNBLTPbl YCTAaHOBUTE
(I1aXKOK, PacIoIOKEHHBIH CJIeBa OT COOTBETCTBYIOIIETO ITpaBwiia, M HaxxmuTe kHonky YOAJIUTDb.
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HononHumernsbHo

B mannom pasaciic MCHIO Br1 moxeTe I[O6aBI/ITB CCPBCPHI UMCH.

DNS

Ha crpanune fJlononHutenbHo / DNS Brr moxere no6aButh B cucteMy cepepbl umeH (DNS-
CepBEPHI).

< MAC-unsp DNS

CepBepbl MMéH IPv4 CepBepbl MMEH IPV6

OOBABWTb CEPBEP NOBABWUTb CEPBEP

He nobaBneHo HWM 0QHOMo XocTa

Bbi MoseTe 006aBWTL CBOIM NEPBLIFA XOCT Yepea COOTBETCTBYHOWYIO hopMy

AOBABWTbH

PucyHok 57. Cmparuuya JononHumensHo / DNS.

DNS-cepBepsl ucnons3ytorest s onpeaenenust [P-agpeca mo uMeHu cepBepa BO BHYTPEHHHX
ceTsaXx uwiu cetu MIHTepHeT.

Ha mannoit CTpaHUuLe Br1 moxeTe BPYYHYIO 3aaTh aApcCa TaKUX CCPBCPOB.

Yto0s! 3amate DNS-cepsep, Haxxmure knonky JJOBABUTb CEPBEP (115 nportokona IPv4 — B
pasnenc CepBepbl uMeH IPv4, mis nporokona IPv6 — B pasnene CepBepbl uMeH IPV6) u
BBeaute IP-anpec DNS-cepsepa. 3atem naxkmute kHonky MPUMEHUTD.

Yrobsl ymanmute DNS-cepBep co cTpaHHMIbI, HAXMHUTE HA 3HaYOK YAANWUTb (*) B CTpOKe ajapeca, a
3areM HaxxmuTe kHonky MPUMEHUTD.

Ecnu HeoOxoaumo, Bbl MoxeTe co3maTh COOCTBEHHBIE apECHbIE PECypCHBIEC 3aIllUCU DNS®. Jlia
storo Haxxmute kHonky [IOBABUTD.

3 Jna toro utoObl kimmeHTHl DAP-1325 mormm ucmons3oBaTe 3TH 3amlHCH, UIS HUX HeoOxomumo 3amath [P-ampec
noBToputens B kagectBe DNS-cepsepa.
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[o6aeneHue xocTa

IP-agpec*

HaspaHue*

COXPAHUTB

PucyHok 58. OkHo dobasneHuss DNS-3anucu.

B mone IP-apgpec 3anaiite agpec ys3na. B nmone HasBaHue 3amaiite qoMeHHOE MM, KOTOPOMY
OyzeT cooTBEeTCTBOBATH 33MaHHbIi [P-anpec. Haxxmure kHonky COXPAHUTD.

YroObl M3MEHHTh MapaMeTpbl KaKOW-TMOO 3alUCH, BBIOEPUTE COOTBETCTBYIOUIYIO CTPOKY B
tabimuue. B OTKpbIBIIEMCS OKHE HM3MEHUTE HEOOXOAUMBbIE MapaMeTpbl M HaXMHUTE KHOIKY

COXPAHUTD.

YroObl yHaiWTh 3alKCh, YCTAHOBUTE (DIaXKOK ClieBa OT COOTBETCTBYIOIICH CTPOKH TaOJIUIBI U
HOXMUTE KHOTIKY YAArNUTb.

[ocrne 3aBepienus padoThl ¢ 3anucsamu Haxmure kHonky MPUMEHUTD.
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Mexcemeseoli 3kpaH

B nannom pasnene mento Bol moxere HacTponts MAC-(QUiabTp MOBTOPUTEIIS.

MAC-cpunbTp

Ha crpannne MexceteBon akpaH /| MAC-counbTp Bbel Moxere HACTpOHUTHh (QUIBTPAIMIO T10
MAC-anpecam 7151 yCTPOHCTB, MTOAKIFOYEHHBIX K TIOBTOPHUTEITIO.

MAC-¢unbTp

Pexim No yMoa4aHno

PazpewnTs

He co3gaHo HW ogHoro npasuna ana MAC-dunetpos

Bl MOxeTe J06aBUTE CBOE NEPEOE MPABUAD UEDE3 COOTBETCTRYHILLYH dopmy

OOBABWTE

PucyHok 59. CmpaHuua Mexxcemeeol 3kpaH / MAC-ghunbmp.

UroObl 3ampeTuTh WM Pa3pelIdTbh JOCTYNl K TMOBTOPUTEII0 M K CETH BBIIIECTOSIIETO
MapIlpyTHu3aTopa, BRIOepUTe HEOOXOMUMOE ICHCTBIE B criucke PEXUM no ymonyaHuio.

Ecnmu Bam HeoOXoamMo Ha3HAuUTh KaKOMY-THOO YCTPOWCTBY OTHENBHBIA PEXHM (DUIBTpanny,
cosmaiire cooTBeTcTBYyIOIIee paBuito. s storo Haxkmute kHonky [JJOBABUTD.

[JlobaBneHue npaBuna X

@ BrounTs npasuno

AencTene

PaspelumTb i

MAC-agpec® -

COXPAHWUTE

PucyHok 60. OkHo OobaeneHus npasuna onsg MAC-¢unbmpa.
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B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOUC MapaMETPhI:

MapameTp OnucaHue

UT0o0b! aKTUBUPOBATH NIPaBUIIO, CIBUHBTE MEPEKIIIOYATEINb BIIPABO.
BknounTtb npaBuno
Y100BI OTKIIIOYUTH MpaBujI0, CABUHBTE IICPCKIITOYATCIIb BIICBO.

HCﬁCTBHe, KOTOPOC BBITIOJIHACT JaHHOC ITPaBHJIO.

3a|'|peTVITb — 3alpemacT AOOCTYII K IOBTOPUTCIHO MU K CCTU
BBILIECTOSALLIETO0 MApLIPYTU3aToOpa I YCTPOWCTBA C 3aJaHHBIM
MAC-aI[peCOM, AaxXe C€CJIIM PCKHUM II0 YMOJIYAaHHUIO pPas3speiaacTt
OencrtBue JOCTYIIL.

PaspewmTb — paspemiaer AOCTYH K IOBTOPHTENI0 M K CETH
BBHIIIECTOSIIIETO MAapIIpyTH3aTopa IJs YCTPOWCTBAa C 3aJlaHHBIM
MAC-anpecom, aaxe €cld PeXUM MO0 YMOJIYAHUIO 3ampeliaet
JOCTYII JUIsl BCEX YCTPOUCTB.

MAC-agpec MAC-aapec ycTpoicTBa, OJKIIOYEHHOTO K IIOBTOPHUTEITIO.

[Mocne 3apanust He0OXoMMBIX apameTpoB HaxkmuTe kHolky COXPAHUTD.

Uro0Obl M3MEHHTH THapaMeTpbl KaKoro-au0do IMpaBuiia, BBHIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B
tabimuue. B OTKphIBIIEMCS OKHE HM3MEHUTE HEOOXOJUMBbIE MapaMeTpbl M HaXMHTE KHOIKY

COXPAHUTD.

UTo0B! yIaluTh MPABHIIO, YCTAHOBUTE (PIIAYKOK CJI€Ba OT COOTBETCTBYIOIIEH CTPOKM TaOIUIBI W
HOXMHTE KHONIKY YAANUTb. Bbl Takke MOXKETe yIaJIUTh TIPABIIIO B OKHE U3MEHEHUS TTapaMeTPOB.
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Cucmema

B mannom pasaciic MCHIO BEI MOXkeTe BBIIOIHUTH CJICOAYIOIINC JIEeHCTBUA:

M3MEHUTh MapoJib Ui JOCTyMa K HACTPOWKaM IMOBTOPHUTEIIS;

BEPHYTb [TOBTOPHUTENH K 3aBOACKUM HaCTPOHKaM;

c/iernaTh pe3epBHYIO KOMUIO KOH(PUTYpaAIlMH TOBTOPUTEIIS;

BOCCTAHOBHTH HACTPONKH U3 KOHPUTYpAITMOHHOTO (haiina;

COXPaHUTh TEKYII[ME HACTPOUKHU B SHEPTOHE3aBUCUMON MaMSITH;

nepe3arpy3uTh MOBTOPUTENb;

M3MEHUTH S3bIK Web-unTepdeiica;

OOHOBHUTH MPOTPAMMHOE 00€CTICUeHHUE TOBTOPUTEIIS;

HAaCTPOUTh ABTOMATUYECKOE YBEIOMJIEHUE O HAIUMYUHU HOBOI Bepcuu 110;
MIPOCMOTPETH KypHaJl COOBITUI U HACTPOUTH Nepeiauy JKypHaja Ha yIaJIeHHbIH y3e;

MPOBEPUTHh JOCTYMHOCTh KaKOro-JIMOO y3l1a CeTH HEMOCPEACTBEHHO W3 web-unrtepdeiica

HaCTPOVKH U yNPABIICHNUS;
OIPENICJIUTh MAPILIPYT 0 KaKOro-JInOo y3ia;
pa3pelmnTh WIK 3a0PETUTH TOCTYM K NOBTOpUTEINO o npotokony TELNET;

HAaCTPOUTH aBTOMATHYCCKYIO CHHXPOHU3AIMIO CUCTCMHOI'O BPEMCHU HWJIM BPYUYHYIO 3a11dThb

JAaTy U BpeM:A OJI1 TIOBTOPUTECIIA.
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KoHcpurypauusa

Ha crpannne Cuctema / KoHdurypauma Brl MokeTe HM3MEHUTH Mapojib YYETHOW 3amucu
aMUHHCTpATOpa Ui JocTyna K web-untepdeiicy moBTOpUTENs U A JOCTyNa K HACTPOMKaM IO
npotokony TELNET, BocCTaHOBUTH 3aBOACKHE HACTPOMKH MOBTOPUTEISI, CO3[aThb PE3EPBHYIO
KOIHIO TEeKYIIeH KOHPUTypalliy WIK BOCCTAHOBHUTH paHee COXpaHEHHYIO KoH(purypanuto u3 daiina,
COXpPaHUTh U3MEHEHHbIE HACTPONKU B PHEPrOHE3aBHUCUMOM MaMsITH, Mepe3arpy3uTh YCTPOUCTBO, a
Tak)Xe U3MEHUTH SI3bIK Web-uHTepdeiica.

< Nuwr KoHdpurypauus 4]
3aBofCcKWe HAacTPORKK
[Nonb3oBaTesb e
JNorud
admin PesepBHaﬂ Komn
lapons* BoccTaHoBUTL
B CoxpaHWTb
MepesarpysuTb
Ak
Pycckuia h

PucyHok 61. Cmparuya Cucmema / KoHghuaypayusi.

Jyist Toro 4TOOBI U3MEHHTH MAPOJIb YYSTHOW 3alMCH aJIMUHUCTpATOpa, B pazzaene MNonb3oBatenb
BBEJIMTE HOBBIM maposib B nons Maponb u lNoarBepxaeHune napons. Mcnonesyiite 1udpsi,
JaTUHCKHE OyKBBI BEPXHETO M HIXKHETO PETUCTpa U APYTUe CUMBOJIBL, IOCTYIIHBIE B aMEPUKaHCKON
packiake knaBuatypsl’. 3arem naxmure knonky COXPAHUTD.

3anOMHHTE WM 3alUIIMTE HOBBIA MapoJib MOBTOpHTENsd. B ciyyae yrepu HOBOro maposs
aIMUHUCTpaTopa Bbl CMOXKETE€ MONYYWTh JOOCTYH K HACTPOWKAM IOBTOPUTENS TOJIBKO
! [I0CJIE BOCCTAHOBJICHUS 3aBOJACKMX HACTPOEK MO YMOJYAHHIO IMPU MOMOIIM annapaTHON
kHonku RESET. Takas mnporienypa YHUYTOXHT Bc€ 3anaHHbie Bamu  HAcTpOWKH
IIOBTOPUTENS.
Jlyist Toro 4yTOOBI U3MEHUTH SI3bIK Web-uHTepdelica, B packpbiBaroieMcs crucke A3bIK BeIOCpHUTE
HEOOX0IMMO€e 3HAUEHHE.

4 0-9, A-Z, a-z, npoGern, "#$%&')*+,-./;;<=>7@[\]* "{

b~
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Taxxe Ha HaHHOﬁ CTpaHUIEC NOCTYIHBI CJICAYIOUINC KHOIIKU:

dnemMeHT OnucaHue

Knomka pnst cOpoca HacTpoeK TMOBTOPUTENS K  3aBOJCKHM
ycTaHoBKaM. Jlpyrum BapuaHTOM cOpoca HAacTpOEK SBISETCS

3aBoAcCKue HaCTPOMUKMU
P ucnonb3oBanue kHonku RESET (cm. pasnen Bepxuas nauens, CTp.

8).

Knonka nans coxpanenuss KoHurypamuu (Bcex MapameTpoB
MMOBTOPUTEJS) HA JIOKAJTLHOM JIMCKE KOMIbIoTepa. PesepBHas Komus
PesepBHas konusa .

HAcTpoek OyAeT HaXOIUThCS B Mallke 3arpyKeHHbIX (aitnos Bamiero

Opay3zepa.

Knonka myis BeiOOpa paHee coxpaHeHHOW KoHpurypamuu (Bcex
MapaMeTpoB MOBTOPUTEINSI) HA JIOKAIBHOM JHMCKE KOMIBIOTEPA U €€
BoccTtaHoBUTH N
3arpy3ku. HaxMuTe KHOTIKY M CIIeTyHTe WHCTPYKITUSM THAJIOTOBOTO

OKHa.

Knomnka JJIA COXpAaHCHUA HACTPOCK B 3HepI‘OHe3aBI/ICI/IMOI71 IIaMsATH.

HOBTOpI/ITeJ'H) COXpaHACT HU3MCHCHHUA HACTPOCK aABTOMATHYCCKH.
CoxpaHutb Eciu u3MeHEHHbIE HACTPONMKH HE COXPAHCHBI ABTOMATHUECKH, B
[PAaBOM BEPXHEM YIIy CTPaHMIBI OTOOPAa3HTCS COOTBETCTBYIOIIEE
yBEIOMIICHHE.

Knonka mns mepesarpysku ycrpoiictBa. [lpu mepesarpyske Bce

MepesarpysnTtb .
HECOXPAaHEHHbIE HACTPOUKH OYy/IyT yTEpSHBI.
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OobHoBneHue MO

Ha ctpanune Cuctema / O6HoBneHue MO Brr MokeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOC
obecrieueHre MOBTOPHUTENIS, a TAKXKE HACTPOUTH ABTOMATUYECKYIO MPOBEPKY HATHYIHsT OOHOBICHUI
st [1O ycerpoiicTBa.

OOHoBienrie BHyTpeHHero 1O moBTOpUTENS PEKOMEHIYETCS BBIMOIHATH TOIBKO HPHU
| IPOBOJHOM MOJAKIIOYCHUHN TOBTOPHUTEIISA K KOMIILIOTCPY.

{ TP-dunsTp O6HoBneHue MO

JIokanbHoe YnaneHHoe obHoBJIEHME
OﬁHOBJ’IEH ne Anpec cepeepa obHoBAEHWA

fwupdate.dlink.ru

BbIEPATb OAWN... Daiin He BbibpaH @ Asromatvueckn nposepsTL 06HOBNEHUS

NPOBEPWUTb OEHOBNEHWA NPUMEHWUTb HACTPOWKHW

PucyHok 62. Cmpa+uya Cucmema / O6HoeneHue [10.

Tekyiyro Bepcuto BHyTpeHHero [10 ycTpolicTBa MOXKHO TOCMOTpeTh Ha ctpanuiie UHdpopmaums
O cucTeme.

[Io ymomuaHui0O B cHUCTEME HAcCTPOEHA aBTOMAaTWYecKas IpOBEpKa HalIWuus OOHOBIECHUN
BHyTpeHHero 110 moBroputens. Ecian oOHOBIIEHHE MOCTYIHO, B MPAaBOM BEPXHEM YTIIy CTPAaHUIIBI
0TOOpa3UTCs COOTBETCTBYIOLIEE YBEIOMIICHHUE.

YToObl OTKIIOYUTh ABTOMATHYECKYHO MPOBEPKY OOHOBICHHMH, B paszaene YAareHHoe
OOHOBJI€HUE CIBUHBTE MEpeKToUaTe]r ABTOMAaTUYECKU NPOBEpPATbL OOHOBMNEHUS BIIEBO U
naxvute kaonky MIPUMEHUTb HACTPOUKM.

YToObI BKIIIOYHTH ABTOMATHIECKYIO TPOBEPKY OOHOBIICHHIA, B pa3zeiic YAaneHHoe oGHOBNeHue
CIBUHBTE IEpeKIroyarei> ABTOMaTUY4ECKU NMPOBEPATb OOHOBMEHWUS BIPaBO M HAKMHUTE
kaorky MPUMEHUTb HACTPOMKMW. B none Aapec cepBepa 0GHOBMNEHMWM 110 YMOITIaHHIO
yKasaH afapec cepBepa oOHoBieHuit D-Link — fwupdate.dlink. ru.

Bbr Mmoxxere 00HOBUTH BHYTpeHHEee [10 moBTOpHUTENS JIOKAIBHO (C KECTKOTO JHCKA KOMITBIOTEPA)
WJIN YIaJIeHHO (C cepBepa OOHOBIIEHUN).
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JlokanbHoe 06HOBIeHUEe

Buumanwne! Bo BpEMA OOHOBJIEHUS MMpOrpaMMHOI'0 obecreyeHrs He OTKIIOYANTE
u MUATAHUE TOBTOPUTENSA. ITO MOXKET MOBJIEYD 32 COOOM BBIXOJI YCTPOMCTBA M3 CTPOSL.

I[J'IH JIOKaaeHOro ooHoBIeHuA [10 IOBTOPHUTEIIA BBIIIOJHUTE IICPECUYNUCIICHHBIC HUXKC I[CﬁCTBPIH.

1. CkauaiiTe (haiis ¢ HOBOM BepcHel MporpaMMHOTO obecrieueHus Ha caiite www.dlink.ru.

2. Ha crpanune Cuctema / O6HoBneHue MO B pasgenc JlokanbHoe OOGHOBREHME
naxmure kHonky BbIBPATb ®AWMI, uro0bl ompenenuTh MecTOmonokeHue ¢aiima ¢
HoBol Bepcuei [10.

3. Haxwmure knonky OBHOBUTDb MO.
4. Jlo)aMTeCh Mepe3arpy3ku MOBTOPUTENS (IO TOPhI-IBE MHHYTHI).
5. BBemuTe UMs TOJB30BATENS aAMUHKCTpaTopa (admin) ¥ TEKyIIUil Maposb I J0CTyIa K
web-uHTepdeiicy.
Ecnu mocne oGHoBneHust BHyTpeHnHero 110 moBroputens He paboTaeT KOPPEKTHO, HEOOXOIUMO
BOCCTAaHOBHTH 3aBOJCKHE HACTpOWMKHM ycTpoiictBa. Jlns storo Ha crpanune Cuctema /

KoHdurypaumua naxvute KHONKY 3aBOACKME HACTPOMKMU. JlokauTech mepe3arpy3kd
MTOBTOPUTEJSI.

CtpaHuua 83 n3 96


http://www.dlink.ru/

DAP-1325 becnposogHon nostoputens N300

PykoBogcTteo nonb3oBatens HacTtpoiika noBTopuTtens

YoaneHHoe o6HO8/1€HUE

Buumanwne! Bo BpEMA OOHOBJIEHUS MMpOrpaMMHOI'0 obecreyeHrs He OTKIIOYANTE
u MUATAHUE TOBTOPUTENSA. ITO MOXKET MOBJIEYD 32 COOOM BBIXOJI YCTPOMCTBA M3 CTPOSL.

I[J'IH YAQAJICHHOT'O obnosnenus 110 IOBTOPHUTEIISA BBIIIOJIHUTE IICPCUYUCIICHHBIC HUXKEC ﬂCﬁCTBHH.

1. Ha crpannne Cucrtema / O6HoBneHune MO B pasmene YaaneHHoe OOHOBMEHMe
Haxxmute kHonky MPOBEPUTb OBHOBJIEHUSA, uto6b! y3HaTh, CyliecTByeT 1 HOBas
Bepcus [10.

2. Haxwmure kHonky OBHOBWUTb MO (kHomka oTtoOpakaeTcsi MpH HAJIMYUU HOBOHM BEpCUU
MIPOTrPaMMHOTO OOECTICUEHUS).

3. Joxaurech nepesarpy3ku MOBTOPUTENS (TIOJITOPBI-ABE MUHYTHI).
4. Baeaute uMs moJjib30BarTeis aAMUHUCTpaTopa (admin) u TEKyHIUi apoib AJs JOCTyIa K
web-uHTepdeicy.
Ecnu nocne o6HoBieHust BHyTpeHHero [1O moBTopuTens He paboTaeT KOPPEKTHO, HEOOXOIMMO
BOCCTAaHOBHUTh 3aBOJICKME HAcTpoiiku yctpoictBa. [lns »Toro Ha crpanune Cuctema /

KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokauTech Mepe3arpys3ku
HIOBTOPHTEJISL.
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XKypHan cobbiTun

Ha crpanuiie Cuctema / XypHan coObITUM Bbl MoXeTe HACTPOUTH MapaMeTpPhl KypHaia
COOBITHIA, @ TAK)KE HACTPOMTH MIEpeIady KypHaia Ha BHELTHUM y3ell.

< DNs XypHan cobbiTniA &

® XyphanuposaHwe

TAN ¥YPHNMPOB2HNA YPOBEHE XyPHANMPOBAHMA

TNokansHbIR ~  WHdopmauynoHHsie cooblugHna OBHOBWUTb 3KCMOPT B ®AWN

Jan 1 83:54:25 syslogd started: BusyBox v1.19.2

PucyHok 63. Cmparuua Cucmema / XypHan cobbimuldi.

Utobel  paspemuTh  (GoOpMHUpOBaHHME  JKypHajia  COOBITHH, CHBHUHBTE  IEPEKIIOYATEINb
XypHanupoBaHue BipaBo. 3arem 3a/1aliTe HeOOXOAUMBIC TAPAMETPBHI.

MapameTp OnucaHue

B packpeiBaromeMcss CIHMCKEe BBIOCPUTE HEOOXOAMMBINH  THI
KypHaJIMPOBAHUS.

* JlokanbHbIW — XypHald COOBITHH XpaHUTCS B MaMITH
nostoputess. [Ipu BeIOOpe 3Toro 3Ha4yeHus noisi CepBep u

MopT He oToOpakaroTcs.

Tun xXypHanupoBaHuA . 5
* YpaneHHbIW — xypHal COOBITHH TiepenaeTcs Ha y3ell,

3aganHbii B moiae CepBep.

* JlokanbHbIN U yaaneHHbINW — KypHaJl COOBITUI XPaHHUTCS
B MaMATHU MOBTOPUTCIIAA U MEPCAACTCA Ha Y3CI, SaIIaHHI)IfI B
noie CepBep.

YpoBeHb Tun cooliieHuit U npeaynpexaeHuid, KoTopble OyIyT 3aHOCUTHCS B
XypHanupoBaHus JKypHAJI COOBITHH.
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MapameTp OnucaHue

Cepgep IP- wiim URL-anpec y3ma u3 J0KaTbHOW WM TNIOOATBHON CETH, Ha
KOTOpBIH OyZieT mepenaBarhes )KypHal COOBITHH.
ITopt y3ma, 3amannoro B moise CepBep, Ha KOTOpBIH Oyaer
MopT nepenaBarbes JKypHall coObiTuil. [lo ymomuanuio 3a1ano 3Ha4YeHUE
514.

[Tocne 3amanust HeoOXomuMbIX 3HavyeHWid B momsix CepBep u [MOPT HaxMmHTEe KHOMKY

COXPAHUTD.

YroOpl  3ampeTuTh  (GOPMHPOBAHME  JKypHaJa  COOBITHH,  CIABHUHBTE  MEpEKIIOYATellb
XypHanupoBaHue BIicRBO.

Jnst oToOpaxkeHusl caMbIX TOCJIeAHUX coObIThii Haxkmute kHoky OBHOBUTD.

Jlns 3amucu KypHaia cOObITHH B (paill Ha JIOKAJbHOM JHMCKE KOMIBIOTEPAa HAXKMHTE KHOIKY
AKCIMOPT B PAWII. daiin Oyner HaXOUTHCS B MAIKe 3arpykaemMbix (aiiioB Barero Opaysepa.
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Muur
Ha crpanuiie Cuctema / NMUHr Bei Moxkere MpoOBepHUTH AOCTYIMHOCTh Kakoro-iubo ysia B
HOK&HBHOﬁ NJin FJ'IO68.J'IBHOI71 CCTHU C MIOMOIIIBHO YTI/IJ'II/ITBI Pll’lg
YTunuta Ping oTmpaBiseT 3X0-3ampochl YKa3aHHOMY Y31y CEeTH U (PUKCHUPYET MOCTYIAOIINE

OTBECTHI.

< XypHan coumuii MuHr &

YWUC0 NakeTos IPv6

1 v

CTAPT O4YUCTUTb

PucyHok 64. CmpaHuuya Cucmema / lNuHe.

J11st IpOBEPKHU TOCTYIHOCTH Kakoro-iubo y3ia BBeaute [P-aapec mim ums atoro y3na B mosie XOCT
U BBIOEpUTE KOJIMYECTBO 3aIPOCOB, KOTOpPbIE OYyIyT OTHpAaBIEHBI Ui MPOBEPKU JOCTYIHOCTH, B
packpbiBaronieMcsi criucke Yucno naketoB. Ecnu st mpoBepKH JOCTYMHOCTH HEOOXOIMMO
UCIIOJb30BaTh MpoTokon IPv6, capunbTe nepeximouatens IPV6 Bnpaso. Haxmure knonky CTAPT.

Yepes HEKOTOpOE BpeMs Ha CTPaHUIE OTOOPA3UTCS pe3ysbTaT IPOBEPKHU.

YroOsl yaaauTh pe3yisTat npoBepku, Haxkmute kHonky OHUCTUTDb.
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TpaccupoBKa MapuwipyTa

Ha crpanunie Cuctema / TpaccupoBKa MapupyTta Bbel MoXeTe ONpEeiuTh MapIIpyT
CJIEZIOBAHMSI JAaHHBIX J0 KaKOro-iaubo y3ia CeTH ¢ MOMOIIBIO YTUIIUTHI traceroute.

< Muwr TpaccvpoBKa MapLipyTa

IPv6

CTAPT O4YUCTUTDL

PucyHok 65. CmpaHuuya Cucmema / Tpaccupoeka Mmapuwipyma.

Jlist onpeniesienyss MapuipyTa BBeauTe uMs win [P-anpec xakoro-nmu6o y3ia B oie XocT. Eciu s
ompeeNieHUus] MapuipyTa HEOOXOAWMO HCIONb30BaTh MpOTOkon IPv6, caBuHBTE mepexiouaTrenb
IPv6 BrpaBo. Haxmure knomky CTAPT. Uepes Hekoropoe Bpemsi Ha CTpaHHIE OTOOpPa3UTCS
pe3yabTaT MPOBEPKH.

UYroObl ynamuTh pe3ysbTatr npoBepku, Haxxmute kHonky OYUCTUTD.
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Tenuer

Ha crpannne Cuctema / Telnet Bol MokeTe BKIIIOYMTH MIIM BBIKITIOYMTH JOCTYIT K HACTPOMKaM
nosropurens no nporokony TELNET u3 nokansholi cetu. Ilo ymomuanuto poctyn no TELNET
BKJIIOYEH.

< Tpaccuposka mapuipyTa Telnet &

@ BwiounTs Telnet

Mopt*
23

NMPUMEHUTb

PucyHok 66. CmpaHuya Cucmema / Telnet.

Yroos! 3amperuts noctyn no TELNET, casunbeTe mepekmouarens Bkmountb Telnet Bieo u
Haxxmure kHonky MPUMEHUTD.

UYrobbl cHOBa paspemuth jnoctyn no TELNET, cnBunbTe mepekitouarens Bknrounmtb Telnet
BipaBo. B mone MOPT BBeauTe HOMEp MOpTa MOBTOPHTENS, 4Yepe3 KOTOPBIA OymeT paspeuicH
noctyi (o ymosuanuio 3a1aH nopt 23). 3atem Haxxmute kHonky MPUMEHUTD.
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CucreMmHoe Bpems

Ha crpannne Cucrtema / CuctemHoe BpeMs Bol MoxeTe BPYyYHYHO YCTAHOBHUTH CHCTEMHOE
BpEMsI TOBTOPHUTENS MJIM HACTPOUTH aBTOMATHYECKYIO CHHXPOHH3AIMIO CHCTEMHOIO BPEMEHH C
CepBEpOM BpeMeHH U3 ceTr MHTepHeT.

< KoHgurypauus CuctemMHoe Bpema &
CwvcremHan gata:  28.04.2017 HaCTpOI;"IKI/I NTP
CucremHoe Bpema:  12:26 Uacosoii nosc
@ Brnounts NTP (GMT +3 yac.) Mockea, CankT-TeTepbypr, MuHck ¥

ﬂepexo,u, Ha neTHee BpemA

MonyunTe agpeca cepeepos BpemeHun no DHCP

CepBepbl BpEMEHU

pool.ntp.org *

AOBABWUTb CEPBEP

NPUMEHUTb ONPEJENUTb YACOBOW NOAC

PucyHok 67. Cmparuya Cucmema / CucmemHoe epemsi.
J1J1st HACTPOMKH YacOB IMOBTOPHUTEISI BPYYHYIO BBITIOJHUTE ITEPCUUCIICHHBIC HUXKE JICHCTBUS.
1. Casunbte nepexinoyarenb Bkrnountbe NTP Biego.

2. B pasgene HacTponkn BpeMeHu 3ajaiite HeoOxomumble 3HaucHus. UToObI 3a1aTh BpeMs,
YCTaHOBJIEHHOE Ha Baiiem koMmbroTepe WM MOPTaTUBHOM YCTPOMCTBE, HAKMUTE KHOIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMA.

3. Haxwmure xHonky MPUMEHWUTb. Ipu stom nmonss CuctemHaa paata u CucrtemMHoe
BPEMSl 3ar0HITCS aBTOMATHYCCKH.

I[J'IH aBTOMAaTHYECKON CUHXPOHU3AIIUU YaCOB TIOBTOPUTCIIA C KaKUM-JIH0O0 CCPBCPOM BpPCMCHU
BBIITOJIHUTE ICPCUYUCIICHHBIC HUKC I[GflCTBHSI.

1. Cnsunbte nepekioyaresib Bknounts NTP Bmpaso.

2. B pasgenc CepBepbl BpeMeHU 3anaiite apyroii NTP-cepBep wim ocTraBbTe 3HAYEHUE,
3a/laHHOE 110 YMOYaHuio. Eciu HeoOXoauMo 3a1aTh HECKOIBKO CEPBEPOB, HAXKMHUTE KHOTIKY

AOBABUTb CEPBEP.

3. B paznene Hactpouku NTP BeiOepute Bamn yacoBoii mosic u3 pacKpbIBarOIIETOCs CIHCKA.

Uto0BI yKazaTh 4acOBOW MOSIC, COOTBETCTBYIOIIMK HAcCTpoWKam Barero xoMmproTepa Wiu
MOPTATHBHOTO yCTpoiicTBa, Haxkmute kHonky ONMPEOAENIMTb YACOBOW NOSAC.

4. Haxwmure kuonky MPUMEHWUTDb. Tlpu stom mons CucteMHas pata u CucteMHoe
BPEMS 3aII0JHSATCS ABTOMATHICCKH.

YToObl HACTPOMTh ABTOMATHYCCKHI MEPEX0J] 4acOB IMOBTOPUTENSI HA JIETHEE BpeMs, B pasjieie
Hactponku NTP casunbste nepexmouarens [epexon Ha netHee BPEMS BIPaBO U HAKMHTE
kaonky MPUMEHUTDb.
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B HekoTOphIX Ciiyyasix MpoBaiiiep caM MpeaoCcTaBisieT aapeca CepBepoB BpeMeHH. B aToMm ciydae B
paznene Hactponku NTP casunbte nepexiouarens MonyynTb agpeca cepBepoB BpeMeEHU
no DHCP snpaso u naxwmure kHonky NMPUMEHWUTbL. Ytounute y Bamero mnposaiiiepa,
TpeOyeTcss 1M AaHHas HacTtpoiika. Ecmu mepexnmrouarens [lonyuyuTb agpeca cepBepoB
BpemeHu no DHCP casunyT Bpaso, paznen CepBepbl BPEMEHU He 0TOOpakaeTcs.

[Ipy BHIKIIOYCHUW NUTAHUS WU Tepe3arpy3Ke MOBTOPUTENS MPOUCXOAUT cOPOC AaThl U
BPEMEHH  VCTpOWCTBA. EcCIM  NOBTOPUTEIL  HACTPOEH  HAa  aBTOMATHUYECKVIO

! CUHXPOHU3ANIO BPEMCHHU, TO HPH YCTAHOBKC COCANHCHUA C CCTHIO HHTG[!HGT IIOKa3aHusAg
YacOB VCTPOWCTBA aBTOMATUYECKH BOCCTAHOBATCSA. Eciu dYachkl MOBTOpHTENS OBLIU

HACTPOCHLI BPYYHYIO, H€O6XOQI/IMO CHOBA 33/1aTh JaTy ¥ BPEMs (CM. BBIIIIC).
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PyKOBO,D,CTBO nonb3oBartens
noBTopuTens

MABA 5. PEKOMEHOALWXA 1O WUCIMOJIb3OBAHUIO
NMOBTOPUTENA

lpaeuna u ycnoeusi 6e3onacHou akcnyamayuu

BHuMaTenbHO NpOYMTANTE NAHHBIM pa3fes INepel yCTAHOBKOW U IOAKIIOYEHHEM YCTPOKCTBA.
Y0enutech, 4TO YCTPOMCTBO HE MMEET MEXaHMYECKUX MOBPEKIACHUN. YCTPOUCTBO JOKHO OBITh
HCIIOJIB30BAHO TOJIBKO 110 HA3HAYEHUIO, B COOTBETCTBUM C IOKYMEHTALUEH.

VYCTpoicTBO TMpeJHa3HAuYeHO IS IKCIUTyaTallud B CYXOM, YHCTOM, HE3alblJICHHOM W XOpOIIO
IPOBETPUBAEMOM ITOMEIICHUH C HOPMAJIbHOW BIaKHOCTBHIO, B CTOPOHE OT MOIIHBIX HCTOYHHUKOB
tera. He ncnone3yliTe ero Ha ynuiie U B MecTax C IMOBBIIICHHOH BIaKHOCTBIO. He pa3smerniaiite Ha
YCTPOUCTBE MOCTOPOHHHE IpEeaMETbl. BEHTWISALMOHHBIE OTBEPCTUSl YCTPOMCTBA JOJKHBI OBITh
OTKpPBITHL. TeMmIiepaTypa OKpYKarolleil cpeibl B HEMNOCPEICTBEHHOH OIM30CTH OT yCTpOWCTBA U
BHYTPH €r0 KopItyca AoipkHa 0bITh B ipenenax ot 0 °C no +40 °C.

[TonkmrovaiiTe yCTPOHCTBO TOJIBKO K HCIPABHBIM pO3ETKaM C MapaMeTpaMH, yKa3zaHHBIMHU Ha
YCTPOMCTBE.

He BckpeiBaiiTe kopmyc yctporcta! Ilepeq ouumcTkoM ycTpoHCTBa OT 3arpsi3HEHUN W MbUIA
OTKIJIFOYUTE THTAHHE YCTPOWCTBA. YJansdiiTe MbUTh C TIOMOIIBIO BIaXHOM canderku. He
UCIIONIb3YUTE JKUIKHE/adPO30JIbHbIE OYMCTUTEIN WJIM MarHUTHbIE/CTaTHUECKHE YCTPOMCTBA IS
OuuCTKH. V30eraiiTe monananus Bjaara B yCTpOUCTBO.

Cpok cimy>x0bI ycTpoiicTBa — 2 roja.
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PykoBoacTBo nonb3oBarerns

noBTopuTens

PekomeHdayuu no ycmaHoeke 6ecrnpoeodHbIx ycmpolicme

becnpoBognoii nmosropurens DAP-1325 no3Bonser noayuuTs A0CTyN K Bamiel cetn ¢ moMoIibro
0eCIIpOBOJJHOTO COCTUHEHUS MPaKTHYECKU M3 000 TOUKHM B paauyce NeicTBUs OecHpOBOAHOM

cetn. OpHAaKoO cieqyeT YYMTHIBaTh, YTO KOJIWYECTBO CTEH MW TNEPEKPHITHH, KOTOpbIE OyneT

MMpeoao0JICBATh CUTI'HAJI, UX TOJIIHWHA U PACIIOJIOKCHUC MOTI'YT YMCHBIINTL pauycC JIENCTBUS CETH.

Pagnyc oxBara ceTu B OOJNBLION CTENEHU 3aBHCUT OT TUIIOB MaTepuaia M YPOBHS COIyTCTBYIOIIUX
paTuoYacTOTHBIX IIYMOB B jJoMe WU oduce. UToOB MaKCMMAalbHO YBEIMYUTh PAANYC ACUCTBUS

Barmeii 6ecripoBoiHOM CETH, BBITIOTHHUTE MIEPEUNCICHHBIC HUXKE PEKOMEHIAIIHH.

1.

Pacrionoxxute MOBTOpPHUTENb TaK, YTOOBI KOJMYECTBO NPEMSATCTBHU (CTCH, MEPEKPHITUH U
T.I.) MEXIy TMOBTOPUTEIEM M IPYTUM CETEBBIM 000pyIOBaHHEM OBUIO MUHUMAIIBHBIM.
Kaxmoe mpemsiTcTBHE COKpallaeT paauyc AEUCTBUS OCCHpPOBOIHONW CETH HA HECKOIBKO
MeTpoB (ot 1 10 30 m).

MBICIIEHHO TpPOBEIUTE JHHUIO MEXKIy HOBTOPHTEIEM M CETeBBIM YCTPOHCTBOM.
PekomeHmyeTcst  pacmolIOKHTh yCTpOCTBA TakK, 4YTOOBI 3Ta JIMHHUSA IPOXOAWIIA
HEPICHINKYISIPHO CTEHAM WM TEPEKPBITHIM, HAXOMSLIIMMCS MEXKIY HOBTOPHUTEICM H
CETEBBIM YCTPOWCTBOM (Ul CHUTHAJA, MPOXOMSIIET0 NPEMSTCTBHE IOJ YIJIOM, TOJIIMHA
HPEMATCTBUS ropaso OosblIe).

OOpartuTe BHHMMaHME Ha MaTepuall, U3 KOTOPOTO CJIENaHO IMpensTcTBUe. MaccuBHas
JKeJle3Hasi JIBepb WIM alIOMUHHUEBBbIE OaJKy, OKa3aBIIMECs B 30HE OECIPOBOJHOM ceTH,
yMEHbIIAIOT €€ paauyc neuctBus. Iloctapalitecy pacnonoxutrs Bam noBTopurens u
OecIpoBOJHbIE CETEBbIE YCTPOMCTBA TaK, YTOOBI CUTHAI MTPOXOAMI Yepe3 TOHKHE CTEHbI UIIH
JBEpHblE TpoeMbl. Ha curHan HEraTuBHO BIUSIIOT CTEKJIO, CTallb, METANI, CTEHBI C
U30JIAIMEH, Boa (aKBapuyMBl), 3epKaia, MmKadbl, KHPIUYHbIE U OETOHHBIE CTEHBI.

ﬂep)KI/ITC IOBTOPHUTCIIb BAAIA (KaK MHWHUMYM, Ha paCCTOSAHUHN 1-2 MeTpa) OT JJICKTPUUICCKHUX
HpI/I60p0B 50048 YCTpOﬁCTB, CO3Jar0IUX paaruOvYaCTOTHBIC ITIOMCXHU.

Pamnotenedonnl ¢ Hecymed wactorort 2,4 Ty mmm oGopymoBanue cranmapta X-10
(OecripoBO/IHbBIE YCTPOICTBA TUMA MOTOJIOYHBIX BEHTHJIATOPOB, OCBETUTENBHBIX MPHOOPOB
WIM JOMAaIlllHEeH CHCTEeMbl 0€30MacHOCTH) MOTYT OKa3aTh HEraTMBHOE BIUsSHHE Ha Baiie
OecrpoBofHOE coenuHeHUe. YOemutech, uro 0a3a Bamero pamgmorenedona ¢ Hecyien
gactotoit 2,4 [Ty MmakcumaneHO yzaaneHa oT Bammx OecrpoBOAHBIX ycTpoiicTB. OOpaTuTe
BHHUMaHue, 4yTo 0aza paauotenedoHa mepedaeT CUTHAN Jaxe TOrAa, Korjma TeiedoH He
HCIIOJIB3YETCS.
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AGGpeBMaTypbl U COKpaLLeHuUs

MABA 6. ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus noctyna
AES Advanced Encryption Standard VYiydmeHHbIH CTaHaapT MUGPOBAHUS
ARP Address Resolution Protocol [TpoTokon pa3penieHus aapecoB
. : . ba3oBblii HIeHTH(DUKATO
BSSID Basic Service Set Identifier a . ¢ P
OecTpoBOHOM CeTH
. [TpoBepka mpu MOMOIIH ITUKITHYECKOTO
CRC Cyclic Redundancy Check poBepra ip i
U30BITOYHOTO KOJIA
. . WHAMHUYECKasi CHCTeMa JIOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . . Pacnipenenennas araka Tumna oTkas B
DDoS Distributed Denial of Service pe
00CITyKUBaHUH
. . [IpoTOKON AMHAMHUYECKON HACTPONKHU
DHCP Dynamic Host Configuration Protocol P A P
y3i1a
DNS Domain Name System Cucrema JJOMCHHBIX IMEH
. . Coo0b1eHne ¢ yBeZIOMIIEHHEM O
DTIM Delivery Traffic Indication Message B e
nepenave Tpapuka
: . Cpennee Bpemsi o [ puHBHUCKOM
GMT Greenwich Mean Time pedl P P Y
MepUIrany
«MHTEpHET-IILTI03Y», POTOKOJ
IGD Internet Gateway Device YIOPaBJICHUS YCTPOUCTBAMU Yepe3
UHTEPHET-1ILT03
[TpoTokoin yrpaBieHus TPYyIaMH B
IGMP Internet Group Management Protocol P yip Py
cetu MHTEpHET
ITpoTokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
MPOTOKOIT
[TpoTokoin ajist 0OecTeYeHUs 3aIIUThI
IPsec Internet Protocol Security JIAHHBIX, TIEPEIaBAEMbIX 110
MEXKCETEBOMY IpoTOoKOIy [P
L2TP Layer 2 Tunneling Protocol TYHHEIBHBIH MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokaybHas ceTh
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[TpoTokon ynpaBieHus KaHaJIOM

LCP Link Control Protocol
nepeIavn JaHHbIX
) YnpasneHue J0CTYIIOM K cpeze
MAC Media Access Control P AOCTY pe
(mepenaun JaHHBIX)
. . . MakcuMalnbHbIi pazme
MTU Maximum Transmission Unit P P
nepeIaBaeMoro makera
NAT Network Address Translation IIpeoOpazoBaHue CETEBBIX aJPECOB
NTP Network Time Protocol CeteBoil MPOTOKON CITY>KOBI BPEMEHH
. MyJbTUIIIIEKCUPOBAHUE C
Orthogonal Frequency Division Y P
OFDM S OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pas/ieNieHneM CUTHAJIOB
. Hacrpoiika ¢ TOMOIIbIO HaXKaTHs Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIi UIeHTH()UKALMOHHBIA HOMED
. . [TpoTOKOI THITA «TOYKA — TOYKA» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHEJIBbHBIN TPOTOKOJI THIIA «TOYKA-
PPTP Point-to-point tunneling protocol - P
TOYKa
PSK Pre-shared key OOmwmii K4
QoS Quality of Service KavectBO ycayr
RADIUS Remote Authentication in Dial-In User |Cmyx0a ynanieHHON ayTeHTH(DUKAITUN
Service M0JIH30BATENISI KOMMYTHPYEMOU CETH
. ) [TpoTokon oOMeHa TaHHBIMH TSI
RIP Routing Information Protocol P A s
MapIIpy TH3AIUH
RTS Request To Send 3anpoc Ha OTHpPaBKY
. . IIpoTokon NOTOKOBOM Iepeaadu B
RTSP Real Time Streaming Protocol P pedl
PEKUME pealbHOTO BPEMEHHU
SIP Session Initiation Protocol [TpoTokomn ycTaHOBIIEHHUS ceaHca
SSID Service Set Identifier Wnentudukarop 6ecripoBOIHON CETH
. IIpoTokon BpEMEHHOM 1IENOCTHOCTH
TKIP Temporal Key Integrity Protocol P P t

KITFOYEN
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DAP-1325 becnposogHon nostoputens N300

PykoBogcTtBo nonb3oBaterns AGGpeBMaTypbl U COKpaLLeHuUs

[TpoToKOI MOJIB30BATENBCKUX
UDP User Datagram Protocol P
JararpaMmm
. YHHUBEPCAIBHBINA PEKUM «BKIFOUYH U
UPnP Universal Plug and Play pv P
paboTaii»
URL Uniform Resource Locator EnuHbI ykazarenb pecypcos
VLAN Virtual Local Area Network BupryanpHas nokanbHas ceTh
VPN Virtual Private Network BupryanbHas yacTHas ceTh
WAN Wide Area Network ['mobanpHas ceTh
. . . be3onacHOCTh, aHAJIOTUYHAS 3aIUTE
WEP Wired Equivalent Privacy . -
MPOBOJIHBIX CeTer
R . C «becnpoBogHas TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOa . Aap
OecrpoOBOHOM CBSI3U
WLAN Wireless Local Area Network becnpoBojHast ToKallbHAS CETh
R . . [Tepenavya MyIbTHMEIMUHBIX TaHHBIX
WMM Wi-Fi Multimedia P H . Y 8 A
no Wi-Fi-cetn
— 3aluIleHHbI JOCTYII TIO
WPA Wi-Fi Protected Access o VH Yy
OecTpoBOIHOM ceTH
— be3onacHas HacTpoiika 6ecTipOBOIHON
WPS Wi-Fi Protected Setup P POBOA
ceTH
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