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1. YpaneHHbIn gocTyn

1-1 Uens:

Kto-nnbo HaxoauTcst BHe oduca 1 Hy>OaeTcsi B NOAKITIOHYEHUN K CETU KOMMaHWUK,
ncnonb3ys VPN (PPTP/L2TP/IPSec).

1-2 OkpyxeHne:
Configure a Remote Access (PPTP/L2TP/IPSec) VPN Dial-in Connection

Public IP

61.219.68.13 192.168.1.254

VPN Tunnel

Firewall Server
192.168.1.1
GW: 192.168.1.254

61.219.68.14

Remote PC

1-3 Hactpowika

1-3-1 CepBep PPTP

HacTtpovikn yganeHHoro MK HacTpowikn mexxceTeBoro akpaHa

01-IP-agpec K: 61.219.68.13 01-Bkntountb cepsep PPTP

02-Tun VPN: PPTP 02-JlokanbHbin IP-agpec: 192.168.1.254
03-Mmsa nonb3oBaTtens: firewall 03-OunanasoH IP-agpecos: 192.168.1.100~105
04-Mapone: firewall 04-ms nonb3osarend: firewall

05-Mapone: firewall

CTpaHuua HacTponkn napaMeTpoB YCTPOUCTBa
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DFL-1500

01- BkntounTb cepep PPTP (Advanced settings -> VPN settings -> PPTP)

YPN Hub | VPN Spoke

1592.168.1.254 |
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DFL-1100/700/200

01- Job6asuTe nonb3osatens (Firewall -> Users)

Uszer Management

Add new user:

|Jzer name: |firewal|

Group memberzhip: I

Paszward: |““““““““

Retype password: |xxxxxxx,.1

02- Bkntountb cepsep PPTP (Firewall -> VPN)

L2TP/PPTP Servers

Edit PPTP tunnel PPTP-S erver:

Marme: |F'F'T P-Server

Cuter IP: | Blank ='wWaM [P
kst be WhAN 1P If IPzec encyption iz required
Irwer 1P | Blank = L&M |P

IP Pool and settings:

Cliert IP Poal: |'IE|2.'I £2.1.100-192.168.1.105

' Prowy ARF dunamically added routes

Prirnary DMS: | [Optianal]

Secandary DMS: | [Optional]

¥ Use unit's awn DMS relayer addreszes

Prirmary "W 1HS: | [Optianal]

Secondary I

NS [Qptional]
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DFL-600

01- o6aeuTb nonb3oeatens (Advanced -> VPN-PPTP -> PPTP Account)

User Name Iﬁrewall

Password

l

Caonfirrn Password I********

02- Bkntountb cepsep PPTP (Advanced -> VPN-PPTP -> PPTP settings)

PFTP FPass Through [ Enable
PPTP Status ¥ Enable

otarting IP address |192.1EEH.1.1EIEI
Ending IP address |192.1EB.1.1DE
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Hactpowuka knueHta PPTP (VPN-
apantep OC Microsoft XP PRO)

War 1
B cBomcTBax ceTeBoro okpyxeHusi Bbilbepute “HoBoe nogknodeHne” ans 1oro, Y4Toobl

co3aaTb ucxogsuwee nogkniodeHne VPN-PPTP.

MNetwork Tasks &

1._1 Create a new conneckion

’_'-_} Set up a home or small
— office network

b

See Also

i) Mebwork Troubleshooter

Lar 2

HaxmuTe Next ons nepexopa Ha cneayowuia Lwar.

New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helpz you;
* Connect to the Internet.

* Connect to a private network, such az your workplace
nietwark.

* Setup a home or small office network,

To continue, click Mest.

L Mext » ]l Cancel
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LWar 3
BoibepuTte MogkntounTtb K ceTn Ha paboyem mecte. Haxmnte Next ans nepexoga Ha

cneayoLwmin war.

New Connection Wizard

Metwork Connection Type
YWhat do you want to do’?

) Connect to the Internet
Caonnect ta the Internet 20 vau can brawse the Web and read email.

*) Connect to the network at my workplace

Connect to a buziness netwark [uzing dial-up or WP 20 vou can wark from home,
a field office, ar another location.

) Set up a home or small office network
Connect ko an exizting home or zmall office nebwork, or zet up a new one,

) Set up an advanced connection

Connect directly to another computer using vour zenal, parallel. or infrared port, or
zet Lp thiz computer =0 that other computer: can connect ko it

< Back ][ Mest » l [ Cancel
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LWar 4
Boibepute MogkntovyeHne K BUpTyanbHOW YyacTHon ceTn. Haxmunte Next ans nepexoga Ha

cneayloLwmin war.

Mew Connection Wizard

Hetwork Connection
Howw do pou want to connect to the netwark, at your workplace?

Create the following connection:

(") Dial-up connection

Connect using a modem and a regular phone line ar an Integrated Services Digital
Metwork, [ISOMN] phone line.

{#) ¥irtual Private Network connection

Connect ta the nebwork using a virtual private network [WPM] connection aver the
Irternet.

< Back ” Mest » ][ Cancel

Lar 5

Beeaute umsa nogkntodeHns PPTP. Haxvnte Next anga nepexoga Ha cnefyowmi wwar.

Mew Connection Wizard

Connection Mame
Specify a name for thiz connection to wour workplace.

Type a name for thiz connection in the following bos.

Compary Mame

FRTF

For example, you could tepe the name of vour warkplace or the name of a server you
will connect ba.

< Back H et = l[ Cancel
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Lar 6
Beegute IP-agpec cepsepa VPN-PPTP (agpec BHellHero nitepderica ycTponcTaa):

61.219.68.13. Haxxmute Next onsa nepexoga Ha cnegyoLwmii Lwar.

New Connection Wizard
YPH Server Selection
Ww'hat iz the name or address of the YPM server?

Type the hozt name or Internet Pratocol [IP) address of the computer to which you are
cohnecting.

Hozt name or [P address [for example, microsoft. com or 157 54,001 ;

(61.219.6813

¢ Back ”_ P et > l[ Cancel

LWar 7

HaxmuTe MoToBo ans 3aBepLueHus HacTporiku napameTtpos VPN-PPTP.

New Connection Wizard

Completing the New Connection
Wizard

Y'ou have successfully completed the stepsz needed to
create the following connection:

PPTP
* Share with all uzers of thiz computer

The connection will be zaved in the Netwark,
Connections folder.

[]4dd a shortcut to this connection to my desktop

To create the connection and cloze this wizard, click Finizh.

< Back Finizh J[ Cancel
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Lar 8
Beegute ums nonb3osarens B none User Name 1 naponb B none Password. Haxmute

Mopgknountbea ons YCTaHOBKU cOeaUNHEHUA.

Connect PPTP

Lzer name: | firewall |

Paszword: |“““n |

Save thiz uzer name and pazaword for the following uszers:

i Me only
(aifnpone who uzes thiz computer

[ Connect J[ Cancel J[ Properties ][ Help J
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1-3-2 L2TP 6e3 IPSec

HacTpowkun yganexHoro MK HacTpoikn mexceTeBoro akpaHa

Hanpwumep: DFL-1500 ¢ VPN-agantepom Microsoft (Windows 2K)
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1-3-3 IPSec

HacTtpovikn yganeHHoro MK

01- msa npodouns: test

02- Cpepa B3ammogpelicteusi: LAN over IP
03- Lnto3: 61.219.68.13

04- Monutuka IKE: DES+MD5

05- Ipynna kntoven IKE: DH2

06- MNonuTuka IPSec: DES+MDS5 (ESP)
07- I'pynna kntoyen IPSec: DH1

08- Pexxum cornacosaHus: Main

09- NokanbHbIn naeHTudukartop: IP address
10- NoeHtndumkatop ID: 61.219.68.14

11- PSK: 1234567890

12- YpaneHHble cetn: 192.168.1.0/24

13- OTKNIOYMTb MEXCETEBOW 3KPaH

HacTtpoiika napameTpoB yCTpoOMCTBa

HacTpowikn mexxceTeBoro akpaHa

01- Nmsa nonutukn: IPSec

02- JlokanbHbI IP-agpec: 192.168.1.0/24
03- YganeHHb IP-agpec: 61.219.68.14
04- Pexxum cornacosaHus: Main

05- Pexxum nHkancynauuu: Tunnel

06- KoHeuHbIn IP-agpec TyHHens:
61.219.68.14

07- PSK: 1234567890

08- Monutuka IKE: DES+MD5

09- Ipynna kntoven IKE: DH2

10- Nonwutuka IPSec: DES+MD5 (ESP)
11- I'pynna kntoven IPSec: DH1
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DFL-1500/900

01- [loGaBuTb agpeca (Basic -> Books)
WAN1:

Schedule

Name
' Remote

61.219.66.0 255265 2550
r 0.0.00 256255 255 255

0.0.00

Value

[ Bk | Awy

LAN1:

Name

Value

192.168.1.0 255 255 255 00
255 2565 285255
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02- OTpenakTMpoBatb NpaBuna mexcetesoro akpaHa (Advanced Settings -> Firewall ->

Edit Rules)
Status ] s Show Rules | Attack Alert| Summa

aie AN o) LAT )

Block v
Item Status Condition

# Name  Schedule  SourcelP  DestlP  Service
1 Defut  ALWAYS | WANTAL  LANLAL | ALSERVCE

MNext Page Meve Fage | |~
Delete Move Before:

Condition

Action
og v

Bk || Amly |

03- Bkntountb IPSec n otpegaktnposate nonutuky IPSec (Advanced Settings -> VPN

Settings)
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Condition
Subnet Address v

192 168.1.0
255 255 2650

Single Address v
61.219.68.14

255255 265 255

Action
Main @
Tunnel @
| Static P v

IP Address @ Auto Assigned
2| IP Address @ Auto Assigned

Encrypt and Authenticate (DES, MDS) @
Authenticate (MD5)

1234567890

1234567890

Encrypt and Authenticate (DES, MD&) @
Encrypt and Authenticate (DES, MD5)
Encrypt and Authenticate (DES, SHA1)
Encrypt and Authenticate (3DES, MD5)

ot and Authenticate (3DES, SHA
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to Save Running Configur

rypt and Authentic

Encrypt and Authenticate (DES, SHAT)
Encrypt and Authenticate (3DES, MD&)
Encrypt and Authenticate (3DES. SHAT)
Encrypt and Authenticate (AES, MD5)
acHEncrypt and Authenticate (AES, SHAT)

“|Encrypt only (DES)
Encrypt only (3DES)
Encrypt only (AES)
Authenticate only (MD&)

Encrypt and Authenticate (DES, MD5) v

25800

(+)

Authenticate only (SHAT)

®

ate (DES, MD5)

(J
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DFL-1100/700/200

01- Paspewwutb Becb Tpacdmk VPN (Firewall -> Policy)
Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: [3 |

| YPM: Allovw all WPH trafhic: internal->%PM, WPH-xinternal and "»-"F'N->"v"P'N.|

9 OO

Apply Cancel Help

02- BkntounTtb IPSec n otpegaktuposaTtb nonutuky IPSec (Firewall -> VPN -> IPSec

Tunnels)

¥PH Tunnels

Edit [Pzec tunnel ipsec:

M arne; Iipsec

Local Mek: |'I 92.168.1.0/24

Authentication:

* PSK - Pre-Shared Key

FSE: Ixxxxxxxxxx
1224567390

HEt}'DE PSK Ixxxxxxxxxx

" Certificate-based
Local Identity: | &dmin - CH=000F3DE337RC -]

Certificates:

[ze chilfzhift click to zelect multiple certifizates.
Tousze 1D lizts below, vou must zelect a Co certificate.

dentity List: | (no list] =]
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Tunnel type:

® Roaming Users - single-host |Psec clients

IKE #&uth: ] Require uzer authentication via IKE ¥4uth to apen bunnel

¥YPH Tunnels

Edit advanced zettings of IPsec tunnel ipsec:

Lirnit MTL: 1424

IKE Mode: & 5in mode IKE
r Agoressive mode [KE
IKE DH Group: | 2 - madp 1024-it |

FFS: ¥ Enable Perfect Farward Secrecy
PFS DH Group: |1 - modp 7686t = |

MaT Traversal ¢ pizabled.

% Onif supported and needed [MAT detected between gateways]
 Onif supported

Keepalives: Mo keepalives.

Automatic keepalives [works with other DFL-200/70049 700 units]
O b anually configured keepalives:

T

Source IP: |

Destination |P: |
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IKE Proposzal List

Cipher Hash Life KB Life Sec
# [MDE || |0 {28800
#2L EEES MDE -] O 28800
-l [sHa1 =] [0 [25800
# |Glonieh 128 Alowesanass _| [W05 =] [ [eEEm
s Gttt | e o
o ferateinte | e E o e
7. |Blowlish-448 Allowet 256-448 7 mos = [0 B
#e |- =] IMDs =] o o
IPsec Proposal List

Cipher HMAL Life KB  Life Sec
#1: |DES =1 ||MDE =] o 3600
2 [ =1 [Mos =] [0 [z&00
#3 | [SH&1 =] |0 3600
# |Blowish128Aloneadoade | [W05 =1 [T [
5 |Blowisnizaloned 120448 | [SFEIE] [0 [
. |BowshSoAlowed2sodds | W05 =] [0 [
7. [Blowfish-448 Allowert 256-445 é s =1 o [
e |- =l IMD5 =] o [i
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DFL-600

01- Paspewwmtb Becb Tpacdumk VPN (Advanced -> Policy -> Global Policy Status)

¥ MU ey il Jiatd © UNILY SLdiills

Enabled Enabled
 Allow all except policy settings & Allow all except policy settings
O Deny all except policy settings O Deny all except policy settings

02- BkntounTtb IPSec n otpegaktuposath nonutuky IPSec (Firewall -> VPN -> IPSec
Tunnels)

eC yetling

|
Tunnel Name lipsec |

Peer Tunnel Type iStatic IP address Vi
Termination IP E_E1_21EI_EE.14 |

DomainMame | |

FPeer 1D Type EAddresstF“Jﬂl;&ddr} VJ

oD (612196004 (optonal

Shared Key 11234567890 |

IKE Mode & Main O Aggressive
Encapsulation & Tunnel C Transport mode

MAT traversal ® Normal () ESP Over UDP (port 500)

IPSec Operation |ESP +|

Mame |F‘1F‘aram |

DH Group |Gr|:u.|p2 V|
IKE Life Duration 6000 ' seconds
IKE Encryption DES *

IKE Hash MDE
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Phase 2 Proposal

Mame |P2Param |

PFS Mode

Encapsulation

:ZTUS:EEDTE |E’UUU | seconds
ESP Transform

ESP Auth 'HMAC-MDS |

AH Transform MD5

Click here to add P1 proposal

NOT_SET »
NOT_SET »

P1 Proposals P1Param *
MOT_SET »
Click here to add P2 proposal
P2 Proposals FP2Param
NOT_SET v
Target Host Range

Starting Target |Er1 219 68.0 |
Host etk

Subnet Mask 2562562550 |

NOT_SET »
NOT_SET »
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HacTtpouka nogknro4veHus IPSec
(D-Link DS-601)

War 1
Configuration->Profile settings->New Entry

Beegute umsa npodunsa n Haxmute kHonky Next

Connection Hame & o)
Enter the name of the connection - ln

The connection may be given a dezcriptive name; enter a name in the fallowing figld.

Mame of the conhection
|tesﬂ

< Back | Heut > I Lancel

LWar 2
B kadecTtBe cpeapbl B3aumogenctams B nore Communication media Bbi6epute LAN over IP n

HaxkmuTe kHorky Next.

Link type [Dial up configuration] [ ] L]
Select the media type of the connection. - ln

Determine how the connection to the corporate network, should be established. IF the internet is
to be uged wia modem, gt the communication media to "modem” and then select the
appropriate modem.

@ Communication media :

< Back | MHext I LCancel

Lar 3
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Beegute agpec wnto3da VPN (61.219.68.13) n Haxxmute kHonky Next

YPH gateway parameters - ]
Tao which ¥PM gateway should the connection be establizhed? - ln

Erter the DMS name [i.e. vpnserver domain.com) or the official IP address [ie. 212.10.17.29) of
the WPM gateway you want to connect ta.

@ Gateway
1 512196819
[ Use extended authentication [=4UTH]

$ Uszername

Pazzword Pazzward [Confirm)

| |
< Back | Hext I LCancel

LWar 4
Beeaute kntov 1234567890 B none Shared secret n 3atem NoBTOpPHO BBEAUTE €0 B Nnosne
Confirm secret.

Beegute Baw nokaneHbin IP-agpec B none Local identity u Haxmunte kHonky Finish.

o it il
Pre-shared key - B
Common zecret for data encryption - ln

A, zhared gecret or pre-ghared key iz uged to encrupt the connection; thiz then needs to be
indentically on both sides [WPN clent und WPN gatevsay).
Enter the appropriate value for the IKE 1D according to the selected D type,

Fre-shared key
2 Shared zecret ; Confirm zecret

Ixxxxxxxxxx [ —

Local identity
=" Type: IIP.&.ddress ﬂ

D |s1.21s.ss.14

< Back | Firish I Cancel |
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War 5
Mo 3aBepLUeHMM HACTPONKM NapaMeTpoB Bel yBnanTe, 4to Obin fo6aBneH HOBbIV NPOdUIb.
Profile Settings x|

—Available Profile
Profile Mames Phone Mumber/Link Type Caonfigure
DFL-200 LA ;I
DFL-500 [PPPoE] =051 [PPPE] MNew Entmy
DFL-500 LA .
DFL-700 [Modem] <PhoneMumber: Duplicate
DFL-7O0 LA
DFL-20 LA Delete
DFL-900 LA
DI-204hv [PPPoE] «D5SL [PPPaE) Help
D204k LA
Dl-824vup+ LAM Lancel
I I Ok

LWar 6
Configuration->Profile settings->test->IPSec General Settings

HaxmuTe kHonky Policy editor, 4tobbl oTpenakTuposats nonutukm IPSec n IKE.

I

—IP5Sec General Setting

{|\F5ec eneral Settings f :
| dertities Gatewsy:  |51.2196813

IP Address Aszsignment =
Remate Metwarks Palicies

Firewall Settings @ IKE palicy : Iauh:umatic mode j

IPSec policy : Iaulomatic mode j

Fualicy lifetimes ... | Policy editar ... I

Advanced optiohs

ﬁ Exch. mode : IAgglessiveMDde j
PFS group - INu:une j

I Use P compression [L25]
[ Dizable DFD [Dead Pesr Detection]

Help | ] I LCancel |

Eonfigure

et Entry
Duplicate

[Helete

| ELLE

Close
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LWar 7

Haxmute IKE Policy->New Entry, BBeante DES+MD5+DH2 B kayecTBe UMEHW NOMUTUKN

IKE B none Policy name.

Buibepute DES B kavecTBe anroputma wmngposaHus B norne Encryption, MD5 B kavecTtBe

anroputmMa xelwmposaHus B none Hash, DH2 B kadyecTtse rpynnbl kntoven B none DH group n

HaxkmuTe kHorky OK.

IEE Policy il
— IKE Fropozals
Policy name : IDE5+MD5+D H
Authentication | E ncryplion | Hazh | [H Group |
Frezhared Kep DES MD& DH-Group 2 [1024 Bit]
Authentication : IPreshared ke j Add
E neryption ; IDES j Eonme |
Hagh : IMDE LI
DH Group [DH-Group 2 [1024 Bit) 7]
Help | Ok I LCancel

Lar 8

Haxmute IPSec Policy->New Entry, BBegnte DES+MD5 B kauecTBe umeHu nonutukm IPSec

B none Policy name.

Boibepute DES B kadecTBe anroputma wndposaHus B norne Transform, MD5 B kayecTse

anroputma ayteHTudukauum B none Authentication n Haxmnte kHonky OK.

IP&ec Policyr

— IPSec Propozalz
Policy name : IDES+MD5|
Frotocal | Tranzform I Maone |
ESP DES MO5
Protocal : I ERp j Add
Transform ; I DES j A |
Authentication ; I D& j
Help | (1] 4 LCancel
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Lar 9

Configuration->Profile settings->test->IPSec General Settings

Bbibepnte DES+MD5+DH2 B kauecTtBe nonutukm IKE B none IKE policy, DES+MD5 B

kayectBe nonutukn IPSec B none IPSec policy, Main Mode B kadyecTBe pexuma

cornacoBaHus B none Exch. mode n DH-1 B none PFS group

IP Address Azsignment
Remate Metwarks
Firewall Settings

Lar 10

HacTtpowite napameTpbl yaaneHHblx cetert B MeHio Remote Networks, BBeante agpec cetn

192.168.10.1 B none Network address n macky nogcetn 255.255.255.0 B none Subnet

masks.

General
|IPSec General Settings
|dentitiez

|| Address Assighment

Firewall Settings

x|
—IPSec General Setting
Gateway:  [61.21968.13
Policies
@ IKE poliey:  |DES+MD5+DH2 =]
IPSec policy IDES+MD5 Li
Policy lifetimes I Fualicy editar . . |
Sdvanced options
ﬁ Exch. mode | pain Made =]
EFS group: | 0H-Group 1 (762 Bit =l
[~ Use P compression LZ5)
[ Dizable DPD [Dead Peer Detection]
Help | Ok I LCancel |

—Femate Mehwork

Enter the IP networks the tunnel should be used for.
“without entries tunneling will always be uzed.

=

Metwork addresses Subnet mazks

|1 32168.1.0 |255.255.255.n
|n.n_u_n |n_n_u_n
|n.n.u.n |n.n.u.n
|n.n_u_n |n_n_u_n
|n.n.u.n |n.n.u.n

I | &pply tunneling security for local networks

Help Lancel

-
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War 11
HacTtpownTte napameTpbl MeXceTeBoro akpaHa B MeHio Firewall settings, Beibepute Off B none
Enable Stateful Inspection n HaxxmuTe kHonky OK.

Profile Sethiy = l(J

—Firewall S etting

General )
:Eesriic;igseneral Setings afith fire_wall sgttings activated packetz fram other
IP Address Assignment hostz will be discarded.

Remote Mehwark s

Firewall Settings Enable Stateful Inspection ; IM - |

™ | Only commurication within the el permitted

Help | OF. I LCancel

War 12

HaxmuTe kHonky Connect ans yctaHoBneHus TyHHens IPSec
D D-Link VIN Clisnt ) = ]
Connection  Configuration Loz Window  Help
Frafile : Outzide Line :

Itest j I

..

tablished
Client I o e Server

] oo | D-Link
Statistics:
Time online; 00 00; 30 Timeout [sec): 0 =sec
Data (Tx)in Byte: 240 Direction: out
Data (Rx)in Byte: 240 Link Type: LM FWL AR

Speed (KByteds) 0,000 Encryption: DE=
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2. TyHHenb MeXxAay ABYMSA ceTAMMU
(LAN to LAN).

2-1 Uene:
YaaneHHbIn opuc Xo4eT CoeanHNTLES € ApYrnMm orcom Yepes VIHTepHeT.

2-2 OkpyxeHue:

Configure a LAN to LAN (PPTP/L2TP/IPSec) VPN Dial-in Connection

Public IP Public TP
_192.168.1.254 61.219.68.14 61.219.68.13 I 10.10,99.254
Remote PC Remote Firewall VPN Tunnel Local_Firewall Server
192 1651, 100 ..‘ -_ 10 10,99, 100
192,168 GW: 10.10.99.254

GW: 102 168.1.254
2-3 MNapameTpbl HACTPONKM:

2-3-1 CepBep PPTP n knueHt PPTP

HacTpowikn yganeHHoro MexceTeBoro akpaHa HacTponkm nokanbHOro MeXceTeBoro akpaHa

1- BkntounTb KnnveHTt PPTP 1- Bknouuntb cepsep PPTP

2- |P-agpec cepsepa: 61.219.68.13 2- INokanbHbin IP-agpec: 10.10.99.254

3- Wma nonb3osatens: firewall 3- [wmanasoH IP-agpecos: 10.10.99.200-205
4- [Maponb: firewall 4- Wwm4a nonb3oBarens: firewall

5- TMapone: firewall
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DFL-1500

1- Bkntountb cepep PPTP (Advanced settings -> VPN settings -> PPTP)

VPN Hub | VPN Spoke

10.10.559.254

10.10.95.200 10.10.98.205

2- Bknountb knneHT PPTP (Advanced settings -> VPN settings -> PPTP -> Client)

3- [Nobaeutb ctatudeckuin mappyT (Advanced settings -> Routing -> Static Route)
Policy Rout
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DFL-1100/700/200

1- [Ho6Gasutb nonb3osatens (Firewall -> Users)
Uzer Management

Add new uzer:

Idzer name: Ifirewall

Group memberzhip: I

Paszwiard: |

R etype Dasswgrd: Ixxxxxxxx

L2TP/PPTP settings:

Static clhent [P I

[f empty, the IF addrezs will be taken from the server's 1P pool

Metwarks behind

[192.165.1.0/24)
Lzer

2- Bkntountb cepsep PPTP (Firewall -> VPN)
L2ZTP/PPTP Servers

Edit PPTP tunnel pptp-server:

M arme: ;.pptp-sewer

Cluater 1P _ | Blank =ik |P

buzt be Wik 1P if IPzec enciyption is required

Irnner 1P . Elark = LaM IP

IP Pool and zettings:

Client IF Pool: |10.10.99.200 - 10.10.99.205

Frosy ARP dynamically added routes
Frimary DHS: _ ' [0 ptional]
Secondary DMS: . - [COptional]

Ilze unit's ovn DMS relayer addreszes

Primary "/IM5: '.: (Optional]
S |:| I - )
ECER?INEE:I L [ [0 pticral)

3- Bkntounts cepsep PPTP (Firewall -> VPN)
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L2TP/PPTP Clients

&Add PPTP Client :

M ame: ||:u|:ut|:u-n:|ient

Basic settings:

Izername: Ifirewall

PaSSWDrd' Ixxxxxxxx

Retype I
Pazzwnrd:

Interface IF; | Blank = get IP from zerver

GF‘E"‘”“? [E1z196a13
ateway:

Remate Net [10.10.99.0/24

¥ Use prirnary DS zerver from tunnel az primary DMS

[ Use secandary DMS server from tunnel az secandary DHS

Hint: Uze Servers - DMNS Relayer to eazily make DMS servers available to internal
clients.
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2-3-2 CepBep L2TP u knuneHnT L2TP

HacTpowikn yganeHHoro MexceTeBoro akpaHa HacTponkm nokanbHOro MeXCceTeBoro akpaHa
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2-3-3 IPSec

HacTpowikn yganeHHoro MexceTeBoro akpaHa HacTponkm nokanbHOro MeXCceTeBoro akpaHa

1-  Bknrountb IPSec 1-  Bknrountb IPSec

2- JlokanbHbii IP-agpec: 192.168.1.0/24 2- JlokanbHbi IP-agpec: 10.10.99.0/24

3- YmanenHbin IP-agpec: 10.10.99.0/24 3- YmaneHHbin IP-agpec: 192.168.1.0/24

4- Pexum cornacoBaHusa: Main mode 4- Pexum cornacoBaHus: Main mode

5- Pexum nHkancynauumn: Tunnel mode 5- Pexum nHkancynauumn: Tunnel mode

6- KoHeuyHbIn IP-agpec TyHHens: 6- KoHeuyHbIn IP-agpec TyHHens:
61.219.68.13 61.219.68.14

7- Kniou PSK: 1234567890 7- Knou PSK: 1234567890

8- TMonutuka IKE: DES+MD5 8- TMonutuka IKE: DES+MD5

9- Tpynna knioven IKE: DH2 9- Tpynna knioven IKE: DH2

10- MonuTuka IPSec: DES+MD5 (ESP) 10- MonuTuka IPSec: DES+MD5 (ESP)

11- 'pynna kntoyewn IPSec: DH1 11- 'pynna kntoyewn IPSec: DH1
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DFL-1500

YaaneHHbIn MeXCceTeBOW 3KpaH:

01- [loGaBuTb agpeca (Basic -> Books)

WANT-VPNA

o 265 255 255 0
255 255 255255

Name

LANT-VPMA

192.168.1.0 b | 2552552550
0.0.0.0 - 25525620265

0.0.0.0

Value
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02- OTpenakTMpoBaTh NpaBuna mexceresoro akpaH (Advanced Settings -> Firewall -> Edit
Rules)

- .IE;IIII: | St..‘ilu: . C Action
JQQ—IQQQQ

Condition

def class v
ss: | def _class ',@

B
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03- BkntounTb IPSec n otpegaktnposate nonutuky IPSec (Advanced Settings -> VPN

Settings)

Condition
2 | Subnet Address @
192 168.1.0
255 255 2550
Subnet Address @

10.10.99.0

Action
Tunnel @
SaicP v

IP Address @ Auto_Assigned
IP Address @ Auto_Assigned

rithm | Encrypt and Authenticate (DES. MD5)  »
Authenticate (MD5)
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Main

1234567830

Encrypt and Authenticate (DES, MD&) @
Encrypt and Authenticate (DES, MD5)
Encrypt and Authenticate (DES, SHA1)
Encrypt and Authenticate (3DES, MD5)

ot and Authenticate (3DES, SHA

ESP

Encrypt and Authenticate (DES, MD5)  +

Encrypt and Authenticate (DES, MDE5)

Encrypt and Authenticate (DES, SHAT)

Encrypt and Authenticate (3DES, MD&)

Encrypt and Authenticate (3DES, SHA1)

Encrypt and Authenticate (AES, MD5)

acHEncrypt and Authenticate (AES, SHAT)
“|Encrypt only (DES)

Encrypt only (3DES)

Encrypt only (AES)

Authenticate only (MD&)

Authenticate only (SHAT)

lo Save Running Configur




D-Link corporation

Encrypt and Authenticate (DES, MDS) ﬁ

| 28800 (v} C @
DH1 »
DH1 -

| Baclpp

OHS

JlokanbHbIN MeXCceTeBOMN IKpPaH:
01- [lo6aBuTb agpeca (Basic -> Books)

Schedule

Name

WANT-VPMNE

Value

192.168.1.0 255285 2550
0.0 2552852560255
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Service Schedule

Name

LANT-YPMNBE

Value

® Subnet > 10.10.99. 255 255,255 00
ORatige 0o SR 5 055 255 055
@ -

02- OTpenakTmpoBath NpaBuna mexcetesoro akpaHa (Advanced Settings -> Firewall ->
Edit Rules)

Status [ Show Rules Attack Alert| Summa

wan .
i Block | Apply |

ltem Status Condition

# MName  Schedule  SourcelP  DestIP  Service

Mext Fage Mewe Fage 1w
Delete Mowe Before;
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Status Show Rules Attack Alert | Summa

Status

Condition

. WWANT-VPNE } 1| LAM1-YPME

Action

Appl_y

03- Bkntountb IPSec n otpegaktnposate nonutuky IPSec (Advanced Settings -> VPN

Settings)

VPN Hub | VPN Spoke

Status

KE Rule Mame |ipsec

Condition

10.10.99.0

k255 255 2550

12 | Subnet Address @

192.165.1.0
{]265.265. 2550

. |

Address Type | Subnet Address v
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Action

IF Address @ Auto Assigned
IP Address @ Auto Assigned

Encrypt and Authenticate (DES, MDS) @
Authenticate (MDS)  »

1234567890

| Advanced |
| Back  J[ Awly

kdain

1234567890

Encrypt and Authenticate (DES, MDS) v
Encrypt and Authenticate (DES, MDS)
Encrypt and Authenticate (DES, SHAT)

Encrypt and Authenticate (3DES, MDS)
Encrypt and Authenticate

fain
1234667350

Encrypt and Authenticate (DES, MDS)
L (+) Omin O
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Encrypt and Authenticate (DES, MDA) @
Encrypt and Authenticate (DES MOS)
Encrypt and Authenticate (DES, SHAT)
|Encrypt and Authenticate (3DES, MDS)
Encrypt and Authenticate (3DES, SHAT)
Encrypt and Authenticate [(AES, MDA)
Encrypt and Authenticate (AES, SHAT)
|Encrypt anly (DES)

Encrypt anly (3DES)

Encrypt anly (AES)

Authenticate only (MDS)

Authenticate only (SHAT

to Save Running Configur

&
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DFL-1100/700/200

YoaneHHbI MeXCceTeBOWN aKpaH:

1- Paspewwutb Becb Tpaduk VPN (Firewall -> Policy)
Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: [3 |

| YPM: Allovw all WPH trafhic: internal->%PM, WPH-xinternal and "»-"F'N->"v"P'N.|

9 OO

Apply Cancel Help

2- Bkntountb IPSec n otpegaktuposatb nonutuky IPSec (Firewall -> VPN -> |IPSec

Tunnels)

¥PH Tunnels

Edit [Pzec tunnel ipsec:

M arne; Iipsec

Local Mek: |'I 92.168.1.0/24

Authentication:

* PSK - Pre-Shared Key

FSE: Ixxxxxxxxxx
1224567390

HEt}'DE PSK Ixxxxxxxxxx

" Certificate-based
Local Identity: | &dmin - CH=000F3DE337RC -]

Certificates:

[ze chilfzhift click to zelect multiple certifizates.
Tousze 1D lizts below, vou must zelect a Co certificate.

dentity List: | (no list] =]
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Tunnel bype:

& Roaming Users - single-host IPzec clientz

IKE *auth: [T Pequire uzer authertication via IKE *Auth to open tunnel

* LAM-to-LAN tunnel

Remote Net: [10.10.99.0/24

Remote Gateway: [51.21968.13

The gateway can be a numearical [P address, DHS name, or
range of IP addrezzes for roaming / NATed gateways.

Foute: [+ Automatically add a route for the remote netwark.
Froxw 8RP: [T Publish remate netwark on all interfaces via Prosy ARP.

IKE *auth client: r .F'as.f uzername and pazsword to peer via [KE *auth, if the remote gateway
requires it.

#auth Lsermnanme: I

FAuth Passward: I

¥YPH Tunnels

Edit advanced zettings of IPsec tunnel ipsec:

Lirnit MTL: 1424

IKE Mode: & 5in mode IKE
r Agoressive mode [KE
IKE DH Group: | 2 - madp 1024-it |

FFS: ¥ Enable Perfect Farward Secrecy
PFS DH Group: |1 - modp 7686t = |

MaT Traversal ¢ pizabled.

% Onif supported and needed [MAT detected between gateways]
 Onif supported

Keepalives: Mo keepalives.

Automatic keepalives [works with other DFL-200/70049 700 units]

O b anually configured keepalives:

Source IP: |

T

D estination [P I
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IKE Proposzal List

Cipher Hash Life KB Life Sec
# [MDE || |0 {28800
#2L EEES MDE -] O 28800
-l [sHa1 =] [0 [25800
# |Glonieh 128 Alowesanass _| [W05 =] [ [eEEm
s Gttt | e o
o ferateinte | e E o e
7. |Blowlish-448 Allowet 256-448 7 mos = [0 B
#e |- =] IMDs =] o o
IPsec Proposal List

Cipher HMAL Life KB  Life Sec
#1: |DES =1 ||MDE =] o 3600
2 [ =1 [Mos =] [0 [z&00
#3 | [SH&1 =] |0 3600
# |Blowish128Aloneadoade | [W05 =1 [T [
5 |Blowisnizaloned 120448 | [SFEIE] [0 [
. |BowshSoAlowed2sodds | W05 =] [0 [
7. [Blowfish-448 Allowert 256-445 é s =1 o [
e |- =l IMD5 =] o [i
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INokanbHbIN MeXCceTeBOM IKpaH:

01-PaspewwmnTb Becb Tpadmk VPN (Firewall -> Policy)
Firewall Policy

Edit global policy parameters:

Fragments: [] Drop all fragmented packets

Minimum TTL: |3

| YPM: Allovw all WPH trafhic: internal->%PM, WPH-xinternal and "»-"F'N->"v"P'N.|

9 90

Apply Cancel Help

2- Bkntountb IPSec n otpegaktuposatb nonutuky IPSec (Firewall -> VPN -> |IPSec

Tunnels)

YPH Tunnels

Edit [Pzec tunnel ipsec:

Mame: |ipsec

Local Net: [10,10.88.0/24

Authentication:

*) PSK - Pre-Shared Key

FSk: @oeeesesee

1234567590
Retpe PSE: 00000080

) Certificate-bazed

Local [dentity:

Cerificates: [

Use chil/shift click to select multiple certificates.
Tousze 1D lizts below, vou muzt zelect a Co certificate.

|dentity Lisk:
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Tunrnel type:

O Roaming Users - zsingle-host IPzec clients

IKE #Auth: Fiequire uzer authentication via IKE *é&uth to open tunnel,

{¥) LAN-to-LAN tunnel

Remate Met; :'!32:1 EB1EI£24

Remate Gateway: |B1.219.68.14

The gateway can be a numerical IP address, DHS name, or
range of IP addrezses for roaming A MAT ed gateways.

Route: Autamatically add a route for the remote netwark.
Proxy 8RP: [T Publish remate netwaork. on all interfaces via Prosy ARF.

IKE 3auth client [] Pass username and pazzward bo peer via IKE #auth, if the remate gateway
requires it.

Auth Uzermame:

Fhuth Passward:
YPH Tunnels

Edit advanced zettings of IPzec tunnel ipsec:

Limit MTU: [1424 |

IKE Mod=t @ Main mode IKE
O Aggrezsive mode [KE

IKE DH Group: '.2-m-:u;ip 1024-bit + |

PFS: Enable Perfect Fonward Secrecy
PFS DH Group: | 1 - n_'u:u:_lp ?EBI:ult i

MAT Traverzal: ) Dizabled.

& onif supported and needed [MAT detected between gateways]
) Onif supported

Keepalives: & Mo keepalives.
) Automatic keepalives [warks with other DFL-200/700,1700 unitz]
O b arually configured keepalives:

Source IP;

Drestination |F:
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IKE Proposzal List

Cipher Haszh Life KB  Life Sec
#1: | DES v| [[Mps ™| [0 | [2ee00]
2l foree ' MO5 v'_'; o gzaéﬁlnf
| st v| [0 | [ze00]
Blowfizh-40 Allowed: 40-443 1
B4 | Blawfizh-128 Allowed:40-443 |MD5 [ [0 | 29800
Blawfizh-256 Allawed: 40-443 r T 1 r .
HE | Blawfish1 28 Allowed:128-448 sHa-1 & [0 | 28800 |
Blowfish-256 Allowed: 125-443 fE— = e =
HE: | Blowfish-256 Allowed: 256-448 (MDS | |0 | |28800
Blowfish-443 Allowed: 256-448 — — ,
H7: | Blowfish-448 Allowed: 448-448 MDD ™ [0 | (O
HE | Toucfish-128 Allowed:128-256 |MDE (& [0 | |0
Twatizh-256 Allowed:123-256
Twafizh-256 Allowed: 256-256
IPzeq.
AES-128 Allowed: 128-256 HMAL Life KB Life Sec
AE5-255 Allowed: 128-256 : s b g
#1: |AES-256 Allowed: 256-256 IMD5 »| [0 | [3500 |
IPzec Propozal List
Cipher HMWALC Life KB Life Sec
#: | | | [Mp5 | [0 | [3s00]
#2l S MDs | [0 ][00 |
CAST-128 == P :
#3 | SHa1 8| [0 | [3s00 |
Blowfizh-40 Allowed: 40-448 S : = [Ee—
H4: | Blowfish-128 Allowed: 40-448 MDo ) [0 | |3600
Blowfizh-256 Allowed: 40-445 T -
H5 | Blawfish-128 Allowed: 128-442 |SHA1 | |0 | [3600 |
Blowfish-256 Allowed:128-443 : o - ,
HE: | Blowfish-256 Allowed: 255-448 MDS &) (0 | |3600 |
Blowfish-442 Allowed: 256-448 ——
B7: |Blowfish-448 Allowed: 445-445 MDS & (0 | |0
BB | Twofish-128 Allowed:128-256 MD5 | [0 | |0
Twofish-256 Allowed: 128-256
Twofish-256 Allowed: 256-256
"BESH- iz unit will propoze 128 bit encreption to the ren
estal_:ul AES-128 Allowed:128-256 coept any cipher key sizes between 128 and 2
recelv| AES-256 Allowed: 1 28-256

AFS5-256 Allowed: 256-256 if’
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DFL-600

YaaneHHbIn MeXCeTEBOW 3KPaH:
1- PaspewnTb Becb Tpadmk VPN (Advanced -> Policy -> Global Policy Status)

Enabled Enabled
@ Allow all except policy settings & Allow all except policy settings

O Deny all except policy settings (O Deny all except policy settings

2- BkntounTtb IPSec n otpegaktuposatb nonutuky IPSec (Advanced -> VPN-IPSec ->

Tunnel Settings)

Tunnel Marme j.i_ps_n_an:_:_ |
Feer Tunnel Type | Static IP address V
Termination |P E1.219E63.13

DomainMame

Feer ID Type :Addreaal_:_ll:"\fd:ﬁdd_r]! o

Peer ID 612196813 sty

|Shared Key 11234567590 |

|IKE Mode &) Main | O Aggressive
Encapsulation @ Tunnel (O Transport made

MAT traversal ® Mormal () ESP Over UDP {part 500

|IF'SE|: Operation  |ESP + |

Marne .F'1F'aram

DH Group .Grl:uu_p 2 V._

IKE Life Duration 000 ' seconds
IKE Encryption |DES ~|

IKE Hash (MDS v
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Phase 2 Proposal

Marme |F'2F'aram |

FFS hMode Group 1 »
Encapsulation ESP V|

:ZIJjuSr:tcinhle |EDDD | seconds
ESF Transfarm @

ESP Auth | HMAC-MDS v |

AH Transfarm DS

F1 Proposals F1FParam MOT SET
MOT _SET » MOT_SET

Click here to add PZ proposal

|F'2 Froposals |F'2F'aram V||

Target Host Range

Starting Target [ 199 |
Host

Subnet Mask  |266.255.2550 |
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INokanbHbIN MeXCceTeBOM IKpaH:

1- PaspewnTsb Becb Tpadmk VPN (Advanced -> Policy -> Global Policy Status)

Enabled Enabled
@ Allow all except policy settings & Allow all except policy settings

O Deny all except policy settings (O Deny all except policy settings

2- BkntounTtb IPSec n otpegaktuposatb nonutuky IPSec (Advanced -> VPN-IPSec ->

Tunnel Settings)

Tarne N ;.-R.E.WF'F‘?. Cetewsy |
Feer Tunnel Type | Static IP address
Termination P |51.219.65.14 '

DomainMarme

Feer ID Type |Address(IPV4_Addr) v

Peer ID 61.219.68.14 | optiona

Shared Key 1234567890 | |

IKE Made ) Aggressive
Encapsulation ® Tunnel O Transport made

MAT traversal ® Nnrmal () ESP Over UDP {port 500)

IPSec Operation ESP v

Marne .F'1F'aram

DH Group .Grl:uu_p 2 V._

IKE Life Duration 000 | seconds
IKE Encryption |DES |»|

IKE Hash (MDS v
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Phase 2 Proposal

Marme |F'2F'aram |

FFS hMode Group 1 »
Encapsulation ESP V|

:ZIJjuSr:tcinhle |EDDD | seconds
ESF Transfarm @

ESP Auth | HMAC-MDS v |

AH Transfarm DS

Click here to add P1 proposal

| P1 Proposals | P1Param v/ | NOT_SET v
[NOT_SET NOT_SET v

Click here to add P2 proposal
| F2 Proposals F2Param + MOT _SET V|

NOT SET ~ NOT_SET v|
Target Host Range

Starting Target [ oo may g |
Host : —

Subnet Mask 2652562550 |




